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BACKGROUND
Field Of The Disclosure

The present disclosure relates to an antivirus system and, more specifically, to a virus

removal system.

Brief Description of the Related Art

Computer viruses are a major problem in modem day computing. For example, a computer
virus may be a program (or some unit of code, e.g., instructions to which the computer responds,
such as a code block, code element or code segment) that may attach to other programs and/or
objects, may replicate itself, and/or may perform unsolicited or malicious actions on a computer
system. Although described herein ‘as relating to computer viruses, the present disclosure may be
applied to any type of malicious code capable of modifying one or more portions of a computer’s
resources.

Antivirus systems preferably find or detect viruses and then cure the affected ﬁle, memory,

boot sector, etc. One of the techniques viruses use to complicate their detection and cure is to
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antivirus systemto decrypt it and cure the file. This nmakes it nore
difficult for the antivirus system to detect and reverse the infection
process twoaaes7ehe file. The encryption perforned by sonPCritsoyedsmay

i nvol ve conpl ex mat hematical or |ogical operations that are perfornmed on
the virus code or victimfile data that lead to visually unreadable virus

code &RrfdHartsbofitle Girhid bsyl dr tﬁe(ﬁlel?ﬂﬁ@tié Igiﬁﬁg kEBOSPEOLE sb AP NERAG R An

identify the viral code inside I0on, since encryption can rely on
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antivirus engi ne should be cap able of decrypting the virus first before it
can ni@tdetect t‘“da@é{?lﬁflledllfeﬁﬁ?%%éssé? CRYSGIAR 1 i;fl ruses or otherw se anal yze it.
In order to performits intended purpose, the virus itself should be

capabl e of Theerogypttiangeremoed by ednaveasssohacindelveconipiex mathtaticdl tor ¢aicdlse
it. An antivirus system can sonetines analyze the part of virus code that

IS resRednRlient hey pdritemd@eh YIRS Vil coliBer ai&ﬁinvﬁl%ldﬁtast}iﬁtl%ﬁ @Qﬂsﬁaﬂ?%m%@aﬁl@e
same decryption algorithmthat the virus itself uses to decrypt encrypted

ar easifif ko AR iER BB Mo 6000 ana{ly%e ggﬁlf%g;g@ﬁrg“c;dg{e'rg

further. I'S can sone one

safe enV|ronnent t hat does not allom/any naI|C|ous actlons the virus may
take P89%e executed on a real conputer, but only on "virtual machi ne" that
is imtated, for exanple, by the antivirus system Encryption techniques
use a key Irhadditien, sied eneryptie saroraly onisgnealumrodel kyy that eant change from one

unr eadabl e, encrypted state. The key is usually sonme integer or real

numbeinfechadtsangpie @l mo0tHes patemEmateliihg Athyalot BE AIfAiETea! ®-iddiEy Keyving B&gd The
encrypt data and may be used by the virus to decrypt the data 2 STl TUTE

SHEETarfiRLE. egﬁl)]e %‘Qn%’&%%%%e %%el:%t?lﬁg Ye>dirus first before it can match it against a

database of known viruses or otherwise analyze it.

In order to perform its intended purpose, the virus itself should be capable of decrypting
encrypted areas of code or data so that it can use it. An antivirus system can sometimes analyze the
part of virus code that is responsible for the decryption. The antivirus system can then use the same
decryption algorithm that the virus itself uses to decrypt encrypted areas so that the antivirus system
can continue to analyze the virus file further. This can sometimes be done by emulating the virus
body in a very safe environment that does not aliow any malicious actions the virus may take to be
executed on a real computer, but only on “virtual machine” that is imitated, for example, by the -
antivirus system.

Encryption techniques use a key that is used to transform original code or data to an
unreadable, encrypted state. The key is usually some integer or real number, but can also be.some

string of characters. The key is used to encrypt data and may be used by the virus to decrypt the data
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is encrypted, otherwi se the data world be useless to the virus. Usually,
the virus stores the key sonmewhere within the infected file. In such a
case, an wenid7eus system nmay be able to-retrieve it fromcrhsorefisrt ed
file and use it to decrypt the needed parts of data encrypted by the
virus. New types of destructive viruses are constantly emergi ng. For

exa”plseenclﬁrgféidrHﬁeﬁxﬁgéaﬁu'é%%at@oﬂﬁe %Veﬁg{%%giv%'é: B.Wrm has energed. This

virus although rel atively easi et ect can be difficult to renove.

This type pf virus encrypts part of the host .file.s enfry-point code. For
This type Corallt i e Hfed ebEkex Sansrfesngoinan spiitesiod Fe. Boaien § oaes. an
restored, a decryption of this code should take place. However, with this
type &FIWIUR pstent iiay ke gble by retritae ddony heiiniscted fitrandsiseit éuddengit the nehdedpartss
body |i ke sonme viruses do. Instead, the encryption key for this type of

Vi r usof éatzalyted edtiesiing. the nmachine's nane in the Wndows operating
system When copying an infected file to another nmachine, it is very

1t
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machi nes nane’is unknown. Accor ruse str.B

Vi rus r I se encryption,.. techni gyes in different ., Al on
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virus also encrypts part-of the original file to conplicate a cure,

possi Bitfcuisterigmerie Thisiypaebyirissneryas neRefighospilezyminyinouy ceyes traxthinbmed be
capabl e of decrypting that part of the original file to conpletely restore
t he f bfantsdoibesffpetecalnfeantved asd filr ¢he dduleeo bpessidred, al deyryptien nkihid axiedhadidv e,
viruses sonetinmes store the key used to encrypt the encrypted part of a

file wikpiabet HewsdFBwWitR{I8EHBE of Vihg, thERWR YR the MickHHRS IS Btods ihfi8e the virus
W n32/ Magi str.B virus, for exanple, do not store the encryption key in the
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SUBST!n-gc 1i1§e’§|_1|%|§1—[a J)Rtllglél':W]ZnGc?ows operating system. When copying an infected file to another

machine, it is very difficult to retrieve that key and to decrypt the code when the infected machines
name is unknown.

Accordingly, viruses such as the Win32/Magistr.B virus, for example, use encryption
techniques in different ways. Along with encrypting the body of the virus itself, to complicate
detection, the virus also encrypts part.of the original file to complicate a cure, possibly using the
computer name as the key. An antivirus system should be capable of decrypting that part of the
original file to completely restore the file to its pre-infected state.

More specifically, as mentioned above, viruses sometimes store the key used to encrypt the
encrypted part of a file within the same infected file. However, viruses such as the Win32/Magistr.B .
virus, for example, do not store the encryption key in the file, but instead use, for example, the

“computer name” which it retrieves from the system itself as the encryption key. This counts on the
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WO 03/ 025722 PCT/ US02/ 29152 conputer name not changing, so that it is
constant for the given machine, and can be safely used to decrypt data in
files infwots@emthat machine. The problemis that when @ttsoz/pEssyst ens
need to cure (and therefore decrypt-parts) of such an infected file, it

al so needs to access the conputer nane of the machine the file was infected

on t QOIQﬁ%teF i d<f c@%@@#aﬁ? ittig cQth Ii:aﬁlyﬂ)tx tl?e[‘@gé(rﬁxtgg&éggra&lﬁ.c% be fagf?lg%\(sz i{lpat

they can be restore e evi ng nad using

unsafe and (s n al S, possi bl e .because when antivirus systens scan
fil eSES‘Hy’% .%zwgﬁ%,mf%?ed ﬁi‘ﬁf @?SPP@ antivirus systemprogramitself may be

| ocated on_ a different machine (e.g., the network server), and not on the
i nf ect ed wdmRgroktanon ted avhien entivisws|systemppesdrtelcurgl(and thérefaan tioryptparts) ps swin
cannot always reliably retrieve the conputer nane of the infected nmachine.

Anot hen infectbd 6, itslsbhrtdydoettces that@ap@er fantecof the MABGc A fiRfwishafeoRainne
it was infected on (e.g., sent to an antivirus teamfor analysis, or the
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possi ble to déterm ne nput er nane. scl Osure

A nethdéfsggtqn1an conput er code:gs glsclo?ed for %g%%n% an encrypted
Compul SPeViTE Qi Ky A0 1y 1V erd 3 HTE And R RRATRE RSOl DS ARfvirus
encrypted data to determne at |east one nost frequently occurring

encr y pYsempsees files opacbrerky for sgardplesthe anfih s aysterny Pergramdisylbniayhe koptedzed

on the nost frequently occurring encrypted byte and a correspondi ng
expectedfoentghmhineyicg thé netmiogh seaxiver) dati moand tdeafey il wgkttadoe nrelipt edeldat a
using the encryption key to restore the encrypted data to original data. A

met hOch_@Ef)rdQ@é)Q itd e vRRSs &teht Hfhindt ﬂ@%&%ﬁ'ﬁbly tetiSy RhESHRutEhagh LTMRUh R ted
systemincludes 4 SUBSTI'TUTE SHEET (RULE 26)

machine.
Another problem is that when an infected file is moved out of the machine it was infected
on (e.g., sent to an antivirus team for analysis, or the computer name was changed by user on the

infected machine) it may not be possible to determine the original computer name.

Summary of the Disclosure

A method, system and computer code is disclosed for curing an encrypted computer virus
present in a computer system and includes analyzing encrypted data to determine at least one most
frequently occurring encrypted byte in the encrypted data, calculating an encryption key based on
the most frequently occurring encrypted byte and a corresponding expected original byte of original
data and decrypting the encrypted data using the encryption key to restore the encrypted data to
original data.

A method of detecting and curing a computer virus present in a computer system includes
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WO 03/ 025722 PCT/ US02/ 29152 scanning the conputer system for a conputer
virus, determ ning whether encrypted data is to be decrypted in order to
cure the wompuwter2virus detected in the conmputer system aaaluysoe/egst he
encrypted data to deternmine at | east one nost frequently occurring
encrypted byte in the encrypted data, when it is determ ned that the

encr y,pt. . r . 1. r t
cccurPraEmE Bt IfeTEt 1Bt Ot BB haEhoblE, B ptey SEGIER b
encrypted byte is statistically dom nant anong ot herbytes of the encyypted
dat a,d%E’éWJB%&iI Y PgT %C@'ﬁéﬁ? ﬁ?li'ﬂBW)éR gyu%ég@ategdﬁ P COFBHIT T ABRYERE (DYt e
and a correspondi ng expected original byte of original data and decrypting
t he emeryppidedhtdmt detersiimpt idast @reongshfiegneitbyoccorringsnonyptedhiateandhy poeybtadt a
to original data present in the conputer systemprior to encryption by the
ConNpuia@d, Wiehlis is detsysih@Mhhohed@ictptddn@ataidtoChly dtyed; QORHEGIhg thitUie nfbsd
conputer systemincluded a scanning device adapted to scan the conputer

syst r. Vi : / i i :

ot ey bt Pofa Hen e iy AR R RO b BB S e . 1
be perf.orned fter the conputer virus is d cted,, an encr ed byte

or oo dS SAHg <y Aum et T artar g he e Py peuafs & o RLOBKR wEedy

| east one nost frequently occurring encrypted byte in the encrypted data
when 9n the glogena renpiadtet thate anded enmssperdae daPectPs originpkbyie of gpgiadl daja and

dom nant byte controller adapted to determ ne whether the nost frequently
oC curdecngtiagclie/@icerbtdydaa ustngathel emdrngtivn lesyas ygtoeeltheytgptedideraac aridimal demt
encrypted byte is statistically domnant in the encrypted data, an

encr yRtianin X oMY bAtdngrisleNi eeradaRbgthd QuRtdWiake an encryption key
base?ﬁon tﬂé do%?%éntjgngrggted bs?g ang 5 cgﬁﬁzsponding expected origina

byte of orjainal, dat . and. dectYBLENG A9VIGe, AJARLEE, Lo BGHYPL EaGR, DY @
a%a d tche % (0] 1f<ey 0] estg ]t‘ne encry

of encrypte base n ncryption re pt ed” dat a
to original data present in the conputer systemprior to encryption by the
conpuiicevidapicd 1R 3576 dheatRTaRIBS a8 e i FOPBRE BT, By AT BRIRPUT IO PEYIE
enbodyi ng a programof 5

adapted to determine whether decryption of encrypted data in the computer system is to be performed

after the computer virus is detected, an encrypted byte processing device adapted to analyze the
encrypted data to determine at Jeast one most frequently occurring encrypted byte in the encrypted
data when it is determined that the encrypted data is to be decrypted, a dominant byte controller
adapted to determine whether the most frequently occurring encrypted byte is a dominant encrypted
byte, where a dominant encrypted b.yte is statistically dominant in the encrypted data, an encryption
key calculating device adapted to calculate an encryption key based on the dominant encrypted byte
and a corresponding expected original byte of original data and a decrypting device adapted to -
decrypt each byte of encrypted data based on the encryption key to restore the encrypted data to
original data present in the computer system prior to encryption by the computer virus.

A program storage medium, readable by a computer system, embodying a program of
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execut abl e by the conputer systemto conduct a lottery, includes nethod

st eps i ncwodBgs72scanni ng t he conputer system for a conpuPEm/Us02/2ME 52

determ ni ng whet her encrypted data is to be decrypted in order to cure the
conputer virus detected in the conmputer system analyzing the encrypted

dat a ; 1 r q i I in
the anartEb Dl oy Ao e H i S NP RSB L FELRIAE ) B
decrypted, confirmng that_the nost frequently occurring encrypted byte is
a dorm°AHHES é’ﬁcﬁo%’ﬂ‘é?d%w?@ {RR 8CamPHIET YBH KTFTMEHES PHeRgr E%r@teé égta Is to De
statistically dom nant anmong ot herbytes ofthe encrypted data, calculating
an erdgepptedon dkdybrsedre tha dohwutio rvimarnietestedrippthe domputer snsica. enalyzspadheli ng
expected original byte of original data and decrypting the encrypted data
usi Ngerchgtedniityptdetimiayatli€nst &5 196% filchBerBRUcY R BE eflatypted By ih Thd:@lcrgréd
present in the conputer systemprior to encryption by the conputer virus. A

met hogh O, fG G }’spéeitc Ligébcfh\éxpfﬂ?edexﬂﬁ{pgeéii t%ﬁt%%“{l}%éc@;;g?g%ﬁgg%ﬁ%?)‘nﬁge

conputer virus 1In es determ er t tals to

e e e R e S P T S L

determ ned that the encrypted data is to be decrypted, confirming that the
nost Fplagtiealy goramentamong otk byippeidhe sprwieddata, gdlaplatng altﬁﬁ’éwﬁ%ge)ﬂ%ﬂs@}
where the dom nant encrypted byte is statistically dom nant anong ot her
byt esomnfhetdomienareypiypttddataandcabamsabidingg anxpected ypginahbke pf bagiedl data bhed
dom nant encrypted byte, a correspondi ng expected original byte of original

data @l pan %ﬂ{é%cry'j)?édaéaitzpﬁkﬁﬁg e bREYRiREleyeS R stndiideatypled dstalib BrigMar ¥4 ed.
data using the encryption key to restore the encrypted data to ori ginal

dat It h g ' .lon. Brief De i pti
ot HE TPk oo Tsf &b Siaf uEbRbh B s o IMP e ent i sl osur 6 and

many of the attendant advantages 6. . . .
y A method o?gecwpt\{ng enciypted data in a computer system infected by a computer virus

includes determining whether the encrypted data is to be decrypted, analyzing the encrypted data to
determine at least one most frequently occurring encrypted byte in the encrypted data, when it is
determined that the encrypted data is to be decrypted, confirming that the most frequently occurring
encrypted byte is a dominant encrypted byte, where the dominant encrypted byte is statistically
dominant among other bytes of the encrypted data, calculating an encryption key based on the
dominant encrypted byte, a corresponding expected original byte of original data and a known
relationship therebetween and decrypting the encrypted data using the encryption key to restore the

encrypted data to original data present in the computer system prior to encryption.

Brief Description of the Drawings

A more complete appreciation of the present disclosure and many of the attendant advantages
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SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722 PCT/ US02/ 29152 thereof will be
readily obtained as the sane becones better understood by reference to the
f ol | owi ngwodstoas7’eed descri ption when consi dered i n connecticarusoedisz he
acconpanyi ng drawi ngs, wherein: Figure 1 is a flow chart of a systemfor
curing a virus according to an enbodi nent of the present disclosure;

Fi gUnfeof i @A?Delleﬂﬁy%gf”aqﬁed(%gt s%telﬁggor{?% b%ﬁg%tdg{%g)é)?s%glrgf&én@Qtoéhg ?orm)'d}ér?é s a

vi rus accor |ng to e presen osure;

bl ock, di.agram j | Ius ratin stemfor detecting and.curing a conputer

vi ruglet @8@Ieaq1 WgoR 8 ’ﬁﬂ C@ﬂsg‘éfﬂ?%‘fonaf"’tf%w i 88?%%@?8‘“@1 b’t’n‘?rémél is a
bl ock di agram of a conputer system capable of i rrpl enmenting the nmethod and
syst em f orFigeteelcisiarftpvanbart of @ pgstem dconpuingra winswscerdmgrtdiangntbwdamemfsbié ment
of the present disclosure; and Figure 5 is a flow chart of a nethod of

decr yptiengdeeicsyet ed data in a conputer system according to an enbodi nent
of the present i nvention. Detail ed Description In describing preferred

enbodi ment;of. £ 08 tfbrv@l?l%m ofdﬂ 1§1% é}%? %?%etie{:(tjix’rés%r{daﬁtugigg ta%ohﬁ?té?rvﬁm 9 rd1n$ o .

specific t efm ol ogy 1S enp or sa wever

di scl osure j.s not |ntend 8 o be limted to the speC|f|c term nol ogy so
sel ecatne‘?i“‘?frddmlelft qfthe pyesat BiSeeFYFood t hat ‘each specific elenent includes
all technical equivalents which operate in a siml|ar manner. The present
system i s Bigpel & adflodkcdingipmglpgratingd soetemder ﬁ@ecvmgw@éwrlaga cpmprigH g us
mechani snms or cure processes to cure infections it finds in files, nenory,
di sk dvootdisewtaarebodirhatt of dlej predert diBtlosurd,

Figure 4 is a block diagram of a computer system capable of implementing the method and
system f'O.I' detecting and curing a computer virus according to an embodiment of the present
disclosure; and

Figure 5 is a flow chart of a method of decrypting encrypted data in a computer system

according to an embodiment of the present invention.

Detailed Description

In describing preferred embodiments of the present disclosure illustrated in the drawings,
specific terminology is employed for sake of clarity. However, the present disclosure is not intended
to be limited to the specific terminology so selected and it is to be understood that each specific
element includes all technical equivalents which operate in a similar manner.

The present system is capable of spanlling for and detecting viruses, and includes
mechanisms or cure processes to cure infections it finds in files, memory, disk boot sectors, other

objects, etc.
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preferably scans a file, nenory, disk boot sector, etc. -of a conputer
system f owo oa/0p37eus. Vari ous net hods of scanning may be u®ed/uso2easect the
presence of the virus in a file, for exanple. The systemmay utilize
signature scanning, in which the system scans for the presence of a virus
signat Ure { j L Vi j

nfect ed 1o Ry R e BE L E P b bR i AP
viruses, that.is iruses for which the virus signature is .not. yef kpown.
Feur v SRt b ety 1R ar dFieF e PrRins Be i igdsln t o
detect virus- |like patterns of behavior. Integrity checking maybe used to
det erSfRRe snHidersestemipasitdize signatufg scaniiag, injwiteheths systetu ecang fortthe preesmroé of
avirus inthe file. In addition, the systemnmay nonitor certain actions
of praograsinasueh vagjueattiof hexadedionbcodeavidel £eitusiesps G MUSTPO Gla M aeRdyi or .
In addition the system may nonitor programsystemcalls to detect and stop

syst egu@shd HaWbi 6h)ibadh Gttt ditBoRh eS8 RGL thalls, ﬁrﬁ/sie% bi0g wh\ﬁlelh@ virhy ﬁ%{ﬂture is

scanni ng and detecting techniques are di scussed above, e prese

di scl 1.S..N l.imted.to the e_of. those,techni ques, but is intended
oo ntYiadbSnd Peutiel RSl IS PRE R RGN LG Tt RDe v RVt s
has qﬁgn detecteq, a primary concern is to elimnate the virus and_to cure
any PRHEMa ShRe3y1qrh Bntegrityghecktmg maybsgised by defermppevhstberdhesizg ot afilehgs t o
restore the object such as the file, nenory or disk boot sector, etc. to
as clivgeased Quedsithd presoice to aivmusiialthesfilet dnbrdfiion, thefsgsttmomay trivnstor certain
effectively disinfecting the object detected as being infected. The cure

pr ocegsionsoff piog@fifsesuche cMi fumstidiss, tokidd: bhpikiois fedestiRfativr. t Mtadanidnane and
the user asks the antivirus systemto cure the infected object either as a

respansRntifa ﬂoﬁilt(ﬁ'ga;i}o %1'519 &b cANh ?ﬂi:téff‘{o%aﬁ g@é? %]fsgam &4 lsgﬁliéﬂ 1:(1idﬁgte thdlSkEdAgL 1 ons

to thé antivinis stemto cure a cted objects aut tically
wi tliqut [ sel(ﬁcted' advance by a

user %otV 0 2;@{112‘]%%3&%%?0%{11%%'@)ép_dtdtc'.{e%tigg ttéc?lpliques are discussed above, the present
disclosure is not limited to the use of those techniques, but is intended to include any technique for- .
the detection of viruses.

Once the virus has been detected, a primary concern is to eliminate the virus and to cure any
damage done by the virus. The purpose of a cure process is to try to restore the object such as the
file, memory or disk boot sector, etc. to as close as possible to its initial state before infection, thus
effectively disinfecting the object detected as being infected.

The cure process is run after the virus is identified or detected by the system and the user asks .
the antivirus system to cure the infected object either as a response to an alert from the antivirus
system, or by giving instructions to the antivirus system to cure all found infected objects

automatically without prompting. Generally, this option is selected in advance by a user, or. a .

system administrator.
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8 SUBSTI TUTE SHEET (RULE 26) WD 03/ 025722 PCT/ US02/ 29152 The cure process
consists of a set of instructions, that naybe executed sequentially. These
i nstruct iwed3paIT2per f orm vari ous changes to the file, suclirCagiSowpsng

bl ocks of data fromplace to place in a file, or copying decrypted data

frominternal buffers to various places in a file (e.g.; ina casein
whi ch a vifys cﬁ%?r@&%é (Y&%sfs% ot et gﬂh?cr&a'ﬁ%hs,!tﬁat%%%@éxe‘:ﬁe& WEH A1 PTRERSS) -
or cutting plece of afile that contain viral code, etc. The cure process

instructions nmay be inplenented a t of, fast-executin nctions

et SRR Y piorad BsE et Tp Biedft i ol hemER ek S Srdalt Bbb Eseex
cure processes. As noted above, viruses may be detected based on the virus
si gnaPlieein 4 files AT copyagedecryptedsdags Gem ipisasl éu@fe&sdo dadeysyplage it ¢ file (WhedR a
specific virus has been detected since the virus signature is unique to
each weaseus whidhen ciunsshasrencepsedisemtldeta tsaiiewiaial & thip lciifel prdcess)noecut e pidesst i ty
of the virus is known, and thus the type of damage which that virus

i nf 11 6F 8 AleShKkNQWRin KrABsleS&e. it My be necessary to analyze the virus in
order to determ ne what kind of danage the virus nmay cause. Viruses often

encr vt panhsel oS VLR Atk 0BRSSl o dleet edald L Rc A QiR 1O

conplicate virust‘detection an , as noted a e

W n32/ istr. B.Worm encrypts the entr oi nt code of the infected file,

t hus eg/ﬁghtélsln thE CHESRIQSHSS JIUPHIONG i Gmplets SOMRISX PV JERSEEF | e and cur ng
of any damage done to the file by the virus. The Wn32/ Magi str.B. WWrm

vi rus furt Wemotsimboieativsesmapbeadeiesind toged erythieryink signpture de funensegt sradsot he
encryption key in the infected file where it can be retrieved by the

Syst empbsdiblE td isil¢ aldntiseFhichep@ifipuhie hanbes detecgRiHinicitbe viauws seamatuyisiumigqueey .
This poses a problemwhere the virus detection and curing systemprogramis

run Qe %ﬁ-ﬁyefhé)ém-&gmee«}s% thgﬁ Etﬁﬁev&%%ghﬁmﬁeh REREHRAJGANPUEEE viSYSE RAWA,

when the virus Is to be sent or anal ysI's by an antivirus team for

exanp laﬁc’i thlurs] tl?eo lty?)e %]} d:tanhqggee Wﬁl%ﬁ Tt V}I'QSe infR® yst Sowi? r@th%twitsa Gt may be necessary to

analyze the virus in order to determine what kind of damage the virus may cause.

Viruses often encrypt parts of the virus body and parts of the infected file in order to
complicate virus detection and curing, as noted above. For example, the Win32/Magistr.B.Worm
encrypts the entry point code of the infected file, thus complicating removal of the virus from the
infected file and curing of any damage done to the file by the virus. The Win32/Magistr.B.Worm
virus further complicates removal and curing in that it does not store the encryption key in the
infected file where it can be retrieved by the system, but instead uses the computer name to generate
an encryption key. This poses a problem where the virus detection and curing system program is run
on a server or computer other than the infected computer sys'tGm or when the virus is to be sent for-
analysis by an antivirus team, for example. In both of these cases, the computer name of the

§
infected computer may not be available to the virus detecting and curing system.

SUBSTITUTE SHEET (RULE 26)



i nfected conputer nmay not be available to the virus detecting and curing
system 9 SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722 PCT/ US02/29152 While the
above- notwo opozitkens | ook i npossible to sol ve because thePamtuise2/zas2 syst em
is presented with unknown data encrypted by an unknown key, the present
systemis capable of determning the key using a probabilistic algorithm

that works w(;netehhé/%aoe 1t pRbIEN RER ugEos%Mé:ﬁﬁs%we Jraudy @8 antivissslysrRid i§

capabl e of ermning the encryption when it |s unknown, baséed on a

probabi | it urren of so [ (o)

al gor Pieﬁ?ﬂtg% ith 18%“8‘(’(%@%%%858@#%%& u?lg OtV\%t %2’ e?;emgég; ”t%ln : &ﬁgblyb?

i nclude bytes having a certain formor fornms whi ch can be deter ned and
used defeaingrgthalkeyasiogy prekadilisjic lapriflys that w%swmwlgapswelﬁw gf'ﬁé%%fé%m e
code for Intel processors contains a |lot of "zeros" (bytes of value zero),
and bfhegprastntwgbtae i2b&pabkos! dstemphing thhencpgrtoarkengaienfit ishakeowintsedbn byt es
can be very high and nmay even be over 60% of all the bytes. In addition,

byt eSpRJbaBﬁJtySf&%ﬁﬁe&fet&@o&@m@tdsm BefnBled oM céa@n al so aid the present
system and nethod by allowi ng those bytes to be nore readily detected. It

I's noted t rﬁ]@ aqoolutun I?g hadlli Y %1?0%1%%%33& tgé fXEt ttlkhtaceghlkfsggt%{}#s m ﬂéﬁld

t he npbst occurrl n on the t Ject In ect ed
b

y the V|rus and thls i nve tlon i S, not ed to ecif
pr oce$8YNE e S or frgsyy SR AN %Wfl&ﬂ&ﬂﬁ&%q%a d‘#ﬁg}m&sét‘}s gyfét%g N
referred to herein as probablllstlc encryption key guessing, An encryptlon
met hodor eemiile. :0¥2teihexrsptibleycodi forsate! prcessopsaenitsing alof eizstds” (byteyef value -
operation of each byte of data with a constant key. Accordingly, using this
know edge, diaeykytbesalué hss. Fooskahpierthz peosntbef efitbeserkindsptfibytes win be vayphieghn
val ues of the key used after encryption. Since zeros were the nost
frequent lya S&RR H¥ 3k EeS0% Brlaliene bl @k M@l addRof; byits el eénsRIfRE ditedin pairs,
which can also aid the present system and method by allowing those bytes to be more readily
detected. 1t is noted that for other processors, bytes with a different' value may be the most
commonly occurring byte depending on the type of object infected by the virus and this invention
is not limited to use with any specific processor or object.

The present system and method may use a system referred to herein as probabilistic
encryption key guessing. An encryption method that is often used by viruses is to perform a logical
XOR operation of cach byte of data with a constant key. Accordingly, using this knowledge the bytes
that contained zeros before encryption will contain values of the key used after encryption.

Since zeros were the most frequently seen values in the original data, in the encrypted data
the most frequently seen value in the encrypted data will be the value of the key the antivirus system

is looking for. The probability that this will be true is the same as the probability of zeros being the

most frequently used in original data, which is very high. In effect, in the present system, therefore,

10
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the nost frequently seen value in the encrypted data will be the val ue of
the key the antivirus system is looking for. The probability that this
wi || be twoasiossiehe sanme as the probability of zeros bei n@crhesoz/nas?t
frequently used in original data, which is very high. In effect, in the
present system therefore, 10 SUBSTI TUTE SHEET (RULE 26) WD 03/ 025722

PCT/ ﬁgﬁﬁ | sed ALQ iLd t es,. of
orlg?n ﬁ%%?%eygﬁ ?Q' ?%ﬁkiﬁgﬁﬁﬁgﬁgryptlg%wﬂg ?a cgﬁe%gpkg%pﬁfé tion

or at |east expected bytes of the original data, where the
encr ;ﬁgﬁ & hecATRariHe TkagVeal oXxEReBY P REF SR tafest ety (g datfatvEherg e t he
unknown encryption key) is also known. Thus, the encryption key can be
deteﬁnﬁmpﬂommﬁﬂmd@eeﬂgﬁﬁmN{E@umuﬂhmbéﬁapm@he@dﬂmwﬂhﬂeumkanmhngwﬁhmﬁyp}ed
data based on the known encryption nethod to restore the original data.,

The p¢ SS€REOSY STRB, qmnt:ﬁﬁﬁomawantﬂwewn@m £l dﬂ@@&'été@xﬁiﬁ@&cz@fb&%he@ﬁ e in
the encrypted. data and choose the npst frequently used one. In th

exanmy eeren’}amnﬁagqe 1JyFtt%8 dbfi%akeVon AR ﬁcﬁ H %ﬁ {xjgﬁ(% tn%thog Yo ?ég?&d%atf%lr%lgﬂala a

entry-pol nt becones cl ear re are

(-1) byte in the code than other yte rtlcularl [ E32 -bits anpd

hi gher ) siTETSTIRBEI Sdns ‘i%‘H&@etant%ﬁégfﬁ‘ffﬁB’é”?mS? otk biiedh S s
nunbers are padded with zeros (for positive nunbers% and -1 (for negative
nunbékaty) andjchopsrethpredsb Geqisedy fend e Ay ghif expmpleithiswrill betthe kst em can

cal cul ate the encrypted value of zero and -1 bytes, then find those val ues
and by t havlosadpedtihailey, by &ajyziryan BMBentsepoiitdodt itheemneyqdédr diat thekedre aaepl e,
if the key value is 2 and the method for encryption is adding the key val ue

t o ev®r(¥eBydif FI(- ﬁh?}n&qgﬁ]e cblle ﬂ‘ﬁﬁ@ﬁteﬁ @ﬁ%s SYRIcHIaBY iieEX RED R Snd )gﬁet‘ §n&9w 2

(since 0+2=2) and every byte that was -1'is nom11(5|nce -1+2=1
[]:Nggl %{H]e{)lr?%(sgl hea?lﬂvat%/ é% tltselé?u% eerr]%lt‘ t Iu{%@d an@ 1 small 1 n%n%eg Iﬁlu\cle eqa%dé‘&) w1th %gss(fg
twos are, dom natin it is clear that the key is 2, since 1- X—-l and

2- X=@OsNive numpery} @yd s (fprppgain e members).

If the method used for encryption is known, the system can calculate the encrypted value of .
zero and -1 bytes, then find those values and by that calculate a key that was used for the encryptien.

For example, if the key value is 2 and the method for encryption is adding the key value to
every byte in the code, it means that every byte that was zero is now 2 (since 0+2=2) and every byte
that was -1 is now 1(since -1+2=1) It is highly likely that in such encryption, that there will be more
ones and twos than other bytes. Finding the key is then relatively easy. Ones and twos are
dominating, it is clear that the key is 2, since 1-X=-1 and 2-X=0, X=2. The key is thus found.

As shown in Figure 1, after start (step S2), it is determined that EXE entry-point needs
decryption. In this example, the encryption method is known, and the encryption key is unknown
(Step S4) In step S6, the most dominating bytes in the encrypted code are found. A determination

is then made whether dominating bytes are statistically appearing more often than other bytes

11
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As shown in Figure 1, after start (step S2), it is determ ned that EXE
entry-point needs decryption. In this exanple, the encryption nmethod is
known, amdotld@2sprryption key is unknown (Step S4) |In st epaT88022h162 nNDSt
dom nating bytes in the encrypted code are found. A determination is then
made whet her domi nating bytes are statistically appearing nore often than

(topel i aE e Ele D18 2 ke s 34, 105 (i eoetlty Lot inan neo

statistically that it is not safe to assune that certain bytes are
domi n3Af RGsBrLhaisertain biesargiorpisating(§irp J19)<he mpsyss engds (Step K1 63 aket is safe
assune that certain bytes are dom nating, a reverse encryption nmethod on
dom ntt dsegndyhiae sertaiadstes arg doheyating) @ revergi ereryptionanehodnd dolinating bytes,
accordingly performed (Step S12) as descri bed above and the key is

det er mBsi@the G we% 3ABIRILY EQ oSl M Acdrdid fohtfed '
F( Encr;pti on @B};t esfmkey?:Dgcrypt ed Byt es%izs?ré{), - 1? %&ﬁ%ﬂzﬁgzg@&%%@%bggg i's

t hen i h 4) and t rLncess end e 6) .
At nodr b RS Bof Skl T8 aerehithe e S8R BURRGRF 6P SEFERREN oy
the gencrypting nethod, the present systemand nethod is not |imted
there Stés’%{(%éé_r}??,‘ yﬁtﬁ‘gg&eééélﬁ’t‘%‘%}( é‘?ﬁ‘ egngrhﬁ@f’ﬂ‘b’d thrndegapipd dging ghe kgyfstep pe
of virus in which the encry{)ti on nethod can be determ ned and decryption
can belpepd dimacessendeldigml ®; various types of encryption may be assuned

and the present systemused to determ ne the valid decryption key for each

type of en&itipighoexpluintd labbhe bycasumiily tHac aypKORN opygoidl pebFesd 0Rdiheg
key are found. In addition, although described above wth respect to a

32- bi gncByReYhalh&, 8RIBed:A: s%\ieﬁlféngiﬂ%e@lﬁqug ngtq{l‘Rit%‘Qﬂ?I/eR{ U i@ﬁh@}gre%ég )S?érgg%{? abl e

dom nate, fhe_ present system can be inplenent or any type o

cose. WISyt S P Bl b AR SP R R o

val uecsiécryption can be performed. For example, various types of encryption may be assumed and the
present system used to determine the valid decryption key for each type of encryption, until the
correct encryption type and corresponding key are found. In addition, although described above
with respect to a 32-bit executable code in which bytes of zero and /or bytes of 255 may dominate,
the present system can be implemented for any type of executable code in which it is known or for .
which it can be determined that a sufficient percentage of bytes are known to be a particular known
value or values.

The flow chart of Figure 1 describes a method used for curing a virus utilized in a specific

case where it is known that original data of the file, memory, disk boot sector etc. is known to be
dominated by bytes a value of zero and -1. The present method and system, however are not limited

to such a situation.

Figure 2 illustrates a more general method of detecting and curing a virus in accordance with

12
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The flow chart of Figure 1 describes a nethod used for curing a virus
utilized in a specific case where it is known that original data of the
file, menwoyg/oel7ek boot sector etc. is known to be dom nacadidoy2qyt es a
val ue of zero and -1. The present nethod and system however are not
limted to such a situation. Figure 2 illustrates a nore general nethod of

ot oI5 SRS, Bl 300 BB RER t e 5 BTN DT

conput er systemis _scanned for the presence of a conputer virus. In step

S21, Vrus dn@kpeYt Haedetsaringdh thay prcaypterhdata istoths drsrypéest afpr e yirus fdetected.r us
is detected, |f data need not be decrypted (No at step-S21) further

pr oc edslatignaed ynob be decifyprede o (abep-SA2 B JurtheOphueevdisemal beetorns@? (Steh§26NSt

frequently occurring encrypted byte or bytes in the encrypted data are

det er miedise Ah sEhpER2 SR mbst fleGued@ly BEAIARE NGB bylelae b?%% In the &%{gﬂg} )eiata

occurring encrypted byte or bytes are dom nant encryp byt es

dom nant t 8 re, statisti,cal ly dom. nant non _.tg]e encr ypt.ed
dat a. AepeRBRREE: AOxE 52T, BlrshBlien v el BeBhsmuf SRR ey VS
processj ng nmay be perfornmed (Step S26). An encryption key is calcul ated
based Ob]lhytg%@ © SOMPA ENCYRLEH PEes dVhisr Sorpinaplanssypietibes g siipinadly slgmingt ct ed
original byte or bytes of original data (Step S24). The encryption key is

t hen emert the dewyyipd dsdxch Ibywedwhinercenpymdd datea outbiytes ziragletenmidedoimrther

rel ati onship and the encryption key to restore the encrypted data to

ori gi pakedaizgand Sbeperfdded (Shp S26RSARerEyPidkdialks cdRtiRtdMaséd@NHR/IoHEREhtT OF
further processing (Step S26). In the scanning step, step S20, any of the

scanningy e BRES deseLhde gg)/l?psﬁl\ﬁg iH%gx tddt drt dig %yte{ée’r bggéseocftori%{h%l B%tg ?ngit%? e of

avirus in the file, nmenor sect of of "t nput e sys f no

Sppl i 880 SeEeSyon ki FrBSR Ry cPBpviest erBlethin Hitite Siune as
to whether encrypted data is to be )
relationship and the encryption key to restore the encrypted data to original data (Step S25). The
restored original data may then be used for further processing (Step S26).

In the scanning step, step S20, any of the scannh.lg methods described above may be utilized -
to detect the presence of a virus in the file, memory, ciisk boot sector of the computer system. If no
virus is detected in the scanning step, additional processing may be applied (Step S26).

In the determining step S21, a determination is made as to whether encrypted data is to be
decrypted. For example, if a virus is detected in step S20, but the virus is a known virus which may
not require decryption to cure, decryption of encrypted data may not be necessary. If no decryption
isnecessary (No at step S21) further processing may be performed (step S26) This further processing
will be further discussed below. If decryption of encrypted data is desired (Yes at step S21), the

encrypted data is analyzed at step S22.

In step S22, the encrypted data is analyzed to identify a most frequently occurring byte or
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decrypted. For exanple, if a virus is detected in step S20, but the virus
is a known virus which may not require decryption to cure, decryption of
encrypt edwdaBa2say not be necessary. If no decryption ispPoaoesesasig2 (No at
step S21) further processing maybe perfornmed (step S26) This further
processing wll be further discussed below |If decryption of encrypted

dat a bGedeSdnk ) Yeri [ 1al vzed tep
S22 IR R, Mo b T i Ko R pl BecRe A PR
frequ | ceurri byte.or 13 SUBSTI TUTE SHEET (RULE 26), WO 03/ 025722
T RO TS b &Y S oo B e a1 Soo IS e UCReS U T et | e
by counting the occurrence of each byte of encrypted data. That is, each
occur PERCECQrndy epaping bytegr bytenof ¢ensimted gata axe then detemnivedint ed. The nost
frequently occurring byte or bytes of encrypted data are then determ ned.

In step 23n gejd.erdeteratinaioni is muddes aswhethehehesst flrquemBloctieiid@ntlypted
occurring encrypted byte or bytes are dom nant encrypted bytes. That is,

basedb@s of BRe€AY BbmMANPENcARRE BMEE TOht 8 HakddBlle cglﬁ{tﬁw)g g{f g%chb eﬁcxgﬁegis S

determ ned whet her the nost freéquently occurring encr te or

defi ' : ] t t data .t tatj gti | |

dom ni® Phe R R AEMAOFp ther O RSF ERER: PSP o B i iV

f ound t step S23), furth i b formed (step S26). |
cuich 48k SRR nriobiase O St By bt ey DetsEmgients ersomist Gl a |

reliable encryption keg because no dom nant encrypted byte or bytes have
been PoeHINaN,enerypteddbyte mantytemereyfoued (bipta step 598 psfugher prouesdingViaay die
step S23), the dom nant encrypted byte or bytes mnay be conpared to a

cor r epptnticdgsiex 526t ¢f sali zgsiitma{ioﬂmﬁr@batbﬂishyteﬂ@ry%ﬁoxﬁlﬁéﬂéd’é@diu@ﬁﬁa? nbSirePideas) -
In step S24, the encryption.key is cal cul ated based on a known rel ati onship

bet wegliabREnHBILNRBY bEGLY Ré ﬂ&ng?éhﬁglgr%@éﬁrﬁgte%@ %\an'fles +30¢ ﬁée‘?uogﬁhﬁ‘.g \ﬁﬁ‘e‘%g%t ed

original byte or bytes of origin _ kno rel atronship nmay be the
encr yB&l&lH}%ll{Tg}cpy%ged'g}}té Iorzbe)gesba¥e %om%d JYresu a 'ste-g%eéf&fi,?ﬁg goellarllllnant encrypted byte or bytes

may be compared to a corresponding expected original byte or bytes of original data (step S24).
In step S24, the encryption key is calculated based on a known relationship between the
dominant encrypted byte or bytes and ‘a corresponding expected original byte or bytes of original
data. The known relationship may be the encryption method utilized by the virus. The dominant
encrypted byle or bytes are compared to a corresponding expected original byte or bytes of original
data. Original data generally refers to data present in the file, memory, disk boot sector, etc. prior
to encryption by the computer virus. For example, in the method described in Figure 1, it is
determined that 1 and 2 are the dominant encrypted bytes. Since zeros and -1's are expected to be
the most dominant bytes of original data, 0 and 1 are the corresponding expected original bytes. As
noted above, different bytes may be expected to occur most frequently in the original data depending

on the situation. The encryption method used by many viruses is a logical XOR operation of each
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encrypted byte or bytes are conpared to a correspondi ng expected ori gi nal
byte or bytes of original data. Oiginal data generally refers to data
present iwotoh®25722 e, nenory, di sk boot sector, etc. prior PCT@wsSenzsiypti on by
the conputer virus. For exanple, in the nethod described in Figure 1, it is
determned that | and 2 are the dom nant encrypted bytes. Since zeros and

-1's BYR o¥¥RSHkFt RithShe é&?ydﬁ%%tke‘j'%i@ﬁg%é?ﬂ{é @ozqss%t. Ofﬁlg, g@%géagal ?r?%xqﬁd 1

are the corréspondi ng expected ori gi nal bytes. not e rent

depentiiy BEr R RERL R SR il SR GEOTERT i e oMbty diade | o

a | ogical XOR operation of each 14 SUBSTI TUTE SHEET &RULE 26) WO 03/ 025722
PCT/ USB2 Aot garedted biiei Giersavilbibe Biovg then ohe cerespppeingrexpested arigipal bydemi ns
constant. Thus, the expected original byte + the encryption key = the

dom nhoweesncthy phaglpthyt leyobmeims cymitad, shah éhat iNeeneryptien ey & thovaud thanmaldsse
dom nant encrypted byte, there will be nore than* one correspondi ng

expectigchioie i i@bn BYE Eor callP¥RNRENT dnbRpRAGHIL Rifa KRYeabR CBIrEPoRANS EANcteasUCh
that the encryption key is the value that makes the above éequation true

f h. doni . . e
71 of RaPry PLER or B AR Fofel £ RnfER SRR BRI I Y 118

origi na oFl dat a. , as descri apbov e th

reference to Figure 1. The om nant encrypted bytes arel and 2. The

corr egﬁlefmﬁnﬁ 6“%3%158‘%?3585 HFi‘lgqlﬂaa- bR esrespuidingrxpe ad PHEMBLb YIS ok gxpesies, o
respectively. The encryption key is the value that nakes both of the

f ol | ol ng andopsat.irespsctivalyp: Tha encryptidn keydisGhe vug tharimakesttioth ehtheyfpllowingkey
is 2, as noted above. It is noted that where the correspondi nhg expected

ori gi eghatlyk @ues-12eKG51 drdd G+ Ca2C Ullalks| 1B eBégPridibkdIaiE R sathéed YbSie i € ndtgdce
the encryption key will be the dom nant encrypted byte. Once the encryption

Key 1 gpat %le@ﬁ hﬁt&qjl’ef/}g&l_%i]@%{é%e%g%ﬁ%vﬁv;ag b Ns BEr %ﬁé %Qltcﬁﬁti(n?kgeg i%?ﬁié:aia\?\lgzt ep

S25, since the encryption wn and the encrypti
2:{:?3 g%@;&% gﬁ;ém:?w&%g%@gﬁ&éﬁ%&&q}a%%ttﬁe ggnr%in%gt gnecxgyrp)@dt 5 e.bbngé t el e){lc{y% ioh ?{IG}O 2 the
calculated, the encrypted data can be decrypted (Step S26).

In step S25, since the encryption key is now kno.wn and the encryption method was alfeady
known, the encrypted data can be decrypted by simply reversing the encryption method-and applying
the encrypted data and the encryption key to restore the original data. The restored original data may
then be utilized in further processing (Step 26).

Further processing (step S26) may refer to any other processing necessary for the detection
and curing of viruses. For example, where no virus is detected in the scanning step (S20), the further
processing may refer to scanning another file, memory or disk boot sector. Alternatively, the further
processing may refer to beginning the process again using a different scaﬁning method. If there is

no need to decrypt data (No in step S21), the further processing may be any cure processing

mentioned above, such as copying sections of data, removing sections of data, etc. Where no
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the encrypted data and the encryption key to restore the original data. The
restored original data may then be utilized in further processing (Step
26) . Furtwero3pesieessi ng (step S26) may refer to any ot her POTOSEY3918Y
necessary for the detection and curing of viruses. For exanple, where no
virus is detected in the scanning step (S20), the further processing may
ref er i £ I k i ectar....Al t.ernati.vel y,
the. rrRRERRAEBRaRIN R Bl Ene RSP R0 Bhic I 5t RS2 DE e Bhougg P dite

di fferent spanning met hod. |f thgre isS no need to decrypt data (No_in step
S21) , MENETRI o IR B Rls OO ey EYPHNR DSIER BIcB S SSTTHY ToRBnDPBRE Vit e,
such as copyi ng sections of data, renoving sections of data, etc. Wiere no
15 SURSHIT U E)SppbTbi{iRiL Enagtiontk €3 s0asing 20 PUF/ iiseal 23152, dWiereaadditional
encrypted byte is present in the encrypted data (No at step S23), the

addi tproeabingiOCRE6d Afer twsncrypledrdatads agppe@id refoRfthsaiEnAldaRin dRe SEpithen
system such as a brute force nethod without benefit of the probabilistic
encr ygiti | (! i b r Gigt I :2SSi ng
_ ﬂﬂ}'thggnggéésﬁa% % Rfer tid6n &ﬁ'@?xtsoc d%é?%%}(cél?@?féﬁ?ﬂg bl PR lor raﬁ&ﬁﬁgl

is desire ter "thé encrypte at a estore e origin

or ocdbEy R Fatiane Gl Srmett 1R voRGGPT S rToren0r Rt orendl B IIE

file, menory, disk boot sector, etc perfornmed on the restored original

dat a. spegificaddgiswal priosessig stensiane peardiseysseyl ahavgsit sherdd heamderistnoddbaldhe
above, it should be understood that the present disclosure is not limted
t her gireseandistloeuwraddndti lomiadd theretremsl thg adaiyiona fpescetdngumyy pefocessiypyocebgngt he
detection and curing of conputer viruses. The nethod descri bed herein may

be inﬂ%l-ﬁ’(&(&&‘ﬂioh)ﬁn@c§b{§%8ﬂ“ﬁoﬁ;§ﬂuté¥€{£ﬁ§ési. ng and curing conputer viruses. A

system for detecting and curing conputer viruses is described further with

reference fio. Moo fanN A, 02 YhERn I ch bRl QUL il Riechif Ml Wi

‘ computer viruses. A system for detecting and curing computer viruses is described further with
reference to Figure 3.

A scanning device 30 is provided for scanning a file, memory, boot sector, etc. for the

- presence of a computer virus, or other malicious code. The scanning device may implement any or

all of the scanning methods mentioned herein above, or any other desired scanning method. If no

virus is detected, the additional processing device 36 may apply additional processing for detecting

and curing a computer virus. The additional processing device 36 is described in further detail

herein below.
A decryption control device 31 determines whether encrypted data detected in the file,
memory, disk boot sector, etc. should be decrypted, for example, if a computer virus is detected by

the scanning device 30, but decryption is not required to cure the computer virus. If decryption is

not required, the additional processing device 36 may be directed to provide additional processing
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presence of a conputer virus, or other malicious code. The scanning device
may i nplenent any or all of the scanning nethods nentioned herein above,

or any otwero3gexer ed scanning nethod. If no virus is det@cramsp2ehe
addi ti onal processing device 36 may apply additional processing for
detecting and curing a conputer virus. The additional processing device 36

is de ! I . f t al i el G tion control i ce
51 dor iy aae e mdls, B opct ShibaRC ap b L R SRR e
boot sector, etc. should be decrypted, for exanple, if a conputer virus is
detecﬂ%@“&?ﬁdﬁﬁén§eﬁﬁﬁt d”@%WP9§m§SﬁeBﬁ?g%ecryption is not required to cure
the conputer virus. If decryption is not required, the additional

processi ng Kievypted Bgienmycdseingi deseei? aualpresvihd enaggiedi datrako getenemsi ngiok6
SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722 PCT/ US02/ 29152 for the data in the

file, By oddlighhokaetypsRtlyasor bites in the ef@OPRTARNM bt 8GOS S dheryphdl byte
encrypted data is analyzed by an encrypted byte processing device 32.

Encry i i

ot o o B et e R e L R: SRl e Bg T
encrypted.data. Most si.nply, the encrypted byt rocessi ng device 32

o ¢! PSS P05 ¥ ch Ot RIS GBI SGUET TGPETE S ltr IR BediEHY The
specific byte or bytes of encrypted data which occur nost frequently are

t he noeseuringguenpied byscahviesiy therraenptasdlabyit e or bytes in the encrypted
data. A dom nant byte controller 33 con firns whether the nost frequently

occurring emdoypiaethyhyt@trobier IByoafmawhdikereitanyp freguctidy acaatengortpasd byte
encrypted bytes. That is, the dom nant byte controller 33 determ nes

whet hej; tiRE iMRtentfypidanRtd Yre A6HUt BE-GRES YRECITRNEE 1Y e leEé)é’drﬁx%@lePy
the encrypted byté processing device 32 are statistically dom™nant in the

cner P g8 e bied B Beb e BaRE s Hof Y Ag BROLY BAY RE.Pby o
encrypted byte processing device 32 are statistically dominant in the encrypted data. If this is the
case, the dominant encrypted byte or bytes may be compared to a corresponding expected original
byte or bytes of original data in the encryption key calculating device 34. If the dominant encrypted
byte or bytes are not statistically dominant, probabilistic encryption key guessing may not provide

) an encryption key. The encrypted data may then be subjected to additional processing in the
additional processing device 36.

The encryption key calculating device 34 calculates the encryption key based on a known
relationship between the most dominant encrypted byte or bytes of encrypted data and the
corresponding expected original byte or bytes of original data. The known relationship may be the

) method of encryption used by the virus. As noted above, viruses often use a logical XOR operation

of each byte of original data with the encryption key to yield the encrypted data. Thus, the expected

original byte or bytes + the encryption key = the dominant encrypted byte or bytes. Using this known
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byte or bytes of original data in the encryption key cal cul ati ng devi ce 34.
If the dom nant encrypted byte or bytes are not statistically dom nant,
pr obabi | iwbio3/0esrez ypti on key guessing may not provide anPpemasSppbiien key.
The encrypted data nay then be subjected to additional processing in the
addi ti onal processing device 36. The encryption key cal cul ati ng device 34
cal cul at.es t.he.encr ion key, based on a.known .relationship between the
st EOHERSHE. BRCPTRPLAT iyt G gE SOViSE S puat: (st HCBmOE ey Stace e
correspondi ng expected original byte or bytes of original data. The known
r el at POFRSRPRAIRGSARECICH erigival Pdeloidtyies aépygnal datassedanayn andéhedamigant Acryptedd
above, viruses often use a logical XOR operation of each byte of original
dat a bytelr bytes @racyyptddaiatdeay khowy.i &t desthigedeatovy phe cklatainahip Thewmally beuseful
expected original byte or bytes + the encryption key = the dom nant

encry pf @gerif te eﬁ?z’]g/ﬁg%n ki viAgkré e i&ABMIhAYthSURSIdnTiHi R eﬁl?%f@ld ()ﬁlélaﬁd s WO

03/ 025722 PCT/ US02/ 2 relationship, the encryption key "cal cul ating

devi c 4.determines the encr ion. Key, . sin t he,,.correspondi expect ed
or 1 g T BB PoDS T e G R PR s P "o il o W TR
encrypted byte or bytes ofencrypted data are known. As descri bed_ above
the r SR Sisralye fhat sepkss fye relatipaghin trueifar gashedomineRgenchdtethbyty o ibatesily
where there is nore than the one dom nant encrypted byte and thus nore
t han emaypied dais pohds ngresppedingdxpecigi or@inddpy. of data. In this case, the
encryption key is sinmply the value that nakes the relationship true for

each dom n@ice eREHYRHEON Ry B colculyddethe @bcrypic e Tadcayadille ehdrypted data
correspondi ng expected original byte. Once the encryption key is

cal cu lt@trgs‘?ore_topi@inqgg%tg}ﬁéésgﬂt iflgid ﬁﬁef ﬁngmglﬁfj gi}'sﬂtb%& g&t(ﬁ{'%y i&o At Qiont 1Y gltec

re_st ore O!’I gl nﬁ_ resent 1n _ , nenory, di S QOt sect OI’_,

Usi macPRBYEhar bt i Y RESFIRIGP Ehectamlet artle: BRcipo B kS FECTRT ars

the encryption key is utilized in a decryption nethod that is the
relationship. More specifically, the encryption key is utlhzed in a decryption method that is the
opposite of the encryption method, represented by the known relationship. In this manner, each
encrypted byte of data may be restored to original data which existed prior to encryption by the
computer virus. The restored ori ginal data may be subjected to further processing by the additional
processing device 36.

The additional processing device 36 provides a wide range of processing options. For
example, where no virus has been detected by the scanning device 30, further processing may
include scanning another file, section of memory or disk boot sector. In a situation where a virus is
discovered, but decryption of encrypted data is not necessary as determined by the decryption
controller31, the additional processing will typically consists of any of the cure processes mentioned

above, such as, copying or cutting data for example, from the infected file. Where no dominant

encrypted byte or bytes of encrypted data are found by the dominant byte controller 33, that is, when
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opposite of the encryption nethod, represented by the known rel ati onship.
In this manner, each encrypted byte of data may be restored to original
dat a whi cWOesgiost7ezl prior to encryption by the conputer viPCTOEs02/I9162
restored original data maybe subjected to further processing by the

addi tional processing device 36. The additional processing device 36

provi 1 { apt.ons r I wher e _no. Vi,rus
R Do el Rine R AR B RTn 8 bpor R ardingl Sty
inclq?e scaﬂan% anotagr fhle,.section of. menory. or disk boot sector. In a
si t uatTBWANHB i qonypieq datagthe addifiggalpaopesting maswiclHsteiany oter deseynionaerting a i s
not necessary_as determ ned by the decryption controller-31 1, the

addi t MerasPysibeadlys ihegadgitional ppocsasing nansichide afotlaerymethotihef delermipingcthsses
menti oned above, such as, copying or cutting data for exanple, fromthe

i nf ectredyftiohdey Wiginethaendtgstedéath caiehedecPipesl. YRt 1y erldypeed @fta RRAGEYPlegdy dat a
are found by the dom nant byte controller 33, that is, when 18 SU E

Tl
SHEETihE Rl t%@ d%e@%{ @5%5(28%%65’ %%@?8%{%%&2 ge sﬁﬂggctéﬁ)t%tadtﬂtﬁ)qﬂﬁéﬁ)lsé‘src,x??lg,cslﬁrcﬁ ing

encrypted byte or bytes in the e ata are not statistica

don in the encrypted data, the.additiopal ' y_incl ud
ot ner =g bl B N KB R B chlanr e % abe Rree i al by BEROPRg: may

i ncl ude  anot her nmethod of determ ning the encryption key so that the

encr yptadiPahppcessgpechakpiey prvebeemmentionadethe nrasonfdisslasures net leitedtherstd, by
the decrypting device 35, the restored original data may be subjected to
addi tandreallditpmepesispigg neyehplyds aapnploysssmgofhitha dyinrths détecticraind catingldf the s
operation or any other cure processing. Wile these specific additional
pr oceassmhig@erd\@ARNI ques have been mentioned, the present disclosure is not
limted thereto, and additional processing. nmay apply to any processing

L 2 SoTAC e 08 A AU Bt - SETRLE1 SR IS AERYC,
computer, personal computer (PC) or network server, for example. An example of a computer
system capable of implementing the present system and method is shown in Figure 4. The computer
systemreferred to generally as system 400 may include a central processing unit (CPU) 402, memory
404, a printer interface 406, a display unit 408, a LAN (local area network) data transmission
controller 410, a LAN interface 412, a network controller 414, an internal bus 416, a database 420
with a link thereto 422 and one or more input devices 418 such as, for example, akeyboard, mouse,
etc. Naturally, other components may be included in the computer system 400 and some components
may not be present. System 400 also represents one example of a computer system to which the
system and method for detecting and curing a computer virus may be applied to detect and cure any
computer viruses present in the system 400.

As noted above, antivirus systems are.commonly implemented on a machine other than the

machine which is being checked for computer viruses. For example, a network server may run an
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conput er, personal conputer (PC) or network server, for exanple. An exanple
of a conputer system capable of inplenenting the present system and net hod
i s shown wo Biogimee 4. The conputer systemreferred to gemeraldoy2as2 system
400 may include a central processing unit (CPU 402, nenory 404, a printer
interface 406, a display unit 408, a LAN (local area network) data

transjy-ssi,on.. G r 0 LAN iqterface 412,. a network control | er

s, IRLe Brof Rt Shiere? M et g A Al B O Rl 12 e Tone

or nqéf i nput devices 418 such as, for exanple, a keyboard, nouse, etc.

Nat ur iyt nerack SHbHEISOAYISEV Tk ARaY St cpAndeRHY EWhR BHIVETS SEHPBON And
sone conponents nmay not be present. System 400 al so represents one exanpl e
of a loeaiad brsisyThemetlmdwhi spsttthef tieymtem disdloret nuy dar baleipdenemed andn
curing a conmputer virus nmaybe applied to detect and cure any conputer

Vi I usemafllseseAtiol dkahiife, 3/ 8dteiNaAQ Bure Asruba R eseabPMemai ds¥ gl SRl Bfeetioh e
commonl y i npl enented on a nmachine other than the nachine which is being

chec v : r 3t . 19.
SUpSTH o R R L 5 55 0339 B LB St BRI PRehed BB
to‘chec¥ fz;.tﬂﬁ Fresence.of viruses on all''of the work stations of a

net woTR11cabAF {131 gt thees §tUatiaNsh wor kst ation on a network may i ndependent |y
ran the antivirus systemon a |ocalized basis. The nethod and system of

t he presenit 1dimt¢dosint dharprobabitistih ey pukssitenmethadnused toedgenypt everypéad dater
exanple, to detect and cure viruses present in e-nmail nessages to avoid

i nf ecddsemibedohertiemiy &t \wodKinOfiamyt bhrantigulistingrdatisirad 5@8EnOR dlEndiett®Edke The
present disclosure is intended to be applicable in all of these

Si t UaLhPASnglalill sH1QGLRL Beha %e?aﬁ%éé?iﬁﬂ Qﬁ‘ﬁ*jdleh%de%t A8YirSUSR &G B R hE'll%%i to

decrypt encrypted data -~ des erehi e used I'n many currently

o R YRR PR S BB T A o ™
embodiment of the present disclosure. After starting the method (Step S50), it is determined
whether decryption of encrypted data is desired (Step S52). At step 54, the encrypted data 1is
analyzed to determine a most frequently occurring encrypted byte or byte of the encrypted data. At
step 56, is confirmed that the most frequently occurring encrypted byte or bytes represent a dominant
encrypted byte or bytes. At step 58, an encryption key is calculated based on the dominant encrypted
byte or bytes and a corresponding expected original byte or bytes of original data. At step 60, the
encrypted data is decrypted based on the encryption key.

If decryption is not desired (No at step S52), the method may end (Step S62). If the most
frequently occurring encrypted byte or bytes are not a dominant encrypted byte or bytes, the method
may end (Step S62) In this case, probabilistic key guessing may not provide a reliable encryption
key and thus may not be used to decrypt the encrypted data. Note that despite use of the term “end”

in step S62, this does not necessarily indicate that no further processing will take place on the
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Figure 5 illustrates a inethod of decrypting encrypted data in a conputer
system according to an enbodi nent of the presei-it disclosure. After
starting woasmet’dnd (Step S50), it is detennined whether pdaorsppbeien of
encrypted data is desired (Step S52). At step 54, the encrypted data is
anal yzed to determne a i-nost frequently occurring encrypted byte or byte

of t t'é?‘xc} ﬁaﬁ%gfa Q{(q%ﬁ] stn‘%bglr ﬁ&l?ﬁesﬁgat themeh od offgéc:ﬁﬂmr#ﬁ{a ih B&oF eﬁ%ef yt?anent Ly

occurril encryp es represen encry

byt es. 5.8, an. en | cul at ed_ based on the dom_nant
encr yP ?té\%ﬁswﬁ n BEUES e isgosgesf la?qs@a @e} RERERIEt LS BPTRRARY YR By
bytes of original data. At step 60, the encrypted data is decrypted based
on tHhesencryption key. |f decryption is not desired (No at step S52), the
met hod may end (Step S62). If the nost frequently OCCL11-1-M encrypted
byte or by3iess 5-62 feﬁtes&mt@@ﬁblﬂgéﬁelﬂﬁﬁlﬁ)}éﬁhﬁe@&bﬁbﬁcﬁthHm&MédE@escﬁlbcd A derfiineith nay
eiid (Step S62) Mthis -case, probabilistic key guessing may not provide a

reli %@ép"ec%ﬁ%‘}’é }\bz% arb ﬁ?sYa ggn nfil® sf@b?]3'7%fesé?ﬁ>¢!i'%ﬁ%tatxpab‘é%éﬁ’&‘gg%%t hi s

encrypted data. te use o e term”e In ste
does n?\%&J ecess |nd%c e th t no further processing wll take pl ace on

the 2 STYSP 1§I—EE‘T’5’ WICEIPHY - encrypted data, but rather sinply

i ndicates that the nethod of decrypting data in accordance with the nethod
shown i n Flppresat disclosuredensi beaonzerionthdamlgpented uging anepcngis waveytioné
conputer virus in this case. Steps 50-62 represent a nore general

i mpl egerabbpingosotiiditabcompitod addbe sedverd progideinadd acsbiding teetypacichingskafghe e 1
and are substantially simlar to steps 31-37 described in detail above and

t hus mideht sgeeff cQﬁ'oﬁi' AEMesRsle E@f\@arb Bo«ﬁﬁg’ cefd&reﬁ(ﬂ%fbeqﬁ‘&;?dréd by skitf®d¥r8&@Rtmers
di scl osure nay be conveni ent| Yy Iﬁp enment ed usi ng one or nore convent i onal
based on the teachings of the present disclosure. The present disclosure may also be implemented
by the preparation of application specific integrated circuits or by interconnecting an appropriate
network of conventional components.
Numerous additional modifications and variations of the present disclosure are possible in

view of the above-teachings. It is therefore to be understood that within the scope of the appended

claims, the present invention may be practiced other than as specifically described herein.
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general purpose digital conputers and/or servers programed according to
the teachings of the present specification. Appropriate software codi ng can
readi | y beomsepsmed by skilled programrers based on the teaahisogssiet t he
present disclosure. The present disclosure may also be inplenented by the
preparation of application specific integrated circuits or by

inter@ﬁr}neglt i]n(lgd an appropriate network of conventional conponents.

Nuner 008 '3&81"YToRal nodi fications and variations of the present discl osure
are possible in view of the above-teachings. It is therefore to be
understood that within the scope of the appended clains, the present

i nvention may be practiced other than as specifically described herein. 21
SUBSTI TUTH. SHEETethRULE REcting a08/c0863 22c0R@mtdiSOs2@tsdt What conputérasysisth i s:
| A nethod of detecting and curing a conputer virus present in a conputer
systedajlp@i@irﬁgri sing: scanning, the conmputer system fona conputer virus:
determ ni ng whet her encrypted data is to be declypted in order to cure the
conmput er Vi , fet [ tem analyzing the encrypted
data to desfgenlr{l]?l'i]?\g]%é:? %%pglgegtsg’%t%'g%?r’gégwlgéru\éﬁ%ly occurring encrypted byte
iii the encrypted dat%, when i% i s.determ ned that the enc é/gted data is to
be decl yptEHEMEFRE Mhlicy cheapteg datainoberdssnmtsst PP rdE e rc}“ieﬁé MHEPUISE byt e
is a dom nant encrypted byte where the domnaiit encryptedbyte is

st at i detdctedlih yhedmment syatepngot her byt es of the encrypted data; cal cul ating
an encryption key based on the dom nant encrypted byte and a correspondi ng
expect ed amh@tihalthdy¥h@yeed dutago detbrnglat at leasd dnelaosypéduegtly beuees stpidedlat a
using the encryption key to restore the encrypted data to-

byte in the encrypted data, when it is determined that the encrypted data is to be decrypted;
c;nﬁrmin ¢ that the most frequently occurring encrypted byte is a dominant encrypted byte
where the dominant encrypted byte is statistically dominant among other bytes of the encrypted data;
calculating an encryption key based on the dominant encrypted byte and a corresponding
expected original byte of original data; and

decrypting the encrypted data using the encryption key to restore the encrypted data to:

original data present in the computer system prior to encryption by the computer virus.

2. The method of claim 1 further comprising applying additional processing for detecting

and curing the computer virus in the computer system.

3. The method of claim 2, wherein the step of applying additional processing applies

additional processing to the restored original data.
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original data present in the conputer systemprior to encryption by the
cornputer virus. 2. The nethod of claiml| further conprising applying
addi t i onawopseewssi ng for detecting and curing the conput @CTisow9isn t he
conmputer system 3. The nethod of clain-i 2, wherein the step of applying
addi ti onal processing applies additional processing to the restored

| dat 2 4.
The et hod o dT Ao B ey &R T e STRR B Mo o peEe S M
is applied when t ?ﬁfgg nnln st%ﬁgfalls to detect the conmputer virus. 5.
The nEEREHTEE L3 ‘?‘Pn[’ IS of appl yi ng addi tional processing

is applied when the deternlnlng step determ nes that decrypting encrypted
data is not to be performed. 6. The nethod of claim2, wherein the step of
appl yi ng addi tional processing is applied when the confirmng step

i ndi cat es $.HHte héRodoRdlaifn B etherdih the step of ajphgng addiyi@iad grdeydsengiisappdicd vhen
dom nant encrypted byte. 7. The nethod of claim1l, wherein the

corre X which is
o c PRSP BEE oL ARl ik Syl Bl b ls, 8 |

claim7, wherein the encryption key is determ ned based on a known
relationship bet ween the dom nant encrypted byte and the correspondi ng
expected original byte where the known relatjonship is defined by an
encryption® n&bﬁ@eﬁtmq pf dlagn By whereindberplgp &f 2pplying additiondl nreteRag &F arnlighm s,
wherein the step of decrypting is perforned by applylng t he encryption key
and t wber tier gptfethittat@ptindiaatde thay pitd owosinEtquedtlypposiring ¢rivatptasf bythas not a
encryption nmethod. 10. A system for detecting and curing a conputer virus
in a ggﬂpﬁﬁ@gngﬁ&gghgonprising a scanni ng devi ce adapted to scan the
conput er systen1 or ‘a conputer virus,

7. The method of claim 1, wherein the corresponding expected original byte is a byte of

original data which is expected to occur most frequently in the original data.

8. The method of claim 7, wherein the encryption key is determined based on a known
relationship between the dominant encrypted byte and the corresponding expected original byte

where the known relationship is defined by an encryption method utilized by the computer virus.

9. The method of claim 8, wherein the step of decrypting is performed by applying the

encryption key and the encrypted data to a decryption method opposite that of the encryption method.

10. A system for detecting and curing a computer virus in a computer system comprising:

a scanning device adapted to scan the computer system for a computer virus;
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23 SUBSTI TUTE SHEET (RULE 26) a decryption control device adapted to

det erm ne whet her decryption of encrypted data in the Conputer systemis
to be perwormm2zbter the conputer virus is detected; an ercmymozdibyt e
processi ng device adapted to anal yze the encrypted data to determ ne at

| east one nost frequently occurring encrypted byte in the encrypted data

dom nant | byee N ralT ol Caps s e KRB e e B R AP it

dom nant byt ontro rmne € no

Oee L iS00 PH B RO SOCENPL A BiLp, et @ com nan

encryption key cal cul ating devi ce adapted to cal culati ng an encryption key
based on t Aecifovivtpdhytcanesoppingdenipe edapind ta andyzethsendiyntpdalapdotdsterovnggtnal
byte of original data; and a decrypting device adapted to decrypt each byte

of endmaypinethwdafraqiragedconrihienanptey pite dmthekayrybeedrdast Whén it Relenmingditbgt
data to original data present in the conputer systemprior to encryption

by theyCOrRYLB daM K WS be & fg. systemof claim 10 further conprising an
additiBnaI] rocgsgfng %eéﬁ%% adapted to perform additional processing for

detecting and curi the c uter virus. 12. The system %.clain111 )
wher ei n thé SREET GRS CBIBIRE AR, i as O e MRIL eI BPUEREsi ng
on the restored priginal data. | 13. The systemof claim 11, wherein the
addi t EBHHIeH PYiceisst AGERT cBCyBICH divis VilifEe adiminaagncpied BYE g staehcalliye
conputer virus is not detected by the scarinin device. 24
dominant in the encrypted data;
an encryption key calculating device adapted to calculating an encryption key based on the
dominant encrypted byte and a corresponding expected original byte of original data; and
a decrypting device adapted to decrypt each byte of encrypted data based on the encryption

key to restore the encrypted data to original data present in the computer system prior to encryption

by the computer virus.

11. The system of claim 10 further comprising an additional processing device adapted to

perform additional processing for detecting and curing the computer virus.

12. The system of claim 11, wherein the additional processing device performs the additional

processing on the restored original data.

13. The system of claim 11, wherein the additional processing device performs the additional

processing when the computer virus is not detected by the scanning device.
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SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722 PCT/ US02/ 29152 14. The system of
claim1l, wherein the additional processing device perforns the additional
processi ngowersehe decryption control device indicates decmysoe/ensnf the
encrypted data is not to be perfornmed. 15. The system of claim 10, wherein
t he additional processing device perforns additional processing when the
dom nant byge t r uentl occ rrin
cncrypted Bite 1 Rt RS Mnereahr s d ByRL P E R B o CBEP Brea m
10, mhgreln t he correspondlng expected orlglnal byte is, a b e of orlglnal
dat a ERYHERAATACESHRLRCTHGE deqyRifineopirg! deyicGingraias de&@ﬂséwﬁpééeﬁpcweéﬁiéa
conputer systemprior to encryption by the conputer virus. 17. The system
of cl as mt1@be whéreied. t he encrypted byte anal yzi ng device counts the
occurrence of each byte of encrypted data to determ ne the at | east one
nost frequently occurring encrypted byte in the encrypted data. 18. The
system of claim 10, wherein the encryption key cal cul ati ng devi ce conpares
the dom nagt g e r : [ e
accor ding 5. & easaan grbic Sk 8 aé%?@ﬁ%‘%@%s%ﬁ%ﬁé‘h??@&fdﬂ%’ﬁéhltl%l-
the known rel ation 19. The s n1of cl.aim 18, wherei.n the known.

rel at POMNSHIRE ™ eBéE‘édiOBH“%‘Hé%%Péb‘{] eBr?"*FF’é?WEF&%&%Hl%VOP%@e% Ut IRy
to encrypt data. 25 SUBSTI TUTE SHEET (RULE 26) WD 03/ 025722 PCT/ US02/ 29152
20. TIsaciyyied byeos net the ApmManieearyited byie decrypting devi ce decrypts each
byte of encrypted data to restore the original data based on the
encryption key, and a decryption nethod which is

16. The system of claim 10, wherein the corresponding expected original byte is a byte of
original data expected to occur most frequently in original data present in the computer system prior

to encryption by the computer virus.

17. The system of claim 10, wherein the encrypted byte analyzing device counts the
occurrence of each byte of encrypted data to determine the at least one most frequently occurring

encrypted byte in the encrypted data.

18. The system of claim 10, wherein the encryption key calculating device compares the
dominant encrypted byte to the corresponding expected original byte according to a known

relationship and calculates the encryption key using the known relationship.

19. The system of claim 18, wherein the known relationship is based on the encryption

method used by the computer virus to encrypt data.
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opposite the encryption nethod used by the conputer virus to encrypt data.
21. A program storage nedium readable by a conputer system enbodying
conput er wexsoet7abl e code, conprising: code fo scanning tPeTOOpRGISZ SySstem
for a conputer virus: code for determ ning whether encrypted data is to be
decrypted in order to cure the conputer virus detected in the conputer
system - co or anal yzin e.encrypted data.t.o determ ne, at | east on

oot ftequit |5 SReargh LSRR IR GO RN ofe e o Rt SRR, i s
determ ned that the encrypted data is to be decrypted; code for confirmng
t hat €#fa toreastore ﬁlﬁqﬁféﬁﬂﬂklg%% oasadi eigthe saerypli @y ke taad jasdegrypdien egihod whighyist ed
byte where the dom nant encrypted byte is statistically dom nant anong

ot her opysés thefentiyptioe netlypt wdd dattiss congaeerfvans cabmuy@itdateg an encrypti on key
based on the dom nant encrypted byte and a correspondi ng expected ori gi nal
byte of original data; and code for decrypting the encrypted data using the
encryption key to restore the encrypted data to original data present in

the conmputer sysfemprior to enerypti b he_c¢ [ Vi . 22, t hod
of decrypt i’L‘g en’%lpi/ ) Sgoé?%le 1?15813%283 8% leegy éﬁg?lg%{%rgﬁsg% ’eedlql%))%/i ygégc 8@&1 er
virus conprising: determning whether the encrypted data is to be
decr y p¥&diabrgode)BOMPNSIE: SHEET ( RULE 26) WO 03/ 025722 PCT/ US02/ 29152
anal yzing the encrypted data to determ ne at | east one nost frequently
occurring entrfpptadchindiheecputdieysen forpt eanmatrajirushen it is determ ned that
the encrypted data is to be decrypted; confirmng that the nost frequently
occurring esdYPAREniNie vittifr SRH RaDdateRGs YIRSy B order to cure the computer
virus detected in the computer system;
code for analyzing the encrypted data to determine at least one most frequently occurring
encrypted byte in the encrypted data, when it is determined that the encrypted data is to be decrypted,;
code for confirming that the most frequently occurring encrypted byte is a dominant
encrypted byte where the dominant encrypted byte is statistically dominant among other bytes of the
encrypted data; | 5\
code for calculatihg an encryption key based on the dominant encrypted byte and a
corresponding expected original byte of original data; and

code for decrypting the encrypted data using the encryption key to restore the encrypted data

to original data present in the computer system prior to encryption by the computer virus.

22. A method of decrypting encrypted data in a computer system infected by a computer
virus comprising:

determining whether the encrypted data is to be decrypted;
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where the dom nant encrypted byte is statistically dom nant anong ot her
bytes of the encrypted data; calculating an encryption key based on the
dom nant woasypi7erl byte, a correspondi ng expected ori gi n@cTyoe29a62
original data and a known rel ationshi p therebetween; and decrypting the
encrypted data using the encryption key to restore the encrypted data to

original d resent in onputer system prior to encryption. 23. A
net hod of gl{ija?)(zﬁ%, %ﬁ%‘é‘ﬁ‘ E?Epj{hgg?ctg gip r?%u &r %l?eraﬁtsor%rné%sé ﬁrteq\“ﬂlt& %g??ﬁlﬂgg}mré'??fjem
conprijsing: analyzing encrypted data to determine at | east one nost

f r equBHEIY hecEEYPIed latn vibehitde defgimained Hhat e carppigstdate §de he deavriadiat i ng an
encryption key based on the nost frequently occurring encrypted byte and a
cor r espondcogirexpetiteidic ardsgireqlenty becunfingenagypted bytatisg danhadiemcyyptddigyté,he
encrypted data using the encryption key to restore the encrypted data to
ori gi Rdkredid fomiddnt eﬁ&?rt’é'ﬁb?@% Qﬁt_is@i'c@ily’ﬂo%a?nﬁlﬁrahﬁ%? o RABYtESd MGk GRAPIEIA RS

y

that the nost frequent occurring encrypted byte is a dom nant” encrypted

byte, the i;nant I . t.e i tisticall oni nant _anong. ot her
byt o5 of -t RACHARTY, sF SHERHET % EoREhl e B Bied fRoplo e e au g8
PCT/ US02/ 29152 Zai A ?ys.t_em for gﬁt ecting and curjng a conmputer virus in a
conpufEecieg origiat By of srigipal datm apdie KpowrEplaianehig therslevaen; d8¢i ce adapted to
anal yze encrypted data to determne at |east one nost frequently occurring
encrypt ed Heargpting thheenenpisdded vdmgdhe ancrgpidoy pey tnrdstoye ¢led endrgttechdatietoi ce
adapted to cal culating an encryption key based on the
original data present in the computer system prior to encryption.

23 A method of curing an encrypted computer virus present in a computer system
comprising:

analyzing encrypted data to determine at least one most frequently occurring encrypted byte
in the encrypted data; |

calculating an encryption key based on the most frequently occurring encrypted byte and a
corresponding expected original byte of original data; and

decrypting the encrypted data using the encryption key to restore the encrypted data to

original data.

24. The method of claim 23 further comprising confirming that the most frequently
occurring encrypted byte is a dominant encrypted byte, the dominant encrypted byte being

statistically dominant among other bytes of the encrypted data.
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nost frequently occurring encrypted byte and a correspondi ng expected
original byte of original data; and a decrypting device adapted to
decrypti ngotoh@2serr ypt ed data using the encryption key topcadtsoz/eoishe
encrypted data to original data. 26. A systemas recited in claim 25,
further conprising a dom nant byte controller adapted to determ ne whet her
the most fpequepiibn fOfBetestimnOarRintiinphednipyted viras & glodipast sy8rar yogtsindyt e,
where a dom nant encrypted byte is statistically dom nant in the encrypted
data; 27. A I, . e I

embodyi ng SSETLAbE; BAPE Bk AR RIK RS AR L BURLERE ac teast
encrypted data to determ ne at |east.one nost frequently occurring
encryﬁtl%ﬂloﬁtﬁ'eé]“iﬂﬁ]%‘]’fé’ué"ﬁ},gr?wecggl'ta}n @S&BCKP’B@@&T ul ating an encryption
keybased on the nost frequently occurring encrypted byte and a '
cor r espondiamgnaypat ey colculsitingldepige edapﬁedatpicg]cnéltmgan &NCyAHORE keebaper} on the
decrypting the encrypted data using the encryption key to restore the

encr y piRef-gtatly dcu@ing@hdghted 8@ an@BcdpkdSSdi dThFdx pSHEE dri giRel Hyt @ orighl datime
program storage nedium of claim 27 further conprising code for confirmng
t hal aH:e nost frequently occurring encrypted byte is a dom nant encrypted
byt e, e dom nant encrypted byte being statistically dom nant anong ot her

bytes of t Q%egrr;r}%trixép Elg\(;!céj gégp'tec? ?o gé%rBy% 1|n-gr 1eEer§:|1_J}lrEp -erd gla%la”ﬁ%inzg %e encryption key to

restore the encrypted data to original data.

26. A system as recited in claim 25, further comprising a dominant byte controller
adapted to determine whether the most frequently occurring encrypted byte is a dominant encrypted

byte, where a dominant encrypted byte is statistically dominant in the encrypted data;

27. A program storage medium, readable by a computer system, embodying computer
executable code, comprising:

code for analyzing encrypted data to determine at least one most frequently occurring
encrypted byte in the encrypted data,

code for calculating an enc%yption key based on the most frequently occurring encrypted byte
and a corresponding expected original byte of original data; and

code for decrypting the encrypted data using the encryption key to restore the encrypted data

to original data.
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28. The program storage medium of claim 27 further comprising code for confirming that
the most frequently occurring encrypted byte is a dominant encrypted byte, the dominant encrypted

byte being statistically dominant among other bytes of the encrypted data.
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