
5 OCT 2006  WO 03/085589 PCT/IB03/01298 DESCRIPTION  VISION-BASED OPERATING
METHOD AND SYSTEM  BACKGROUND Computer systems have become nearly
ubiquitous, ranging from multi- purpose devices such as servers, personal
computers, laptop computers and 5 mainframe computers to special purpose
devices such as application specific  integrated circuits and processors
disposed in a wide range of appliances, tools, and  other devices.
Computers typically take their inputs from a common set of interfaces,
including keyboards, mouse devices, microphones, cameras, sensors, and the
like.  However, while a range of input devices are known for special
purpose computers, 10 processing systems for general purpose computers
currently focus on two types of  inputs: character- and cursor-based inputs
from keyboards, mouse devices, touch  screens, and the like, and
voice-based inputs from microphones (for speech recognition). While there
are many applications for those computers, in certain  situations it may be
difficult for users to provide the necessary inputs. For example, a  15
child or elderly person may not be sophisticated enough to provide the
correct keyboard or voice commands, but may be able to make gestures that
have  recognizable meaning, such as gestures for help. In other situations
there may be no  available user, making voice- or character-based
instructions unavailable.  Nevertheless, changes in a given environment may
give sufficient visual data to 20 trigger a need for a relevant
action(e.g., smoke in a room triggers a need for an  alarm). Thus, a need
exists for a general purpose processing system that will accept  and
operate based on image or visual inputs, either alone, or in combination
with  conventional inputs. 25 One area in which visual inputs can be used
to advantage is face recognition.  Face recognition technologies are known
in which an image is processed in order to  determine whether a face
matches one or more reference faces, such as for security  purposes. Such
technologies maybe used, for example, to determine whether a user  is
permitted entry into a home, office, or similar environment. Current facial
30 recognition approaches, which typically involve comparison of facial
features  between multiple images and calculations that assess the degree
of match, are plagued  



with problems. One problem is the tendency of such systems to produce false
positive matches. A false positive result means that an unauthorized user
may be  permitted entry into a home, for example. The tendency to produce
false positive 1 5 OCT 2006  140 03/085589 PCT/1803/01298,  matches means
that users who are seeking to be recognized are typically given only a
limited number of attempts to be recognized. However, systems may also
produce false negatives; thus, the limitations that are necessary. to
prevent false positives tend  to increase the number of false negatives to
the point that legitimate users are denied  5 access in many instances.
Thus, a need exists for a system that can limit the instance of false
positive matches to an arbitrarily low level, so that a user who wants to
be  recognized can attempt to be recognized as many limes-as he or she
wishes, without  fear that an unauthorized user will be permitted entry. 10
SUMMARY Provided herein is a vision-based processing system that can take
an image  from an environment, process the image (optionally without
requiring additional user  input or interaction) and take an action based
on the content of the image.  Embodiments include processing face images
for purposes of securing entry into an 15 environment such as a home or
office. Other embodiments include using images to  monitor environments,
such as for safety purposes. A wide range of embodiments are  disclosed
herein, each taking advantage of the ability to process images directly,
rather than requiring the intervention of a keyboard- or mouse-based user
input. 20 Also provided herein are methods and systems for confirming
whether an  image of a face matches a reference image, wherein the
probability of a false positive  may be made arbitrarily small. Thus, such
methods and systems allow a user who  wishes to be recognized to try as
many times as desired until a match occurs, without  fear that an
unauthorized user will be permitted access. 25 In embodiments, provided
herein are methods and systems for determining  whether an acquired image
matches a reference image. The methods and systems  provide for acquiring a
digital image for comparison to a reference image; identifying  a group of
pixels in the acquired image; selecting the pixel group in the reference 



30 image that is the best match for the pixel group in the acquired image;
repeating the  preceding steps for at least one more group of pixels;
comparing the relative locations  of the selected pixel groups in the
reference images and the pixel groups in the  acquired image; and
determining the probability that the relative locations occurred  randomly.
2 5 OCT 2006  WO 03/085589 PCT/1B03/01298 In embodiments the methods and
systems compare the probability of a random  match to a threshold
probability for concluding that the images match. The threshold  can be set
so that the probability of a false positive is arbitrarily low. 5 In
embodiments, images are filtered, such as by determining the  luminance of
a pixel based on an average of values of neighboring pixels; comparing  the
value of the luminance of the pixel to a threshold value; setting the
filtered value  of the pixel to zero if the luminance is below the
threshold; and setting the filtered  value of the pixel to one if the
luminance is equal to or greater than the threshold 10 value. In
embodiments images are normalized by positioning known features, such as
eyes, at known coordinates. In embodiments, methods and systems for
determining a match between pixel  groups of an acquired image and the
pixel groups of the reference image include 15 defining a first vector
between the first pixel group of the acquired image and a  second pixel
group of the acquired image; defining a second vector between the first
pixel group of the reference image and the second pixel group of the
reference image;  and calculating an absolute value of the difference
between the first vector and the  second vector. This calculation can be
done for as many pixel groups as desired. 20 In embodiments, the methods
and systems described herein provide for  comparing the probability of a
random. match to a threshold. probability for concluding  that the images
match; repeating the comparison steps for a different reference image;  and
allowing unlimited number of mismatches before allowing a match to one of
the 25 reference images. Upon determining a match, the acquired image can
be added to the  database of reference images to aid further matches. In
embodiments, methods and systems described herein include a processor- 



based system having an image based-operating system. The system may include
a  30 camera, located in an environment, and a computer-based system in
data connection with the camera, the computer-based operating system having
an operating system  that is capable of operating the computer-based system
in response to image data  acquired by the camera. The operating system may
be capable of operating the  computer-based system solely based on the
image data. The system may be provided 3 5 OCT 2096  wO 03/085589
PCT/1B03/01298 along with another system that is capable of receiving
instructions from the computer- based system in response to actions taken
by the operating system. The other system  might be a security system, an
alarm system, a communications system, an automated  teller system, a
banking system, a safe, another camera system, a speaker system, a 5
microphone, a computer, a server, a laptop, a handheld computer, a
bluetooth enabled  device, an entertainment system, a television, a
recorder, an appliance, a tool, an  automobile system, a transportation
system, a vehicle system, a sensor, an emitter, a  transmitter, a
transceiver, an antenna, a transponder, a gaming system, a computer
network, a home network, a local area network, a wide area network, the
Internet, the 10 worldwide web, a satellite system, a cable system, a
telecommunications system, a  modem, a telephone, or a cellular phone, for
example. In embodiments the operating system is capable of identifying a
characteristic  in an image and taking an action based on the
characteristic. The characteristic night  15 be a matching face, a matching
code, motion, a biometric, a non-match element, a structure in an
environment, an emotion of a face, presence of item in an environment;
absence of an item in an environment, movement of an item, appearance of a
new  item in an image, smoke, fire, water, a leak, damage to an
environment, action of a  person, action of a pet, action of a child,
action of an elderly person, a face, a gesture, 20 positioning of a face in
front of a camera, change of an image, detection of a face in  the image,
speech, lip movement, a finger movement, a hand movement, an arm  movement,
a leg movement, a movement of the body, a movement of the head, a  movement
of the neck, a shoulder movement, or a gait, for example. In embodiments,
the characteristic is matching a face and wherein the action is opening a
security 25 system 



The methods and systems described herein can be disposed in many
environments, such as, for example, an airport, an airplane, a
transportation venue, a  bus, a bus station, a train, a train station, a
rental car venue, a car, a truck, a van, a 30 workplace, a venue, a
ticketed venue, a sports arena, a concert arena, a stadium, a  sports
venue, a concert venue, a museum, a store, a home, a pool, a gym, a health
club, a golf club, a tennis club, a club, a parking lot, a computer,
laptop, an electronic  commerce environment, an ATM, a storage location, a
safe deposit box, a bank, or an  office. 4 OCT 2006  WO 03/085589
PCT/IB03/01298 Where the system matches a face in order to allow an action,
the system may  also require further confirmation, such as providing a key,
entering a code, inserting a  card, recognizing a voice, recognizing a
fingerprint, and recognizing another 5 biometric. Method and systems
disclosed herein may further include locating a camera in  an environment;
capturing an image of the environment, the image comprising an  image of an
event of the environment, providing a vision-based operating system for 10
processing the image; processing the image to identify a characteristic of
the event;  and taking an action based on the characteristic. BRIEF
DESCRIPTION OF THE FIGURES Fig. 1 is a high-level schematic diagram of
system components for a vision- 15 based system. Fig. 2 is a schematic
diagram of components of a vision processing system.  Fig. 3 is a schematic
diagram of additional components of the vision-based  20 processing system
of Fig. 2. Fig. 4 is a schematic diagram of an alternative embodiment of a
vision-based  processing system. 25 Fig. 5 is a high-level flow diagram of
the processes of a vision processing  system employing a vision-based
operating system. Fig. 6 is a flow diagram displaying additional processes
of a vision-based  processing system. 30 



Fig. 7 depicts a home environment in which a vision-based processing system
may be used. 5 F OCT 2006  wO 03/085589 PCT/1603/01298, Fig. 8 depicts a
transportation environment in which a vision-based processing  system may
be used. Fig. 9 depicts a vehicle environment for a vision-based processing
system.  5 Fig. 10 depicts a building environment for a vision-based
processing system.  Fig. 11 depicts a computer environment for a
vision-based processing system.  10 Fig. 12 depicts a secure storage
environment for a vision-based processing system. 1  Fig. 13 depicts a
venue environment for a vision-based processing system. 15 Fig. 14 is. a
flow diagram depicting high-level steps for use of a vision-based
processing system to secure entry into a home. Fig. 15 is a flow diagram
depicting high-level steps for using a vision-based  processing system to
process images of gestures. 20 Fig. 16 is a flow diagram depicting steps
for using a vision-based processing  system to monitor an environment. Fig.
17 is a flow diagram depicting steps for using a vision-based processing
25 system for product recognition. Fig. 1S is a flow diagram depicting
steps for using a vision-based processing  system to match an image of a
face to a reference image. 30 Fig. 19 is a flow diagram depicting steps of
an image filtering process of a  face matching process of Fig. 1S. Fig. 20
depicts an image of a face prior to application of the filtering process
depicted in Fig. 19. 6 WO 113/U8 S89 5 OCT 2006 PCT/IB03/01298  Fig. 21
depicts an image of a face after application of the filtering process of 



Fig. 19. Fig. 22 is a flow diagram depicting steps for comparing a face
image to a  5 reference image. Fig. 23 depicts steps by which confirmation
is obtained whether a face image  matches a reference image. 10 DETAILED
DESCRIPTION Referring to Fig. 1, a system 100 is provided, that is capable
of being disposed  in a wide variety of environments. The system 100 may
comprise several different  elements, including a camera 102, or similar
image-capturing facility, and vision  processing system 104. The system 100
may optionally include further elements, 15 such as a data storage facility
108, and another computer-based device 110. The camera 102 may be any
device capable of capturing image data, such as a  digital camera, a film
camera, a video camera, a still-image camera, a movie camera, a  beta
recorder, a handheld camera, a fixed camera, a motion-sensing camera, or
the 20 like. The camera 102 may capture images in an environment and
transmit the images  to a vision processing system 104. In embodiments, the
images may be transmitted as  digital data in the form of images comprising
pixels. In other embodiments, the  images may be taken by the camera in
non-digital form and converted by the vision  processing system 104 into
digital form for processing. The camera 102 may be 25 equipped with an
interface, to permit its operation. The interface may be a direct user
interface for use by a human user, such as a series of buttons or dials
that allow the  user to turn the camera on and off, to record image data,
to position the lens, to  change lens settings, to zoom in or out, to
record, or the like. The interface may also  be an interface that is
accessed by or through another system, such as a computer. In 30 one
preferred embodiment the vision processing system 104 may access an
interface  of the camera 102 and control the camera 102. The data storage
facility 108 may be any suitable facility for storing data, such  as RAM or
ROM memory, a file, a Smart Media card, a diskette, a hard drive, a disk,
7 - 5 OCT 2006  8 a database, a zip drive, a data warehouse, a server, a
mainframe computer,  or other suitable facility for storing digital data.
The data storage facility 108  



may comprise an interface for allowing the vision processing system or a
user to use the data storage facility to store, manipulate and retrieve
data for  any conventional purpose. The vision processing system 104 is
discussed in more detail below. The  vision processing system 104 may take
image data from the camera 102  and take appropriate actions in response to
those images. In embodiments,  the vision processing system 104 may also
interact with the data storage  facility 108 to store, manipulate or
retrieve data. In other embodiments, the  vision processing system 104 may
also interact with the other device 110 or  the camera 102. In some
embodiments the vision processing system 104  may send control signals to
the other device 110 or the camera 102, such as  to activate or position
the other device 110 or the camera 102. In other embodiments, the other
device 110 or the camera 102 may send  signals to the vision processing
system 104, making possible interactive ; or  sensor-feedback loops, where
the systems interact based on events or  conditions in the environment, or
based on user interaction with one or more  of the systems. In embodiments
a communication facility 114 may connect the camera 102  and the vision
processing system 104. In other embodiments the camera  102 and the vision
processing system 104 may be integrated in a single  device. The
communication facility 114 may be any suitable facility for  transferring
data, such as a cable, wire, network, wireless communication  facility,
Bluetooth facility, 802. 11 facility, infrared, laser, fiber optic, radio,
electromagnetic, acoustic, or other communication facility. The other
device 110 may be any other device capable of being put in  communication
with the vision processing system 104, such as via a second  communication
facility 112, which may be of any type mentioned in  connection with the
communication facility 114 discussed above. The other  device 110 may be
selected from a wide group of different possible devices,  including,
without limitation, an alarm system, a sound system, a sensor, an
entertainment system, a video display system, a security system, a lock, a
gate, a recording system, a measurement device, a medical device, a  system
for administering medicine, an appliance, an oven, a washing  



machine, a dryer, a stove, a dishwasher, a refrigerator, a freezer, a
personal 5 OCT 2006  9 computer, a laptop computer, a PDA, a handheld
computer, a server, a  mainframe computer, a television, a client computer,
a DVD player, a stereo  system, a VCR, a compact disc player, a personal
television recorder, a  telephone, and a video phone. In embodiments ; the
vision processing  system 104 may be integrated with or on board any one of
these or any  other processor-based device. Referring to Fig. 2, a
schematic diagram 200 shows an embodiment of  components of a vision
processing system 104. The vision processing  system 104 may include
various elements, such as a processor 202, a  vision-based operating system
204, a communication facility 208, a data  handling facility 210, and an
image processing module 212. -- The processor 202 may be any conventional
facility for handling processing  functions, such as a microprocessor,
chip, integrated circuit, application  specific integrated circuit, board,
circuit, microcontroller, software, firmware,  or combination of the above.
In an embodiment, the processor 202 is a  Pentium-based processor such as
those used to operate personal  computers. The vision-based operating
system 204 is discussed in further detail below.  In contrast to
conventional operating systems that primarily respond to  events that arise
from keypad, mouse, clock, or similar events, the vision- based operating
system is configured to take inputs in the form of images,  either in lieu
of or in addition to other events that can serve as inputs to  conventional
operating systems. Thus, the vision- based operating system is  equipped
with a facility for handling images that are digitized into pixels and
taking actions in response to the content of the images. The communication
facility 208 may be any suitable facility for enabling the  vision
processing system 104 to communicate or interact with other systems  or
devices that are external to the vision processing system 104. Thus, it
may include hardware (e. g. , a modem, DSL modem, connector, bus, port,
serial port, USB port, network card or the like), software (communications



software, network software, or the like), firmware, or a combination of
these. OCT 2006  WO 03/085589 PCT/1B03/01298, The data handling facility
210 may comprise hardware elements, such as  RAM, ROM, a hard disk, a
memory card, a smartmedia card, of other similar data  handling facilty, as
well as software elements such as database software or other  software for
handling any data-related tasks that the operating system 204 may require 5
for interacting with the data storage facility 108. The image processing
module 212 may comprise hardware, software,  firmware, or a combination of
them for processing images, including facilities for  executing various
algorithms and sub-processes under control of the vision-based 10 operating
system 204, to store, manipulate, retrieve and otherwise take actions on,
or  in response, to digital images that serve as inputs to the image
processing module 212.  The image processing module 212 takes images as
inputs and outputs any of a variety  of signals, including instructions to
the vision-based operating system, instructions for  storing, manipulating
or retrieving data, messages or other communications for the 15
communications facilities 112, 114, images, text, sounds, or other signals.
Functions  of the image processing module 212 in a preferred embodiment are
discussed further  below. Referring to Fig. 3, a further detail of an
embodiment of the vision-based 20 operating system 204 is displayed in a
schematic diagram 300. In this embodiment,  the vision-based operating
system 204 serves as the primary operating system of the  vision processing
system 104, so that the primary inputs of the vision processing  system 104
from its environment are images or other vision-based data. The vision-
based operating system 204 may optionally control a subsidiary operating
system,  .25 which may be a conventional operating system 302, that
responds to signals from the  vision-based operating system 204. The
conventional system maybe a Windows,  MAC, Unix, Linux, or other
conventional operating system such as may exist or be  developed in the
future for taking actions in response to events or conditions in the
vision processing system 10.4. Thus, for example, the vision-based
operating system 30 may initiate events that are picked up by a loop
running in the Windows operating  system, to control other aspects of the
vision processing system 104, or to send signals  



elsewhere, either internally or externally. 10 5 OCT 2006  11 Referring to
Fig. 4, as depicted in a schematic diagram 400, in another  embodiment the
roles of the vision-based operating system 204 and the  conventional
operating system 302 may be reversed relative to the  configuration of Fig.
3. In the embodiment of Fig. 4, the conventional  operating system 302
controls the vision- based operating system, which  operates as a
sub-system. In this system, the conventional operating system  may
recognize certain inputs or events as comprising images or other vision-
based data and may hand those inputs off to the vision-based operating
system 204. The conventional operating system 302 may respond to outputs
from the vision-based operating system that are in the form of suitable
events or signals, such as Windows events. Thus, the conventional
operating system 302 may control the vision processing system 104, aided
by the facility of the vision- based operating system for handling images
as  inputs. Referring to Fig. 5, a flow diagram 500 displays the high-level
processes of a  vision processing system 104 employing a vision-based
operating system  204. At a step 502, the vision processing system 104
acquires images or  image-based data. At a step 504 the vision-based
operating system 204 or  the image processing module 212 converts the image
data into a signal that  signals an event associated with the image that
was input to the system. At a  step 508 the vision-based operating system
204 takes an action based on  the vent that is associated with the image at
the preceding step. Referring to Fig. 6, a flow diagram 600 displays
further processes that can  be accomplished by a system 100 as disclosed
herein. At a step 602, the  system 100 may dispose a facility in an
environment for acquiring an image,  such as the camera 102. At a step 604,
an image event may occur in the environment. The event may  be a motion, or
it may be the presence of an image having particular  characteristics, such
as a face or body part, or other meaningful image. The  



event may also be the presence of any sort of symbol in the image, such as
a letter, number, word, sign or other symbol. The event may also be the
absence of something from the image, such as the absence of a normally
present item from the image, or the absence of motion from an image where
motion is expected. Image events that can be recognized at the step 604 are
without limit, and certain image events that are processed in preferred
embodiments are discussed further below. Once an image event occurs at  the
step 604, at a step 608 it may be captured by the camera 102. 12 OCT 2006
Next, at a step 610 the image may be processed by the image processing
module 212 under control of the vision-based operating system 204. At a
step 612, the vision-based operating system 204 may output a signal that
reflects an image characteristic, as determined by the processing step 610.
The output signal at the step 612 may take any form, such as an event for
handling by a conventional operating system 302, a signal for controlling
another device 110, a signal for controlling the camera 102, another image
for further handling by the image processing module 110, or other signal or
image that reflects a characteristic of the image captured at the step 608.
Certain preferred embodiments of the processing step 610 are further
described , below. At a step 614, the system 100 may take an action based
on the content of the signal that is established at the step 612. Image,
events that may be processed at the step 604 may include positioning  of a
face in front of the camera 102, detecting motion, changing the content  of
the image, detecting a face in an image in a particular location, such as
in  a window, detecting images of a person speaking, images of body parts,
such as lips, hands, or legs, images of gestures with the head, hands,
fingers, or other body parts, facial features, symbols, letters, words,
numbers, signs, or other images that have the potential to have contact
that  is meaningful for purposes of using the vision processing system 104.
At the processing step 610, a wide range of image characteristics may be
analyzed. For example, the processing step 610 may determine what an
object in the image is, such as whether it is a face, a person, a body
part, a  symbol, a sign, or other feature. Similarly, the processing step
610 may  



match an object in the image to another object of another image, such as
matching a face image to an image of a reference face. The processing step
610 may also match another object, such as a code, to a code in a reference
image. Matching may occur between codes, gestures, faces, body parts,
biometric measurements, motions, signs, symbols, or other features for a
variety of purpose, with the output signal at the step 612 reflecting
whether  or not a match occurred. The processing step may also process a
characteristic of the structure of an environment, such as the presence or
absence of an item in an expected place, such as a valuable item in a room
that is monitored by the camera 102, or the physical condition of an item,
such as a window, roof, or door, to ensure that is has 13 - 5 OCT 2006  not
been damaged. The processing step 610 may also process  characteristics of
a face, such as emotions reflected by particular facial  movements or
positions. The processing step 610 may also process whether  movement is
occurring in the environment and output a signal to reflect  whether any
movement, or a particular movement, is occurring, such as for  monitoring
for movement in a secure environment, or monitoring for  movement of a
patient in a medical environment to ensure that the patient is
occasionally. moving. The processing step 610 may also process the image
to determine whether any new item has appeared in the environment, and  may
analyze the new item to determine its nature. At the processing step 610
the system 100 may identify particular environmental features, such as
smoke, fire, moisture clouds, water, or other image features that suggest
that  a message or alarm should be sent from the system. In embodiments,
the  processing step 610 may process images of children, pets, or other
entities  in the image and take actions based on the nature of the
movements, such  as proximity of a child to a dangerous item such as a
stove or unmonitored  swimming pool. In embodiments the processing step 610
may take actions  based on a combination of any of the above or other image
characteristics or  events, or a combination of one or more of them with
input from another  device or system, such as input of a manual security
code on a keypad, in  combination with matching a face to. a reference
image for security  



purposes. These embodiments of a processing step 610 should be  understood
to be representative of the many different image characteristics  that can
be processed for purposes of identifying and taking further action, all of
which should be understood to be encompassed in the present  disclosure.
Many different types of actions can be taken at the action step 614.
Examples include sending a message or other communication, turning an
device or system on or off, initiating action of another device, inducing
motion of or otherwise controlling in any manner the vision processing
system 104, camera 102, or other device 110, allowing entry into a secure
environment, opening a lock, sending an"all clear" signal, and preventing
entry into an environment. Of course the action step 614 may initiate any
action that can be taken by any other device 110, so the types and nature
of  the actions are potentially limitless. I 14 5OCT2006  There are many
potential environments in which a vision-based processing  system may be
used. Referring to Fig. 7, one such environment is a home  700. Many home
uses are possible. In one such use, a camera 102 may be  disposed at the
door 702 of the home 700, where a user 704, such as a  resident of the
home, may look into the camera 102 for facial recognition  purposes (as
described in greater detail below). The camera 102 may have an onboard
vision processing system, or may be  connected to a separate vision
processing system 104, for determining  whether an image of the user's face
matches one or more reference face  images stored in the data storage
facility 108. If there is a match, then a lock  708 on the door 702 may
release, allowing entry. In another embodiment,  the home 700 may have a
swimming pool 710, at which a pool camera 712  may be disposed for
monitoring the pool environment. The pool camera 712  may capture an image
of a child 714 and, via a vision processing system  104, trigger an alarm
718 if the child 714 comes in too close proximity to the  pool 710. Such a
combination of camera and alarm could be used to alert a  parent or other
adult to the proximity of a child or pet to any dangerous  



object, such as a stove, oven, fireplace, wood stove, work bench, or the
like,  or to breakable items, such as china, crystal, vases, or other
valuables.  Referring to Fig. 8, another environment in which a vision
processing system  104 and camera 102 may be disposed is a transportation
environment, such  as an airline terminal security environment 800. The
environment may  include a metal detector 802, as well as an
article-screening device 804, in  both cases one of various conventional
types of such devices used by  airlines to screen passengers and their
articles. In the environment 800 the  camera 102 may capture an image of a
passenger 808 and match the  passenger's face image against a reference
image, to confirm the identity of  the passenger as a security measure. A
similar system can be disposed in  other transportation security
environments, such as those in bus, rail and  ship terminals, as well as on
transportation vehicles, such as cars, buses,  trucks, planes, trains,
ships, boats, and the like. In one embodiment, the  transportation
environment may be a parking lot, and a system 100 with a  camera 102 and
vision processor 104 may be used to monitor images of a  vehicle to ensure
that it is not moved or damaged. If the image of the vehicle  is altered
during a predetermined period, then the system 100 may sound an  alarm or
send an alert, such as to the owner of the vehicle or to a security  guard.
The system 100 may be further equipped with a facility for  5 OCT 2006
W0.03/085589 PCT/IB03/01298  recognizing the face of the owner or operator
of the vehicle, so that person can enter and move the vehicle without
triggering an alarm or alert. The system 100 may also  be used to monitor
use of a reserved parking place, so that if the face of a person  parking
in the spot does not match a reference image, a message is sent to the
operator 5 of the parking facility that unauthorized use of a reserved spot
may be taking place.  Referring to Fig. 9, another environment in which a
vision processing system  104 and camera 102 may advantageously function is
a vehicle, such as a car 900. The  camera 102 can take an image of the face
of a driver 902 and match an image against 10 a reference database to
confirm that the driver 902 is authorized to drive the car. The  reference
database might store data to confirm that the driver is the owner of the
car,  that the driver is a licensed driver, that the driver does not have
moving violations or  



the like that restrict driving, that the driver is the person who has
rented the vehicle, or  the like. The vision processing system 104, upon
determining a match, can take 15 various actions, such as unlocking or
locking the doors, allowing or preventing the  starting of the engine, or
allowing or preventing operation of other vehicle systems.  Although a car
900 is shown in Fig. 9, other vehicles can use similar systems, such as
boats, trucks, minivans, taxis, buses, ships, planes, jets, scooters,
motorcycles, or the  like. 20 Referring to Fig. 10, another environment is
a building 1000, such as an office  building, workplace, or similar
environment. As with a home, a camera 102 and  vision processing system 104
may be used to provide security access at a door 1002 at  the exterior or
interior of the building 1000. Similarly, a camera 102 and vision 25
processor 104 may be used to monitor one or more items in the building
1000, such as  to prevent their being stolen, or to monitor their location
within the building. For  example, the vision processing system 104 may
determine the location of items of  inventory in a warehouse based on their
image shapes, or based on codes or images,  such as brands or logos,
located on the items. The vision processing system 104 can 30 then interact
with another computer system, such as an inventory control system. In
another embodiment, a camera 102 and vision processing system 104 can be
used to  monitor actions of a person 1008, such as for security purposes to
ensure that the  person is conscious and has not been harmed, or for other
purposes, such as to  determine whether or not certain actions have
occurred, perhaps as a precondition to 15 16 5 OCT 2008  taking a further
action. For example, the system 100 could determine when an item whose
image is matched to a reference image in a database has  arrived from a
pre- processing location to a location for further processing  and then
send a message to the user 1008 that the item is ready. Many  other
workplace uses of a vision-based operating system 204 in a vision
processing system 104 can be envisioned and should be understood to be
encompassed herein. Referring to Fig. 11, a camera 102 and vision
processing system 104 may  be used in an environment that contains a
computer 1100, such as a  



personal computer, laptop computer, personal digital assistant, handheld
computer, or the like. The camera 102 may capture images in the
environment of the computer 1100, such as images of a user 1102. The
vision processing system 104, which may be on board the camera 102, the
computer 1100, or another computer system that is external to both, can
process images taken by the camera 102, such as images of the user 1102.
For example, the vision processing system 104 may match the face of the
user 1102 against a set of reference images to confirm the identity of the
user 1102. Thus, the system can be used for security purposes in lieu of or
in addition to other security measures, such as passwords. In an
embodiment, the computer 1100 may be used by the user 1102 to interact
with a site, such as an Internet site, such as for e-commerce, game,
research, or entertainment purposes. In an e-commerce use, the user 1102
may use the vision processing system 104 to confirm the user's identity, to
ensure the security of an e-commerce transaction, such as use of a credit
card to purchase goods or services online. Referring to Fig. 12, in another
embodiment the camera 102 and vision  processing system 104 of a system 100
may be disposed in an environment  that provides secure storage, such as
for cash or other valuables, such as  an automated teller machine (ATM)
1200. The system 100 can then be used  to verify the identify of a user
1202 before permitting a transaction, such as  withdrawal of cash, checking
an account balance, or making a transfer from  an account. Similarly, the
system 100 can be used to provide identity verification for safe deposit
withdrawals, withdrawal of valuables from a safe,  or removal of items from
a locked storage facility of any size. In  embodiments, the system 100 may
provide both an identity verification - 17 5 OCT 2006 function and a
separate function, such as monitoring images of items that  are secured in
the facility to ensure that they have not been removed,  moved, or damaged.
Referring to Fig. 13, a system 100 comprising a camera 102 and vision
processing system 104 can also be disposed in an environment that includes
a venue 1300 that includes a gate 1302 or similar facility for restricting



access to the venue 1300. The venue 1300 may have a central computer
system, or computing functions may be included at the gate with each
system 100. The system 100 may access a reference database of images  for
the purpose of matching an image taken by the camera 102, to ensure  that a
user 1304 seeking access to the venue 1300 is an authorized user,  such as
confirming that the user 1304 bought a ticket to an event at the  venue, or
the user 1304 is an employee or authorized contractor entitled to  enter
the venue. Many different venues can be envisioned, such as sporting  event
venues, such as football, basketball, soccer, hockey, baseball, and  golf
venues, performance venues, such as movie theatres, playhouses,  event
centers, concert venues, and opera houses, accommodation venues,  such as
hotels, motels, casinos, bars, convention centers, and restaurants,  and
many others. Referring to Fig. 14, a flow diagram 1400 shows high-level
steps for an  embodiment of the invention where a system 100 is used to
secure entry into  an environment such as a home. At a step 1402 the system
100 can capture  an image of a face (or other identifiable characteristic)
of the user. Next, at a  step 1404 the system can compare the image to one
or more reference  images stored in a data facility. Next, at a step 1408
the system can determine whether the images match  (as described in much
greater detail below). If not, then the system can try  again by returning
to the image capture step 1402. If there is a match, then  at a step 1410
the system can allow entry into the environment. Referring to Fig. 15, a
flow diagram 1500 shows steps for an embodiment of  the invention in which
a vision processing system 104 processes images  from a camera 102 for
purposes of identifying and acting on gestures that  are captured in the
images. At a step 1502, the camera 102 captures an  image that potentially
includes a gesture and relays it to the vision  processing system 104. At a
step 1504 the image processing module 212 of  the vision processing system
104 compares the captured 18  5 OCT 2006  image to a database of images of
gestures to determine whether the  captured image contains a gesture that
matches a stored gesture. Next, at a  



step 1508, the image processing module 212 determines whether a match  has
occurred. If not, then processing returns to the step 1502 for further
capturing of images. If there is a match at the step 1508, then at a step
1510  the system determines what gesture has been matched, and what action
is  appropriate, by reference to stored rules that relate each gesture or
series of  gestures to related actions. Next, at a step 1510, the system
initiates an  action based on the identified gesture. In some cases, the
action may be to  wait for a further gesture, so that the system can act
based on combinations  of gestures, as well as upon single gestures. By way
of example, the system  could monitor a patient and trigger a query asking
if the patient is ok. If the  patient gestures with a"thumbs up"gesture,
then the system can send a  message to a care provider that the patient is
ok. Similarly, the system can  capture a gesture, such as waving hands, to
indicate that an alarm or alert  should be triggered. By creating a
complete set of rules, it is possible for a  vision processing system 104
to initiate any actions that would otherwise be  triggered by keypad,
mouse, or voice entry. Thus, the vision processing  system 104 can, through
gesture control, replace or supplement a  conventional computer operating
system. Referring to Fig. 16, a flow diagram 1600 indicates high-level
steps for using  a system 100 to monitor an environment in order to trigger
an appropriate  action. At a step 1602, the system captures an image of the
environment.  Next, at a step 1604, the system compares the image that was
captured to a  database of reference images to determine whether a match
occurs. If, at a  step 1608 a match does not occur, processing returns to
the step 1602 for  further image capture. If a match occurs at the step
1608, then the system  can, at a step 1610, access a plurality of rules
that determine what action  should be taken in response to the
identification of the image. Then, a step 1612, the system can initiate an
action based on the rules.  Examples of images that can be matched include
images that show motion,  images that show proximity of motion to a
particular item, images that have  unique characteristics, such as smoke,
fire, or water, images that show  proximity of two items to each other
(such as for prevention of collisions),  absence of motion, and the like.
When one of these items is matched, the  



rules can then determine the action. For example, if smoke, fire, or water
is  detected where it is abnormal, then an alarm or message may be sent to
an   5 OCT 200@ WO 03/085589 PCT/1B03/01298  operator or to an emergency
service. If two items (such as two boats) are coming in too close
proximity, then an alarm can be sounded to an operator. If a child is too
close to pool or stove, then an alarm can be sounded and a message sent to
a parent.  If an item is missing from an image, then an alert can be sent
to a security guard or 5 other person responsible for monitoring the item.
Thus, by matching images and  triggering rules, the system can provide
monitoring of any environment for a wide  range of purposes: Referring to
Fig. 17, a flow diagram 1700 shows the high-level steps for use of  10 the
invention in an embodiment used for product recognition. At a step 1702 the
camera 102 may be used to capture an image of a product, such as in a
warehouse for  inventory control purposes or at a retail counter, for
pricing purposes. Then at a step  1704 the image of the product can be
compared to images stored in a data facility. At  a step 1708 the system
can determine whether a match has occurred. If not, then the 15 system can
return to the step 1702 and continue attempting to find a. match. If so,
then at a step 1710 the system can determine the nature of the product of
which an  image was captured and consult a set of rules that are stored for
that product to  determine an action. For example, the system can determine
that the item is a box of  a particular brand of cereal, and it can
retrieve the price of that box of cereal pursuant 20 to the rules for
retrieving prices. Next, at a step 1712 the system can initiate an action
based on the determination of the image, such as charging the price for the
box of  cereal, or storing an indication that a particular item is in a
particular location. Further details willnow be provided as to a system for
matching a face to  25 confirm the identity of a user of the system 100,
such as for allowing entry into a  home via a home security system. As
depicted in Fig. 7, a system 100 can be used at  a door 702 or entryway to
control access via a lock 708 or similar mechanism into a  home 700. As
depicted in the flow diagram 1400 of Fig. 14, the system can be used  to
match a face against one or more reference images in a data facility. As in
Fig. 1, a 30 face matching system may have similar components to a more
general vision  processing system 100, such as a camera 102, a vision
processing system 104, a data  



facility 108, and an optional other system 110, such as a system for
electronically  opening a lock. 19 OCT 2006  W'0 03/085589 PCT/1B03/01298,
Referring to Fig. 18, a flow diagram 1800 discloses steps for an embodiment
of a face matching system. First, at a step 1802 the system obtains an
image of a face,  such as by the user placing his or her face in front of
the camera 102. Next at a step  1804, the image processing module 212 of
the vision processing system 104 filters the 5 initial image to obtain a
filtered image that is more suitable for matching purposes.  Further
details of the filtering step are disclosed in a flow diagram 1900 of Fig.
19,  which is connected to Fig. 18 by off-page connector "A". The filtering
step breaks  down the image into a matrix of pixels, then averages the
luminance of neighboring  pixels about each pixel, then divides the image
into pixels based on whether the 10 average about a given pixel exceeds a
binary threshold. Once an image is filtered at  the step 1804, additional
steps of a matching process take place. At a step 1808 the  system may
divide the filtered image into a plurality of pixel groups or blocks. The
step 1808 may include an optional pre-processing step of normalizing the
image, such  as locating the eyes or other features of the face in the same
location as the eyes of a 15 reference image. In an image of columns and
rows or lines, it is possible to divide it  into blocks, for example into
square blocks of dimension n. The number of such  blocks is the product of
two factors, the number of columns divided by n and the  number of lines
divided by n. We can consider such squares centered on the pixel (i ,  j)
where i is between Oland Column and j is between 0 and Lines, and both are
integer 20 multiples of n. Next, at a step 1810, the system obtains
reference images from the  data facility 108, which may be stored locally
or at a remote host Next, at a step  1812 the system searches a first
reference image. The steps 1810 and 1812 can be  repeated in sequence on in
parallel for an arbitrarily large number of reference  images. For example,
there may be: different images stored showing a user in 25 different
conditions, such as with a tan, without a tan, or the like. Next, at a step
1 S 14  the system applies one or more algorithms, discussed in greater
detail below, to  determine differences between the captured image and a
reference image. The  additional steps are disclosed in connection with
Fig. 22, which is connected to the  



flow diagram 1800 by off-page connector "B." Once the differences are
calculated at 30 the step 1814, at a step 1818, it is determined whether
there is a match. The steps for  assessing and determining a match are
disclosed in greater detail in connection with  Fig. 23, which is connected
to the flow diagram 1800 by off-page connector Once a match has been
determined, the system can initiate actions at a step 1820,  which may
include allowing access to a facility, and which may optionally include  20
5 OCT 2006 WO 03/085S89 PCT/1B03/01298  storing the newly captured image in
the reference database for future matching purposes. If there is no match,
then the system can repeat the above steps. Because  the threshold for a
match can be made arbitrarily difficult, the probability of a false
positive match can also be made arbitrarily low, so that it is appropriate
to allow 5 multiple, and even unlimited, attempts to match, unlike many
conventional systems  that must prevent large numbers of attempts because
of the increasing probability of a  false match that would allow improper
access: Referring to Fig. 19, a flow diagram 1900, connected via off-page
connector  10 "A" to the flow diagram 1800 of Fig. 18, discloses steps for
accomplishing the  filtering of the image at the step 1804 of Fig. 18.
First, at a step 1902, to describe an  image mathematically, one can
consider it as a matrix of pixels p, A pixel is a  superposition of colors,
usually the three colors red, blue, green, so one can-take each  p,4 as an
element of vector space W. The three components of this pixel represent the
15 decomposition of a color according to this base of colors. For
simplicity one can  ignore the discrete character of each component and
consider that every nuance of  every color is allowed. Thus, an image of n
lines and p column can be described as a  matrix A e Mp(R3). 20 Next, it is
possible at a step 1904 to define luminance L of each pixel as a  linear
function from R3 to R, for example: L i (r,g,b) -> 0.3 r+ 0.59 g+ 0.11 b.
Next, at a step 1908, one can define an average value of a pixel based on
the  luminance of surrounding pixels. For example, one can define Average
as a function  of a neighborhood of a pixel pij and give the arithmetical
average of the. luminance of 25 all the pixels (pi( ) with i-r <_ k<_ i+ r
and j-r <_ 15 j+r as set out below:  LIPA.r ~ , 



That is: Average (i, j, r) kv-rr=j r  (2r+1)2  Many other functions may
fulfill the same role as this one, such as many kinds of  discrete
convolutions of the function L, or even non-linear or other functions. 21
5 OCT 2006 WO 03/1185589 PCT/lB03101299.  Next, one can apply a filter to
the pixels, based on the average of the neighborhood of the pixel. Thus, at
a step 1910, one can define the filter, which is a binary flag on the
value of Average: lif Average(i, j, r) -L(p,,.)> threshold  5 Filter (i ,
j, r, threshold ) [O if Average (i, j, r) L(p;.1) <_ threshold Thus, a
plurality of pixels of varying color and luminance can be converted into a
black and white image defined by pixels of value one and zero, with the one
and zero  value being established by whether or not surrounding pixels have
a luminance above 10 a given threshold or not. At a step 1910, the system
can output a filtered image. The 7)  filter makes contrasts in the image
more drastic, allowing for better matching of important facial
characteristics, such as scars, moles, and the like. Referring to Figs.  20
and 21, an image of a face can be seen before (Fig. 20) and after (Fig. 21)
the  application of a filtering process such as that disclosed in
connection with Fig. 19.  15 Referring to Fig. 22, steps for making a
comparison between an acquired  image and a reference image are further
disclosed in a flow diagram 2200 that is  connected to the flow, diagram
1800 of Fig. 18 by off-page connector 'B". In the  following we will give
the index 1 to the quantities related to the reference image, the 20 index
2 will be for the acquired image. Referring to the two images, Il and 12,
they  have been divided in the same format Column x Lines. The images have
already been  normalized the images in a way that, for example, the
position of the eyes is the same  in both, located in a standard pattern.
Both have been filtered, such as by the steps of  the flow diagram 1900 of
Fig. 19, into two binary images of substantially the same 25 size. In
essence the comparison of the images can be understood as an error function
to judge, for two square blocks of the two images, how different they are.
In all the  



following, it is assumed that one has chosen a format of a square block of
dimension  n. At the step 1808 of the flow diagram 1800 the first image was
already divided into  pixel square blocks, which are totally separated.
There are Column/ n * Lines I n such 30 square blocks. Each square can be
designed by B11,11 centered on the pixel (il , j l )  where it is between 0
and Column andjl is between 0 and Lines, and both.il and j 1  are integer
multiples of n. It should be noted that the methods described herein work
22   - 5 OCT 2006 N870 03/085589 PCT/IB03/01298  with other block shapes,
such a circles, rectangles and the like. Use of square blocks is indicated
herein for simplicity of explanation. At a step 2202, we initiate the
computation, starting by computing for each  5 square block of the first
image what is the best fit in the second image, according to  some error
function. At a step 2204 we calculate for the first pixel block in the
acquired image an error function that consists of the sum of the square of
the  differences between the pixels of that pixel block and the pixels of
each of the  possible pixel blocks in each of the reference image. The
pixel block of the reference 10 image is selected at the step 2208 as the
'best' match for that pixel block. Then, at a  step 2210, the system stores
the location of the best matching pixel block from the  reference image for
the pixel block at hand. Then at a step 2212, the system  determines
whether there are additional pixel blocks to analyze. If so, then the steps
are 2204 through 2210 are repeated until every pixel block has an
identified best 15 match, with a known location, in the reference image.
When done, processing returns  to the flow diagram 1800, as indicated by
off-page connector B. Determining the best fit at the step 2208 can be
accomplished by a variety of  techniques, including minimizing the sum of
the differences, least squares, and other  20 similar
difference-calculating functions. When the process is complete, one can
identify in the second image a block centered in (i2,j2) that best
corresponds to the  block B;i,p centered in(t j1) in the first image. This
block is the 'global best fit' of  Bujt 25 Referring to Fig. 23, a flow
diagram 2300 depicts steps by which it may be  assessed whether a first
image captured by the camera 102 matches a second image  retrieved from the
data storage facility 108. The processes of Fig. 23 may be carried  



out by the image processing module :212 under control of the vision-based
processor  204. 30 The matching process depicted in Fig. 23 takes advantage
of the principle of  continuity, and in particular the special continuity
of the face images to be matched.  Generally, when one compares two images
of the same face, if one has localized in  both some particular point -
that one can name Ml in the first image and M2 in the  23 0C WO 031085589
PCT/1B113/01298,  second one-, one can predict that a detail Ni that is
just at the right of M1-in the frost  image- should correspond to a point
N2 just at the right of M2 in the second image. Thus, one expects the
relative position of Ni with respect toMi to be the same, or  almost the
same, in both pictures. (One might have in mind that the two pictures are
5 approximately deduced from each other by translating the image somehow).
If there is doubt about the correspondence of the point Mi's in the two
images, the belief that  the images match is made stronger if the neighbor
Ni's has a similar relative position  in both. There is a lower chance of
mistaking a correspondence twice than once. 10 Continuing the analysis, one
has two contradictory hypotheses that can be  characterized as follows.
I.et HO be the hypothesis that there are two images of TWO  DIFFERENT
PERSONS. Let HI be the alternative hypothesis that there are two  images of
THE SAME PERSON. 15 One can define a neighbor of (it jl), called (k1,11).
In practice, for some  adequate norm called 11 II , we mean by neighbor
that II (i1-ki j 1-11) 11 :5 1, one can call  (i2j2) the global best fit of
(i1 j1), and (k2,12) the global best fit of (kt,h). Now comes a
fundamental probabilistic hypothesis. One "expects" when dealing with
images of the  same person (HI) (this is the argument of continuity) that
(k2,12) is a "neighbor" of 20 (i2 j2), in the sense that II (k2-i2+il-kt,
Iy jz+jt-lt). II is close to 0. One "expects", on the  contrary, when
images are from two different persons (HO), that (k2,12) should be  located
in any place of his search area with an equal probability. For example, one
can imagine that the error criterions between (k1,11) and the possible
(k2,1z) are a  bunch of random values, independent and of same law. The
maximum of these values 25 should be itself uniformly distributed in the
area of search. 



First, at a step 2302, one defines an area of size S where the system looks
for  the best fit. Next, at a step 2304 the operator defines t, a parameter
of tolerance and  identifies V, _ (ii-k, j1-11) and V2= (i2-k2,jz-12), two
vectors that give the relative 27 position of the two blocks in both
images. We. have in mind that V1 and V2 are close  when we are dealing of
the same person (HI), and on the contrary independents and  of uniform law
when dealing in case of different persons (HO). 24  (r)5  WO 03/085589 OCT
2006 PCT/IB0310I298  25 We focus now on the following event: (II VI- V2II
<t/2), one can define that  event as 'confirmation'. This event corresponds
to an event of `continuity' of the  global best matches of (iidi) and
(k1,h) in the second image. Equivalently, this event  may be described as
the event where the global best match of(ki,lt) coincides with a 5 'local'
best match of (k1,h), only looked for in a small region around (i2+kt-ii,
j2+lj- jj). This event corresponds to exactly (t-1) 2 possible values of
V2. As said before,  this event is weakly probable in the hypothesis (HO)
of different persons. The total  number of possible values for V2 is S. In
the hypothesis (HO), according to the  hypothesis of uniformity, we have:
10 P((k2,1z) "confirms" (ir,li)J HO) = P( (I V1- V2II <t/2 ~ 110) _ (t-1)
2/ S  One can make a similar calculus for others neighbors of (ii,ji), with
the assumption  that the place where all the best fit in 12 of these are
independently placed, always  15 following a random uniform law. One finds
that the probability, Cp , that k neighbors of, (ii ji) out of p have their
best fit in the same relative position in image 12 (modulo the tolerance)
as in image 11  is, conditionally to the position of (i2,j2) ; 20 P( k
`confirmations' among neighbors of (ir, ji) H0) = [(t-1) 2/ S]k [1-(t-1) 2/
S]'-k P Consider a numerical example. Take (t-1) 2/ S =10 To: Take k= 3,
and p = 4. There is  a probability of k confirmations of 0.3601o. By having
found 3 neighbors of (i1 ji) out  25 of 4, under the assumption that images
are different, the probability of this event is  



extremely small, i.e. the event is hard to believe: The foregoing has dealt
with only one block Bii,jj of the image 11, and its  immediate neighbors.
The analysis supposed that the best fit of the neighbors maybe  30
uniformly distributed in the area of research.. If we process the same idea
not starting from Si41 but from another block, for example B, , i , one can
find first his absolute  best fit in image 12, which one can call (i2'
j2'). In a similar way, one can then look for  the local best fit of the
neighbors of B;I,jI in an area of research centered on (12'j2') 5 OCT 2006
WO 03/085589 PCT/1B03/01298 26  It is helpful to keep in mind that the
local surface of research (t-1)2 is very  small, compared to the total
surface of the image S. That means in practice that some  local best fit
searched in surface (t-1)2 has few chances to be the global best fit in the
whole image. Now, one can write generically for all the blocks of image 11,
centered on the  positions named (it,t ji,t), (ii,2,312), ..:. (i,,Nji.N)-
The likelihood of having, for the first  block k, `confirmations' among the
neighbors of (ii j jij), for the second block k2  confirmations'... until
kN confirmations for the ultimate block. Here a stands for 10   P(kr
`confirmations' of .. kN `confirmations' of (il,Naji,N) IHO) _ _x r Co
\E1ks(1-E)A 15 Recall that all this calculus takes place along the
hypothesis that the two images are of  two different persons. The preceding
calculus gives us the joint rule of events of  confirmation among all
blocks. This means, in practice, one can evaluate with  precision the
probability of false positive match, i.e., the probability that one will
attribute to two images of two different persons a high degree of
similarity.-In 20 practice, the probability of wrong recognition is almost
null. Using this principle of continuity, which allows one to build a very
discriminant rule to separate matches of neighboring pixel blocks that have
occurred randomly, as opposed to matches due to real coherent
correspondence because the 25 faces containing the pixel blocks are the
same, it is possible to complete the process of  



the flow diagram 2300 for determining a match. At a step 2306 the system
calculates  the best fit for each pixel block. At a step 2308 the system
then determines a synthetic statistic indicator taking into account the
occurrences of all `confirmation'  events. At a step 2310, the system then
declares a match if the preceding statistic 30 indicator was greater than
the threshold defined at the step 2304, or a non-matched, if  it is not so.
We know the probability that the statistic indicator is stronger than its
threshold, by accident, in HO, as opposed to because of a real match. Thus,
by 5 OCT 2006  WO 03/085i89 PCT/IB03/01298 defining the threshold, it is
possible for the operator to establish an arbitrarily rigorous  criterion
for matching, thus reducing the probability of a false positive to an
arbitrarily  low level. 5 While certain preferred embodiments have been
disclosed herein, one of  ordinary skill in the art would recognize other
embodiments, which should be  understood to be encompassed herein, as
limited only by the claims. All patents,  patent applications and other
documents referenced herein are hereby incorporated by  reference. 27 R 5
OCT 2006 WO 03/085589 PCT/1803/01298.  CLAIMS 1. A method of determining
whether an acquired image matches a reference  image, comprising: acquiring
a digital image for comparison to a reference image;  identifying a group
of pixels in the acquired image; selecting the pixel group in the reference
image that is the best match for the  pixel group in the acquired image;
repeating the preceding steps for at least one more group of pixels;
comparing the relative locations of the selected pixel groups in the
reference  images and the pixel groups in the acquired image; and
determining the probability that the relative locations occurred randomly.
1  2. A method of claim 1, further comprising: 



comparing the probability of a random. match to a threshold probability for
concluding that the images match. 3. A method of claim 2, wherein the
threshold probability is set to reduce the  probability of a false
conclusion to an arbitrarily low number. 4. A method of claim 1, wherein
finding the closest pixel group uses a least squares calculation of the
differences between the pixel groups in the reference image and the
selected pixel }  group in the acquired image. 5. A method of claim 1,
further comprising: upon acquiring the reference image and the acquired
image, filtering the  images prior to completing the additional steps. 6. A
method of claim 5, wherein the filtering comprises: determining the
luminance of a pixel based on an average of values of  neighboring pixels;
comparing the value of the luminance of the pixel to a threshold value;
setting the filtered value of the pixel to zero if the luminance is below
the  threshold; and 28 29 - 5 OCT 2006  setting the filtered value of the
pixel to one if the luminance is equal to or greater than the  threshold
value. 7. A method of claim 6, further comprising: normalizing the acquired
image and the reference image by locating known features in a
predetermined location. 8. A method of claim 1, wherein acquiring the image
is accomplished by a vision  processing system having a vision-based
operating system. 9. A method of claim 1, further comprising: comparing the
acquired image to more than one reference image. 10. A method of claim 1,
wherein comparing the relative locations of the pixel groups  of the
acquired image and the pixel groups of the reference image comprises :
defining a first vector between the first pixel group of the acquired image
and a second  



pixel group of the acquired image ; defining a second vector between the
first pixel group of the reference image and the  second pixel group of the
reference image; and calculating an absolute value of the difference
between the first vector and the second  vector. 11. A method of claim 10,
further comprising:  repeating the calculation for additional pixel groups.
12. A method of claim 1, further comprising: comparing the probability of a
random match to a threshold probability for concluding that  the images
match; repeating the steps for a different reference image; and allowing
unlimited number of  mismatches before allowing a match to one of the
reference images. 13. A method of claim 1, further comprising: upon
determining a match, adding the acquired  image to the database of
reference images to facilitate future matches. 30 5 OCT 2008 14. A system
for determining whether an acquired image matches a reference image,
comprising: a camera for acquiring a digital image for comparison to a
reference image; an identification  module for identifying a group of
pixels in the acquired image; a selection module for selecting the  pixel
group in the reference image that is the best match for the pixel group in
the acquired image;  a comparison module for repeating the preceding steps
for at least one more group of pixels and  for comparing the relative
locations of the selected pixel groups in the reference images and the
pixel groups in the acquired image; and a calculator for determining the
probability that the  relative locations occurred randomly. 15. A system of
claim 14, further comprising: a match module for comparing the probability
of  a random match to a threshold probability for concluding that the
images match. 16. A system of claim 15, wherein the threshold probability
is set to reduce the probability of a  false conclusion to an arbitrarily
low number. 17. A system of claim 14, wherein finding the closest pixel
group uses a least squares  calculation of the differences between the
pixel groups in the reference image and the selected  pixel group in the
acquired image. 18. A system of claim 14, further comprising: a filter for
filtering the images prior to completing  the additional steps. 



19. A system of claim 18, wherein the filtering comprises determining the
luminance of a pixel  based on an average of values of neighboring pixels,
comparing the value of the luminance of the  pixel to a threshold value,
setting the filtered value of the pixel to zero if the luminance is below
the threshold and setting the filtered value of the pixel to one if the
luminance is equal to or  greater than the threshold value. 20. A system of
claim 19, further comprising: a normalization module for normalizing the
acquired image and the reference image by locating known features in a
predetermined location. 31 5 OCT 2006  21. A system of claim 14, wherein
acquiring the image is accomplished by a vision processing  system having a
vision-based operating system. 22. A system of claim 14, further
comprising: a comparison module for comparing the acquired  image to more
than one reference image. 23. A system of claim 14, wherein comparing the
relative positions of the pixel groups of the  acquired image and the pixel
groups of the reference image comprises: defining a first vector  between
the first pixel group of the acquired image and a second pixel group of the
acquired  image; defining a second vector between the first pixel group of
the reference image and the  second pixel group of the reference image; and
calculating an absolute value of the difference  between the first vector
and the second vector. 24. A system of claim 14, wherein: the calculator
compares the probability of a random match  to a threshold probability for
concluding that the images match; and further including: a reference image
retrieval module for repeating the steps for a different reference image,
wherein the system allows ah unlimited number of mismatches before allowing
a match to one of  the reference images. 25. A system of claim 14, further
comprising: an image storage module for, upon determining  a match, adding
the acquired image to the database of reference images to facilitate future
matches. 26. A method analyzing an acquired image, the method comprising:
identifying a plurality of acquired image pixel groups; identifying a
plurality of reference image pixel groups corresponding to the plurality of
acquired image pixel groups; and comparing the relative positions of the
acquired image pixel groups to the relative  positions of the reference
image pixel groups without referencing any known features of the  acquired
image, to determine if the acquired image matches a reference image. 



32 (r)5 OCT 2006  27. The method of claim 26, wherein the acquired image
pixel groups correspond to patches of skin. 28. The method of claim 27,
wherein the patches of skin are patches of skin on a human  body. 29. The
method of claim 26, wherein the known features include facial features. 30.
The method of claim 26, wherein identifying the plurality of reference
image pixel groups  comprises identifying the plurality of reference image
pixel groups that best match the plurality of  acquired image pixel groups.
31. The method of claim 26, further comprising determining the probability
that the locations  occurred randomly. 32. A method of identifying an
acquired image, the method comprising: identifying a plurality of acquired
image pixel groups associated with the acquired image;  identifying a
plurality of reference image pixel groups corresponding to the plurality of
acquired image pixel groups; and comparing positions of the acquired image
pixel groups to the positions of the reference  image pixel groups, without
referencing any known features of the acquired image to determine if  the
acquired image matches a reference image. 33. The method of claim 32,
wherein the image is a patch of skin. 34. The method of claim 32, wherein
identifying the plurality of reference image pixel groups  comprises
selecting a reference image pixel group that is a best match for an
acquired image  pixel group and repeating the selecting step for at least
one more reference image pixel group.  35. The method of claim 34, wherein
comparing positions comprises: determining the positional relationship
between the reference pixel image group and one  of its neighbors, and the
positional relationship between the acquired pixel image group and one  of
its neighbors; and 5 OCT 2006  33 comparing the positional relationships to
determine if the image to be identified matches a  reference image. 36. An
image analyzer, comprising: an interface configured to provide an acquired
image including a plurality of acquired  image pixel groups identifying
patches of human skin; and 



a processor coupled to the interface, the processor configured to compare
locations of  selected acquired image pixel groups with the locations of
selected reference image pixel groups  from a reference image, the selected
reference image pixel groups corresponding to the acquired  image pixel
groups, wherein the relative locations of the selected acquired image pixel
groups are  compared to the relative locations of the selected reference
image pixel groups to evaluate the  similarities between the acquired image
and the reference image. 37. The image analyzer of claim 36, wherein the
selected reference image pixel groups  correspond to the best matches for
the selected acquired image pixel groups. 38. The method of claim 1,
wherein the acquired digital image corresponds to a patch of skin.  39. The
method of claim 26, wherein said step of comparing comprises dividing the
acquired  image pixel groups and the reference image pixel groups into n x
n grids, for a block in the  acquired image grid finding a best-fit block
in the reference image grid, and determining a match  when a threshold
number of blocks of the acquired image grid have best-fit matches in the
reference image grid. 40. A method comprising: identifying a plurality of
acquired image pixel groups associated with an image of skin;  selecting a
reference image pixel group that is a best match for an acquired image
pixel group,  without referencing any known features of the skin, and
repeating the selecting step for at least  one more reference image pixel
group; determining the positional relationship between the reference image
pixel group and one of its  neighbors, and the positional relationship
between the acquired image pixel group and one of its  neighbors; and 34 _
5 OCT 2006  Comparing the positional relationships to determine if the
image to be identified matches a reference image. 41. A method of analyzing
an image comprising: acquiring a first surface area of a surface location
of an image of a person to be analyzed;  retrieving a second surface area
of the same surface location of a reference image;  identifying a first
group of pixels in said first surface area; selecting a second group of
pixels from said second surface area that is a best match for said first
group of pixels; repeating the above steps for at least one more group of
pixels in said first and second surface  areas; 



comparing the relative locations of said pixel groups in said first and
second surface areas;  determining a probability that the relative
locations occurred randomly; and calculating a score representing a
likelihood that said first and second surface areas are from the  same
person. 42. A method analyzing an image, the method comprising: identifying
a plurality of acquired image pixel groups in an acquired image;
identifying a plurality of reference image pixel groups in a reference
image; finding a best match between an acquired image pixel group and a
reference image pixel group;  finding a best match between a neighbor of
the acquired image pixel group and a reference  image pixel group; and
comparing the positional relationship between the acquired image pixel
group and its neighbor to  the positional relationship between the best
match reference image pixel groups. 43. A method of identifying an acquired
image, the method comprising: identifying a plurality of acquired image
pixel groups associated with the acquired image;  identifying a plurality
of reference image pixel groups associated with a reference image;  finding
a best match for an acquired image pixel group in the reference image pixel
groups  without referencing any known features of the acquired image;
finding a best match for a neighbor of the acquired image pixel group in
the reference image pixel  groups without referencing any known features of
the acquired image; and 35 5 OCT 2Q06  comparing the position of the
acquired image pixel group to the position of the neighbor of the  acquired
image pixel group, and the position of the reference image pixel group that
is the best match for the acquired image pixel group to the position of the
reference image pixel group that is  the best match for the neighbor of the
acquired image pixel group, to determine if the acquired  image matches a
reference image. 44. An image analyzer, comprising: an interface configured
to provide an acquired image including a plurality of acquired image pixel
groups identifying patches of human skin; and a processor coupled to the
interface, the processor configured to compare locations of acquired  image
pixel groups with the locations of selected reference image pixel groups
from a reference  image, wherein the selected reference image pixel groups
correspond to a best match with an  acquired image pixel group and a
neighbor of the acquired image pixel group, and wherein the  locations of
the acquired image pixel group and its neighbor are compared to the
locations of the  



best match reference image pixel groups to evaluate the similarities
between the acquired image  and the reference image. 


