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METHOD AND SYSTEM BACK JND Conput er systens ha econe near |

Lubi'qui t ousvonangseg from nmul ti- pur pose devices such as sefveisnsoegsonal .

“corrpute'rs | apt op conputers and 5 mai nframe corrput ers to special purpose
devices such as application speC|f|c integrated circuits and processors
~disposed in a wide range of appl PE#dE8TIQNool's, and other devices. =
Conputers typical | y VENONBRSED QW STIN@VIFTHOFTD §51@i! Nt r f aces, :
-incl udi ng keyboar ds,” nouse devices, M cf OpNones, —Camer as,—Sensor s, “and the -
like. HowevéA CKFROEND r ange of input dev1 ces are known for special

. purpose conput er sg e r conputers .
-currently focus O%o%@ut?fs?&@xﬁﬂ%}@ bé ﬁ%?lg&)’flﬁgqruﬂg#é{a%%ggm&fp@gr- based inputs
from keyboar detpomsnemvh mervensqmdonal somputers, lamojdcdntpetets 40d, and

voi ce--basgd nes ) h recognition). V\hllefhere :
are many. app| | caﬂt |Ehons otggst% %E%a@gmg%ﬁcgepé:egﬁuﬁﬁ gﬁ"ﬁ%"“%ﬁ"‘f’ tions it ray be
difficult fointegssedcitoaitpamdyiatessbiselispeee arawiie knpeibSappificeStDifs a 15
child or eIderI erso not sophi.sticated enough to -provide the
g “lt/“%tﬁﬁ'ﬁ E’ talgs their fputsfomg gicemmon sefief inastrces; es t hat

There oy paliabig kamﬁ%“%‘?i?‘*”‘%%é?ﬁ%%ﬁ%gif%?*?“ﬁ‘}%‘é?%?@%%éeé' tuations
“instructi onsHﬁW%‘(?&lW I@“ﬂﬂ@?@?ﬁ%@#@ﬁ&ﬁ@@@%ﬂm@gsm&% ronnent: may ‘
gi ve suf{g ci §obesy b I
~action(e.g. &grﬁg iéélk% egﬂ %ﬁgﬁﬁ %}?ﬁ’gg{“ ?i&gﬁ’ﬁieegsd& fx@rﬁlJfBEus%P t‘%!r:r?’)f’gslé] ‘a need
ex Ié Stf fgr dﬁg@ﬁ@@acmmdsmwfmwsspu@wk?ﬁnndhlmouw delvicas; conph nbandt' ,
gperate base, ei ther alo n conbi-nation -
‘with convent fegﬂsé 1 np ul?é aﬂégoq%a%asgﬂﬁeéu%% R ERPRAnE @rs Htt s can be used
to aﬂvaﬂt agereccgnﬁmofe Wexie)r@ﬂemreanany aEplirencIrrecfmglir;seuﬁtﬁpdtaev\En?tmi esf are known
in ich an e LS in order to . determpe er ace -
mat ches one %‘F{E‘%Fgrﬁ‘%’fbg:agﬁﬁlgt LREE 10 Broyide the negessary fnppits §°ret§ﬁ?1}3 s®s.. Such -
't echnol o e&:hﬂﬂybﬁd&tﬂqﬂarsoﬁﬁn’ayﬁﬁﬁmbﬁusﬁcﬁtetﬂiafdagmorﬁ‘oﬂﬂﬁhg%n&t user is L
permtted erli?g/ to a hone ffice, sim l.ar environment. Current facial
sy
bat

30 recogni t PO &S thWﬁleatPlF??‘ﬁQP(ﬂeweégﬁWPson of faci al
features aHIUhfehtﬁlllge sﬁcﬂﬁgﬁéuﬁ&%ﬁﬂﬁ %%EHePﬂﬁmﬁ&ﬁ&he%@ﬁﬁ?ﬁe @e degr ee

‘of mat ch, are I agued
_ ‘ able user, making voice- or character—based instructions ‘unavailable.

Nevertheless, changes in a g:__ven env;ronment may give sufficient visual __data to

.20 trigg_er aneed for a relevanl: action‘.(e.g., smoke in a room tdggerS‘ a need for ai-; _
alarm). Thus:= aneed exists fora general puxpese processing systeni that will accepi

o and operate based on- unage or visual mputs either alone, or in combmatlon with

Ny ' conventlonal mputs

25 ‘One area in Wthh visual inputs can be used to advantage is face recogmtlon .
Face recognmon technologles are known in which an image is processed in order to
determine whether a face matches one or more reference faces, such as for secunty
purposes. ‘Such techno]ogres may be used, for example to detenmne whether a user
1s penmitted entry into a home, office, or similar env1ronment Current facxal '
30 recogmtmn approaches which typically involve companson of facial features
 between multxple images and calculations that assess the degree of match are plagued o
 with problems. One problem is the tendency of such systems to preduce false |
 positive matches. A false positive result means that an unanthorized user may be

permitted entry into a home, for example. The tendency to produce fa_lse positive




with probl ens. One pr obl is the tendency of such s'ems to produce false
p05|t|ve mat ches. A fal sibsiti've result nmeans that §n unaut hor$ Z&GT 288

-may be gntry into a home;, for exanple. The tend oduce
“false pos%ﬁ‘v"g}‘ P oer 2006 140 03/ 085585 PCH 1803/ 01298, TCRAPEIEE reans

that users who are seeking to be recognized are typically given only a
“limted-nunber of attenpts to be recogni zed. However, systerrs may aI so

" produce fals tlve thus. ations -t ecessary. '
Provent f al s aRf YR btk ke L R R LI
“t he . poi nt thaitxm{eagumbaﬁ:fenmta ba&@og@mced{oxﬁvapg@@ﬁlshﬁy@ﬁax,\rddu&t ances.
~Thus, a needéﬁm sts_for temthat can-limt the instance: of false

- posi tive mat dRERNAERIES; © ‘fsbﬁhf" f‘&“?‘l‘?ﬂslﬂéﬂha{eé\?%qwa%@ PraYERt fRlsqRASHIVRhSIhant s t o

‘be  recogni ZQS’m@ﬁs@seﬁ}hé ﬁlﬁﬂier Eﬁaﬁ@négﬁﬁ@&% Eﬁ%eﬁﬂ?th@ﬁ %ﬁtuhht@%&r@&re*&@m@& she
~wishes, without fear that an unauthorized user 'w ermtted entry. 10

~'SUMVARY Pﬁowae@as rﬁén@wnnstagcea &“hm,encm@@ fprw@@mthfgcgymmqmmncean take
an i mage: gﬁaﬁ’% %Fm{zéﬁ&l?ﬁ‘e@fm 15@%3{"3{9@4 ﬁg&#%ﬁ%& Wigkhout

“requiring ad user- 1 npu teractiron an actlon based
on t he cont em@cogmzwmamamagam beEntng:iméﬂsmam}rmhudaehpomemhng vfithowt i mages

for purposes of ~securing ent,r ronnent such as a hone or
~office. O herf aéfh?gﬁﬂ Wﬁ&g@eﬂ ?’{eﬁ ﬁgg %‘fﬁ@ noni tor environments,
_such as for safety purposes. A w de range of . errbodl ments are- - discl osed

“herein, ﬁch Mdvant age of the ability to process inmages di rectly, . -
rat her tl]r S the intervention of a keyboar d- or nouse-based user

~input. 20 Al'so. prpyyiRahden & AviabR-baRl PRSsARyaNS AN e 16 eRidds N ng
whet her an image of a face matches a reference inmage, wherein the

_probabi’lity &PANeRVERITRSES PEACES thﬁrwg%@Pﬁa%Pélya‘fﬂBP‘Etrf%ﬂmﬂ% agdigiopal ugtiys such:"_"}
met hods- .and: ﬁi&'”iﬁt%l: %éﬁﬁ@nbé@h&@fﬁm% t&ﬁ'ofﬁ?ﬂﬂ@czed to try as.

many times as desire occurs out ear that an
- unaut hori zedEu@edmwnts|1ndb@8pmcmsmgé@bcam@ge§§or REPOSES Céﬁ@@dnmﬁt}'sﬂtﬂﬁﬂow ded

herein apg TRV of B SbALPLAN D RHIGE w0, g ped | RO |

matches a reference provi
di gi tal i magewohiver emmnqaamm&osmch@sf@r sdétglparposra ma¢ ranwftembpmwntsearfgr oup of

' pl xels int hﬁlsgl SCLH herem ea”ﬁ%ﬁdng a%van%gerb? tﬁcha%llﬁyé proc%gsotm%ges%lmaﬁ' reference

rather than requirinig the intervention of a keyboard- or mouse-based user input.

20 Also provide'a herein are methodé and systeras for conﬂf.uiing whetheran
image- of a face matches a reference image, wherein the pmbablllty ofa fa!se posmvc
may be made arbitrarily small Thus, such methods and systems allow a user who

. wishes to be recognized to try as many times as desired until a match occurs, WIthout
| fear that an unauthonzed user wﬂl be pemutted access.
25 _ |
| In ambodiments, provided herein are methods and systems for determining
| thther an acquired image miatches a referencé image. The methods and systems
prov1dc for acquiring a d1g1ta] unage for comparison to a reference | image; 1dent1fymb o
a group of pixels in the acquired image; selecting-the pixel group in the reference
30 1magc that is the best match for the pixel group in the acquired image; repeating the
o preceding steps for at least one mmore group of pixels; comparing the relative locations
of the selected pixel groups in the reference images and the pixel groupsl_iﬁ the
acquired image; and determining the probability that the relative locations occurred

randomly.

acquiring a.




-30 image that is the be match for the pixel groupg n the acqwre I_ma 8
repeating the preceding¥steps for at |east .one nor roup of pr I0£T 2006
Lconpari ngvdessakat i ve Iocatlons of the selected pixel the.

“ref erence i mages and the pixel groups in the- - acquired inma 19(;8?36(1%12)?
_determning the probability that the relative |ocations occurred random vy.
-2 5 OCT 2006 WD 03/085589 PCT/ 1B03/01298 1 n enbodi ments _t he met hods and
syst ens conpare 't bab f a random natch to a threshold '
-probabi liity for cfonegﬁ)l?gﬁr?@{s tff\%‘% "E‘Pfjé aﬂ%}@@@ﬁaaaae fhpmeﬂllﬁhhésﬁolrdidomn be set

so that the prmhabi tmsaolafpmaa&agasr&aélh&hg fhat tﬁeﬂ-ﬁ kd ﬁu@tﬁ:h'?‘iﬁc Ri¥sh, L
suc et erm ni n nance of .

T--enbodlmants ge e filtere
"~ a pixel baseﬁflﬂgﬁ Woéﬁ"éﬂ'&g’éobﬁbﬂlﬁmf@éﬂs@mﬂﬁﬁqmﬁmtrmiglcm xel's: corrparl ng the
~val ue of the lunminance of the pixel to a threshold value_settingthe - '
. filtered value of the pixel to zero if the |unminance is below the

‘threshol & and settindn t»‘mbmﬁmblttemetges vz filtered sutthss Ij@/ldé&hninﬂngﬁhe if the

4 um nance i sp,peEMa Ler than the.thr 10 value. I'n -
enbodi ment s i mag eéﬁ %@JR %lecl)rggrfsg 2 BB 85 Y € a?‘feéﬁﬁi‘ﬁyn ABRHPIRestcomeaingsuch as
_eyes,-at" k ndthdo@oﬁihmhxnmoé of el Itd@ﬂi&holﬂﬁﬁlﬁ@@@mﬁ%‘ﬁeﬁélteﬁ WEud O '
;determ ni ng &t@aﬁ% bet\/\frgwgl xel ggﬁ ‘?S of an_acquited 1-nmage and the
pi Xel groups 0 JOmgRgeds peles Hdéhff'ﬂm%ﬁ‘i'c}ﬁﬂﬁggéhﬂfﬁltﬁmd vect or
‘between the valuesi thpipbed togine ithOfurdilice¥s ditial R ioFRGE AR e%e&%?cfﬂd ]E)I xelt
e first

- group of the cq ired | defining a Second vector etween

pi xel r‘8up ge ﬁ’?@é?’ﬁgﬁc@agaﬁég@cmdlaeﬂéygeamadmwh feptwespseh at he
r_eference i atknanchﬁhﬁgﬂegtl ng .an absol ute value of the difference
be}ween the first vector and the  second vector. This cal cul ation .can be

done fOr as many pi xel groups as desired: 20 In embodi ments, the net hods

and eystens Sesr Babaisast ReBERAIS ks of ARALHAD, (e LERENLLLLY, f 0

random matech to.a thresh , '
match; r epe&quﬂﬁgﬂﬁﬁﬁeﬂ%@#ﬁamﬂmd Steapel gmnpsaofdhdr‘eﬁerﬁeé iniz@t @ichiaee | mage;. and

al I-ow ngsunhbﬁﬂlﬁfgﬁﬂy{mﬁ’&@g’“ﬁgﬁgﬁ{% r%l@)‘:(;:-l_fg,o e?;{qlp?%gr% a match to one of

the 25 reference 1 mages Ped i mage can
be ‘added t osached pzad@m@ﬁﬂmfacqmeeﬁ:ﬁageedafmame&@d%@loxfw&éba&hermaches

enbodlnents nd, systens descri bed herein include a rocessor-
plxgiegtrgl% OF tKH reference image anf t%e second pixel group of the referencepxmage :

and caIculatmg an absolute value of the d1fference between the first vector and the -

]

, second vector. This oalculatlon can be done for as many pxxel groups as desired.
20 '
In embodiments, the methods and. systems described herein provide for
| companng the. probabihty of a random. match to a threshold probabxhty for concluding
- 1 : - _that the 1mages match; repeanng the companson steps for a dlfferent reference image;
and allowmg umlimited number of mismatches before allowmg a match to one of the

25 . reference i images. Upon detenmmng a match, the acquired i image can be added to the

' database of reference 1mages to aid futther matches

In embodiments, methods and systems descnbed herein mclude a processor- '
based system having an image based-operating system, The system may include a .
30 camera, located in an envnonment, and a computer-based system in data connectxon
' with the camera, the computer-based operating system having an operating system
| that is capable of operating the computer-based system in response fo image data
- acquired by the camera. The operating system may be capable of operating the

computer-based system solely based on the image data. The system may be provided -




t

based system having an i e based-operating system e system nmay include
a 30 canera, |ocated m@ envi ronnment, rand_a conpu r-based sys‘i dih 7 12006
data conn h the canera, the conputer-based operat i havi.ng
.an oper at ?ﬁtg gﬂng,‘[’!gB ~that is capabl e of. operating the corrp ?g@%]z}s'g@teystem
inresponse to imge data acquired by the camera. The operating system may
‘be - capabl e of operating the corrputer-based system sol ely based on the :
i mge data. The system may be provided 3 5 OCT 2096 - wO.03/.085589 S
PCT/ 1B03/ 01298014 \eﬁgawmhsyeﬁeﬂ is eapaitiead repriting ipstaistiens| fom thecempiiol- ng ' .
instructions S s taken

byt he oper at har b BRI FARLAL e DR TP R TLLANSRAR. Tl BrBERERD | =HCT
~alarm system m@ht:lmammmmysmms aasylsﬂenystean aaommnmtﬂmns Syeteheen syteheny- a '

- banki ng systetnfle %afeb akl trg %\ eaker .systeny a 5"

ni cr ophone, BAPUT & PIRNREPYIERT ’aﬁo‘f’ f)rcagleﬁafﬁ IAFPEDTh B 2,

bl uet oot h senarhicmﬂahombewmutaa,m @meerattaptqsramtmcseﬁitcemput& § Bluetbiof daBbled

recor.der, hcftgf)llance .a taool,’ ‘ tom)blles sterp a transportation
system . a veHi®4ce 3§f§'ie§ﬁf'm%f‘t§}égttf'§6=ra te Ws’@ﬂﬂ"tIF@‘F ST APRIEREHPAEPE N 5

~ transceiver, aafbnRibileem, ﬁuﬁﬁsﬁﬂﬁﬂﬁﬁt@?ﬁemaa \&ﬁi&lﬂgstéﬁ,sats%ﬁaoraan(‘e‘ﬁﬁﬁéﬂ@r

. network, a- home net wor k, | ocal area network, a wi de area network the

I nternet, théramenweepesamseevm anépneetaérﬂnmoedeyezwg %’S@%Péoﬁwtl‘em a. '

- teléconmunic e e ne, for
exanple. In eehten%%él ment s%ﬁogerat %%ﬁ%tggkegna?&g%ﬁcgg‘%@eﬁﬁémﬂn Wii ng a

© char act erl0st iveoridwidesweb, areatellita nystcrala qableaysterais idecoammitations dystem, 2 - o
characteristi h cter ! e.a matching face, a rratchl ng
code, notion ‘ﬁ"d"‘%r gte?e{}%n%,&aaéﬁﬁ%mcn%l{])cg e emaﬁtg‘ a structure in an . Y
environnent, - an enotion of a face, presence of |tem in _an environment;

absence of anite n env ronnent , vement n.te arance of a
B i s g R R R S

envi ronnent, jasd inmgeﬁlfld RAkinP el sfidn b%eﬂloﬁlﬂteﬁ'ﬂtatactﬁﬁhc 'Hl@dtﬂﬂfhc&hs@c mtghtd '
-action of . _an elderly person, a. fac g'gsture 05|t|on|n of a face in
front of 13 cé?ﬁémétchewetﬁtfeaeﬁtcawgmifgeotl PRYMHE, 61" MR LleRFIL Ene | mage,

~ speech, |ip RRYAERM an éiwfrbﬂ}&,%i aﬂ@%ﬁ@ﬂbfaﬁc@ﬁﬁ@enﬁ@é’ﬁ% an@RvEsiientfovenment ,
a |l eg novenent, a novenent of the body, a novenent of the head, a novenent

of the neck,. ahseneroRf] 48 demi T pRIOTINERL, ROYFRIenT offaarlteexwaqlréncemﬁaélﬁ’ﬁodu nent s,
the char act efisiih Gn intaeBRiolk, fme,amttétﬁ@teet'qaw@ereIaﬁlertvtt%nﬁeﬁﬂ Lcher pPeENi ng a

" securit y 25 system
- person, action of a pet, action of 2 child, action of an elderly person, a face, a gesture

20 positioning of a face in front ofa camera, change of an image, detectton ofa face in
the i 1mage. speech, lip movement, a ﬁnger movernent, a hand movement an arm.
- movement, a leg movement, a movement of the body, amovement of the head, a
" movement of the neck, a shoulder movement, or a gait, for.example. In embodiments,
~ the characteristic is meteh'ing_a face and wherein the action is opening a security a

25 system. - -

The methods and systems descnbed herein can be dtsposed in many
env1ronments such as, for example, an airport, an an-plane a transponatlon venue. a
_bus, a bus statlon, a train, a train station, a rental car venue, a car, a trucl;, avan, &
30 . workplace, a venue, a ticketed t/enue, a sp.orts arena', a concert erena, a sta_diutn, a '
b Sports venue, a concert venue, a museum, a store, a home, a pool, a gym, a health
club, a golf clu!ﬁ,_ 4 tennis club, a club, a parking lot, a computer, laptop, an electronic
commerce environment, an ATM, a storage ]ocatioﬁ, a safe deposit box, 2 bank, or an
office, | L - |




. The nethods .and systens scri bed her ein can be di-sposed in many
environments, such as, ¥ exanple, an airport, an @@ plane, a~ 5 E]CT 2!}05
transportq\t,d)gg}"ég%ue a bus, a bus station, a train, a train station,
“rental ar venué, a car, a truck, a van, a 30 workplace, aWERy&MZE
ticket ed, venue, ‘a sports arena; a concert arena, a stadium a sports
'venue, a -concert venue, a.nuseum a:.store, a hone, a pool, a gym a health
»club, a golf club, a tennis club, a club, a parking lot, a conputer, ;
.l aptop, an électronic com*rerce envi ronment, an-ATM a stor age |l ocation, a
‘'saf'e” deposi't box, or an 2006- WO 037/ 085589

_PCT/ 1 B03/ 01298 vm‘éﬁ%‘gt eesyé‘y%f‘é%ﬁhﬁﬁ? @ﬁ%gl %éﬁfé%@lqua@h thesyePaRRsan action,
* the system rralyoreqhsd)fuﬁﬁﬂldzbﬁﬁﬁablbﬁ Redh £YRfvid; rﬁ?&k@nenteﬂt‘xgé Rde, F?ﬁs@ﬁng' ng a key, ,
,:enterlng a.c i nserti.ng card recogni zi ng -a vol recogni 2ing a :
fingerprint, Caéﬁdewgﬁ‘é'ﬂﬁlaé’f’ﬁ& TEGRSPIAEE afingprgriR: aﬂdcrecowzﬂmganahur systems '
~di scl oseds hemgmetugay further include locating a-camera in' an environment;
capturing an: i mage. of the environnent, the inmge conprising an inmage of an
~event -of the environnent, providing a vision-based operating systemfor 10

"~ processing the i r e identify a characteristic .of

“the event; and {ﬁ%ﬁOd&gﬁg gtér@% %l%h%)ggg%fn%%ﬁyﬁ'émteﬁgﬁpg’éfﬁﬁpﬁ%rﬁ RcamBpy ipE -
'DESCRI PTI. C]\l mnwnﬁncﬂgm&fg@mﬁge ﬁtheénvgbmhan&he m@ee&ﬁp@@ aAJr am of e

' 2 is-a schematic

'system conpg si on- ase
di agram of ¢ r‘?g%%feaﬁl% g’ergf’}l e\?P‘ng(?HleBtEBE%@E} V‘%%P@ OperAting systyra ff schemat i ¢
di agramif - qutdetsingytht ineRBNNORIRE BE ithdlR Y idshiT) 2RASEerisA0 oPHEERSRI NG System
oI Fig. 2. Fl 4|sasche[§atlc di agramof an alternative e di ment of a

. {i%ion- based™ bﬁ’%@é’gﬁ’ qﬂFﬂ‘&StWS i s a high-1evel flow diagram of
- the processes of a vision processing system enpl oying a vision-based

. operating s stem 6 is a flow diagram d| spl ayi ng addl tional processes ;
‘of a vision- 5&%6%5@1 TW&)

Flg lisa hlgh—levcl schematic diagram of systcm components for a vision-

. 15 based system
Fig.2isa schematic diagram of componénts of a vision processing system.

F1 g 3isa schematic dzagram of additional components of the vision-based
20 processmg system of Fig, 2.

F:g 4is a schematlc diagram of an aItemat.we smbodlmcnt of a vision-based
' _processing system. '

25 Fig. 5 is a high-level flow diagfam of the processcs of a vision processing

' system employmg a v1smn-bascd ope:ratmg system

Fig. 6 is a flow diagrm displaying additional prbcesscs' of a vision-based
. processing system.
30
Fig. 7 depicts a home e:nwronment in which a v1smn-basecl processmg system
may be used.




Fig. 7 depicts a home environment  in which a vision sed -processi ng system
may be used. 5 F OCT 200d@@wO 03/ 085589 PCT/ 1603/012’, Fig. 8 (iegﬁgtn?
transportation environment in which a vision-based processing. sy pr@/

-'be used. FM§ 03P858pPi cts a vehicle environnent for a visi on-Plﬁa"QB@BI(pﬂﬁces& ng *
- system 5 Fig. 10 depicts a building environment for a vision-based . ‘
processing 'system Fig. 11 depicts a conputer environment for a . :

vi si-on-based processing system 10 Fig. 12 depicts a secure storage -~ = :
envi ronnment for agy gi , 1

venue environnent Fﬁb? dgﬁl%t?gﬁg%p %&s{eg%ﬁ{r%bglg?s{tﬁ%wﬂsm;at“ﬂrgll%e%rgwgsiﬁé

fl ow di -agr amsgegn oty bguadgh- | evel steps for use of a vi'sion- based :
_processing systemto secure entry into a home. Fig.. 15 is a flow di agram

- depi-cti ng high-1evel steps for using a vision-based processing systemto
process images of Figes eies a valiciEbavirohBehtTora filiombatb oot e Bistid. N9 St eps

for using a vision-based processing systemto nonitor an envi ronment. Fig.

17 is a f Pow di agram depi cting steps for using a vision-based processing

25 system for prOfiCi0 AGRANbidMp cnfirshmehProt & vidhltalka hSERIP G&BhCt i Ng

steps for using a ViIsion-based processing -systemto tch an’inmage of a
~face to-a reference image. 30 Fig. 19:is -a flow diagram. depi cti ng steps of .
"anlnagefllterln p Fi g: 20

- depicts ‘an i mage g‘ig {P@%ﬁs é)l‘l rutﬁ{r%ﬁ\qmm{e]gﬁ’?%ﬁ%ﬁ%?%ﬁpgc?gt:ien |s %&ﬁr ocess
depicted in Fig. 19. 6 V\D 113/U8 S89 5 OCT 2006 PCT/1B03/01298 - Fig. 21

depicts qg image gi p Lage ALLSL s&,?a%'e&&;am%@m%rm%o{, SRy 205 of

_ systcm o ' o . . . A}f

" Fig. 13 depicts a venue environment for a vision-based processing system.

15 | Fig. 14 is.a flow dlagram dcplctmg high-level steps for use of a vision- based .

processmg systcm to secuie entry mto a home.

Fig. 15 is a flow diagram depictin'g hi gh-level steps for using a vision-based -
processing system to Prpce'ss images of gestures. '
o Tig. 16 is 4 flow diagram depictiﬁg stéps' for using a visioxfbased pr_ocessing

" system to monitor an environment.

Fig. 17 is a flow diagram depicting steps for using a vision-based processing

25  system for product recognition.

Fig. 18is a flow diagram.dcpicting steps for using a viéion{bascd processing |

system to match an image of a face to a reference image.

30 ‘ Flg 19 is a flow dlag'ram depicting steps of an image flltcnng pmccss of a.

face matching process of Fig. 18.-

Fig. 20 depicts an image of a face prior to application of the filtér_ing'pfoé_css -

depicted in Fig. 19.




-Fig. 19. Fig. 22 is a fl ~di agram depi cting steps for conparing_a face
image to a 5 reference ge. Fig. 23 depicts ste y which coﬁfﬁﬁﬁaﬁﬂﬂﬁn
,'s obtai nfgﬁ)\gg}& a face imge matches a reference |magP 10 DETAI LED
*' DESCRI PT} érring to Fig. 1, a system 100 is provided, (t‘ﬂ%““]s”%apabl e
of ‘being di sposed in a wde variety of environnents. The systém 100 may
corrprl se several different elenents, including a canera 102, or simlar"

4 mage- capt uring facility, and vision processing system 104. The system 100

.may optionally i féguklalepigistah émagelof méaee sfter hppliaidn dsheil@fh@pmtatage facility
108, and anojlg.helr conput er - based device 110. The ‘canera 102 nmay be. any '
devi ce capab & c?f capturing i mage data, such as-a di gltal canera, a film
“canmera, a video canera, a still-image canera, a novie canera, a beta
~recorder, a handhel d_canera, a fixed camera, a. notion-sensi ng canmera, or
the 20°1ike. The é&r%@rl%\n%e‘ﬁ rﬁﬁgﬁﬂsé?ﬁtc&%stﬁmﬁgé@mwmfewmagmmm and =~
transmt 5hefefe[@lg@ﬁna%eo a_ vision processing system 104. I n enbodi nents, the
i mges nay be transmtted as di gltal data irn the form of images conpri si ng
pixels.. In other enbodi nents, the images may be taken by the canera in T

non-digital for stem 104 into
digital form fo (%ggig ?ﬁéﬁ%@%ﬂ@%ﬁ%@ﬂm&%&gﬁ% gg{ﬁ A%t h an
“interface, tmatﬁ‘@swtfemsﬁmpg&atlon The i'nterface may be a d1 rect user
~interface for use by a human user, such as a series of buttons or dials
that allow the -user to turn the-canera on and off, to record image data,
- t o posi tlidon DEIB\JI[EDSDESGREGmfaNge lens setti ngs to zoomin or out, to '
record, or the | The _nterface may als he an interface that is -
icpessed by or  REGNE B ot o580 B Sevied ki amble oL peing HmBebne
preferred ea@@%maheiyfm MV R8B! DeaTHERI06 ¥aY %Hxﬂr% sERYal BftfeRRP an
interface of ‘the camera 102 and cortrol the canera 102. The data storage = .-
facility 108%mgpspclifipe e grmnemie2, eaemlﬂwwagwapemg.fw@wd visiogch as RAM or .

- ROM. rre mor y1 6)?ocfeésir@ sy@teﬁrmflt Tﬁ@sgrht@mq@ﬁ thay %p@d H:ﬁde ﬁ:rtﬁétr derfiintsv e, @ di sk,

7 8 "a”dat abase zip-d ata war ehouse, aserver a
mai nf raﬁré c Gvghps @rdata S@rfags"tfmhwéﬁ&tm@ﬁ@tlfeacwmmutgr—ﬁasﬂd dsvmllﬂg digital . dat a.
The data storage faC| lity 108 : . _

The camera 102 may be any devme capable of capturing unage datag such asa
digita_l camera, a film camera, a video camera, a still-image camcra, a movie camera, a
beta r_ecqrder, a handheld camera, a fixed camera, a motion-sensing cemera,_ or the .-

20 - like.. The camera 102 may capmre images in an environment and transm1t the imagés )
to a vision processing system 104. In embodirn'énts, the images may be tranémitted-as ’
digitai data in the form of image..sr éomprising pixels. In other embod.unents, the |
images may be taken by the camera in non-digital form and converted by the vision

_ procaséing system 104 iritq digital form for_ processing. The camera 102 in.ay be
25  equipped with an interface, to permit its operation, ‘The interface may be a direct user
interface for use by a human user, such as a series of buttons or dials that allow the
user to turn the camera on 2nd off, to record i image data, to position the lens, to
- change iens scttmgs to zoom in or out, to record, or the hke The mtcrface may also
be an interface that is accessed by or through another system, such as a computcr In
. 30 one p1eferred embodiment the vision processing system 104 may access an interface , -

. of the camera 102 and control the camera 102.

The data storage facﬂ.:ty 108 may be any suitable fac:llty for stormo data, such
as RAM or ROM memory, a file, a Smart Media card, a diskette, a hard drive, a disk,




may conprise an interface for allow ng the vision processing systemor a

user to use the data storage facility to store, manipul ate and-rgt EVR06
data for any conventional purpose. TRe vision processing system 104 i's

di scussed in nore detail below The vision processing system 104 nay take
I mage data fromthe canera 102 and take appropriate actions in response to

 those, apgsse| AR e MIGHGERS: ERACHTS IR e o =
rer R el e el e e e
al somay exxapriset antinterdate fod@liovdngliheovisioh proaessing 8¥stem spae

he S oL EE B o AR I S S Te, el PUlaEe R CRINESE dalifor o
t he M{:Oﬂgéh§§nﬁg"@'bf’%&e canera 102. In ot her errtﬁodi ments, the other
devi 110. h ) 102 . ' to t [

2ot Sheldb BhartRo ARG SRlenT OB s tstR bl Selhihalad) 358 e
t he ¥igioBrRracassiagtsysient 104 svaniakeimage data dremi the aamera 108nent, or
S T S Lo Sy ot e 0 b St -, o,
a CopINiSiaN Srb jn' dy: 4 hiavaisa | r? i fordg on
br ocEaShg 1DBCCRIorSs mED ML CEgedieveidata. dniiher arabogimen. TRovision
comuisioatpracesaing isystens 10y nay atgo interaot withattie otigef devise d4ifferring
dat athé ¢gimara 3 0RIhes oMl BmiBSdirREkKts The S/igidn PRIEELNIAG!Y ema@q it v

cl 2iﬁ’%ﬁ%gb@f#éb*féé.&ﬁ@ﬁ@@%oiﬁ%bk@%?’@shdﬂééﬂ@ifpshﬁ‘éi‘ampk Tofeughas™ ©
devi K acliyaia P rositipnothe ptier deviea 4l er the kamgradi03.n  communi cati on
wi th the vision processing system 104, such as via a second conmmunication
f aci In ofhenembpdinents, he ethamdevigs 1#eher e eamera ddZemayaendt h t he
comuigriatitorthieacision \protésding sysesnahode makingppbesiblddrtaactive ney be
sel e§éﬁ§9?—rf8€u§a‘@k%ﬁjso‘iﬁh8?e % fﬁ;ﬁ?h?ﬂﬁ%‘@bﬁpﬁ%ﬂ“@ﬁ evarts'gd N9,

wi thout “Li mr tation, an dlarmsyste sound Systée .asggsor, an

ent ePPRAHIRNR T3 JaE SAVIESRIMERY, BF bassd eyviser nfesaelionoyite e oF Moreck, a

gat eof&le@ysteamsg system a neasurenent device, a nedical device, a system
for adm nistering nedicine, an appliance, an oven, a washing )
In embodiments a communication facility 114 may connect the camera 102

and the vision processing system 104. In other embodiments the camera
102 and the vision processing system 104 may be integrated in a single
device. The communication facility 114 may be any suitable facility for
transferring data, such as a cable, wire, network, wireless communication
facility, Bluetooth facility, 802. 11 facility, infrared, laser, fiber optic, radio,
electromagnetic, acoustic, or other communication facility.

The other device 110 may be any other device capable of being put in
communication with the vision processing system 104, such as via a second
communication facility 112, which may be of any type mentioned in
connection with the communication facility 114 discussed above. The other

- device 110 may be selected from a wide group of different possible devices,
including, without limitation, an alarm system, a sound system, a sensor, an

~ entertainment system, a video display system, a security system, a lock, a
gate, a recording system, a measurement device, a medical device, a
system for administering medicine, an appliance, an oven, a washing
machine, a dryer, a stove, a dishwasher, a refrigerator, a freezer, a personal




machi ne, a dryer, a stove, ‘a dishwasher, a refrigerator, a freezer, a
personal 5 OCT 2006 9 conputer, a laptop conputer, a PDA, a han§hgfd 2008
conputer, a server, a nmainframe conpgter, a television, .a client conputer,
a DVD pl ayer, a stereo system a VCR, a conpact disc player, a personal
tel evision recorder, a telephone, and a video phone. In enbodinents ; the
vi si @ompuotes s aptopysompuiet, ady D, a mzrgihelddcomputer, asdrver daany one of
t hesenginfedthe BbhGSURIOSLRIEUISIGS S Rt ComBRAter, 4 @VDOp!'éﬁr a:stireo
scherafl i 0Q & e i i ponent s s Vision
or %?g@e;ggft%@ %oﬁoﬁ%%&%cﬁ%&%a@%#gne@ﬁ%wﬁwﬁﬁ% Fude
vari ¢8 n88d ayideaphoneotiregdpodiments ; e visiopaRrLes NGt i ng syst em
204, systenmnibdcaisyobefintegrated2@ih or datboalhadlyi ogefafdhieseyoR4fy and an
Img%tﬁé?ﬁééﬁgggmg& 4 sice- The processor 202 may be any conventional
or han

facility ing processing functions, such as a m croprocessor,

hi . o . P i . it board.
ci r o ARGRCELIC 2 Sonetrieddim 2ERFSRbS ShRAREER BN |1 above.
'n aROBIBBRERIRC! 4 MISIBPRIOEESSING SYSICR 1Pdn HpvIRISBPTICEESGr such as
t hoseyatenn 104apayaine|pdesarious elemandss sutheasissprocdssmd20Beaat | ng

syst ¢l8idRdbased sseritl systent bon, deseidmbplction fFaciHaNPOBSa d8ta .
TR e 0 s BRSNS BRI iy i 1
of *of e Prires 41285 %1%%682%@%”1%5@@3{;@@ fedilfy Yoc HEif pEOCESHSh i on

oper BiNGliORY s8 UG AsTRURICKARTOGRSSON, Chis dotegrated; eiscui.sapplicatioaqui pped

\t/vi L hspetifig Integrated biediii, mammmmhicﬁoeofhmiltér,z sdﬁmr@,ﬁirwgr@,ndt _
aki ; o : ni cation

f aci Eff% B ngd""t?ZQQ%"é‘éﬁY{%-ag? 3R ERtcinh, t@%a%ﬁ%gﬁ%f@%ﬁé o

proc ?gﬁ%ﬂé ?é%ﬂr@g & ?@a&pﬁﬁugﬁgeﬁoagpeﬁﬁ% grsRhakystens or

devi ée8pUErSare external to the vision processing system 104. Thus, it

may include hardware (e. g. , a nodem DSL nodem connector, bus, port,
ser i ahepdisionssad operadingoskstean M4 is bisdussad is farther eldgtad belowcat i ons

In contrast to conventional operating systems that primarily respond to
events that arise from keypad, mouse, clock, or similar events, the vision-
based operating system is configured to take inputs in the form of images,
either in lieu of or in addition to other events that can serve as inputs to
conventional operating systems. Thus, the vision- based operating system is
equipped with a facility for handling images that are digitized into pixels and
taking actions in response to the content of the images.

The communication facility 208 may be any suitable facility for enabling the
vision processing system 104 to communicate or interact with other systems
or devices that are external to the vision processing system 104. Thus, it
-may include hardware (e. g. , a modem, DSL modem, connector, bus, port,
serial port, USB port, network card or the like), software (communications
software, network software, or the like), firmware, or a combination of these.




sof twar e, network sof twarge  Or the like), firmare, a conbi nation of
t hese. OCT 2006 VO 03/ 0‘89 PCT/ 1B03/ 01298, The dz& handl'iﬂ& fGCT IZ{]I]&
“210 may cogpé dvvare el ements, such as RAM ROM' a h§1dl_d| sk

menory car a srrartrredl a card, ‘of other simlar data han G
“well as software el enents such as ‘database software or other software for

@"?/QH)F-ty, a,s. =

hand| i ng any data-rel ated tasks that the operating system 204 may requi re 5 °

for interacting with the data storage facility 108. The image processing

modul e 212 may confPhé d@a hawiefelity200 agtemprideinbAWRE Rlerihits 3§ aPi Nat i on -of
for executing various

. them for proc | ncluding facilities

al gori.t his- anmgggwg@é@ k, AaERory Gy pymastmegipeard; afjogier biasleridae. operating
system 204, t eufding Sacil6ER Wl a’%tsﬁftwﬁr%l%hﬁﬁt?s&ﬂ% amte%ﬁ@?fe%{éﬁ getions on, -
‘or in response, to_di gltal I mages that serve as | nputs g‘ mage - .
pr ocessij ng o &tffwarp fior handfing apsheaerelateddesks thattheropuitiog Byistort 20demay egges as.

i nput s andSOUt&gﬁtéraéﬂiW »%thﬂeﬂzﬁ%tt%age fa?ﬁtt jggnal s, including instructions to

t he vi si on-base oper I'Ng sys i BEUPUCTT ons for storing, manipulating
_or retrieving data, nessages or ot her communi catlons for-the 15 : '
comuni cations faciitices 112/ es, text unds, _or. ot her slgnals

“Functions of the ‘h%’a%‘g P%‘é%‘@ggwaﬂ% awgnﬁclgtr B SPitWeenhodi ment are ‘”_ _

‘di'scussed f ur fimware xla@ombiiedcrof g fo prob@sinimeed, ioldatly feekidso0f an
_‘enbodi ment of _ the. visi.on- as d 20 _operating- sgﬁgtem 204 |s di-spl ayed in a

schematic di agEHiTg08m0% g SN SRR-BEFASSCS upbra contzgl effhe visierrbesser at i ng
" system 200 sedspemngsyététﬁzm W BRér¥, R, PllriSVbSh& B BikvidetEke allichs R, &' OCESSi Ng.

: system 104, so that the. prinary. | nputs of the vision processli ng system 104
fromits envﬂlné?ﬁPﬁFﬂe’ todiciabimgges that S@t/hetmwtstqihemeproqemag ubdele?idion- - Ty
based oper at |m iS4 8s S/ ie R aral; ﬁfs?ﬂ ating
system .25.wh ' Errgly'ajb ga co‘#gg% I ona ¥ e%gggl?l ng sy n%g]?g%xvglﬁ%f -
responds to s@fgtﬂﬂlg m¢leﬂmg Instructipas folﬂtebasmdb@péomrahngsw émsirA@iibns fdre
- conventi onal N2 uni_x nux '
convent i onal %@ﬁa in Mlgﬁ!sgtam\r%g%@ data’ Wéasga%es %P thS‘Lc d“éﬁg{?%rfscfﬁr th in the
future fols tadomtglmnpnﬂrfacmmbsrlexﬂdm,smag@ tememusdsobr amdighmensuncﬂoﬂshe
_Vvision procesgi, stem 10.4...Th t he VISIO?;P
operat i ng sys‘t% %g?rﬁmwsﬁlf’% iggigle gf/?e’r?taspr? ﬁﬁ?%@dﬁ%k%ra disppss %‘t‘“ﬁop
running in tHeldW.ndows :operating .system to control ther aspects of t he
vi sion processing system 104, or. tl_o send ‘signal s R

| Refch‘ing to Fxg 3, a further detail of an embodiment of the vision-based
20 - opérating system 204 is displayed in a schematic .dia'gram__300. In thi_s emb__cidi'rhcnt,
~ the vision-based operating system 204 serves as the primary operating system of the
vision processmg systcm 104 so that the primary inputs of the vision processmg
. System 104 from its envu*onment are Images or ot.her vision-based data The ws:on—' |
- based operatmg system 204 may opt:tona]ly control a subsidiary opcratmg system,
.25 whichmaybea conventional operatmg system 302 that responds to signals from the
vzsmn—based operating system 204. The conventmrtal system may be a Wmdows
MAC‘ U_mx, Linux, or other conventzonal operatmg system such as‘m_ay exist or be
developed in the future for taking actions in response to events or conditions 1n the
_ vision ﬁrocessing system 104. Thus, for example, the vtsion-batsed operating system -
30 may initiatc events that are pibked up by a loop running in the Windows operating
system, to control other aspects of the vision processing system 104 orto send sxgnals

elsewhere, either intenal lyor external!y
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el sewhere, either internally or externally. 10 5 OCT 2006 11 R fﬁmi ?ato
Fig. 4, as depicted in a schematic diagram 400, in another enbdd n Bhe
rol es of the vision-based operating system 204 and the conventi onal
operating system 302 nay be reversed relative to the configuration of Fig.
3. In_the enbodinent of Fig. 4, the conventional operating system 302
cont Reterring to Eignd, Basdepicted anisngchematic dimgram 408y ix asothen

sub- syrabedimenttthiesrslest ehthd YiRiGRbEREd ORRirafingy §ydtesn D04 amd thy
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as i datafand gy thamd ghose iaptisaffdicathevison-brsed gperatinchi gh- I evel
proceysésnpP04. The comvenicerslioppeattie sy ned0l onapresporsl thobasats

oper HdraheY Tistih-Aked YodatirkPsySem that Yre IAHR RIAT BF Bikis em 104
acqul res | tages or, IHBH - gﬁe a. aTﬁBEﬂﬁg 4 "t he v SI C- ased -

oper SVERYS s2ONB4SUE 3 IViNdQys SvstEssi greoMentioRdkrts the i mage
dat aOperatingssysieimtIG2 may gentsolimesvision gyocessing systemt he4i aidgedt hat

was byothte failifyeop s eiioh. Ifaseid epetafinkheystchh Tor harRlirepRrabeatasyst em

204 an action based on the vent that” is associated™w th™the | nage at
t he pr'ecédi ng step. Referring to Fig. I 6, hadf Lowadgag{ 2m 688 g;sgl ?cllsosed
her ol SEreRiRE BPER 92 MR d %@@@ﬁ?@_@@%ﬁfﬁy& the clB ST PragSsses o1 s
envi VistaBiracessngsystem 404 amployingienvisionthasedepgrating systentep 604,
an i Bode Avastepey02cthe visiohherooessing mBatenTh @dexeqtires)imdges orot i on, or
U "HigbR-bASel GaRACAt 813D SORYAAXIdILRA 6@'@%}{@@&%‘?@@4 bfs. such
as athealr%a%]re %?83388{@ nfodale 24 2"CSverts the' i gé da 8 into a signal that
signals an event associated with the image that was input to the system. At a
step 508 the vision-based operating system 204 takes an action based on

the vent that is associated with the image at the preceding step.

Referring to Fig. 6, a flow diagram 600 displays further processes that can
be accomplished by a system 100 as disclosed herein. At a step 602, the
system 100 may dispose a facility in an environment for acquiring an image,
such as the camera 102.

At a step 604, an image event may occur in the environment. The event may
be a motion, or it may be the presence of an image having particular
- characteristics, such as a face or body part, or other meaningful image. The
event may also be the presence of any sort of symbol in the image, such as
- a letter, number, word, sign or other symbol. The event may also be the
absence of something from the image, such as the absence of a normally
- present item from the image, or the absence of motion from an image where
motion is expected. Image events that can be recognized at the step 604 are
without limit, and certain image events that are processed in preferred
- embodiments are discussed further below. Once an image event occurs at
the step 604, at a step 608 it may be captured by the camera 102.




event may al so be the presence of any sort of synbol in the inmge, such as
a letter, nunber, word, sign or other synbol. The event may al so _be the
absence of something fromthe imge, sych as the absence of a oﬂﬁﬁ|mm6
present itemfromthe i mge, or the absence of notion froman i mage where
notion i s expected. Inmage events that can be recogni zed at the step 604 are
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events that may be processed at the step 604 may include positioning of a
face in front of the canera 102, detecting notion, changing the content of
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e o o i I
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At the processing step 610, a wide range of image characteristics may be
analyzed. For example, the processing step 610 may determine what an
object in the image is, such as whether it is a face, a person, a body part, a
symbol, a sign, or other feature. Similarly, the processing step 610 may
match an object in the image to another object of another image, such as
matching a face image to an image of a reference face. The processing step
610 may also match another object, such as a code, to a code in a reference

“image. Matching may occur between codes, gestures, faces, body parts,
biometric measurements, motions, signs, symbols, or other features for a
variety of purpose, with the output signal at the step 612 reflecting whether
-or not a match occurred. The processing step may also process a
characteristic of the structure of an environment, such as the presence or
absence of an item in an expected place, such as a valuable item in a room
that is monitored by the camera 102, or the physical condition of an item,
such as a window, roof, or door, fo ensure that is has :




match an object in the inmage to anot her object of another image, such as
mat ching a face image to an image of a reference face. The prg %iﬁtgﬁgﬁtep
610 may al so match another object, sugh as a code, to a code’li ence
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understood to be representative of the many different image characteristics

that can be processed for purposes of identifying and taking further action,

all of which should be understood to be encompassed in the present

disclosure.

Many different types of actions can be taken at the action step 614.
Examples include sending a message or other communication, turning an
device or system on or off, initiating action of another device, inducing
motion of or otherwise controlling in any manner the vision processing
system 104, camera 102, or other device 110, allowing entry into a secure
environment, opening a lock, sending an"all clear" signal, and preventing
entry info an environment. Of course the action step 614 may initiate any
action that can be taken by any other device 110, so the types and nature of
the actions are potentially limitless.
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Referring to Fig. 8, another environment in which a vision processing system
104 and camera 102 may be disposed is a transportation environment, such
as an airline terminal security environment 800. The environment may
include a metal detector 802, as well as an article-screening device 804, in
both cases one of various conventional types of such devices used by
airlines to screen passengers and their articles. In the environment 800 the
camera 102 may capture an image of a passenger 808 and match the
passenger's face image against a reference image, to confirm the identity of
the passenger as a security measure. A similar system can be disposed in
other transportation security environments, such as those in bus, rail and
ship terminals, as well as on transportation vehicles, such as cars, buses,
trucks, planes, trains, ships, boats, and the like. In one embodiment, the
transportation environment may be a parking lot, and a system 100 with a

-camera 102 and vision processor 104 may be used to monitor images of a

- vehicle to ensure that it is not moved or damaged. If the image of the vehicle

is altered during a predetermined period, then the system 100 may sound an
alarm or send an alert, such as to the owner of the vehicle or to a security
guard. The system 100 may be further equipped with a facility for
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' Refemng to Fig. 10 "another environment is a buﬂdmg 1000 such as an offlcc '
‘ ‘. bmldmg, workplace or similar envuonment ‘As with a home a camera 102 and
vision processing systern l04 may be used to provide security access at a door 1002 at
| the exterior or interior of the building 1000, Similarly, a camera 102 and vision
25 processor 104 may be used to monitor one or more i:teﬁls' in the building 1000, such as
" _to prevent their bein g stolen, ar to mtmit_or their location within the building. For
éxample, the vision processing system 104 may deterrnine the location of items of
inventory in a Warehouse based on'their image shapes or based on codes or ix-nages,'
such as brands or logos, located on the items. The vision processmg system 104 can
.370 _ then interact with another computer system, such as an inventory control system. In
another cmbodnnent, a camera 102 and vision processing system 104 can be used to
monitor actions of a person 1008, such as for security purposes to ensure that the
person is conscious and has not been harmed, or for other purposes, such as to

- determine whether or not certain actions have occurred, perhaps as a precondition to
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CO”pPetseéarlc or 8hfertéRnient purposes. In an e-commerce use, the user 1102
may use the vision processing system 104 to confirm the user's identity, fo
ensure the security of an e-commerce transaction, such as use of a credit

card to purchase goods or services online.

Referring to Fig. 12, in another embodiment the camera 102 and vision
processing system 104 of a system 100 may be disposed in an environment
that provides secure storage, such as for cash or other valuables, such as
an automated teller machine (ATM) 1200. The system 100 can then be used
to verify the identify of a user 1202 before permitting a transaction, such as
withdrawal of cash, checking an account balance, or making a transfer from
~an account. Similarly, the system 100 can be used to provide identity
verification for safe deposit withdrawals, withdrawal of valuables from a safe,
or removal of items from a locked storage facility of any size. In
embodiments, the system 100 may provide both an identity verification




personal conputer, |aptop conputer, personal digital assistant, handheld
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envi ronnment of the conputer 1100, suchzas inages of a user 110 .Oﬁﬁa

vi sion processing system 104, which may be on board the camera 102, the

~ conputer 1100, or another conputer systemthat is external to both, can
pr oc édBclinngerd ttaRepargta fincliorr suchas namiterng imagesofitemadbat 1102.
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embodiment of the invention where a system 100 is used to secure entry into
an environment such as a home. At a step 1402 the system 100 can capture
‘an image of a face (or other identifiable characteristic) of the user. Next, at a

step 1404 the system can compare the image to one or more reference
images stored in a data facility.

Next, at a step 1408 the system can determine whether the images match

(as described in much greater detail below). If not, then the system can try
again by returning to the image capture step 1402. If there is a match, then
at a step 1410 the system can allow entry into the environment.

Referring to Fig. 15, a flow diagram 1500 shows steps for an embodiment of
‘the invention in which a vision processing system 104 processes images
from a camera 102 for purposes of identifying and acting on gestures that
are captured in the images. At a step 1502, the camera 102 captures an
image that potentially includes a gesture and relays it to the vision
processing system 104. At a step 1504 the image processing module 212 of
the vision processing system 104 compares the captured




access to the venue 1300. The venue 1300 may have a central conputer
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gestaoasrem;odmlmmpatemgpbeatmggystem ured i mage contains a gesture that
mat ches a stored gesture. Next, at a

Referring to Fig. 16, a flow dlagram 1600 indicates high-level steps for using
a system 100 to monitor an environment in order to trigger an appropriate
action. At a step 1602, the system captures an image of the environment.
Next, at a step 1604, the system compares the image that was captured to a
database of reference images to determine whether a match occurs. If, ata
step 1608 a match does not occur, processing returns to the step 1602 for
further image capture. If a match occurs at the step 1608, then the system
can, at a step 1610, access a plurality of rules that determine what action
should be taken in response to the identification of the image.

- Then, a step 1612, the system can initiate an action based on the rules.
Examples of images that can be matched include images that show motion,
images that show proximity of motion to a particular item, images that have

-unique characteristics, such as smoke, fire, or water, images that show
proximity of two items to each other (such as for prevention of collisions),

- absence of motion, and the like. When one of these items is matched, the
rules can then determine the action. For example, if smoke, fire, or water is
detected where it is abnormal, then an alarm or message may be sent to an
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i mages tigat s%’t@;ﬁlcﬁmfeh@@to thé H@%mztahdborﬁﬂﬂﬁa\ét&h@ﬁh@otﬁhdﬁfmﬂm IPk,to a

part icul-ar item i mages t hat have _uni gue characteristic such as sm)ke

S

fire, or watthen atpsepdei0the yseruem dsteERinpiheyate ol ke Rrodekof Whigh ot her

~(such as’ f orpreyRNEhARI%hd Solshi 558 @mes 15 8RREPed¥or HRigGdber gnd the I'ike.
__V\hen one of thése itens is matched, th
' determine an action. For example, the system can determine that the 1tem is a box of '

. aparticular brand of cereal, and it can re_tnevc.the pnce of that box of cereal pursuant
20 - to the rules for retrieving prices. Next, ata step -17:'12 the: system can initiate an action
based on the detertmnatxon of the image, such as chargmg the pnce for the box of

cercal or stonng an indication that a patucular itemisina partmular locattcm

7  Further details will now be provided as to a system for matching a face to
25 - _confirm thb identity of a user of the system 100, such as f(_)r allowing enitry into a
_hoinc via a home scCurity system. As depicted in Flg 7.,' a sy_stém 100 can be u_é.cd at
a dp'or 702 or cntryway ta.control‘_access via a Tock 708 or similar mechanism into a
home 700. As depicted in the flow diagram 1400 of Fig. 14, the system can be used
to match a face agafnst one or more reference images in a data faéi_lity. AsinFig. 1,2
30 face matching system nia_y have s_'imilar componénts to & more general vision
| - processing system 100, such as a camera 102, a vision prot:essing aystem 1104, a data
facility 108, and an optional other systcrh‘ 116, such as a system for electronically

opening a lock.
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“rules can then determ ne the action. For exanple, if snoke, fi re, or water

is detected where it is normal , then an al arm or ’ssagema.yn@ to
an 5 OCT 200@ WD 03/ 085339 - PCT/ 1B03/ 01298 ~ operatolor to an é ICZ 26;535

service. |WOt83Is8ENs (such as two ‘boats) are coning . in toBCTARBS®I29S,
proximty, then an alarm can be sounded to an operator. If a child is too
..cl ose to pool "or stove, then an alarmcan be sounded and a nmessage sent to -

a parent. If anitemis nmissing froman image, then an alert can be sent
to a-security guard or 5 other 'fﬁ)erson resBonS|bIe for_ noni torj ng the item

Thus, by mat ch| né’\ﬁf%%@ Fagnd$, a flow giagromd SpQ fisdoses plepsdpsinesmbodinept ovi de

onitoring ?&)é %Eﬁﬂlt FireX a3 s‘f!g%nz fh@@ﬁﬁen%btﬂﬂi Hﬁﬁ%%e o8RG T Ng to
ow di agr ar

_invention i rsudnasénttb@iuweplacxusbrdormrf@ne@dfn@nt of teogmern il

Fig. 17, af 700 shows th | evel steg’h Nor use of . 10 the

ma@%ﬂpep 1702 t he
canmera 102 n a
war ehouse for& 84| ﬁ%{éﬁﬁg éO%g%ng%ﬁdﬁ%??zpoggg%S{r%ﬁc cggsﬂlggg&?m Zgﬁﬂ%‘%’fmbf or
pricing pur ﬁﬁmelsxmafél&mmim afiiéredimedb? Ghht iseore smtg'alecﬁdrmdm:rgmnhmdzs can be
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returh to thenst 8RodnkeiRd FgCIB Yy JFEBagRichRidbbl MW ITheffltetngsteptatakl. | f so,
“then-at a step 1710 the system can determne the nature ftol}?é@}lg%ﬁ roduct of

“which an i rfiey@ theisnaga e P BEERI PEGHs PR avgraget the jompangg o

stored for

‘that productyfg al:faﬁfé%tf: ﬁ@l Aen A%ide@he 1155%:#12&3?%18%8&"&% vwheGbAfe can deternine

that the itemis a particul ar

retrieving gﬁ%ﬁ?@lgdﬁe&ﬁmu&h p§{a]1e£)m%%ﬂ1ﬁg b%@csﬁﬁi&‘f)ﬁbé:%déﬂﬂl'sﬁé fean action )

Fo 1 a 3¢1qc§§éqﬁérl§ﬁﬁqﬁ§¥§xpsfe@ﬂasnta9nwm°§? PR

cereal, and it can

retrievelQ h@vg}ag@@ogt s grrfam pisehexesedyabiaay thyesheldarfPncpen eaceAbiilfandad f or - -
based on th rm hation o such as chargi ngﬁthe rice for the
box of cer esatmmmmaysimdm ﬁngﬁknmd ndagcantpgmlwﬂﬁ! ofpiged groupsgeplodki.clgi s in a

. ticul t I t for
Patching n ripdepg iy BLASh ofFALIE At L08 U B RORMAR ERudd Aty ) E o
'such as for ﬁﬂdoﬁmmg'lgc e?ﬁsroynlhaifGatﬁrcs bbibie face m the bamed osion as thyeys:ygf &m As -

depicted .in stem 10 n be sed a

. d 0 ent t
cont r ol ]éccé?l@few%m%?gf’o Hé8% g Ui A7 Wéﬁéh??faﬁt}s??t%%ﬁbg ?oh ide O(r)yvvié/ °

depi cted in jh@ldcks WorxaspRiitd 4QBrdblodks Of ditndnsibing ’Sbatmbeﬁﬁfmucﬂe used to
match a face a mor e .ref erence ata féﬁmllty As in
%0 a nore

general Vvis 'rfﬁfhbeptgiq{ﬁ%§ §1‘vﬂﬂd ﬁy a1 98 chA ConskiEdhcR Squrcs 3EREad dPfe pikeMi Si On
processing system-104, .
3/Where iis betwcen 0 and Column and j is between 0 and mes and both are mtcgcr
20 | multlples of n, Next, ata step 1810, the systcm obtains reference i nnages from the
o _data facility 108, which may be stored locally or at a remote host.. Next, at a stcp
11812 the system searches a first reference image. The steps 1810 and 1812 can bc
repeated in sequence on in parallel for an arbitrarily large numbcr of refcrcncc
, - imapes. For exampie, there may be dlfferent 1mage:s stored showing a user'in.
" 25 - different conditions, such as with a tan, without a tan, or the like. Next, at a step 1814
| the system applies one or more algonthms dlscussed in greater detall bclow ko
determine dlfferences between the captured i 1mage and a reference i jmage. The
additional steps are disclosed in connection with Fig. 22, which is conriected to the
- flow diagram 1800 by off-page connector “B.” Once the differences are calenlated at
' 30 the step 1814, at a step 1818, it is determined whether there is a match. The steps for
o assessing and determining a match are disclosed in greater detail in connection Wlth
- Fig. 23, which is connected to the flow diagram 1800 by off-page connector “C”.
Once a match has been determined, the system can initiate actions at a step 1820, _

which may include allowing access to a facility, and which may optionally includs
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facil i'ty 108, and an opti onal ot her system 110, such as a systemfor S
el ectronically opening | ock. 19 OCT 2006 WO O 85589 PCT/

Referring to Fi 18, a ™ow di agram 1800 di’scl ose!t eps for. %B@ﬁ)%ﬁﬁent
‘of g face AP system First, at a step 1802 the syst RGBHROaIMISan
‘image of a face, such as by the user pl acing his.or her face in front of .

~the canmera 102.. Next at a step 1804, the image processing modul € 212 of
the vision proceSS| ng system 104 filters the 5 initial imge to obtain-a

bt o1 ot "ERBRE w0y SR el R e bRl R PR R G an To00 ot g,

19, which |1$er<ﬁasﬂdcttefb1§@oiﬁla@h théh thysyilehr dan 8pes GRABEIReps ABecallfle filtering -

- step breaks ng image into a matrix of pixels, then averages the
I umi nance ofth rﬁh rfPngg‘?J‘i9?@Ib§I‘ﬁ%ﬂltbﬂ@ﬁbtﬂlgicklélfheﬁf@@hﬂwvf@@lﬁet he i mage

t | | d
b)) b SoRaRe naiae hrte hilR ol UFIAY So RO B OUENBIE! SXSEeC
steps of Ja nEtplentpdveredinitdiesopbatematoh, L‘ah@tmq;lylzam@nuhm] SBWB‘ISem may
divide the fﬂtﬁttn%stﬁrgbémg? o fiBed oPLt%rﬂJth te¥all ofthal re%s ulprﬂ%a%% g gks. The

step 1808 I nc e an optional  pre-"processi ng ?ng t he

-1 mage, such a’asmatt}baltatwgulﬂhﬂmeyrapm;macﬂekner features of the face in the same

| ocation as the eyes of a 15 reference image. In an inage of colums and
~rows ‘or lines, it is possible to divide it into blocks, for exanple into

| squa][ e bl ocks of Refemigstio®ig. 19, ey ﬁiugf’@tﬂrwgﬂ g&lﬁﬁ&ediélh@ﬁl@%gé &nr%tbaoﬂo][ OEUCt of
two fact rs“t,en e Y n_and the " nunber of lines .
di-yi ded 3@“@%%%?‘8386%%3%5 gﬁté‘”f"ﬁ? %%?PF@‘@%FOBW ligtHee Pexel (i, j)
re i Is tfﬂtcmgaft&aﬂ@e@chyétepMdfﬂgsmemt%ﬂaéieﬁ%Z%%&nbaﬂﬁ both are
|nteger 20 mul tiples of n. Next, at_ a Step 1810, therméstem obt ai ns-

ref erence i TRGEMHPGRICALY. oBmeaR cPRuder itaga !!’@81’1 ahRixels Puek PBEl Beor ed | ocal |y
or at a remyhferftRfionNe¥dlors %suﬁ%ﬁh@ﬂref%‘:?ﬂa?s IEE' %E)u%}'ﬁ&&n%@&% éﬁﬁ' Bke Badh I St

reference inmage. The steé) can repeated in sequence on in -
par al | el fosz.Ja"l'ti agclsmentef viegtor W@%R nihbbreespbmpesfonts eﬁ%@ pixeheepessentiloy  exanpl e,

there My bebedlbBHE B o LIBUERALELET, S0 0008, HgmbilagSndid o ot

condi tions, suc Xt, at a step
- 1°S.14 the 1g;5psetthqﬁaqaptmcb&amtmmfeachrmn@omhgmmhmrth.'lt sensmeded of great er
di fferences . bet ed ijmage and a

detail bel ot h t
detall ool Oder Qoo BLALILY Sl W S8 ﬂ;!was t“t’ﬁgep e@&%ﬁ? @eﬁﬂ‘ée&aﬁ o with
- Fig. 22, V\hmiﬁmxﬁecmqui)t ed to the

20 Next,itis posstble at a step 1904 to define luxiiinance.L of each pi)tel'a's a
linear function from R to R, for example' L: ! (5,2.b) - 031 + 059 g +0.11 b, ]
; "~ . Next,ata step 1908, one can define an average value of 2 pncel based on the -~
o -luminance of surroundmg plxels For example, one can define Average as a functlon' -
-of a ne1ghborhood of a pixel p;;and give the arithmetical average of the luminance c_)f '
25 all the pixels (pxy) with f-r< ks.i+r_ and j-r €1 < j4r as set out below. | o

i+r Jjtr ..

L(Pk.: )

ki fa j-r

Thatis: Average (i,],r) = - @r+1*
. r

Many other functions may fulfﬂl the same Tole as thls one, such as many kinds of

- discrete convolutions of the function L or even non-linear or other functions.




calcul ated at 30 the ste 814, at a step 1818, it i,det erm ne
.there is a match. The steps for assessing and deterMning a match are .
di scl osed WP GEHB&r detail in connection with Fig. 23, whCEhBixlieesanected
'to the flow diagram 1800 by of f-page connector Once a match.has been
~determ ned, the systemcan initiate actions at a step 1820, which may
“include al I owi ng access to a facility, and whi ch may optionally include 20 :-
5 OCT 2006 8 | mage in
the referen\é\g gg@g %?gg?lggé%ﬁgﬁ{e mat%g aé&&“hggvgr%&ﬁ%%ﬁﬁ?%ﬁﬁd%go mattg ch,
.t'hen the systrerpxxrﬂa.nThmpaIatstdphél(hbm/@nsieﬁqmsthe Bb@awmeh istatbgnatyhflessdiohel for a
~.match can be ‘fﬂﬁ %grbltrarlly difficult, the probabl lity of a false
positive mat &H" Y85 be made arbitrarily low, so that it is appropriate -
to allow 5 nultiple, and even unlinmted, ‘attenpts. to match, unlike many
'conventlonal systems t hat nust fprevent large nunbers of attenpts because
of the in ?ﬁ . pro abﬁ1 é f i?averﬁwl(lsé-rﬁraﬂ@aj)tﬂhﬁeshm&l d-al | ow i nproper
. access: Ry to® ol iF hoM J(%O)Q; neoRyi@ct ed via of f - page
connect or 10 "A" to the flow Hiagra 1 ' 18I di scl oses steps for
~acconplishing the filtering of the in'age at the step 1804 of Fig. 18.
First, at a step 1902, to describe an_ ' inage nmathenmatically, one can
“consi der it ABusaphwrality ofiixgly %éﬁg*nwcoman& Fﬂn}aﬁlceaca“é’&ﬁ@?"ﬁ’é“sdlﬂ% of col ors,
~usually the Bl%l@ﬁldcﬂluférlﬁ\/géa% ix818 66 uehe MErcfd Wich MeonE afdizerd. 4 as an
el'enent of vector space ree conponents .of this pi xel -represent the
15 deconposi valombeifig established bambgthcn angot syrropndingnixels heve g bininagce pepve e
Shml Lt R B R BoL 15 YR B SVREAEk gl ARG pAAROTRE and, )
lines and p ﬁhénmﬁkesemntﬂaas dﬁh@malgeﬁomdras&c;ﬂlbwmgfértmﬁm@mmgm Next, it is
possible at a ste to define | um nance L of | i near '

function frowmtaﬁfoflﬂ%#%ﬁa OlEKStigs, Fuch as Sgary, &S’b")“dt@ ?'li(:';ﬁ “%@F&i 0.11 b.

Next, at a-sp@ndDOgn irgpe ocmcdea‘nlHaec@mme(mgaoyaidmaeqn:lmp)txel based on
the |um nance _of ;surroundi ng pi xels i< one efjne Average
as a functi ofPPligttion of aifirmes Hews %‘Phéﬂg COBﬁ[‘qjméﬂ'Hw@‘?c{Pew‘f Earrt hmeti cal

average ¢ the. lumnance of 25 all the pixels (pi( ) withi-r <_k<_i+r

and j-r <_ 15 j+r_as set out below LIPA T ~ ,.
' ' . Referring to Fig, 22, steps for making a comparisou between an acquzred

f1 ow di agram 1800 by off;ﬁge connector "B." Once the differenc sqﬁie%ﬂ :
(H9p

1mage and a refcrence image are further disclosed in a flow diagram 2200 that is
connected to the ﬂow dxagram 1800 of Pig 18 by off-page connector “B”. In the
' following wc wxll give the index 1 to the quantities related to the raference image, the -
| 20 index 2 wﬂl be for the acquxrcd 1mage Referring to the two 1magas, Il and 12, they

- have been divided in the same format Column x Lines. The images have already been

- 'pormalized the images in a way that, for example, the posifion of the eyes is the same
~ inboth, Jocated in a standard pattern. Both have been filtered, such as by the steps of
| the flow diagram 1900 of Fig. 19, into two binary iinages of substantialiy the same
25 size, In essence the comparison of the images can be understood as an error function
| to _]udgc for two square blocks of the two Imagcs how different thcy are. In all the
following, it is assumed that one has chosen a format of a square block of dimension
n. Atthe step 1808 of the flow diagram 1800 the first image was already divided into
pixel square blocks, which are totéﬂy separated. There are Column/n * Lines/ n such
30 - sguare bl-ocks. Each squafe c':aﬁ be designed by By centered on the pixel (il , il)
where il is between 0 and Column and j1 is between 0 and Lines, and both i1 and j1

are integer multiples of n. It should be noted that the methods described herein work
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-That is: Average (i, j, kKv-rr=j r (2r+1)2 Many ther functd nﬁCf%mﬂﬁ
fulfill the sane role a hi s one, such as many Ki of discrete
convol uti gpg o9hisskie function L, or even non-linear or otheg,ﬁﬂﬁg&igg

"5 OCT 2006 WD 03/1185589 PCT/1B03101299. Next, one can app Tier
_Lhe.plers, based on the average of the nelghborhood of the plxel. Thus,

‘a step 1910, one.can define the filter, which is a binary flag on the:
-value of Average: |if Average(i; j, r) -L(p,,.)> threshold 5 Filter (i -,
i, r, threshwiteothe] tnbmlﬁshmwglea gircles rectar)gld_(apd the Jike: Usemnfegirnd Wockaus, a :
-pIurallty of . fo.var il um nance can be converted into a-
bl ack and mhl?&ﬁ%ﬁ%%%ﬁﬁéﬁm&n@ﬂg&ﬂk%h@?%ﬂo+ val ue one- and zero, with the one .
"and. zero val ue being establlshed by whet her or not surrounding pi xel's have
~a | um nance above, 10 a ¥en th ol d -or not a step, 1910, the systen1
oan output a1 CARED FAgkere e A compRiaapt s b P HEdoTeHt he | mge

~rmore drasji cSqu&lelbumragthfe%sthxﬁiée%amtmeﬂgn ﬁi‘the EB@@:E& iffake, faB&drd@thg to
‘characteristics, such as scars, i ke, Referri ng to Figs. 20

~and 21,. an |Wﬂﬁff'-lilc‘ﬂ%e‘“@éﬁpl?@%Eféﬁahﬂ’é#t?)foéﬂ\elflfﬁlﬂxzb‘?b%mt%ﬁter (Fig: 21) "
the appli © byl &l bk Qo hRERILOUHL A% SR adheef geed i

:"_connect on w t'h 5 Referring t 2, st eps making.a
eonparison. bhffmecws é#waerqtbp pizels of Wﬂgemih@claandeth@mdeef dapmgEtder e further

.. disclosed i rbo%ﬁglggﬂeﬁl%&gsm&ﬁ QP thb rl]&éreﬁc%,;mggl%n %% é&glrglﬁ?ﬁkté? %efJe@YeYnc i agr am |

1800 of Fi connect or oW g e Wil | gi ve
the indei 1 itnagd iseselqctahatltha@q:2298&&md“ltast”uﬂmhrfeﬂmatqmmmionmgmenmua 20 i ndex

2-will be for t ef er e es and 12,

ol ove. Shsat S0 IRORIE o it ek bR AT WA el ooty have
- al r eady befrrcfﬁmwﬁ:hagamm&qﬁxalmﬁathagdarm;atiha{izzlfzpmeeysml e, OIt he -

- posi tion o e gyes | ot ocat andard pattern.
Both have basiPommbE Bhefher e 7 0eiigrat FEs Hockseiogneiyien df 8 Bef e alPm 1000 of

CFig. 19, i ntage 5293 chiobdH mmrﬁ&q@ﬁea&fd uhtIS b plricBbibdk N @n ERAB e z€. 1N '
essence the conpari son of the 1 mages can be understood as an error functlon‘_

to judgeld f @at?WIWWM%%I ¢ Ffraenchanagta JEen deRsPYrPsFiBe é‘?‘i‘im% hey are.
In all the 4 the ﬂow diagram 1800, as mchcated by off—page connector B,

: Detehnining the best fit at the step 2208 cail be accomplished by a va.ﬁ_éty of
technigues, including minir'niiing the sum of,t'he_ differences, least _squarés, and other
20 similar difference-calculating functions. When thé_' process is complete, one can
idenﬁfy in'th'e- sccond image a block centered in (iz.j2) that best corresponds to the -
- block Byyj; centered in (irji) in the first image. This block is the “global best fit' of -
D g it go. This block is the “global bes

| 25 - Refe.m'n g td Fig. 23'; a flow diagram 2300 de'picts' st{eps by which it may be
.7 ‘ a_ésassed whether a first image capturéd by the 'c.amc-ra 1(_)2 matches a second inage
- ret;ieved from the data'sfo.rage fac_ilit}f 108. 'I_’he‘processes of Fig. 23 may be carried
out By_the image processing 'module.fzziz under control of the vision-based proccséor
o | | .

30 | R . |
| The mat_:ching procéss depicted in Fig. 23 takes advantage of the principle of
continuity, and in partibular-the speciél éontim_lity of the face images to be matched.
Generally, when one compares £Wo images of the séine face, if one has lot;alizéd in

_ both some particular point — that one can name M1 in the first image and M2 in the
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“following, it is assuned that one has chosen a format of a square bl ock of
dinension n. At the ste 08 of - the flow di agram the first En&géﬂ%as

al ready divided into pix square bl ocks, which are™totally separated. ..
‘There are ®6 LiWAFS8H * Lines | n such 30 square bl ocks. EachCIasewma2man be,
~designed by B11, 11 centered on the pixel (il , j I ) where it is between 0
and Columm andjl is between 0 and Lines, and both.il and j 1 are-integer

mul tiples of n. tt should be noted that the nethods described herein work
22 - 5 OCT 2006 N870 03/085589 PCT/|B03/01298 with other bl ock shapes,
“such a ci rcl 8§00 et cEsPrafief thaia dptpik N1 thas is Bt asetiehd obMiciasths &t ndi cated

herein for syl Qﬂoﬁbﬁcﬂﬁe@%ﬁ& Bk nirﬁ'ﬁmrjﬁrt aﬁhéﬁ@-ﬁo@@@%m th%eéoE“dg@Ee the

corrputatlon startin each square bloc *the first
. i mage what |§hm5hendﬁ,msptct$ the ralvamgmtmudfﬁﬁ thha@@ecté@%ttheﬁgc @ge, WoNe error

function. Al alﬂio%tﬁgszggaodt‘( % G éﬂu?e\!'t(ﬁh?nﬁc%%hat\)&%Bﬁﬁé@ﬁ?ﬁ@‘t@opﬁ’cﬁ&% in the

acquired image an error st's square of
the - diff®r e&p;mmheteig&bductcklémm each stherfbyttiaadatpigtied mtag@ﬂknehmd) tihthemi xel s of -

each of the | e pi xel cks of ., the referen The
vl bl ook BRSERaoPSE et eyl POt Lot B P08, o the
"' best' mat Chth&%a%?ﬁ&iatdhh%ﬁﬂad&étﬂﬁé’cnﬁm hbbr Wi's hiseRinkRi eelativB posisit em st or es’
‘the | ocation gof the best matc{;n ng %)I ock fromthe reference i mage for
“the pixel bl BdetytThesssa lowrzs np 3 gorrespppdense L WighhaR i ni nes |
whet her there are additional pi er bI ocks to anal yze. If so, then the steps -
- are 2204 through 2210 are repeated until every pixel block has an :

i dentifi & best 1GontmniaK thagnalysis oR,bAHAWP é‘ééltaﬂ@FPfY hypothgies thet endice | ﬁage .
Wen done, Eﬁ&%&ﬁb%gasgﬁm Ser 8L ﬁl% hgées f sg'ﬂ?ﬂ ke a%@% inBgeslpabget ed by . )

of f - page connect or termning t it at the step 2208 can be
~acconpl i shedDBFERENGF PBRYONS. Letdhr thuadternative hypothegs tirrarmm:ztcrtgm he sum of -

~“the differenges nd other 20 simlar

di fference- it éﬁﬁ%‘?ﬁﬁ%smﬁg ﬁ When the process i's conpl ete one can
identify in the second i nage a bI ock centered in (|2 j.2) that best
correspopds to th th | rst image. Th| s
bl ock i sﬁdhe ‘gl o 035215'5“?2}'?6’;’78?”0 ‘S cigec&%‘f iéﬁhi' W@‘:ti‘%efﬁf %23, a flow

di agr am 2300,dgpitChGmSda888]| pwa&hmmylntﬂgw th| (@ﬁ@eﬁ;ﬁd I\beidaseall first
i mage captured by the canera mat ches a secon Ifff?@ retrieved fromthe

data st or ageljadhe glopal beg fit ‘Pﬁ@zld@s Fldkzleholops! Qeﬂﬁﬁo ylih BoWHOpERR
' fundamental probabilistic hypothems One * expects” when dealmg with images of the

same person (HL) (this is the argument of cnntmmty) that (kp,1;) is a “nelghbor of
20 (12,32), in the sense that " (kz-ix¥i-ky, Iz-jzﬂl—h_). || is close to 0. Ope* expects »on the
contrary, when images are from two différent persons (HO0), that (kg,lg) shouldbe
located in any place of his search area with an equal probability. For example one oy :
can i lmagme that the error criterions between (k., y) and the poss:ble (kz,lz) are a o
" bunch of random values, independent and of same law. The maximum of these values

25  should be itself uniformly distributed in the area of search.

First, at a step 2302, one aeﬁnes an area of size S where the,system'looks for
the best fit. Next, at a step 2304 the operator defines ¢, a parameter of folerance and
jdentifies V)= (i;-ky.ji-h) and Va= (iz-ka,jz-1z), two vectors that give the relative

29 position of thc.two blocks in both images. We-have in min_d'that Viand V2 are close
- when we are dealing of the same person (H1), and on the contrary inci_épc‘ndents and

of uniform law when dealing in cas,'e'qf different persons (B0).




out by the: i mage processi.ng nodul e : 212 under control of the vi si on- based

processor 204. 30 The T'th ng process depicted i'r‘”g 23 ta@smﬁd:@m age
of the prlgﬂ@é @f contTnuity, and in particul ar e speci al ,
‘of the fac SE to be matched. Generally, when one comb&md80¥4ig*y rrages .
of the-sane face; if one has localized i2% both some particul ar point -
that one can nane-M. in the first inage and M2 in the 23 0C WD 031085589
"PCT/,lBl.13/01298;" second one-, one can predict ‘that a detail N that is
just . at -the right u sPp a‘ p0| nt
N2 just at the rig tfo%"h&“%“n%}fhﬁ@é %%gp R AP cﬂTlthb's}C('?’onga“exE‘é‘:’’%‘%c .
reflative posw\mnblas bnfidmation’ NThiespatcbrtspMdstoabereht s aﬂﬁﬁmtﬁbf thal- m)st the )

*sane, in both ur es. ve, in mndth ictures are
S o et A1l ERineb e b tagrine poonditetd B En e omeony .
If there is doyhedafabid dshl@c @_@ﬁtrw@éﬂé(lﬁﬁjgﬁlfa?b&f mbOR oP@®}. 1 cd¥hcidesiWinlahe two :
|mages “the heli.ef that es match is.nmade stronger-if .the neighbor .

N 's has 4 sﬂﬁ‘F*}]aﬁ’es?’éPtﬁHPf/ékhb&)sDP ilesked fon i emel regien arovad rtkpieirtichance of
-nistaking a (}?rTﬁ@Q%@ ?}tﬁn‘déﬁ%xér:'ﬂ?'& 9“%@ mb%aﬁ%@%f’?&“ﬁ&%aﬁ%%{? alysis; one "

‘has- two contradl ctory heses. t hat ca haracteri ze ol | ows::
‘. et HO be t Hus hgppbr@m 3prt0h@ltlemrﬂmfypaﬂlema(ﬁ9) bfnhﬁesnt@fcrsmehaoﬁERENT

'PERSONS. Let S
THE SAVE PER%@QbQ‘%EE’%%ﬂc‘%’%{%ﬁVA%%X‘ﬁ@%’h dtﬁes‘ts?ﬁ?) %“!}S‘f‘“ B o (Ikgag%s >
“Inpr actl ce, himhesmméum&dmaﬁﬁamrmcal I ed-11 11 , 'we nean by nei ghbor

t hat (lgl ki j 1-11) 11 :5 1, one can call (i2j2) the global best fit of
(|111) nd(k2 12) the gIobaI best fit of (kt,h). Now conmes a _
- fundanent al probap(mﬂ,1g‘f¢enﬁwmqm§|fm)Q@!]Vg.mqotei[m;e.-a(tdgéjs ng W|th ‘
‘i mages -of the same person (H) (this is he argument of contihuity) that
(k2, 12) -is a "nei ghbor" of 20 (i2 j2), in the Sense.that (k2|2+||-kt

Iy jz+ t-1t) Onbbar Sai6 QB8ilirRalulnFoLoth@X RA b%rs)of?ﬂ lahﬁth ﬁ@ﬁésﬁﬂSﬂbn when
i'mages are fromtvio different. persons }g 2,12) shoul d be - l-ocated
&

in any pl ac e that the place whore pll thebest fif int2 m@-‘c}@éﬁmﬁ?ﬁ.%%?&ﬂyp ged, Fiéi’iaysexarrpl e, one .
can |mag|151e fdﬁ%ﬂ?ﬁrﬁ@:ﬁhnﬁ L 1ek ] ons between (ki1,11) and the possible ,

(k2,1z) are a bu random val ues, |ndependent and of . same | aw. The
maxi. mum of these val ues 25 shoul d be |tself uniformy di stributed in t he

area Of Seam"'hfmds that the probablhty, CP l;hatk nelghbors of (i1,j1) out of p have their

best fxt in the same relatwe position in image IZ (modulo the tolcrance) as in image 11
is, condmonal]y to the position of (13,12) -
20 B k confirmatmns among neighbors of (iz,j1) | HO) [(t-l) 2l S]k [1-(t-1) % S]""‘ ‘
_ C* |

' Consider & numei‘ical exarﬁple Take. (t-i) Y8 =10%: Také k=3 and p=4. Thereis
a probabihty of k confirmations of 0. 36%. By. havmg found 3 nexghbors of (1131) out '
25 -of 4, under the' assumptmn that i images are dlfferent the probablhty of thls event is

.extremely small, i.e. the event is hard to beheve

The foregomg has dealt Wlth only one block Bij of the 1mage 11, and its
immediate neighbors. The analysis supposed that the best fit of the neighbors may be
30 umformly distributed in the area of research., If we process the same idea not starting
from By j; but from another block for example Byt , one can find flrst his ab.soiuxe
-best fit in image I2, thch one can call Gz’ 4z’ Ina similar way,_ one carn tt_xer_x look for -

the local best fit of the hcig'nbcrs, of Birjr in an area of research centered on (ig_' J2’)




First, at a step 2302, onegdefi nes an area of sizé S yhere the_s s%ﬁn
for the best fit. Next, 'ia step 2304 the ogperator fines t, er.
of toleran nd |dent|f|esV (ii-k, j1-11) and V2= (i2-k2,jz-12), twe
vectors - thgogr”\)%

images. We. ‘have in nind that V1 and V2 alé close when we are dealing of -
t he same person (H), and on t he contrary independents and. of uniformlaw -
when deal ing in case of different persons (HO. 24 (r)5 WD 03/085589 CCT -

'2006 PCT/ 1 B0310I 298 6o £R6 USmfRQ g ﬁv Vis V2L
<t/2), one can defl’}\se &ﬁ ° @ent a\s%q?g]gtrll% rrrgl?ée%%ég @qé: IS(’% corresponds'
to an event o$malkoempared t'oyhe tothl sifece oflffetimhgdo® Shamedaahiapradficé thlat:ho)neand

he Dent. hekBRTRUh R%Ea pSBcSR BRbs el B BN BRAATRSS' "Tocar

best match of whkl&;xhage only |ooked for in a small-region around (i 2+kt-| i,
j2+lj- jj). This event corresponds to exactly (t-1) 2 possible.val ues of
V2. As sai before, this event is.weakly probable in the hypothesis (HO - _
of different per SQ@&Woﬂ_éﬁntm‘?ft@éeneﬁﬂéﬁ?%ra@fﬁheﬁﬂ&ﬁé@ﬂﬁaﬁ@ilu&%ﬁéﬂm\@e' s S In
t he hypot hesi s (HO , .accordi n? to hypot hesi s .of "uni formty, we have: -
.10 P((k2, 1z) Dession pavged Quindn,1). (nyazi Hoy 6110 The/likelibood ofbavipgfonthefirst (t-1)

2/ -S -One cany, ers i (i ji),with
the~assunpt i onwﬁat@oth ‘Ilé’?‘%c“g‘% g{egﬁgfaﬁc{r?ﬁl{(ﬂ%” ?ﬁt%%@zb%*‘{zhese are
i ndependent | y cphﬁumdonsal \my]sLN chbfifnedtiononte altmaamjﬂamkuﬁerﬁ@rsmnﬂﬁiw One fi'nds. -
‘that the obabi |'i , that k neighbors of, (ii ji) out of p have thelr
best fit ‘"t he. sé\%’ r/%l ative position in inage .12 (nodul o. the tolerance) "
as in i.mage 11 is, conditionally to the p05|t|on of (i2,572) ; 20 P(C kK .
“confirmations' armng nei ghbors of (ir, ji) = [(t-1)- 2/dﬂ$k [1-(t-1) 2/
S| -k P Consi der Péuritendrmetionseefdniisy, -Tﬁké’f’{‘ﬁnﬂ!&“% o (eggiRdHRke k= 3, -

he relative 27 position of the two bl ockECT/hB(B@tHH’S-- _—

rand p = 4. There is. a probabilityyof k confirmations of '0.3601o. By having .

found 3. neighbors of (il ji) out [J& de)4~afitter the assurrptlon t hat |mages
are dlfferent the probability ofﬁlhls event is - , _

- 15  Recall that all this calrculos‘ fakcs piace along the hypothesis- th-et‘the‘ two images are of
‘two different persons. The precedmg calculus gives us the _;omt rule of events of
' conﬁrmatlon among all blocks This means, in practlce, one can evaluate W1th ,
. premsmn the probab1hty of false pos1t1ve match ie., the probab111ty that one w1i1 S
atmbntc to two images of two different persons 2 high degree of snmﬂanty Jn

20 practice, the probablhty of wrong recognltron is almost null. -

Usmg this pHnCIPIC of contmulty, which- al[ows one to bu11d a very
 discriminant ruie to separate matches of nelghbonng pixel blocks that have occurred
o randomly, as opposed to matches due to real coherent con‘espondence because the
25 | _faces contaimng the plxel blocks are the same, it is posmble to complete the process of
the flow d1agram 2300 for detcnmmng amatch. Ata step 2306 the system calculates |
the best fit for each plxel block. At a step 2308 the system then determines 8
synthetic statistic indicator taking into 'act:ount the occurrences of all ‘conﬁrmatiom o
| - events. At a step 2310, the system then declares a match if the preceding statistic _
30 indicator was greater than the threshold defined at the step 2304,0ra non—matched i
| it is not so. We know the probability that the statistic indicator is stronger than its
threshold, by accident, in HO, as opposed to because of a real match, Thus, by




- extrenely small, i.e. the event i.s hard to beIieve The foregorng has d aIt'
with only one block Biig of the i mage .11, and |tg'!|nned|ate bed Ghotil

~The anaIyS|s supposed tM&t the best fit of fhe nei ors maybe 30 -

L uni form yWH &Yt ed in the area of research.. If we prod$S¥BOHeI28ame idea -

“not starting from Si41 but from another bl ock, for example B, ;, i-, one can h

find first his absolute best fit in‘imge 12, which one can call (i2'
j2"). In-a slnllar may, one can then | ook for the local best fit. of the
nei ghbors o oCT 2006
e et ok Bl 98, T et F BRREREE DA BthiZ B O 2006
| ocal  surf acetemﬁn foemea:hmg, t(na&myl@mgshwpbabﬂmia false penpiineaol an erbitisdlt ot al
- surface of &he image S.  That neans in practice that some -|ocal best fit -
* sear-ched in s%r#gae (t-1)2 has few chances to be the gl obal . best’ fit in the -
- whol e i nege. Now, ‘one can wite generically for all the bIocks of i mage 11, -

centered_on the sitions d (g, t ji L t), (i, ,Ni.N)-
The |i kefi hood ow?‘ﬂaf}?‘ﬁﬁ' Pr?%’f‘n?‘ﬂ%é “i“‘é‘l[J haye é@ﬁwcloseggﬁf%q" B% ?fon "anong t he
nei ghbor s. obydiakry dkill id the arf Rbultipo SRRk BIBEkmkiRs, \ﬂﬁmxfslhbﬂmbeHS .ountil
kN confirmations for the ultinmate block, Here a_stands f.or’ P(kr'
*confirmmt i Sndsrsiesd to be pneomped heraim:jap Hpted pnly by tgiglaman Al pre;nts Co

- \E1ks(1-E) Aﬁténtlzﬁﬂehﬁm&*aa&mﬂ&ﬁ dobithshtCrtefetbattndrdk &8 heﬂesfaceﬂpeaedwe

. hypot hesi s e two Inmages are of two different persons. The precedrng
“cal cul'us- gi vfgenss. t he joint rule of events of - confi-rmation armong al

bl ocks. This nmeans, in practice, rone can evaluate with precision the
prbabI|Ity of . false posltlve match, i.e., the probability that one\MII
ap}rrbute to two i mages of two drfferent persons a high degree of :
simlarity.-In 20 practice, the probabi-lity of wong recognition i s al nost
nul | .- Using this principle of continuity, which allows one to build-a very

di scrim nant- rule to separate matches of nei ghboring pixel blocks that have'”

- occurred randonly, - as opposed to matches due to real coherent:
correspondence because the 25 faces containing-the prxel bIocks are t-he
‘sane, it is possrble to conplete the process of - . :

27




~the flow diagram 2300 for determ ning a match. At a step 2306 the system
calculates the best fit @@r each pixel block. At a %ep 2308 %tﬁegﬂsgm
.. then determnes a synt hetTc statistic indicator taki into account 't :
‘occurrence¥0@p/gdsh? “confirmation' events. At a step 2310, PCHEBESKSI98M t hen
‘declares a match if the precedi-ng statistic 30 indicator was_greater than
-the threshol d defined at the step 2304, or a non-matched, if it is not so.
W& know-the probability that the statistic indicator is stronger thanits:
t hreshol d, b?j@%&dent in HO, as opposed to because of a real match. Thus,
by 5 OCT 200 03/.085i.89 PCT/ |1 B03/ 01298 defining the threshold, it is-
“possi bl e for it he Apeniaidef déternesihg bihbhér sancquibi inmaeinhayched gafause criterion:
~for matching, thus reducing the probability of a false positive to an
arbitrarily gy JOBPESIES Wil e certain preferred enbodi nents have been

~disclosed herein, Aginpth dlggﬁlqwgé’%rgdﬁhﬂ,a!nsd,ﬂotalﬂa-‘e@ﬁée iapd-d recogni ze. ot her
‘enbodrnents whi ch “shoul understood to be enconpassed herein, as

limted only by tidentifyiag mgroupof pigels &rthe acquisetkiEwgSappl i cati ons and ot her
- docunents refere nge. 27 R5
OCT 2006 WO 03/ 08"%@&3@%&%{&%@@% Xfe%@%%gé a’gﬁgﬁ%ﬁﬁ%ﬁ?{@et &r i ning
~~whet her an apqaﬁgrmrpmrﬂmpqmmﬁcmw,a reference | mage, ‘conprising: acquiring
a- dlgltal |rrage' ari so r tlfylngagroup
of pixels in the a P%ﬁpfeﬁ% %gﬁgpélfgr ?eag%g?e]mop?%&fpoﬁpou% in the reference
image that is thecohs;ﬁﬁngmbedaatfverlochﬁ@s opineatlcqyedopiel igroubhin themlirened | mage;
‘repeating t he eced] s fo | east one.nore group of pixels;

conpari ng th@%@??ﬁl%&%c%qp‘ﬁpﬁ)ﬁ’s&%? qf‘ﬁ“éﬁgﬁlﬁ%@?‘ed pi xel groups in the
reference i nBgesicRARtirkilathe paBALIRL kP Greirlad @ ooatens dcasiedFmgomlBnd 2
~deternining the probability that the relative |ocations occurred r andorm y.

1 2 A rrethod of claim1, further conprisi ng:
' 2. Ame\‘hod of claim 1, further comprising:

companng the probablhty ofa random match to a threshold probab111ty for -

concludmg that the zmages match.

3. A method of claim 2 wherein the threshold probability is set to reduce the

probability of a false conclusion to an arbitrarily low number.

4 A'method of claim 1,
wlierein finding the closest pixel group uses a Ieast squéres calculation of the .
| ~ differences between the plxel groups in the refcrence image and the selected pixel -

- group in the acquired i 1mage

5. Amethod of claim 1, further comprising;
upon acquiring the reference image and the acqun‘ed image, ﬁltenng the

- 1magcs pnor to completing the addltlonal steps.

6. A method of clalm 5, wherein the filtering compnses

determining thc Iummance of a pixel based on an average of values of
neighboring pixels; N 7 .

comparing the value of the luminance of the pixel toa thrcsholci vatue;

setting the filtered value of the pixel to zero if the lummancc is below the
thresho]d and

28




conparing the probability of a random match to a threshold probability for
concluding that the images match. 3. A nethod of claim2, wherein the

threshold probability is set to reduc® the probability of a faim T.2006
conclusion to an arbitrarily | ow nunber. 4. A nmethod of claim1, &eﬁﬂ
finding the cl osest pixel group uses a |east squares calculation of the

di f f eeaieehelitterarvallib et fhe pixeDoBHRSIT tHe URGnARdLRaRRR 1 cafd thdlethe

sel eghrdhBigd®lud. group in the acquired inmage. 5. A nethod of claim1,
further conprising: upon acquiring the reference i mage and the acquired
image, filtering the images prior to conpleting the additional steps. 6. A
met hqd of AcheitBcPef MRk 81 furfhae chinbtigingng conprises: determning the

I um nance of a pixel based on an average of values of neighboring pixels;
conpawoimglizing theboguirdd infyd amd thenegerehcsd a@e k¢ llodeing knbiveshalfey i ye;

set t iphgddtbeniheltieéR@nval ue of the pixel to zero if the lum nance is bel ow
the threshold; and 28 29 - 5 OCT 2006 setting the filtered value of the
pixel to one if the lumnance is equal to or greater than the threshold :
val ug. 7. Ameridaost @éint it avAtfin hedquingy tHOMMdSisbcoRrPlished BY BY/idiBg acquired
| Mg radsinesysedR HRNAR) % %’%ﬁ,_ggsé rhﬂ?%?g;&%ﬁ‘ features in a

predeterm ned 'l ocati on.” 8. nmet hod of ‘wherein acquiring the i mage
is acconplished by a vision processing systemhaving a vision-based -

oper gt i ng Ayt ofblaith TEfURAEr 8mpHighg? 1. further conprising: conparing the
acquired image to nore than one referéence imge. 10. A nmethod of claiml,

wher eompangaié agquire inehgy ioveoledthahi anmsredérehbe imbye! groups of the
acquired i mage and the pixel groups of the reference i mage conprises :
defining a first vector between the first pixel group of the acquired inage
and a0secAndethod of claim 1, wherein comparing the relative locations of the pixel groups

of the acquired image and the pixel groups of the reference image comprises :

defining a first vector between the first pixel group of the acquired image and a second
pixel group of the acquired image ;

defining a second vector between the first pixel group of the reference image and the
second pixel group of the reference image; and

calculating an absolute vaiue of the difference between the first vector and the second
vector.

11. A method of claim 10, further comprising:

repeating the calculation for additional pixel groups.

12. A method of claim 1, further comprising:

comparing the probability of a random match to a threshold probability for concluding that
- the images match;

repeating the steps for a different reference image; and allowing unlimited number of
- mismatches before allowing a match to one of the reference images.

13. A method of claim 1, further comprising: upon determining a match, adding the acquired
image to the database of reference images to facilitate future matches. _




pi xel group of the acquired inmage ; defining a second vector between the
first pixel group of the reference inmage and the second pixel group of the
reference image; and cal cul ating an at¥sol ute val ue of the dl_f_ p%jcg
between the first vector and the second vector. 11. A nethod*o g% 10,
further conprising: repeating the calculation for additional pixel groups.
12. A nmethod of claim1, further conprising: conparing the probability of a
randam ”B'nysté?n %rb@feﬂﬁmmgdmr%ﬁlﬂﬁ%h'dch&tyedf iRfag6 AHEdned iangretdiRE imbde | mages

mat ch; geatl ng the steps for a different reference image; and all ow ng
unl i ﬁ“P'E”@H 'R¥ber of mismatches before allowing a match to one of the

r ef epeRefera f&&@éumﬂ@a d?it@iﬂ&ﬁ?@f&ﬁor‘ﬁbéﬂé@n% alrbietdMRE ik QB hh RicABicad@en
determ ning a match he acquired imge to the database of

r ef eSS PridgREYiRg 2raseyn ?ftpaie@ ip m%@um Erags; a selegticomoduipler saectingdhet em
for @pepgraLpimBie Wretches indhcRRSUS fi'%doésﬂﬁﬁgﬁ:h"f@ﬁtﬁ@%&e rb &S BIROS& iR $Bage;

conpri si ng. a canera for acquliring a g e or conpari son toa
r ef e?éﬁwaﬁﬁ%{b@od% for depaating &@tﬁrwd'%ﬂwwf 6frie@ 8Re MOy8 eigUa ofPiselp apd

pi xekdy comphhfy BeGHiafiRAotAREE of tﬁe%@'e%féﬁ'pﬁ%&t gRAEL & the Fefé%h@&ﬁrla@gs taht? thePi xel
grouggln the reference image that is the best match for gl xel group in

t he BEGLETPERP ity acquirgd W?P%Bﬁa%mﬂr@ﬁ@ﬁm‘%ﬂ’? ﬁ@bﬁh’éwﬁ #dedli ng st eps

for adlathveasdatioNeodiRfed Baremie! pixel s and for conparing the relative
| ocations of the selected pixel groups in the reference inmages and the

pi xel groups in the acquired image; and a calculator for determning the

probaki | i Rysystaa oftdiem Mehﬂhéﬁ/c%njaﬁ?@ﬁqu‘ Q%t&P@HMI@ﬂ)r CBMEaHgYhe &ﬁ)baﬁmﬁfyo‘ft em of
claim14, further conp nodul e for conpari ng e probability

o & EOREIRAIE R IGEEPIE ROBSHOY ETSoBHBNG 13 emegBRTelsd ng that ¢ he
i mages match. 16. A system of cI aim 15, wherein the threshold probability
is set to reduce the probabili of a false conclusion to an arbitrarily

| ow Merbef SYaem of ciaratlanvigred fm Hirashold prebakiliy fsi se8iforgdussdhe pedasiitysif gel

gr oupldesRPciisibs &S hn aMuArBSowdahdelat i on of the differences between the
pi xel groups in the reference inmge and the selected pixel group in t he

acquired inmage. 18. A systemof claim14, further conprising: a filter for
Filteri ngatshgemBIGRSM AL WherbM OB NS £iDgest bIREI EEH tdAnAbadtsBSres

calculation of the differences between the pixef groups in the reference image and the selected

pixel group in the acquired image.

18. A system of claim 14, further comprising: a filter for filtering the images prior to completing
the additional sieps.

19. A system of claim 18, wherein the filtering comprises determining the luminance of a pixel
based on an average of values of neighboring pixels, comparing the value of the luminance of the
pixel to a threshold value, setting the filtered value of the pixel to zero if the luminance is below
.the threshold and setting the filtered value of the pixel to one if the luminance is equal to or
greater than the threshold value.

20. A system of claim 19, further comprising: a normalization module for normalizing the

acquired image and the reference image by locating known features in a predetermined location.




19. A systemof claim 18, wherein the filtering conprises determ ning the
| um nance of a pixel based on an average of val ues of nei gthLIQW@h§’
.conparing the value of the |unminance ¥f the pixel to a threshold

setting the filtered value of the pixel to zero if the |lum nance is bel ow

the threshold and settjng the filtered value of the pixel to one if the

| um Rance N ISR i W hgreimeuinngdbe W?@%%?@ﬁtﬂ"%ﬁ@é%y@ews'?@w%e% em of
cl ai Bysk8m Hawing Relisi6RhRsddSdpReating spgtearl | zation nodul e for normalizing the
acquired inmage and the reference i mage by locating known features in a
predeterm ned location. 31 5 OCT 2006 21. A systemof claim 14, wherein

acquippi ng At tewn@mafmaztamep&dnsﬁ}eﬁngby cam\éhﬁsdmnémc%séérﬁganngxﬁé seUraYi Ng a
Vi si on- based operati n% system 22 system of claim 14, furt

conpfTAGHE:MYe TG 'S EHERRSBAeS f or conparing the acquired |mage to nore
than one reference image. 23. A systemof claim 14, wherein conparing the
rel ative positions of the pixel groups of the acquired inmage and the pixel

gr oups: of AelePEpiamcE WHEIGE oG de reldive Resitpns of theqiixal giouss of Hat ween

t he Bbdtﬁﬁedﬁmé@é a:ﬁHﬂ’!'éRJlx@i gfolfs BEML iréBRNLERERAHh Ris6E Gtk Xk vediqup of the
acquired 1image; defining a second vector between the first pixel group of

the PgliverR rFfrl%l’éfé OEVR & e acsiemingsie,and aysesapd Bikelgreun fts asided nage: and
cal cuhae: agrrmg; ABS@IndtvecteRbatye s trmﬁstq:ueﬁ ch@ﬁ%@theb@tfe\*@z%@ irhdl® ddd @b vector

and t he sec vector. 24. A systemof claim 14, wherein: the calcul ator
conpsfREd PHE! %ﬁOHBaBThﬁf?&@f%\cea“@%ﬁaeaﬁﬁﬁ'ﬁwem Fvaksoluin wlreidhe Aifkeasce ty for

conchatdend iHdftt Jeb®r kR gRSsdiBhdsct@nd further including: a reference inmage
retrieval nodule for repeating the steps for a different reference inage,

wherein the systemallows ah unlimted nunber of m smatches before all ow ng

a mapgh tR s9§temq-;rf cldifa 4l RhGERNER dalRBRS compard® tﬁyﬁﬁoeamp ofh fdrifokfmafcH! t her
conpri si ng: e storacgéﬂjrmdul e for, upon determ nlchjdfa mat ch, addi ng

t he fz%ﬁ!?ﬁsea'% t%fo{ fen %tggbth@fmegqsép@tﬁla@qd Ngeilitate future
mat ches. 26. A net hod anal yzi ng an acquired i mage, the met hod conprising:

|dent|f in urality of acquired imge pixel ups; identifying a
pl urarg %”)‘7”8? '“?%eé'?@ﬁ(‘f@ ”i“??éfﬂfefobf%@?t”@r‘aﬁﬁgepéé?rr%@%%'ﬁﬂ‘i RErAGCIRRIDI ural ity of

acquivr@eini tﬁ@g@st@mmbwg BR BRIt LN B RMishthtEHR Heﬁiretaﬁaaﬁnqnema&éme%nefoft he
acquired i m i xel groups to the relative positions of the reference

|rragt§e|5?f§@”° I"B ~wi t hout referencing any known features of the acquired
image, to deternmine if the acquired i nage matches a reference inmage.

25. A system of claim 14, further comprising: an image storage module for, upon determining
a match, adding the acquired image to the database of reference images to facilitate future
matches.

26. A method analyzing an acquired image, the method comprising:
identifying a plurality of acquired image pixel groups;
identifying a plurality of reference image pixel groups corresponding to the plurality of
‘acquired image pixel groups; and |
| comparing the relative positions of the acquired image pixel groups to the relative
positions of the reference image pixel groups without referencing any known features of the

acquired image, to determine if the acquired image matches a reference image.




32 (r)5 OCT 2006 27. The nethod of claim 26, wherein the acquired inage
pi xel groups correspond to patches of skin. 28. The nethod of cl aj ,
wherein the patches of skin are patch¥s of skin on a human body. gbCTTﬂmﬁ
met hod of claim 26, wherein the known features include facial features. 30.
The nethod of claim 26, wherein identifying the plurality of reference
i mag&’pi xdhe giedigskof caimpsi weereinden arqyiied dmegropigel graupsicpresrond e palaes | mage
pi xels ghpups that best match the plurality of acquired image pixel groups.
31. The nethod of claim 26, further conprising determ ning the probability
that the locations occurred randomy. 32. A nethod of identifying an
acqupged TRBGRNGAF B BT AuGOBR S bBGhed SIRin iy bAngs & WAl 4 Mufibn acqui r ed
i mage pi xel groups associated with the acquired | nage; dentifying a
pl ur BP9%y of reference image pi xel groups correspondi ng to the plurality of
acquired inage pixel groups; and conparing positions of the acquired imge
pi xel groups to the ositions of the reference inmage Plxel groups, W t hout
r ef eP®nci WB i @8t Whersinghe krwniltegiwresdacludrigeiat iadeaser mine if  the
acquired inage natches a reference image. 33. The nethod of claim 32,
wherein the image is a patch of skin. 34. The nethod of claim 32, wher ei n
i denB?f yi hge me@qsﬂ qickam t29 whergiafidardifing thaplyealiy sferlegnen BageR gl e ws
sel egdmphed ideitfi r?d"tﬁ@ p|d?§r$ﬁof9bfé%ncgﬁr%'g§’e E)lk?é\tgréu%sfﬂhah%%&t HRES thef [S?uraﬁt?
acquired i mage “pixel group and repeating the selecting step for at |east
one ﬁ%ﬁ@eﬁéﬂ@@%ﬁé@Eﬁﬂﬁﬁe pi xel group. 35. The method of claim 34, wherein
conmparing positions conprises: determning the positional relationship
bet ween the reference pixel inmage group and one of its neighbors, and the
posi ¢1-onalh¢ meﬁtqdd}wﬁirb 2Butiasicompesing daierraaingitheprobabitiy that g]ﬁd%’ﬁ@”éne of
its HelueBleson@nd 5 OCT 2006 33 conparing the positional relationships to
determne if the inage to be identified nmatches a reference i mage. 36. An
i mage anal yzer, conprising: an interface configured to provide an acquired
| maggy i NCh WshtReh é\‘l@érﬂﬁﬂd érya&fuw@&ﬁﬁ'édee%e hEREG chhpRlingdr oups i dentifying

pat ches of human ski n;
identifying a piurahty of acqurred image pixel groups associated with the acquired image;

identifying a plurality of reference image pixel groups corresponding to the plurality of
acquired image pixel groups; and

comparing positions of the acquired image pixel groups to the positions of the reference
image pixel groups, without referencing any known features of the acquired image to determine if
the acquired image matches a reference image.

33. The method of claim 32, wherein the image is a patch of skin.

34. The method of claim 32, wherein identifying the plurality of reference image pixel groups
* comprises selecting a reference image pixel group. that is a best match for an acquired image

pixel group and repeating the selecting step for at least one more reference image pixel group.

| 35. The method of claim 34, wherein comparing positions comprises:
determining the positional relationship between the reference pixel image group and one
of its neighbors, and the positional relaﬁonship between the acquired pixel image group and one .
- of its neighbors; and |




a processor coupled to the interface, the processor configured to conpare
locations of selected acquired inage p| xel groups with the IocaI OQET iqﬂ
sel ected reference i mage pi xel groups®® froma reference i mage, the gd
reference i mage pixel groups corresponding to the acquired inage pixel
groups, wherein the relative |ocations of the selected acquired i mge pixel
groups ar EOMERsHNR @osiBonakesiztionshipy o Jelertinedhifie dnagaio hadpentified matshep énce

| MBYR:fleXBs infHgeUPS to evaluate the similarities between the acquired image
and the reference imge. 37. The inage anal yzer of claim 36, wherein the
sel ected reference i mage pixel groups correspond to the best matches for

the g@l eChadmagsihdiper i doRpPisiagxel groups. 38. The nmethod of claiml,
wherein the aggtﬂl re%éé gital |bmage corresponds to a patch of skin. 39. The

met hod of ae|'r5ﬁ>ffﬁ0§6?0nm%wr§\aﬂ%iaata@fﬂ#"@fi iBagRiaFiAo adisplits ekacdiifedi ng t he

acquimRfd pikél@ﬂﬁtp@hd@,%hfy%cﬁé%eﬁ%ﬁh&rh@n Eghenance i mage pixel groups into n x
n grids, for a block acquired inmage grid finding a best-fit block

inther eﬁ@ffé&ﬁ*é@ﬁ%e}ed @ﬁiha IntgiirLed Sect pRaSFIPORTIgHIEE 1P camtRae lrcetianeShol d
nunbediegibd BtQStes nﬂégé ﬁﬂei%%ﬁﬂsrvﬁﬂll ﬂw@?c%ta&{s' & sbir¥gd l?éfélteni‘.é ﬁné@%t;ﬂb? 8rdups t he

reference image grid . A'nmethod conprising: 1dentifying a Rlurallty of
acquirPes VGF%@@%WS? fg@ é@isgteag%@na% BRAYR; RiXe! QWUPﬁﬁ@féeS@Pﬂ@Rg I the geqdiedi ng a
ref ern%%qmélrg&@p@lmre;aruw.@énb@iocbﬁor% &@ﬁé séi@té“dbd‘qgrre@maa@%qwéi @féub%&e

pi xel group referencing any known features of the skin,
r epemmwg'e@ Itﬂsthgé?'étt\ﬁ Ingptiops pf g seigetedafgtence ifeageoiixe! GEES &%\@lu%ﬁ@ p. xel

gr ougiilgifleRnBhididné BEqRRIhbgNahd el rafelRs fthaycbet ween the reference i mage
pi xel group and one of its neighbors, and the positional relationship

bet ween the acquired i mage pi xel group and one of its neighbors; and 34 _
5 OGF7.2006he ﬁmgeeynbrygertdmdnﬁ%et \hrﬁé}%in th€ 5AE&eA AdtérdRcd i?na%@tp%(em;t%ﬁpéf the

image to be identified matches a reference imge. nmet hod of anal yzi ng
an i SREEREPeRMornG Prg.malelnsi ey the S&'@ieﬂﬁcq%'[ﬁdf'@éée BP‘@'&S"@‘FPSa surface | ocation
of an image of a person to be analyzed; retrieving a second surface area
of the sane surface |ocation of a reference inmage; identify a first
grouiP-of psBrbod of dlaimy 1 rwhageindig petdred digial I@@Q%@@rr%@oad%f@m%w@hw- of
pi xel s from said second surface area that is a best match for said first

i xel s; repeating the above steps for at |east one nore group of

f
glr gg:%) ° 'Pgeamathpp 0k ¢laigh 6. eeein saidrstapcd comparig comprises dividing the acquired

image pixel groups and the reference image pixel groups into n x n grids, for a block in the
acquired image grid finding a best-fit block in the reference image grid, and determining a match
when a threshold number of blocks of the acquired image grid have best-fit matches in the
reference image grid.

40. A method comprising:
identifying a plurality of acquired image pixel groups associated with an image of skin;
selecting a reference image pixel group that is a best match for an acquired image pixel group,
without referencing any known features of the skin, and repeating the selecting step for at least

- one more reference image pixel group;
determining the positional relationship between the reference image pixel group and one of its
neighbors, and the positional relationship between the acquired image pixel group and one of its
neighbors; and | |




conparing the relative |ocations of said pixel groups in said first and

second surface areas; determ ning aéﬁrobability that the reIatLy% 0CT 2008

| ocations occurred randonly; and cal ctil ating a score representing a

l'i kel i hood that said first and second surface areas are fromthe sane

persqon. 42. A nethod anal yzing an inmage, the nmethod conprising: identifying

5 pl GPEPRTe e Rastiana'selalinshis i delerife I s M908 o be GianiTed matages 2

I dentdférehbgintagel urality of reference inmage pixel groups in a reference

i mge; finding a best match between an acquired i nage pixel group and a

reference 1 mage pi xel group; finding a best match between a nei ghbor of

the agqui pafetho@BFarRiyLRlg L ifidhe ab@ ﬁsirﬁ%ference i mage pixel group; and

conmparing th osj tional relationsﬁlp etween the acquired i mage pi xel

gr ouﬁccﬁ‘ﬂﬁ‘q q gfﬁﬁ%if&ﬁﬁ@ﬁ% a YUHECH PSRN 2N IPageef pRIsR b ansbReEhe best

Mat CRtiiedirRy @ 86dnt BBgEceParsg bf He@ERS suffdee DcARNYPE rébrdnds fhadeyi Ng an acqui red
e net hod conprising: identifying a plurality of acquired inage

i mage, th { ng: 1 (

pi xeldegifying& f?ﬁ?ﬁé‘&‘fpa?fé’é?‘e\ﬁ 'f'ﬁaldHEStéé'acﬂ‘fer%fBaii mage; identifying a plurality
of 1 edigdtRgCrsdcHRdroRp e bixels HeRPsa$ SQBha sBfac 4rba that B EIRNAALINTBOSId firki ndi ng
a best match for an acquired inmage pixel group in the reference inmage pixel
gr ouSUPWf PRBSt ref erenci ng any known features of the acquired i mage;

f i ndighgatindras tabowd stbpd RF aflefigtionB Afre Qfoubl pREM U 04 fifshBEEsdoN8 lsu@sRUp 1N
the reference image pixel groups w thout referencing any known features of
the #HE@%ired i nage; and 35 5 OCT 2Q06 conparing the position of the

ac quidneshringaee rapitve locafiensoflsaidt ghe! @ﬂﬁf?& ':rﬁé,eaidr)igrfsie é]@néggb@]ngg?cg{a;ég&,egr gﬁguit L g?

i mag i xel group, .and the position o _

i's t%égrﬂﬂ@'ﬂggﬁé%mwtﬂ?h@eé giierleeplicRRgerysed 6and9PBEA o the position of the
r ef edeRdifingERgRrPiepRsebilin @ IiNdIRdod that danenibesid sBbEdsrRce bRseh 6Bk Of the
acquired i nage pixel group, to determne if the acquired inage nmatches a

ref FEMCB® PRge. 44. An image anal yzer, conprising: an interface configured
to provide an acquired imge including a plurality of acquired i nmage pixel
groups identifyjn atches of human skin, and a processor coupled to the

i nt € Wﬁ#ﬁ%%&&g’g&n IGEe e MEPdFLoamisiage | ocations of acquired inage

Pi X eillergiifyibipa phirdllty bieeqLipedimaR DIl %ﬁﬁbﬁﬁ‘nté?ibd Qir&d idge; | mage pi xel groups
froma refer epcq. |{Ta%§, wherein the selected reference inmage pixel groups
cor rdayitRe e plualifee i e 'W‘@‘Flp'_é(ﬁ‘ graigsup F‘éﬁfefer?ﬁﬁéni‘ﬂe_xel group and a
nei ginamiy Dbest rtat@ckitve@tan sRAMePini8de BX& YPoupitd aveRiréide ifnBge pixecgbimns of
the acquired,i é]ne e%xel ﬂr,ng art]ﬂ] Its nec!_ hbor are cor‘rﬁar ed to the
| ocaﬂnld@\"?sa %qstp%z between a neighbor of the acquired image pixel group and a reference

image pixel group; and

comparing the positional relationship between the acquired image pixel group and its neighbor to

the positional relationship between the best match reference image pixel groups.

43. A method of identifying an acquired image, the method comprising:
" identifying a plurality of acquired image pixel groups associated with the acquired image;
identifying a plurality of reference image pixel groups associated with a reference image;
finding a best match for an acquired image pixel group in the reference image pixel groups
- without referencing any known features of the acquired image;
finding a best match for a neighbor of the acquired image pixel group in the reference image pixel
groups without referencing any known features of the acquired image; and




best match reference image pi xel groups to evaluate the simlarities
bet ween the acquired inage and the rs%ference I mage. =5 0CT 2008

comparing the position of the acquired image pixel group to the position of the neighbor of the
acquired image pixel group, and the position of the reference image pixel group that is the best
match for the acquired image pixel group to the position of the reference image pixel group that is
the best match for the neighbor of the acquired image pixel group, to determine if the acquired

image matches a reference image.

44, An image analyzer, comprising:

“an interface configured to provide an acquired image including a plurality of acquired image pixel
groups identifying patches of human skin; and
a processor coupled to the interface, the processor configured to compare locations of acquired
image pixel groups with the locations of selected reference image pixel groups from a reference
image, wherein the selected reference image pixel groups correspond to a best match with an
acquired image pixel group and a neighbor of the acquired image pixel group, and wherein the
locations of the acquired image pixel group and its neighbor are compared to the locations of the
best match reference image pixel groups to evaluate the similarities between the acquired image

and the reference image.




