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IDENTIFICATION METHOD AND APPARATUS 

 

 

TECHNICAL FIELD 

[0001] The present application relates to the technical field of information 5 

processing, and in particular relates to an identification method and apparatus, a 

computing device, and a storage medium.   

 

BACKGROUND 

[0002] To prevent and control theft risks, financial applications may 10 

output a certain identification method targeted at some users in some scenarios to 

verify the real identities of the users and reduce the risk of user accounts being 

stolen. 

[0003] In current technologies, the identification method is generally a 

single and fixed method.  This identification method has two disadvantages: one 15 

is that a single identification method may have a risk of failing due to malicious 

attacks; the other is that a single identification method may not be applicable to 

low-risk users.  For example, a user may prefer to employ face recognition as the 

identification method; if a dynamic questionnaire based on the user's memory is 

pushed for identification, then an identification of the user may fail, thus affecting 20 

user experience.      

 

SUMMARY 

[0004] In view of this, one or more embodiments of the present 

application provide an identification method and apparatus, a computing device, 25 

and a storage medium to solve the technical defects existing in current 

technologies. 

[0005] One embodiment of the present application discloses an 

identification method.  The identification method includes: 

[0006] obtaining attribute features of a user; 30 
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[0007] inputting the attribute features of the user into a trained 

identification security model, and obtaining first identification products 

corresponding to the attribute features of the user and first identification success 

rates of the first identification products according to output results; 

[0008] generating first identification product combinations by any two of 5 

the first identification products, computing second identification success rates of 

the first identification product combinations according to the first identification 

success rates of the first identification products, and obtaining, in the first 

identification product combinations, second identification products in which the 

second identification success rates are greater than a first threshold; 10 

[0009] inputting the second identification products and the attribute 

features of the user into a trained identification applicability model to obtain third 

identification success rates of the second identification products; 

[0010] performing computation to obtain fourth identification success 

rates of the second identification product combinations according to the third 15 

identification success rates of the second identification products; 

[0011] outputting second identification product combinations having a 

fourth identification success rate greater than a second threshold. 

[0012] One embodiment of the present application discloses a method for 

generating an identification security model.  The method includes: 20 

[0013] obtaining identification security samples and first labels, the 

identification security samples including historical breakthrough events, 

identification products corresponding to the historical breakthrough events and 

historical attribute features of a user, the first labels indicating whether 

identification performed by using the identification products corresponding to the 25 

historical breakthrough events is successful or not; 

[0014] establishing an identification security model, and inputting the 

identification security samples and the first labels into the identification security 

model to perform training; and 

[0015] storing the identification security model. 30 
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[0016] One embodiment of the present application discloses a method for 

generating an identification applicability model.  The method includes: 

[0017] obtaining identification applicability samples and second labels, 

the identification applicability samples including historical non-breakthrough 

events, identification products corresponding to the historical non-breakthrough 5 

events and historical attribute features of a user, the second labels indicating 

whether identification performed by using the identification products 

corresponding to the historical non-breakthrough events is successful or not; 

[0018] establishing an identification applicability model, and inputting the 

identification applicability samples and the second labels into the identification 10 

applicability model to perform training; and 

[0019] storing the identification applicability model. 

[0020] One embodiment of the present application discloses an 

identification apparatus.  The apparatus includes: 

[0021] an attribute feature obtaining module, configured to obtain attribute 15 

features of a user; 

[0022] a first identification security processing module, configured to 

input the attribute features of the user into a trained identification security model, 

and obtain, according to output results, first identification products corresponding 

to the attribute features of the user and first identification success rates of the first 20 

identification products; 

[0023] a second identification security processing module, configured to 

generate first identification product combinations by any two of the first 

identification products, compute second identification success rates of the first 

identification product combinations according to the first identification success 25 

rates of the first identification products, and obtain, in the first identification 

product combinations, second identification products having a second 

identification success rate greater than a first threshold; 

[0024] a first identification applicability processing module, configured to 

input the second identification products and the attribute features of the user into a 30 
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trained identification applicability model to obtain third identification success 

rates of the second identification products; 

[0025] a second identification applicability processing module, configured 

to perform computation to obtain fourth identification success rates of second 

identification product combinations according to the third identification success 5 

rates of the second identification products, and output second identification 

product combinations having a fourth identification success rate greater than a 

second threshold. 

[0026] One embodiment of the present application discloses an apparatus 

for generating an identification security model.  The apparatus includes: 10 

[0027] a first obtaining module, configured to obtain identification 

security samples and first labels, the identification security samples including 

historical breakthrough events, identification products corresponding to the 

historical breakthrough events and historical attribute features of a user, the first 

labels indicating whether identification performed by using the identification 15 

products corresponding to the historical breakthrough events is successful or not; 

[0028] a first training module, configured to establish an identification 

security model, and input the identification security samples and the first labels 

into the identification security model to perform training; and 

[0029] a first storage module, configured to store the identification 20 

security model. 

[0030] One embodiment of the present application discloses an apparatus 

for generating an identification applicability model.  The apparatus includes: 

[0031] a second obtaining module, configured to obtain identification 

applicability samples and second labels, the identification applicability samples 25 

including historical non-breakthrough events, identification products 

corresponding to the historical non-breakthrough events and historical attribute 

features of a user, the second labels indicating whether identification performed 

by using the identification products corresponding to the historical non-

breakthrough events is successful or not; 30 
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[0032] a second training module, configured to establish an identification 

applicability model, and input the identification applicability samples and the 

second labels into the identification applicability model to perform training; and 

[0033] a second storage module, configured to store the identification 

applicability model. 5 

[0034] One embodiment of the present application discloses a computing 

device, including a memory, a processor, and computer instructions that are stored 

on the memory and that can be executed by the processor; the processor, when 

executing the instructions, implements the steps of the identification method, or 

the method for generating the identification security model, or of the method for 10 

generating the identification applicability model. 

[0035] One embodiment of the present application discloses a computer-

readable storage medium on which computer instructions are stored; the 

instructions are executed by a processor to implement the steps of the 

identification method, or the method for generating the identification security 15 

model, or of the method for generating the identification applicability model. 

[0036] In the identification method and apparatus, computing device, and 

storage medium provided by the present application, after the attribute features of 

the user are obtained, the features are sequentially input into a trained 

identification security model and identification applicability model, and finally 20 

second identification product combinations, which are generated by any two of 

the second identification product and have a fourth identification success rate 

greater than the second threshold, are output, thus improving security and 

improving user experience. 

 25 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0037] FIG. 1 is a structural schematic diagram of a computing device 

according to one or more embodiments of the present application. 

[0038] FIG. 2 is a flowchart of an identification method according to one 

or more embodiments of the present application. 30 
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[0039] FIG. 3 is a flowchart of an identification method according to one 

or more embodiments of the present application. 

[0040] FIG. 4a is a flowchart of an identification method according to one 

or more embodiments of the present application. 

[0041] FIG. 4b is a result presentation diagram of identification success 5 

rates of identification methods according to one or more embodiments of the 

present application. 

[0042] FIG. 5 is a flowchart of a method for generating an identification 

security model according to one or more embodiments of the present application. 

[0043] FIG. 6 is a flowchart of a method for generating an identification 10 

applicability model according to one or more embodiments of the present 

application. 

[0044] FIG. 7 is a structural schematic diagram of an identification 

apparatus according to one or more embodiments of the present application. 

[0045] FIG. 8 is a structural schematic diagram of an apparatus for 15 

generating an identification security model according to one or more 

embodiments of the present application. 

[0046] FIG. 9 is a structural schematic diagram of an apparatus for 

generating an identification applicability model according to one or more 

embodiments of the present application. 20 

 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

[0047] Many specific details will be described below in the following 

description to facilitate a full understanding of the present application.  However, 

the present application can be implemented in many other modes different from 25 

those described herein, and those skilled in the art can make similar promotion 

without departing from the connotation of the present application.  Therefore, the 

present application is not limited by the specific implementation disclosed below. 

[0048] The terms used in one or more embodiments of the present 

application are for the purpose of describing specific embodiments only, and are 30 
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not intended to limit one or more embodiments of the present application.  The 

singular forms of “a,” “the,” and “said” used in one or more embodiments of the 

present application and the appended claims are also intended to include the plural 

forms, unless the context clearly indicates other meanings.  It should also be 

understood that the term “and/or” as used in one or more embodiments of the 5 

present application refers to and includes any or all possible combinations of one 

or more associated listed items. 

[0049] It should be understood that although the terms first, second, and 

the like may be used to describe different information in one or more 

embodiments of the present application, such information should not be limited to 10 

these terms.  These terms are only used to distinguish the same type of 

information from each other.  For example, without departing from the scope of 

one or more embodiments of the present application, “first” may also be referred 

to as “second,” and similarly, “second” may be referred to as “first.”  Depending 

on the context, the word “if” as used here may be interpreted as “when...,” 15 

“while...,” or “in response to determining.” 

[0050] First, the terminology involved in one or more embodiments of the 

present application is explained. 

[0051] Identification: i.e., a shortened term for identity verification, which 

is performed when a user uses an application in order to guarantee the security of 20 

a user account.  For example, in financial applications, in order to prevent the risk 

of theft, identification is performed when a user logs in or pays. 

[0052] Identification product: products used for identification.  For 

example, identification products based on information include privacy questions, 

reserved information, etc.; identification products based on public key 25 

infrastructure (PKI) technology include payment shield, digital certificate, etc.; 

identification products based on one-time password (OTP) technology include 

mobile phone Baoling, one-key confirmation, dynamic short message verification 

code, etc.; identification products based on biological features include 

fingerprints, etc.; identification products based on behavioral features include 30 
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handwriting, etc. 

[0053] Markov Chain Monte Carlo (MCMC): a Monte Carlo model 

simulated by a computer under the framework of Bayesian theory.  The algorithm 

of the model is to introduce the Markov process into Monte Carlo simulation to 

realize the dynamic simulation of sampling distribution changing with the 5 

simulation, which makes up for the defect that the traditional Monte Carlo 

integration can only simulate statically. 

[0054] Random Decision Forests: in machine leaning, Random Decision 

Forest is classifier including a plurality of classification trees.  The classification 

trees are combined into random forests, that is, the use of variables (columns) and 10 

data (rows) is randomized to generate many classification trees, and then the 

results of classification trees are summarized. 

[0055] Breakthrough events: events that should be intercepted but are not 

intercepted, such as theft events. 

[0056] The present application provides an identification method and 15 

apparatus, a computing device, and a computer-readable storage medium, which 

will be described below in detail one by one. 

[0057] FIG. 1 is a structural diagram of a computing device according to 

one embodiment of the present application.  The components of computing device 

100 include, but are not limited to, a memory 110 and a processor 120.  Processor 20 

120 is connected with memory 110 through a bus 130, a database 150 is used to 

store data, and a network 160 is used to receive the data stored in database 150. 

[0058] Computing device 100 may further include an access device 140 

which enables computing device 100 to communicate via one or more networks 

160.  Examples of these networks include a public switched telephone network 25 

(PSTN), a local area network (LAN), a wide area network (WAN), a personal 

area network (PAN), or a combination of communication networks such as the 

Internet.  Access device 140 may include one or more of any type of network 

interface (for example, a network interface card (NIC)), such as an IEEE802.11 

wireless local area network (WLAN) wireless interface, a worldwide 30 
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interoperability for microwave access (Wi-MAX) interface, an Ethernet interface, 

a universal serial bus (USB) interface, a cellular network interface, a Bluetooth 

interface, a near field communication (NFC) interface, etc. 

[0059] In one embodiment of the present application, the above mentioned 

and other components not illustrated in FIG. 1 of computing device 100 may also 5 

be connected to each other, for example, through a bus.  It should be understood 

that the structural diagram of the computing device illustrated in FIG. 1 is for the 

purpose of example only, and not for the purpose of limiting the scope of the 

present application.  Those skilled in the art may add or replace other components 

as required. 10 

[0060] Computing device 100 may be any type of stationary or mobile 

computing device, including a mobile computer or mobile computing device (for 

example, a tablet computer, a personal digital assistant, a laptop computer, a 

notebook computer, a net-book, etc.), a mobile phone (for example, a smart 

phone), a wearable computing device (for example, a smartwatch, smartglasses, 15 

etc.), or other types of mobile devices, or stationary computing devices such as a 

desktop computer or PC.  Computing device 100 may also be a mobile or 

stationary server. 

[0061] Processor 120 can execute the steps in the method illustrated in 

FIG. 2.  FIG. 2 illustrates a schematic flowchart of an identification method 20 

according to one or more embodiments of the present application, which includes 

step 202 to step 212: 

[0062] 202, obtaining attribute features of a user. 

[0063] Specifically, the attribute features of the user may include a variety 

of features, for example, user information, including gender, age, city, registration 25 

duration, card binding, grade, etc.; user level, including education level, 

occupation, wealth, credit, consumption, real estate, vehicles, etc.; user behavior, 

including historical identification, purchase behavior, security awareness, etc.; 

user preference, including network preference, wireless preference, etc; user 

equipment, including brand, contact list, version information, system, etc.; user 30 
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scenario, including home, public places, company, hotel, taxi, code scanning, 

transfer, etc. 

[0064] 204, inputting the attribute features of the user into a trained 

identification security model, and obtaining, according to output results, first 

identification products corresponding to the attribute features of the user and first 5 

identification success rates of the first identification products. 

[0065] Training samples used in the training of the identification security 

model are all historical breakthrough events.  Therefore, the essence of inputting 

the attribute features of the user into the identification security model is to assume 

that the user's operation event is a breakthrough event, and then obtain the first 10 

identification success rates of the first identification products corresponding to the 

user, so as to determine identification products applicable to the user. 

[0066] Specifically, referring to FIG. 3, step 204 includes the following 

steps: 

[0067] 2042, inputting the attribute features of the user into the trained 15 

identification security model to obtain fifth identification success rates of the first 

identification products corresponding to the attribute features of the user. 

[0068] 2044, statistically computing sixth identification success rates of 

the first identification products corresponding to the attribute features of the user 

within a target time period. 20 

[0069] Specifically, statistically computing the sixth identification success 

rates of the first identification products corresponding to the attribute features of 

the user within the target time period in step 2044 includes: 

[0070] dividing risks within the target time period into risk groups; 

[0071] statistically computing an identification success rate of each risk 25 

group corresponding to the first identification products, and weighing the 

identification success rate of each risk group to obtain the six identification 

success rates of the first identification products. 

[0072] The target time period may be set according to the demand.  For 

example, the target time period is set as the latest ten days. 30 
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[0073] The fifth identification success rates are different from the sixth 

identification success rates.  The fifth identification success rates represent the 

long-term risks of the first identification products, and the sixth identification 

success rates represent the short-term risks of the first identification products.  

The reason for setting the fifth identification success rates and the sixth 5 

identification success rates is that it is difficult for the existing data system to 

cover all the events, for example, the scenario that the user communicates with 

the dark industry person offline and is deeply cheated, and the user actively 

divulges information. By statically computing the fifth identification success rates 

and the sixth identification success rates, the performance of the identification 10 

security model is improved. 

[0074] The sixth identification success rates of the first identification 

products are obtained statistically.  When the sixth identification success rates of 

the first identification products are statistically computed, the risks corresponding 

to the sixth identification success rates need to be designed according to the 15 

factors that are easily broken through of different first identification products, and 

the sixth identification success rates are computed according to risk scores.  Table 

1 lists breakthrough factors of several different first identification products, and 

Table 2 lists risk statistics designed according to the breakthrough factors of 

different first identification products.  In Table 2, risks are classified according to 20 

behavior, equipment, environment, user, and transaction, and then a risk score 

corresponding to each first identification product is statistically computed, and 

then the sixth identification success rates of the first identification products are 

statistically computed. 

 25 
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Table 1 

First identification product Breakthrough factors 

KBA 1) Semi-dynamic information; output information cannot 

be easily transmitted; and does not easily occur in a 

telecommunication fraud scenario; 

2) Under the situation of serious information leakage, 

account stealing and emptying situations will be serious; 

Code scanning authentication 1) Semi-dynamic information; and account stealing cases 

do not easily occur, and the occurred cases are changes of 

bound mobile phones at an early stage; 

2) Not enough attention is paid to code scanning and a 

fraud easily occurs; 

Security questions 1) Static information; and account emptying cases easily 

occur; 

2) Have excellent effects in preventing telecommunication 

fraud caused by mobile phone loss; 

Account phone authentication 1) Account emptying cases mainly include changes of 

bound mobile phones at an early stage; 

2) Not enough attention is paid to phone calls and lots of 

fraud cases; 

Bound mobile phone 1) Mobile phone Trojans exist, and cases mainly include 

account emptying and changes of bound mobile phones. 

2) It adopts dynamic information, and the number of social 

work and fishing cases is relatively not high. 

3) Increased attention is paid to short messages at present 

and the breakthrough rate decreases. 

Credible mobile phone It is similar to bound mobile phone. 

Face 1) The security level is high but the experience is not 

good. 

2) It adopts static information that can be easily obtained 

and simulated by advanced thief. 

3) Fraud cases possibly happen. 
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Table 2 

 Behavior Equipment Environment User Transaction 

Risk Whether was 

SMS/phone 

number 

divulged 

recently? 

Umid/Apdid 

associated 

authentication 

mode 

The city of 

code scanning 

authentication 

is different 

from the city 

of payment. 

Whether did 

card binding 

happen 

recently by 

using the same 

certificate? 

Operation 

channel 

Whether was 

the password 

divulged 

recently? 

Number of 

accounts 

adopting 

Umid/Apdid 

associated 

identical 

authentication 

mode 

IP associated 

authentication 

pass mode 

Number of 

associated 

accounts 

Scenario 

Whether were 

the security 

questions 

divulged 

recently? 

Number of 

users who 

pass/do not 

pass 

Umid/Apdid 

associated 

identical 

authentication 

mode 

Number of 

accounts 

adopting IP 

associated 

identical 

authentication 

mode 

Whether is 

non-jailbroken 

IOS equipment 

used stably? 

Type of 

identification 

mode 

(dynamic, 

static, semi-

dynamic) 

Whether was 

certificate 

information 

divulged 

recently? 

Success rate of 

Umid/Apdid 

associated 

identical 

authentication 

mode 

Number of 

users who 

pass/do not 

pass IP 

associated 

identical 

authentication 

mode 

Whether is non 

PC equipment 

used stably? 

Similarity of 

identification 

modes 

Whether was 

express card 

information 

divulged 

recently? 

 Success rate of 

IP associated 

identical 

authentication 

mode 

Age Number of 

authentication 

mode 

breakthrough 

cases 
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Whether was 

there a KBA 

pass record? 

 Different 

provinces 

Gender Risk type 

Whether was 

there a query 

transaction 

record 

recently? 

  Account 

activity level 

 

Whether was 

account 

homepage/fort

une page 

information 

browsed 

recently? 

    

List of 

information 

about no pass 

of past 

authentication 

    

 

 

[0075] 2046, compare the fifth identification success rates of the first 

identification products with the sixth identification success rates, and use the 

greater of the two rates as the first identification success rates of the first 5 

identification products. 

[0076] For example, in a specific implementation solution, by computing 

the fifth identification success rate and the sixth identification success rate, the 

fifth identification success rate of one first identification product is 0.8 and the 

sixth identification success rate is 0.9.  Thus, the sixth identification success rate 10 

is larger than the fifth identification success rate.  The sixth identification success 

rate 0.9 of the first identification product is regarded as the first identification 

success rate of the first identification product for subsequent computation, thus 

avoiding recent great batch risks. 

[0077] 206, use any two of the first identification products to generate first 15 

identification product combinations, and compute second identification success 
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rates of the first identification product combinations according to the first 

identification success rates of the first identification products, and then the first 

identification product combinations having a identification success rate greater 

than a first threshold are regarded as second identification product combinations 

to obtain second identification products in the second identification product 5 

combinations. 

[0078] It should be noted that second identification product combinations 

are subsets of the first identification product combinations.  Ideally, the first 

identification product combinations are identical to the second identification 

product combinations.  The second identification products are subsets of the first 10 

identification products.  Ideally, the number of the first identification products is 

the same as the number of the second identification products. 

[0079] Specifically, the second identification success rates of the first 

identification product combinations are computed through the following formula: 

P(A+B)=1-(1-P(A))*(1-P(B)) 15 

[0080] where P(A+B) is the second identification success rate of a first 

identification product combination; and 

[0081] P(A) and P(B) are respectively the first identification success rates 

of first identification products A and B. 

[0082] In this step, the first identification product combinations having a 20 

second identification success rate greater than a first threshold are output as 

second identification product combinations, thus improving the security of 

identification compared with the technical solution of outputting a single first 

identification product. 

[0083] In this step, the first threshold may be set according to the practical 25 

need.  For example, the first threshold is set to 0.8.  The first identification 

products in the first identification product combinations having a second 

identification success rate greater than 0.8 are regarded as the second 

identification products. 

 30 
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[0084] Optionally, after obtaining the second identification products in the 

second identification product combinations, the method further includes: 

[0085] filtering the obtained second identification products according to a 

preset security control policy, and inputting the filtered second identification 

products into a trained identification applicability model. 5 

[0086] The security control policy is preset to filter out second 

identification products that do not match the user. 

[0087] For example, if a mobile device of the user is old and there is no 

front camera, then the identification product of face verification is not applicable 

to the user. 10 

[0088] 208, input the second identification products and the attribute 

features of the user into the trained identification applicability model to obtain 

third identification success rates of the second identification products. 

[0089] In the present embodiment, by inputting the second identification 

products into the identification applicability model, whether the second 15 

identification products are applicable to the user can be determined. 

[0090] In this step, the identification applicability model may be various 

models, such as a random forest algorithm model, then the scores of F1 Score, KS 

and AUC are obtained, and then the third identification success rates of the 

second identification products in the second identification product combinations 20 

are obtained. 

[0091] 210, obtaining fourth identification success rates of the second 

identification product combinations by performing computation according to the 

third identification success rates of the second identification products. 

[0092] In this step, after the third identification success rates of the second 25 

identification products are obtained, the fourth identification success rates of the 

second identification product combinations are computed through a formula. 

[0093] Specifically, the fourth identification success rates of the second 

identification product combinations are computed through the following formula: 

P(C+D)=1-(1-P(C))*(1-P(D)) 30 
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[0094] where P(C+D) is the fourth identification success rate of a second 

identification product combination; and 

[0095] P(C) and P(D) are respectively the third identification success rates 

of the second identification products. 

[0096] 212, outputting second identification product combinations having 5 

a fourth identification success rate greater than a second threshold. 

[0097] In this step, the second threshold may be set according to the 

practical need.  For example, the second threshold is set to 0.9, and then the 

second identification product combinations having a fourth identification success 

rate greater than 0.9 are output. 10 

[0098] For example, assuming that the second identification products 

include face verification and short message verification, the third identification 

success rate of face verification is 0.6 and the third identification success rate of 

short message verification is 0.8, it can be computed that the fourth identification 

success rate of the second identification product combination of face verification 15 

+ short message verification is 0.92.  Thus, the second identification product 

combination of face verification + short message verification is output. 

[0099] In the identification method provided by the present application, 

after the attribute features of the user are obtained, the features are sequentially 

input into the trained identification security model and identification applicability 20 

model, and finally second identification product combinations having a fourth 

identification success rate greater than the second threshold and generated by any 

two of the second identification products are output, thus improving security and 

improving user experience. 

[00100] In addition, by using the identification security model, assuming 25 

that the event of the user is a secure event, the first identification success rates of 

the first identification products corresponding to the user are obtained, thus 

obtaining the first identification products and first identification product 

combinations that are applicable to the user and have higher identification 

security. 30 
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[00101] By using the identification applicability model, assuming that the 

event of the user is a non-secure event, the third identification success rates of the 

second identification products corresponding to the user are obtained, thus 

obtaining the second identification products and second identification product 

combinations that are applicable to the user and have higher identification 5 

applicability. 

[00102] In order to facilitate the understanding of the technical solution 

recorded herein, a specific example is given below.  Refer to FIG. 4a and FIG. 4b.  

FIG. 4b illustrates a result presentation diagram of identification success rates 

obtained using the identification method according to the present application. 10 

[00103] Referring to FIG. 4a, the identification method according to the 

present embodiment includes the following steps: 

[00104] 402, setting a security control policy. 

[00105] 404, obtaining attribute features of a user. 

[00106] 406, obtaining first identification success rates of first 15 

identification products through an identification security model. 

[00107] In the present embodiment, the first identification products 

corresponding to the user include face, short message, knowledge-based 

authentication (KBA), and security. 

[00108] Referring to FIG. 4b, after computation, it is obtained that the first 20 

identification success rate of face is 0.7, the first identification success rate of 

short message is 0.6, the first identification success rate of KBA is 0.5, and the 

first identification success rate of security is 0.4. 

[00109] 408, computing second identification success rates of first 

identification product combinations. 25 

[00110] Referring to the above embodiment, the second identification 

success rates of the first identification product combinations are computed 

according to the first identification success rates of the first identification 

products. 

 30 
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[00111] Referring to FIG. 4b, after computation, it is obtained that the 

second identification success rate of face + short message is 0.88, the second 

identification success rate of KBA + security is 0.7, the second identification 

success rate of short message + security is 0.76, and the second identification 

success rate of KBA + short message is 0.8. 5 

[00112] 410, using first identification product combinations having a 

second identification success rate greater than a first threshold as second 

identification product combinations to obtain second identification products in the 

second identification product combinations. 

[00113] In the present embodiment, the first threshold is selected to be 10 

0.7, and the first identification product combinations having a second 

identification success rate greater than 0.7 are used as the second identification 

product combinations to obtain the second identification products in the second 

identification product combinations. 

[00114] According to the above results, the second identification product 15 

combinations include face + short message, short message + security, and KBA + 

short message.  The second identification products include face, short message, 

KBA, and security. 

[00115] 412, obtaining third identification success rates of the second 

identification products through an identification applicability model. 20 

[00116] The second identification products obtained in step 410 need to be 

filtered by the security control policy in step 402, and then the second 

identification products to-be-input into the identification applicability model are 

obtained. 

[00117] Referring to FIG. 4b, after computation, it is obtained that the 25 

third identification success rate of face is 0.5, the third identification success rate 

of short message is 0.5, the third identification success rate of KBA is 0.6, and the 

third identification success rate of security is 0.7. 

[00118] 414, computing fourth identification success rates of the second 

identification product combinations, and outputting second identification product 30 
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combinations having a fourth identification success rate greater than a second 

threshold. 

[00119] Referring to FIG. 4b, according to the third identification success 

rates of the second identification products, it is computed that the fourth 

identification success rate of face + short message is 0.75, the fourth identification 5 

success rate of short message + security is 0.85, and the fourth identification 

success rate of KBA + short message is 0.8. 

[00120] In the present embodiment, the second threshold is selected to be 

0.75.  The second identification product combinations having a fourth 

identification success rate greater than 0.75, which include the combination of 10 

short message + security and the combination of KBA + short message, are output 

for selection by the user. 

[00121] If the user selects the second identification product combination 

of short message + security, the second identification product combination of 

short message + security will be loaded for identification in the process that the 15 

user uses the application. 

[00122] One embodiment of the present application further discloses an 

apparatus for generating an identification security model.  Referring to FIG. 5, the 

apparatus includes: 

[00123] 502, obtaining identification security samples and first labels, the 20 

identification security samples include historical breakthrough events, 

identification products corresponding to the historical breakthrough events, and 

historical attribute features of a user, and the first labels indicating whether 

identification performed by using the identification products corresponding to the 

historical breakthrough events is successful or not. 25 

[00124] It can be seen from this step that the samples of the identification 

security model include black samples, that is, historical breakthrough events in 

which identification passes; and white samples, that is, historical breakthrough 

events in which identification does not pass. 

 30 
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[00125] 504, establishing an identification security model, and inputting 

the identification security samples and the first labels are input into the 

identification security model to perform training. 

[00126] 506, storing the identification security model. 

[00127] In practice, the measurement of the security of a single 5 

identification product needs to solve the problem of the sample size being small: 

one problem is that the number of both black and white samples is too small to 

support the use of the conventional machine learning model method; the other 

problem is that the number of black samples is too small such that the data 

magnitude cannot support the use of the conventional machine learning model 10 

method.  In the present embodiment, a Markov Chain Monte Carlo (MCMC) 

model is used as the security model to solve the problem of the sample size being 

small.  The specific processing process is as follows: 

[00128] 1) Analyzing existing identification security samples to obtain 

sample distribution. 15 

[00129] It is assumed that the five parameters (the regression coefficients) 

are independent from one another and comply with prior normal distribution with 

an average of 0 and a standard deviation of X. 

[00130] 2) Defining the nonstandard log posterior distribution probability 

density (i.e., a prior function is multiplied by a likelihood function). 20 

[00131] 3) Generating random data to simulate posterior distribution of an 

identification security model. 

[00132] In other words, the samples of the MCMC model need to be 

obtained by sampling the posterior distribution. 

[00133] 4) Adjusting a scale parameter of the proposal (i.e., a variance of 25 

a random walk MH algorithm) to obtain a more reasonable acceptance 

probability. 

[00134] The scale parameter is changed, the larger the parameter value is, 

the more obvious is the state transition of the Markov chain (the sample 

autocorrelation is weakened), but the lower the acceptance probability is at the 30 



22 

 

same time, so this is a choice that needs to take both into account. 

[00135] 5) Finding a scale value suitable for the acceptance probability, 

increasing the simulation times according to this parameter, and then observing 

whether the result converges.  When the result converges, the simulated samples 

are obtained. 5 

[00136] The data magnitude of the simulated samples is larger than the 

data magnitude of the initial identification security samples, thus meeting the 

needs of MCMC model training. 

[00137] 6) Performing training based on the simulated samples to obtain 

an initial identification security model. 10 

[00138] At a later stage, the identification security model is optimized 

according to continuously increasing samples after running online. 

[00139] Through the identification security model generated in the present 

embodiment, after a breakthrough event is known, the first identification products 

corresponding to the known breakthrough event and the first identification 15 

success rates of the first identification products may be input, so as to determine 

the identification products with higher identification security applicable to 

determining the breakthrough event. 

[00140] In addition, by using the identification security model, assuming 

that the user event is a secure event, the first identification success rates of the 20 

first identification products corresponding to the user can be obtained, thus 

obtaining the first identification products and first identification product 

combination with higher identification security applicable to the user. 

[00141] One embodiment of the present application further discloses a 

method for generating an identification applicability model.  Referring to FIG. 6, 25 

the method includes the following steps: 

[00142] 602, obtaining identification applicability samples and second 

labels, the identification applicability samples include historical non-breakthrough 

events, identification products corresponding to the historical non-breakthrough 

events, and historical attribute features of a user, and the second labels indicating 30 
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whether identification performed by using the identification products 

corresponding to the historical non-breakthrough events is successful or not. 

[00143] It can be seen from this step that the samples of the identification 

applicability model include black samples, that is, historical non-breakthrough 

events in which identification passes; and white samples, that is, historical non-5 

breakthrough events in which identification does not pass. 

[00144] 604, establishing an identification applicability model, and 

inputting the identification applicability samples and the second labels into the 

identification applicability model to perform training. 

[00145] 606, storing the identification applicability model. 10 

[00146] In the present embodiment, the generated identification 

applicability model may be used to determine whether the identification products 

corresponding to an input event match the historical attribute features of the user. 

[00147] In the present embodiment, the identification applicability model 

may be a random forest algorithm model. 15 

[00148] In machine learning, a random forest algorithm consists of many 

decision trees, because these decision trees are formed using a random method, so 

they are also called random decision trees.  The trees in the random forest 

algorithm model are not associated.  When test data enters the random forest 

algorithm model, it actually makes each decision tree to classify, and finally 20 

regard the classification with the most classification results among all the decision 

trees as the final result.  Therefore, the random forest algorithm model is a 

classifier including a plurality of decision trees, and the output classification is 

determined by the mode of the classifications output by individual trees.  The 

random forest algorithm model can process both measure with attributes which 25 

are discrete values, such as ID3 algorithm, and measure with attributes which are 

continuous values, such as C4.5 algorithm. 

[00149] A process of constructing the random forest algorithm model is as 

follows: 

 30 
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[00150] 1) If there are N samples, then there are N randomly selected 

samples that are put back (one sample is randomly selected at one time, and then 

return for continuous selection).  The selected N samples are used to train a 

decision tree as the samples at the root node of the decision tree. 

[00151] 2) If  each sample has M attributes, when each node of the 5 

decision tree needs to be split, m attributes are randomly selected from the M 

attributes, satisfying the condition m < < M.  Then a policy (such as information 

gain) is used to select one attribute from the m attributes as the splitting attribute 

of the node. 

[00152] 3) In the process of forming the decision tree, each node should 10 

be split according to step 2 (it is easy to understand that if the next attribute 

selected by this node is the one used just when the parent node is split, then the 

node has reached a leaf node and there is no need to continue splitting).  The 

operation continues until no further splitting can be realized.  It should be noted 

that there is no pruning in the entire process of forming the decision tree. 15 

[00153] 4) A large number of decision trees are established according to 

steps 1-3, thus forming a random forest model. 

[00154] In the present embodiment, the generated identification 

applicability model may be used to determine whether the identification products 

corresponding to an input event match the historical attribute features of the user. 20 

[00155] By using the identification applicability model, assuming that the 

user event is a non-secure event, the third identification success rates of the 

second identification products corresponding to the user are obtained, thus 

obtaining the second identification products and second identification product 

combination with higher identification applicability applicable to the user. 25 

[00156] One embodiment of the present application further provides an 

identification apparatus.  Referring to FIG. 7, the apparatus includes: 

[00157] an attribute feature obtaining module 702, configured to obtain 

attribute features of a user; 
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[00158] a first identification security processing module 704, configured 

to input the attribute features of the user into a trained identification security 

model, and obtain, according to output results, first identification products 

corresponding to the attribute features of the user and first identification success 

rates of the first identification products; 5 

[00159] a second identification security processing module 706, 

configured to generate first identification product combinations by any two of the 

first identification products, compute second identification success rates of the 

first identification product combinations according to the first identification 

success rates of the first identification products, and regard, as second 10 

identification product combinations, the first identification product combinations 

with a second identification success rate greater than a first threshold to obtain 

second identification products in the second identification product combinations; 

[00160] a first identification applicability processing module 708, 

configured to input the second identification products and the attribute features of 15 

the user into a trained identification applicability model to obtain third 

identification success rates of the second identification products; and 

[00161] a second identification applicability processing module 710, 

configured to perform computation to obtain fourth identification success rates of 

the second identification product combinations according to the third 20 

identification success rates of the second identification products, and output 

second identification product combinations with a fourth identification success 

rate greater than a second threshold. 

[00162] Optionally, the first identification security processing module 704 

includes: 25 

[00163] a fifth identification success rate obtaining module 7042, 

configured to input the attribute features of the user into the trained identification 

security model to obtain fifth identification success rates of the first identification 

products corresponding to the attribute features of the user; 
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[00164] a sixth identification success rate obtaining module 7044, 

configured to statistically compute sixth identification success rates of the first 

identification products corresponding to the attribute features of the user within a 

target time period; and 

[00165] a first identification success rate determination module 7046, 5 

configured to compare the fifth identification success rates of the first 

identification products with the sixth identification success rates, and regard the 

greater rates as the first identification success rates of the first identification 

products. 

[00166] Optionally, the sixth identification success rate obtaining module 10 

7044 is configured to divide risks within the target time period into risk groups, 

statistically compute an identification success rate of each risk group 

corresponding to the first identification products, and weigh the identification 

success rate of each risk group to obtain the six identification success rates of the 

first identification products. 15 

[00167] Optionally, after second identification security processing module 

706 obtains the second identification products in the second identification product 

combinations, the apparatus further includes: 

[00168] a filtering module configured to filter the obtained second 

identification products according to a preset security control policy and input the 20 

filtered second identification products into the trained identification applicability 

model. 

[00169] Optionally, second identification security processing module 706 

is configured to compute the second identification success rates of the first 

identification product combinations through the following formula: 25 

P(A+B)=1-(1-P(A))*(1-P(B)) 

[00170] where P(A+B) is the second identification success rate of a first 

identification product combination; 

[00171] P(A) and P(B) are respectively the first identification success 

rates of the first identification products. 30 
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[00172] The second identification applicability processing module 710 is 

configured to compute the fourth identification success rates of the second 

identification product combinations through the following formula: 

P(C+D)=1-(1-P(C))*(1-P(D)) 

[00173] where P(C+D) is the fourth identification success rate of a second 5 

identification product combination; 

[00174] P(C) and P(D) are respectively the third identification success 

rates of the second identification products. 

[00175] In the identification apparatus provided by the present 

application, after the attribute features of the user are obtained, the features are 10 

sequentially input into the trained identification security model and identification 

applicability model, and finally second identification product combinations 

generated by any two of the second identification products and having a fourth 

identification success rate greater than the second threshold, are output, thus 

improving security and improving user experience. 15 

[00176] One embodiment of the present application further provides an 

apparatus for generating an identification security model.  Referring to FIG. 8, the 

apparatus includes: 

[00177] a first obtaining module 802, configured to obtain identification 

security samples and first labels, the identification security samples including 20 

historical breakthrough events, identification products corresponding to the 

historical breakthrough events, and historical attribute features of a user, the first 

labels indicating whether identification performed by using the identification 

products corresponding to the historical breakthrough events is successful or not; 

[00178] a first training module 804, configured to establish an 25 

identification security model, and input the identification security samples and the 

first labels into the identification security model to perform training; and 

[00179] a first storage module 806, configured to store the identification 

security model. 
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[00180] The above is an exemplary solution of the apparatus for 

generating the identification security model according to the present embodiment.  

It should be noted that the technical solution of the apparatus for generating the 

identification security model belongs to the same concept as the technical solution 

of the method for generating the identification security model.  For details not 5 

described in detail in the technical solution of the apparatus for generating the 

identification security model, please refer to the description of the technical 

solution of the method for generating the identification security model. 

[00181] One embodiment of the present application discloses an apparatus 

for generating an identification applicability model.  Referring to FIG. 9, the 10 

apparatus includes: 

[00182] a second obtaining module 902, configured to obtain 

identification applicability samples and second labels, the identification 

applicability samples including historical non-breakthrough events, identification 

products corresponding to the historical non-breakthrough events, and historical 15 

attribute features of a user, the second labels indicating whether identification 

performed by using the identification products corresponding to the historical 

non-breakthrough events is successful or not; 

[00183] a second training module 904, configured to establish an 

identification applicability model, and input the identification applicability 20 

samples and the second labels into the identification applicability model to 

perform training; and 

[00184] a second storage module 906, configured to store the 

identification applicability model. 

[00185] The above is an exemplary solution of the apparatus for 25 

generating the identification applicability model according to the present 

embodiment.  It should be noted that the technical solution of the apparatus for 

generating the identification applicability model belongs to the same concept as 

the technical solution of the method for generating the identification applicability 

model.  For details not described in detail in the technical solution of the 30 



29 

 

apparatus for generating the identification applicability model, please refer to the 

description of the technical solution of the method for generating the 

identification applicability model. 

[00186] One embodiment of the present application further provides a 

computing device, including a memory, a processor, and computer instructions 5 

that are stored on the memory and that can be executed on the processor; the 

processor, when executing the instructions, implements the steps of the 

identification method, the method for generating the identification security model, 

or the method for generating the identification applicability model. 

[00187] One embodiment of the present application further provides a 10 

computer-readable storage medium on which computer instructions are stored; the 

instructions are executed by a processor to implement the steps of the 

identification method, the method for generating the identification security model, 

or the method for generating the identification applicability model. 

[00188] The above is an exemplary solution of the computer-readable 15 

storage medium according to the present embodiment.  It should be noted that the 

technical solution of the storage medium belongs to the same concept as the 

technical solution of the identification method, the method for generating the 

identification security model, or the method for generating the identification 

applicability model.  For details not described in detail in the technical solution of 20 

the storage medium, please refer to the description of the technical solution of the 

identification method, the method for generating the identification security model, 

or the method for generating the identification applicability model. 

[00189] The computer instructions include computer program codes, 

which may be in the form of source codes, object codes, executable files or some 25 

intermediate forms, etc.  The computer-readable medium may include any entity 

or apparatus capable of carrying the computer program codes, a recording 

medium, a USB disk, a mobile hard disk, a magnetic disk, an optical disk, a 

computer memory, a read-only memory (ROM), a random access memory 

(RAM), an electric carrier signal, a telecommunication signal, a software 30 
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distribution medium, etc.  It should be noted that the content of the computer-

readable medium may be appropriately increased or decreased according to the 

requirements of the legislation and patent practice in the jurisdiction.  For 

example, in some jurisdictions, according to the legislation and patent practice, 

the computer-readable medium does not include electric carrier signal and 5 

telecommunication signal. 

[00190] It should be noted that, for the sake of simple description, all the 

above-mentioned method embodiments are described as a series of action 

combinations.  However, those skilled in the art should be aware that the present 

application is not limited by the action sequence described, because according to 10 

the present application, some steps may be performed in other order or 

simultaneously.  Secondly, those skilled in the art should also know that the 

embodiments described in the description are preferred embodiments, and the 

actions and modules involved are not certainly necessary for the present 

application. 15 

[00191] In the above embodiments, the description of each embodiment 

has its own emphasis.  For the part not detailed in one embodiment, please refer to 

the relevant description of other embodiments. 

[00192] The above disclosed preferred embodiments of the present 

application are only used to help describe the present application.  The alternative 20 

embodiments do not describe all details in detail, and do not limit the present 

application to only the specific embodiments described.  Obviously, many 

modifications and changes may be made according to the content of the 

description.  The description selects and specifically describes these embodiments 

in order to better explain the principle and practical application of the present 25 

application, such that those skilled in the art can well understand and use the 

present application.  The present application is limited only by the claims, and full 

scope and equivalents thereof. 
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What Is Claimed Is 

  1. A computer-executed method, the method comprising: 

  obtaining attribute features of a user; 

  determining, by a computer, a first set of identification products and 

identification success rates thereof based on the attribute features of the user and a 

first machine-learning model for determining identification security; 

  generating a first set of identification product combinations, wherein a 

respective identification product combination comprises two different 

identification products selected  from the first set identification products; 

  selecting, from the first set of identification product combinations, a 

second set of identification product combinations based on the identification 

success rates of the first set of identification products; and 

  selecting, from the second set of identification product combinations,  a 

third set of identification product combinations based on the attribute features of 

the user and a second machine-learning model for determining identification 

applicability, thereby facilitating identification of the user using at least one of the 

third set of the identification product combinations.  

  2. The method according to claim 1, wherein selecting, from the first 

set of identification product combinations, the second set of identification product 

combinations comprises: 

  computing combined identification success rate for each of the first set of 

identification product combinations based on the identification success rate of 

each identification product; and 

  in response to the combined identification success rate of an identification 

product combination being greater than a first threshold, including the 
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identification product combination in the second set of identification product 

combinations.

 3.   The method according to claim 1, wherein selecting, from the 

second set of identification product combinations, the subset of identification 

product combinations comprises: 

  forming a second set of identification products using identification 

products included in the second set of identification product combinations; 

  for each identification product in the second set of identification products, 

determining an applicability-related identification success rate by inputting the 

identification product and the attribute features of the user into the second 

machine-learning model for determining identification applicability; 

  computing a combined applicability-related identification success rate for 

each of the second set of identification product combinations based on the 

applicability-related identification success rate of each identification product in 

the second set of identification products; and 

  in response to the combined applicability-related identification success 

rate of an identification product combination being greater than a second 

threshold, including the identification product combination in the subset of 

identification product combinations.

  4.       The method according to claim 3, wherein forming the second 

set of identification products further comprising applying a filter based on a 

predetermined security control policy.    

  5. The method according to claim 1, wherein determining the first 

identification products and the identification success rates thereof comprises: 

  determining a long-term identification success rate of a respective 

identification product based on the attribute features of the user; 
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  determining a short-term identification success rate of the identification 

product corresponding to a target time period;  

  using a greater value of the long-term and short-term identification success 

rates of the  identification product as the identification success rate of the first 

identification product.

  6. The method according to claim 5, wherein determining the short-

term identification success rate of the identification product comprises: 

  dividing potential risks associated with the identification product within 

the target time period into risk groups;  

  statistically computing an identification success rate of each risk group; 

and weighing identification success rates of the risk groups to obtain the short-

term identification success rate of the identification product.

  7. The method according to claim 1, further comprising training the 

first machine-learning model for determining identification security, which 

comprises: 

  obtaining identification security samples and first labels, wherein a 

respective identification security sample comprises a historical breakthrough 

event, an identification product corresponding to the historical breakthrough 

event, and historical attribute features of a user, and wherein a first label 

corresponding to the respective identification security sample indicates whether 

identification performed using the identification product corresponding to the 

historical breakthrough event is successful or not; and 

  training the first machine-learning model for determining identification 

security using the identification security samples and the first labels.
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  8.   The method according to claim 1, wherein the first machine-

learning model for determining identification security comprises a Markov Chain 

Monte Carlo (MCMC) model.

  9.  The method according to claim 1, further comprising training the  

second machine-learning model for determining identification applicability, 

which comprises: 

  obtaining identification applicability samples and second labels, wherein a 

respective identification applicability sample comprises a historical non-

breakthrough event, identification product corresponding to the historical non-

breakthrough event, and historical attribute features of a user, and wherein a 

second label corresponding to the respective identification applicability sample  

indicates whether identification performed using the identification product 

corresponding to the historical non-breakthrough event is successful or not; and 

  training the  second machine-learning model for determining identification 

applicability using the identification applicability samples and the second labels.

  10.  The method according to claim 1, wherein the second machine-

learning model for determining identification applicability comprises a random 

forest model.

11.  A computer system, comprising: 

   a processer; 

   a storage device coupled to the processor and storing instructions, which 

when executed by the processor cause the processor to perform a method, the 

method comprising: 

obtaining attribute features of a user; 

  determining a first set of identification products and identification 
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success rates thereof based on the attribute features of the user and a first 

machine-learning model for determining identification security; 

  generating a first set of identification product combinations, 

wherein a respective identification product combination comprises two 

different identification products selected  from the first set identification 

products; 

  selecting, from the first set of identification product combinations, 

a second set of identification product combinations based on the 

identification success rates of the first set of identification products; and 

  selecting, from the second set of identification product 

combinations,  a third set of identification product combinations based on 

the attribute features of the user and a second machine-learning model for 

determining identification applicability, thereby facilitating identification 

of the user using at least one of the third set of the identification product 

combinations.  

  12. The computer system according to claim 11, wherein selecting, 

from the first set of identification product combinations, the second set of 

identification product combinations comprises: 

  computing combined identification success rate for each of the first set of 

identification product combinations based on the identification success rate of 

each identification product; and 

  in response to the combined identification success rate of an identification 

product combination being greater than a first threshold, including the 

identification product combination in the second set of identification product 

combinations. 
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 13.   The computer system according to claim 11, wherein selecting, 

from the second set of identification product combinations, the subset of 

identification product combinations comprises: 

  forming a second set of identification products using identification 

products included in the second set of identification product combinations; 

  for each identification product in the second set of identification products, 

determining an applicability-related identification success rate by inputting the 

identification product and the attribute features of the user into the second 

machine-learning model for determining identification applicability; 

  computing a combined applicability-related identification success rate for 

each of the second set of identification product combinations based on the 

applicability-related identification success rate of each identification product in 

the second set of identification products; and 

  in response to the combined applicability-related identification success 

rate of an identification product combination being greater than a second 

threshold, including the identification product combination in the subset of 

identification product combinations.

  14. The computer system according to claim 13, wherein forming the 

second set of identification products further comprising applying a filter based on 

a predetermined security control policy.    

  15. The computer system according to claim 11, wherein the method 

further comprises training the first machine-learning model for determining 

identification security, which comprises: 

  obtaining identification security samples and first labels, wherein a 

respective identification security sample comprises a historical breakthrough 

event, an identification product corresponding to the historical breakthrough 
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event, and historical attribute features of a user, and wherein a first label 

corresponding to the respective identification security sample indicates whether 

identification performed using the identification product corresponding to the 

historical breakthrough event is successful or not; and 

  training the first machine-learning model for determining identification 

security using the identification security samples and the first labels.

  16.   The computer system according to claim 11, wherein the first 

machine-learning model for determining identification security comprises a 

Markov Chain Monte Carlo (MCMC) model.

  17.  The computer system according to claim 11, wherein the method 

further comprises training the  second machine-learning model for determining 

identification applicability, which comprises: 

  obtaining identification applicability samples and second labels, wherein a 

respective identification applicability sample comprises a historical non-

breakthrough event, identification product corresponding to the historical non-

breakthrough event, and historical attribute features of a user, and wherein a 

second label corresponding to the respective identification applicability sample  

indicates whether identification performed using the identification product 

corresponding to the historical non-breakthrough event is successful or not; and 

  training the  second machine-learning model for determining identification 

applicability using the identification applicability samples and the second labels.

  18.  The computer system according to claim 11, wherein the second 

machine-learning model for determining identification applicability comprises a 

random forest model.
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  19. A non-transitory computer-readable storage medium storing 

instructions that when executed by a computer cause the computer to perform a 

method, the method comprising: 

  obtaining attribute features of a user; 

  determining, by a computer, a first set of identification products and 

identification success rates thereof based on the attribute features of the user and a 

first machine-learning model for determining identification security; 

  generating a first set of identification product combinations, wherein a 

respective identification product combination comprises two different 

identification products selected  from the first set identification products; 

  selecting, from the first set of identification product combinations, a 

second set of identification product combinations based on the identification 

success rates of the first set of identification products; and 

  selecting, from the second set of identification product combinations,  a 

third set of identification product combinations based on the attribute features of 

the user and a second machine-learning model for determining identification 

applicability, thereby facilitating identification of the user using at least one of the 

third set of the identification product combinations.  

  20. The non-transitory computer-readable storage medium according 

to claim 19, wherein selecting, from the first set of identification product 

combinations, the second set of identification product combinations comprises: 

  computing combined identification success rate for each of the first set of 

identification product combinations based on the identification success rate of 

each identification product; and 

  in response to the combined identification success rate of an identification 

product combination being greater than a first threshold, including the 
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identification product combination in the second set of identification product 

combinations.

 21. The non-transitory computer-readable storage medium according 

to claim 19, wherein selecting, from the second set of identification product 

combinations, the subset of identification product combinations comprises: 

  forming a second set of identification products using identification 

products included in the second set of identification product combinations; 

  for each identification product in the second set of identification products, 

determining an applicability-related identification success rate by inputting the 

identification product and the attribute features of the user into the second 

machine-learning model for determining identification applicability; 

  computing a combined applicability-related identification success rate for 

each of the second set of identification product combinations based on the 

applicability-related identification success rate of each identification product in 

the second set of identification products; and 

  in response to the combined applicability-related identification success 

rate of an identification product combination being greater than a second 

threshold, including the identification product combination in the subset of 

identification product combinations.

  22.       The non-transitory computer-readable storage medium 

according to claim 21, wherein forming the second set of identification products 

further comprising applying a filter based on a predetermined security control 

policy.     
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  23.  The non-transitory computer-readable storage medium according 

to claim 19, wherein the method further comprises training the first machine-

learning model for determining identification security, which comprises: 

  obtaining identification security samples and first labels, wherein a 

respective identification security sample comprises a historical breakthrough 

event, an identification product corresponding to the historical breakthrough 

event, and historical attribute features of a user, and wherein a first label 

corresponding to the respective identification security sample indicates whether 

identification performed using the identification product corresponding to the 

historical breakthrough event is successful or not; and 

  training the first machine-learning model for determining identification 

security using the identification security samples and the first labels.

  24.   The non-transitory computer-readable storage medium according 

to claim 19, wherein the first machine-learning model for determining 

identification security comprises a Markov Chain Monte Carlo (MCMC) model.

  25.  The non-transitory computer-readable storage medium according 

to claim 19, wherein the method further comprises training the  second machine-

learning model for determining identification applicability, which comprises: 

  obtaining identification applicability samples and second labels, wherein a 

respective identification applicability sample comprises a historical non-

breakthrough event, identification product corresponding to the historical non-

breakthrough event, and historical attribute features of a user, and wherein a 

second label corresponding to the respective identification applicability sample  

indicates whether identification performed using the identification product 

corresponding to the historical non-breakthrough event is successful or not; and 
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  training the  second machine-learning model for determining identification 

applicability using the identification applicability samples and the second labels.

  26.  The non-transitory computer-readable storage medium according 

to claim 19, wherein the second machine-learning model for determining 

identification applicability comprises a random forest model.

 

 


