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PCT/ CA02/ 01945 SYSTEM AND METHOD OF MANAG NG | NFORMATI ON DI STRI B@rl‘?(f\*ld%d}ﬂﬁﬁ
MOBI LE STATIONS 5 This appl-ication clainms benefit of United States.
Provi sional Application Set. No. 601340, 300, filed Decenber .7, 2001.
BACKGROUND 1. Field of the Invention 10: The present invention is di rected
-to the field 'of data conmmunications in a wrel.ess network. Mre :
particularly, the presént invention relatés to a system and net hed f or
managi ng | nfor?ﬁFﬁ%’Pﬂwl stribution-to nebile stations in a wireless
- net wor k. 15' , 2. wi fel ess data

networ ks, such as the @ne@@cﬁ@mgﬁéﬁp@% net wor k,  may’
utilize the I -nt er net . Pr ot @IetRIBURIONGG MOBILer Aj%cﬁ)ﬁ’ to' ntobile' - stations.
The nost popular IF standard |'P version 4 (IPv ﬁas Timted addre55| ng
capabi li'ty and thus utilizes a dynam c -addr essi ng schene. In the dynanc
addressi ng 20 scheme, a pool of available netwark addresses is dynamically
assi gned ‘to a mach. . .greater pool. of mobile stations depending on. which

mobi e stations are ac SSI the network. :Additional network resour-ces,
such as a Packet Data. patippppisime obpnebitt of | PrieheSGRRProvddonelr K, ar e

al | ocat ed to rmbl e stations are accessing the

net wor k. g&%ﬁ%&[&%ﬁ@ﬁg@ e’fﬂiﬂgt?é’%ard | P version 6 (I|Pv6),
provi des substantl ally permanent IP addresses due to a much |arger address
space, and thus the dynamic . .

' BACKGROUND

1 Picld of the Invention
10, The prasent invention lsdlrected to the field of data communications in &
mreless network. More parhcularly, the present invention relates to a system and
‘method i_’dr managing qumnatlon distribution to mobile stations in a wireless
| netwox.'—k, .
‘ 15 -2 Des'cription of the Related Art
Emergmg w:ra]ess data TSIWOrks, such as thc- Gencral Paclc;et Rad.w Service
{GPRS) netwcrk, may uiilize the Internet Protocol (P} for rowting data.to mo‘mle |
stahons The most popula:r IP standard, IP version 4 (IPv4), has limited addressing -
ca.pah1hty and thus utﬂ:zes a dynamie addressmg scheme In the dynamm addressmg
. 20 scheme, a pool of avallabie netwo:k addresses is dynmmcally assxgned to a much
greater pool of mobile stations dspendmg on which mobile stations are accessing the
: netWOﬂ;. AddltLORal namv.o;-k Tesources, such as a Packet Datz Protocol (PDP) context
in the GPRS network, 'areﬁll'ocatéd to mabile stations when the mobile stations are

accessing the network.,




addressing schene used in IPv4 is unnecessary. In an | Pv6 network, however,
addi tional network resources, such as the PDP context in the GPRS network,
are still 5 dynamcally allocated to nobile stations when the nobile
stations are accessing the network. SUMWARY A system for nanagi ng
information distribution between a conmputer network 10 and nobil e stations
in communication with a wirel ess network conprises one or nore hast! MAR 28
services and a network resource nonitor. Each host service is operable to .
recei ve Pda&t"¥1'{8ms associated with nobile stations, and for each data
item to detersn aferkih@M KandafB MVEE0SE APYS), provided wBstkntiaBFouUr ces associ at ed
with the nobile stations whether a network resource is associated wwth a

nobi | e speaféht IURRIResSes AQQ &Y d MEchd e Jilirad dpdh, addbh@AehdRamic Service is
further operable to transmt an out-of-band nessage (or signal) to the

nobi | e shdfréseig kéhehB Btddus TP¥4NS wilRBstRy. STndhi 1PYE ABwak HbweSerl N Net wor k
resource and to transmt the data itemto the mobile station upon

recei Vi ngadi ANk SR dsBik AL SRAIE the PRl cohfS: iR G S bRNrb @ acqui red the
network resource. The network resource nonitor is in.conmunication with

the wr eh@&a&%w&ma@@mm@e sg%ﬁ%n%h Ermiipsd S&B@&%\A&%&ﬁlﬁgg is operable

to track the reSource status net wor kK resources assocl ate with the
nobi | e sh&%hgﬂs and to automatically transmt the resource status to the
one or nore host services. Another system for managi ng infornmation
distribution to a nobile station in communication with a wirel ess network
conprises a host service operable to receive a PCT/ CA02/ 01945 data item
associated with the nobile stat% &deternine whet her a networ k
resource is associated with the ITe’station, and upon a negative
determ nation,is f?rther.o erablelfﬁmﬁgaﬂ%%ggfan out - of ngnessage to

b
the nobile staty o™ (% jajagips pformatio een a computer ne

10 and mobile stations in communication with a_wiréless network comprises one or more
host services and a network resource monitor. Each host service is operable to receive
data items associated with mobile stations, and for each data item, to determine from a
resource status of network resources associated with the mobile stations whether a
netwo;k resource is associated with a mobile station. Upon a negative determination,

15  each host service is further operable to transmit an out-of-band message (or signal) to
the mobile station to instruct the mobile station to acquire the network resource and to
transmit the data item to the mobile station upon receiving a confirmation message
that the mobile station has acquired the network resource. The network resource
monitor is in communication with the wireless network and the one or more host

20  services and is operable to track the resource status of network resoﬁrces associated
with the fnobiie stations and to automatically transmit the resource status to the one or
more host services.

Another system for managing information distribution to a mobile station in

communication with a wireless network comprises a host service operable to receive a
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the nobile station to acquire the network resource. 5 Another system for
managi ng i nformati on distribution between a host service in conmunication

with a conputer network and a nobile station in conmunication wth a

wirel ess network conprises a nobile station. The nobile station conprises a
processing subsystem a comunication subsystem and a menory subsy$t §M¥AR 2005
and I1s operable to receive an out-of-band network resource request over

t he conmuni cati on 10 subsystem and in response to the network resource .
request BT H" & network resource in the wireless network and transnit a
conf i r maliie ReMRSHIGR WathtRembIaRlsta5i6h ¥h L@ termidivaRtheOndth@knobi | e station has
acquired the network resource. BRI EF DESCRI PTION OF THE DRAWNGS 15 FIG 1

is an il kdssire@tsiaidciafed ithYisd BHBifeQfatiBRNAAG Lfkh d RbaVIRkIeARngtiohtis | bution to

nobil e stations in a wirel ess network; FIG 2 is an illustration of an
enbodi menthef ofelB1est it Mut%f’@éﬂd%sé to &H%ﬁiié A840A%% WeeRta nobi | e
station and a host system is a flowdiagramillustrating a nethod

of managifign vk B 08 m%%@ﬁe%&éﬂc%&ahx@@. to mobile stations in a wireless
network carried out at % host system FIG 4 is a flow diagram

I I'1usgrating ﬁn&ﬁérﬁggeﬂ?ffor%@gh%ﬂlf&ﬂf g&m&mﬁmﬁ'b% e%{?%bs‘?@erwe mobi | e

statlonsmavmrel SS netwo arried out at e station; FIG 5is

an illus t j. an HITP
connunlcg{ g%&%%ﬁﬂgg?%g#| F&%$%Qﬁ%%' tﬁ? sys emn ‘ggabCr1CA02101945
FIG 6 i f tr not er of nmanagi ng

i nf or mat ?%tﬁ ‘Ard%\%ts %%&o@ﬁh?%%r%mﬁ ﬂe |on§ni1‘°n es\e}\ﬁlorneﬁoméjgsense work carri ed
out at s_nobil sbatl on; FI G

the syst BRerSPEsd

operable to receive an out-of-band network resource request over the communication

% p illustration, of an %nbodl ment of
r? ste acommumcatlon subsystem, and 4 memory subsystertl, an

10 subsystem and in response to the network resource request obtain a network resource
in the wireless network and transmit a confirmation message to the host service

indicating the mobile station has acquired the network resource.

BRIEF DESCRIPTION OF THE DRAWINGS
15 FIG. 1 is an illustration of a system for managing information distribution to
mobile stations in a wircless network;
FIG. 2 is an illustration of an embodiment of the system that provides [P
tunneling between a mobile station and a host system;
. o FIG. 3 is a flow diagram illustrating a method of managing information
20  distribution to mobile stations in a wireless network carriéd out at a host system;
FIG. 4 is a flow diagram illustrating a method of managing information
distribution to mobile stations in a wireless network carried out at a mobile station;
FIG. 5 1s an 1llustration of an embodiment of the system that provides an

HTTP communication between a mobile station and a host system;



A4 A DY e
information distribution to nobile stations in an | Pv6 wrel ess r?ét?v\BP‘R;"'{}FYU

FIG 8 is an illustration of an enbodiment of the systemthat includes a
network resource nmonitor in communication with the wireless network and the
‘host. .system and FIG 9 .is a now diagramillustrating a nethod of

managi ng information di stri bution to nobile stations in a wireless network
carried out at a network -resource 10 nonitor. ‘DETAI LED DESCRI PTION FIG 1
is an illustratdvemzepssa system for rranagl ng i nformation distribution from

host systens - 100 apg; & Q bi l.e-stati-o 5 d 154 jn comuni cation
“Wwith 15 a wirel ess ne%v\of%c’l}vdf% ’E t’(ﬁ‘? %ﬁ%@gmﬁ%w formatign Whil e only

two host systeﬁanghggmgrﬁgbg%gum% bLIe stati.ons 152 and 154 are shown;
the systemcan include additi ona% etl)ég%)nemosdf mwdéfﬂt&t?‘r’ﬁ%zﬂfém@flatl ons. The

host system 100 I SFIQ. b uSh iiRkidvel of ag M%ngf d 102, .such as a mail
server connected to a Local Area Ne%v\or %gy#e%efﬁrmma%gredl rector .

sof tware 20 pinfogi=HBa a;aﬂbun&h@:ﬂo@ﬂastaﬁsﬂs@ﬂmﬁﬂémc@s&ﬂv%ﬂgperat es in

- conjunction with the mail server 102 to redirect user selected informati-an
to tHe nobife statFONSishhAuaRHorkT4n erMbdEaRHAk tegﬂgét ti-on may be of
the type disclosed in United States Patent No. g , .éﬂﬂ%i‘ entitled '
"HAND_HELD EL EEFRGN:GREYbHor MedhniidSEREARR widih E WTH THE

- THUMBS. " Furthernore, an exenplary 2 1 MAR 2606 4 PCT. CA02 945 -
redirector sofsb’im‘rfembrogram nmay be of the type disclosed in United St ates

Pat ent No. 6, 219 694 entitled "SYSTEM AND METHOD FOR PUSHI NG | NFO?IVATI O\I
G.9i isa ﬂow diagram mustranng & method of managing information

dxsmbunon to mobﬂe stations i ina Wwireless network came.d cutata natwork resource

10 momior.

DﬁAHED DESCRIPTION
FIG lisan ﬂlustcauon of a. system for managing mformauon rhstﬁbutmn
ﬁ'om host systems 100 and 120 to mobﬂe stations 152 and 154 in commumcatmn with
15 a wr:elass network 144 aud voice wneless network 146, While only two host
‘ systems 100 and 120 and two mobile stations 152 and 154 are shown the system can
include additional host systems and mobﬂe statlons
The :!J()Et system. 100 is illustratively a computer deﬂ.'ice 102; such as 2 mail
.:i:e.rver c;mnected t'o é i.oFal Atea Nc_tw-é-rk (LAN ), Tunning a redi_r-cc.tor software
20 'progr‘am ‘104. The redirector sé;ftware 104 npe.rateé in cénjl.xnction with the mail
server 102 fo redirect user selected information to the mobile ;stat.iuns 152 and 154.
An exemplaxy mobxle station may be of the lype disclosed in Umted States Patent No.
6,278,442, entitled "HAND HELD ELECTRONIC DEVICE WITH A KEYBOARD

OPTHVHZEZD FOR USE WITH ’I‘I-IE 'IHU'MBS * Purthermore, an exemplary
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FROM A HOST SYSTEM TO A MOBI LE DATA COVMUNI CATI ON DEVI CE HAVI NG A SHARED
ELECTRONI C ADDRESS." 5 The redirector software 104 nay exi st on any machi ne
within the corporate environment 100, preferably behind a firewall 108
operating within the LAN. A Virtual Private Network (VPN) server 106

al l ows users to connect to corporate services via the Internet 1307 YRM.p 2606
servers 106 provide higher security and tunneling of network requests over
the Internet 130. 10 The host system 120 i ncl udes another conputer device .
122, such“A<¢%%" Wb server, running web server software 124 that can

i ncl ude ebdiregbr dftivelePEserAe GRS Be oo tyPe alscloMAR) Usligfihibs PN NBUpPpPOT t
provi des nobile station 152 and 154 conpatible web content for small

Per sonal 6PRigb9AknihRe"'SYSTES ANDAS) THODFURSPESHING INFORMMTESNOf Mmobi | e
stations. The web server 122 may al so be running an 15 information

t r anscodgROMAHESNS S TENI BRI MOBIENSATIECOMMURIC AROA DEPECE ecei ved at the
web server 122 into a second data type of reduced size for transmssion to

mobi | €  staativens siak el AGfROMEWDERPSs 't he web server 122 may be running

an ASP (Application Service Provider) solution such as ACOL, or a web

tat such a A : -' - nmerica, or
portal such agnYalRetor sBftwe W0 ﬂa?%ﬁst"%stéag %Hlagll,hhfﬂ (RH R c%g)oﬁﬁé\ !

) ) | ;
sone private web service offering. 20 e web server 122 is

pr ot ect egﬂ‘%nﬁmﬁti1‘)6’%%&%’%3’%%@3f@%&ﬁlﬁg? gﬁ%?tg%ﬁ’?hm ARk on distribution to

the nobile stations 15 ens nay be delivered

asynchr oR@ush ¥idfe ﬁ&ﬁ"’{f‘ﬁz’iﬂ“ﬁ st atioR gﬁ?%]% EI% iﬁ%%@f’g&%ﬁ and 154 that are

in communi cation wt w'rel ess ne e | P- based

Wi rel ess g oj wirel.ess network 146.are illustratively
b based et e RIU0 VER S BRUES Bo b WS, oG BhieRE 2 i Pl e

net works 0 éeéclwc?rﬂgequests over the Internet 130.

10 The host system 1.20 includes another computer device 122, such as a web
server, running web sérver software 124 that can include direct Wireless Access
Protocol (WAP) support. WAP support provides mobile station 152 and 154
compatible web content for small Personal Digital Assistants (PDAs), phones and
other types of mobile stations. The web server 122 may also be running an

15 information transcoder that can efficiently transcode a first data type received at the
web server 122 into a second data type of reduced size for transmission to mobile
stations 152 and 154. Similarly, the web server 122 may be running an ASP
(Application Service Provider) solution such as AOL, or a web pdrtal such as Yahoo,
or a wircless web solution such as GoAmerica, or some private web service offering.

20 Usually, the web server 122 is protected by a firewall 126.

The system manages information distribution to the mobile stations 152 and

154 so that data items may be delivered asynchronously to the mobile stations 152



146 are preferably inplenented as one network, supporting both data and

voi ce 5 communi cations, respectively, for the nobile stations 152 and 154

t hough a base station 148. One exanple of such a network is the d obal

System for Mobile comrunications (GSM network and GPRS network that is
avai l abl e worl d-wi de and can support both voice and data through th% 9%3?D P
station 148. The networks 144 and 146 include a network infrastructufe’ 143" <uda
~to support 10 network services, such an Access Point Nodes (APNs) 142, SMs
dat a ser ¥rEe9?Y'BHP Context Allocation services 150 and Dynami c Host

Conf i gur aid 034 thHtQk«E @bminhiCR)on Wikt & haeRssSRIWVITE 854 @0 4andhother s. For
exanple, -in GPRS, a PDP context is used to open an |IP tunnel over the

GSM GPRShiael Warelesd tbtw @ 1 A4 6dd W doe wWikResPREWEANT4@4te illadtlaB6aY iF0Pasdd0 conponent
is linked with DHCP services, as each PDP context is 15 automatically

assi gned ngioli cBRFF 885 hival@NobGRIr- e attRyil@s Nith ke $54 Rt wor ks 144 and
146 operate a private, dynam cally-assigned |IP address space, the DHCP

server 1406 i:$ pfESRAPRhNbRedtQf astnl 6RLHD iR Bding 86th 496 3hd flchet wor k addresses
to the nobile stations 152 and 154. Thi s operation occurs in conjunction

with §he BRRuEANhE Kol 0ok 4R LARNDORAT, 1350 A2 dRifBn 3 8L ces are

avai l able wthin a GSM net wor k nessages are comonly routed over

the vor ceu el PAr borl 40l bELIAL hUSL: i« WA SHP SRS 98Ty al so be rout ed

over the I'P-based wirel'ess data network 1 is an illustration of
o0 S0l Sl o HELSTLAN PROYEATRC L LA LSRR b |
T A0 QB LS Bl ) SRPEL 358 sBiPls sor Vi ce 204, such as a mail
The networks 144 and 146 include a nefwork infrastructure 143 to support
10 network services, such an Access Point Nodes (APNs) 142, SMS data services, PDP
Context Allocation services 150 and Dynamic Host Configuration Protocol (DHCP)

_ interface services 140 and others, For example, in GPRS, a PDP context is used to
open an IP tunnel over the GSM/GPRS network infrastructure. The PDP context
allocation 150 cofnponent is linked with DHCP services, as each PDP context is

15  automatically assigned an IP address through DHCP. Because the wireless networks
144 and 146 operate a private, dynamically-assigned TP address space, the DHCP
server 140 is responsib.le for allocating and déallocating network addresses to the
mobile stations 152 and 154. This operation occurs in conjunction with the PDP
context allocation component 150.

20 SMS services are available within a GSM network. The SMS messages are
commonly routed over the voice network 146. Allernatively, the SMS messages may
also be routed over the TP-based wireless data network 144.

FIG. 2 is an illustration of an embodiment of the system that provides IP

tunneling between a mobile station 220 and a host system 200. The host system 200

6



device as described with reference to FIG 1. Steps 21-26 describe the
process of pushing information fromthe host system 200 to the nobile
station 220. In this enbodi nent, the network infrastructure 143 5 provides
tunneling of I P packets fromthe Internet 130 to the nobile station 220.
Such tunneling is supported through a network address transl ation @ T& R 2005
router, or by wusing a virtual private network (VPN), which is avail bré -oLu
froma mﬁg Vi 5iety of network vendors such as G sco Systens and Nort el
hbtmorks?'@%ﬁglﬁﬁ occurs upon the arrival of information data itens 202

t hat ar eiltwstritbrelyldmptisds@chobiGemicdabd,| seclsisalh&iNordad.serVbecottplier i t ens 202 can
be, for exanple, e-mail nessages, web site requests, search requests,

dat abase dévigpisrdeesibepiiih e:f@alcde $o FE@liendar al arns, to-do |ist itens,

wor kgroup related itens, voice mail nessages or database itens that have

changed, CRM SpdIiP2dlddséeribeltidfiroced 6f publih@inifdraiitor’fen @eI0sisgbied Wi th the
nobi |l e station 220 are pushed to the nobile station. A data item 202 is 15

associ at ego W théimbhig: ik 220 Skhahiks eRbedRchi! the hetwarlddHi@es0 drectly to the
‘nobile station, or addressed to an el ectronic address at which data itens

202 ase pRPARE RENdIR LIRS FRRIL BoRiRd nQPhet BRhASSAGIsBhibRTgTet hods may al so
be used. Al though not required in the system a resource nonitor, such as a

DHCP moRi &0 fah 2RASEp 2Rl HEbueh hQretvi AR allfeds RaGHoH &ﬁ“%%f foRfar, Wr E? the networ k

144. The 20 resource nonitor 210 may communicate the "host service 204
Separ at o B A e bt raf
using a TERLLPARASS ook 80 sy NG SNl GBLLRport splitter is available
on G sco stemrouters as a %UI t-in tfeature. The - resource nonitor 210
can provide ag.ayi QIR Gol B FraPlr RGNS AR iRns 300 BVRE K e 2 1 HAR 2806
10 pushed to a mobile station 220. The data items 202 can be, for example, ¢-mail
messages, web site requests, search requests, database inquiries, phone calls, calendar
alg,rms, to-do list items, workgroup related itemis, voice mail messages or database
items that have changed, CRM or ETP data items, etc. Data items 202 associated
with the mobile station 220 are pushed to the mobile station. A data item 202 is
15 = associated with the mobile station 220 if it is addressed directly to the mobile station,
or addressed to an electronic address at which data items 202 are repeated to the
mobile station. Other association methods may also be used.
| Although not réquired in the system, a resource monitor, such as a DHCP
monitor/database server 210, can be in communication with the network 144. The
20 resource monitor 210 may communicate with the host seﬁzice 204 via the networks
144 and/or 130, or alternatively may communicate via a separate data channel. The
resource monitor 210 monitors DHCP traffic using a TCP/IP port splitter. One such

TCP/IP port splitter is available on Cisco System routers as a built-in feature. The

resource monitor 210 can provide an automatic update of the status of a network

7.



PCT/ CA02/ 01945 resource, such as the network 144 domain and an | P address

or PDP context allocated to the nobile stations 220. The detail ed

operation of the resource nonitor 210 is shown and described with 7
reference to FIGS. 8 and 9. Upon the arrival of the data item 202, the host
service 204 deternines if there 5 is a network resource, illustratiVRlypMar 20
| P address, allocated for the nobile station 220. The |IP address shown in _
nobile station 220 is sinply representative of the data portion of the

dual - nodEB71'E st ati on 220 capabl e of both voice and data

COMUNI Cadsb1888 suchhe tidelet¥ork N dddbiRindMAaP RedredsREPEPIcEntBxtRASMRIK T esource
allocated to the nobile station 220 may be nade, for exanple, by accessing

resour cetahb feBilld QRichP 251, ahél Sertili dp&hiid thSresuddcindiBtoss 1@ried at the host
service 204. If there is no |IP address allocated to the nobile station

220, or  kifouAhd ABeiVRINy BIEF Y GRS tAFIBSNOhn@Y @i | abl e from the | P-based
W reless network 144, then the host service 204 perforns step 22, and

sends a resoulggy HRAHES of RS §898erh 903, A& '&&@b@@g@ﬁ%@%&% an

out - of -band conmuni cati on channel. One such out-o comruni cation is

el uted e reraor b Aoy e b8 Yo BRI BRI, 1T e the
phone’ nunRer” D4iF a0 HeineBulh 200 o s BB R B o i m L
dual - roab BRY B¢ Bk My LERERE B Bblo kRS bRE md B2, 850 " ' 11
ity PorpPORehE, RSB OB bR i Db Mt s Robi 1 e stat on
message. B BEATRpyah Sy AR molf £ SPPHH b RO BRI PCRER o0 i n base
stathgn 138 akdSe NObiR Marions stored bt (S et service 204. - Tf there is no IP address

allocated to the mobile station 220, or if NAT and VPN services are not available
from the IP-based Wireléss network 144, then the host service 204 performs step 22,
and sends a resource request message to the mobile statibn 220 via an out-of-band
communication channel. One such out-of-band communication is an SMS message.
15  SMS services are proﬁded by an SMS Center, which is included in the network
infrastructure 143. The SMS message utilizes the mobile station's 220 Mobile Station
" International ISDN Number (MSISDN) or phone number 224 for addressing. The
SMS Phone number value shown in mobile station 220 is simply representative of the
voice portion of the dual-mode mobile station 220 capable of both voice and data
20 _ communications.
The SMS Phone number value shown in mobile station 220 is simply
représentative of the Voi;:e portion of the dual-mode mobile station 220 capable of
both voice and data communications. Although the SMS message C;':l.ll be sent over

the voice or data protocols implemented in base station 148, the MSISDN is still used



8 PCT/ CA02/ 01945 for out-of-band addressing and an | P data exchange is not
involved with the transfer of information. The resource request nessage
includes a command indicating that the nobile station 220 should setup a
PDP context and acquire an | P address. The SMS nessage 5 may arrive on
either the voice network 146 or, in a network such as GSM GPRS, on the data
network 144, as a GSM GPRS network supports SMS nessagi ng. Al thoughZ f#rvaR 2505
GPRS netmork t he network resource is a PDP Context, in other |P-based :
wi rel ess HEYHB*Rs ot her correspondi ng network resources may be acquired.

The r esotreat-oRisne alidreRmhgageaniPsditd sxchdnge s ndoidolvdipwitti thetragdf@s whet her the
10 resource nonitor 210 is in comunication with the DHCP server 140. Upon

recei vi ngf inftemb@&oUr ce request message, the nobile station 220 perforns al
necessary steps in step 23 to acquire the network resource, such as the IP

address 222. Tﬁ&escﬂf&&&?ﬁst@ﬁes@@gﬁhﬁﬂ% doRtnddAtivdEding BSOME GRLIBY vary
depending on the type of wireless network and the communication protocol

i npl enent@god 2p0tshu1 8P4 KDP BéHie:e Bire APPH1ERs2 STIENIG et t I n the
establi shnent of a PDP context in a RS network if a PDP context were not

al reagy Rla9381VeonkinRRRIWGE neRROL] 8R! in 2REARHE hiE a@@EWG#Rg &aource by the

mobi | e station 220 is subject to user intervention. In thi's embodi nent,

t he user h Ie statlon
990 1 nat U UgtebfchE udl o LGOS dﬁ%f% GBI Gt QUL & oL o The

user is ﬁr{?@ﬁﬁ?hg?vtaoﬁcl t?g%q%gﬂ{'}@so ﬁcay PPLE bRt ﬂlflb%;g%é Faskd %ipel‘é g asmll

portion o el ng ed on ah vice I n he nobi | e

o o BB B TR ) [ v ey o e

220, the robi Jl“lg?e resource request message also includes data that indicates whether the

10 resource monitor 210 is in communication with the DHCP server 140. Upon
receiving the resource request message, thé mobile station 220 performs all necessary
steps in step 23 to acquire the network resource, such as the IP address 222. The
process of acquiring the network resource may vary depending on the type of vﬁreless
ﬁetwork and the communication protocol implemented in the network. For example,

15  step 23 would result in the establishment of a PDP context in a GPRS network if a

| -PDP coniext were not already present.

- In another embodiment, acquiring network resource by the mobile station 220
is subject to ﬁser intervention. In this émbodiment, the user is notified via tﬁe SMS
message received at the mobile station 220 that a data item is pending delivery to the

20  mobile station 220. The user is then able to determine the content of the data itern via
a small portion of the data item being displayed on an I/O device in the mobile station
220 and determine if they are willing to pay for delivery of the entire déta item.

Once the IP address 222 is acquired by the mobile station 220, the mobile

station 220 checks the resource request message to determine if it needs to transmit



station 220 checks the resource request nmessage to determine if it needs to
transmt 9 PCT/ CA02/ 01945 the new | P address 222 to the host service 204.

If the resource request nessage indicates that the resource nonitor 210 is_

in conmuni cation with the DHCP server 140, then the resource nonitor 210

will automatically send the new | P address 222 of the nobile statiod 228AR 2005
to the host service 204, and thus the nobile station 220 need 5 not send

the IP agghgmima%Z to the host service 204. However, if the resource

request nessage I'ndicates that the resource nonitor 210 is not in

conmuni c alid e mnaﬂﬂressmz BIHEP hse sateice 2640 ;I thie résoalice eyt inb&hgenO resour ce

nonitor 210 is present; or indicates that the nobile station 220 is

requi r ed iddicatasats thetresotnde moRit@dd 0 @S58 cautitation &vithakd DHEPE&Er 224, then the
nobil e station transmts the |P 10 address 222 to the host service 204 over

~ the wirellegshanaha@EdarckAdonids2 BNOMNuiothaGE RNy serfthe ARLTH JRARMBsdon of the IP
address 222 is according to the normal process in which transm ssions

occur oveHe théifleWiatieh S50 MR MWBT drvdd 404,548 @ SheWWobiR isAfo ) By and/ or HTTP -
commands to exchange either HTM data or other information. In an

al t er pat nyeseRdripedp ms”@@%m&@g@‘g@@zz is transmtted back to the host
service 224 15 via an out-of-band nessage. Wen the host service 204

recei ves Lhe NeWeld? ipdi&Ssce RhLAPhoLIAM DR TRIRULEANGE 210 or from

the nobile station 220 directly, the host service executes step 25 and

per f or N 280;:33 AL AR afG WRERe ymli & r\%{jgﬁf  Boindiate éltor}gsouﬁggb Ile station

220. Once this association is nma step I's executed to send the 20

i nf or mat hﬁ%t&&%@@#&%ﬁ! mﬁfc%ﬁ B tﬁgr%fybﬂ:e s t10§ 206 g\f cﬂlﬁgdfot;an%‘}%d' agram 1000

“illustrating a managi ng ormation nmobi | e

stations tﬂertP%dWegselbfﬁﬂh ﬁ(t)%@érvwg 954!’ kh%]q i obale 8 atlon t%ansrmts the IP

10 address 222 to the host service 204 over the wireless network 144, as shown in step
24. The transmission of the IP address 222 is according to the normal process in
which transmissions occur over the wireless network 144, such as by using TCP/IP
and/or HTTP commands to exchange either HTML data or cther information. In an
alternative embodiment, the TP address 222 ié transmitted back to the host service 224

15 via an out-of-band message.

‘When the host service 204 receives the new IP address, either from the
resource monitor 210 or from the mobile station 220 directly, the h(%ost service
executes step 25 and performs an association between the IP address 222 and the
mobile station 220. Once this association is made, step 26 is executed to send the

20  information to the mobile station 220.

FIG. 3 provides a flow diagram 1000 illustrating a method of managing
information distribution to mobile stations in a wireless network carried out at a host
system. In step 1002, a data item is received at the host system. In étep 1004, the host

- system determines if the data item is to be transmitted to a mobile station. If the data

10



system In step 1002, a data itemis received at the host system In step
1004, the host systemdetermnes if the data itemis to be transmtted to
a nobile station. If the data 10 PCT/ CA02/ 01945 itemis not to be
transmtted to a nobile station, then the data itemis processed at the
host systemin step 1006. If the data itemis to be transmtted to a nobile
station, however, then in step 1008 the host systemdeternines if & 1 MAR 2095
net wor k E%@&ﬁ% s is allocated to the nobile 5 station. The host system may
store a W esource all ocation tabl e, for exanple, which indicates

- whet her pemtd watkabe mmbinlted s ambbilsstdtian ahfiede dah 1t afpobessettat mor Kk resour ce,
such as an | P address or a PDP context. If the host system determ nes that
‘a net wor kost eptant Riestdpasofieen al | ocated to the nobile station, then the data
itemis sent to the nobile station, as shown in step 1010. 10

Al t er nat i vel yifthd datdienhie s béﬁ/ﬁﬁ;ﬁﬁiedﬁi £mbbitasatioh HowdvaehwPhlstdpesour ce has
not been allocated to the nobile station, or that the netmnrk resource is

N0 | ONgen00sahi Host bRRM dddMRITR0fta SURHRBSERASs AR ke AaRL T esour ce
request nessage to the nobile station in step 1012, and then waits for the

net wos K £@6QLMER hbe s?é%’erﬁ‘lﬂa? cRteEOhdPork ?&o{ﬁ@phﬁ&a‘aoﬁt%lé QHe ex@ﬁpﬁho"m in step

1014. One conmopn way to ermne the validity of theé 15 network resource

IS to rugpfl ihdilafestiniBkr fhakE o%g)]ggmlghsx% btebfal QRkd 9HLEEa] P- based

wirel ess network 144 idle tiner e net mor resource Is allocated to

the mobi Le,8takl@s oh HadiPRL oSYSHE R Y be notified by either the nobile

station d|rectl y, Or y a resource nonitor in comrunication with a

wireless netwpiic l%gtcssﬁt%ﬁ%e@ &&%@%%&&@3@&%&59& ABLAAQ e oM ! S Lhen

sent to the nobile's atlop ron1 ost n step 1010.
FIG 41 ?hogﬂg ét&ﬁ%n, %h@lg{h%@atla itet SisE ge%% goqge mo‘m3 stal ((j)n %fs sl%awrhaigls{%g 1bﬂf or mat i on

10 Alternatively, if the host sys;[em determines that a network resource has not been
allocated to the mobile station, or that the network resource is no longer valid, then
the host system sends an out-of-band resource request message to the mobile station
in step 1012, and then waits for the network resource to be allocated to the mobile

* station, as shown in step 1014. One common way to determine the validity of the

15 network resource is to run an idle timer that corresponds to the configured IP-based
wireless network 144 idle timer.

'Once the network resource is allocated to the mobile station, the host system
may be notified by either the mobile station directly, or by a resource monitor in
communication with a wireless network accessed by the mobile station. The data

20  item is then serit to the mobile statidn from the host system, as shown in step 1010.

FIG. 4 is a flow diagram illustrating a method of managing information
distribution to mobile stations in a wireless network carried out at a mobile station. In
step 1102, the mobile station receives an out-of-band message transmitted from the

host system. In step 1104, the mobile station determines if the out-of-band message is

11



distribution to nobile stations in a wireless network carried out at a
nobil e station. In step 1102, the nobile station receives an out-of - band
nmessage transmtted fromthe host system In step 1104, the nobile station
determnes if the out-of-band nessage is 11 PCIT/ CA02/ 01945 a resource
request nessage. |If the out-of-band nessage is not a resource request MAR 2085
nessage, then the nessage is processed at the nobile station, as shom% ﬁ$ﬁ <uon
step 110@ /1&3%E§ out - of - band nessage is a resource request message, .
however, F%en € nobile station obtains the necessary network resources,
such as anmesoircadsinesmessagh. df tha ouofRiRd aessagis notl daresuep rdded. 1 n step 1110,
the nobile station determnes if it is required to transmt information

r egar di ngnesfage, almuthe @eksagtinpokestalud the@eoblila stitidng ad hewhasétep BMSt em  Thi s
determ nati on nmay be based on additional data in the resource request

i ndi cati ng whiftthesut-af-baRIQHEsSaEe MMt icel réquelt rE@EAFE HoGatdrORenMhth the wirel ess
network accessed by the nobile station, for exanple. If the nobile station

is not r egwile sekidnbldhs! thedebishryindfnREDRERks QEREGnND aidiessak@yl 4 ed net wor k
resource back to the host system then the nobile station waits to receive

the dat a ppipehiekOMm stdpel 1095t sE St EMth AR ot RAWRon Idlerfi®R ifil i fequirta t he nobile
station is required to transmt information regarding the acquired network

resour ce 1basfsmbtGnbheade $doagifil tﬁ%eqﬂﬂ%&%ﬁorktr&%}cé BeKIPREREstSt ation

transmits the information in step 1114, and then the nobile station waits

to recei WRidieThid Jerddtitibh GIE bE Qﬁer%gﬁam%ckﬁ%iﬁ@ﬂe BHuAWRLN Step 1112.

FIG 5 is an illustration of “an enbodl nent e systemthat provides an

(TP COMBHMLAALLRANRSUBER: MBI L 6 BhARRiC I RRY WrefOSle ¥Rl em 300. The
host system 300 illustratively conprises a host service , such as a ~
mai | or - I as . descr.i wth reference to FIG 1
20 Stepsﬁg%?%QB%E%é??@gE@ﬁﬁiS%%%%@@adﬁﬂﬁﬂﬁ%ﬁﬁggg% gmﬁEngﬁdﬁ?on1the host

syst 88"  transmit information regarding the acquired network resource back to the host system,

then the mobile station waits to receiye the data item from the host system, as shown
iI; step 1112. If the mobile station is required to transmit information regarding the
acquired network resource back to the host system, however, then the mobile station
transmits the information in step 1114, and then the mobile station waits to receive the
15  data rtem from the host system, as shown in step 1112.
FIG.Sis an illustration of an embodiment of the system that provides an
HTTP communicétion between a mobile station 320 and a host system 300. The host
system 300 illustratively comprises a host service 304, such as a mail or web server
computer device as described with reference to FIG. 1.

20 Steps 31-36 describe the process of pushing information from the host system
300 to the mobile station 320. In ﬂﬁs embodiment, the network infrastructure 143
does not provide tunneling of IP packets from the Internet 130 to the mobile station
320. Instead, the mobile station 320 uses HTTP to communicate information directly

to the host service 304. HTTP is supported in a variety of wireless networks, and thus

12



300 to the nobile station 320. In this enbodinent, the network
infrastructure 143 does not provide tunneling of |IP packets fromthe
Internet 130 to the nobile station 320. Instead, the nobile station 320
uses HITP to communicate information-directly to the host service 304.

HTTP is supported in a variety of wireless networks, and thus 12 2 ~rra
2 ! $AORE o

PCT/ CA02/ 01945 the nobile station 320 may nake conventional HTTP re

~ Thus, th?cﬂBBL&ﬁw station 320 and host service 304 performa normal HTTP
get and put, or get and post, whichever is best suited to the particular

si t uat i otthe nidtele saatien BRI masahble cshvdntibieal HTTHE reduasta Shog ittatreotilee request with

the response. Furthernore, the PDP Context allocation 5 service 150 and the
DHCP ser weationl 31D aad @os16érvice B4 gyt foein Riofind] AW gearitit, e get and\posghown in FI G
5, step 31 results in the arrival of a data item 302 for the nobile

station 3d@hetdp@bebthmitar toitaiartiilat ligafl@t, aTtictseme 3B2., valaavih@s useder vi ce 304
determines if a network resource is allocated to the nmobile station 320. If

there istdfsodid M0 kdqubs oM iEtrestohQC FuRReriOrd R POPRIdreexShifichn 320, then the
host service 304 10 perforns step 32, and sends a resource request nessage

to the mabiice 156 AlditRODAZP sWiver 1400rk ndhitiadBy £ QIFHE Batiicpn channel .
Because there is no tunneling support, the host service 304 cannot reach

the mobile statbeRmIaIES, Bop b1 AdkiliR BRlarrhaPbt 1l ienRY bPngeans. Thus, the

host service 304 nmust transmt an out-of-band nessage to the nobile

station 338854 00k pak 0 oAl of el b2 MR dsiRandi ng for del ivery
| t he - Dan

to 15 the nobile station 320. Again, out-o communi cation is

illustr ahkﬁ%ﬁﬁlﬂﬁ?@ﬁﬂ%k@@ﬁﬂg & alﬁgﬁ&l t%%e%ﬁﬂfe%tejﬁgn t_,’ftje I%Q.el i€né tation 320

does not alrea ave an allocate networ k resource, such as an assi gned

| P addr e%@two*ﬁe@ou%%l%%% 8 ﬁ{e"%%biﬁe s{am)f 356? then the host service 304

10 performs step 32, and sends a resource request message to the mobile station 320 via
an out-of-band communication channel. Because there is no tunneling support, the
host service 304 cannot reach the mobile station 320 using traditional TCP/IP or
UDP/IP means. Thus, the host service 304 must transmit an out-of-band message to
the mobile station 320 as an indicator that the data item 302 is pending for delivery to

15  the mobile station 320. Again, the out-of-band communication is illustratively an
SMS message.

Step 33 occurs if the mobile station 320 does not already have an allocated
network resource, such as an a,ssigned IP address. In a GSM/GPRS network, this may
also involve ;equest_ing a PDP context activation, which results in the assi gnment of

20 an IP address value. In either situation the mobile station 320 acquires an IP address
and is then able to make an outgoing HTTP request using the network infrastructure
143, as shown in step 34.

The outgoing HTTP request is addressed to a URL associated with the host

system 300. The URL may be stored in a memory subsystem of the mobile station

13



al so involve requesting a PDP context activation, which results in the

assi gnnent of 20 an | P address value. In either situation the nobile
station 320 acquires an |IP address and is then able to make an outgoi ng
HTTP request using the network infrastructure 143, as shown in step 34.
The outgoi ng HTTP request is addressed to a URL associated with the HospR 2004
system 300. The URL may be stored in a nenory subsystem of the nobile
station 13 PCT/ CA0O2/ 01945 320, or it may be provided to the nobile station
320 via PHEABUY2df - band resource request message. The wirel ess network 144
i ncl udes320, ophvenbi proalded ko BwalobilPstation 328 @1avkd outdf-bhel resimer k
infrastructure 143 and the nobile station 320 nakes the request to the APN
142, whi edquéshmbssage. ARk eviftldesetivhig 18X iiclyded Dtorkentdhil frornBabed host services
5 outside the network 144. Step 35 occurs as the host service 304 receives

t he HTTPsdredgiiett nEthofR iafradibiute1 43taad HRMddNE sEBGLIMIndkes the reukdown nobi | e
~station 320. This association can be acconplished in several ways, such as

by usi ngtild Rrlasgdviaarkites deRmhnaCtke tNLHoiROH ESRe@d KROKBILL! esponse
stages to ensure the nobile station 320 is receiving data. 10 Step 36
resul £s hisiibgehesionsesavi ce 304 fulfilling the HTTP request fromthe nobile
station 320 through the appropriate HTTP response, and thus the data item
302 is | P ovi gleglsd guciie: MRbkcA@L0PRIAA nEhPre BiL@YbAise a Tl ow di agram

1200 illustrating anot her netho managl ng - tion distribution to
mobi | e siatd ) | : ={r,éq{ : : | O . : .l e station
accordingg%dp§ﬁghgﬁ§gﬁ%%§%?§oI&E (éggF%ﬁéﬁgg'?%8%%ogﬁé§#%ggke station
recei ves - of - S t ' #1@% fromthe host.system In step
1204, thael&gnrggl%hg Iﬁ%t%l}%n e‘tsglgl%snbrggﬁ il%gll_{ e ou é-)%)f’ - e%ltr?&[ aﬁléghs%ge is a
resource

prrogglé'seéstlrequest/response stages to ensure the mobile station 320 is receiving data.

10 Step 36 results in the host servi_ce 304 fulfilling the HTTP request from the mobile
statibn 320 through the appropriate HTTP response, and thus the data item 302 is
provided to the mobile station 320. |

" FIG. 6 provides a flow diagram 1200 illustrating another method of managing

information distribution to mobile stations in a wireless network carried out at a

15  mobile station according to the embodiment of FIG. 5. In step 1202, the mobile
station receives an out-of-band message transmitted from the host system. In step
1204, the mobile station détermines if the out-of-band message is a resource réquest
message. If the out-of-band message is not a resource request message, then the
message is processed at the mobile station, és shoﬁvn in step 1206. -

20 In another embodiment, the out-of-band message may also contain the current

cookie value for the mobile station, maintained by the host system. The cookie value

can be used on the subsequent request to re&uce overheéd and ensure the host system

and the mobile station are in synchronization.
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nmessage. |f the out-of-band nmessage is not a resource request nessage, then
the nessage is processed at the nobile station, as shown in step 1206. 20

I n anot her enbodi nent, the out-of-band nessage may al so contain the current
-cooki e value for the nobile station, maintained by the host system The

- cooki e value can be used on the subsequent request to reduce overhgﬁq %ng e
ensure the host system and the nobile station are in synchronizatidn.* q4! €l
PCT/CAOZ@?%%@%lkj t he out - of -band nmessage i s a resource request nessage,
however, en e nobile station obtains the necessary network resources

i nstep 1208. Iftthesdubpf-hailiGnessdehés amedriukoe reduaétineRsage thotvevangBed the t he

out - of - band resource request included an URL. If the out-of-band resource
request inbllestatonabtaifithe ddoessary herwdtibicbirat af 4t@n 288N ds stbp i 2fopr mat i on

related to the acquired network resource to the host system addressed by

the URL icanddliERati@sdddiommes iMhSh@pL-baliZesohfce riReRitctabd BROR L gsour ce
request does not include an URL, however, then the nobile station

retrievesheait-bRbang t@b@de tequdst BicluBRMIURIS YRS S BB REhiSLRGs | nf or mati on
related to the acquired network resource to the host system addressed by

the syor affoddBlio tetatddtd Ithe B§uiRh AN okDressBR: t& %ije%st-gg}ﬁerﬁg,d&fgsﬁiﬂ gy Station then

waits to receive the data itemfromthe host systém as shown in step

1216. By gRqirabli. 310 afsnb @Rkl SedBIROH tﬁé‘&t—*&?—%&n&)é%ﬁ?c@r&@@st ?Hgsg re the

current HTTP request is fromthe correct user and naintal tter security

st andar dge ifidie ah UL, %Bwbeelr,Lf%énr il i-ngt[;'i(l)é)sfr’grzg%? lr&Hg%g LIBRL sRred igeniss ystem for

managi ng 1 nformation distribution e stations 1n an 'Pv6 wrel ess

net wor k ﬂé&%ﬁ??%ém%ﬁ%éﬁ %nf&%a%ﬁ &%&téﬁg t}?erk\qQﬁ?e)%} n%@@)gl?%‘é%e (r:e:[ 1;obot h voice

and data co atrons In a manner as sim Wt h networks

144 d . L ce- i.r el . K.452. i i
communi cAbTgs o RGBSR ol AR s BRI PR DA e ©F

10  mobile station then waits to receive the data item from the host system, as shown in
step 1216. By establishing a cookie method the host system can ensure the current
HTTP request is from the correct user and maintain better security standards.

FIG. 7 is an illustration of an embodiment of the system for managing
information distribution to mobile stations in an IPv6 wireless network 450. The

15  wireless networks 450 and 452 can support both voice and data communications in a

~manner as similarly described with networks 144 and 146. The {roice-based wireless
network 452 provides voice communication to the mobile stations 420 and 422. The
wireless network 450 is an IPv6-based network that provides other data
communjcé,tion capabilities for the mobile stations 420 and 422, sﬁch as receiving and

20  sending e-mail, documents, files, and the like,

‘While the networks 450 and 452 each provide different communication
capabilities as described above, the network 450 may also be capable of supporting
voice over IP (VoIP). Of course, traditional addressing to the mobile station for voice

communications (e.g., a cell phone number) may still be implemented. Furthermore,
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wirel ess network 450 is an | Mbased network that provides other data
communi cation capabilities for the nobile stations 420 and 422, such as
receiving and 20 sending e-mail, documents, files, and the like. Wile the
net wor ks 450 and 452 each provide different conmunication capabilities as

descri bed above, the network 450 may al so be capabl e of supporting gthﬁﬁigaﬁ

over I[P (MolP). O course, traditional addressing to the nobile station
voi ce communications (e.g., a cell phone nunber) may still be inplenented.
Fur t her moFESAYES 1 MAR 2006 PCT/ CA02101945 the network infrastructure 143

Suppor t s teoiewedtk idFiiruchet VAT 8SpStcdonamti SWDsdrRis&206h asSnthaBgage | Nt er net web
access, PDP Context allocation 150 and DHCP address nanagenent 140. The IP

addr ess ieRcHahge, NRéMQ b ABEsd, PDRITInRYBaIRIABSIS) MDROPIa8d8ss16- byte 5
address instead of the 4-byte address of an |Pv4 address. Because the

16- byt e namdipsst i40.the | Pv6 network 450 supports virtually unlimted
addressing, the nobile stations 420 and 422 are provi ded a permanent or

sem - per manentpd fVGdAL0h §RShetbrk RSH TBAEM 6 RAAALESRidhSs A6-pAdr ess that does
not change, e.g. the address may be stored 1n a Subscriber Identity Mdul e

(SI'M si N hf8ssTRRalS £ e Aty hdaRs éftaggggsé-d'are@s.lag%%thépéf fSH memory in the

nobi |l e station. A sem -pérmanent a S 1S a ess that does not

change T Qfg,8scli0R@ IPR dedfor Qsﬁsugp&@s Wlmnﬁe%‘?%%]ﬁ bl MobI | e

station pursuant to a subscription agr access to the

net wor k I \ cement i.n,ternated. O her
nmet hods é@H%%2993§¥gkggz%%Qkéﬁg?ﬁﬁﬁ%%f9%%%?%8?“%%&Q%‘%@H%%iuged. 15 Thus,
i n nost %ieltm%ati Oﬁéret he a rest?lato Oet h Cﬂ&%yeeg %'{ at.,ons 420 and, 422 wi | |

nent address 15’ an address $ 1O e addréss may be stored

in a Subscriber identity Module (SIM) in the mobile station, or stored in a PROM or

10 FLASH memory in the mobile station. A semi-permanent address is an address that
does not change for a long period, e.g., an address is assigned to the mobile station
pursuant to a subscription agreement granting access to the network 450 and revoked
oniy when the agreement in terminated. Other methods of providing a semi-
Iﬁennanent address may also be used.

15 Thus, in most situations the address of the mobile stations 420 and 422 will
have an IP address that will not change. Accordingly, once an address is assigned to
a mobile station, the address can be virtually dedicated to the mobile station. Of
course, there are situations when an address may be reassigned, such as theft or
destruction of the mobile station, or termination of an access agreement.

20 | FIG. 7 illustrates exemplary exchanges of data, the first with a host system 400
and the second with a web server 412 located at a web location 402. The host system
400 comprises a host service 406, such as 2 mail server, running a redirector program
404. A VPN server 408 allows users to connect to corporate services via the Internet

130. If the.IPv(S address is provided to the host service 406, and the PDP context for

16



have an I P address that will not change. Accordingly, once an address is
assigned to a nobile station, the address can be virtually dedicated to

the nobile station. O course, there are situations when an address may be
reassi gned, such as theft or destruction of the nobile station, or

term nation of an access agreenment. 20 FIG 7 illustrates exenplary Ay
exchanges of data, the first wwth a host system 400 and the secondzﬂdﬁﬁga&M6
web serv%Ewéﬁ%m_gcated at a web |ocation 402. The host system 400

conprises a service 406, such as a mail server, running a redirector
progr am tk0Aobilk sidRbh smmectlv’éD&taaitéMaﬂ&eﬂXShdngecﬁmmthdrﬁolﬁml‘ por at e

services via the Internet 130. If the IPv6 address is provided to the host
servi ce 4fi6on 42tchni hie: HORenOR 406} asfshowid By ftdp AR 2006 PCT/ CA02/ 01945 the

nobil e station 420 is active, data itens may be exchanged between the

nobi | e st at i INhdRRt &Adcd 408 doesiot BEFMhE B v Qiresd ForshombBbilstslogp 45. 1f the
host service 406 does not have the | Pv6 address for the nobile station

420, them20akch data8fns R HdObe RBRhAUSHE thelHo@nLA e 4bO &I theRbYilLe 406 to the
nobile 5 station 420. The | Pv6 address of the nobile station 420 maybe

provi ded stafor ). MOSS IPv6 Sddvdss 81 th Groblidsaibroh nglfy*o%%aeemgmsﬁt' on from the
nobi |l e station 420 to the host service 406, such as by a user-initiated

 COMMUNI CabiB B0 HERDuldiDaPRIh Rudtibh @0m B200BNC IR BoRtmaglyi ce 406,

Alternatively, the 1Pv6 address nay be provided via an HITP conmuni cati on
from t he s5oRk s, $hidtds 89 0920 nifi0kd SXAMREtioR b 40 access to a
web servgr 410 prOV|§| 3 1'msupport servPceHﬁﬁé &gﬁgﬂﬁégéﬁj contact the

web ser vapo difinyhél: 8 dtgf 403, QTR A0 LORb AL YD ARIRYS: a%ddr ess to
pOSSI In 0 galn access to
the veb iseipy %anz’iﬂigc‘atmn from the mobile station 420. For example, a user may desire
10 access to a web server 410 providing WAP support service 412. The user may
contact the web server 410 via an HTTP communication to i)rovide the IPv6 address
to the mobile station 420, and possibly other information, to gain access to the web
server 410.
While the mobile station 420 does not need to acquire a dynamic IP address,
15  the mobile station 420 still needs to acquire network resources, such as a PDP context,
to communicate over the network 450. The PDP context is a valued network resource
- that terminates in the network APNs. Becéuse the network 450 must dedicate
resources to maintain the PDP context, the PDP context is often released if the mobile
station 420 is idle for a given time so that other mobile stations may communicate
20 over the network 450, When the PDP context is released, the capability to route data
to the mobile station 420 terminates. Thus, PDP contexts are still limited despite the
fact that the mobile étation 420 has a permanent IPv6 address.

The system provides the host service 406 the ability to track the network

resources allocated to the mobile station 420, and to instruct the mobile station 420 to
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While the nobile station 420 does not need to acquire a dynam c | P address,
15 the nobile station 420 still needs to acquire network resources, such as
‘a PDP context, to comunicate over the network 450. The PDP context is a
val ued network resource that ternminates in the network APNs. Because the -
networ k 450 nust dedicate resources to maintain the PDP context, th?HQﬁQ
context is often released if the nobile station 420 is idle for a give’r’lE
time so that other nobile stations may conmuni cate 20 over the network 450,
When t hePPrB %8t ext is rel eased, the capability to route data to the
nobi | e sbBthinake A2Qork @Esdindad R eedEBUIT 2 RERrEORbGwE S1(Biken Still linited despite
the fact that the nobile station 420 has a pernanent | Pv6 address. The

syst em pe@MinG@sation SvithaBd ndbR6 k1466, 1ABDrelBalatldxkhidnyes! e tefjdfdd 16 he network
resources allocated to the nobile station 420, and to instruct the nobile

station d4g4hikRcdnfmanidatiVhBed@E5the nfdbilé (AR 2 APihe A 3Erdick A&, net wor k

resources as needed. If a resource nonitor 210 is in communication with the

net wor k 4R8s 41 BRI 8NEHiIGAb x50 aN00SH@E £ HEYHINREs BescAilaabl i sh
conmmuni cat | on between the nobilée st’ati on 420 and the host sérvice 406.

St epss 41, apdinARe AlsPsettill AR seh R ah Qﬁt-éft‘tfagg é&%&urc«%qlg‘ér%ﬁng’s%ageﬁg g%s previously

descri bed, 5 wherein the host service sen out-o and resource

request prssage:f0h fe@inﬁl&i}é @ﬁﬁgeasutfaﬂ 4388t é)?aitzpif[t%% {%@ﬁn bile station 420

that a data itemis pen ne enbodi nen service 406 tracks

an idle peri r bj, | L] . .fet } t-her an active
PDP cont ext ?fsiil o%%grg%?cg g@’ %?%St?’%gltc%rg% ?%%S é@g%pgﬁgﬁgﬁg\gﬁ%rﬂg transmtting
the mobi Feig 2 I8 lRERANR o aob e ERPRhe0E B bR B ShER t he” aata

:, tegreni LZ dgtrgﬁor}lsﬂ()tbteg)ge agns%%ngn&lg Ire!sgur%é I%tqllle%p mgszsgg'e. | Efﬂl%%ogtrs{er%gce%i sage 1s

2006

10  determines that the mobile station 420 should have an active PDP context, then the
data item is transmitted to the mobile station 420.- If an error message is received at
the host service 406 as a result of the transmission of the data item (e.g., the data item
could not be delivered because the PDP context is not associated with the IPv6
address of the mobile station 420), then a resource request message is transmitted to

15  the mobile station 420.

If there is no active PDP context associated with the mobile station 420, then
step 42 is executed and the resource request message is transmitted to the mobile
station 420. The mobile station 420 then executes step 43 and requests a PDP context
activation, p;"oviding its IPv6 address to be associated with the PDP context.

20 Once the PDP contefct is allocated to the mobile station 420, the mobile station
420 may communicate with the host service 406. In one embodiment, a resource
monitor 210, such as a DHCP monitor or a PDP context monitor, monitors the
resource status of network resources allocated to the mobile station 420. The resource

monitor monitors the status of network resources controlled by the DHCP server 140

18



t he host service 406 as a result of the transm ssion of the data item

(e.g., the data item could not be delivered because the PDP context is not
associated with the |Pv6 address of the nobile station 420), then a
resource request nessage is transmtted to 15 the nobile station 420. If
there is no active PDP context associated with the nobile station 420, then
step 42 is executed and the resource request nessage is transmtted#t b ithR 2565
nobi | e §&&%ﬁ%ﬂ §20 The nobile station 420 then executes step 43 and
requests a cont ext activation, providing its |IPv6 address to be

associ at euatl the PDPtGmateE’DEllmamresemcez_ISO@mthe Toe/IPERiteo2itlexThe ssatad | ocated to
the nobile station 420, the nobile station 420 may communicate with the:
host - ser iWprevidddfo tHerhostservineldo6l kurembtically emouy cangerbnitdtosf 840, such as a
"DHCP nonitor or a PDP context nonitor, nonitors the resource status of

net wor k Etame s elgsvnah lsep 8t eThik Gesbitee st mey B¢ goliaed shiPio Hidikost esour ce

nmonitor nonitors the status of network resources controlled by the DHCP

server 144vit84@b absdWARdZBAGE: RGTICARRMAROAR it rAdyhetbisudPidftoG@nt ext Al | ocati on.
~service 150 via the TCP/IP splitter 211. The status is provided to the

host ser yhegitdoihoaubRigt.i cal |y upon any change in state of the status, as
shown in step 44. This resource status maybe provided only to the host

service 406 a@&@%ﬁ& ﬁﬂymehlae Emmﬁgahlbht%eéﬁﬁ&hfaené@&lonqrzolaﬁd iRy be broadcast
to a5 plurality of host services. Data i1tens may then be exchanged between

the mobi hgs sdraké 9, é@&o@rﬂ@zkﬁﬁ 45NQ%he &ﬁﬁd@uﬁ&tﬂ@net@&k%ﬁ@%@u% eStep 45. 1In

one enbodi nent, thé networ frastructure 143 suppor t wo- way,

asynchr 0@@&g§Mﬁk&@w@§w}a&§w§,&@o R 8kl fhopdefaand the host

service 406 any tinme, ‘provi context is act n anot her
420 and the host service 406 at any time, provided a PDP context is active. In another

-
[

10 embodiment, the mobile station 420 may initiate an HTTP-Get operation and receive

data item in an HTTP-Post or Put opération. |
FIG.8isan illustraﬁon of an embodiment of the system that includes a

network resource monitor 210 in communication with the wireless network 144 and
host systems 100 and 120. Steps 51-53 illustrate the process of the network resource

15  monitor 210 providing a resource status of mobile stations 152 and 154 to the host
systems 100 and 120. The resource monitor monitors the status of network resources
controlled by the DHCP server 140 and the PDP Context Allocation service 150 via
the TCP/IP splitter 211. The host system 100 is associa_ted with mobile station 152,
and the host system 120 is associated with mobile station 154. The network resource

20 monitor 210 communicates with both host systems 100 and 120. Thus, while steps 51
-53 are deécribed with reference to host system 100 and mobile station 152, the same

process may also be carried out with respect to host system 120 and mobile station

154.
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10 enbodi nent, the nobile station 420 may initiate an HITP-Get operation

and receive data itemin an HITP-Post or Put operation. FIG 8 is an
illustration of an enbodi ment of the systemthat includes a network

resource nonitor 210 in coimunication with thé wireless network 144 and

host systens 100 and 120. Steps 51-53 illustrate the process of the network
resource 15 nonitor 210 providing a resource status of nobile stat idnsMiB22505
and 154 to the host systens 100 and 120. The resource nonitor nonitors the
stat us of “HesPR resources controlled by the DHCP server 140 and the PDP

Cont ext Al | oc@ihd REbus@miork®r AR0n M @dmrubfcalGRAN Re 5Ot bdrbis 204hda thEhe host
system 100 is associated with nobile station 152, and the host system 120

I s assoCiawsks\Wial BndyBrizh Corsligthhi®R1yRAy cohRurdiGtaNRs Ksdp8aRWatze 20 monitor 210
comuni cates with both host systens 100 and 120. Thus, while steps 51 - 53

are descphi@d. Wo ahBlLiRREAmuRIARRbeBVeh B 108 RINIRDYI b GndlRt | On 152, the
sanme process may also be carried out with respect to host system 120 and

mobi | e si,gk is&?icﬁ %?:ﬁcou&fgb%ﬁ%&ﬁ@s&ﬁt@%@gﬁﬁépéﬁﬂﬁnk%QTB{IZIS, dJigni tor 210 may

conmuni cate wt e st service networ ks 1 and/ or 130, or

al ter gat Lyak e UANLQMYYpRAbEnLh ArdSRAlahendald 150eaRe! . For examle,

t he comruni cati on between e resource noni n host service

204 I i i ; i.nt -t 0-poij ik 1i | SDN, it
2 vou s BELRRIRE QYRS vARE I LA s B e e Rl S 0 ST 2Upn
connecti gn net hod Vo

connect I 8 FRLNE S #n{itgreg%ﬁﬁa%ﬁ%dtq% %Fqg%sgase security and ensure traffic
pol I ni-t or attacked by hackers. During the
execution of BLep, Reteohi didleh 52 2SR als 1380 ron! BILENSG, NGt system
100 to the resource monitor 210. The initialization data indicates that a new host
10 system 100 is present to reccivé data from and .senf.l data to mobile stations in
communication with the wireless networks 144 and 146, and to receive network
resource status updates related to the mobile stations.
In another embodiment, the host system 100 provides a list of associated -
mobile stations to the resource monitor 210. Thus, the resource monitor 210 can
15  associate particulér mobile stations with the host system 100, and provide network
fesource status updates related only to those mobile stations to the host system 100.
In this embodiment, the host system 100 provides a list to the resource monitor
indicating that the host system 100 is associated with the mobile station 152.
- The host system 100 may be associated with a mobile station by several
20 methods. In one embodiment, the mobile station is associated with the host system
100 when the mobile station mates with a serial port 115 on a network owned by the
host system 100 and exchanges private key information used for encrypting

information. In another embodiment the mobile station is associated with the host

20



100 to the resource nonitor 210. The initialization data indicates that a

new host 10 system 100 is present to receive data fromand send data to
mobil e stations in conmunication with the wireless networks 144 and 146,

and to receive network resource status updates related to the nobile
stations. In another enbodi ment, the host system 100 provides a Iis@ qf 2005
associated nobile stations to the resource nonitor 210. Thus, the resomﬁge 0
nonitor 210 can 15 associate particular nobile stations with the host

syst em 10G A% *pr ovi de network resource status updates related only to

t hose nobjsteth HloavHeAMSe thebilelte:tiBN Slgs HYEE QRAUED sitd MhdrBiiste®Wa@Ctherent , the host
system 100 provides a list to the resource nonitor 1Indicating that the

host sysh&sibykf¥h i, associated with the nobile station 152. The host system
100 may be associated with a nobile station by several 20 nethods. In one

enbodi nent,  th@s ARRIhRoGkE! mBkild sPatBaS AR iR el dAfofNBko BYikf em 100 when
the nobile station mates with a serial port 115 on a network owned by the

host sy stemdOfval X shanaRenBsio@lnk@Y bRV IR! LRnIgeg for encrypting

information. I n anot he odinent the nobile stati'on Is associated with

the hest ﬁ%@t1£1qlx-éﬁﬁoc%ﬁ%%ﬁ5by ii‘\é'o?ﬁ/i@rﬁ?ogl%gia Qsér}?& 15@%@%:@@%%};{;8& logs into a

secure web site and registers w oSt system st of

assoc! at gl AROLD Sudtt Ald A9RP Bl BV B8l SERBLE SRMBIN ddlbadlinkef DUl ld  an

associ at1ve tabl'e mappi ng e stations ' to a speciflic Host system

This 5 f in%oﬁ%sggte%ﬂr?%&,ﬁ?ﬁ{lﬁ9%1%}‘1”9%%ﬁé}ésg%gpﬁ%% dat abase server

| ocated I'n the resource a server, an Oracle

Server, a Mcgosoft dat abhase server, ... or. any petwork-pased technol ogy that
can perforn1é% gége mﬁﬁlHEFnﬁ?%%eg?bﬂgﬂg%@égggﬁﬁﬁﬁ%ﬁ %@§WW%e nobi | e

station %‘e%gur}:es, s&lhlag%r?hegdd?esg eét\é\l?gi(can also be executed when a new PDP

10 Context is assigned and a new IP addréss is not required, i.e. in the case of mobile
station in an IPv6 network requiring a new PDP context for its associated IP address.
Step 52 could also be executed if the IP address is revoked from the mobile station
152, or if the PDP context is released. In all cases; exécution of stép 52 provides the
host system 100 resource status information regarding the resource status of the
15 = mobile station 152. Once a change to the status of the mobile station 152 occurs, the
resource monitor 210 is informed of this changé via the TCP/IP port splitter 211.
In an alternative embodiment, the resource monitor 210 moniters the network
resource status via network router commands that cause a mirroring of TCP/IP traffic
~ on two ports, and thus the TCP/IP port splitter 211 may not be required. Ifa mapping
20  table entry is present within the resource monitor 210, then changes in the fesource
status are provided to the specific Host Location 100 or 120 associated with the
mobile station 152 or 154.
If no such mapping table entry exists, then the newly allocated or deaflocated

network resources may be broadcast to all host systems. In another embodiment, if
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resource, such as an |IP address. Step 52 can al so be executed when a new
PDP 10 Context is assigned and a new | P address is not required, i.e. in
the case of nobile station in an |IPv6 network requiring a new PDP context
for its associated |IP address. Step 52 could also be executed if the IP .
address is revoked fromthe nobile station 152, or if the PDP cont@xf MAR 2805
rel eased. In all cases, execution of step 52 provides the host system 100
resource status information regarding the resource status of the 15 nobile
station ISZCA%HEE a change to the status of the nmobile. station 152 occurs,

the resen BebiRRALGOTS522kA 51t § dohhRbIRED Rith b BhuSicd GG 004kiBn 18T TCP/ | P port
splitter 211. In an alternative enbodi nent, the resource nonitor 210

NDNi t or s 12O ehdhQindBTdsk rdsES08ta8s §afbd)Suckiaa BRANMOfrkanTP W@ Ess @O PIFRNAS t hat
cause a mrroring of TCP/IP traffic on two ports, and thus the TCP/IP port

splitter cgidtBYenBRY bhehd el &tbnithf 21®, Mappi ng 20 table entry is present
within the resource nbnitor 210, then changes in the resource status are

provided to tb@ﬁ@%%%&&m'ﬂ@%&m&@é&%ﬁ%wé&ﬂﬂ%rho;t%gitaﬁq@&mttﬁg_ W th the

nobi l e station 2 or 154. It no such mapping table entry exists, then the
oot SysTRe SR O AR OBl P s AP R85 8 0.5t e
100 or — 13bd e KBl ohiden 00 ahe B A R el B P T A g i
(o oxecur i e S TR p U AR A e Bed ST om 200 and t he 5 mobi e
station 152 opce Qe up ateg resour ce st%} ' %ﬂf h nobihg %_ation 152 has
been deli ver fé]jaanf’%‘ t He oﬁggetn »PETFFURE T #@é’ %Ié{leé;%é%&?wgﬁﬁé n occur via
HTTP, or aﬁicli Irn(oalgiliel Jation associations to all registered host systems, and thus each registered
10 host system may communicate with each mobile station, regardless of the rﬁobilé
staﬁon association.
FIG. 9 provides a flow diagram 1300 illustrating a method of managing
information distribution to mobile stations in a wireless network carried out at a
network resource monitor. In step 1302, fhe resource monitor waits for an incoming
15  message or signal. In step 1304, the resource monitor determines if the incoming
communication is a host system registration, such as would occur when anew host
system is connected to the Internet, for example, |
| If the incoming communication is a host system registration, then in step 1306
the host system is registered in the network resource monitor. Registration of the host
20  system includes, for example, the step of storing the URL of the‘host system in a
database accessible by the resource monitor. Upon registration of the host system, the
resource monitor retrieves and stores a table of mobile stations that are associated

with the host system, and returns the mobile station resource status, if present, so that

the host system has a starting point with its own device status table, as shown in step
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over the Internet using TCP or UDP, as previously described. In another

enbodi nent, the resource nonitor 210 provides the resource status and

nmobi | e station associations to all registered host systens, and thus each

regi stered 10 host system may communi cate with each nobile station,

regardl ess of the nobile station association. FIG 9 provides a f1 ow
diagram 1300 illustrating a nmethod of managing information dlstrldﬁﬂ'mmptémg
nobile stations in a wireless network carried out at a network resource

noni t or . PFARES® 1302, the resource monitor waits for an inconing 15

message 0308Si THua the fefousde@floniidPéan dedtRiafRSitichRir Bl Qiticdletigris nes if the
incomng comunication is a host systemregistration, such as would occur

when a ngedidsd hosSySteRNng proviiRREGHRE sthds tdiRed Btiey Retculat globxanpl e. If the
i ncom ng conmuni cation is a host systemregistration, then in step 1306

t he hOStﬁgﬂﬁkﬁghbﬁs@ﬁgh&%@ﬁﬁgﬁhﬂm{he network resource nonitor. Registration
of the host systemincludes, for exanple, the step. of storing the URL

of the host sy&eBohdhPotlRRAR6h @%@as@sbéﬁtemegﬁ@mbﬁ%Qéﬁrtﬁ@ moni tor. Upon

regi stration of the host system the resource nonitor retrieves and stores

a tabje &Eou@h&rﬁtoﬁ&&éﬂn@&% it i Ahfg S ARGhRMERY gm M&spr?;sg f host system and

returns the nobile station resource status so that the host

Sep 2> BearriBh ST i U, fulo B AT SRt EE Tl W, 2 o
par ti cul ), FoAl 'a&delﬁszfzs |l i) 'afséoma?emo%n@&tg&?n*}g%tcgﬁg§5§£ﬁd§nd provi de -

resource sta us r partlcular ly toits

associ at oqt p tse{rhts% P socgttedt moeblfe ?a% { %1? %@@%ﬁ%{)‘ﬁﬁ@@@ﬂ?ﬁ% a host system

registratio I‘ESOUI’ E} ncom ng

communi Cﬁos!t gy@te{nsassom %on updyafe ﬁlen the corresponding table of associated mobile

10  stations is updated, and the mobile station resource status, if present, is returned, as
shown in step 1312.

If the incoming communication is not a host system association update, then
the resource monitor determines if the incoming communication is a mobile station
resource allocation update, as shown in step 1314. A resource allocation update may

15  occur when a mobile station is assigned a new dynamic IP address, is allocated a PDP
context, or if an assigned IP address is released or an allocated PDP context is
released, and the like. If the incoming communication is a mobile station resource
allocaﬁon update, the resource mbnitor looks up the associated host systems that have
an association with this mobile station, ahd then notifies the associated host system of

20 the resource allocation update to the mobile station, as shown in step 1316. In step
1318, the table of associated mobile stations is updéted to reflect the current resource
status of the mobile station. Ifthe incoming communication is 2 mobile station
resource is not an allocation update, then the communication is processed at the

resource monitor, as shown in step 1320.
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associ ati on update, as shown in step 1310. A host system associ ati on update
may include the addition or deletion of an associated nobile station in a
corresponding host systemtable of associated nobile stations. If the

i nconmi ng comunication is a host system associ ation update, then the
correspondi ng tabl e of associated nobile 10 stations is updated, anct t'ihglf‘R 2006
mobi |l e station resource status, if present, is returned, as shown ihstep " *
1312. If the incom ng communication is not a host system associ ation ‘
updat e, tRER2PHRE resource nonitor determnes if the incom ng comunication

is a nobile straébARdih&EPH:6R R MREARL SRnPRIRIF SrucRSesSHRMAs b Sstep 1314. A
resource allocation update may 15 occur when a nobile station is assigned a

new dyna%&hddﬁ’h?ﬁ@g’ &8fentd éorékﬂo%@ﬁé%ﬂth@eﬁﬁ@nts cPAL ﬁ%%mtidﬂrredit%d anmassi gned IP
address is released or an allocatéed PDP context is released, and the |ike.

| T the | REQHL NEhiCQORIU M0 P{gg eﬁ‘ab‘i@tﬂb%%f%&ﬁﬁaﬁ;@&il’i gﬁﬁ&'a&% méXe! ocati on

update, the resource nonitor ks up the assocl ate ost systens that have
Post  syst i amplithch i AR B Sk s W AR A ROGR B30 1S STaton, 8
s updar ShiRPL R iR ah B e A oS, TR BB ENERRY) et on,
al 1 ocat i Saiel SER 6 s Daie i Babresin o8 pralie BT BRRL” Mesour ce

it , h in.st 320.. 23.2 MAR 2006 10 PCT/ CA02/ 01945 Th
e medfbei et heidhith SPa Rt indTiS aticbansRrey e PLL AT Ehe o

et hods hayi 00, &) GBS, SO R ROl g G20 RS ahgrent s of the invention
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claims. This witten description may enable those of ordinary skilg i HARh&iGs
art to make and use enbodi nents having alternative elenents that |ikew se
correspond‘to the elenents of the invention recited in the clains. The .

i ntended scope of the invention thus includes other structures, systens or
nmet hods -that do not differ fromthe literal |anguage of the clains, and
further includes other structures,” systens or nethods with insubstantial -
di ff erences frggkgagmklteral Ianguage of the Claims. 24 PCT/ CA02/ 01945 What
is clained is: A et hod of distributing information froma host ‘service
- (204) in connﬁﬁ?ﬁ&@ﬂ@ﬁhﬁlth a conputer. network (130) to a nobi.l e station
(220) in 5. conmmunication with a wireless network (144), the nethod
conprising the steps of rece|V|ng a data item (202) associated with the
nobi | e station (22 ) rvigce 204) ng a network

resource nonitor ‘6 erh?\ %gmn%'ﬁtfnéé"? EALREPT 2R prov&(ﬂi’ér vice (204) and
the wifel ess ngiyar n%aﬁolx%zﬁ e %tepr?e%éésé} esour eft%glzh@ﬁ?(zw) 10

aut omatically providing net work o esour on for the nobile

station (228)- em&aﬁa&a@%mﬁ%&eseﬁet&&%%fﬂ@ %JRC {é}gegumg xqpoSt service

(204) whether a netwo resource (222 e wr S network (144) is

currently associ‘at egeiwg At 3@m B dsSochisa bi®ile ﬁaaﬁﬁ)mndnf(zia?& waghypor k resource

(222). of the wireless network (144) is not currently 15 associated with the
nobi | e st ati onseg@2@ed)t hen transmttl ng a resource request nessage fromthe
host service (204) to the nobile station (220) (Step 22) to instruct the
nmobi l e - station (ZE@YIdtﬂaaa%‘qmsrwdmmmmmknemmhmn@v&ﬂ&}hoSMere| n after
the nobile station . (220) acquires the network resource (222), the network
F eSoUur ce rmnl tﬁrﬂ?%)mdthewneless network (144), the networkresourcsmomtor {210)

' 10 automatically providing network resource status information for the mobile station
(220) to the host service (204),
deterfmmng at the host service (204) whether a network resource (222) of the
wusless netwark (144) is currently associated w1th the mobile station (220), .
if the network resource (222) of the wmeless network (144) is not currenﬂy
15 . assocmted with the mobile station (220), then h:ansrmttmg a Tesource request message
from the host service (204) to the mobile station (220) (Step 22) to instract the mobile
station (220) to acquire tﬁe network mourée (222}, wherein after the mobile stationi
(220} acquires the network resource (222), the neﬁork Tes0Ures monitar (210)
‘ autcmatically provides the network resource staius of the mobﬂé station to the host
20 service (204); q.nd ) " . .
. transmitting the data item- {202) to the mobile statiou'(ilﬂ)l ueing the network

+ tesomce (222),
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automatically provides the network resource status of the nobile sﬁaﬂlmﬂ?tg@%
the host 20 service (204); and transmtting the data item (202) to the

nobi | e station (220) using the network resource (222). 25 PCT7CA02101945 2.
The method of claim 1, wherein the step of deternmining at the host service
(204) whet her a networ k 'r esour ce (222)-is associated with.the nobile

station ¢220) - rises the steps of: receiving a network resource status
front the netV\Tﬁ’E‘UB@%“f)urce moni tor (210) * indicati.ng network resources

associ at'ed i t h t he, Tiehiehed FcRin DWhERRRe stegﬁﬁhetcfﬁﬁﬁxﬁ ﬂ‘tﬂ%‘h@fﬂsé}& ;@M t he net wor k

resource status if the network resource rrently associated with

the nobi.l e st 204 WhtR20 hstworB resdiine (203 Reglodredoligitmd oty 2g)t he step of
transm-tting a resource request 10- nessage fromthe host service (204) to

the npbil e st OPps=f22G4Ps 6Bt ep'22) to instruct the nobile- station (220) to
acquire the network Tesource (222) conprises the steps-of transnitting a
first i nstructl on- F@P%@Ps—’&f}t"toﬁgemp$tetues€ttatﬂ:mw€cﬂ2£$oufcemaﬁiw(m@ t he network
resource ( "and transm.tting.a second instruction to cause the nobile
station (2 ) ’?‘%CEF?%IWWKTESPSW@aé@ﬁﬂﬁiﬁﬂtﬁl@mbﬂes@mgéﬂ@ﬁhmp 24) to the host
servi ce; (204) upon_ acquijri, ng t he network r-esource '(222):. 4. The net hod of
claim 1, wherein t freerainigp g themgherkteseirpRptaLs iisbrng vk ey e@e2)igessage from

t he host service (.20 t jle st tlon (220) (Step 22) to instruct 20
t he nobile stafmdlg 52%5’}5% (’thg\f&ﬁ’gﬂeeﬁqhﬂ’é 2t wor k resource (222) conprises
the steps of : transmtting: an instruction to cause the. rmblle station
(220) to acqw re the

3. The methud of claim 1, whe.rem the step of | transm;tung a resom'ce request
10. message from the host service (204} to the mohile station (220) (Step 22) to instret
_the'mobilé' station (220) to acquire the network resource (222) comprises the steps of:
transmitting a firet instruction to canse the mobile station (220) t‘o acquire the
' network resource (2_22); and -
' wansmithing a ;econd instruetic;n to cause; the mobile station (220) to transmit
I3 a gonﬁm_:aﬁon méssags. (Step 24-) 10 the host serv:cc (204) upon acquiring the network

-

resource {(222).

4. The method of claim 1, where.m the step of transmitting a resourcc Tequest

- message From the host serviee (204) to the mo‘mle station (220} (Step 22) to instract

20 the mobile station (220) to acquire the network resource (222) ccmpnsas the steps of:
transnnttmg an instruction to cause the mobﬂe, station (220) to acquire the

network resource (222); and
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network resource (222); and 26 PCT/ CA02/01945 transm tting data mdchtmgg 2066
whet her the nobile station (220) i.s required.to . . transmt a .
confirmation nessage (Step 24) that the npbile station (220) has acqw red
the network resource (222) to the host service (204). 5: The nethod of
claim I, wherein the network resource ((222) is an Internet Protocol (P
address. 6. The et hod of cl ai m 1,. wherein the network rdsource (222) is-a
Packet ' Dat a . BFBESET (PDP) cont ext. 10 7. The method of claim 1, wherein .
the .resour ce requesdsiiedug dgeintivaiap witisr heembitaatitd @p0 Brkdugelithr om t he host
service (204). to the nobile station (220) over. a wirel.ess voice network
(146) . 15. 8. tHEhenimethirthatin nekajd(Skp 24)lﬂtatihemol§1bfmﬁmzﬂ2mmslaﬁmﬁédeps of : the
host -service (204) registering-with the network resource nonitor (210) to
receive autonﬁhqf@wwﬁua@we@é@ammh@tMemmrk resource status of the
nmobi | e statiion -(220); "and storing registration data regarding the host
service, (204) and-the nobile station 20 (-220) at the_network resource

moni toor (210).- 9. The net hod of claim1, further conpri sing the steps . of;
provi ding & pl ur aliﬁeiawwc?i?]a%%}’ﬁ%@%m@%m tirpowerfiMiscalammt wi th. a

pI urali ty ; %romrz?}f)dl:l')gddﬁés?tl ons (220) 27 PCT/ CAO7J01945

§. The method of claim 1, wherein the network résource (222) is a Packet Data -

] " Protocol (PDP) context.
10
7. The method of claim 1, wherein the resoizce request message is an SﬁS
__ . message ransmitted from the host service {204) 1o the mobile station (220) over a
' wireléss voice network (146). 3 | -
13 . 8 The method of claim 1, furfher ¢ compnsmg the lsteps of:

' the host service (204) registering with the network resourte mofiitor (210) to -

receive automauc updates regarding the network resource status of the mobile station

. {220); and

storing registration data regarding the host service (204) and the mobile station

" 20 (220) at the network resoutes monitor (210).

9. The method of claim 1, further copuprising the steps of:
providing a plurality of host services (204) in communication with & plurality .

qf mobile stations (?;20); )
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each host service (204) registering with the network resource noni t‘%r {PEOYuvo
to receive automatic updates regardi ng network resource status of_ one or
more. of the plurality of, nobile stations (220). 5 10. The met hod of MdRa?¥Aa
1; wherein the network resource nonitor (210) Tecei'ves netwrk resource

. status i nformation for “the” nobj | e- st ati on (220) froma  Dynam-c Host
Conf i gur ation- Protocol -(DHCP) conponent (140) of the w rel ess net wor k (144)
10 11. The netchvogmbsscl ai m 1, wherein the network resource noni'tor. (210) .

recei ves network re§9%%ewcsét( rg%st&ngmtthe?lwa WSPIQ?%MM(Z][UZE ation (220)

froma.PDP Cont ext onp6nent W T SsS net wor k
_( 144) . 2__8 _receive automatic upda.tes regardmg network resource statud nf one or more of the

plurahty of mobile stations (220),

5- 10, The method of claim 1, wherein the network resource monitor (210)
Teceives network resource stats information for the mobile station (220) from a

Dyna::mc Host Conﬁgutatmn Protocol (DHCP) component (140) of the wireless

network (144)

10 N The method of claim 1, wherem the network rcsource monitor (210)
' recewes network resource status mformatton for the mobile statton (220) from 2 PDP

'Context A.Ilocahon component (150) of the wualessnctwork (1 44y,
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