ABSTRACT Al RCRAFT MONI TORI NG AND | NCI DENT MANAGEMENT SYSTEM The i nvention
" conprises a nonitoring and incident managenent systemfor an aircraft
i ncluding an on-board systemon the aircraft, an incident managenent center

on the ground, and a redundant secure conmuni cations Iinkﬂmﬁmmmmmmﬂon
board system and the incident nmanagenent center. The on-b

i ncl udes conponents that assist ABSSRAGE craft crew in identifykBgsand

def endi ng agai nst potential threats to the aircraft, such as suspicious

passenger activity. The incident managenent has access to a wide variety of
i nformati on CONAFRORAFY MONETGRING 'AND! INCEDERT tMANAGEMENTt S¥STRM pl ace on the

aircraft, as well as the ability to transmt conmands to the on-board
system The on-board systemincludes a cockpit door nodul e that comnbi nes
doubl e-doors and bionmetric identification to prevent unauthorized access to
t he cockpit.

The invention comprises a monitoring and incident management system
for an aircraft including an on-hoard system on the aircraft, an incident management
center on the ground, and a redundant secure communications link between the on-
board system and the incident management center. The on-board system includes
components that assist the aircraft crew in identifying and defending against potential
threats to the aircraft, such as suspicious passenger activity. The incident
management has access to a wide variety of information concerning the aircraft and
activities taking place on the aircraft, as well as the ability to transmit commands to
the on-board system. The on-board system includes a cockpit door module that

combines double-doors and biometric identification to prevent unauthorized access to

the cockpit.
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