
 

 

 processing of extracting, from second data, one or more candidates of key data that 

include an encryption key that enables to decrypt first data encrypted by a specific encryption 

scheme, based on data indicating a feature of the key data; and 

 processing of extracting, from one or more of the candidates of key data, correct key data 

that enables to correctly decrypt the encrypted first data, based on a result of decrypting the first 

data by use of the extracted candidates of key data wherein  

the step of extracting, from the second data, comprises extracting one or more of the 

candidates of key data, based on key candidate determination information including the 

encryption scheme, and a key candidate determination criterion including information that 

enables to extract the candidate of key data from the second data based on the data indicating the 

feature of the key data used in the encryption scheme. 
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