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a continuously updated record of subsystem usage and trends and patterns 25

i N subsy s §AlsPy @R errdriafent Bpont! Ogaring INVthiS Warthér, Asts IHSWEF OGS rdEEMEtAhd1E corditib | €S
45 st or edsdtisried, ifwhl HREorRRREIEItionaMABG Rsthution, WG I & 18 ot Qhe rieRPuleis SRIMSY, BROGASHA! €5
29(e) . Thene dideriof thertlesIorexarflination, apPihe Adbs tidmbéhas arslagdin & ﬂmglamefrﬂ&tdawmt?wmch
rel at i onathe seéréive dlen furstiontisdontaied, idnd dreigenepatesiaiit explatknbstbdye from pérsons ixthmatsly fai- t he
hi st or§ duigrawith the ieiver atilideeptionaimrietaristios ofthepartitalard/Oxadiee. i N vi ew of the current
use. Rul e sdhecurensarrdrevent angicarrenticenthipfornatiors are pppiied ts aisdhof adesdaratalysis alerh 29(¢),
%Mh devwhjeh relas eontalpault griteriae THeoutput ot the Biles fon énglysly glext cdntrolsid cale 49 fotpasdingithe  The
s st opusEntiexception eyayt and trand e atjgnitq theyeextatage forrprafelem descriptigier t i nput as to
the way in Vhedasisionteinike thePyoblem Dascripfien pracedyre is glasrifiExqeplion Type ndicategachasd fall,
anal yz#@d Stptam agerlion isdistyptadand seryjepactiongvery ikelyahepecesnary; Morenebapla though ate seftt | on
of the defdl E%P"HBF °%‘R%!H?FR§ “s ?'ﬂi"ftﬁf'ltt"s’ﬂ Yo, F”f%'??ff“l" a7 fepgjrable faulk condition.

subsyst ens. T’ Pb'WHeQFF FE‘&?‘H”"P pd NYERT
o5 o B ﬁ“‘a"’ %‘ e Y ﬁe:? oy
| b }
3r Z 1?| oﬁ IS ﬂi&t 'lh%{“f s&@ﬁﬁ?ﬁ% % h& r&?iﬁi;l 9
Subsyst e &ﬁ&ﬁh@n&%ﬁ. plaﬁ'e?ﬁth is de-
confi gur aﬁeb@@an Iwaﬁﬂs ﬂQrt H@Sﬁ% Glthe Gate 8P pedsEHs tR\cafdnt év'int'aﬂcpﬁ'énd tuﬁ;r he

base, @ dpfbish BBschgtioN B dire. ERpertkfdwiddie St iR ssystéM beinB!ﬁHﬁ&e&.@ﬁq;Pk@Q'g@ﬁ&atea
Descri pt i gel oftuIes &fitdinig aghrbpriate faulfdriferia. SeAdrall, thy ASIR Mllbe Brderedl 6:L§Gaplbn sliokPEAM Of
storing atwetthevndsysevére fatibsymplomirétbgnizgd fires ftcept i on event re- ports, or error
reports, thahe rulkyfddenalysis slervshduldl beosstabiizheédso thapa anslysisfalertivessb©is geyeratadittspasd em
such as t the cutewi exenptidniegent arairiread infomnatidnit toimtoke the Broblerh DeschliomBriocekiare o fre-

devi ce2s Afusatlythdn when Here is tivlya@rop@ncsp thaf the infomymtionnas befiudher analyeesi when tHiere slanped
and storedouwth the 1/0 device error event log nenory. The log Includes a
subpart 43 containing the current exception event and trend information. 45
Wien a neW@ﬁ'ﬁBMﬂﬁ“B‘Wﬂ#t‘“report |s recel ved (current exceptlon event or
current fault) as an In og Recor l's tlme st anped and recorded in

the cuPrent ! '19(5‘??" 'S‘PFPé’“E‘ §°’FB %tbwd?ad‘s%w. n
t he Subsyg't"g,ﬂl‘f'

'Ilf “ﬁ:@p ed[ "9 ent regort is
Sl so appl bescn!?lionrr 8:%;% naj, Eappl gﬁ-Eet roKng‘{ () anrc?] t the
evice mefigl, a%?at.&.ariew% s .f,sm Jm%s éH reco Cot b fih Thrt
ook ubPlial il 3 d‘n o
Subsyst emyERyE i e t eP&H&.d
cont al ni NgyhdiRe Sdischion rileB t EéurFe%P&l:ébﬁ e%:ﬁ.% du%]sﬁ uo&ﬁDQJrﬁputa St% n%-
Subsyst eny mnrtmeieaton 08 batorD AcrulbS5116 &Sath 1he A5 drdieherall FH eXPéM kn¥iiide as
hi story | gfted faddrs ffatingdo 6 PaHiciBFbubsybtem aid déGicdsth whith tHelB6ricd dlért faRcBéh 19 bonialhed

chi n@ t kgbrdihgwisk typsadfstonevents milhi bardlatétvll cdhyledtdde current excepti on event
Thi s al | ows Thé selétidnrdtbssot 61 @bmpjafes i clifahe ex@éptitioracdrdiio theaulativiat @ipw bfdie RY6blem
fail ure oProilendata base 29(f) @selectohdief: past hi story of the subsystemand to the
subsyst em playsawdfadlt confi guration. This is inportant In view ng and
det er mi ni ng bpeepeat®B@L terns and trends In the error reports. Applying this
rel ati¥nal o @ppateslly he Subsystem Envi ronnment data base, data related to the
current everf) knowmfapit(analygis in PROYERSEASl i ed to the current exception or error
event The rtﬂ@‘gwﬁgu'f‘ée"&'f"ea&f"é'ﬂe?@ -el ational view 47 of the Subsys

opipire Bl 3 new fault, g statuging) 's ese% e
sc;;:"“gs@w %t ?hm%?ﬁ Ay 5 PR L B A q;;e-

S D% isbind e Eﬂ GRad & He/Lit nbs
ranner, ag g rz,.%.gnatoﬁ b ?aﬁfn' E%ég" o
will becoﬁﬁl Hqth driafon!the Iih e%orﬂééaeco
orth The or er of the rules for exam natlon and

rule is ey

the ruses ﬁ%ﬁ@&h}ﬂﬁﬁoﬂeﬁnﬂ%'tﬁh fhe bufahttekXptidn rechrd Fepradrits Lrepdat 14l &f B rdpbat call,
servi ce akbblecib les Silsd ScoRtRléighalt6h paBdlorRREouthRiiRe RlAebext il sRRM Sr which
know edge sériidalgperhessegs whsléent tiinS Ihdist y3tn, Sut a sdriibetdctiohi hadindt bédn iitiated. ATegéat call
except i onisGifault foeikieh asleivies adtibn Kald Bednasrhpietad, iadicatingthell e e dice abtioh waslfidt Sutessrull Or
event, and current trend information, gte applied to a set of rules for
anal ysis alert 29(d), which rules contain fault criteria. The output of the
rules for analysis alert controls a gate 49 for passing the current
exception event and trend Information to the next stage for problem
description. The decision to Invoke the Probl em Description procedure is
clear if Exception Type Indicates a "hard" fail. 10 System operation is
dlsrupted and serV|ce actlon Is very Ilkelyto be ‘necessary. Nbre probable

Y



For "soft" fail exceptions, the decision to Invoke Problem Description Is
made when the data base | NSERT anBPUPSISVEBMAr ocess detects a significantly
recurring sequence of "soft" fail events that are related by synp- torn AND
sour ce. TAghoGgh a6pehttaultioPa fepealéll mb&h8 Fdcortl Of therashQiXista fthd IH6BInt Profle G688, tHAD
events, nNPfbled PRALGA isGRILBREY, Which shduld fbEbetisbdultartly By RS BEliGNERINMich proodKlfe. The
faul t cri Tkeréfare, it Biid/Upaste ProblereProfilp Pocedare BidlladaviiviProblamiProfilh récoid adfhough the surf Or

I ooki Ng atentdxaeptanrweesd ne@\faitt Fusired arialysis i3 donket by invaking theFindlemEviluation Precekilirat wWhen
a "haré" f aillthr @mpgrisenfindsialinkibeitveérctbe cuprebtiexaeptive eventrecasd and adeablemProfilsrecrd:
proper sufssyhicharseryioeactien ispending; theecyrreat prableficounesin the Problein Pesfileedcard isincromdatd

X}‘ept i onedanddhe Rrohtem Reseyiptiont Rrecedute ig andag A thigiexent therProbjem Eyeluation Prockdum is nohe

49 pheakeds the current event and trend information to the 20 Probl em

Descrl tlon rocedure. Expert know edge of the subsystem being analyzed is
requi réd By ?ﬂé?%‘?'é“%t"@@?"medf"ﬂl es containing appropriate fault criteria.
Ceneral ly, e c SO tha,t t he nost

T s e

Pr obl eng t on roce ure m)re ere |s

truly a pro @Bi'obl Ploflid rechrd$in th@mwafpwﬁﬁ dsa@aéaag(wemf? h&\3@lcdhiich iddRford NET €
is any dopbi pirrbreft theREdrd il dn afdyale W forthe that Problem
concept Uapjobiie rddort|orif a derbide detih |d’93§ﬁi§n6r$ff§\sbﬁuoé khhi€dl to the host
Descr it i eyateh| GHira@biviGe acibithabbedh bmadi&s&mna{mfmaadah mﬂwb%daﬁalﬂﬁ%ﬁd irédfifient N

t ke pseudersumgigterhfatits. ng of Appendix 2. The current error event record, when
passed t o t Tae BiikiiProblain[BesgiarRepdrd Pidcddire ditlstiatedy elelnént ¥ N(FIE: €), atidddesdiibed more
Descri pt i tuly Ritteqpaeldo eods iligtingbf Appendia BT hisgptocbdurechbulldstor gfdatesia B®bibri Prdfilatrecarddn par t
of the pr thePablemPmrfitediatadgse20flc) and create a relational view 53 of the

Pr obl e Pr ofThe eumdatiexcebtiag er PPebleim)Prafile recorsidgapplisd torteesRyidRrobidm Rroffie Recond rocedutet s
for 35 wipktewnfauitforhich pralysia is inrrmgragsis invaived. tire uptiatasd Froplemérafile record drom he Grob-
conpl et edlemPfile datapage ngtingludipg thecyrmntexception merd)dm led ta the BujldiProblemdrofifeiRecarhit a
base t hat Pwada'teéeth?@%m@ updatedith the ﬁfQH?"\:!WF& °’E9PR!'8'|') f??&'ﬁs“ﬂé?ﬂ&?‘ﬁ@ﬁﬁ' fog

T

used vvhena wn FW@’%@F@E‘I"F??HS? t%'gs%? tothe
Al th th
o ect onE te dﬁ% _ %&i iﬁg '*‘QF%PQ‘%%; - i ¢
expert kng ?p'ﬁ...t. Bep Aakaion;  and
evl ces | nCt On S CO al ne regar

types gf er rﬂﬁe SHE ;'ﬁ:e Eﬁ Q'problRi Prdiile Snﬁﬁth%tduﬁﬁ
processorp ‘k@é&l?ﬁr&‘c%d fﬂéro&ﬁl%is éﬁ?o??ﬁévﬂ&lt e{d?rui &aﬁé iﬂ\'idkémé‘ eééé EW
of the Pr Q%ﬁﬂ% e Subsysteit EAvirBihTent dat(blase 2o @(ﬁ)@d)ﬁs anPid SheLlirrenfexcapBsH, TIbHA

repeat fauathis pﬁdedmthe@)mamaﬁabms:ah Profifd Prasstkd 1] didab With maadraeﬁtlrsmwrroranew
Pr-ogr ess) faulf ho eisting FaoMenT FRdflie redofidiists fheheFedblefvPratifd teliaBase 20(1)f AffeFtRe Frbtildnerrbfile
eXcept 400N rec6r @rbilt) tRe procees ieturid td1thevPioblein Descfiptidh Rfoddiulealthe pbistiat WHichtRy Rrbtlém

si ghal i sEpdationtPraxaduirdyProfileR@cofd, N Probler) iglimdgetht € Pr obl em Profil e procedure

| s t hen | nvdidesckurrentekcerdtion re¢ogdisfor apapeatfault] thewroblenbRrofieecordiis Sréatedes fioma new fauk,

anal yze f afterwhighcthe progebs retutns tothg Rrplitem Reseriptiendrecedunggt the pbintahwiighdlie Rreblemdkyalr d i s
f ound f or uatien Brecesiral(RrefileRecard, Repeat Algiidsiavokedie f aul t has not been reported to
t he ho%t sydtthaguirent pxceptioptgpard ig for sregwéﬁe"dPrebJem Rrafile reprdiia alse bujltas for a pewfawly t he

| i ne B. THiermtich e pipeess ratums fjhepeinbip ieiProblepyDescsiption Bropadutegbwhighiiaditeblem Byaly  he
si gnal on"?ﬁépmﬂéreﬁr?f%mvﬁ' Repeay rAl l8dnvek9danal yze for a known fault. 55

If the co %v%e?et rnhnes that the current exception record represents a
repeat fa '%rb'%%"te W11, the selection rules cause a control si gnal

to be P 306%9 Banﬂrﬁ E%Maﬂ&ﬁ n&%{:ﬁ? r“.upﬁméﬁ %MLtFeanﬁn ﬁefs’ﬂglatis deRGinddh &3 Faudo
servi ce aL a service a@ I on has
not been | ”'1‘hb ﬁ] luEt‘i‘o‘H fid invokbd@hdritd #rofﬁéﬂee&@inﬁﬂ dRanvidr Ynfafhs r&bﬂ has
been conp Ieﬁﬁﬂslrmatlidﬂ &%ﬂu’ﬂaﬂad -?a&n%‘sk 6't6 Gotedfithé aPprofiibte da%e ttlok fequireht nts

EP 0 3%7 & éth béHakISH and déterhia i alsaVicd adibn shodi€RE Miiatddddr probiBim Rssol(tRAO! d

the fault exnhs bﬁbmﬂe\taheuoﬁ’mbésemnamaﬁvbﬁ s&bA tiat ikomtiontwWitAkh thepﬁbbkﬂmdﬂrecﬁebdr&
data i s oOléterthingsé Botty RUME Seldbion BRLRULE 123duils InferMekion protieed byRULE dxbuatidnlieOINED

Eval uat i owitipthePrefile Record to become part of the Problem Profile data base. The result Is a data base record that

7



Therefore, the Buil d/ Update Problem Profile Procedure builds a new Probl em
Profile record as though the cur- EPo857 888@3pti on were a new fault. Further
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Or updat egs t3 béseatth G bt ien ki Prodieni Fiofild Uatalbasd s Y dagindnteaivith Batdagor. base 29(f )
25 The ietHé ProBém Evaubtioh protesdconblidePinatisbliiod dctiéh is requiréd]a procedirpiscadd fogeri- he
Bui | d Pr olalratageRicetialysis inessageSense Date fbednapprbfriata sérvicaanaljsisidxt mésedge \darvich amalyaib y Si S
i S in prognessage Sensé Datdis JOMED witiethel Padbibre Erofle etardianBiaisé presentedto@rhdstBystem. t he
Prob- Ilem Profile data base (not including the currentexception record) is
applied to the Build Problem Profile Record Procedure so that it can be
updated with the current Problem Profile (exception) record. The control
signal for a known fault (analysis in progress) causes a set of rules 65 to
be Invéked to create a view 66 of the Subsystem 30 Envi ronnment data base
29(a)(b)(c) relevant to the current exception. The viewed data is provided
to the Build/ Update Problem Profile Procedure 71, along with the current
record and the existing ProblemProflie re- cord fromthe Problem Profile
date bgse 29(f). After the Problem Profile record has been updated, the
process then returns to the point in the Problem Description Procedure at
whi ch the Problem Eval uati on Procedure (Profile Record, Recurrent Problen
is Invoked. 35 If the current exception record is for a new fault, a
Problem Profile record is built with the Build Problem Profile Record
Pxgcedw e 71. The control signal for a new fault causes a set of rules 63
to be invoked to create a view 66 of the Subsystem Environnent data base
29(a)(b)(c) relevant to the current exception. The viewed data |Is provided
to the Buil d/ Update Problem Profile Procedure 71, along with the current
record. For a new fault, no existing ProblemProfile record exists In the
Probl e Profil e data base 29(f). After the ProblemProfile 40 record is
built, the process returns to the Probl em Description Procedure at the
poi nt at which the Problem Eval uati on Procedure (Profile Record, New
Problem Is invoked. If the current exception record is for a repeatfault,
the Progblem Profile record is created as for a new fault, after which the
procesg’returns to the Problem Description Procedure at the point at which
t he Probl em Eval - uation Procedure (Profile Record, Repeat Alert) is

i nvoked. 45 If the current exception record is for a repeat call, a
Problem Profile record is also built as for a new fault, after which the
procesg returns to the point in the Problem Description Procedure at which
t he Probl em Eval - uation Procedure (Profile Record, Repeat Call) is

i nvoked. Probl em Eval uation Procedure 50 The Probl em Eval uati on Procedure
is illustrated schematically in FIG 5, and is described in the pseudo code
listing of Appendix 4. The ProblenlEvaéuation Procedure is invoked when the
Profile Record I nput paraneter containS new prob- IemInformation to be
eval uated. The evaluation task is to determ ne appropriate service action
requirenents 55 for the problemcondition and determne if a service
action should be initiated for problemresolution. The problem eval uation
process is RULE driven, such that information within the Problem Profile
Record deternlnes both RULE selectlon and RULE products. Infornmation
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with the Profile Record to becone part of the Problem Profil e data base.
The result is a data base record FERABSTST3BIEP 0 357 573 Bl describes both
the problem and the results of problemanalysis. If the evaluation process
determ nes that service action is not (yet) required, the updated Problem
Profile Record is returned to the gragm Rrofile data base. A subsequent

i nvocation of the service anal ysis nessage process nmay update and

r e- eval uatFROCEDURED Pirebilepabetedt i W IIpruith@dogereedrd) | | eventual |y be
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faul t, det%;%cggg fauft g%’@’%r#%mﬁ& determ ne a recommended service
acti onz Q&@E &E%%rthﬁeéﬁtgsﬁé€ eeQﬁ.rt and update data base control

i Rf.or mati on e service alert and data base update

control 81. U@g@_\fgcgo ﬁr@él sdge Rativkdakf control 81 receives the
report fromthe rL{'*GSSEOC'aﬁﬁéﬂ'EGR ém}a 2né3 LogNBolPee SBFav Tdu s IRidor@essage.
The out put fromthe taubpdadal mnrentllaa@d E3rmcueagenestehedhrgs thoa:servi ce
20 al#rt and data bpathupde¢ss camitricin &eekor datdsweiteianed adabta nessage
report to the host oreaBettkr it is sinply returned to the Problem Profile
dat e base 29 to be a art of the observatlon for future faults. If the

t t bl I data b
(125 sgorent oo WG cootegh, Bilt ,IQI g%%g@ %‘ Jap daia base is
concl udes that a- éer}ébﬁg n d- v%"l' jlaad t,o gen-

erate service anal yshgg ;_&prd £I%=‘cl’o\fld
anal ysi s text message) SerV| ce anal ysi s 25 rressage Sense Data is JO NED

with the Problem Profl | e Record and al so presented to a host system 30 35
40 45 §0 55 &xcepERofi Bbeént7ftyide Appasaditt )1 PROCEDURE Probl em Det ection
(I'nput Log Recor SELECT* Time Btanme EMdeptibbs SygptGenc3¥NELq) ocess requires
the subsystemto Eel’l odi emain ¢ éiﬁeﬂtt Q’attﬂ;eamd devi ce usage count val ues,

and to report chafige¥ i nS4 % F d‘rﬂq%'ﬁ i and exception events as
they occur. InforHHERBn 5%% R% Rafe Rf aFg??h RYLE, 3% record, where
r

I d t T Log Dat
2y | 0g record consists 185 badaT¥piondsd s S8y co. Loo Data

41-

e
Source.Boundary)

UPDATE Current Record (Fault Pattern)
(* The current record is updated to include a

4% fault pattern description derived from the
data base relational view.
A fault pattern is characterized by:
Symptom Profile, Fault Incidents, Fault
Period. ¥*) '

50

IF Fault Pattern > Symptom (Threshold Criteria)
65



| NSERT (1 nput Log Record) 15 | NTO Subsyst em Envi ronnment .. Next Record
VALUES (Log Type, Log Source, Log ER03575T8RBe Stanp) Current Record : = Next
Record Next Record . Next Record +1 CASE Current Record.Log Type OF

Devi ce Usage Report UPDATE C age Statjstics), (* Current
Record and Log Source. Pr evfﬂgg:g g@@érgr{’ﬁﬁ‘goﬁ?’&%{ﬁ‘?’aﬂ (ﬁfﬂ?‘t m usage rate
val ues for: 25 Exceptibal vgﬁgefﬁzggféiﬁi;% data wite and data
o
e

read. *) Changed SubsysigdfoCprbbidmabs Sayrce (Vital
Configufation Data) 3WD (of case)(* Use the Curr Record to determ ne how

the configurationBNis diFrogedurecPrbylehapgeedeion) ty; and update
appropriate configuration data records. 35 Exception Event (type =
'soft') SELECT Tinme Stanp, Exdeption Synptom Synptom Domain, Fault
Pattern FROM  Subsystem Envi ronment WHERE The Exception Data Rel ation RULE
is detdfnined from Current Record (Log Data. Synptom * Log Source.
Boundary) UPDATE Current Record (Fault Pattern) (* The current record is
updated to include a fault pattern description derived fromthe data base
relational view A fault pattern is characterized by: Synptom Profile,
Fault Igcidents, Fault Period. *) 50 |IF Fault Pattern > Synptom (Threshol d
Criteria) 55 9 EP 0 357 573 B1 THEN GOTO Probl em Descri ption (App. 2)
Exception Event (type = 'hard') GOTO Probl em Description (App. 2) 5

END (of case) END. (Procedure Problem Detection) 10 15 20 25 30 35 40

20

L

10



45 50 55 10 EP0357 573 Bl Appendi x 2 5 PROCEDURE Probl em Descri ption
(Current Record) (* This procedur cERP8¥HRIBB1to |ink the Current Record to a
Profile Record already generated for a previous occurrence of the sane
problem If the link is 10 successful, and depending on Profile
Record. Status, the profiles are updated to reflect new information from
Subsyst em Envi ronnment. O herw se, A@peaw:.?rmfi | e Record i s generated. *)
SELECT Profile Record %; | D, *.Status) FROM Probl em Profile WHERE The

Pr ofilesRe(?MEﬁé’PﬁtPB %&!ﬁ@#%crdettépm feurrertnRegandInt Record (Log

REEI R e R
Pr ocedur e creabeéu r %ﬁ%ﬁf&g }ﬂ eﬁis §Stem
Envi ronpent . P%hb§é§§fﬁ1)[ & epend:.n on Pr %gm% o5 eﬂgﬁ{afuatlon

constructed frproEnies naié aipadted l&ot 8£YeEY. n

(Profile Recor 8ubhistén dineinord@nt . btﬁ&rﬁslé\.d d nett 2irogiTe NRécdiaported To
System) (anal y%sgenepatgﬁ.es‘s)) Update Profile (Current Record, Profile

Recor d) (Ap (* Pr ocedure creates a Current Record rel atlonal vi ew of
new (sigce ? (EnABmt * eBtat¥se entries. Profile Record
patterns are tlo hlnthe Vi \g %GOTOProbIem
Eval uati o, (Pro ] é é’féé U&(ﬁ is_detppmined £romigi 4t ys -
Service Action Pengid, e d ae_, ec A Br 88Fem Count (= *.* +1 (*

Mai ntai n count of repeated exception events. *) Link Found (*.Stat us = No
Servi c@ RespSBESseléderadultaubr) 45 Update Profile (Current Record,
Phof i | e Recor Binpt 8) (\ NoUbdatergelimk efqim tr)message and report again to
system *) GOTO Pabil d@nafiidleudCynenPrRécdmi)Relappd3) Repeat Al ert) 50

Li nk Found (*.Stat u* ?%ﬁ%’e Ageabﬁscmrﬁnme@)t eprdt r€batiommli | d Profile
(Current Record) (App. ‘G@e"(? §§9F¥§t ceBatternp foary amew

. Recor are constructed from
servi c& 55 J.nformatlon within the view. *)

GOTO Problem Evaluation (Profile Record, New Problem)

30 Link Found (*.Status = Not Reported To System) (analysis
in progress)
Update Profile (Current Record, Profile Record) (App.3)
(* Procedure creates a Current Record relational
view of new (since *.ID) Subsystem Environment
data base entries. Profile Record patterns are

d updated from information within the view. *)
GOTO Problem Evaluatlog ;(Profile Record, Recurrent
Problem)
W 40 Link Found (*.Status = Serv1ce Action Pending)

Profile Record.Recurrent Problem Count := *_* 41
(* Maintain count of repeated exception events. *)

Link Found (*.Status = No Service Response) (Repeat Fault)
45 Update Profile (Current Record, Profile Record) (App 3)

(* Update service alert message and report again to
system. *)

GOTO Problem Evaluation (Profile Recorad, Repeat Alert)

50 .
é.u]l.}f)round (*.Status = service Action Complete) ({Repeat
a
Build Profile (Current Record) {(App.3)
(* Service action not successful. Build new service
&5

11



EP 0 357 573 Bl alert nmessage for Support Trained CE service action. *)
GOTO Probl em Eval uation (Profil e REROBRY 57®Bpeat Call) END END. (Procedure
Probl em Description) 10 15 20 26 30 35 40 45 50 55 12 EP 0 357 573 B1
Appendi x 3 PROCEDURE Bui ld Profile (Current Record) 5 INTIALIZE Profile
Record (Time Stanp = N@l ié& ePFéﬁﬁré‘”ﬁ Supnard TeaipedsCE csqptiae. *)
PROCEDURE Updat e Profi I3 r‘reht Record Profl | e Record) 10 (* This

procedure buil ds rd! e_ EEE. LH_' nV| t]{éai?fggées%%%(# rregz)nfi .

Record sel ati Vi ew o
5”' ng Confggp. ek duldaf 'PQOEBEN D&@ﬁ‘;%%ﬁ Environnment (Tinme Stanp >
Qél | e Record. Time Stanp) WHERE The Configuration Data Rel ation RULE is
et€rm ned from Current Record (Log Data.Synptom* Log 20
gour ce. Boundary) PROFILE (* Subsystem channel s, SP controllers, string path
control®ers, spindles, devices and nodel /feature characteristics installed
and operati onal (not fenced) within the "rel evant” subsystem boundary. *)
25 SELECT SP Use, String Use, Path Use, Spindle Use, Device Use FROM
Subsystem Environnment (Tinme Stanp > Profile Record. Tine Stanp) WHERE The
Usage Statistics Relation RULE is determ ned 30 from Current
Record (Log Data. Synptom * Log Source. Boundary) PRCFILE (* Usage patterns
for subsystem conponents that

12



are installed and operational within the 35 "rel evant™
subsystem boundary. *) SELECT EREPA®S?&m3B1ERP Resource, ERP Result FROM
Subsystem Environnment (Tinme Stanp > Profile Record. Tine Stanp) WHERE The
ERP Data Relation RULE is determined from 40 Current Record (Log
Dat a. Synptom * Log Source. Boundary), PROFILE (* Results of exception
recovery actions invoked for "1 el ARRRN digcdeptions, and using conponents 45

wi thin the " &%ﬁﬁ&p ECT Comrmand Exception
Except Bon %?, ?ubﬁéy§¥§ f%’a%’taékskeé\;%om Donei n, Power Status
FROM Subsygifratins meo#eie hdéora Yrime 3cBhpi &/gubl Recor d. Ti ne
St@gp) VHERE Tiwepgareeplo Baibat fewadrdfige Rekbrdas #etermned from Current
Record (Log Data. Synmptom * Log 55 13 EP0357573B1 Source. Boundary)

PROFI LE ( *PRYCRDIURR: Updiater Rxofflect®u reait Reebedtamfofax@eﬁteconé) and usi ng
conpon@nts mnthln the "rel evant” subs stem boundar Proflle patterns
provi de cré%s- §NP4 &FPOH“ &%Eétﬁ oxfdt FEbabIe
failure bound TO u??%ﬁ?l%?qQE r§ TFﬁ%nﬁ& SIoSPPEREtaM e END
(procedure Bui Pro?lle) (Return to Procedure ProblenlDescrlptlon)
15 20 25 393§§c'f10£i1 %@nﬁg %trxﬁ don#a§,Ohdvide ARPGAY X 4 PROCEDURE
Pr obl em Eval pmrg orgubyefcelhCERE LG Hhent! a(qqﬁk gtgﬁpTﬁlp&-ﬁr}q_@edure processes
information in theuEmaﬂlmemEQSEambno generate Service Requirenents for the
det ect ed WHERE The Configuration Data Relation RULE is determined
from: Current Record (Log Data.Symptom * Log
2 Source.Boundary)

S’ PROFILE (* Subsystem channels, SP controllers, string

path controllers, spindles, devices and model/feature

characteristics installed and operational (not
fenced) within the "relevant" subsystem boundary. *)

SELECT SP Use, String Use, Path Use, Spindle Use, Device Use
FROM Subsystem Envirconment (Time Stamp > Profile
Record.Time Stamp)
WHERE The Usage Statistics Relation RULE is determined
3 from: Current Record (Log Data.Symptom * Log
Source.Boundary) _

PROFILE (* Usage patterns for subsystem components that
are installed and operational within the
"relevant" subsystem boundary. *)
SELECT ERP Action, ERP Resource, ERP Result
FROM Subsystem Environment (Time Stamp > Profile
Record.Time Stamp)
O WHERE The ERP Data Relation RULE is determined from:
N 4 Current Record (Log Data.Symptom * Log
Source.Boundary) _

PROFILE (* Results of exception recovery actions invoked
for "relevant" exceptions, and using components
45 within the "relevant” subsystem boundary. ¥*)

SELECT Command Exception, Exception Symptom, Sub-Symptom
Parameters, Symptom Domain, Power Status
FROM Subsystem Environment (Time Stamp > Profile
5 Record.Time Stamp)
WHERE The Exception Data Relation RULE is determined from:
Current Record (Log Data.Symptom * Log

13



probl em Subsequently, service alert nmessage Sense Data is generated and
reported to a host system | F the SEPVB8E57381 Requi renments indicate that
the detected and eval uated problemrequires service attention. Problem
eval uation information generated by this procedure is JONED with the '
Profil e Record and SewreekBoundaxryr ohl em Profile data base. *) 15 LOAD RULE
Set for Profile Record. Exception Cass Goup (* Exception C ass Goup

identifies the fRROTHEE DAS XPrﬁﬁq“l?nPa rR&LEeBEFtWFI f°’b y 2
esol ate

determ me service action

PRCFI LE Isolate Status | g@gg{;ﬁis«g ? A sol ate

Certainty = SET OF |..| fail
‘Primmary FRU = Nongyou e i}: eggﬁ ary a:. ureSETC]:

|..n Media Pséfﬁie&é&rd:'fﬁ@stéh%d' 2 bddrent ¢Baendary Par amet er) Media
Mal nt Pfoc = None SET OF | 0 (* RULE Set processes Profile Record
data to sel END t proceduredidd/ Updatdr paefihae) e(Retnith to ghastedure

si gni fi cance. ForPiolaben dDesorigdiom)of a power fault syndrone takes
precedence over any logic fault syndrone that m ght also 35 be

recor deg; or evidence of a logic or analog fault syndrone takes precedence
over a data fault syndrone that m ght also be recorded. M ninmum | sol ate
Status is Isolate Certainty = 1 and reference to a CE Di aghose Procedure.
Maxi mum | sol ate Status is Isolate Certainty = 10 and reference to a single
Primary FRU or Media Defect Site. *) EXECUTE RULE Set. Fault Severity

PROFI LEpSeverity Status INTO Profile Record. Service 45 Requi renment s
Pe( yanence = SET OF (Hard, Soft) Persistence = SET OF (Event, Burst,
Recurrent, Intermttent) Disruption = SET OF (None, Support, Channel,
Pat h, 50 Devi ce, Data) Scope = SET OF O.n (*
RULE Set processes Profile Record data to determ ne 55 15 EP 0 357 573
Bl Seve®ity Status for the fault syndronme determ ned by Fault [|solate.

1)

!
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5 Severity Status is added to the Profile Record. *) EXECUTE RULE

Set. Service Action PROFILE Servi ce EBOR5US3BNTO Profil e Record. Service

Requi renents Service Status = SET OF (Probable Fault, Repair Fault) (* This
RULE Set processes the procedure input paranmeters (New Problem Recurrent
Probl em Repeat Alert, Repeat Call), 15\%']‘ th | sol ate Status and Severity
Status so as 15 to determnetlh,p e of action for this Profile
Reoor 4. oo SErcRaiisae p3Btun SFaftiobnbl qpzaiie Recora, SURATE Profi | e
Record éProblem Status := Analysis In ess * The service alert nessage
process for (% herHis lpenbeaaeerplroéeéﬁsﬂﬂmﬁabxoneimrthélg:ﬁdﬁlar ofile
Reqord to the MRexurdmtPr géhbratiatSedse Refuikmementd| for Ahe detected
recirs, the rem@uohlem.pr Subsequéntiyiatservicer aleyh| nessage iSensevortd agai n.
| the problem kﬁ)&?ﬁ%ﬁtﬁécaﬁdﬁ?ﬂ’ﬁ#@ §|S’eé| i‘PéH '1'-% IR tsﬁé?"PF’ef ile
Record 1% pur g4 é'fsPF'B‘B%%?ﬁ?D eva Faul t

UPDATE Profil e B3& gﬁﬁB E Qf’g E%E) 8 service
al ert nmessage ( fé) 'xgt ;%% ro#f’ QE em Prof 1e

service alert nRsgade ense e ecord ervice Alert ssage
Report gervice alert rressage to host (Profile Record. Service Alert Message)
(* The servi ce muxy RUDES Sagefor ORESE fed RelchbE dCBKEEPE idie Tl aby Grbapnm nat ed
by gener ati (fy Excegprbiione CAhsst Gnags agienfdifiesDahe fatbing fDASMfuntcaionat i on i n
the Profile Réthe RULEcSetcwilldre emamitpd Sondetexmine semvwires@stion a host
system so as t@Q%W&Sthé’ ITB.ChI ne service process. The reporting process
IS 45 2 dai__ ecfle i nterval until service action is

i nitiated, YFES red. *) END
ENlﬁx (Pr ocedurigg E‘i %toé\a/\a ua |on ?98?%&” R%Q&&‘asse[ﬁ)ﬁ?
automatical |y detladiatg aBgdeadstyZiNGeaxepphiongevents occurring in a
conput er peri phercyd Dau@gmgéemwnneetm o a.hbast conputer system the
nmet hod #ei ng charradimarySPRUDY t he ot ayomeof $8T OFEP. h 357 573 Bl Severity
Status for the f®&econsamgr PRE det ersriNone Dy SERUOF 1sai at e.

Media Defect Site = None _ Medla Address (Boundary

~ Parameter)
Media Maint Proc = None _ SET OF l..n

>

(* RULE Set processes Profile Record data to select the
recorded fault syndrome pattern with highest significance.
For Example: evidence of a power fault syndrome takes
precedence over any logic fault syrndrome that might also
35 be recorded; or evidence of a logic or analog fault
syndrome takes precedence over a data fault syndrome that
might also be recorded. ...y :

1 and

Minimum Isoclate Status is Isolate Certainty
reference to a CE Diagnose Procedure.
Maximum Isolate Status is Isolate Certainty = 10 and
reference to a single Primary FRU or Media Defect Site. *)

L

EXECUTE RULE Set.Fault Severity
PROFILE Severity Status INTO Profile Record.Service
% Requirements
Permanence = SET OF (Hard, Soft)
Persistence = SET OF (Event, Burst, Recurrent,
Intermittent)
Disruption SET OF (None, Support, Channel, Path,
50 Device, Data)
Scope = SET OF 0..n

(* RULE Set processes Profile Record data to determine

15



5 Severity Status is added to the Profile Record. *) EXECUTE RULE

Set. Service Action PROFILE Servi cep atszisesB1 NTO Profil e Record. Service

Requi renents 10 Service Status = SET OF (Probable Fault, Repair
Fault) (* This RULE Set processes the procedure input paraneters (New
Probl em Recurrent Problem Repeat Alert, Repeat Call), along with Isolate
St atus and Semexity Status for gtheSfaulty sydromsi detetminedi by Reuldct i on
“for this Pro¥fS93@tRecord. CASE ce Status Probabl e Fault 20

UPDATE Pr of iS6YS%dr étespab+en¢%%é@:_%ﬁmgﬂe RACF€xesk) (* The

service alert nessage process for the Current Record is term nated by

ret urni NCeytg¥yTy %thesgecgégviﬁsmﬂrpbl em Profile data base. If the
probl em 25 pRroFILE Sek@EdbSstafis 'AMM ProTileor8esraf sepdsé® and
re-eval uat i Requiriemeaked again. |If the probl emdoes not recur within a

speci ¥i ed peri serviicenSthtu®rof SE® R ci@mbhiableuFgeilit] r Repaie Fnudt)em

Profile data base *) 30 Repai r Faul t UPDATE Profile Record (Probl em
Status : =P/ §FF E °‘€%$1%¢ l‘\ﬂ"@é‘uaFeF-PP s%%x%é ile

Recor d. Ser wéﬂé; nt Pr° lem,;Re g earﬁessa e Sense
Data J,NTO P 5@ Ed # y %i%&g{%\;egi%g %;%'f/i ogr nmessage
to host (Pr |Ie ecor erV| ce ssa e Servi ce a ert nmessage

process for the Current Record is term nat ed by generating a service alert
nessage IAsE deatvdceeseadurom i nformation in the Profile Record. Service
al ert nessadgxddabde Patdtis then sent to a host systemso as to initiate

t he n@achi ne seUPPAZEpPyedite Wrépmqnigﬂpﬁﬁsegs ¢S Msalysis In  repeated

at- aspeC|f|ed1ﬁri9€-'§|‘s al untll service actlon |s |n|t|ate , or until the a
specified reporti em
Eval uation) 60 559‘% E ﬂ%%g@ﬁtg a{tﬁ?‘ﬁ ?c%ﬁ} ff); lﬁ%ﬁ% -
anal yzi ng excepti Qgcg\_/.g éhé’CP uﬁt% g subsyst em
conne¥ted to a hoeh-eoamu&exoﬁyﬁ eiﬁv6 beEnghé herieieH ik by the

st eps of EP 0 3b% péduBlwithid ad ipedifi p;ﬂem, Eewver ottieent dat a base
conpri sing i nform@roddlecRatornd 1o puimgeclrfrent thenPréblem Rrafile said
conmput er peri pher drtsubaset ehl and usage and error information relating to

sai d stgerl ph- e%r‘_:{allr %gg Xstem

UPDATE Profile Record (Problem Status := Problem

Reported)
Generate service alert message (Profile Record.Service
Requirements )

35 JOIN service alert message Sense Data INTO Profile

Record.Service Alert Message
Report service alert message to host (Profile
Record.Service Alert Message)

{* The service alert message process for the Current
Record is terminated by generating a service alert
message Sense Data record from information in the
Profile Record. Service alert message Sense Data is
then sent to a host system so as to initiate the
machine service process. The reporting process is
4% - repeated at a specified interval until service

' action is initiated, or until the a specified

reporting window has expired. ¥)

END

END. (Procedure Problem Evaluation)

85 Claims

1. A method of automatically detecting and analyzing exception evente occurring in a computer peripheral
subsystem connected to a host computer system, the method being characterised by the steps of:

16



conditionally invoking a Problem Description procedure when the data I'n
sai d Subsystem Environ- 5 meFRP 0 3dtA3 Bhse refl ects a

that indicates either a clear or a probable need for servi umnﬂlﬂlﬂ"um,FMM
sai d peripheral subsystem said Problem Description pr oceddr e “cohpr' sisng*
devel oping a current Problem Profile record describing said exception
event; creati ﬁgverbhy s$’€-ﬁ“ét§ rf@lre?rha va@w gfyrdropgh lekerrined dydFanlsase
rel evant to s3Ff é’i |on event ; a Pr lile Pro |Ie’ dat a base
conpri sé ng Pr Sf’gﬁf' 1i"apﬂlsr e'"csoFf}g f ‘br fs‘ SC?ﬁFﬂ: y 10

exception events to relate said current ProbI emProfile record to a Problem

odj | e regEduirBakuit rggﬁ:l‘\se@&iiggsAggiggi d Problem Profile data base; if
said current Probrem $¥5fide staeQEdINDd Chstille RecdralSer¥dd em Profile
record I n sai gefubbémenty of i | e data base, and said existing ProblemProfile

record Pndi cat esSetuicen Statnsce SETI OR lErqjahirmgaﬁot.tnepw/élaetltpr obl em
updating sai d exi str n ProbI em Profl I e record 15 | f said current

Probl em Pr dffi [ (glﬁe r§ BfP?%a‘?%‘iﬁﬁsd In said
Probl em Prof i Sk or

i ndi catgs thaE oﬁ aﬁg § gg hﬁﬁiég :{'a?éag %fem
updatlng sai d§ xr stln ro ro | e record and I nvoki n em

Eval uati on procedure | f said current Problem Profile record does not match
an exi sti ngaBeobeevic¥ dtdtmg egord in said 20 Probl em Profile data
base, addi ng ®apbable rBaultPr obl em Profile record to said Problem Profile
data base and i nVBRATR Rrafidiel Becpvdl (Rxoliem Sdesusr ex bakysls Jai d Probl em
E\AaJ/uatl on proceHE? €hpri ses: exam ni n sal d curren ProbI em Pr of| | e

record in view of § o?ié%idﬁ"% r BL&FE RCE6

performance; and 25.; tre probicn BLEE gﬁgd § §9stem
have been di srupt edy gy aﬁ aegﬁ i Subsyst em
per f or rfince, generaﬁér&ﬂ@e&%cesa e&ékéa?sfq%a%. amd tﬁ@eéfdmusebesserw ce
alert nessage into aét eddurbkd®hPhodi spedifiddl penrpoal, i €igers attik exi sting
Probl em Profil e recerafiYe ®RecorBr bbl pardqadffidom dheaPbalskem cubfiilensm tting
sai d service alert @dataxdmpse.o*3ai d host system 30 2. The nethod of Claim
1, wherein said step of conditionally invoking said Problem Description

U"‘o

proceddfe conBfP ai d t.em Envi ronrr_e a base in view
of rules describ %gr %8?“%&?%%% E%?H‘BI &= 9"bn events. 3.
The nmethod of O @i S t \Qkidgesai d

Probl em Descri ptk _-p,r:t r%'i@e a1 Iﬁ%ﬁ?ﬁﬁ%ﬁ%%%ﬁ#‘l}%ﬁe&; examgﬁl ng the

data rggardi ng sai m@meewatttme&tﬁ Bensel batai IN®X @apifiiae event is
a soft event or a Ieecbwl.ServieedAlbet alessade sai d exception event is a
hard event, | nvoRepertssarviicebhdarbenessgge dwo postedBrefiked if said
exception event R%c%tr%(ﬁecrvé-\%ni\leéﬁwﬁw)sal d exception event agai nst a

set of rules to de: rm ne. |f a hreshold crrterron as ce ded and
i hyoki g said Pr obf prggrelss é

criterion has been @eng q_nntggl d step of
exam ni ng said excenﬂédﬁrlee\neebragal seﬁvﬁesetlee &gé séifse DARKI 08 I A

threshold criteri onteas deadn toxachRost spsgum s;esaexem migiaam dhexception
event Ia?ar nst a subsasthiofe rselreiceeprdeexs .t 0 Thee reppetidg uomesisodsevent and
the porion of sai drepsghedeatper speeifled uintesrgal until ssexvicel ating to

sai d exception evergctimn 'Fﬁeiﬁféi:hé‘éle%f @ ankid thaeretredidii@drining If a
threshol d crig 1215' orF $REF Hign Vi Rder jhrs (ﬁi?ﬁir%s deter- mining that a trend
of rel at edgfyC pﬂ@&, tp%oﬁ ? %gpgﬁt ed within a common portion of
said cgn puter peripheral sys . A systemfor automatically
detecting and anal yzi ng exceptlon events occurring in a conputer peripheral
subsystem connected to a host conputer system the system being
characterised by: means for maintaining a Subsystem Environnent data base
conprising Information relating to the current configuration of said
conput @ p@laimeher al subsystem and usage and error information relating to
55 sai d peripheral subsystem neans for conditionally invoking a

Pr obl em Dess CrA mdthod af gutomataily datebiing BRd aBigiingt eRédplitintedents betuiving inTddompRéreipheral
Envi ronnment cabsastivaamnsctst koexcitost camputer sysfain, the metiad tieing bissractensdd epdhe stegiol:ner  a
cear or a probable need forservice att é‘ltl on to said peripheral subsystem
sai d Probl em Description procedure neans com 17



EP 0 357 573 B1 prising: nmeans for devel oping a current Pro lw

record describing said exception e/EPAR3S7THEEBE for creating wmmuuiﬂ"””m

rules a view of a ProblemProfile data base relevant to said excep: tod *

event; 5 mainfBRing 2 SubSystef &AM data/Bh &b PRsig Rfoimafiondélitig 88 Burrent con-

conpri si ng Pr ¢igir&ish birsaill banfpuiePreRsdial sibsyRbif idUdsge ndériotihfbimatonf&RPiolsall paipie Nt S

to relate sai d.-acgubgyeﬁﬁ. Problem Profile record to a Problem Profile record

that al ready exi sténdtithabaivdkiky aFabiem Descrptidn@rodedu® wherstas datd In Said Shibsysterh Emviron-

Pr obl emsPr of i In@ntrdatabiash refiicialae axcaptios svent that (ndickteddithenalelea dr la @robabieateeld fonsedvited

Pr obl em Pr of i lattentiort ta sédddisesiphesahshibsyatent, saidiPedblemdDeBeriplinn @rocédursicommisingcor d

| ndj cat es that a deselppinga cumrent Broblem Pppfiledecary desgribirig®aid exceptioheveptover ed probl em

upd%ifl ng sai d exi owedting from stried rulePa yibw pfea Arehieny Riofil datahgserelevantte said ereaptionevent;

Profile record naStaneirg afoklsm Rrefile, @e@mﬂﬂs‘m?&"lew@mw{ﬁ phrprayiously qopusinge m

Profil e™at a [9%5coption gventsde refptesaidcurant,Prablen Profile prcerd tq a:Prkiens, Prgfilp Fﬂﬁ?’éﬁ?bﬂ’eﬁqifat

a service act |°29ﬂsl“§a'H5f°b'ﬂ'§ﬁﬂ’|"H alp B3se} e cover ed F'robl errhv 1L;dat ng said

exi sting Probl =l dr“f‘l ?ﬂ"@"trpé’e F‘ "°<§ P 8 Bobiam Erof] 'F%P%’téﬂure
ata;bg F‘F’é‘sr"@&‘i‘)?"&""i?

means; 15

Iaﬁ: d ﬁ;ﬁp

ag dEXI St I ng P g':ﬁalwrogﬁ?mob an BXIStI BIQ ro?led% blem
adding sai d cuphilify Ls n%@&i | Eh% s%ot

base and invokind E u ﬂon
Probl em Eval u Pdc rocec!ure nmeans  conpr i ses rreans or exa n| ng sa| d
current Probl em PiQh kdirehFrsbieh prbrid/feEi Sdes At MaRA ah btishiNg Brobiéh Profile rédord frCdala! -
20 280l © PrdRInTreiE dafibbed; ARG Seid chht FRBIBR Pofife f62bra o Bald PRBiein ProRlRQi badan's

of \’gal d peri phﬁamokﬁgubpmgmmtmmre@h srupted or degraded beyond the
limts of acceajhbeilsfid Pioblen Evaitign@rdosiursRomprisessEans for generating a service
al ert nessage, aneéxanmifigrshid ogretiRrsbleiEProfil€@cad i view BES@EIyales Riatngta adtegtibiizubm
Profil e recor dystanppkeformageesaidd exi sting Problem Profile record in said

Pr obl ema®Pr of i | e d#toperitinnseqf saidhperipherah subsystemrhgvestmenidisraptedi or degraded heyond Shedigits 6fo
sai d host 25 acceptablesubsystemperfoimangs, generating asepvicagldrt ness@eqandingertingtseid sdrviceslertd
nmeans for condiessagninfolsgid wa'emeg seprd, updating MWPTOHPIFBMIEF@Q@ME Problem
conpri ses nearfsefiesatabaseanditigpsmittingsaid servica slertmespage fasqiddpst s base in view
of rules de- scribing nornal performance and paossibl e exceptlon events. 30
8. A sy3 erd adhemathet Cam Eppirer ot s o impiing gaid FEBjpn Deserotop sesiye
condi ti onal | y PHRB™ Eﬁ*’ B??F”&%Eﬂé’g@?ﬁ“b?%?sﬂl’ 25'8‘%8’15}"? deadPing eaTg! pgrior-
conpri ses rreaﬁ'?"'l"eoﬁ“d RPATRIP AYRRFOP A%®M§at a regar di ng sai d exception event to

determne if sgi Q.etﬁéfo% |n9£' Y6if baid paofgo%djilo GilGVoKi® sal FRBlefh
wher ei n 9%35:; ddltlonall &En ?e a?dYn % ‘i‘ toeasﬁspf?fe &Y J:e'B
said Proble I% sal exceptlon event

soft event, exam r\"s&ﬂex%aﬁt n%ﬁﬁ@éﬁaﬂﬁvﬁﬁﬁ%kiﬁg%id'@ﬁibleﬁb%@&ﬂpmpfobﬂdﬁé dnfl de‘
termine if a thresfaheosstion Kehtdh s SveRCEEAMRING SRR EbptichaVent sb4iktiald6t oPralesito de-
Probl em Descr itgnin® ¥ altir6¥h61d britétion Radb8en dxcevdédi aridviveringQard Problein®ebdiPtion procd¥aid ¥
exc\ﬁdedo 40 B&ﬁaﬁsmmbﬂmbaenexﬁgdeyerfahren zur automati schen Erfassung
und Anal yse von Ausnahneerei gni ssen, die in dem periphe- ren Subsystem

si nes Rechn&r Shambthedxif Slaim aiaberamsddstaph[mﬁmiﬁe@&ﬂd@u@pﬂdnemnmbselsbt(o&meﬂtoide{ ,
wobel das 45 termine Y@itliresheld critaign bes bbenl eycaadiad cBvprises examigiedsnitrexesptidnregant against a
Pf | egen ei ner sSesgkof sules @ ioheotype[df exseptiom Rventchind the pertionof saihepmputierperithgial subr
der akt d®l | en syl felgtingse sald expeptiRaevenbnannt en per| pheren Rechner - Subsyst ens

sow e Nutzungs- und Fehi eri nfornatlonen bezfl | ch des genannten peripheren
Subsyst ens 2ntThHamethedigia I?ogﬁc qnihashedn exceeded comprises deter-

Pr obl embeschr é?"B'EH W’b‘r" ‘Eﬁﬁ"%PP"F Hetiféﬂﬁg’éﬁ‘i%?ﬂ@}?" BRstion of said com-
Subsyst efu ngeHH ﬁ?m3|n Ausnahneerelgnls wi eder geben, das entweder
ei ne elnde elne h el ni e hb nd| eIt ffi.r_ein

s rauto atlgnyﬁ ée%ecp n an narI ﬁon eV s occurring in a oomp&er peripheral
Di enst mal n;gi ”% éBQs g,rﬁ t%@t B Nté?w tem being characterised by:

means for maintaining a Subsystem Envlronment data base comprising information relating to the
current configuration of said computer peripheral subsystem and usage and error information relating to
&5 said peripheral subsystem;
means for conditionally invoking a Problem Description procedure means when the data in said
Subsystem Environment data base reflects an exception event that indicates either a clear or a probable
need for service attention to said peripheral subsystem, said Problem Description procedure means com-
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system anzei gt, wobel die genannte Probl enbeschrei bungsproz
unfal t: Entw cklung sines aktuel | enefs ss7lses®r of i | - Dat ensat z m’,‘j@( B ﬂ u I
genannt e Ausnahneerei gnis be- schreibt; 55 Er zeugen ei nerc

al ner Proble g | - Dat enbankf flrdas genannte Ausnahneereignis aus ge-

spei cherten REgal GioadiidriaRRpPn aﬁ'ﬁntBFogmnmfeq;do}d dbBRHBHYAAR excephioR event;

Pr obl enpr of i | - Dat giagditic @redti roth btSred ruleb b (AW 614 PeBleiPrdbibdata Dhkd RMVER § @id Gides.S €N
enthal t, um degjgy gaRaNNten a tueI | en Probl enprofil-Datensatz mt einem

Probl ems 18 EP rigard%of séafising!Froblem Profile data base comprising Probiém Profile records of brelBusly
11111 profil - [3aéufring @Xcéptiohleverts Grbiate Bedd\curréit Probier @tofiis récbrd 6 ProtiseProfil€rcord that
ProgLenprofl | -dirsddg abstsnils saldPrbénIPofile 8dta bas&nn der genannte aktuel |l e

Pr obtenpr of i | - Dat ¢frasia tutrent Probiaimi Resfildradomi riegchbsancbeisting Sroblamn PefileRscord lincsald Padblem-
Dat enbank vor (raofitesdatarbade; arill seirpxisiihg Prolierd Brofile rexord indicatesr it & service agtind iskending for
genannt go ber eithescovavedprabideyepdating sdidensting RrobleDeRrefilsracard; anzei gt , daB ei ne

Di enst maBnahme f aiif seid urentiPrablemdmfile renorsimatohes an exsting Prablem; Brofile record n sgidProblem
Akt ual i si er en Puefile dgtabasenendisaid gyisting CrabienPrptile indientes thatmsegvice sption is.not pepdingd e r
genannt e akt udprthe cpyersd prbipip.dpdatiogsaid existing Brobier Prafile rerard gpd 8‘@?""‘9 &Regblarp EYF'“at“"

Pr obl enpr of i | -PSPUFRMEIBRK ber ei ts vorhandenen Probl e

oer ei nd¥i nr nt Y lﬁ m@% nRg gr_ogxlem Paale reoord in said
Pr obl enprofil - g&;&f 9&%\ Eropjen tafgidFeghlegy Profile data base
betref f ende Pr msal Iu oedure .? ren des genannten
vor handenen Pr
Soever s m S b s i
ht mt e nem ' I]'ne Qﬂaﬂﬂﬁnﬁﬂ M%Wfdggﬂdhemubsmebﬂlﬂﬁ@ ordegraded
vor andenen PrygQing Halikd of adcatablosaisystéd Serfdintande, MBANG for §dndrétihg bls&HGite AéiEmessage,
genannt en Pr 0-an@inSdditg 84id dervidd aRA mddsé@sintes shidkPobletetNe bR, updating said existing Problem
Pr obl enpr of i | -Astiéxadbri i sditf Fobde Frefiedatadastpdnd et figRalo vépvice alert@sa«xs Sakdtost 16
wobei di2 genapgtéda Probl emauswert ungsprozedur fol gendes unfaBt Pr~ifen des
genannt en aktuel | en Probl enprofil-Datensatzes i mHinbilck auf gespeicherte
Regei n, di er.siAdystaribs daine inizieys, aldren Sidnspsd farvohditionzlyingpkiog saldHrehigm Descliptisnn
di e Funkt | onerpratedureymmprises meanp éor pxaimining saiGOulsystamelnwiranment dita basie dnviewuof dies deder
sl ch soweit vescrbingmbimatrieformancejandponsibieideniersavemsit e Grenzwerte im Hi nblicic

auf sineé®akzeptabl e Subsystem Lei stung Ober- 20 schritten sind,
Er zeugen ei herASypten ag daimesdineiter ﬁb"'ﬂ!f'ﬁf Ei’-rW‘PPQéﬁd meang &f canditioqally invoking said Problem
Di enst war niel dReseiption W‘pﬂaﬁ’ﬁ Octhe dats, regargling sajd expegfion,

des genannten & Pgé’ﬁﬁ@‘i‘i’é’d QQPGWB%PW“”E% ’é‘ﬂga"taz"@?ﬁ"ﬂ't'dé‘f genannten

Probl enpr of i | e 1pbfank L{nd ;; agen tqr? ena Idun é_
dem ge- “hannt en H(? cepton eegl‘:?lsas%}t q a‘irggnn §@ to%g
der genannte Sghy sfat.%&o sl d. g@m

Pr obl embeschr H‘p?ﬁq(t T gena nten u Sys ungs-
Dat enbank im H nbiTrck au Igégeln u e sine normale Lel stung und
mogl i chegAusnahmeer ei gni sse beschrei ben '30 3. Das Verfahren nach
Anspruch 2, plshtasippudi@r genanntb Schritt des bedi ngungsabhangi gen Aufrufens
der genannten Probl enbeschrei bungsprozedur auBerdem des PrOfen der Daten
unfart, di e1.siEdVvertdireriubauitimatisthéhBriasstniing ananes win gosnahnemigaissn, dielidem periphe-

f est zust ei | en, rer$ubgystemisinls Rezhneekanft@tan aasdnain HastcRealmsmgstem apgesshiossen istj wobei das
wei ches #der &lerfaliverr duech folgeadefichritte lgel@aorekithnelistd bel dem wenn das genannte
Ausnahneer ei gritflegenieinelSubsysteméingebungs-Batenbank, dié lnfoeatienen beziiglich der aktuellen Konfigurati-

Pr obl embeschr einidesapomnton pigheren RechnerRubsystamereowiefNutrungsr und Fehirdnformetiongmbezdglich
genannt e AusnaiefrgeneeitenpedpheresSubeysteme entillite| gni s i st, das genannte

Ausnahneer ei griedingyiagsa ’faf‘Q'gﬁﬁﬁEf"Fﬁ“te'"Q'P '5‘5‘9?“\?@’{" l”?'E'I‘ﬂSPaW' in der gppapnten

f est zust®BI | en, %wsg‘gﬁ!l%f% . PPF‘VR "é sﬂ g":g@g'"ﬂﬁ“@ge'
te Probl H{Pég

%gﬂ\?glnl gn- r(IZrl i, ¥ q’g E“gm@;;sﬁ’“ % hren nach

Anspruch 3, b vﬂ%@fﬂeﬁé &?{'ﬁ'{%"’g{?ﬂ? aighse g gannte, ﬁqﬁ megreignis
Ausnah g o ei Q‘Qﬁffe?ne} é&,@mg &L.ﬁ Bmpy,pr&h BEENRRGE! s ehanntdRulraihderbign®s hls%e:

ob sin wel |

Abfragen einer Problemprofll-Datenbank die Problemprofil-Datens#tze von bereits friher aufgetretenen
Ausnahmeereignissen enthélt, um den genannten aktuellen Problemprofil-Datensatz mit einem Problem-
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wur de, das Profen des genannten Ausnahneerei gni sses | m Vergl |u,mm‘wjﬂ"mm1”m
Rogel - Nebensatz un- faSt, der sich ERO3s#éMBEYp des Ausnahneer '
den Abschnitt des genannten peripheren Rech- 45 ner - Subsyst erns

bezi ehen, der 3jsfPaiéHddtz A ) Bdr Beréit4 @R BEnBArfIn ProbRmpeAilnRRhbank vorhdadén ist;

Ver f ahren nac IQveﬁti"iﬁ dharhteakt PMpQﬁﬁ)f@n SinEbiheéii berehSinUbryenannten Problemprofil-
Schwel | enkr i t @jaterbEn Rk Prbifémnprdfil-Ditensati Soefeilifitlnd detgensiktabdrdits Odrhdikdéhe
Trend von mi t eirdbmgRfi-Daiingdt: SRGGICIaRMhE DEASMRLRNHETIE e beirdtfefde Ritbleytbereits an-

mei nsanmes  Abs GleRt, Atuslifiérerido8 génahrish vorhEndpienPedblemprofiliDatensatidas;y St ens er kannt

wurde. 50 6. wenhfdepyeriatie aktuellcRrbldemprdficDdtensatmit elneri inglet gadanAten Prpblemprafit-Daten-

Aus th meer ei grbaskdbernits wrhandanerstrohiemppofil-Daténeatz dbereinsiyurhinad dégbranate bereits uérhande-cn,

das ~&@n si n Hoge -PRblempefidaensin aeeialsioh pios Blerstialinahmadiiralas bhiveffebde Probler piclt jan-

| bi gende Schr istehteAlduslisierendes ashenaten yashanignen RepblemprofiFDatensefees und Aufrufen einer Problem-

et ner Subigy st erausweethngaprezefus enbank, die | nf ormati onen bezfglich deraktuel|en
Kon- 56 oy measqnew%e@@wahm@ﬁ tcmteme@me?ﬂewbtg ’Pﬂ?mp"gw

Nut - d tenbankbereits vorhapdenen feeplage “Fﬁfﬁmﬁ
Subsysters_en{HPEe Wfaé:reszwﬁrse@am mgeg' m&mﬁ%"wﬂh o Fonase
venn die Da- _ten in der genannten

grgbl e[rbﬁlsjchr qag S Bhhs M pertungsprisedLr
i 3% : ﬁj‘iﬁﬁ%? AT A Al Bl
weder sine eingdell gg,ﬁ,ktﬂ, & deb

Di enst magnahng, 2 HAraf Bell Vot N gﬁ?gﬂéﬂ#gﬂggzn%&%ﬁzh sawelt\ég:s
h ti i 124 PreiB

genannt g, Probl é?f'%ﬂééiﬁ %bm&&d&ﬁmaduha dhd Emweaa.%eﬁanm:m twarlinlduRg in 6

Entwi.ckl ung e ﬁa’i.makhm’el pRfi-DateRitC AfRiafficren dbideRaMRtaH voRtandeRGY Probfprai Daiitkles

Ausfiahneer ei g rlﬁ &or Senannten ProblGHsoIBighbank Mid Ob@hrageH Her Bénéntitk DivfstwaritelduREiv demigbung

el ner Pr obl enmapdten HosRSystelaank bezfglich des genannten Aus- nahneerel gni sses
aus gespeicherten Regein; Mttel zumAbfragen el nerProbl enprofil - Dat enbank,
di e Pr ol enpr diie Methiade @ach/Rngmguchd nbedbdar dertigedaniith Sctuittides pdingupgsabieingigen Aufrufens der
Ausnahneer ei grgesaneten cProlilenibsschreibundeprozgduradiat Bnifuad t dee| depannten  Subsystemumgebungs-

Pr obl enpr of i | -DRgenbenk i Hinbiick auRegelh @mfalt, die singmprmatebeistimsund inpglicheAysnebmesrejgpisse
ver gl ei chen, cheschtsibemi ts | n der genannt en Probl enprofil - Dat enbank vor -

handen | st; wenn der genannts aktuelle Proble rofl | - Dat ensat z. mt el nem in
der genei’ﬁnt%n Das Verfabred pach Ansprysh & kel ey dar oenap b %ﬂ??" St 2
Qber ei nst i mt 99&?1‘6“&5?” ‘H‘FPE"@" B’P??ﬁ\‘fdlé'??éd Dat"" umfeiS, die sich auf das ge-
fil - Dat ebnsat 7% &g&ah ﬁg% °§’? le‘ﬁT"§FW5"tfﬂ ST L e
ng})IeQErp 'g‘]t(;[ luiaﬂn‘f s IH?]eeE? @Pi elgnann Ign %P%gr{;ﬁﬁe Problembeschreibungspro-

Pr obl errprofl | - @F |

A ﬁﬁf L fﬁ%ﬁﬁ% i
vor handens Pr hannte Probfembést l?relﬁmﬁsik ﬂﬁqgruf %mb&ﬂsrg&fahﬁ@d&uwellen-
Probl em kei ne @eﬁm BSPA: anst sht tual i sl eren des genannten

vokhandegen Probl enprofil-Datensatzes und Aufrufen sines

Pr obl emauswgr t e GREsAHEN Ansptith 3, bei déifl dek GdnGrnte/ SRttt dbe Prifins addYoranntsn Alshdhie-
Pr obl enpr of i | - dpsigriusestin Vergleiciiit sTheivcRegealsatz, am €katzastsiien) oli emSdRwelletieitspunolibietsclititten
t enbank ber ei twurdepddsPniferties génamritinciupnatrhedreiddinsasiinp dergleiGinwpit eihansRegeirNebensatz um-
Hi nzuf f | gen defsltgiersishaufsian T des-Ausiahmeerdignissdsaingden Abdchiiibdes genanntenperinherge Rech-
genannt efi Pr obieefyhsystanis bexiahem ldemlch alﬁ dasaengnnte Ausnehmperpigpis bezieht.

bl emauswert ungsprozedur-Mttels; wobel das genannte
Pr obl emauswhr t Rasys é@RHNWéPeif‘ﬂF@%ﬁEFéSP“GWE‘P"Esc "P'E"é'l"’"'f‘tﬁ?PPF'lﬁ'F%"ﬁl”“ﬂ’@s
genannt en akt ud9 "E tefiyng ymtafiiyobfin Trendyeripiteinpndse verglichepeq jusnalimesrp ﬂb%'l?ﬁ‘eq"te

Re- geln, die @?'@ﬁmalﬁbsa"meww%m'@ e RRageERYPEYsiens § "b‘fé‘f‘i’ und

e s
ﬁéu

G enze ImHi nb tem

Qoerschritten MM:EI %ﬁnﬂﬁkﬁlﬁ%&%ﬁwgﬁuﬂ ﬂﬂ'akmalen Kon-
Ei nf Qgeng;der éﬂ&h d W ystm&'Sowiedfe Rt Fehlerinformationen be-
Probl enprofil - cﬁg,csagegam erénl SRbgySteriSsnt@@NanNNt en Pr o-
Mittel zum bedingungsabhiingigen Aufrufen eines Problembeschreibungsprozedur-Mittels, wenn die Da-
ten in der genannten Subsystemumgebungs-Datenbank auf ein Ausnahmeereignis hinweisen, das ent-
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bl errprofl | - Dat ensat zes i n der genannt en Probl enprofil - Dat enbu";lmlml” III" ”III " l",

Qhertragen der genanntbn D enstwar nERed 3E7$g3 Bh das genannte Hodt- Syst et
7. Eln System nach Anspruch 6, bei dem das genannte Mttel zum

bedi ngungsabhwarqmaeIMr.datmeiﬁ@wahe%me NbtREndik AR BNGHBGAR Rinb BrEkfeRY geramaL I
Mttel zum PrG ,u;i.e.ren SRR dRzbigh Wole duls GaRd BT RbII foeschieibighacrédur-Mittd fol fentesk

auf Regein unf die eine nornmal e Lei stung und ndgli che
Ausnahneer ei grmiteé a:rhﬁmkhn@lehemm%ﬂhn Péoblempuiofil-Dajenéataes, dacias genainta Alienahmegpeidnishe
6 oder7,s be! desshabidg genannte Mttel zum bedi ngungsabhl ngi gen Aufrufen der
g enannt en Pr olMiter e Ecdeuging singy Betrarhiony einen Beblpiprofit-Dhlestask beziglichRiegbenantancus-
E-/bdes ge- namemmsmsmmmegﬁaml% unfaat, umfestzustsllen, ob es
sic dem dMittelrum Abfragen einexRreblemprpfil-Datenbank, die Emblemmdrﬁetsnsafae\roné?rﬂtsrréhqr aut-
Ersi gni s handedetretengn Ausnahmegesignissan anthaifcum dangananaten siguelien Prblemprol Ratensatz mit ei-
hartes Bfeigni @mlpsqblemﬂfa%"'?j?ﬂ%ﬂ‘ﬂ‘ yergipighen §ﬁ'ﬁ’é§5ﬂ|’ dar graRtan P 5""9@5“”’" -Datenbank vor-

zedur-Mttel r‘s&fen wird: und vvenn das ena nt e usnahrre ersi
wei ches Erei grﬂ’°§“ pglgenaagga ﬁ ten "g&g\‘.ﬂ% 195 ﬂteﬂ % Wpr
verglichen vv| r z ten
wur de, und, Pa'ﬂgg érﬁ;é eé'f"""e '° @Fs"c en wir dae,

Revendi cat | onsirl "e %IE % h‘

Auf r uf erf®der e%ﬁ(%}rha ﬁe‘r ﬂ'o%lem i-Datensatz
6vbnenents ex gfadn ine DienstmalnanniyanbtsHiAktualisieren des
efla ieﬂ%r

i
be%ms UndQér g %ﬁaﬂﬂ'ﬁl RblefMfrofii-
p6ri phéri que Ee&ﬂ%ﬂ%ﬁdﬁb&@nﬁ&&tﬁaﬁ uffidN olhBS FrbbienRéviortuigBprieliitode
etant capac- tgimsbe par les 6tapes de: maintenir une base de donn6es
d' @I [ ONNETE Nyend Ber §oHdfntSakEleR FobeRIFRINIEuEAbat ExAcht ibimin ek geBnnteR PRblem6filHal a
confl gurati on tekbdfilctateRts ¢hrklindensPRIGHIEMPRIFIEDAte34tE: LisbrdinstimpvitCHinZutlge dea pendiintattakide S
| nf or mati ons 2élen Probléingrofib-DatersdtzesSiul det fénkihriten! Ardbidmiptofil-Dalanbénik uhd Adétufen Sines Pro-

d' usage et d' eplénsusvirtongsprozed<Mitielecli t sous- syst ene peri pheri que, appel er de
fagon caadi t i owmsbei daegenarteRrabiepduswertagspiazsdur-Mitel fogendes unfalbl enme | or sque | es
donnees dans | Mitelzen Beifoe dehgeninntabaituetiin@roblemonfidiatonsatage insiijobickaytgespeisherte Re-
‘reflitent un euaﬂnéwdmauwmbmbﬂﬂéﬁbslﬁ!ﬁmhmnqbﬂm9%wol n clairou

probabl ed' un sMittelj unfeatruptelion.ob Fupjdioneniss FWWWPWS“P%{EFP‘I‘S%P&%MB’@H%@’ 5
cription de pr%l%“@?ﬂ#b?@ﬁﬁ'ﬁ'fe"-qaﬁdm %mm '“'?l'ﬂ‘aélrﬁ"@ tF ysta@-
prof il ¥e prolistisglbepghritan weds, MV&'HP'"F@G‘F °’9°"a""'
sla criati on ge BPP‘?“F“’E!?"*"&%!"?%E WW ,g"% "ﬂ?f ajten Pt'°'
donnees de proa preoflyR Btz“%\" t?m lPe er ge"amen
except i onnel St"’a'"m ung an cas ge4 3> tMe base de donnees de profils de

bl
pr 2v6'nzﬁ%nf?2ér9%fénn & %%: b%‘m A AR Raiipl RN Butson s oo

ledit enregist m&k. ﬂm fzﬁé r@aﬁe&mﬁaﬁrsm ﬁﬁansakmﬁahﬁmm
profil de probpdstresbn! eX| st e A dans l'adite base de donn6ees de profils

de problibnes, si ledit enregistrement de profil de probleme courant

cory espopd @, UBin SysieR(HastjsdeinRsrAnsiflichs 6Xdbr 7, sbideiias genannfdMittel Zulnbedirgiiigsibharigigeein s
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8. Systametel que revendiqué dansl'une des revendications 6 ou 7, dans lequel lesdits moyens pour appeler
de fagon conditionnelle ladite procédure de description du probldme comportent des moyens d’examen
des données relatives audit dvénement exceptionnel pour déterminer si ledit événement exceptionnel est
un événement bénin ou un événement grave, et dans lequel
50 siledit 6vénement exceptionnel estun événement grave, on appelle ladite procédure de description
de probléme et,
si ledit svénement exceptionnel est un événement bénin, on examine ledit événement exceptionnel
par rapport & un ensemble de rdgles pour déterminer si un critdre de seuil a été dépassé, et on appelle
ladite procédure de description de probldme si ledit critére de seuil a été dépassé.



