
EP 0 357 573 B1 Description The present Invention relates to automatic
equipment analysis, and particularly to the service support re- quirements
of computer input/output (110) devices that have built-in error detection
and error recovery capa- 5   bilities. Predictive Support: Anticipating
Computer Hardware Failures", Hewlett-Packard Journal, Vd. 37, No. 11, 1986,
pages 30-33 discloses a system which periodically examines the soft error
rate of various system com- ponents. When these rates approach uptime
threatening levels, the Predictive Support system automatically notifies
the appropriate person so that corrective action can be taken. 10      The
present invention will be described in connection with a computer disk file
subsystem for date storage. Such a storage device may be referred to as a
Direct Access Storage (DAS) subsystem. Nevertheless, those skilled in the
art will recognize that the invention described may be incorporated into
other computer devices, and particularly into various I/O devices having
built-in error detection and recovery capabilities. The occurrence of a
recovered I/O device error event may or may not Indicate that a service
action is re- 15  quired to restore normal operation. If I/O device
performance is permanently degraded due to an error event, or If error
events recur often enough to noticeably degrade I/O device performance,
then a service action should be scheduled. However, a service action Is
typically not recommended if I/O performance is not no- ticeably degraded.
The decision whether or not a service action is required is typically made
through a manual and empirical 20  process. Detailed error symptom reports
are called up and examined to determine some degree of problem severity and
permanence effecting machine operation. Because of this complicated
process, the decision to call or not call forservice action is often based
on an Inaccurate understanding of the real problem. An incorrect decision
can be costly In terms of either lost performance or the replacement of
non-defective parts. The service action decision process to isolate the
cause of a possibly very Intermittent or usage pattern 25  sensitive fault
is also typically conducted through a manual and empirical evaluation
process. The preferred priorartfault Isolation technique is to use
maintenance diagnostic programs to recreate an errorsymptom. How- ever,
this technique is inefficient at recreating intermittent error symptoms. An
alternative is to manually ana- lyze error symptom history data to derive a
fault syndrome that can be equated to a probable service action. The
service action then is to systematically replace suspect parts until error
events are no longer reported, 30  as an indication that normal operation
has been restored. An Input/output (I/O) device 11 of the prior art is
shown with its error response mechanism 13 in FIG. 1. The I/0 device
receives an I/O operation command to read or write data. If the I/0 device
successfully com- pletes the operation, it can respond that the operation
has been completed without error (response (1)). If, how- ever, an error is
detected, the I/O device proceeds with its error symptom analysis and error
recovery proce- 35  dure, and either recovers successfully, or falls to
recover. If the operation is successfully recovered, It can transmit a
command response that the operation is complete, but reporting a recovered
error symptom (re- sponse (2)). if the operation is not recovered, the 110
device issues a command response that the operation Is incomplete, and
Includes a damage report and a report of the non-recovered error symptom
(response (3)). When the I/O device reports successful completion of the
operation without error, that condition reflects 40  normal machine
operation. A report of operation complete, but with a recovered error
symptom report indicates that the I/O device operations can continue, but
that the error symptom data should be examined to determine if a service
action is required. A report that the operation is incomplete, with the
damage report and the non- recovered error symptom requires immediate
attention to restore normal I/O device operation. Aservice action may or
may not be required as a result of either of the error symptom reports. Any
service action requirement 45   must be determined external to the I/O
device by manual analysis of error symptom data. For example, in a DAS
subsystem of a computer system, as the user performs write and read
operations, transferring data to and from the subsystem, the disk file will
periodically, In the manner known, generate a data check message or an
equipment check message Indicating that some other than routine event has
oc- curred. Data checks are, in many disk files, somewhat expected events,
and thus are counted and recorded 50  in ordinary bookkeeping associated
with the DAS subsystem, and may not indicate that a service action is re-
quired. Usage data related to the DAS subsystem is also accumulated. Such
data might include which I/O devices 



are being used, seek counts, and data transfer accounts. This is sometimes
referred to as usage information. Conventionally, a report is generated
periodically (such as daily or weekly) noting all of the recovered ex- 55
ceptions or other potential error events that occurred since the last
reporting took place. A person will analyze this report to determine if the
events recorded represent a problem with the I/O device, and whether
corrective action Is needed, and what that corrective action might be.
Nevertheless, under current systems, this analysis must be performed using
only the printed reports to note exception events and detect trends in
error events. 2    EP 0 357 573 B1 Accordingly, the present Invention
provides a method of automatically detecting and analyzing exception events
occurring In a computer peripheral subsystem connected to a host
computersystem, the method being characterised by the steps of: maintaining
a Subsystem Environment data base comprising information relating to the
current configuration of said computer peripheral subsystem and usage and
error information relating 5   to said peripheral subsystem; conditionally
Invoking a Problem Description procedure when the data in said Subsystem
Environment data base reflects an exception event that indicates either a
clear or a probable need for service attention to said peripheral
subsystem, said Problem Description procedure comprising: developing a
current Problem Profil record describing said exception event; creating
from stored rules aviewofa Problem Profile data base relevant to said
exception event; scanning a Problem Profile data base comprising Problem 10
Profile records of previously occurring exception events to relate said
current Problem Profile record to a Prob- lem Profile record that already
exists in said Problem Profile data base; If said current Problem Profile
record matches an existing Problem Profile record in said Problem Profile
data base, and said existing Problem Profile record indicates that a
service action is pendingforthe covered problem, updating said existing
Problem Profile record; if said current Problem Profile record matches an
existing Problem Profile record in said Problem Pro- 15  file data base,
and said existing Problem Profile record Indicates that a service action is
not pending for the covered problem, updating said existing Problem Profile
record and invoking a Problem Evaluation procedure; if said current Problem
Profile record does not match an existing Problem Profile record in said
Problem Profile data base, adding said current Problem Profile record to
said Problem Profile data base and Invoking a Problem Evaluation procedure;
wherein said Problem Evaluation procedure comprises: examining said current
Problem 20   Profile record In view of stored rules relating to acceptable
subsystem performance; and If operations of said peripheral subsystem have
been disrupted or degraded beyond the limits of acceptable subsystem
perfor- mance, generating a service alert message, and Inserting said
service alert message Into said Problem Profile record, updating said
existing Problem Profile record in said Problem Profile data base, and
transmitting said service alert message to said host system. 26      The
present invention also provides a system for automatically detecting and
analyzing exception events occurring in a computer peripheral subsystem as
defined in Claim 6. Embodiments of the present invention eliminate the need
for an external manual process to determine service action requirements.
The external manual process is replaced by a service alert function that Is
built into the I/0 device. The service alertfunction operates concurrent
with other I/O device functions. The internal so  service alert function of
the Invention monitors device 110 operations and records exception event
records to detect a fault syndrome that requires a service action,
determine service action requirements, and Initiate a service action via an
asynchronous service alert message to the 110 device attachment. An
embodiment of the present invention provides a method of automatically
detecting and analyzing ex- ception or error events occurring In a computer
peripheral subsystem connected to a host computer system. 35  The method of
the invention includes maintaining a Subsystem Environment data base
comprising Information relating to the current configuration of the
computer peripheral subsystem, and usage and error information relating to
the peripheral subsystem. A Problem Description procedure is conditionally
invoked when the data in the Subsystem Environment data base reflects an
exception event that indicates either a clear or a probable need for
service attention to 40  the peripheral subsystem. The Problem Description
procedure includes creating from stored rules a view of the Subsystem
Environment data base relevant to the exception event and developing a
current Problem Pro- 



file record describing the exception event. A Problem Profile data base
comprising Problem Profile records of previously occurring exception events
Is scanned to relate the current Problem Profile record to a Problem
Profile record that already exists in the 45   Problem Profile data base.
If the current Problem Profile record matches an existing Problem Profile
record in the Problem Profile data base, and the existing Problem Profile
record Indicates that a service action is pend- lng forthe covered problem,
the existing Problem Profile record is updated. If the current Problem
Profile record matches an existing Problem Profile record in the Problem
Profile data base, and the existing Problem Profile record indicates that a
service action is not pending for the covered problem, the existing Problem
Profile re- 50  cord is updated and a Problem Evaluation procedure is
invoked. If the current Problem Profile record does not match an existing
Problem Profile record In the Problem Profile data base, the current
Problem Profile record is added to the Problem Profile data base. In the
Problem Evaluation procedure, the current Problem Profile record is
examined in view of stored rules relating to acceptable subsystem
performance. If operations of the peripheral subsystem have been disrupted
55   or degraded beyond the limits of acceptable subsystem performance, a
service alert message is generated. The service alert message is inserted
into the Problem Profile record in the Problem Profile data base. The
existing Problem Profile record in the Problem Profile data base is
updated, and the service alert message is transmitted to the host system. 3
EP 0 357 573 B1 Belowa detailed description ofa preferred embodiment of the
present Invention will be given with reference to the drawings, in which
FIG. 1 Is a block diagram of an I/O device having an error recovery
mechanism, illustrating the types of status responses that can be made to
an I/O operation command, 5      FIG. 2 is a block diagram of an I/O device
including the service alert function of the invention, FIG. 3 is a
conceptual diagram of the generation of the Subsystem Environment data base
and the appli- cation of the Problem Detection Procedure, FIG. 4 is a block
diagram conceptually illustrating the application of the Problem
Description Procedure, and 10      FIG. 5 is a conceptual block diagram
conceptually illustrating the application of the Problem Evaluation
Procedure. As Illustrated in FIG. 2, acomputerperipheral subsystem21
includes oneormore input/output(1/O) devices 23 for receiving operation
commands and data from the host computer system. The maximum is typically
64 devices per 7 a subsystem. The subsystem additionally includes an error
detection and recovery mechanism 15 25. As In the prior art, If the
operation is successfully completed, a response that the operation was
completed without error is generated (response (1)). If, however, an error
is detected, the I/O device internal error detec- tion, determination, and
recovery mechanism 25 is invoked. The error detection, determination, and
recovery mechanism 25 is typically common for all the devices in the
subsystem. If the error is successfully recovered, an operation complete
message is transmitted, but without recovered error symptom message
(response (2)). 20 Thus, to the host computer system, responses (1) and (2)
are one message. Any difference is only seen as a difference in command
response time. When an operation is Incomplete because the error was not
success- fully recovered, a message indicating incomplete operation, and a
damage reportare provided by the IO device (response (3)). In both of the
cases in which an error is detected, error symptom data is used only
Internally by the I/O device service alertfunction 27. The service
alertfunction conditionally produces an asynchronous 25  service alert
message that contains all of the service action requirements necessary to
restore normal I/O de- vice operation. Asubsystem memory 29 stores data
representing the subsystem physical configuration, a sub- system usage log,
an exception event log, fault criteria, problem procedures, and a Problem
Profile (record) data base. Together, the subsystem physical configuration,
the subsystem usage log, and the exception event log form a Subsystem
Environment data base. 30 



Service Alert Message Generate Process The service alert function 27 Is a
programmed facility that Interfaces with I/O devices In the subsystem to
receive detailed input data from the subsystem. The Service Alert Message
Generate process is carried out 35  by the service alert function 27 and is
partitioned Into three principal procedures: 1. Problem Detection Is a
"never ending" ubsystem program that manages a Subsystem Environmentdata
base, such that the data base always describes the current configuration,
usage, and error environments for the Direct Access Storage (DAS)
subsystem. A Problem Description procedure is conditionally invoked
whenever the Subsystem Environment indicates either a clear or probable
need for subsystem service at- 40     tention. 2. The Problem Description
procedure CREATES a VIEW of the Subsystem Environment data base, such that
the view is relevant to the current exception boundary within the
subsystem. Information from the ex- ception boundary view Is used to
develop a Problem Profile that efficiently describes the current problem
state for the subsystem. This profile information is either INSERTED into
the Problem Profile data base 45      as a "new problem" record, or used to
UPDATE another record describing a previous detection of the same problem
condition. A Problem Evaluation procedure is Invoked whenever the problem
state is determined to be "new" or "recurrent". Problem Evaluation is not
Invoked if the detected problem has already been reported to a host system
and service action is pending. 3. The Problem Evaluation procedure first
determines Fault Isolation, Fault Severity, and Service Require- 50
ments for a Problem Profile record. This information is JOINED with the
Problem Profile record In the data base. IF Problem Evaluation concludes
that system operations have been disrupted OR degraded beyond the limits of
acceptable subsystem performance THEN service alert message Sense Data is
generated, JOINEDwith the Problem Profile record and also reported to a
hostsystem so as to initiate a service action. 55   Problem Detection
Procedure The Problem Detection Procedure monitors DAS subsystem activity
with respect to changes In subsystem configuration, such as unit
install/remove, data format mode change, Engineering Change install, and
resource 4    EP 0 357 573 B1 fence/spare due fault condition; also,
seek/read/write usage of subsystem control paths and devices; and sub-
system exception activity caused by error conditions detected and handled
during the processing of system tasks. The monitored data Is retained In a
Subsystem Environment data base that always describes the current subsystem
configuration, usage and error status for the DAS subsystem. 5      The
Problem Detection procedure Is more explicitly described by the pseudo code
sequence included in Appendix 1. The Problem Detection mechanism is
Illustrated schematically in FIG. 3. During normal (error free) operation,
the Problem Detection stage does "housekeeping" so as to maintain the
normal (model) description of the subsystem environment. Current usage
information is received from the disk storage subsystem as an Input Log
Record. The current 10  time is applied to the Input Log Record, to place a
time mark on the data. Also combined with the Input Log Record Is selected
historical information from the Subsystem Environment data base. The
combined informa- tion is read into the current event and trend portion 43
of the Subsystem Environment data base 29(a)(b)(c). Thus, stored in the
subsystem usage log or data base (which Is a portion of the Subsystem
Environment data base), is information relating to which devices are used,
which devices are used more heavily than others, 15  which are used
consistently ata certain level, which have Intermittent periods of high
use, and otherinformation relating to the distribution and amount of usage
of the devices in the system. Such information is Important to assist in
the determination of the nature of failures or exceptions that may be
reported by the subsystem. A portion of the data base stores current use
rate patterns. The current time and current use report Information (Input
Log Record) is read into the current event and 20 trend portion 43 of the
subsystem usage data base memory 29(a)(b)(c). The current use rate pattern
also be- comes a part of the subsystem usage or history data base or log. A
relational view 47 Is applied to the Sub- system Environment data base to
provide a relational configuration and usage history. Thus, the new usage 



data is always being examined for trends or patterns in view of the
subsystem physical configuration and pre- vious usage history. This creates
a continuously updated record of subsystem usage and trends and patterns 25
in subsystem usage. The relational view 47 is developed according to rules
45 stored in a rules memory, which is a portion of the problem procedures
29(e). The Input Log Record Is applied to the rules to generate the
relational view in- struction used to create the relational view 47 of the
history data in the Subsystem Environment data base in view of the current
use. Rule selection Is determined by usage type (such as control unit,
path, device data, 30  or device access) and physical address boundary. The
rules stored In the rules memory will be determined by expert input as to
the way in which the history of usage in the particular device being
analyzed should be examined. Thus, this information is entirely a function
of the device being examined, and will differfordifferent devices and
subsystems. The rules might specify that when a certain type of usage
occurs, a specific portion of the usage data base might be called out as
possibly or likely related to that usage. 35      An Input Log Record may
also be supplied by the DAS subsystem when the subsystem physical config-
uration Is changed. Such an Input Log Record Is used to update the
Subsystem Environment data base to re- flect the current subsystem
configuration. When an unexpected" exception event is input to the data
base, a decision is made to either invoke or not Invoke the Problem
Description procedure. 40      FIG. 3 also presents a conceptual diagram of
storing and analyzing data relating to exception event re- ports, or error
reports, that may be received from various parts of the storage subsystem,
such as the device, the channel, or the path from the channel to the
device. Ajournal or data base 29(c) of exceptions and trends is developed
and stored in the 1/0 device error event log memory. The log Includes a
subpart 43 containing the current exception event and trend information. 45
When a new exception event report is received (current exception event or
current fault) as an Input Log Record, it Is time stamped and recorded in
the current exception event portion of the exceptions log or data base in
the Subsystem Environment data base. The current exception event report is
also applied to the set of rules 45 that have been previously stored in the
device memory as part of the problem procedures 29(e). Those rules create
an instruction representing relational view 47 to be applied to the
Subsystem Environment 50  data base In view of the Input Log Record
containing the most recently received exception event report. When the
Subsystem Environment data base Is read through this relational view,
history Information is provided rel- ative to the specific area of the
machine that Is of concern, as determined by the current exception event
This allows the determination to be made of how the new exception or
failure or error relates to the past history of the subsystem and to the
subsystem physical configuration. This is important In viewing and
determining pat- 55  terns and trends In the error reports. Applying this
relational view to the Subsystem Environment data base, data related to the
current event can be found and applied to the current exception or error
event The rules 45 to create the relational view 47 of the Subsystem
Environment data base are preferably ao- cessed by the current exception
event report in a backward chain manner so that the rules are addressed se-
5    EP 0 357 573 B1 quentially bythe erroreventreport. Operating in this
manner, as is known, if thefirstrule is metand its condition satisfied, it
will become the relational view instruction, while if it Is not, the next
rule is examined, and so forth. The order of the rules for examination, and
the rules themselves are again a function of the device in which the
service alert function is contained, and are generated with expert
knowledge from persons intimately fam- 5   iliar with the error and
exception characteristics of the particular I/0 device. The current error
event, and current trend information, are applied to a set of rules for
analysis alert 29(d), which rules contain fault criteria. The output of the
rules for analysis alert controls a gate 49 for passing the current
exception event and trend Information to the next stage for problem
description. The decision to Invoke the Problem Description procedure is
clear if Exception Type Indicates a "hard" fail. 10  System operation is
disrupted and service action Is very likelyto be necessary. More probable
though are "soft" fail Exception Types that do not cause significant
disruption, but can occur due to a repairable fault condition. 



For "soft" fail exceptions, the decision to Invoke Problem Description Is
made when the data base INSERT and UPDATE process detects a significantly
recurring sequence of "soft" fail events that are related by symp- torn AND
source. The objective is to not react to random non-recurring exception
events, most probably caused 15  by the external subsystem environment The
fault criteria 29(d) may be set up as a backward chained set of rules for
looking at the current event and trend. The rules should provide that when
a "hard" failure is encountered (corrective action is needed to restore
proper subsystem operation) or when a "soft, pattern threshold exceeded"
exception condition is de- tected an Analysis Alert is generated and the
gate 49 passes the current event and trend information to the 20   Problem
Description procedure. Expert knowledge of the subsystem being analyzed is
required to generate a set of rules containing appropriate fault criteria.
Generally, the chain will be ordered by exception priority so that the most
severe fault symptom recognized fires first. The rules for analysis alert
should be established so that an analysis alert message Is generated to
pass the current exception event and trend Information on to Invoke the
Problem Description Procedure more fre- 25  quently than when there is
truly a problem, so that the information can be further analyzed when there
is any doubt. Problem Description Procedure 30      Illustrated
conceptually in FIG. 4 is the mechanism to implement the Problem
Description Procedure. The Problem Description Procedure Is described in
the pseudo code listing of Appendix 2. The current error event record, when
passed to the Problem Description Procedure by the Invoke Problem
Description Procedure signal, Is applied to a set of rules 51 that are part
of the problem procedures 29(e) and create a relational view 53 of the
Problem Profile data base 29(f) of exception records of subsystem faults
for 35  which analysis Is in progress for which service Is pending or
completed. This relational view insures that only the portion of the data
base that relates to the current exception event under consideration Is
used when ap- plying the selection rules to the current exception event
Again, this is to reduce the computational effort re- quired in the
selection. As before, the rules 51 to create the view 53 are generated with
expert knowledge as to the factors relating to the particular subsystem and
devices in which the service alert function Is contained 40  regarding what
types of error events might be related or connected. The selection
processor 61 compares the current exception record to the relational view
of the Problem Profile data base 29(f) to select one of: a) new fault; b)
repeat fault; 45      c) repeat call; d) known fault (analysis in
progress); or e) known fault (service action pending). If the current
exception record represents a new fault, a status indicator or control
signal is placed on the line A. The Build/Update Problem Profile procedure
Is then Invoked, and the signal on the line A becomes a 50  command to
analyze for a new fault. If a link to an existing Problem Profile record is
found for which analysis is In progress (the fault has not been reported to
the host system yet), a control signal or status Indicator is placed on the
line B. The Build/Update Problem Profile procedure is then Invoked, and the
signal on the line B becomes a command to analyze for a known fault. 55
If the comparison determines that the current exception record represents a
repeat fault or a repeat call, the selection rules cause a control signal
to be placed on the output le A A repeatfault is a fault for which a
service alert message was sent to the host system, but a service action has
not been initiated. A repeat call is a fault for which a service action has
been completed, Indicating that the service action was not successful. 6
EP 0 357 573 B1 Although a repeat fault or a repeat call means record of
the fault exists in the Problem Profile data base, that Problem Profile
data is old history, which should not be used currently by the Problem
Evaluation procedure. 



Therefore, the Build/Update Problem Profile Procedure builds a new Problem
Profile record as though the cur- rent exception were a new fault. Further
analysis is done by invoking the Problem Evaluation Procedure. 5       If
the comparison finds a link between the current exception event record and
a Problem Profile record for which a service action is pending, the
recurrent problem counter in the Problem Profile record is increment- ed
and the Problem Description Procedure is ended. In this event, the Problem
Evaluation Procedure is not invoked. 10   Build/Update Problem Profile
Procedure The Build/Update Problem Profile Procedure is invoked as a
subroutine of the Problem Description Pro- cedure. The procedure Is used to
build a Problem Profile record for the Problem Profile data base when no
Problem Profile record Is found in the data base to match the current
exception record, and to update the Prob- 15  lem Profile record when a
Problem Profile record is found in the data base to match the current
exception re- cord. The Problem Profile records in the Problem Profile data
base 29(f) preferably have a common record for- mat. Different bytes in the
record Indicate if an analysis is in progress for the fault represented by
that Problem Profile record, or if a service action is pending, or if a
service alert message has been transmitted to the host 20  system, or if a
service action has been completed, or other information relevant to the
analysis and treatment of subsystem faults. The Build Problem Profile
Record Procedure is illustrated as element 71 (FIG. 4), and is described
more fully in the pseudo code listing of Appendix 3. This procedure builds
or updates a Problem Profile record In the Problem Profile data base 29(f).
25      The current exception or Problem Profile record is applied to the
Build Problem Profile Record Procedure. If a known fault for which analysis
is in progress is Involved, the updated Problem Profile record from the
Prob- lem Profile data base (not including the currentexception record) is
applied to the Build Problem Profile Record Procedure so that it can be
updated with the current Problem Profile (exception) record. The control
signal for a known fault (analysis in progress) causes a set of rules 65 to
be Invoked to create a view 66 of the Subsystem 30   Environment data base
29(a)(b)(c) relevant to the current exception. The viewed data is provided
to the Build/Update Problem Profile Procedure 71, along with the current
record and the existing Problem Proflie re- cord from the Problem Profile
date base 29(f). After the Problem Profile record has been updated, the
process then returns to the point in the Problem Description Procedure at
which the Problem Evaluation Procedure (Profile Record, Recurrent Problem)
is Invoked. 35     If the current exception record is for a new fault, a
Problem Profile record is built with the Build Problem Profile Record
Procedure 71. The control signal for a new fault causes a set of rules 63
to be invoked to create a view 66 of the Subsystem Environment data base
29(a)(b)(c) relevant to the current exception. The viewed data Is provided
to the Build/Update Problem Profile Procedure 71, along with the current
record. For a new fault, no existing Problem Profile record exists In the
Problem Profile data base 29(f). After the Problem Profile 40  record is
built, the process returns to the Problem Description Procedure at the
point at which the Problem Evaluation Procedure (Profile Record, New
Problem) Is invoked. If the current exception record is for a repeatfault,
the Problem Profile record is created as for a new fault, after which the
process returns to the Problem Description Procedure at the point at which
the Problem Eval- uation Procedure (Profile Record, Repeat Alert) is
invoked. 45     If the current exception record is for a repeat call, a
Problem Profile record is also built as for a new fault, after which the
process returns to the point in the Problem Description Procedure at which
the Problem Eval- uation Procedure (Profile Record, Repeat Call) is
invoked. Problem Evaluation Procedure 50 The Problem Evaluation Procedure
is illustrated schematically in FIG. 5, and is described in the pseudo code
listing of Appendix 4. The Problem Evaluation Procedure is invoked when the
Profile Record Input parameter contains new prob- lem Information to be
evaluated. The evaluation task is to determine appropriate service action
requirements 55  for the problem condition and determine if a service
action should be initiated for problem resolution. The problem evaluation
process is RULE driven, such that information within the Problem Profile
Record determines both RULE selection and RULE products. Information
produced by RULE execution is JOINED 



with the Profile Record to become part of the Problem Profile data base.
The result is a data base record that 7    EP 0 357 573 B1 describes both
the problem and the results of problem analysis. If the evaluation process
determines that service action is not (yet) required, the updated Problem
Profile Record is returned to the Problem Profile data base. A subsequent
invocation of the service analysis message process may update and
re-evaluate the problem again. Otherwise the record will eventually be
purged from 5   the data base. A set of rules 73 is installed to analyze
the faults. The rules 73 are applied to the Problem Profile record
(updated) received from the Build/Update Problem Profile 71 (see FIG. 4).
If the current fault Is a known fault for which analysis is In progress, a
service alert message is contained in the Problem Profile record. That ser-
vice alert message is placed in the message data space 83, from which it Is
read to the analysis rules 73. The 10  control commands on the lines (A) or
(B) instruct the rules 73 whether to analyze for a new fault (including
repeat faults and repeat calls), or analyze for a known fault for which
analysis is In progress. For a new fault, the rules will generate a service
alert message to read into the message data space 83. For a known fault,
the rules will modify the existing message read from the data space 83 and
read the new message back in the space. 15      The rules 73 isolate the
fault, determine the fault severity, and determine a recommended service
action. Output from the rules Is a report and update data base control
information, which are applied to the service alert and data base update
control 81. The service alert and data base update control 81 receives the
report from the rules to analyze faults 73, and the service alert message.
The output from the fault analysis rules 73 determines whether the service
20  alert and data base update control 81 forwards service alert message
report to the host or whether it is simply returned to the Problem Profile
date base 29( to be a part of the observation for future faults. If the
report is to be sent to the host, then the Problem Profile data base is
also augmented with that report. If the Problem Evaluation process
concludes that a service action Is required, a procedure is called to gen-
erate service analysis message Sense Data for an appropriate service
analysis text message. Service analysis 25   message Sense Data is JOINED
with the Problem Profile Record and also presented to a host system. 30 35
40 45 50 55 8    EP 0 357 573 B1 Appendix 1 PROCEDURE Problem Detection
(Input Log Record) 5 (* The Service Alert Message Generate process requires
the subsystem to periodically report path and device usage count values,
and to report changes in subsystem configuration and exception events as
they occur. Information is reported in 10 the form of a log record, where
any log record consists of the components: Log Type, Log Source, Log Data
and Time Stamp *) 



INSERT (Input Log Record) 15     INTO Subsystem Environment.Next Record
VALUES (Log Type, Log Source, Log Data, Time Stamp) Current Record := Next
Record Next Record    : Next Record +1 CASE Current Record.Log Type OF
Device Usage Report UPDATE Log Source (Usage Statistics) (* Use Current
Record and Log Source.Previous Record to update current and term usage rate
values for: 25             path access, motion seek, data write and data
read. *) Changed Subsystem Configuration UPDATE Log Source (Vital
Configuration Data) 30           (* Use the Current Record to determine how
the configuration has changed; verify change validity; and update
appropriate configuration data records. 35     Exception Event (type =
'soft') SELECT  Time Stamp, Exdeption Symptom, Symptom Domain, Fault
Pattern FROM   Subsystem Environment WHERE The Exception Data Relation RULE
is determined from: Current Record (Log Data.Symptom * Log Source.
Boundary) UPDATE Current Record (Fault Pattern) (* The current record is
updated to include a fault pattern description derived from the data base
relational view. A fault pattern is characterized by: Symptom Profile,
Fault Incidents, Fault Period. *) 50 IF Fault Pattern > Symptom (Threshold
Criteria) 55 9    EP 0 357 573 B1 THEN GOTO Problem Description (App. 2)
Exception Event (type = 'hard') GOTO Problem Description (App. 2) 5
END (of case) END. (Procedure Problem Detection) 10 15 20 25 30 35 40 



45 50 55 10    EP0357 573 BI Appendix 2 5 PROCEDURE Problem Description
(Current Record) (* This procedure attempts to link the Current Record to a
Profile Record already generated for a previous occurrence of the same
problem. If the link is 10      successful, and depending on Profile
Record.Status, the profiles are updated to reflect new information from
Subsystem Environment. Otherwise, a new Profile Record is generated. *)
SELECT Profile Record (*.ID, *.Status) FROM Problem Profile WHERE The
Profile Record Relation RULE is determined from: Current Record (Log
Data.Symptom * Log Source . Boundary) 20 CASE Select Results OF Empty Set
(* No history link found *) Build Profile (Current Record) (App.3) (*
Procedure creates a Current Record relational view of Subsystem
Environment. Patterns for a 25              new Profile Record are
constructed from information within the view. *) GOTO Problem Evaluation
(Profile Record, New Problem) 30     Link Found (*.Status = Not Reported To
System) (analysis in progress) Update Profile (Current Record, Profile
Record) (App.3) (* Procedure creates a Current Record relational view of
new (since *.ID) Subsystem Environment data base entries.  Profile Record
patterns are updated from information within the view. *) GOTO Problem
Evaluatio,(Profile Record, Recurrent Problem) 40     Link Found (*.Status -
Service Action Pending) Profile Record.Recurrent Problem Count := *.* +1 (*
Maintain count of repeated exception events. *) Link Found (*.Status = No
Service Response) (Repeat Fault) 45        Update Profile (Current Record,
Profile Record) (App.3) (* Update service alert message and report again to
system. *) GOTO Problem Evaluation (Profile Record, Repeat Alert) 50
Link Found (*.Status = Service Action Complete) (Repeat Call) Build Profile
(Current Record) (App.3) (* Service action not successful. Build new
service 55 



EP 0 357 573 B1 alert message for Support Trained CE service action. *)
GOTO Problem Evaluation (Profile Record, Repeat Call) END END. (Procedure
Problem Description) 10 15 20 26 30 35 40 45 50 55 12    EP 0 357 573 B1
Appendix 3 PROCEDURE Build Profile (Current Record) 5 INITIALIZE Profile
Record (Time Stamp = Null) (* Prepare to build new Profile Record. *)
PROCEDURE Update Profile (Current Record, Profile Record) 10 (* This
procedure builds or updates a Profile Record that represents a Current
Record relational view of Subsystem Environment. *) 15  SELECT  SCU Config,
String Config, Device Config FROM  Subsystem Environment (Time Stamp >
Profile Record.Time Stamp) WHERE The Configuration Data Relation RULE is
determined from: Current Record (Log Data.Symptom * Log 20
gource.Boundary) PROFILE (* Subsystem channels, SP controllers, string path
controllers, spindles, devices and model/feature characteristics installed
and operational (not fenced) within the "relevant" subsystem boundary. *)
25 SELECT  SP Use, String Use, Path Use, Spindle Use, Device Use FROM
Subsystem Environment (Time Stamp > Profile Record.Time Stamp) WHERE The
Usage Statistics Relation RULE is determined 30          from: Current
Record (Log Data.Symptom * Log Source.Boundary) PROFILE (* Usage patterns
for subsystem components that 



are installed and operational within the 35                   "relevant"
subsystem boundary. *) SELECT  ERP Action, ERP Resource, ERP Result FROM
Subsystem Environment (Time Stamp > Profile Record.Time Stamp) WHERE The
ERP Data Relation RULE is determined from: 40          Current Record (Log
Data.Symptom * Log Source.Boundary) PROFILE (* Results of exception
recovery actions invoked for "relevant" exceptions, and using components 45
within the "relevant" subsystem boundary. *) SELECT  Command Exception,
Exception Symptom, Sub-Symptom Parameters, Symptom Domain, Power Status
FROM  Subsystem Environment (Time Stamp > Profile 50          Record.Time
Stamp) WHERE The Exception Data Relation RULE is determined from: Current
Record (Log Data.Symptom * Log 55 13    EP0357573B1 Source. Boundary)
PROFILE (* Syndrome patterns detected for "relevant" exceptions, and using
components within the "relevant" subsystem  boundary.  Profile patterns
provide cross-point-isolation to probable failure mode(s) and probable
failure boundary(s). *) 10  Profile Record.Time Stamp := Current Time END
(procedure Build/Update Profile) (Return to Procedure Problem Description)
15 20 25 30 35 40 45 50 55 14    EP 0 357 573 B1 Appendix 4 PROCEDURE
Problem Evaluation (Profile Record, Status) 5 (* This procedure processes
information in the Profile Record to generate Service Requirements for the
detected 



problem. Subsequently, service alert message Sense Data is generated and
reported to a host system IF the Service 10      Requirements indicate that
the detected and evaluated problem requires service attention. Problem
evaluation information generated by this procedure is JOINED with the
Profile Record and stored in the Problem Profile data base. *) 15 LOAD RULE
Set for Profile Record.Exception Class Group (* Exception Class Group
identifies the failing DAS function. The RULE Set will be executed to
determine service action requirements. *) EXECUTE RULE Set.Fault Isolate
PROFILE Isolate Status INTO Profile Record.Service Requirements Isolate
Certainty  = SET OF l..lO CE Diagnose Proc   = SET OF l..n 25
Primary FRU        = None   SET OF l..n Secondary FRU      = None   SET OF
l..n Media Defect Site  = None   Media Address (Boundary Parameter) Media
Maint Proc   = None   SET OF l..n 30 (* RULE Set processes Profile Record
data to select the recorded fault syndrome pattern with highest
significance. For Example: evidence of a power fault syndrome takes
precedence over any logic fault syndrome that might also 35     be
recorded; or evidence of a logic or analog fault syndrome takes precedence
over a data fault syndrome that might also be recorded. Minimum Isolate
Status is Isolate Certainty = 1 and reference to a CE Diagnose Procedure.
Maximum Isolate Status is Isolate Certainty = 10 and reference to a single
Primary FRU or Media Defect Site. *) EXECUTE RULE Set.Fault Severity
PROFILE Severity Status INTO Profile Record.Service 45     Requirements
Permanence  = SET OF (Hard, Soft) Persistence = SET OF (Event, Burst,
Recurrent, Intermittent) Disruption  = SET OF (None, Support, Channel,
Path, 50                      Device, Data) Scope       = SET OF O..n (*
RULE Set processes Profile Record data to determine 55 15    EP 0 357 573
B1 Severity Status for the fault syndrome determined by Fault Isolate. 



5     Severity Status is added to the Profile Record. *) EXECUTE RULE
Set.Service Action PROFILE Service Status INTO Profile Record.Service
Requirements Service Status = SET OF (Probable Fault, Repair Fault) (* This
RULE Set processes the procedure input parameters (New Problem, Recurrent
Problem, Repeat Alert, Repeat Call), along with Isolate Status and Severity
Status so as 15     to determine the course of action for this Profile
Record. CASE Service Status OF Probable Fault 20        UPDATE Profile
Record (Problem Status := Analysis In PrQcess) (* The service alert message
process for the Current Record is terminated by returning the Profile
Record to the Problem Profile data base. If the problem 25
recurs, the recursive process of update and re-evaluation is invoked again.
If the problem does not recur within a specified period, then the Profile
Record is purged from the Problem Profile data base. 30     Repair Fault
UPDATE Profile Record (Problem Status := Problem Reported) Generate service
alert message (Profile Record.Service Requirements) 35           JOIN
service alert message Sense Data INTO Profile Record.Service Alert Message
Report service alert message to host (Profile Record.Service Alert Message)
(* The service alert message process for the Current Record is terminated
by generating a service alert message Sense Data record from information in
the Profile Record. Service alert message Sense Data is then sent to a host
system so as to initiate the machine service process. The reporting process
is 45          repeated at a specified interval until service action is
initiated, or until the a specified reporting window has expired. *) END
END. (Procedure Problem Evaluation) 50 55 Claims 1. A method of
automatically detecting and analyzing exception events occurring in a
computer peripheral subsystem connected to a host computer system, the
method being characterised by the steps of 16    EP 0 357 573 B1 Severity
Status for the fault syndrome determined by Fault Isolate. 



5     Severity Status is added to the Profile Record. *) EXECUTE RULE
Set.Service Action PROFILE Service Status INTO Profile Record.Service
Requirements 10        Service Status = SET OF (Probable Fault, Repair
Fault) (* This RULE Set processes the procedure input parameters (New
Problem, Recurrent Problem, Repeat Alert, Repeat Call), along with Isolate
Status and Severity Status so as 15    to determine the course of action
for this Profile Record. CASE Service Status OF Probable Fault 20
UPDATE Profile Record (Problem Status := Analysis In PrQcess) (* The
service alert message process for the Current Record is terminated by
returning the Profile Record to the Problem Profile data base. If the
problem 25           recurs, the recursive process of update and
re-evaluation is invoked again.  If the problem does not recur within a
specified period, then the Profile Record is purged from the Problem
Profile data base. *) 30     Repair Fault UPDATE Profile Record (Problem
Status := Problem Reported) Generate service alert message (Profile
Record.Service Requirements) 35           JOIN service alert message Sense
Data INTO Profile Record.Service Alert Message Report service alert message
to host (Profile Record.Service Alert Message) (* The service alert message
process for the Current Record is terminated by generating a service alert
message Sense Data record from information in the Profile Record. Service
alert message Sense Data is then sent to a host system so as to initiate
the machine service process. The reporting process is 45           repeated
at a specified interval until service action is initiated, or until the a
specified reporting window has expired. *) END END. (Procedure Problem
Evaluation) 60 55  Claims 1. A method of automatically detecting and
analyzing exception events occuning in a computer peripheral subsystem
connected to a host computer system, the method being characterised by the
steps of    EP 0 357 573 B1 maintaining a Subsystem Environment data base
comprising information relating to the current con- figuration of said
computer peripheral subsystem and usage and error information relating to
said periph- eral subsystem; 



conditionally invoking a Problem Description procedure when the data In
said Subsystem Environ- 5       ment data base reflects an exception event
that indicates either a clear or a probable need for service attention to
said peripheral subsystem, said Problem Description procedure comprising:
developing a current Problem Profile record describing said exception
event; creating from stored rules a view of a Problem Profile data base
relevant to said exception event; scanning a Problem Profile data base
comprising Problem Profile records of previously occurring 10
exception events to relate said current Problem Profile record to a Problem
Profile record that already exists in said Problem Profile data base; if
said current Problem Profile record matches an existing Problem Profile
record In said Problem Profile data base, and said existing Problem Profile
record Indicates that a service action is pending for the covered problem,
updating said existing Problem Profile record; 15           If said current
Problem Profile record matches an existing Problem Profile record In said
Problem Profile data base, and said existing Problem Profile record
indicates that a service action is not pending for the covered problem,
updating said existing Problem Profile record and invoking a Problem
Evaluation procedure; If said current Problem Profile record does not match
an existing Problem Profile record in said 20      Problem Profile data
base, adding said current Problem Profile record to said Problem Profile
data base and invoking a Problem Evaluation procedure; wherein said Problem
Evaluation procedure comprises: examining said current Problem Profile
record in view of stored rules relating to acceptable sub- system
performance; and 25           If operations of said peripheral subsystem
have been disrupted or degraded beyond the limits of acceptable subsystem
performance, generating a service alert message, and inserting said service
alert message into said Problem Profile record, updating said existing
Problem Profile record In said Problem Profile data base, and transmitting
said service alert message to said host system. 30  2. The method of Claim
1, wherein said step of conditionally invoking said Problem Description
procedure comprises examining said Subsystem Environment data base in view
of rules describing normal perfor- mance and possible exception events. 3.
The method of Claim 2, wherein said step of conditionally invoking said
Problem Description procedure 35      additionally comprises examining the
data regarding said exception event to determine if said exception event is
a soft event or a hard event, and wherein: if said exception event is a
hard event, Invoking said Problem Description procedure; and if said
exception event is a soft event, examining said exception event against a
set of rules to de- termine if a threshold criterion has been exceeded, and
invoking said Problem Description procedure if 40      said threshold
criterion has been exceeded. 4. The method of Claim 3, wherein said step of
examining said exception event against a set of rules to de- termine if a
threshold criterion has been exceeded comprises examining said exception
event against a subset of rules relating to the type of exception event and
the portion of said computer peripheral sub- 45      system relating to
said exception event. 5. The method of Claim 4, wherein determining If a
threshold criterion has been exceeded comprises deter- mining that a trend
of related exception events have been detected within a common portion of
said com- puter peripheral subsystem. 50 6. A system for automatically
detecting and analyzing exception events occurring in a computer peripheral
subsystem connected to a host computer system, the system being
characterised by: means for maintaining a Subsystem Environment data base
comprising Information relating to the current configuration of said
computer peripheral subsystem and usage and error information relating to
55      said peripheral subsystem; means for conditionally invoking a
Problem Description procedure means when the data in said Subsystem
Environment data base reflects an exception event that indicates either a
cear or a probable need forservice attention to said peripheral subsystem,
said Problem Description procedure means com- 17 



EP 0 357 573 B1 prising: means for developing a current Problem Profile
record describing said exception event; means for creating from stored
rules a view of a Problem Profile data base relevant to said excep- tion
event; 5            means for scanning a Problem Profile data base
comprising Problem Profile records of previously occurring exception events
to relate said current Problem Profile record to a Problem Profile record
that already exists In said Problem Profile data base; if said current
Problem Profile record matches an existing Problem Profile record In said
Problem Profile data base, and said existing Problem Profile record
Indicates that a service action is pending for 10      the covered problem,
updating said existing Problem Profile record; if said current Problem
Profile record matches an existing Problem; Profile record in said Problem
Profile data base, and said existing Problem Profile record indicates that
a service action is not pending for the covered problem, updating said
existing Problem Profile record and Invoking a Problem Evaluation procedure
means; 15           if said current Problem Profile record does not match
an existing Problem Profile record in said Problem Profile data base,
adding said current Problem Profile record to said Problem Profile data
base and invoking a Problem Evaluation procedure means; wherein said
Problem Evaluation procedure means comprises: means for examining said
current Problem Profile record in view of stored rules relating to accept-
20      able subsystem performance; and means fordetermining if operations
of said peripheral subsystem have been disrupted or degraded beyond the
limits of acceptable subsystem performance, means for generating a service
alert message, and Inserting said service alert message into said Problem
Profile record, updating said existing Problem Profile record in said
Problem Profile data base, and transmitting said service alert message to
said host 25      system. 7. A system as claimed in Claim 6, wherein said
means for conditionally invoking said Problem Description procedure
comprises means for examining said Subsystem Environment data base in view
of rules de- scribing normal performance and possible exception events. 30
8. A system as claimed in either of claims 6 or 7, wherein said means of
conditionally invoking said Problem Description procedure additionally
comprises means for examining the data regarding said exception event to
determine if said exception event is a soft event or a hard event, and
wherein: 35           if said exception event is a hard event, Invoking
said Problem Description procedure means; and If said exception event Is a
soft event, examining said exception event against a set of rules to de-
termine if a threshold criterion has been exceeded, and invoking said
Problem Description procedure means if said threshold criterion has been
exceeded. 40 Patentansprfiche 1.  En Verfahren zur automatischen Erfassung
und Analyse von Ausnahmeereignissen, die in dem periphe- ren Subsystem
sines Rechners auftreten, das an ein Host-Rechnersystem angeschlossen ist,
wobel das 45      Verfahren durch folgende Schritte gekennzeichnet ist:
Pflegen einer Subsystemumgebungs-Datenbank, die Informationen bezriglich
der aktuellen Konfigurati- on des genannten peripheren Rechner-Subsystems
sowle Nutzungs- und Fehierinformatlonen bezflgllch des genannten peripheren
Subsystems enthAlt; bedingungsabhangiges Aufrufen einer
Problembeschreibungsprozedur, wenn die Daten in dergenannten 50
Subsystemumgebungs-Datenbank sin Ausnahmeereignis wiedergeben, das entweder
eine eindeutige oder eine wahrschelnilche Notwendigkelt ffir eine
Dienstmalnahme an dem genannten peripheren Sub- 



system anzeigt, wobel die genannte Problembeschreibungsprozedur folgendes
umfalt: Entwicklung sines aktuellen Problemprofil-Datensatzes, der das
genannte Ausnahmeereignis be- schreibt; 55       Erzeugen einer Betrachtung
alner Problemprofil-Datenbankfflrdas genannte Ausnahmeereignis aus ge-
speicherten Regain; Abfragen einer Problemprofil-Datenbank, die
Problemprofil-DatensAtze von bereftsfrfheraufgetretenen Ausnahmeereignissen
enthalt, um den genannten aktuellen Problemprofil-Datensatz mit einem
Problem- 18    EP O 357 573 B13                       *           1 M1l
11111 profil-Datensatz zu vergelochen, der bereits in der genannten
Problemprofil-Datenbank vorhanden ist; wenn der genannte aktuelle
Problemprofil-Datensatz mit einem bereits in der genannten Problemprofil-
Datenbank vorhandenen Problemprofil-Datensatz ubereinstimmt, und der
genannte bereits vorhandene Problemprofil-Datensatz anzeigt, daB eine
DienstmaBnahme far das betreffende Problem bereits an- 5       stsht,
Aktualisieren des genannten vorhandenen Problemprofil-Datensatzes; wenn der
genannte aktuelle Problemprofil-Datensatz mit elnem In der genannten
Problemprofil-Daten- bank bereits vorhandenen Problemprofil-Datensatz
Obereinstimrnt, und der genannte berelts vorhande- ne
Problemprofil-Datensatz anzeigt, daB sine DienstmaBnahme fOr das
betreffende Problem nicht an- stshtl Aktualisieren des genannten
vorhandenen Problemprofil-Datensatzes und Aufrufen elner Problem- 10
auswertungsprozedur; wenn dergenanntb aktuelle Problemprofil-Datensatz
nicht mit einem in dergenannten Problemprofil-Da- tenbank bereits
vorhandenen Problemprofil-Datensatz Obereinstimrnt, Hinzufflgen des
genannten Pro- blemprofil-Datensatzes zu der genannten
Problemprofil-Datenbank und Aufrufen einer Problemauswer- tungsprozedur, 16
wobei die genanntb Problemauswertungsprozedur folgendes umfaBt Pr~ifen des
genannten aktuellen Problemprofil-Datensatzes im Hinbilck auf gespeicherte
Regein, die sich auf sine akzeptable Subsystem-Leistung beziehen; und wenn
die Funktlonen des genannten peripheren Subsystems unterbrochen wurden oder
slch soweit ver- schlechbtert haben, daB bestimmte Grenzwerte im Hinblicic
auf sine akzeptable Subsystem-Leistung Ober- 20      schritten sind,
Erzeugen einer Dienstwarnmeldung und Einfflgen dergenannten
Dienstwarnmeldung in den genannten Probiemprofil-Datensatz, Aktuaiisleren
des genannten vorhandenen Problemprofil-Datensatzes in der genannten
Problemprofil-Datenbank und Obertragen dergenannten Dienstwarnmeldung zu
dem ge- nannten Host-System. 25  2.  Die Methode nach Anspruch 1, bel der
der genannte Schritt des bedingungsabhangigen Aufrufens der genanntbn
Problembeschreibungsprozedur die Prflfung der genannten Subsystemumgebungs-
Datenbank im Hinbilick auf Regein umfaBt, die sine normale Lelstung und
mogliche Ausnahmeereignisse beschreiben. 30  3.  Das Verfahren nach
Anspruch 2, bel dem der genanntb Schritt des bedingungsabhangigen Aufrufens
der genannten Problembeschreibungsprozedur auBerdem des PrOfen der Daten
umfart, die sich auf das ge- nannte Ausnahmeerelgnis beziehen, um
festzusteilen, ob es sich bei dem genannten Ausnahmeereignis urn sin
weiches oder eln hartes Ereignis handelt, und bel dem: wenn das genannte
Ausnahmeereignis sin hartes Ereignis ist, die genannte
Problembeschreibungspro- 35      zedur aufgerufen wird; und wenn das
genannte Ausnahmeereignis sin weiches Ereignis ist, das genannte
Ausnahmeereignis geprflft und mit einem Regelsatz vergilchen wird, um
festzustellen, ob sin Schwellenkriterium Oberschrittbn wur- de, und die
genannte Problembeschreibungsprozedur aufgerufon wird, wenn das genannte
Schwellen- kriterium Oberschritten wurde. ,'i  40 4.  Das Verfahren nach
Anspruch 3, bei dem der genannte Schritt des PrOfens des genannten
Ausnahme- ereignisses im Verglelch mit einem Regelsatz, um festzustellen,
ob sin Schwellenkriterium Oberschritten 



wurde, das Profen des genannten Ausnahmeereignisses Im Vergliich mit elnem
Rogel-Nebensatz un- faSt, der sich auf den Typ des Ausnahmeereignbsses und
den Abschnitt des genannten peripheren Rech- 45      ner-Subsysterns
beziehen, der sich auf das genannte Ausnahmeereignis bezieht. 5.  Das
Verfahren nach Anspruch 4, bel dem das Feststellen, ob sin
Schwellenkriterium Dberschritten wurde, die Feststellung umfalit ob eln
Trend von miteinander verglichenen Ausnahmeereignlssen in oinem ge-
meinsamen Abschnitt des genannten peripheren Rechner-Subsystems erkannt
wurde. 50 6.  Ein System zur automatischen Erkennung und Analyse von
Ausnahmeereignissen, die in sinem periphe- ren Rechner-Subsystem auftreten,
das an sin Host-Rechnersystem angeschlossen ist, wobel das System durch
lbigende Schritte gokennzelchnet ist Mittel zur P flege
einerSubsystemumgebungs-Datenbank, die Informationen bezfglich deraktuellen
Kon- 56      figuration des genannten peripheren Rechner-Subsystems sowie
Nutzungs- und Fehlerinformationen be- zfglich des genannten peripheren
Subsystems enthalt; Mittel zum bedingungsabhangigen Aufrufen sines
Problembeschreibungsprozedur-Mlttels, wenn die Da- ten in der genannten
Subsystemumgebungs-Datenbank auf sin Ausnahmeereignis hinweison, das ent-
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weder sine eindeutige odereinewahrscheinliche Notwendigkeit einer
Dienstmagnahme an dem genann- ten peripheren Subsystem anzeigt, wobel das
genannte Problembeschreibungsprozedur-Mittel folgendes umfast: Mittel zur
Entwicklung eines aktuellen Problemprofil-Datensatzes, der das genannte
Ausnahmeereignis 5       beschrelbt; Mittel zur Erzeugung elner Betrachtung
elner Problemprofil-Datenbank bezfglich des genannten Aus- nahmeerelgnisses
aus gespeicherten Regein; Mittel zumAbfragen elnerProblemprofil-Datenbank,
die Problemprofil-DatensAtze von bereitsfrfherauf- getretenen
Ausnahmeereignissen enthalt, um den genannten aktuellen
Problemprofil-Datensatz mit si- l0      nem Problemprofil-Datbnsatz zu
vergleichen, der bereits In dergenannten Problemprofil-Datenbank vor-
handen lst; wenn der genannts aktuelle Problemprofil-Datensatz mit elnem in
der genannten Problemprofil-Daten- bank vorhandenen Problemprofil-Datensatz
Obereinstimmt, und der genannte vorhandene Problempro-
fil-Datebnsatzanzelgt, daB fOrcdas betreffends Problem sine Dienstmaanahme
ansteht, Aktualisieren des 15      genannten vorhandenen
Problemprofil-Datensatzes; wenn der genannte aktuelle
Problemprofil-Datensatz mit einem vorhandenen Problemprofil-Datensatz in
der genannten Problemprofil-Datenbank Obereinstimmt, und der genannte
vorhandens Problemprofil- Datensatz anzeigt, daB fOr das betreffende
Problem keine DienstmalBnahme anstsht, Aktualisleren des genannten
vorhandenen Problemprofil-Datensatzes und Aufrufen sines
Problemauswertungsprozedur- 20      Mittels; wenn der genannte aktuelle
Problemprofil-Datensatz nicht mitelnem in dergenannten Problemprofil-Da-
tenbank bereits vorhandenen Problemprofil-Datensatz Oberelnstlmmt,
Hinzufflgen des genannten aktu- ellen Problemprofil-Datensatzes zu der
genannten Problemprofil-Datenbank und Aufrufen eines Pro-
blemauswertungsprozedur-MltteIs; 25      wobel das genannte
Problemauswertungsprozedur-MitteI folgendes umfait: Mittel zum Prufen des
genannten aktuellen Problemprofil-Datensatzes Im Hinblick auf gespeboherte
Re- geln, die sich auf sine akzeptable Subsystem-Lelstung beziehen; und
Mittel, umfestzustellen, ob Funktionen des genannten peripheren Subsystems
unterbrochen wurden oder sich soweltverschlechtert haben, daBelne bestimmte
Grenze Im Hinblickauf sine akzeptable Subsystem- 30      Lebstung
Oberschritten wurde, Mittel zum Erzeugen einer Dlenstwarnmeldung und
EinfOgen der genann- ten Dienstwarnmeldung in den genannten
Problemprofil-Datensatz, Aktualisieren des genannten Pro- 



blemprofil-Datensatzes in der genannten Problemprofil-Datenbank und
Obertragen der genanntbn Dienstwarnmeldung an das genannte Host-System. 35
7.  Eln System nach Anspruch 6, bei dem das genannte Mittel zum
bedingungsabhangigen Aufrufen der ge- nannten Problembeschreibungsprozedur
Mittel zum PrOfen der genanntbn Subsystemumgebungs- Datenbank im Hinbiick
auf Regein umfaPt, die eine normale Leistung und mdgliche
Ausnahmeereignisse beschreiben. 40  8.  Ein System nach jedem derAnsprfche
6 oder7, be! dem das genannte Mittel zum bedingungsabhlngigen Aufrufen der
genannten Problembeschreibungsprozedurzusatzlich Mittel zur PrOfung der
Daten des ge- nannten Ausnahmeerelgnisses umfaat, um festzustsllen, ob es
sich be! dem genannten Ausnahmeereig- nis um sin weiches oder ein hartes
Ersignis handelt, und bel dem: wenn das genannts Ausnahmeereignis eln
hartes Ereignis lst, das genannte Problsmbeschrelbungspro- 45
zedur-Mittel aufgerufen wird; und wenn das genannte Ausnahmesersignbs ein
weiches Ereignis ist, des genannte Ausnahmeersignis mit ei- nem Regelsatz
verglichen wird, urn festzustellen, ob ein Schwellenkriterlum Dberschritten
wurde, und, wenn das genannte Schwellenkriterium Oberschritten wurde,
Aufrufen der genannten Problembeschrei- bungsprozedur-Mittels. 50
Revendicatlons 1. M6thode pour d6tecter et analyser automatiquement des
6v6nements exceptionnels survenant dans un 55      sous-systeme
p6riph6rique d'ordinateur connecte A un systeme ordinateur hote, la m6thode
etant carac- teris6e par les 6tapes de: maintenir une base de donn6es
d'environnement de sous-systeme comprenant des informatlons relatives A la
configuration courante dudit sous-systeme p6riph6rique d'ordinateur et des
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d'usage et d'erreurs relatives audit sous-systeme peripherique, appeler de
fagon conditionnelle une procedure de description de probleme lorsque les
donnees dans ladite base de donn6es d'environnement de sous-systeme
reflitent un ev6nement exceptionnel qui Indiqueun besoin clairou
probabled'un serviceauditsous-systeme p6riph6rique, Iadit procedurededes- 5
cription de probleme comprenant: le developpement d'un enregistrement de
prof il de probleme courantd6crivant ledit ev6nement ex- ceptionnel, '
sla criation & partir de regles emmagasinees d'une vue d'une base de
donnees de profils de pro- blemes d'interet pour ledit 6venement
exceptionnel, 10           le balayage d'une base de donnees de profils de
problImes comprenant des enregistrements de profile de problImes
d'ev6nements exceptionnels survenus pr6c6demment pour faire correspondre
ledit enregistrement de profil de probleme courant A un enregistrement de
profil de problime qui existb dejA dans ladite base de donn6ees de profils
de problibmes, si ledit enregistrement de profil de probleme courant
correspond a un enregistrement de profil de 15      problibme existent dans
ladito base de donn6es de profils de problemes, et ledit enregistrement de
profil de probibme existent indique qu'une action de service est en attbnte
pour le probleme couvert, mettre A jour ledit enregistrement de profil de
probibme existent, si led it enregistrement de profil de problime courant
correspond A un enregistrement de profil de probibme existent dans ladite
base de donn6es de profils de problemes, et ledit enregistrement de proflil
20      de problime existent indique qu'une action de service n'est pas en
attente pourle probleme couvert, met- tre A jour ledit enregistrement de
profil de probleme existent et appeler une procedure d'evaluation de
probibme, si ledit enregistrement de profil de probibme courant ne
correspond pas A un enregistrement de 



profil de problime existent dans laditb base de donnees de profiles de
problimes, ajouter ledit enregis- 25      trement de profil de problbme
courant A ladite base de donn6es de profils de problimes et appeler une
procedure d'evaluation de probleme, dans laquelle ladito proc6dure
d'evaluation de probibme comprend: l'examen dudit enregistrement de prof Il
de problime courant en vue de regles emmagasinees concernant une miso en
oeuvre acceptable du sous-systbme, et so           si les operations dudit
sous-systeme peripherique ont 6t interrompues ou degrad6es au-dela des
limitesde performances acceptables du sous-systeme, g6n6rerun message
d'intervention etinserer ledit message d'intervention dans
leditenregistrementde profil de probleme, mettre Ajour leditenregistrement
de profil de probibmo existant dans ladite base de donnees de profils de
problimes, et transmettre ledit message d'intervention audit systbme htob.
35 2.  Methode selon Ia revendication 1, dans laquelle ladite etape
d'appeler de fagon conditionnelle ladite pro- cedure de description de
problime comprend l'examen dans ladite base de donn6es d'environnement de
sous-systbme des rbgles decrivant la miss en oeuvre normale et les
evenements exceptionnels possibles. 40  3.  M6thode selon la revendication
2, dens laquelle laditb etape d'appeler de fagon conditionnelle laditb pro-
cedure de description du probleme comports l'examen des donnees relatives
audit 6venement exception- nel pour diterminer ei ledit evenement
exceptionnel est un evenement b6nin ou un evenement grave, et dans laquelle
sl ledit 6venement exceptionnel est un evenement grave, appeler ladito
proc6dure de description 45      de probleme et, si ledit 6venement
exceptionnel est un evenement bWnin, examiner ledit evenement exceptionnel
par rapport a un ensemble de regles pour d~terminer si un critero de seull
a 6t6 depasse, et appeler ladito proc6dure de description de problbme l
ledit critbre de seull a ete d6pass6. 50  4. Methode selon la revendication
3, dans laquelle ladito 6tape d'examiner ledit evenement exceptionnel par
rapport A un ensemble de regles pour determiner si un critere de seuil a
ete d6passe comprend l'examen dudit critere de seull par rapport A un
ensemble de regles relatives au type d'evnement exceptionnel et A la partie
dudit sous-systbme p6riph6rique d'ordinatbur en rapport avec ledit
ev6nement exceptionnel. 55  5.  Methode selon la revendication 4, dans
laquelle la debtrmination qu'un critbre de seuil a 6te d6passe comprend la
dtebrmination qu'une tendance d'evenements exceptionnels en relation a ete
detectee dens une portion commune dudit sous-systeme perlpherique
d'ordinateur. 21    EP 0 357 573 B31                    1   c   L    111p
lul 6. Systeme pour automatiquement dhtecter et analyser des ev6nements
exceptionnels survenant dans un sous-systeme p6riphorique d'ordinateur
connecte A un systeme ordinateur htob, le systeme otant carac- terise par:
des moyens pour maintenir une base de donnees d'environnement de
sous-systeme comprenant 5       des informations relatives A la
configuration courantb duditsous-systbme periphorique dordinateuretdes
informations d'usage et d'errours relatives audit sous-systeme
poripherique, des moyens pour appeler de facon conditionnolle des moyens de
prochdure do description do pro- blome lorsque les donnees dans ladite base
de donnoes d'onvironnement de sous-systeme rotl~tent un evonement
exceptionnel qui indique un besoin clair ou probable d'un service audit
sous-systeme peri- 10      pherique, lesdits moyens do procidure do
description de problime compronant: des moyens pour developper un
enregistrement de profil de problheme courant decrivant ledit eve- nement
exceptionnel, des moyens pour creer a partirde regles emmagasinees une vue
d'une base de donnees de profils de problomes d'lnteret pour ledit
evonement exceptionnel, 15           des moyens pour balayer une base de
donnees de proflis de problemes comprenant des enregis- trements de profils
de problhmes d'evenements exceptionnels survenus procedemment pour faire 



correspondre ledit enregistrement de profil de probibme courant A un
enregistrement de profil de problb- me qul oxistb dijA dans ladite base de
donnees de profils de probiemes, ai ledit onregistrement de profil de
probleme courant correspond A un enregistrement de profil de 20
probleme existant dans ladite base de donnies de profile de problemes, ot
lodit enregistrement de profil de probltme existant indique qu'une action
do service ost en attento pour Is probleme couvert, mettro A jour ledit
enregistrement de profil do probleme existant, si led it enregistrement de
profil de probleme courant correspond A un enregistrement de profil de
probilme oxistant dans ladite base de donnies do profies de probibmes, et
ledit enregistrement de profil 25      de probteme existant indlque qu'une
action de service n'est pas on attente pourle problome couvert, met- tre A
jour lodit enregistroment de profil de probleme existant et appeler une
procidure d'evaluation de probilme, si ledit enregistrement de prof il de
problome courant ne correspond pas A un enregistrement de profil de
problime existant dans ladite base do donnees de profis de problomes,
ajoutor ledit enregis- 30      trement de profil de probilme courant A
laditb base de donnies de profile do probiimes ot appeler une procedure
d'evaluation de probilme, dane laquelle laditb procedure d'evaluation de
probilme comprend: des moyens pour examiner ledit enregistrement de profil
de probleme courant en vue de regles emmagasinies concernant une miso en
oeuvre acceptable du sous-systeme, et 35           des moyens pour
diterminer si les oporations dudit sous-systeme pbriphorique ont 6te
interrom- pues ou degradees au-dola dos limites do performances acceptablos
du sous-systemo, des moyens pour generer un message d'intbrvention et
inserer ledit message d'intbrvention dane ledit enregistrement de profil de
probilme, mettre A jour ledit enregistroment de profil de probleme existant
dans laditb base de donnoes de profits de problemes, et transmettro ledit
message d'lntervention audit systeme htob. 40 7. Systeme tel quo revendlquo
dane la rovendication 6, dans lequel lesdits moyens pour appeler do facon
conditionnelle ladite procodure de description de probilme comprennent des
moyens d'examen dans la- dite base de donnees d'environnement de
sous-systome des regles decrivant la mise en oeuvre normalo et les
evenements exceptionnels possibles. 45 8. Systme btl que revendiquidans
I'une des revendications 60u 7, dans loquel lesdits moyens pourappelor de
facon conditionnelle ladite procidure do description du probleme comportent
des moyons d'examen des donnies relatives audit iv6nement exceptionnel pour
dtoerminer si ledit evenement exceptionnel est un evonement b6nin ou un
evonoment grave, et dana loquel so           si ledit evenement
exceptionnel est un evenement grave, on appelle laditb procedure de
description de probteme et, ai leditevenementexceptionnel est un ivonement
benin, on examine leditevonomentexceptlonnel par rapport A un ensemble de
regles pour diterminer sl un critbre de seull a ete depasse, et on appelle
ladito procedure de description de probilme si ledit critere de seuil a ete
dopasse. 55 22    


