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j?A ;378 ;JC j?D j?E j?F
Access . . Approval | Access
Rule ID Date Time Work Kind Necessity | Rule Name

01: Failure
Busi . Access
1 D:S'”ess 6:00—16:00 Handling Rule A
y 02:Investigation
BUSINess 03:Operation @) Access
2 N 6:00—16:00 Monitoring Rule B
y
04:Release Work @)
01: Failure
Handling
. 02:1 nvestigation Access
Business ) )
3 Day 16:00—6:00 03:Operation Rule C
Monitoring
04:Release Work
03:Operation Access
4 2006/9/26 | 12:00—13:00 M%nitoring Rule B
01: Failure
Handling
Non 02:Investigation Access
5 EI)Bauysmess All Day 03:Operation Rule C
Monitoring
04:Release Work @)

Fig.3
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/

Classification

Main Record Contents

~

HTTP/HTTPS | Access Start Date/Time, Port, Connection Source IP Address, User ID, URL, Connection Time
TELNET/SSH Accgss Start Date/Time, Port, anneqtlon Source IP Address, User ID, Connection
Destination IP Address, Connection Time
Access Start Date/Time, Port, Connection Source IP Address, User ID, FTP Protocol
FTP Command, Connection Destination Information
RDP Access Start Date/Time, Port, Connection Source IP Address, User ID, Connection
Destination IP Address, Connection Time
CIES Access Start Date/Time, Port, Connection Source IP Address, User ID, Access Folder,

Connection Time

Other Protocol

Access Start Date/Time, Port, Connection Source IP Address, Connection Destination
IP Address, Connection Time

o )
4 I
Classification Main Record Contents
HTTP/HTTPS | Transmitted Data, Received Data
TELNET/SSH | Received Data
FTP Protocol Command, Transfer File
RDP Transmitted/Received Data (Video Log), Keyboard Operation Log
CIFS Transmitted Data, Received Data, Transfer File

~—152A

~—152B

122 Fig.4
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50

User Name

j-yoshidashima

Password

seskskoskerekeksk

Login

AGW \Y

OK

Cancel

[ 51
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Access Application

Policy Name:

Work Subiject:

System Classification:

System Name:
Work Kind:

Contents:

Attachment:

Access Schedule

Policy 01 Search

61

Update Accounting System ™62

Financial|V ~_63

Financial Information System  ~_g4

04 : Release Work Vv ~_65

Update Tax Module [™-66
To Deal With Tax Changes

2006/9/27(13:00|~[2006/9/27)|15:00 ]’\68

Submit

69

Fig.6
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77

§
Policy Search
Policy Name : (partial match)
Search | /1
72
L~
Policy ID Policy Name
policy-auto policy-auto Detail H—~—73
policy 01 policy 01 Detail —~— 74
1-2 within 2 results
Close

Fig.7
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80

)

Access Approval (Application 0048: Update Accounting System)

— Application Information

Applicant Name  : Yoshidashima Jun

Work Subject : Update of Accounting System

System - .

Classification - Financial

System Name : Financial Information System

Work Kind : 04 : Release Work

Contents : Update of Tax Module to deal with Tax Changes

Access Schedule : September 27, 2006 (WEDNESDAY) 13:00~15;00
Access Rule Name: Access Rule A

N

81

Approver Name | Ohno, Osamu |V ~_g2

Approval
Requester

Vi-83

Communication | Thank you in advance.
Column

Approve Reject
pp 85 ) 86 84

Fig.8
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Policy List
Policy ID :

| (partial match)

Policy Name: | (partial match)

Administrator Role: | (partial match)

Auditor Role: | (partial match)
Approver Role: | (partial match)

Connection System: | (partial match)

|
|
|
|
|
General User Role: | | (partial match)
|
|_
|_
|_

Protocol: - please select - ||

Approval Level: - please select - [ ~]

Operation Log Acquisition: [-- please select - [~]

[ Search||Clear || Return| ~ 91
Policy Search Results

[ Policy ID Policy Name E)c?; fgg’l: sition Approval Level

O base_policy base_policy use in-advance application is required
O deny_access_audit_policy deny_access_audit_policy use in-advance application is required
[ notif_without_audit notif_without_audit use in-advance application is required
O policy_audit policy_audit use in-advance application is required
0 oty 0 o e e s e

1-5 within 5 results

L1/6

Fig.9
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Policy_001
Employee Policy
Operation Log
Acquisition: On
In-advance Application
SSH,RDP,FTP,SCP,SFTP

adm_role_01
[Employee Administrator Role]

app_role_01
Employee Approver Role [

Policy_002
Cooperative Company Policy
Operation Log
Acquisition: On
In-advance Approval
SSH

adm_role_02 g
‘ Cooperation Administrator Role

app_role_02
| Cooperation Approver Role

system_B

Policy_003

aud_role System A Policy
Auditor Role Operation Log
Acquisition: Off
user_role_A In-advance Approval system_C
General User (Employee) Role RDP,FTP
user 07 . Emeroen

user_role B

) System A Emergency Policy
General User (Cooperative) Role

Operation Log

Acquisition: On
user_role_C In-advance Application

General User (Vendor) Role RDP,FTP

H_} - ~ / \ —~ / H_/ %r_/

User Role Policy Node Group Node

(System)
Fig.10
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Policy_001
Employee Policy
————— Operation Log

Acquisition: On

In-advance Application

| SSH,RDP,FTP,SCP,SFTP

adm_role_01
Employee Administrator Role]

app_role_01 ‘,
Employee Approver Role

system_A

system_B
aud_role !
Auditor Role
user_role_A system_C

General User (Employee) Role

Fig.11
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adm_role_02
‘ Cooperative Administrator Role| ~ ~ <

app_role_02 A
Cooperative Approver Role

aud_role
Auditor Role
user_role_B

General User (Cooperative) Role

Policy_002
Cooperative Company Policy
Operation Log
Acquisition: On
In-advance Approval
SSH

Fig.12
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adm_role_01

[Employee Administrator Role]

app_role_01
Employee Approver Role

app_role_02
Cooperative Approver Role

aud_role
Auditor Role

Policy_003
General User (Vendor) Role
System A Policy
Operation Log Acquisition: Off
In-advance Approval
RDP,FTP

user_role_C
General User (Vendor) Role

Policy_004
System A Emergency Policy
Operation Log Acquisition: On
In-advance Application
RDP,FTP

Fig.13
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Administrator Menu

) Logout [ ] Setting/Definition

[} Log Search/Browse

[©] Log Search/Browse

Lastloging2009.12.04 11:35
1 hoct:acv33 r01 M time2009.12.04 11:37

[Access Log Search] Access History

Download Manual [?IHelp|

Search Criteria

Search Criteria W Protocol:

TELNET[V]

B Access Start Date/Time

12009.12.04 |[00:00 |~ [2009.12.04 |[23:59 |

B User Account: |

| ex secure (partial match)

B Connection Destination Client Address: |

| ex.192.168.1.1 (partial match)

H Port No.: |

| (exact match)

B Connection Destination Server Information: |

ex.http://xxxjp/,ID@hostname, 192.168.1.1 etc (partial match)

| bytes or more

| bytes or more

B Outflow Data: |0
B Inflow Data: [0
B Connection Time: |0

| seconds or more

B Application No.: |

| (partial match)

M Limit to access storing full text log:

| ex.STOR (partial match)

(I
B Used Command:
2<Search can be performed |
only in HTTP/FTP/CIFS
M Include check target key word:
(I

* Search can be performed
only in HTTP/FTP/CIFS

Fig.14
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100
~

Date Access End User Connection Source | Port [ Connection Destination
[Time Date/Time Account | Client Access No. |[Server Information
29:31 |1 2009.12.0411:29:57| testuser1 192.168.96.253 23 192.168.96.10:23
29:31 |1 2009.12.0411:29:57| testuser1 192.168.96.253 23 192.168.96.10:23
29:31 [ 2009.12.0411:29:57| testuser1 192.168.96.253 23 192.168.96.10:23
29:31 |1 2009.12.0411:29:57| testuser1 192.168.96.253 23 192.168.96.10:23

To Fig.15B

Fig.15A

L1/GL
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From Fig.15A

100

—
Outflow Inflow Connection Individual Application
Data(byte) Data(byte) Time (seconds) Download No.
1586 125 25
1586 125 25 T 192
1586 125 25 — —
1586 125 25 I I | |20091204-0001 -|
B Application No.: 20091204-0001 g
M Application: test application
H Test Classification: none specified
B System Name: test system
B Access Classification: none specified
M Contents: test contents
HENote:
B Applicant Account: testuser1
B Applicant Name: testuser1
B Applicant Belonging Group: not specified
B User Account:
Bl Mail Communication Destination:
B Access Schedule Date/Time: Date/Time(From)  Date/Time(To) .
2009.12.04 11:32~ 2009.12.04 23:00 Flg.l 5B

B Access Schedule Date/Time Overlap:

B Application State:

B Application Date/Time:

B Last Update Of Application State:
B Approval Account:

B Approver Name:

B Approval Requester:

B Reason For Rejection:

Approved
2009.12.04 11:33:29

2009.12.04 11:39:40
secret

test approver
for test

L1/9L
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Approval Terminal 44

Application Management Device 13
( Start ) ( Start )

Y S1
Display a search screen

Y S2
Enter search criteria

S3 Transmit search criteria

>

Y S4
Compare work schedule
information with

the access log

S5 Notify results

A

Y S6
Display a search result screen

End

End

Fig.16
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