WO 2015/126755 PCT/US2015/015879

ALY
H
Miaro MSR
Processor 108
118
LED Battery Charge

Mamuory 134 18 118 N%egg?fmt

108 Maguetically A 13(?

Mag fieid Transmit E

Audio jack SR Transmitier

102 104 100 150 Tt MSR

202

Audio Jack uss

204 204 ) .

e Touchpad Display
{ Display with
Mobite Keyboard
Waliet Application 244
POS / Chackow Cply
Appilication 280
430 200
Wallet & ———
P'aymﬁni # Frocessor
Berver 270
260 —




WO 2015/126755 PCT/US2015/015879

201Q

400 -mw'\

Connect MST to Moblle Device

404“‘“\ MC‘A-«W\ 4

Unpaired, but MST i3 Unpaired, and no -~
already paired to Wailet Account is Paired
anonther Waliet Account paired W the MGT

4GeM\ i

Display: "Uongls
Cannot be Usaed, Paired
with ancther Account”

408 — 3' 422 oy )

420

a— |

Raport Unauthorized Capturg Serial Access Seltings
Paiting to Server Number of MET and Reset

424»»-\ i

Authenticate Wallet
User

426 “‘“""\ Y

Corratate the MST
1o Wallet Account

AZE
£, < .
Siore palring
dormation in the
Wallet Acoount




WO 2015/126755

A3 oo,

3/10

Caonnact MST 1o Mobile Davice

432 ..,_...\ 4

Recognize the M3T as
Faired

434 --—-w\ T

Swipe Magnetic Card on
MER of the MST

436 TN )

Digitize and Enorypt Data

from the Card

433 “"”‘"\ .

Store the Digitized and
Encrypited Data from the
Card in the MST

44T e

Error

Doss Name ™,
Match Account?e

Transmil the Encrypled
Data o Mobile Device

i i

Transmit the Encrypled
Dala o Wailel Berver

Decrypt and Strip the
Data

, s Gard a
~ Payment Card?,

438 ,....,..,\

Create New
Card

" Does Data ™S
. Match Previously >
sStored Card3”

FIG. 3

PCT/US2015/015879

¥ e 440

! A

Store Card as Non-
Payment Card

fm 450

Load Card




WO 2015/126755 PCT/US2015/015879

4/10

452 ——m-\

Begin POS Transaction

Transmit stored Encrypted
Card Dais o Checkout
Application

Doy stored Encrypled
Card Data by MET

456 “-—\ i i f-”m G482

Transmi Recrypted Gard Transmit Encrypted Card
dats o POS Davice Data to Paymant Server

458 484
% ¥ & &

Transmit Decrypled Data to Decrypt the Transmitted
Transacion Frocessor Encrypted Card Data

! 460

Transmit Decrypied Data to
Transaction Processor

FIG. 4



WO 2015/126755

468 M\

70
¢ y 3

MERY v

Login o Wallst Application

Altempt to Transmit Default

Card Data on MBT to FOS

upon receiving & Transmit
commantd

Cause LED to Rash

474 i

378 -—-—\ 4

Urpshag MST from Mobile
Device

The MST remains Uniockad

478 ——-\ R

Transmit Default Card Data
on MST fo POS upon the
MST being moved (o the

POs

FIG. 5

5110

PCT/US2015/015879

/r'm AR

Swipe Magnetic Card on
MER of the MET

- fwéﬁﬁf

Read and Encrypt Data on
Card

éf 48

Transat the Data o POS
Application on Mobile Device

l = 488

Tranamil the Dala o
Paymant Server

i' jr-v-—- 488

Transmit the Data o
Transaction Procaessor for
processing payment

FIG. 6



PCT/US2015/015879

WO 2015/126755

610

08

Lsseqeien

44

&

51 BONIBS GOM

SOAIBE TADHIBLD

Ui

L 'Ol

1722

HIOHGBN

hid

505 $04
dihy ddy
Surddoyg IOSMDIG
i
dhelyy
IONIBUD

SOIABLT BHAOW

DU

Py




PCT/US2015/015879

WO 2015/126755

7110

567

ASW
iZAY g5 028G = 3Le
540348 zegdilion SIBMBIEY ” REIEHE
) ) ) o ) sooosoils
SUIBRIOIG DUDNDBIY Seity ~CHHBDY
G4
BEHERR:
— — [A3%s =
¥1% iy B0 805
i 4 -
2B ASCHUBP siroeg DIBD WS
v07
IBUNEDS
AR
ghidet:hte
Noef DIy
gaE0n 0%
0L RGN dey mosioayn

P Nid

081

BETEZACINE - 1g %

JBULIAE S




PCT/US2015/015879

WO 2015/126755

8/10

Merchart
Sarvar
G04 800
10
» . >
Token N 912
Marchan 814 9 Chackout
Barvear SJerver
and
j Q20 o
o N » i i
User Authenlication
Chekout
Bereat
800 g 926
(:5 Transacton
« Q2F s, . Lot c;?.g Faymeant
o o s o : N — Processor
ga0 ¢ [ransaction 928 ~ Transachon '
Resull Resylt
. Checkout
ey 1:(‘3” ';’
0 e/ SHECKOUL ApD (502} Server
Frossibag

G38 -
Updale Status

Merchant
Shopping App (§04) Servar

FIG. 9



PCT/US2015/015879

WO 2015/126755

910

3o
Sarvar
110
ol ~ B - -
e Token - 1012}
Merchant 1014 9 Chaokout
Sarver o Server
g0g
HOED N
User Authentication
3
£0Q e 226

Transaction
Llata f“"“fi?fﬁ Faymeant
Frovessor

$00

030 ¢ ransaction

FY S

“ .
1008 « Transachon
Resul

Regulf
. Checkout
1033 i f ChECKOUL App (502) Server
1638
FPost
Res
- 134
TOGE mey

Update Stalus

Morchant
Barver

FIG. 10

Browser App (808)



| Desidap Browser Merchant 1114 53
{1102} Server o
AN Rush O
: - 1118 Notification

WO 2015/126755 PCT/US2015/015879

10/10

e GO4

{1102)
4 .§4£ gooocoe Q{}4

Merchant
( Deskiop Browsey Server

s TI08 wy 110 =y o

= .
Taken w1112

i

1118 wd (f}

S 1408

&G

£
< 1120 - "
User v
; Authentication >
S Thackow

{882

Transaction
Data 1 ;*?4

F¥ Y

¥
R ~ I
1435 o ransastion

L 497 Tranaaction
Result

83
Resai

i
A :

Chzokout
Sorver

1138

1140
Fostback
Resull -

504

Me-rhar}i

25 3 Rrowsar \

{1102}

FIG. 11

Chackout
Sarver

- 026

rayment
Procassor




