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ACCESS CONTROL DEVICE, ACCESS CONTROL METHOD, AND PROGRAM 

 

{Technical Field} 

{0001} 

 The present invention relates to an access control device, an access control 

method, and a computer program. 

 

{Background Art} 

{0002} 

 A business information system supporting operations of companies, public 

facilities and the like, which is generally referred to as an enterprise system, has now 

become a basis of organizations in all sizes.  The business information system 

supports a complex organizational management by outputting higher value-added 

information after aggregating, accumulating, analyzing, and processing data obtained 

from a node terminal and a database. 

{0003} 

 Such a business information system needs various types of maintenance work, 

such as access rule monitoring, failure handling, function extending, and function 

changing after the system starts operating.  Normally, a client company which 

introduces a business information system entrusts an outside management company 

with maintenance work.  A system engineer (SE) of the outside management company 

mainly remotely logins to the business information system and performs the 

maintenance work. 

{0004} 

 Incidentally, in recent years, the Sarbanes-Oxley (SOX) act enacted in the United 
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States has strongly demanded to guarantee the validity of information disclosure from 

business managers and accounting auditors.  Following the act, Japanese SOX is 

introduced in Japan and it is imperative to establish a system to deal with the Japanes e 

SOX. 

{0005} 

 In consideration of the social background, various techniques to enhance 

information security of a business information system are proposed as described in 

Patent Literatures 1 to 5. 

{Citation List} 

{Patent Literature} 

{0006} 

{PTL 1} JP 2012-203624 A 

{PTL 2} JP 2008-226057 A 

{PTL 3} JP 2008-226058 A 

{PTL 4} JP 2008-117316 B 

{PTL 5} JP 2008-117317 B 

{Summary of Invention} 

{Technical Problem} 

{0007} 

 A system administrator of a business information system using a technique 

disclosed in Patent Literatures 1 to 5 specifies a company and department to which a 

user belongs, a position (role in charge), a node name (terminal name), a node group 

name (system name), and a policy (for example, various access rules, such as whether 

or not a log is acquired, whether or not a connection source IP address is restricted, 

designation of a connectable protocol, and whether or not in-advance approval is 
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performed), whereby detailed access control of the user utilizing the business 

information system is implemented. 

{0008} 

 Incidentally, the system administrator may add and change access rules set to the 

user according to work contents by the user.  Consequently, many access rules are set 

to the user.  When the access control is performed under the combinations of  these 

access rules tangled in complex, it is difficult for even the system administrator who 

has performed the setting to manage the access control.  Furthermore, in this situation, 

it is also difficult for a person who performs an audit to understand whether or not the 

access control is appropriately performed in accordance with the access rule set to the 

user. 

{0009} 

 The present invention is made in consideration of the above described problems.  

A purpose of the present invention is to provide an access control device, an access 

control method, and a computer program which easily manage access control and 

confirm whether or not the access control is appropriately performed.  

{Solution to Problem} 

{0010} 

 An aspect of the present invention relates to an access control device.  That is, 

an access control device according to the present invention is to control access of a 

client terminal to a server constituting a predetermined system, the access control 

device comprising: a screen generation unit configured to generate selection screen 

information to select, from one or more access rules created by an administrator of the 

predetermined system, an access rule used by a user who logins to the client terminal; 

and an access control unit configured to execute access control of the user in 
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accordance with an access rule selected from access rules displayed based on the 

selection screen information. 

{0011} 

 The access control device may comprise, in addition to the above described 

configuration, a first storage unit configured to store one or more access rules created 

by an administrator of the predetermined system; and a second storage unit configured 

to store an access rule, selected by a user from one or more access rules displayed based 

on selection screen information generated by the screen generation unit, as an access 

rule which is applied at executing access control of the user.  

{0012} 

 In addition to the above described configuration, the screen generation unit may 

refer the second storage unit, in response to an inquiry request from the client terminal 

about an access rule allowed for a user, to specify the access rule allowed for the user, 

and generate specifying screen information indicating a name for specifying an access 

rule associated with the user who has requested the inquiry or a predetermined user 

group to which the user belongs. 

{0013} 

 The access control device may comprise, in addition to the above described 

configuration, a rule search assist unit configured to search for an access rule stored i n 

the first storage unit, wherein the rule search assist unit is configured to generate screen 

information, in response to a request from a user for searching for an access rule, on 

which the access rule is able to be searched for by specifying a name of the access rule 

or a name of a connection destination node.  

{0014} 

 The access control device may comprise, in addition to the above described 
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configuration, a rule search assist unit configured to search for an access rule stored in 

the first storage unit is provided, wherein the rule search assist unit is configured to 

generate screen information indicating an access rule which has been used by the user 

or a predetermined user group to which the user belongs.  

{0015} 

 Another aspect of the present invention relates to an access control method.  

That is, an access control method according to the present invention is to control access 

from a client terminal to a server constituting a predetermined system, the method 

including: a screen generation step of generating selection screen information to select, 

from one or more access rules created by an administrator of the predetermined system, 

an access rule used by a user who logins to the client terminal; and an access control 

step of executing access control of the user in accordance with an access rule selected 

from access rules displayed based on the selection screen information.  

{0016} 

 Another aspect of the present invention relates to a computer program.  That is, 

a computer program according to the present invention is to function as an access 

control device which controls access from a client terminal to a server constituting a 

predetermined system, the computer program causes the computer to function as: screen 

generation means for generating selection screen information to select, from one or 

more access rules created by an administrator of the predetermined system, an access 

rule used by a user who logins to the client terminal; and access control means for 

executing access control of the user in accordance with an access rule selected from 

access rules displayed based on the selection screen information.  
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{Advantageous Effects of Invention} 

{0017} 

 According to the present invention, it is possible to provide an access control 

device, an access control method, and a program which easily manage access control 

and confirm whether or not the access control is appropriately performed.  

 

{Brief Description of Drawings} 

{0018} 

{Fig. 1} Fig. 1 is a block diagram showing a configuration example of a business 

information system including an embodiment of an access control device of the present 

invention. 

{Fig. 2} Fig. 2 is a block diagram showing a functional configuration example of a 

business information protection device shown in Fig. 1.  

{Fig. 3} Fig. 3 is a diagram showing a data configuration example of execution 

condition information in an execution condition holding unit shown in Fig. 2.  

{Fig. 4} Fig. 4 is a diagram showing an example of record contents of an access log 

held in a log holding unit. 

{Fig. 5} Fig. 5 is a diagram showing a login screen example.  

{Fig. 6} Fig. 6 is a diagram showing an access application screen example.  

{Fig. 7} Fig. 7 is a diagram showing a screen example displayed when an access 

applicant searches for a policy name. 

{Fig. 8} Fig. 8 is a diagram showing an access approval screen example.  

{Fig. 9} Fig. 9 is a diagram showing a screen example displayed when a system 

administrator searches for a policy name. 

{Fig. 10} Fig. 10 is a diagram describing a concrete example of a selectable access 
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rule in Figs. 6 and 8. 

{Fig. 11} Fig. 11 is a diagram describing an access rule focusing on a role related to 

an employee in the access rule shown in Fig. 10.  

{Fig. 12} Fig. 12 is a diagram describing an access rule focusing on a role related to 

a cooperation company in the access rule shown in Fig. 10.  

{Fig. 13} Fig. 13 is a diagram describing an access rule focusing on a role related to 

a vendor in the access rule shown in Fig. 10.  

{Fig. 14} Fig. 14 is a diagram showing an access log search screen example. 

{Fig. 15} Fig. 15 is a diagram showing a search result screen example.  

{Fig. 16} Fig. 16 is a flowchart describing access check processing.  

 

{Description of Embodiments} 

{0019} 

[Configuration of Business Information System] 

 Fig. 1 is a block diagram showing a configuration example of a business 

information system including an embodiment of an access control device of the present 

invention.  In the business information system shown in Fig. 1, a business information 

protection device 10 and an operation terminal 20 are connected each other via a 

network 30 and a client environment 40 is connected to the network 30 via the business 

information protection device 10.  Furthermore, a log management device 15 is also 

connected to the business information protection device 10. 

{0020} 

 In the business information system shown in Fig. 1, the client environment 40 

indicates a business environment of a company A.  Various business systems of the 

client environment 40 properly receive maintenance work after the systems start 
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operating.  The maintenance work is performed in the client environment 40 in some 

cases, but mainly performed by being remotely accessed from the operation terminal 20.  

Hereinafter, a user who performs the remote maintenance work is simply referred to as 

a “worker”.  The most of workers are generally system engineers (SE) of a 

management company having an agreement with the company A on the maintenance 

work, but some of workers are the employees of the company A.  A worker logins to 

the operation terminal 20 using a user assigned to oneself and remotely logins to the 

various business information systems of the client environment 40 via the network 30 

and the business information protection device 10.  It is preferable that a 

communication path between the operation terminal 20 and the business information 

protection device 10 is a safe communication path such as a virtual private network 

(VPN). 

{0021} 

 In the following description, it is assumed that the network 30 is remotely 

accessed via a public line such as the internet or a local area network (LAN).  

However, the business information protection device 10, the client environment 40, and 

the operation terminal 20 may be connected each other via a dedicated line.  

{0022} 

 Furthermore, in this description, terms of a “client company” and a “client 

environment” are used to indicate a client which executes organizational business by 

operating various business information systems and receives a service of maintenance 

work from the external operation terminal 20.  Furthermore, a term of “access control” 

in this description mainly intends access control by computer security and indicates 

whether or not a subject (such as an active body and a client terminal) is permitted to 

perform processing (for example, reading/writing/executing a file) to which object 
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(such as, a system, a file, and a server), or that control of permitted access means (for 

example, a usable protocol and port of a server) is performed.  Note that, access 

control by computer security generally includes authentication, authorization, and an 

audit, but access control may include other processing or may not include all of the 

processing. 

{0023} 

 The business information protection device 10 all remote login requests from the 

operation terminal 20 to the client environment 40 and is placed on a network security 

boundary.  The business information protection device 10 performs access control of 

communication protocols, such as a telecommunication network (TELNET), a secure 

shell (SSH), a file transfer protocol (FTP), a hypertext transfer protocol (HTTP), a 

hypertext transfer protocol security (HTTPS), a Windows remote desktop protocol 

(WindowsRDP) and a common internet file system (CIFS), and does an audit by 

acquiring logs. 

{0024} 

 The business information protection device 10 permits a remote login from the 

operation terminal 20 to the client environment 40, on the conditions that positive 

determination is obtained in both of the following two steps:  

 1. Whether the worker is a user who has been registered beforehand (hereinafter, 

referred to as “user authentication”); and  

 2. Whether the worker has (appropriately) submitted an application for the 

maintenance work beforehand (hereinafter, referred to as “application determination”).  

{0025} 

 The business information protection device 10 includes a relay device 11, a user 

authentication device 12, and an access control device 14.  Note that, the business 
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information protection device 10 may be a single device integrally equipped with the 

functions of the relay device 11, the user authentication device 12, and the access 

control device 14. 

{0026} 

 When being accessed from the operation terminal 20 via the network 30, the 

relay device 11 confirms an IP address and a host name of the operation terminal 2 0.  

If the terminal is not a connection permission target, the relay device 11 immediately 

disconnects and does not permit the connection.  On the other hand, if the terminal is 

the connection permission target, the relay device 11 requests a user ID and a  password 

from the operation terminal 20 and supplies the user ID and the password, which are 

transmitted in return to the request, to the user authentication device 12 and the access 

control device 14 in order to request for confirmation.  

{0027} 

 The user authentication device 12 executes the “user authentication” in 

succession to the relay device 11.  First, the user of the operation terminal 20 remotely 

logins to the relay device 11.  At this time, the user ID and the password are 

transmitted to the relay device 11 via the network 30.  The user authentication device 

12 receives the user ID and the password from the relay device 11, executes the user 

authentication, and returns the result to the relay device 11.  

{0028} 

 The access control device 14 receives the user ID and the password from the 

relay device 11 and executes the “application determination”.  The worker must 

submit an application about how and when the work is to be executed before the remote 

login to the business information system.  The access control device 14 manages such 

a work schedule in an integrated fashion and confirms, when receiving the remote login 
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request from the worker, whether or not the worker has submitted any application for 

the maintenance work beforehand. 

{0029} 

 Furthermore, the access control device 14 executes “access right authentication” 

instead of the relay device 11.  That is, the access control device 14 receives the user 

ID, the password, and information indicating an access destination (such as an IP 

address and a host name) from the relay device 11, executes the authentication whether 

or not the user is permitted to connect the access destination (the user has an access 

right), and returns the result to the relay device 11.  The conditions to permit the 

access to the business information system are that the user authentication has succeeded 

and the application for the work has been submitted.  

{0030} 

 Note that, the worker transmits work application information to the access 

control device 14 via the operation terminal 20 before the maintenance work in the 

client environment 40 is started (hereinafter, the processing is referred to as “access 

application”).  The work application information is an input data set, such as a work 

purpose, a work date/time, a work subject, an access target system name, and an applied 

access rule name.  In addition, the work application information may include 

supplementary information besides the input data, such as a mail address of an 

applicant and an application date/time.  Note that, the above described access rule 

means any one of, or a control rule of a combination of policies created by combining a 

plurality of, a name of a user who performs the maintenance work, a name of a user 

group to which the user who performs the maintenance work belongs (role name), a 

name of a node in which the maintenance work is executed, a name of a node group to 

which the node in which the maintenance work is executed belongs (system name), 
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ON/OFF of log acquisition, restriction of a connection source IP address, a connectable 

protocol, or/and whether or not in-advance approval is performed. 

{0031} 

 Note that, the “access application” has been executed by the operation terminal 

20, but the execution of the access application is not limited to this and the  access 

application may be executed by, for example, an application terminal (not shown) 

different from the operation terminal 20.  

{0032} 

 Furthermore, the access control device 14 can execute the access control of the 

user based on the access rule in the “access application” submitted by the user.  Note 

that, the access rule has been created and set beforehand by a system administrator of 

the client environment 40.  The user can select an applied access rule from the access 

rules created and set by the system administrator according to work contents, an 

employment position, and the like (the details will be described later).  

{0033} 

 Each of the relay device 11, the user authentication device 12, and the access 

control device 14 includes two servers of a primary server and a secondary server and 

has a failover function.  That is, when a failure occurs in the primary server for some 

reason, an IP address of the primary server is added to the secondary server.  More 

specifically, each of the primary server and the secondary server possesses a real IP and 

a virtual IP, and the secondary server monitors the primary server and acquires the 

virtual IP of the primary server when detecting an abnormality.  The worker is made to 

access the virtual IP and the access is automatically switched from the primary server to 

the secondary server when an abnormality occurs.  Thus, the worker can continuously 

use the service with the secondary server without being aware that a failure occurs in 



13 

 

 

the primary server. 

{0034} 

 The log management device 15 acquires and manages the contents of the access 

performed in the relay device 11.  For example, a “summary log” such as an access 

date/time and an IP address, and a “full-text log” of the transmitted/received data are 

acquired and managed. 

{0035} 

 The log management device 15 manages work application contents managed by 

the access control device 14 in association with an access log managed by the log 

management device 15 and can easily perform access check.  The access check means 

a log audit as to whether the access is performed in accordance with the submitted 

application by investigating the access log.  Note that, the log management device 15 

and the business information protection device 10 may be a single device.  

{0036} 

 When a user ID and a password are input by the worker to remotely login to the 

client environment 40, the operation terminal 20 transmits, to the business information 

protection device 10 via the network 30, the user ID and the password as a remote login 

request. 

{0037} 

 The client environment 40 includes three business information systems of a 

financial information system 41, a customer information system 42, and an inventory 

management system 43 and one or more approval terminals 44.  The financial 

information system 41 manages the financial information of the company A.  The 

customer information system 42 manages the customer information of the company A.  

The inventory management system 43 manages the products inventory of the company 
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A.  The approval terminal 44 is a common PC terminal equipped with a web browser.  

The approval terminal 44 does not necessarily belong to the client environment 40 and 

may be a mobile terminal such as a laptop PC. 

{0038} 

 Fig. 2 is a block diagram showing a functional configuration of the business 

information protection device 10 and the log management device 15.  

{0039} 

 The respective blocks shown in FIG. 2 are implemented by an element such as a 

CPU, and storage units such as a RAM, a ROM, and an HDD for hardware, and by a 

computer program for software.  However, in FIG. 2, the respective blocks show 

functions implemented by cooperation with them.  Therefore, these functional blocks 

can be implemented in various ways according to the combinations of hardware and 

software. 

{0040} 

 A: Relay Device 11 

 A login interface processing unit 111 of the relay device 11 accepts the remote 

login request from the operation terminal 20.  The remote login request includes the 

user ID and the password.  The relay device 11 transfers the accepted user ID and 

password to the user authentication device 12 for user authentication processing and to 

the access control device 14 for application determination processing and access right 

authentication processing.  Furthermore, when acquiring information indi cating the 

access destination (such as an IP address and a host name) from the operation terminal 

20, the login interface processing unit 111 transfers the acquired information to the 

access control device 14 for the access right authentication processing.   Then, the 

login interface processing unit 111 receives the respective determination results from 
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the user authentication device 12 and the access control device 14.  Hereinafter, data 

to identify a user, such as a user ID and a password, is referred to as “user identification 

information”.  As a modification, the user identification information may be biological 

information such as a finger print and an iris.  

{0041} 

 The relay device 11 may not be a single device.  For example, a relay device 11 

of the financial information system 41 may be different from a relay device 11 of the 

customer information system 42.  Alternatively, the worker may access a target 

business information system via an arbitrary relay device 11 among a plurality of relay 

devices 11.  It is preferable in load distribution and availability to provide a plurality 

of relay devices 11.  Similarly, a plurality of user authentication devices 12 and access 

control devices 14 may be provided in consideration of load distribution and availabili ty. 

{0042} 

 B: User Authentication Device 12 

 The user authentication device 12 includes a user authentication unit 121 and an 

authorized user information holding unit 122.  When the login interface processing 

unit 111 of the relay device 11 accepts the remote login request, the user authentication 

unit 121 acquires the user ID and the password from the login interface processing unit 

111.  Then, by determining whether the user of a transmission source is registered as 

an authorized user in the authorized user information holding unit 122, the user 

authentication unit 121 executes the user authentication.  The authorized user 

information holding unit 122 holds authorized user information associated with the user 

ID and the password.  The user registered in the authorized user information is 

referred to as an “authorized user”.  The user authentication unit 121 executes the user 

authentication of an approver as well as the worker, the details of which will be 
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described later.  Note that, the user information holding unit 122 is mounted inside the 

user authentication device 12, but is not limited to this and may be mounted in an 

external device such as a lightweight directory access protocol (LDAP) server.  

{0043} 

 The user authentication device 12 in the present  embodiment is a single device 

and manages the user identification information in an integrated fashion.  By 

executing the user authentication to connect a plurality of related persons with a 

plurality of business information systems with the single user authentication device 12, 

it is easy to manage a user authentication policy.  However, an authorized user 

managed by the user authentication device 12 may be managed as a different user from 

a user of the financial information system 41, the customer information system 42, and 

the inventory management system 43 of the client environment 40.  

{0044} 

 C: Access Control Device 14 

 The access control device 14 accepts the “access application” from the user and 

has a function to perform the “application determinat ion” based on the work application 

information registered according to the “access application”.  

{0045} 

 The access control device 14 includes an application state management unit 131, 

an access rule selection screen generation unit 132, an access rule specifying screen 

generation unit 133, an application state determination unit 134, an access control unit 

135, an access right authentication unit 136, an execution condition holding unit 137, 

an execution history holding unit 138, a work schedule holding unit 139, an access rule 

holding unit 140, and an access right information holding unit 141.  
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{0046} 

 The application state management unit 131 performs processing related to the 

“access application”.  When receiving the work application information from the 

operation terminal 20, the application state management unit 131 determines whether 

the information matches execution condition information (not shown) registered in the 

execution condition holding unit 137.  When determining that the work application 

information does not match the execution condition information, the application state 

management unit 131 rejects the application and notifies the worker of the operation 

terminal 20 of the rejection.  On the other hand, when determining that the work 

application information matches the execution condition information, the application 

state management unit 131 registers the work of the submitted application in the work 

schedule information in the work schedule holding unit 139.  The work application 

registered in the work schedule information in this way is referred to as “valid work 

application”.  The contents of the work schedule information may be substantially 

equal to the contents of the work application information.  That is, only the work 

application information satisfying the requirement for the valid work application in the 

received work application information is formally registered as the “work schedule 

information” in the work schedule holding unit 139.  

{0047} 

 When the valid work application is submitted, the application state management 

unit 131 assigns an application number (work ID) to uniquely identify the work.  In 

the work schedule information, an application number, a work schedule date/time, work 

contents, a worker name, an approval state, a name of an applied access rule, and the 

like are associated.  There are two types of maintenance work; one of which can be 

started if only the valid work application is performed and the other one of which 
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cannot be started unless the approval is performed.   This may be defined as a part of 

the execution condition information.  Note that, in the work schedule information 

registered in the work schedule holding unit 139, the application state of the work 

which expires the work schedule date/time becomes an application history in which the 

application has been submitted in the past and the application state of the rejected 

application is recorded as “rejected”.  

{0048} 

 When the valid work application is registered in the work schedule holding unit 

139, the application state management unit 131 determines whether or not the work 

contents of the submitted application requires approval with reference to the execution 

condition information registered in the execution condition holding unit 137.  When 

the application for the maintenance work is submitted, the application state 

management unit 131 notifies the approver of the application number.  The application 

state management unit 131 in the present embodiment sends an e-mail including the 

application number to the approval terminal 44.  When receiving the notification, the 

approver operates an input unit (not shown) of the approval terminal 44, accesses the 

access control device 14 of the business information protection device 10 based on the 

application number, and inputs whether or not the application is approved.  

{0049} 

 The application state management unit 131 accepts whether or not the application 

is approved from the approval terminal 44.  When the application is approved, the 

application state management unit 131 changes the approval state of the work schedule 

information registered in the work schedule holding unit 139 from “unapproved” to 

“approved”.  When the application is rejected, the application state management unit 

131 notifies the worker of the rejection of the application and records the application 
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state of the work schedule information registered in the work schedule holding unit 139 

as “rejected”. 

{0050} 

 The access rule selection screen generation unit 132 generates screen information 

to select an access rule.  The system administrator can select an access rule available 

to the user from one or more access rules displayed based on the screen information 

generated by the access rule selection screen generation unit 132.  Note that, in order 

to further reduce a management load of the system administrator, the access rule 

selection screen generation unit 132 has functions to generate setting screen 

information to set an administrator of the respective access rules and assist screen 

information to search for an access rule with a “policy name”, a “user name”, and a 

“connection node name” which have high degree of recognition by a system 

administrator. 

{0051} 

 The access rule specifying screen generation unit 133 generates specifying screen 

information which indicates the access rule available to the user when the application 

state management unit 131 accepts the “access application”.  The system administrator 

selects one of the access rules displayed based on the selection screen information 

generated by the above described access rule selection screen generation unit 132, 

whereby the access rule displayed based on the specifying screen information is 

determined.  When the specified access rule is selected by the user from the access 

rules, the specified access rule is held as the execution condition information in the 

execution condition holding unit 137, the details of which will be described later.  

Then, the access control of the user is executed in accordance with the specified access 

rule.  Note that, the access rule specifying screen generation unit 133 has a policy 



20 

 

 

search function for the user to search for the specified access rule with a policy name as 

a key. 

{0052} 

 The application state determination unit 134 executes the “application 

determination”.  When the remote login request is accepted from the worker, the 

application state determination unit 134 determines whether or not the work application 

has been submitted with reference to the user identification information acquired from 

the login interface processing unit 111 and the work schedule information registered in 

the work schedule holding unit 139.  The application state determination unit 134 

further determines whether or not the reception data/time of the remote login request is 

within the work time of the submitted application.  For example, when the application 

designates the work schedule time as “10:00~11:00”, the remote login request before 

10:00 or after 11:00 is not permitted since the application determination result is 

determined as “negative”. 

{0053} 

 When both results of the “user authentication” and the “application 

determination” are determined as positive, the access control unit 135 permits a 

communication path of the access from the operation terminal 20 to the client 

environment 40.  Obviously, when the application for the maintenance work which 

requires approval has been submitted, the access is not permitted unless the application 

is approved.  Note that, the access control unit 135 continuously executes the access 

control of the operation terminal 20 after the communication path is permitted, based on 

the execution condition information held in the execution condition holding unit 137, 

the details of which will be described later.  Thus, the access control in accordance 

with the access rule permitted by the system administrator is realized.  
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{0054} 

 When the login interface processing unit 111 of the relay device 11 accepts the 

remote login request, the access right authentication unit 136 acquires the user ID, the 

password, and the information indicating the access destination (such as an IP address 

and a host name) from the login interface processing unit 111 and determines whether 

or not the user of the transmission source is permitted to connect the access destination 

(the user has an access right) based on an access application state registered in the 

access right information holding unit 141.  

{0055} 

 The execution condition holding unit 137 holds, as the execution condition 

information of the maintenance work, the access rule selected from the screen displayed 

based on the screen information generated by the above described access rule 

specifying screen generation unit 133.  Fig. 3 shows a data configuration of the 

execution condition information in the execution condition holding unit 137 shown in 

Fig. 2. 

{0056} 

 Fig. 3 is a diagram showing a data configuration example of the execution 

condition information in the execution condition holding unit 137. The execution 

condition information is the access rule decided by the administrator of the respective 

business information systems.  An access rule ID column 137A shows an ID to 

uniquely identify the access rule (hereinafter, referred to as an “access rule ID”).  The 

access rule ID is assigned when the access rule is registered.  A date column 137B 

shows a date on which the access rule is applied.  A time column 137C shows a time at 

which the access rule is applied.  For example, the access rule of the access rule ID 
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“1” indicates that the access rule is applied on a business  day of the company A and at a 

time frame of “6:00~16:00”.  

{0057} 

 A work kind column 137D shows a work kind of the maintenance work to which 

the access rule is applied.  An approval necessity column 137E shows whether or not 

the approval to execute the work is required.  In the example of Fig. 3, if the approval 

is required, the column is marked with “○”, and if the approval is not required, the 

column is blank.  An access rule name column 137F shows a name of the access rule 

which is applied to the work of the access application.  Note that, the access rule name 

may be a policy name, the details of which will be described later.  In the example of 

Fig. 3, for example, the access rule A of the access rule ID “1” is applied to the 

maintenance work to be performed during “6:00~16:00” on a “business day” for 

“failure handling” of a work kind “01” and for “investigation” of a work kind “02”, and 

these work kinds do not require the approval.  That is, to perform the maintenance 

work for failure handling during “6:00~16:00” on the business day as a work schedule 

date/time, the worker only requires to submit the work application indicating that 

beforehand and does not require the approval.  

{0058} 

 Furthermore, the access rule B of the access rule ID “2” is applied t o the 

maintenance work to be performed during “6:00~16:00” on a “business day” for 

“operation monitoring” of a work kind “03”, and the maintenance work to be performed 

for “release work” of a work kind “04”, and these work kinds require the approval.  

That is, to perform the maintenance work during “6:00~16:00” on a business day for the 

“operation monitoring” and the “release work”, the access cannot be performed unless 

the work application and the approval are performed.  For example, it is assumed that 
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a worker performs the remote access request during “6:00~16:00” on a business day of 

a date/time T.  At this time, the results of the application determination based on the 

execution condition information shown in the example of Fig. 3 are as follows.  

{0059} 

 1. When the submitted application for the work does not include the date/time T 

within a work schedule time, the application is determined as negative.  

 2. When the submitted application for the failure handling work includes the 

date/time T within a work schedule time, the application is determined as positive.  

 3. When the submitted application for the operation monitoring work includes the 

date/time T within a work schedule time, the application state determination unit 134 

determines the application as positive when the submitted application for the operation 

monitoring work has been approved with reference to the work schedule holding unit 

139.  When the application has been unapproved or rejected, the application is 

determined as negative. 

{0060} 

 The access control device 14 can specify the access rule corresponding to the 

user and execute the access control by referring to the execution condition information 

shown in Fig. 3. 

{0061} 

 The execution history holding unit 138 holds, as execution history information, a 

combination of the name of the access rule used at performing the maintenance work 

and the hash value calculated based on the data indicating the access rule name.  Thus, 

if the access rule name recorded as the execution history information is changed after 

the maintenance work, by confirming the hash value recorded as the combination of the 

access rule name, it is possible to confirm whether or not the access rule name has been 
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actually used.  That is, it is possible to ensure the integrity of the execution history 

information.  Furthermore, by only referring to the execution history information held 

in the execution history holding unit 138, it is possible to confirm how the access 

control has been performed.  That is, it is easy to audit the access control of the user.  

Note that, the execution history information held in the execution history holding unit 

138 may be stored in the log management device 15, the details of which will be 

described later. 

{0062} 

 The work schedule holding unit 139 holds the work schedule information 

satisfying the requirement for the valid work application and formally registered in the 

application state management unit 131. 

{0063} 

 The access rule holding unit 140 holds access rule information created 

beforehand by the system administrator. 

{0064} 

 The access right information holding unit 141 holds the access application state 

associated with the information indicating the user ID and the access destination.  

{0065} 

 D: Log management device 15 

 The log management unit 151 manages the access log from the operation terminal 

20 to the client environment 40.  The log management unit 151 includes a log 

recording unit 151A and a work verification unit 151B.  The log recording unit 151A 

records, as the access log, the execution of the remote login request, commands and 

data transmitted/received between the operation terminal 20 and the business 

information system, the execution date/time and the applied access rule name, and the 
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like.  When recording, the log recording unit 151A associates the application number 

assigned by the application state management unit 131 with the access log of the work 

application contents corresponding to the application number.  Furthermore, the log 

recording unit 151A records a denial history log, such as authentication failure, 

unsubmitted application, no access right, and the like.  

{0066} 

 The work verification unit 151B checks whether unauthorized access is 

performed comparing the access log contents held in a log holding unit 152 with the  

work schedule information corresponding to the application number associated with the 

access log and registered in the work schedule holding unit 139.  

{0067} 

 For example, although the work application for “operation monitoring” has been 

submitted, when file rewriting processing is performed, the work verification unit 151B 

detects such unauthorized access with reference to the access log held in the log holding 

unit 152.  The work verification unit 151B notifies the approval terminal 44 of the 

unauthorized access or the access suspected as unauthorized access.  Alternatively, 

when the unauthorized access is detected, the access control unit 135 may forcibly 

prohibit the remote access. 

{0068} 

 The log holding unit 152 holds the application number assigned b y the 

application state management unit 131 in association with the access log of the work 

application contents corresponding to the application number.  The record contents of 

the access log held in the log holding unit 152 will be described with reference to Fig. 4. 

{0069} 

 Fig. 4 is a diagram showing an example of record contents of the access log held 



26 

 

 

in the log holding unit 152.  The log holding unit 152 includes a summary log 

recording area 152A and a full text log recording area 152B, and holds two t ypes logs 

of a summary log and a full text log.  The summary log includes a start/end time of 

access, a using terminal, an IP address and a host name of an access destination server, 

a using ID, a connection time, and the like.  The full text log includes contents of 

commands actually executed and operated.  

{0070} 

 In the example of Fig. 4, the summary log recording area 152A and the full text 

log recording area 152B hold respective main record contents for each protocol.  For 

example, in the case of “TELNET” protocol, the summary log recording area 152A 

records an access start date/time, a port, a connection source IP address, a user ID, a 

connection destination IP address, and a connection time and the full text log recording 

area 152B records received data. 

{0071} 

 The above described record contents of the access log are associated with the 

application number and held in the log holding unit 152.  Note that, the access log 

acquired by the Windows RDP is recorded in a video form.  Furthermore, the log 

management device 15 may record an access rule name, an access rule ID, and the like.  

{0072} 

 Fig. 5 is a diagram showing a login screen example.  A login screen 50 shown in 

Fig. 5 is displayed on the operation terminal 20 when a remote login request from the 

operation terminal 20 to the relay device 11 is performed.  When receiving the remote 

login request, the relay device 11 displays a login window 51 in the login screen 50 on 

the operation terminal 20.  That is, the login interface processing unit 111 of th e relay 

device 11 supplies a user interface screen of the operation terminal 20.  The user of 
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the operation terminal 20 inputs the user ID and the password on the login window 51 

displayed in the login screen 50.  Although the user sees the same user inter face as 

that supplied by the conventional terminal server, the input user identification 

information is supplied to the user authentication by the user authentication device 12, 

and to the application determination and the access right authentication by the access 

control device 14. 

{0073} 

 Fig. 6 is a diagram showing an access application screen example.  An access 

application screen 60 shown in Fig. 6 is displayed on the operation terminal 20 when 

the worker accesses the access control device 14 from the operation terminal 20 for the 

work application.  That is, when being accessed from the operation terminal 20, the 

application state management unit 131 displays the access application screen 60 on the 

operation terminal 20. 

{0074} 

 A policy search button 61 can search for a policy name available to the applicant.  

Note that, the policy name may be the same as the access rule name recorded in the 

access rule name column 137F described in Fig. 3.  Note that, the applicant can 

directly input the policy name applied to the work to be performed by the applicant.  A 

subject area 62 is used to input the work subject of the work application to be submitted.  

From a system classification area 63, a type of the target business information system is 

selected.  Here, the financial information system 64 is selected.  The access control 

unit 135 may prohibit the user’s access to a system other than the selected business 

information system during the application date/time.  

{0075} 

 A system name area 64 shows a business information system name, and a work 
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kind area 65 shows a work kind.  A contents input area 66 is used to freely describe 

the work contents.  An attachment file area 67 is used to attach an electronic file, such 

as a manual to be used.  An access schedule date/ time area 68 shows a work schedule 

date/time.  The worker inputs data to the respective items shown in the application 

screen 60 and thereafter clicks an application submit button 69.  Then, the operation 

terminal 20 transmits the input data as the work application information to the access 

control device 14. 

{0076} 

 When submitting the access application, by selecting an applicant name, a work 

subject, system classification, a system name, a work kind, contents, an access schedule 

date/time, attachment of an electronic file such as a manual to be actually used, and an 

applied policy name, it is possible to manage the work application information and an 

accompanied electronic file in an integrated fashion.  

{0077} 

 Fig. 7 is a diagram showing a screen example displayed when the user submitting 

the access application searches for the policy name.  A policy search screen 70 shown 

in Fig. 7 is a screen example displayed on the operation terminal 20 when the policy 

search button 61 described in Fig. 6 is pushed.  In the policy search screen 70, when 

the user input a part of the policy name and pushes a search button 71, corresponding 

policy names available to the user are listed in a list display area 72.  Note that, by 

pushing detail buttons 73 and 74 disposed next to the listed policy name, the detailed 

information of the corresponding policy is displayed in another screen (not shown).  

Note that, when the search button 71 is simply pushed without inputting a search name 

of the policy name, policy names which have been used by the user or a user group to 

which the user belongs may be searched for.  
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{0078} 

 Fig. 8 is a diagram showing an access approval screen example.  An access 

approval screen 80 shown in Fig. 8 is displayed on the approval terminal 44 when the 

work application which requires the approval is submitted.  That is, when the work 

application which requires the approval is submitted, the application state management 

unit 131 notifies the approval terminal 44 of the application number.  When the 

approver accesses the access control device 14 designating the application number, the 

application state management unit 131 displays the access approval screen 80 as a web 

page on the approval terminal 44. 

{0079} 

 An application information area 81 shows the application contents input to the 

access application screen 60.  An approver name area 82 is used to input an approver 

name.  An approval requester name area 83 is used to input a name of the user who has 

requested the approval.  For example, when a user B having an approval authority 

requests the approval from a user C, the user C performs approval determination on 

behalf of the user B.  This is a measure to deal with a particular situation in which, for 

example, the user B is on vacation. 

{0080} 

 A communication column 84 is used to input a message to the work applicant and 

may be used to input a reason for application rejection or a condition and an order for 

the work contents at approving the application.  An approval button 85 is for approval, 

and a rejection button 86 is for rejection.  When either of the approval button 85 or the 

rejection button 86 is clicked, data indicating the input contents and whether or not the 

application is approved is transmitted to the access control device 14.  The application 
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state management unit 131 transmits the data to the operation terminal 20 by, for 

example, an email. 

{0081} 

 Fig. 9 is a diagram showing a screen example displayed when the system 

administrator searches for the policy name.  As shown in a policy list screen  90 in Fig. 

9, by inputting some of or full of items (for example, a policy name, a connection 

system) which have high degree of recognition by a system administrator, the 

corresponding access rule can be searched for.  In the example shown in Fig. 9, the 

policy name can be searched for from partially matched items constituting the access 

rule.  Note that, the policy to be displayed as the search result is displayed in a policy 

search result display area 91.  Then, by clicking the policy name displayed in t he 

policy search result display area 91, the detailed information of the policy is displayed 

in another screen (not shown).  Note that, the policy list screen 90 shown in Fig. 9 

may be displayed not only when a system administrator searches for a policy name but 

also when a user searches for a policy (or an access rule).  When a user searches for a 

policy name (for example, in the case of the access application described in Fig. 6), 

access rules which have been used by the user or a predetermined user group  to which 

the user belongs may be displayed in the policy search result display area 91.  

{0082} 

 Figs. 10 to 13 are diagrams describing concrete examples of selectable access 

rules in Figs. 6 and 8.  The access rule includes, for example as shown in Fig. 1 0, a 

node group name (system name), a node name (terminal name), a policy configured 

with combinations of various rules, such as a role which is decided according to a 

company and department to which the user belongs and a position, whether or not a log 

is acquired, whether or not a connection source IP address is restricted, designation of a 
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connectable protocol, and whether or not in-advance approval is performed.  Note that, 

in Fig. 10, a “user” object indicates the user itself and a “node” object indica tes an 

access destination server itself.  

{0083} 

 As “role” objects, an employee administrator role, an employee approver role, a 

cooperation administrator role, an auditor role, a general user (employee) role, a 

general user (cooperation) role, and a general user (vendor) role are defined.  By 

setting the objects defined as these respective roles to “user” objects, it is possible to 

set and change the access control to a folder and a file in a work target server not in 

units of users but in units of roles.  Note that, a plurality of “role” objects can be set to 

the “user” object. 

{0084} 

 Furthermore, as “policy” objects, an employee policy, a cooperation company 

policy, a system policy, and a system emergency policy are defined.  In the “policy” 

object, ON/OFF of operation log acquisition, whether or not in-advance approval is 

performed, and a usable protocol are defined according to work contents, a position, 

and the like.  For example, the employee policy is associated with the employee 

administrator role, the employee approver role, the auditor role, and the general user 

(employee) role, and when these roles are used, it is possible to execute the access 

control in accordance with the contents defined by the employee policy.  Note that, a 

plurality of “policy” objects can be set to the “role” object.  

{0085} 

 Furthermore, as a “node group” object, a name of the information system used by 

the company A is defined.  In the example shown in Fig. 10, three information system 

names of a system_A, a system_B, and a system_C are defined.  The “node group” 
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object is defined in units of nodes (servers) constituting the information system.  For 

example, the system_A is associated with a server01 and a server02.  Note that, a 

plurality of “node group” objects can be set to the “node” object. 

{0086} 

 Fig. 11 is a diagram describing the access rule focusing on a role related to an 

employee in the access rule shown in Fig. 10.  As shown in Fig. 11, the employee 

administrator role, an employee authenticator role, and the audi tor role are set to a 

user01 of the “user” object.  Furthermore, the general user (employee) role is set to a 

user03 of the “user” object.  Furthermore, the employee policy is set to all of these 

roles.  The employee policy is set to be able to connect all  of the system_A, the 

system_B, and the system_C.  In the employee policy, the operation log acquisition is 

ON (operation log is acquired), the in-advance approval is required, and a SSH, a RDP, 

a FTP, a SCP, and a SFTP are can be used.  Note that, since the respective systems are 

configured as follows: the system_A is configured with the server01 and the server02; 

the system_B is configured with a server03; and the system_C is configured with the 

server01, the server02, the server03, and a server04, these systems are divided into a 

group in units of systems. 

{0087} 

 The access rule to which these settings are performed indicates the following 

things.  That is, the user03 of the “user” object can access all of the systems of the 

system_A, the system_B, and the system_C, and requires the in-advance application to 

perform any work.  The user01 requires to execute the management, the approval, and 

the audit of the in-advance application from the user03.  That is, the user01 is a senior 

of the user03 and cannot access all of the systems of the system_A, the system_B, and 

the system_C since the general user (employee) role is not set to the user01.  



33 

 

 

 

{0088} 

 Fig. 12 is a diagram describing the access rule focusing on a role related to a 

cooperation company in the access rule shown in Fig. 10.  As shown in Fig. 12, the 

auditor role is set to the user01.  Furthermore, the cooperation administrator role and 

the cooperation approver role are set to a user02.  The general user (cooperation) role 

is set to a user04, a user05, and a user06.  Furthermore, the cooperation company 

policy is set to all of these roles.  In the cooperation company policy, the operation log 

acquisition is ON (operation log is acquired), in-advance approval is required, and a 

SSH can be used.  Furthermore, the cooperation company policy is set to be able to 

access the system_B and the system_C.  Note that, since the system_B is configured 

with the server03 and the system_C is configured with the server01, the server02, and 

the server04, the respective systems are divided into a group in units of systems.  

{0089} 

 The access rule to which these settings are performed indicates the following 

things.  The user04, the user05, and the user06 to which the general user (cooperation) 

role is set require the in-advance approval of the user02 when accessing the system_B 

and the system_C.  That is, the user02 to which the cooperation administrator role and 

the cooperation approver role are set requires to execute the management and the 

approval related to the cooperation company policy.  Furthermore, the user02 cannot 

perform the log audit related to the cooperation company policy, and the user01 to 

which the auditor role is set requires to execute the log audit.  

{0090} 

 Fig. 13 is a diagram describing the access rule focusing on a role related to a 

vendor in the access rule shown in Fig. 10.  As shown in Fig. 13, the employee 
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administrator role, the employee approver role, and the auditor role are set to the user01.  

Furthermore, the cooperation approver role is set  to the user02.  The general user 

(vendor) role is set to a user07 and a user08.  Furthermore, a system A policy and a 

system A emergency policy are set to all of these roles.  In the system A policy, the 

operation log acquisition is OFF (the operation log is not acquired), the in-advance 

approval is required, and an RDP and a FTP can be used.  Furthermore, in the system 

A emergency policy, the operation log acquisition is ON (the operation log is acquired), 

the in-advance application is required, and an RDP and a FTP can be used.  

Furthermore, these policies are set to be able to access the system_A.  Note that, the 

system_A is configured with the server01 and the server02, and is set by grouping these 

nodes. 

{0091} 

 The access rule to which these settings are performed indicates the following 

things.  The user07 and the user08 to which the general user (vendor) role is set can 

select either of the two policies when accessing the system_A.  When the system A 

policy is selected, the in-advance approval of the user02 is required.  On the other 

hand, when the system A emergency policy is selected, the user02 only requires to 

submit the in-advance application and does not require the approval.  That is, it is 

possible to perform a normal business at an emergency if only the in-advance 

application is submitted.  Note that, both of the user01 and the user02 can approve the 

application from the user07 and the user08.  

{0092} 

 Note that, the access rule shown in Figs. 10 to 13 can be used after the system 

administrator accesses the access control device 14 from the approval terminal 44 and 

defines the rule beforehand on an access application/approval level setting screen (not 
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shown) displayed by the access control device 14.  

{0093} 

 Fig. 14 is a diagram showing an access log search screen example.  An access 

log search screen 90 shown in Fig. 14 is displayed on the approval terminal 44 when the 

approver performs access check (log audit).  The approver sets search criteria for 

searching for the access log on the access log search screen 90 in order to confirm 

whether the permitted access contents are performed in accordance with the work 

contents of the submitted application.  A search button 91 is used to execute the search 

for the access log with the set search criteria.   When the search button 91 is clicked, 

data indicating the search criteria is transmitted to the log management device 15.  

The work verification unit 151B of the log management unit 151 of the log management 

device 15 extracts, based on the data indicating the search criteria, the access log 

registered in the log holding unit 152 and the work schedule information registered in 

the work schedule holding unit 139 of the access control device 14.  

{0094} 

 Fig. 15 is a diagram showing a search result screen example.  A search result 

screen 100 shown in Fig. 15 is displayed on the approval terminal 44 when the search 

button 91 of the access log search screen 90 is clicked.  That is, the approver searches 

the access control device 14 and the log management device 15 for the access log 

satisfying the search criteria set on the access log search screen 90, and the search 

result (the access log and the work schedule information) is transmitted to the approval 

terminal 44 and is displayed in a list on the search resul t screen 100 as a summary. 

{0095} 

 A file icon 101 is used to download the concrete work contents.  When the file 

icon 101 is clicked, the contents of the concrete execution command are acquired as a 



36 

 

 

text file and displayed.  Furthermore, a file command 102 is used to download the 

application contents.  When the file icon 101 is clicked, the concrete application 

contents are acquired and displayed.  That is, the approver easily compares the access 

log with the application contents and can efficiently perform the log audit. 

{0096} 

 Note that, if a prohibited command which is regarded as unnecessary according 

to the application contents is registered as a key word beforehand, it is possible to 

extract a record line number and a record including the key word.  For example, when 

the access application for “general ID work” as access classification is submitted, it is 

obvious that the access with the general ID does not need a command to acquire a 

privileged ID nor normally issue a command to add a user.  Therefore, “SU-” (a 

command to acquire a privileged ID) and “useradd” (a command to add a user) which 

are prohibited or unnecessary for the “general ID work” are registered as key words 

beforehand.  Thus, an access log including the prohibited command regarded as 

unnecessary according to the application contents can be extracted and supplied to the 

approver and it is possible to efficiently find unauthorized use.  

{0097} 

 Furthermore, by using a function of an email notification, when the operation 

matching the key words is performed, it is possible to notify the administrator of an 

email.  Thus, it is possible to efficiently perform a log audit only to perform an access 

check. 

{0098} 

 Note that, the search result has been displayed to compare the access log with the  

application contents.  However, the work verification unit 151B of the log 

management unit 151 can compare, based on the data indicating the search criteria, the 
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work schedule information registered in the work schedule holding unit 139 of the 

access control device 14 with the access log registered in the log holding unit 152, and 

detect, as unauthorized access, the access which does not match the access to perform 

the maintenance work in the submitted application in the work schedule information 

among the access shown in the log information. 

{0099} 

[Regarding Work Application Processing] 

 Here, work application processing which the worker of the operation terminal 20 

performs will be described below.  First, the worker inputs the user ID and the 

password on the login screen 50, shown in Fig. 5, displayed on the operation terminal 

20.  The operation terminal 20 directly accesses the access control device 14 with the 

input user identification information without accessing the relay device 11.  The 

access control device 14 transfers the user identification information to the user 

authentication device 12.  The user authentication unit 121 of the user authentication 

device 12 performs the user authentication with reference to the authorized user 

information in the authorized user information holding unit 122.  When the 

authentication has failed, the subsequent processing is not executed.  

{0100} 

 When the authentication has succeeded, the user authentication device 12 notifies 

the access control device 14 of the success of the authentication.  The application state 

management unit 131 of the access control device 14 transmits the data for the 

application screen to the operation terminal 20.  The operation terminal 20 displays 

the access application screen 60 shown in Fig. 6.  The user inputs data to the access 

application screen 60 and the input data is transmitted as the work application 

information to the access control device 14.  
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{0101} 

 The application state management unit 131 of the access control device 14 

compares the work contents of the submitted application with the execution condition 

information in the execution condition holding unit 137 and determines whether or not 

the application can be registered.  When the application is not the valid work 

application, the application state management unit 131 rejects the application and 

notifies the operation terminal 20 of the rejection, and the subsequent processing is not 

executed.  On the other hand, when the application is determined as the valid work 

application, the application state management unit 131 registers the submitted 

application for the maintenance work in the work schedule information in the work 

schedule holding unit 139.  If the work requires the approval, the application state 

management unit 131 transmits an email for the approval to the approval terminal 44.  

{0102} 

 With the above described processing, in the work application information, only 

the work application information satisfying the requirement for the valid work 

application is formally registered as the “work schedule information” in the work 

schedule holding unit 139. 

{0103} 

[Regarding Work Approval Processing] 

 Next, approval processing of the work contents of the application submitted by 

the work application processing will be described below.  The approval terminal 44 

receives the email notifying that the application has been submitted, and then, accesses 

the access control device 14.  The approver inputs a user ID and a password to the 

login screen 50 shown in Fig. 5 at arbitrary timing.  Furthermore, the approver 

designates the application number at inputting the user ID and the password.  The 
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approval terminal 44 transmits the input user ID and password of the approver to the 

user authentication device 12.  The user authentication unit 121 of the user 

authentication device 12 acquires the user ID and the password from the approval 

terminal 44 and performs the user authentication of the approver with reference to the 

authorized user information registered in the authorized user information holding unit 

122.  When the user authentication has failed, the subsequent processing is not 

executed. 

{0104} 

 When the authentication has succeeded, the application state management unit 

131 of the access control device 14 searches the work application information 

registered in the work schedule holding unit 139 based on the application number 

acquired from the approval terminal 44.  The application state management unit 131 of 

the access control device 14 transmits hypertext markup language (HTML) data for the 

access approval screen 80 to the approval terminal 44 based on the searched work 

application information.  The approval terminal 44 displays the access approval screen 

80 (Fig. 8) related to the work designated by the application number.  The approver 

confirms the access approval screen 80 and clicks the approval button 85 or the 

rejection button 86 and the input data is transmitted to the access control device 14.  

The application state management unit 131 of the access control device 14 updat es the 

work schedule information in the work schedule holding unit 139 according to whether 

or not the application is approved.  The application state management unit 131 notifies 

the operation terminal 20 of whether or not the application is approved.  

{0105} 

 With the above described processing, the work of the validly submitted 

application is approved.  Note that, approval of an application may be performed with 
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a user interface such that when the approver accesses the access control device 14, the 

access control device 14 displays the listed work application waiting for approval, and 

the approver selects the approval target work application from the list.  Furthermore, a 

plurality of work application may be collectively approved or rejected.  

{0106} 

[Regarding Remote Login Processing] 

 Next, remote login processing to the business information system will be 

described below.  First, the worker accesses the relay device 11 from the operation 

terminal 20.  The relay device 11 confirms the IP address of the accessing operation 

terminal 20 and determines whether or not the connection is permitted.  When the 

connection has not been permitted, the relay device 11 disconnects the connection.  On 

the other hand, when the connection from the operation terminal 20 has been permitted, 

the relay device 11 requests the user identification information (the user ID and the 

password) in a form suitable for the protocol from the operation terminal 20.  The 

operation terminal 20 displays the login screen 50 (Fig. 5) and accepts  the input of the 

user ID and the password from the worker.  The operation terminal 20 transmits the 

input user ID and password to the relay device 11.  

{0107} 

 The relay device 11 supplies the user ID and the password received from the 

operation terminal 20 to the user authentication device 12 and the access control device 

14.  The user authentication unit 121 of the user authentication device 12 acquires the 

user ID and the password from the relay device 11 and performs the user authentication 

of the worker with reference to the authorized user information registered in the 

authorized user information holding unit 122.  When the user authentication has failed, 

the subsequent processing is not executed.  
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{0108} 

 When the authentication has succeeded, the relay device 11 request to input the 

access destination from the operation terminal 20.  The operation terminal 20 accepts 

the input of the access destination from the worker and transmits the information 

indicating the access destination (such as an IP address and a host name) to the relay 

device 11.  The relay device 11 supplies the information indicating the access 

destination received from the operation terminal 20 to the access control device 14.  

The access right authentication unit 136 of the access cont rol device 14 confirms, based 

on the information indicating the access destination, the access right of the user to the 

access destination with reference to the access application state registered in the access 

right information holding unit 141.  When determining that the access is inappropriate, 

the access right authentication unit 136 rejects the access of the user to the access 

destination.  On the other hand, when determining that the access is appropriate, the 

access right authentication unit 136 permits the access of the user to the access 

destination.  Then, all of the determination is positive, the worker enables to access 

the business information system as the maintenance work target.  

{0109} 

 With the above described processing, when the remote login to the business 

information system is determined as the unauthorized access, the login has failed and it 

is possible to prohibit the access. 

{0110} 

[Regarding Access Check Processing] 

 Next, with reference to the flowchart of Fig. 16, access check processing will be 

described below.  The approver instructs to execute the access check (log audit) with 

an input unit (not shown) of the approval terminal 44 in order to confirm whether or not 
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the permitted access contents are performed in accordance with the work contents of the 

submitted application. 

{0111} 

 In step S1, the approval terminal 44 displays the access log search screen 90 

shown in Fig. 14 based on the instruction from the approver.  The approver sets search 

criteria for searching for the access log on the access log search screen 90.  In step S2, 

the approval terminal 44 accepts the input of the search criteria for the access log set by 

the approver.  Then, when the search button 91 is clicked, in step S3, the approval 

terminal 44 transmits the accepted input data of the search criteria for the access log to 

the log management device 15. 

{0112} 

 In step S4, when receiving the data of the search criteria from the approval 

terminal 44, the work verification unit 151B of the log management device 15 r eads the 

work schedule information corresponding to the application number included in the data 

of the search criteria from the work schedule holding unit 139 of the access control 

device 14.  Furthermore, the work verification unit 151B reads the access l og 

associated with the application number from the log holding unit 152 and checks 

whether or not unauthorized access is performed by comparing the work schedule 

information with the access log.  For example, as described above, although the work 

application for the “operation monitoring” has been submitted, when file rewriting 

processing is performed, it is determined as unauthorized access.  In step S5, the work 

verification unit 151B reads the access log matching the search criteria from the log 

holding unit 152 and notifies the approval terminal 44 of the access check result.  

{0113} 

 In step S6, the approval terminal 44 displays the search result screen 100 shown 
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in Fig. 15 based on the access check result received from the log management device 15.  

Note that, when a prohibited command which is regarded as unnecessary according to 

the application contents is registered as a key word and the access log matching the key 

word is searched, it is possible to notify the administrator of the record line number and 

the record matching the searched key word by an email.  

{0114} 

[Effects in Embodiments of Invention] 

 As described above, the access control device 14 which controls access of the 

operation terminal 20 (a client terminal) to the server constituting the business 

information system (a predetermined system) includes the access rule specifying screen 

generation unit 133 (a screen generation unit) configured to generate selection screen 

information to select, from one or more access rules created by an admini strator of the 

business information system, an access rule used by a user who logins to the operation 

terminal 20 and the access control unit 135 configured to execute access control of the 

user in accordance with an access rule selected from access rules displayed based on the 

selection screen information. 

{0115} 

 Thus, the system administrator can present one or more access rules to the user 

and enable the user to select the access rule to be used.  Therefore, the system 

administrator only requires to create and set a necessary access rule to a user and does 

not require to change the setting of the access rule one by one according to work 

contents.  Thus, it is easy to manage access control.  Furthermore, for a user, one or 

more selectable access rules are presented and the user can select an access rule 

according to one’s own work contents from the presented access rules, if there are 

plural access rules.  Thus, it is possible to select the access rule while concretely 
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grasping what kind of access rule is applied to oneself.  Furthermore, a person who 

audits access control only requires to confirm the access control paying attention to the 

selected access rule, since the access control is performed in accordance with the access 

rule selected by the user.  Therefore, when a plurality of access rules are combined 

and set to each user, it is easy to grasp whether the access is actually performed in 

accordance with the assumed control.  Thus, it is possible to reduce a load of the 

person who performs an audit. 

{0116} 

 Furthermore, in addition to the above described configuration, the access rule 

holding unit 140 (a first storage unit and a second storage unit) is configured to store 

one or more access rules created by an administrator of the business information system 

and to store, as an access rule which is applied at executing access control of the user, 

an access rule selected by the user from one or more access rules displayed based on 

selection screen information generated by the access rule specifying screen generation 

unit 133. 

{0117} 

 Thus, since the access rule applied to the user is also recorded, it is possible to 

easily confirm how the access control has been performed from the record.  Therefore, 

a client company has an advantage that the compliance of own system is easily proved.  

With the above described features, the access control device 14 included in the business 

information protection device 10 can contribute to “strengthening of internal control” 

required by the SOX act. 

{0118} 

 Furthermore, in addition to the above described configuration, when an inquiry 

request about an access rule available to the user is performed, the access rule 
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specifying screen generation unit 133 is configured to specify an access rule available 

to the user with reference to the access rule holding unit 140 and to generate specifying 

screen information indicating a name of an access rule associated with a user who has 

performed an inquiry request or a predetermined user group to which the user belongs 

among the identified access rules. 

{0119} 

 Thus, the available access rules can be listed and presented to the user, and it is 

possible to reduce a load when the access rule is selected.  

{0120} 

 Furthermore, in addition to the above described configuration, the access control 

unit 135 (a rule search assist unit) to search for an access rule stored in the access rule 

holding unit 140 is included, and when a search for the access rule is requested by the 

user, the access control unit 135 is configured to generate screen inform ation to search 

for the access rule by designating a name of the access rule or a name of a connection 

destination node. 

{0121} 

 Thus, when the user submits an access application, it is possible to easily search 

for the access rule by using a maintenance work target server name as a key. 

{0122} 

 Furthermore, in addition to the above described configuration, the access control 

unit 135 to search for an access rule stored in the access rule holding unit 140 is 

provided, and the access control unit 135 is configured to generate screen information 

indicating an access rule which has been used by the user or a predetermined user group 

to which the user belongs. 
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{0123} 

 Thus, the access rule which has been used by the same user or the user group to 

which the user belongs is presented as the selectable access rule.  Therefore, if many 

selectable access rules are existed, it is possible to reduce a load when the user selects 

an access rule. 

{0124} 

 Furthermore, the above described access control method described as the access 

rule of the access control device 14 and program for causing a computer to function as 

the access control device 14 have similar effects to the access control device 14.  

{0125} 

 In the above description, the “maintenance work” has been described as an 

example.  However, the present invention is not limited to this and can be applicable, 

for example, to the case in which an employee performs access from outside a company.  

{0126} 

 The above described series of processing may be executed by hardware or 

software.  When the series of processing is executed by software, a program 

constituting the software is installed, from a program recording medium, to a computer 

embedded in dedicated hardware or a general-purpose personal computer which can 

execute various functions by installing various programs.  

{0127} 

 The present invention is not limited to the above embodiments, and various 

inventions may be formed by transforming and embodying constituent elements, and 

appropriately combining a plurality of constituent elements disclosed in the above 

embodiments without departing from the scope in a practical phase.  For example, 

some constituent elements may be omitted from all of the constituent elements 
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described in the embodiments.  Furthermore, constituent elements in different 

embodiments may be appropriately combined. 

{Reference Signs List} 

{0128} 

14 access control device, 

20 operation terminal (client terminal),  

41 financial information system (an example of predetermined system),  

42 customer information system (an example of predetermined system), 

43 inventory management system (an example of predetermined system),  

133 access rule specifying screen generation unit (an example of screen generation 

unit), 

135 access control unit (an example of access control unit and rule search assist unit),  

140 access rule holding unit (an example of first storage unit and second storage unit)  
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Claims   

1.   An  access  control  device  for  controlling  access  of  a  client  terminal  to  a  server 

constituting a predetermined system, comprising:  

an application state management unit configured to decide whether a work application 

information from a user matches with execution condition information for that user; and 

an  application  state  determination  unit  configured  to  determine  whether  or  not  the 

work application has been submitted with reference to a user who logs into the client terminal 

and a work schedule information registered for that user;  

which further comprises: 

an  access  rule  holding  unit  storing  one  or  more  access  rules  created  by  an 

administrator of the predetermined system for each user; 

an execution  condition  holding  unit  storing  an  actual  access  rule  which  is  actually 

applied at executing access control of a user who logs into the client terminal as execution 

condition information, 

a screen generation unit configured to generate selection screen information to make the 

client terminal display it for a user logged into the client terminal to select, from the one or more 

selective access rules, stored in the access rule holding unit for the user, an access rule to be 

used by the user logged into the client terminal; and  

an access control unit configured to execute access control  of  the  user  in  accordance  

with  the  access  rule  stored  in  the  execution condition holding unit. 

 

2. The access control device according to Claim 1, wherein: 

the screen generation unit refers the execution condition holding unit, in response to an 

inquiry request from the client terminal about an access rule allowed for a user, to specify the 

access rule allowed for the user, and generates specifying screen information indicating a name 

for specifying an access rule associated with the user who has requested the inquiry or a 

predetermined user group to which the user belongs.  
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3. The access control device according to Claims 1 or 2, further comprising: 

a rule search assist unit configured to search for an access rule stored in the access rule 

holding unit, wherein,  

the rule search assist unit is configured to generate screen information, in response to a 

request from a user for searching for an access rule, on which the access rule is able to be 

searched for by specifying a name of the access rule or a name of a connection destination 

node.  

 

4. The access control device according to Claim 1 or 2, further comprising: 

a rule search assist unit configured to search for an access rule stored in the access rule 

holding unit is provided, wherein, 

the rule search assist unit is configured to generate screen information indicating an 

access rule which has been used by the user or a predetermined user group to which the user 

belongs.  

 

5. An access control method for controlling access from a client terminal to a server  

constituting a predetermined system, including: 

an application state management step to decide whether a work application information 

from a user matches with execution condition information for that user; 

an application state determination step to determine whether or not the work application 

has been submitted with reference to a user who logs into the client terminal and a work 

schedule information registered for that user;   

which further includes: 

an access rule holding step to store one or more access rules created by an 

administrator of the predetermined system for each user; 

an execution condition holding step to store an actual access rule which is actually 

applied at executing access control of a user who logs into the client terminal as execution 

condition information, 
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a screen generation step for generating selection screen information to make the client 

terminal display it for a user logged into the client terminal to select, from the one or more 

selective access rules stored in the access rule holding unit for the user, an access rule to be 

used by the user logged into the client terminal; and 

an access control step for executing access control of the user in accordance with the 

access rule stored in the execution condition holding unit.  

 

6. A computer program causing a computer to function as an access control device which  

controls access from a client terminal to a server constituting a predetermined system, the 

program to causing the computer to function as :  

an  application  state  management  means  for  deciding  whether  a  work  application 

information from a user matches with execution condition information for that user;  

an  application  state  determination  means  for  determining  whether  or  not  the  work 

application has been submitted with reference to a user who logs into the client terminal and a 

work schedule information registered for that user; 

an  access  rule  holding  means  for  storing  one  or  more  access  rules  created  by  

an administrator of the predetermined system for each user; 

an  execution  condition  holding  means  for  storing  an  actual  access  rule  which  is 

actually  applied  at  executing  access  control  of  a  user  who  logs  into  the  client  terminal  

as execution condition information, 

a  screen  generation  means  for  generating  selection  screen  information  to  make  

the client terminal display it for a user logged into the client terminal to select, from the one or 

more selective access rules, stored in the access rule holding unit for the user, an access rule to 

be used by the user logged into the client terminal; and  

an access control means for executing access control of the user in accordance with the 

access rule stored in the execution condition holding unit. 


