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Financial information is provided to a website by a user, the user | 102
having a user account with the website :

104
The financial information is received by the website lf

A prompt requesting whether the user would like to link the | 106
financial information to the user account is displayed to the user

» ~ 108 /—'-' 110
__—The user would like™~__ The financial
o link the financial information to s information is not

N the user account?, - linked to the user
B ~ account

Yes o 112 R v
The financial information is provided to a token service |
provider by the website E 116
y
o — 114 A common identifier
_ o ds 3 common ==, . No . |thatidentifies the user
ol denlfler been ger;erated 2> ¢ generated and sent
. uv- i to the website
Yes
. — - 118
Financial information “fe.. No

successfully verified?

//-—b 120

The financial information is linked to the user account

Fig. 2
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Information about the user is obtained, where the information is
displayed on a website

A 4

A social graph is constructed for the user, the social graph being
based on the obtained information

Fig. 4
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A request from a user to complete a transaction with a merchant is

user’s account with the website being linked to a funding source

/-— 402
received at a website, the request including a transaction amount, and the :

A 4

A commaon identifier that identifies the user is determined by the website

N

trans,actton amo,unt

A reguest for a token is sent from the website to a token servi'ce provider,‘

A 4

The token representing the transaction is generated by the token service

security code

provider, the token including an expiration date, a token identifier, and a

/—- 408

The token is linked to the common identifier by the token service provider}/

v

The token is plrovided by the token service provider to the website }/

A 4

* The token is provided by the: website to the merchant

A 4

The token is received at the token service provider, after the website has
processed the token

410
412
/ 414
/ 416

-

The commo'n idenﬁfi‘er that is linked to the token is determined By the

token service provider

418

| S . 420
' ‘Based on mformatnon

ssouated with the common identifier, rlsk of
—lT letmg transaction is |Que="

/--- 422

No

The transaction

The fundlng source linked to the common ID is debited by the transaction |

amount, and the merchant website’s account is
credlted by. the transactlon amount

Flg 5

g 474

is. failed:
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1302

1300

~\
( Thanks for buying from Merch1!

( Your shopping cart includes:

( $15.00x2= $30.0(ﬂ
[ é $20.00x1 = $20.00]

\ Total = $50.00 )

1304~ How would you like to pay?

—
1306\\\0 Credit Card
1308\\\0 Debit Card
—~~@ Payment Service Provider -

(  Enter )/

\. | .

\. 4 O ‘ j‘

1310

Fig. 13
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14000<
Merchant Token
Application Requestor
1406 1408

Return <Customer Name="John
Smith”, Payment Token="xyz’>

- 1462

Merchant Database 1464

|

1 468\ Name ~ Token
1472

John Smith | abced
John Smith [xyziiii T

144
Customer Payment
™~
[~

Fig. 14C
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A request to pay for a transaction using a user’s account with a
payment service provider is received, the request specifying a
funding instrument that is a payment source for the transaction, the
payment service provider being a source of the funding instrument,
and the transaction being between the user and a merchant

application '

;

A common ID corresponding to the funding instrument is generated
by a token service provider, the common ID being a non-
transactable token and associated with the merchant application
and a user

v

A payment token corresponding to the common ID and the funding
instrument is generated, the payment token being a non-
transactable token that maps to the common ID

!

The user’s account is bound to the payment token and the common
ID

-

Fig. 15
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1600a <
Token
User Merchant Token Service
Device Application Requestor Provider
1302 1606 1608 1610
Request to pay with
user’s account with R ‘'t
payment service equestto pay
provider (Transaction Info <Tx
o Amt="$100", Payment
Payment Token “xyz”
-» Common ID “CID1"
1452 Token Vault 1456
Funding
Common Customer Instrument Funding Payment
1D Name Type Instrument Token 145§
. L~
Null__] John Smith | Credit Card | V-1234 |abed ] 146(
=31 GIDA | John Smith PSPAcct Acctl xyzii
\\—________/
Request for a
single-use token
corresponding to
.H !enerate the
%/ single-use
token “T1”

Fig. 16A




PCT/US2016/048777

WO 2017/035399

19/32

g9l b4
TN

GZ9l oseqele(q

Eoo<
q:mc::umc_ @} uowwod N
Buipun4 1\.\

200V, &1 A0,
< 11, usoy esn-o|Bfulg
L1, uao} asn
plepuBlS £868-0S| “ojpuls o) ziuoreq
zz9l » ‘““v
. 1ojeuiBlio
\\\IY 01,11, Usyo} esn-ajbuls aynoy
s|ielsp
fupnol
Ayusp pJepuels £968-0S|
A““v & 89l
<, 1,=uso] ssn-olfuis> sbessepy Bugnoy
e («b L, U0}
esn-916uIg)
abessap
Z001 OLpl 80¥%1
SOMIBN Jepinold Jojsenbey
p1e7 SRIINELS ueyo

usyoj

q0091



PCT/US2016/048777

WO 2017/035399

20/32

29} B4

Tg[ eseqeleq JuswiAed

cozumacj

£ N

uoyoesued) -
ay} log abieyo o} 0e9L
JuswinJsul Buipuny <, LYSISIN. =l

Y} UiLjim poyjaul LIS
wewied e josjeg 0018, =Y X1
£, 1100y, =luswiniisul
Buipung>
1sonbay abreyn

ST Olvi
_M\ﬂ_vmvm lapinoid
JuswAed SoIAISS
usyo ] M

20091



PCT/US2016/048777

21/32

WO 2017/035399

a9l b4

abesss)y abessay
ss800Ng $8900Ng
olESsa
] 8e9} N $S900NG
<001 $,=0UY XL " YHWS uyor, =swen
Jowoysnns> abesss|y jeacuddy sbieyn
mmgm:o
azioyny
o ve9l
X <,L9G%-A.=POUIaIN
Jawhed ',001$. =Y XL " WS
uyop,=sWeN Jawolsny> }1sanbay abieyn
e [0]54) — SeET
—_— S civl 90v1 cOel
lsplnol
v09l c09l 19NISS m%_.?_m d uoyesyddy ao1na(]
lueg HOMISN uswAhed oS JuBYOISN iesn
puinss) . pien usxqo],

Y

poogL



WO 2017/035399

1700

22/32

PCT/US2016/048777

A request to pay for a transaction between a user and a merchant application is received, the
request including a payment token from the merchant application, and the payment token
corresponding to a funding instrument and being a non-transactable token

1702

1704
s the paymen A reject transaction message 1706
token stored in a token is sent to the merchant
vault? application
payment token A request to charge the 1710
correspond to a funding instrument is sent
ommon (D2 over a card network
1712 1714 1716
Yes \
A transactable The The transactable
token representative transactable token is received
of the trgnsaction is [ token is sent |— from the card
obtained over g card network and de-
network tokenized
|
1718 l 1720 1722
A common 1D The funding instrument A payment method
corresponding to I corresponding to the common within the funding
the transactable ID specified in the de-tokenized instrument is
token is identified transactable foken is identified selected
]
1724

'

A request to charge the payment method
within the funding instrument is sent to an
issuing bank, the request to charge
specifying the user's name, the transaction
amount, and the payment method

Fig. 17
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1800a i
' Token
User Merchant Token Service
Device Application Requestor Provider
1302 _ 1406 1408 1410

Request to pay with
user’'s account with
- payment service

@0 rovider

Payment Token “xyz” >
Common ID “CID1" and 1806

supplemental ‘
transaction data

Request to pay
(Transaction Info <Tx
Amt="$100", Payment

oken="xyz">)

1804

(Goce)
—/

Token Vault 1808

Funding : Supplemental
Common Customer  |nstrument Funding Payment | Transaction
D Name - Type Instrument Token Data 1808
Null John Smith Credit Card |V-1234 |abcd Null ’j81 0

\

-1 CID1::| John Smith TSPAcct Acct xyziiit] 25% off all skirts

Request for a single-use
token corresponding to

“CID1” ()

/ »

1818

Fig. 18A
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1800b i

Token Tokgn Credit

Requestor Service Payment Card
?408 Provider Server Network
— 1410 1412 1602
Transaction Store the
Database supplemental
1816 fransaction data
1814
1818

Generate a
single-use token
e “T2"
Store the Message (Single-
single-use use token “T2")
¢ TN

token “T2°

I

Routing Message <Single-Use Token="T2">

1826

; 4

{SO-8583 Standard

Fig. 18B
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18002

Detokenize the single-
use token “T1"

Single-use token “T1" >
“CID1"-> "Acct1"”

25/32

Token
Service
Provider

1410

Route single-use token “T2
originator

N

D
—

Common Funding
1D Instrument

o] CID T

1834 Transaction
Database
1816
Ty
1818

Fig. 18C

1S0-8583 Standard

1830

PCT/US2016/048777
Credit
Card
Payment Network
Server 1602
1412 —
1828
, Identify
to routing

¢ details
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1302
1900
\ N
”( [a— ¢
< N |
Thanks for buying these items from
Merchant1:

[ ﬁ $15.00x2 = $30.0(ﬂ
1906 [5 $20.00x1 = $20‘00)

1504 ™\ SALE until end of August:
25% of all skirts!!

/

\ MERCH

123 Acme Street
Austin, TX 78704

- O

Fig. 19
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2000
Website
) 2006
User Device .
2002
Merchant
: Device
/ 2004
User Device ;

2002 \

Network
2014

Merchant
Device
2004

System Provider

Device Account Provider
2010 Payment Service Dezv(;((:)z(s) »

Provider Device
2012

Fig. 20
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2100

Fig. 21
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2200
Control Unit 2201
. - : Memory § |  Storage - | Computer Readable Medium |
Display : i 2214 - 2216 ' 2217
rm— g pe—
Audio I/0 : _ Y Y A4
2200 : - Bus 2202
Cursor Control 4 : 4
2213 '
T Processor Network Interface
2204 2206
[nput/Qutput
Component
2204

Communications Link 2218 —-\

F

To Network

Fig. 22
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System Provider Device 2300

Network <
2014

Communication § Authentication
Engine ; Engine
2302 : 2304

User
Database
23086

Fig. 23



