CLAIMS

1. A system for protecting stored data accessed by a cloud-based service platform,
the system comprising:

a network connection;

a working memory dévice;

a persistent data storage medium;

one or more processors coupled to the working nfemory device, the network
connection and the persistent data storage medium, the/persistent data storage medium
containing instructions that, when executed on the system, cause the system to perform
operations including:

receiving, over the network connection, aflocument as part of a service request
from a first user of the cloﬁd-based service platform;

maintaining the document within the yorking memory device, without writing the
document to the persistent data storage medj m; V

transmitting, over the network co ection, the document to a security service
provider for persistent storage; e

deleting the document from th ':Working memory device in response to receiving
a confirmation of receipt of the docwhent from the security service provider;

determih_ing, ‘after deleting ¢ ¢ doéument, that a pending action associated with
performance of the serf/ice requey f’requires access to the document;

receiving in response to/ 'réquést, over the network connection using the one or
more processors, the_doéume from the security service provider;

in response to receivj ng the doCument, maintaining the document within the
working memory deviée, 'i.thou,t writing the document to the persistent data storage
medium; / '

performing, usjhg the one or more processors, one or more actions involving the
document in satisfacfion of at least part of the service request, the one ore more actions
including the pendjhg action; and
letion of the one or more actions involving the document, deleting the

document fromythe working memory device.
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2. The system of claim 1, wherein the determining that the pefiding action requires
access to the document includes receiving a signature completior/request from a second
user.

3. The system of claim 2, wherein the performing the gne or more actions includes

presenting at least a representation of the document to the/second user for signature.

4. The system of claim 3, wherein the performing/the one or more actions includes
receiving signature data from the second user represgntative of the secord user applying a

digital or electronic signature to the document.

5. The system of claim 4, wherein the pergistent storage medium further comprises
instructions that cause the system to perform the operation of storing the signature data in
association with the document and the servjte request prior to deleting the document

from the working memory.

6. The system of claim 1, whereiyf the performing the one or more actions includes
collecting and maintaining metadata/confirming the one or more actions associated with
the document and the service requ st. |
7. The system of claim 1, vherein the deleting the document from working memory
device occurs in response to he following conditions:

no actions aéso(:iate  with the service request requiring access to the document
are pending processing o the cloud-based service platform; and

receipt of a conffrmation from the security service provider of receipt and storage
of a current copy of the document.
8. The systeny of claim 1, wherein the receiving the document as part of a service
request includes:/

accessifig a policy associated with the first user;
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evaluating the service request and the document against the policy; and
determining whether to persistently store the document with the security service

provider based on results of evaluating the service request and dgcument.

0. The system of claim 8, wherein evaluating the servicefrequest and the document
against the policy includes evaluating a status associated with the document against the

policy.

10. A method for protecting stored data accessed bjy a cloud-based service platform,
the method compriéing:
on a computing system within the cloud-baged document management service
' ‘platform performing operations including:
receiving, over a network connection ugfng one or more processors, a document
as part of a service request from a first user of the cloud-based service platform;
transmitting, over the network conngction using the one or more processbrs, the -
document to a security service provider fof persistent storage;
deleting the document from the gloud-based service platform in response to
yeceiVing a confirmation of‘receipt of the document from the security service provider;
detérmining, after deleting thé document, that a pending action associated with
performance of the service request équires access to the document; |
rec'eiving in rcsi)onse toa équest, over the network connection using the one or
more processors, the document from the security service provider;
performing,'usiﬁg the pne or more processors, one or more actions involving the
document in satisfaction of 4t least part of the service request, the one or more actions
including the pending actipn; and
| upon completion/of the one or more actions involving the document, deleting the

d-based service platform for at least a second time.
11.  The method of claim 10, wherein the determining that the pending action requires

access to the docfment includes receiving a signature completion request form a second

user.
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12. The method of claim 11, wherein the performing the one or/more actions includes
presenting at least a representation of the document to the second/user for signature.

13.  The method of claim 12, wherein the performing the ghe or more actions includes
receiving signature data from the second user representativef/of the second user applying a
digital or electronic signature to the document.

14.  The method of claim 13, further comprising stgring the signature data in
association with the document and the service requesft prior to deleting the document

from the cloud-based service platform.

15. The method of claim 10, wherein the pefforming the one or more actions includes
collecting and maintaining metadata confirmifg the one or more actions associated with

the document and the service request.

16.  The method of claim 10, wherei / the deleting the document from the cloud-based
service platform occurs in response to £ e following conditions:

no actions associated with th¢ service request requiring access to the-document
are pending processihg on the cloug-based service platform; and |

receipt of a confirmation bm the secui‘ity service providér of receipf and storage
of a current copy of the documgnt. |
17. The method 6f clainy 10, wherein the receiving the document as part of a service
request includes:

| accessing a policy associated with the first user;

evaluating the gervice request and the document against the policy; and
determining whether to persistently store the document with the secﬁrity service

provider based on pesults of evaluating the service request and document.
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18.  The method of claim 17, wherein evaluating the service requgst and the document
against the policy includes evaluating a status associated with the gocument against the

policy.

19. A non-transitory computer-readable storage medium gontaining instructions that,
when executed on a computer system within a cloud-based gervice platform, cause the
computer system to perform operations including:

receiving, over a network connection, a documeft as part of a service request
from a first user of the cloud-based service platform;

maintaining the document within a working ghemory portion of the computer
system, without writing the document to a persistefit data storage within the cloud-based
service platform;

transmitting, over the network connectign, the document to a security service
provider for persistent storage;

deleting the document from the working memory portion in response to receiving
a confirmation of receipt of the documentArom the security service provider;

determining, after deleting the dgcument, that a pending action associated with
performance of the service request regpiires access to the document;

receiving in response to a re . est, over the network connection using the one or
more processors, the document froy the security service provider; ‘

in rebsponse to receiving thle document, maintaining the document within the
working memory portion, withgut writing the document to the persistent data storage;

performing, using the pne or more processors, one or more actions involving the
document in satisfaction of t léast part of the service request, the one or more actions
including the pending act] n; and

upon completion/of the one or more actions involving the document, deleting the

document from the wgtking memory portion.
20.  The non-trahsitory computer-readable storage medium of claim 19, wherein the

determining that fhe pending action requires access to the document includes receiving a

signature compjetion request from a second user; and
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wherein the performing the one or more actions includes pregenting at least a

representation of the document to the second user for signature.

21.  The non-transitory computer-readable storage medium ¢f claim 19, wherein
performing the one or more actions includes collecting and mpintaining metadata

confirming the one or more actions associated with the docyment and the service request.

22.  The non-transitory computer-readable storage mgdium of claim 19, wherein the
deleting the document from working merﬁory device gtcurs in response to the following
conditions: |

no actions associated with the service requgst requiring access to the document
are pending processing on the cloud-based servicg platform; and

receipt of a confirmation from the secufty service provider of receipt and storage

of a current copy of the document.




CLAIMS

I A policy-driven system for protecting stored data accessed by a cloud-based
service platform, the system comprising:

a network connection;

a working memory device;

a persistent data storage medium including a policy to control storage of a
document;

one or more processors coupled to the working memory device, the network
connection and the persistent data storage medium, the persistent data storage medium
containing instructions that, when executed on the system, cause the system to perform
operations including:

receiving, over the network connection, the document as part of a service request
from a first user of the cloud-based service platform;

maintaining the document within the working memory device, without writing the
document to the persistent data storage medium;

evaluating the service request and a document state associated with the document
against the policy to determine a first save policy vector;

transmitting, over the network connection and based on the first save policy
vector, the document to a security service provider for persistent storage;

deleting, in accordance with the first save policy vector, the document from the
working memory device in response to receiving a confirmation of receipt of the
document from the security service provider;

determining, after deleting the document, that a pending action associated with
performance of the service request requires access to the document; |

receiving in response to a request, over the network connection using the one or
more processors, the document from the security service provider;

in response to receiving the document, maintaining the document within the
working memory device, without writing the document to the persistent data storage

medium;
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performing, using the one or more processors, one or more actions involving the
document in satisfaction of at least part of the service request, the one or more actions
including the pending action; and

upon completion of the one or more actions involving the document, deleting the
document from the working memory device in accordance with the first save policy

vector.

2. The system of claim 1, wherein the determining that the pending action requires
access to the document includes receiving a signature completion request from a second

user.

3. The system of claim 2, wherein the performing the one or more actions includes

presenting at least a representation of the document to the second user for signature.

4. The system of claim 3, wherein the performing the one or more actions includes
receiving signature data from the second user representative of the second user applying a

digital or electronic signature to the document.

5. The system of claim 4, wherein the persistent storage medium further comprises
instructions that cause the system to perform the operation of storing the signature data in
association with the document and the service request prior to deleting the document

from the working memory.

6. The system of claim 1, wherein the performing the one or more actions includes
collecting and maintaining metadata confirming the one or more actions associated with

the document and the service request.

7. The system of claim 1, wherein the deleting the document from working memory
device occurs in response to the following conditions:
no actions associated with the service request requiring access to the document

are pending processing on the cloud-based service platform; and
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receipt of a confirmation from the security service provider of receipt and storage

of a current copy of the document.

8. The system of claim I, wherein the performing one or more actions involving the
document further includes:

accessing the policy associated with the first user;

evaluating the service request and an updated document state associated with the
document against the policy to determine a second save policy vector; and

determining, based on the second save policy vector, whether to persistently store
the document with the security service provider based on results of evaluating the service

request and document.

9. The system of claim 8, wherein evaluating the service request and the document

against the policy includes evaluating a status associated with the document against the

policy.

10. A method for protecting stored data accessed by a cloud-based service platform,
the method comprising:

on a computing system within the cloud-based document management service
platform performing operations including:

receiving, over a network connection using one or more processors, a document
as part of a service request from a first user of the cloud-based service platform;

evaluating the service request and a document state associated with the document
against a policy to determine a first save policy vector;

transmitting, over the network connection using the one or more processors, the
document to a security service provider for persistent storage in accordance with the first
save policy vector;

deleting the document from the cloud-based service platform in response to
receiving a confirmation of receipt of the document from the security service provider

and in accordance with the first save policy vector;
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determining, after deleting the document, that a pending action associated with
performance of the service request requires access to the document;

receiving in response to a request, over the network connection using the one or
more processors, the document from the security service provider;

performing, using the one or more processors, one or more actions involving the
document in satisfaction of at least part of the service request, the one or more actions
including the pending action; and

upon completion of the one or more actions involving the document, deleting the
document from the cloud-based service platform for at least a second time in accordance

with the first save policy vector.

11. The method of claim 10, wherein the determining that the pending action requires
access to the document includes receiving a signature completion request form a second

user.

12. The method of claim 11, wherein the performing the one or more actions includes

presenting at least a representation of the document to the second user for signature.

13. The method of claim 12, wherein the performing the one or more actions includes
receiving signature data from the second user representative of the second user applying a

digital or electronic signature to the document.

14. The method of claim 13, further comprising storing the signature data in
association with the document and the service request prior to deleting the document

from the cloud-based service platform.
15. The method of claim 10, wherein the performing the one or more actions includes

collecting and maintaining metadata confirming the one or more actions associated with

the document and the service request.
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16. The method of claim 10, wherein the deleting the document from the cloud-based
service platform occurs in response to the following conditions:

no actions associated with the service request requiring access to the document
are pending processing on the cloud-based service platform; and

receipt of a confirmation from the security service provider of receipt and storage

of a current copy of the document.

17. The method of claim 10, wherein the performing one or more actions involving
the document further includes:

accessing the policy associated with the first user;

evaluating the service request and an updated document state associated with the
document against the policy to determine a second save policy vector; and

determining, based on the second save policy vector, whether to persistently store
the document with the security service provider based on results of evaluating the service

request and document.

18. The method of claim 17, wherein evaluating the service request and the document

against the policy includes evaluating a status associated with the document against the

policy.

19. A non-transitory computer-readable storage medium containing instructions that,
when executed on a computer system within a cloud-based service platform, cause the
computer system to perform operations including:

receiving, over a network connection, a document as part of a service request
from a first user of the cloud-based service platform;

maintaining the document within a working memory portion of the computer
system, without writing the document to a persistent data storage within the cloud-based
service platform;

evaluating the service request and a document state associated with the document

against a policy to determine a first save policy vector;
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transmitting, over the network connection, the document to a security service
provider for persistent storage in accordance with the first save policy vector;

deleting the document from the working memory portion in response to receiving
a confirmation of receipt of the document from the security service provider and in
accordance with the first save policy vector;

determining, after deleting the document, that a pending action associated with
performance of the service request requires access to the document;

receiving in response to a request, over the network connection using the one or
more processors, the document from the security service provider;

in response to receiving the document, maintaining the document within the
working memory portion, without writing‘the document to the persistent data storage;

performing, using the one or more processors, one or more actions involving the
document in satisfaction of at least part of the service request, the one or more actions
including the pending action; and

upon completion of the one or more actions involving the document, deleting the
document from the working memory portion in accordance with the first save policy

vector.

20. The non-transitory computer-readable storage medium of claim 19, wherein the
determining that the pending action requires access to the document includes receiving a
signature completion request from a second user; and

wherein the performing the one or more actions includes presenting at least a

representation of the document to the second user for signature.

21. The non-transitory computer-readable storage medium of claim 19, wherein
performing the one or more actions includes collecting and maintaining metadata

confirming the one or more actions associated with the document and the service request.

22. The non-transitory computer-readable storage medium of claim 19, wherein the
deleting the document from working memory device occurs in response to the following

conditions:
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no actions associated with the service request requiring access to the document
are pending processing on the cloud-based service platform; and
receipt of a confirmation from the security service provider of receipt and storage

of a current copy of the document.
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