1 METHOD AND APPARATUS FOR ENCRYPTI NG RADI O TRAFFI C I N A TELECOVMUNI CATI ONS
NETWORK BACKGROUND OF THE | NVENTI ON 1. Technical Field of the Invention The
present invention relates generally to the field of wmireless._radio

comuni cat i onwayshpeséin particular, to a method and a PRAE h‘% pt Ié@
radio traffic between termnals and a nobile co nlca't:lﬁé"h‘é k192,
Description of Related Art The need for increased @olkdriblioh qﬁd yerisat, g,l.,g(y i+
in tel ecomunications networks requires the net s aer 35

iﬁl ecommuniccat i‘ons'c paged ...
services to subscribers. These tel econmunication Erayieaty |pr@§¢(hde to paged ..7....
tel eservices and bearer services. The tel eservicqglpAbstiades .tdagemeE,eSﬁbwaﬁed -
hardware and software for a subscriber to communilecate—w-th_-anather

over | ar
geogr aphi cal areas and provide a broader range of]

subscriber (e.g., tMETHOD ANR APPARATYS ¥OR ENCRYREING W&Tmpaci ty
rqui';e?ht? trans(rjn't appr?pr teTﬁ g(:ﬂ M}@Q }gﬁqﬁg points (e.g.,
ports at provide an interface w ne ecommnl catlons
services can be provided to subscribers by a nunber of service networks,
such as, for exanple comuni cat i ons net wor ks
(PLWNs), public svﬁ@G‘Sﬁg‘%‘@?@ﬁﬁgEﬁ&@@’fPSTM) I ntegrated services
digital netwoyks (1 SDNSpechiifyi onfiélf € Net” access networks, video

on demand (VOD) networKs, prpr| etary service networks. In
response to the need f GFhei nws@ngwnngmrﬂatey Emeral}}eﬂ@aim |field, of awiredgss niggio| e

| mterface & hr ough GRRata Ao o EilsF do ARG R sl O et RGN |

t hat servi ce networdffit Bgavech eesminalk ahd @ nsobile commanicaiope agwearkhi ¢ | ocati on.
This generic nmobile radio network is referred to as the "Ceneric Access
Net wor k" (GAN). In ord adi |y understand the present

i nvention, wy ch deal s el A&l fof inbreAe@NAGHIRAY £ CQREMMUEY R tdIQBMniuntafibs

between termnals and a GAN, a brief description of such a GAN is provided
bel ow wi t h r espectnetworks@equires the networks to cover larger geographical areas and provide a

broader range of telecommunications services to subscribers. These
telecommunications services include teleservices and bearer services. A teleservice
provides the necessary hardware and software for a subscriber to communicate with
15 another subscriber (e.g., terminal, etc.). A bearer service provides the capacity
required to transmit appropriate signals between two access points (e.g., ports) that
provide an interface with a network. Telecommunications services can be provided
to subscribers by a number of service networks, such as, for example, public land
mobile telecommunications networks (PLMNS), public switched telephone networks
20 (PSTNs), integrated services digital networks (ISDNs), the so-called “Internet”
access networks, video on demand (VOD) networks, and other proprietary service
networks.
In response to the need for increased mobility and versatility, a new mobile
radio telecommunications network is being developed, which has a generic interface
25 through which a service network subscriber can be connected with that service
network regardless of the subscriber’s geographic location. This generic mobile
radio network is referred to as the “Generic Access Network” (GAN). In order to
more readily understand the present invention, which deals primarily with
encrypting communications traffic between terminals and a GAN, a brief description
30 of such a GAN is provided below with respect to FIGURE 1.
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FIG 1 is a perspective view of an exenplary GAN connected to a plurality—
of service networks and service network subscribers. The GAN (10)
illustrated by FIG 1 includes an access network interconnected with a
transport mnwbwsndser The access network includes a pluralitycrisebume7st ati ons
(e.g., BS1 and BS2). Each base station includes a radio transmtter and
recei ver that provides comruni cations coverage for a respective
geographical area (e.g., a so-called cell, Cl and C2). The base stations
are connected to a radio network controllgr (RNC) 12. Al though not shown
explicitly, certain of the base stations can be connected to RNC 12 (e.g.,
BS1 and BS2), and cepfAiRE qt RS p@fpettife PR¥CorSiPbictbiarG BWAR LoRRRRACHEA tO
one or nore other RNCs. A pl uraf’lty of the RNCs can be interconnected to
provi de a conmuplucality of seryice metwarks brd sareiae ngtweriRNdhscribess. r i That@ANi @hnl s to

and fromthe co L] A plural i f servi.ce.network
(e.g., VOD net V\g ,a@ﬁ%ﬁﬁagﬁfmf‘ﬁ&éﬁ%?‘%ﬁe g“’%’%ﬁwg%? ‘3"&“ Eeﬂ r 5&!}@‘}{“‘}”&%"5‘2(;'[ Ive
access input pohétwotkl.4The Bocessthetvddtk intluded ¢ piurality OF bhse station@eqesBSnaidwr k of -

GAN 10. Each service network uses its own standard signaling protocol to
conmuni cat e bet B8¢h Each pase Statign mglydss pi rAdio trpenitter-and eseaiven bat proxides obal

System for Mbbi &Tlgﬁ),gm | ' ) S\ LQkd al I PLMN

t hat has been flke e tEfrsg‘%g%rg%ffoéurokeﬁtﬁ%d?gikr%@é&kﬁfﬂ% .éa%g%ﬂ?’éggc[c}lbn Par t
(MAP) si gnal i ngCpraod 62pl| The\base istatisrnsran¢ eahnbgted-{o@ radljo rietveorRi@utraller (RNCRCccess
network are conpec t hrough at l.east ope of . the access input ports to a
service networ k?zAéﬁg?i’éaﬂ?t i’?"}c@y Cfﬁfﬁ&? e FW&@BH"%‘?B@E#’O’B@F‘F@ ‘20 and
24, respectivel RNG 2 (elge, BY1NNd BSd), R érGRodiet 6f the bise sttionsVRP bt Eoringéted nal s
28 and 30 are located within the radio coveraihe area of GAN 10, and can

establ i sh18 conHeers ehmare AheBNCss A plurgity of $heRNGH san be dnterc@mested to ¢ he
access network. 5’5’?@?3 %Bﬁﬁdn?caﬁ&fs@aﬁ?ﬁa?mﬁ&@e@f’ Tﬁe?éwgé iR bﬁzel ﬁ%{as'rb h!

phone, nobile r one, personal conputer (notebook, op, etc.)
possi bl y connecfroth the conndited base stadibhil ar phone, or nobile tel evision

receiver (for VOD). $ignal. 3 _transport betwe bil e m and a
sel el:;/ed gervi ce %et I &Erﬁhfﬂ(é’g Sﬁ'l'vé%e"eg\‘/'gﬁtkss(ﬁtgc’i s'?)ég "gf)wgqlﬁié’l P & ggtN For
exanpl e, signal éh&) madstﬁﬁaémdmgﬁemﬁwetda&smbgwm (mﬁm.elé,m, 2ahgy t he

PLMN service network over signal carriers SCl1 and SC2. The nobile term nals
(e.g., 281and 309d PAkiode ageesh Btk SBANH0.afirch seryice metwork uses its own

standard signaling protocol to communicate between its internal signaling nodes.

For example, the Global System for Mobile communications (GSM), which is a

digital ceflular PLMN that has been fielded throughout Europe, uses the Multiple

Application Part (MAP) signaling protocol. As illustrated by FIGURE 1, the RNCs

20 in the access network are connected through at least one of the access input ports to

a service network. As shown, RNC 12 is connected through access ports 20 and 24,
respectively, to the PLMN and PSTN service networks.

Mobile terminals 28 and 30 are located within the radio coverage area of

GAN 10, and can establish a connection with each of the base stations (e.g., BS2)

25 in the access network. These mobile terminals can be, for example, a cellular

phone, mobile radiotelephone, personal computer (notebook, laptop, etc.) possibly

connected to a digital cellular phone, or mobile television receiver (for VOD).

Signal transport between a mobile terminal and a selected service network takes

place over specified signal carriers. For example, signals are transported between

30 the cellular phone (28) and the PLMN service network over signal carriers SC1 and

SCa.
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network section. The access section of a nobile termnal is a |ogical part
of the access network and handles the signaling required to establish the
signal carrier (e.g., SC2 and SC4) between the nobile term nals and RNC 12.
The servi ce nayomgriosaaecti on of a nobile terminal is a | ogi caPCHS8EY7/08407t he
service network to which that termnal's user subscribes. The service
network section of a nobile termnal receives and transmts signals, in
accordance with the specified standards of its related service network, via
the established signal carriers SCL and SC2 gor SC4). The radio interface
portion of the signal carrier SC2 or SC4 (between the nobile term nal and

base station) can be tif{R mdbilk Srihalsiié.kl, RB 8nd30) Sctude BiRCdess Se2llén Shidvdesvied
mul ti ple access (CDMA), or any other type of multiple access interface. The

service network suhgworiosactionafhe aesessssection of & mabilectermisalsis g pgieal partyb the
o oot e RnPER dnd Sandled (sl Winalil feaffed (N RIHAGE b WnaP bdrg 2

message to be tran®PpEPtER T ansparen I'gnal” carrier

and SC2) between t (eeg.$802 ol sen)/mwcmm‘e mdbila temiindle ahd RNa2. e setvice
service netwrk. The GAN accon‘ﬁl i shes this fun(li%gl on b ch| ng the
characteristi®s of MtWerksseghien Phe mabHp drminghds & Jogicatl paik of the,SERUES PERYOTIO ) |

of the service netyg{l Fsthﬁmﬁmﬁﬁ%n&@? sutRcrites. C’i@l@%@ﬁﬁ&rﬂet\yorktsgﬁlow acﬁaﬁblle

extend the coverage of existing service networks and al so i ncrease the
subscribers' degr eterminahmsbeivdstapd trmmtm&mbhma&cmrémcstw@ the specified|standardmt

t h b be t t
subseri bers to t het it ptheoidht VRIh Sthiied sl AR ScTlafg BES TBICN
users of the GAN. So#xeqherddiy intetfacéborion of mtsxgmpwmarscmeadsm@(uem@x thehe

identity of these users. However roblem arjses jn attenptin rypt
radi o traffi &0 bet wiehilg W%b?q%bﬂsﬁfﬁf‘ﬁalcé“é?ﬁdmﬁévmﬂl multiplg a g‘l éﬁ?ﬁ%f ic

(e.g., speech inf 05{@ BRI nidiph) akRss\REIPMAD Dot %ﬁmwéoﬁmltméqccess

stations is typically encrypted to ensure that the |nforrrat|on bei ng passed
remai ns confldentlaitcrfand:though sone service networks (e.g., encr ypt

traffic, nost other sery ce networ be
capabl e of encrypting t Fvee V&"hﬁ%@%@% \ﬁﬁgg@%g%g{%sxﬁ ?&(?gi gwﬁg(ve
that capability. HEuEN theSGANE Thé>EMNIeovidesta Kpmul chdiier iinteifidet tiatodllowssa
users (the service network subscribhers), it nmust he capabl e of ngwg&

radi o traffid5usi nEeesnss e Enspasicd trapsparegly oXerasignal GRTTIAG (Gt

between the service network part of a mobile terminal and its service network. The

GAN accomplishes this function by matching the characteristics of the signaling

connections and traffic connections of all of the service networks that connect to it.

Consequently, the GAN can extend the coverage of existing service networks and
20 also increase the subscribers’ degree of mobility.

A unigue characteristic of a GAN is that it has no subscribers of its own.
The mobile users of the GAN are permanent subscribers to their own service
networks, but they are only temporary users of the GAN. Consequently, a GAN
does not know (or need to know) the identity of these users. However, a problem

25 arises in attempting to encrypt radio traffic between the mobile terminals and the
GAN.

Radio traffic (e.g., speech information or data) between mobile terminals and
base stations is typically encrypted to ensure that the information being passed
remains confidential. Although some service networks (e.g., GSM) encrypt traffic,

30 most other service networks do not. Consequently, a GAN should be capable of
encrypting traffic for those service networks that do not have that capability.
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knowi ng a subscribing termnal's identity or authenticity. Unfortunately,
nost exi sting nobil e comuni cati ons networks use encryption techni ques that
generate encryption keys by using authentication paranmeters. In other

words, to eqsdsRbsgiadi o traffic in a conventional nobile cpaimEyrofdoy ONS
network, the user termnal's identity nmust be known. SUMVARY OF THE

I NVENTION It is an object of the present invention to encrypt

conmruni cati ons between a nobile term nal and a communi cati ons network

wi thout requiring the network to know the jdentity of the terminal. It is
al so an object of the present invention to encrypt communi cations between a
plurality of nohi Al 'g]@hgpa&g | ' . g 0o

requiring the n??é/\"gerv&ﬁ%o R ntaln ﬁ%g@%@aﬁ%ﬁ%g?ﬁﬁp "eﬁygs@nb%rwé‘g%r of
the term nal s. Isubscsbers)pit st beleppable of endrypeing radicemiffic usisgénceyptibn keysahatpt
conmmuni cations between .a nobile termn and a ca nj cations networ k

wi t hout requiri i tcf?étefleWﬂF%IknPB"%? rfﬁa{’ls&ﬂpm %W%a’@%@?e‘fr URENIGHY- o

key. It is yet angbRenadp] tokt elistid3CmbbiRs esthmuniéink QRtvidPksTult BhckPptionl |
setup tinme, mninmze transnmssion delays, and naxinize data

t hr oughput ;5  whitechniqups thah gensrate enrasymtion deyobys ugieg axtbentisatignoparametensnilnal  and
a communi cati ons t . C ] . o [t he present
i nvention, a metqn"g% %{dg'r %)V?nggy(#t ? %‘?S(ei%g@‘iip}}?ﬁéﬁ%ﬁﬁ%ﬁi@ﬁ?&h@%’&cﬁg a
conmruni cat i ons netwark kthamseraeraimalisridentity oot beknowmal , by storing a public
key associated with the network at the termnal, generating a secret key at
the termnal, encrypting the secret key with the stored public key at the
term nal, transmgUMMKRYIOF THEMNMENTIONCr et key fromthe term nal,

recei ving the encrypted secret key at the network, decrypting the received
encrypt ed Kecret key Ithistan objegt ofithe preseny invigpiéonctoteneryplrdopmmunidations hetween

associated with f . i ggﬁ ' t | ith the
secret key. If & %ﬁ%ﬁﬁ%@a§5ﬁ%§cno uﬁ@%&&ﬁ@béﬂ%ﬁ} Qﬁ h‘ﬁ{qgé#uge}%' ﬁithgpz,tl”? H‘e t he
term nal transmnmkneweahe &ignsirgtof the reimsinglet wor k for a public key. As such, the
network is not required to knog,the identity of the termnal in order to

mai ntain encrypted cohiLA¥R 2R Difst \R,flﬂﬁ’ PHRENE SMVETRRD 10 PFTR SOFERIMABUGRS: h
anot her aspect Ofertdt LPpREAM of MEBIE tGhinalshdl LEGARLMBat RS nOWISK without

15 requiring the network to maintain individual encryption keys for each of the

terminals.

It is another object of the present invention to encrypt communications
between a mobile terminal and a communications network without requiring the
terminal to permanently store a secret encryption key.

20 It is yet another object of the present invention to minimize call setup time,
minimize transmission delays, and maximize data throughput, while encrypting
communications between a mobile terminal and a communications network.

In accordance with one aspect of the present invention, a method is provided
for encrypting communications between a communications network and a

25 communications terminal, by storing a public key associated with the network at the
terminal, generating a secret key at the terminal, encrypting the secret key with the
stored public key at the terminal, transmitting the encrypted secret key from the
terminal, receiving the encrypted secret key at the network, decrypting the received
encrypted secret key with a private key, where the private key is associated with the

30 public key, and encrypting the ensuing traffic with the secret key. If a public key

has not been stored at the terminal, then the terminal transmits a request to the
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objects are achieved by a nethod and an apparatus for encrypting traffic
bet ween a communi cati ons network and a comruni cations term nal by
broadcasting a (asymetric) public key fromthe network. The public key is
recei ved by WOIB{18%6ki nal . The network maintains a private kKRYT/SESAOI49AN be
used to decrypt information encrypted with the public key. The term nal
generates and stores a naturally occurring random nunber as a secret
session (symetric) key, encrypts the symmetric session key with the public
key, and transmits the encrypted session ke to the network. The network
decrypts the session key with the private key, and both the network and
term nal encrypt netveriefos aipaigickeyomas such the nerwotk i3 riohfeqBieed @tkndWIRE RRNMIGY -
Agai n, the communi.cations network is not required to know the identity of
the. t ermi nal in G MRS ARET [0 AERYLETSEY R ROTHP AR ViR e teinal

term nal . BRI EF DESCRifZkéfthdel withlEnddRr WS : : I ng
of the method and apparatus of the present Ifﬁtz/ﬁsﬁgﬁ%@&t?ﬁ@%@&%ﬁ

ref erence to the othst|abigctscare achieved byde smethadt dandranpparatusiden enerypting] waféiti on
with the acgonpanyiag, | : Y G, s a.perspectjve. view
of an exerrplgary generlg&g}(‘:}%@g%n%?@ mﬁ\}rogk%ngnanchg _:%@‘uiaﬁoxg ‘ﬁ‘l"‘lf-n§|‘1y&7°?5#”5§‘§8vi ce
networ ks and ser wi (agynaétvioy publiv key fiokethe;nefWdik. Zhespudlié REy Iseré@liveacdjomet i
bl ock di agram of a generj¢ access network in which a nethod of encrypting
radio traffic beti@dRalselhe nEtwosk ipainaing g pawaly ikey thasicaprie ysedstor dastypt can

be inpl emented, iiffoArdtOh ARG Pediviith e lﬁhglfit?f(é 2dh %Eﬂ?géncpjtcstﬁl? V\sgcgrrgf gnt

invention; FIG 3 is a schematic block diagramof the atcess n
il lustrated i n Fraurally ofcpmingfandomaumben asracsecreli sesyioa syhimsetric)| ey Séricatpesstha

met hod t hat,scan ry.pt. radi,o conmuni cations between a generic
access networ k a%’g aaﬁg?érﬁg?\'g%g vl)’lﬁng% g‘?l&aﬁ?&'e Ws’é?'tbﬁ}?f@?%ﬁsé%@gﬁ‘ﬁ%nt of
the present inveisthenetwerkd The Getwork decBplltRCiessibna@y with e pHvaRi ke daddBdth can
be used to certify the authenticity of a public key and the owher of the

key with a digit _@W@H&%@rw%emﬂﬁ&mmwua@@wﬁmwmmth of
the present invegéy. ORganbokrRnRRMRnENbANs 15 Jﬁﬁﬁew&ﬁg%@:iw%ﬁé“‘v‘d
va tages ar e es

enbodi ment of the present inventi on and its a
terminal in order to maintain encrypted communications with the terminal.

15
BRIEF DESCRIPTION OF THE DRAWINGS
A more complete understanding of the method and apparatus of the present
invention may be had by reference to the following detailed description when taken
in conjunction with the accompanying drawings wherein:
20 FIGURE 1 is a perspective view of an exemplary generic access network
connected to a plurality of service networks and service network subscribers:
FIGURE 2 is a top level schematic block diagram of a generic access
network in which a method of encrypting radio traffic between service networks and
service network subscribers can be implemented, in accordance with a preferred
25 embodiment of the present invention;
FIGURE 3 is a schematic block diagram of the access network illustrated in
FIGURE 2;
FIGURE 4 is a sequence diagram that illustrates a method that can be used
1o encrypt radio communications between a generic access network and a terminal,

30 in accordance with a preferred embodiment of the present invention; and
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understood: by referring to FIGS. 1-5 of the drawi ngs, |ike nunmerals being
used for |like and correspondi ng parts of the various draw ngs. Essentially,
in accordance with a preferred enbodi nent of the present invention, a

nobi | e term nwobosifossies at | east one public key, along w th ascyRiksitianT

I dentification character of at |east one GAN associated with that public
key, in a nmenory |ocation. A GAN continuously broadcasts its unique
identification character in all cells connected to that GAN. Wen cont act
is initiated between the termnal and that GAN, the term nal conpares the
received identifier wwth the stored identifier(s), and if a match can be

made, the term nal gengjRYRE rqp(ﬂ:(k : t seck key
with the public key agg{)0| at esg‘s\?vi tl ﬁ%%?ﬁ@&agﬁ%{m{ﬂg#%gr& Jé%wtc%gtntg

t he 7 encrypt edhthenticay of @ypublitgeyGiid ttieowpert of thé ke eith atdigiey sigritng, «‘m
private key assocjated with the_ Dmé&ﬁ\?"glﬁ E secr et ke I s used
thereafter by the?¥® ‘f?a‘f" A BT cohg 6’511’“"&??3 "él‘@& Ybt the ensuing
radio traffic. Notably, the GAN can maintain secure comunications with the
termnal wt hout ever knowing the termnal's identity. Furthernore, since

t he GAN does’® not RE&AILED RIFTIQNOF THE BRAWINGSa terminal, the GAN is
not required to maint flafed QH?I nc tion _keys.
Additionally, the terﬁ;”r;lb ﬁrel S n%ﬁ%‘%ﬁr%gk ér'}é‘%lgl lpi"gnv(\lln % Jv%'@f

because it can gebmrlatdersmochbyvrefatmguo FEYURBs 1-5afhhecdrawlig Clﬁu‘elrmﬂ&ra‘iﬁﬁdixhg)n

FIG 2 is atop lev hengt i c blokdla of ,a generic access network
in which a nethod" 8$f @ﬁﬂg‘? ﬂﬂcs}pg 188 Party gqfa'igbaé'% F#WRgEVi ce networ ks and

servi ce network subscrEdesitfallyain Ia&okdml:@mt@%mféﬁecﬁeﬁ%diﬁa% kbr\@ﬁ?m
preferred enbodi nent of the present invention. N 100 1s s

i ncl udes a 19 ansplventinm MPR“"EGQ"’P'H!Iéﬂmﬁe‘é%Sé@n%vPUMlCdWYaebeBSVllhea: wnqthc 104.
A plurality of sepu NG %QM, T, are
connect ed t hrough re@%%%??\égirgégé@sﬂé%ﬁs (eAg &ﬁ%h[\qri@\l % In1 4)
to transport net V\mpmoﬂgozoaanoh acAe@ﬁbhebmubuslﬁétnoa@em&s fts rmiquer i'deﬂtﬂﬂ:atxon

I ncl udes a plural it and associ.at a stations

RNC( 1) - RNC(N) ) . ﬁl’é&ﬁ ag@g lzspéan%g%mgta&%. Reteeen the
connected by a reﬁﬁﬂﬁsuamuraadm u&&&aﬁm&ﬁ&@u@&ﬂ:ﬂﬁhﬁﬁem@i £ stored
transcei vers (term n?f'lp;ézs) 116, 118, 120 and 122. A user of each 1

termnal islh subident tagdf a matehicap be meade; the tmmlcgenqmmra{uoml_smt etc.
The mobile term nghS GRApes the secret key with the public key associated with that GAN’s

identifier, and transmits the encrypted secret key. The GAN decrypts the secret key
using a private key associated with the public key. The secret key is used thereafter
by the terminal and the GAN to encrypt and decrypt the ensuing radio traffic.
20 Notably, the GAN can maintain secure communications with the terminal without
ever knowing the terminal’s identity. Furthermore, since the GAN does not need
to know the identity of such a terminal, the GAN is not required to maintain a
database of individual terminal encryption keys. Additionally, the terminal is not
required to store its own secret key, because it can generate a new secret key for
25 each communications session.

FIGURE 2 is a top level schematic block diagram of a generic access
network in which a method of encrypting radio traffic between service networks and
service network subscribers can be implemented, in accordance with a preferred
embodiment of the present invention. A GAN 100 is shown, which includes a

30 transport network 102 interconnected with an access network 104. A plurality of
service networks (e.g., PLMN, ISDN, PSTN, INTERNET, VOD) are connected
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communi cate with their respective service networks in the manner descri bed
above with respect to FIG 1. Mire specifically, the RNCs control

comuni cati ons between the termnals and their respective service networks.
Not abl y, al t howgles:gospd urality of nobile termnals (116, etc.)PCASEIEHMIN in
FIG 2, this is for illustrative purposes only. One or nore fixed radio
termnals may al so be connected to GAN 100 and are thus capabl e of
comunicating with at | east one of the service networks. FIG 3 is a
schematic bl ock di agram of access network 1Q#-illustrated in FIG 2. Access
network 104 includes a plurality of RNCs (e.g., RNC(1)-RNC(N)). However,

al though a plural i hbugh resPictive ecaisoms (£.8/, 106|i 198100 A1 ZEITY) to thenspuresawbrk

i nvention can be inplémented with on;x@gﬁr;e RNC. At | east qne service

network (e.g., 130102m8@ access ngtwpkj04. mewosk 194,inlygdes apluralityaf Rf¥(es and
K . | A
respéctive access %Q&Hat ebgs:c, st@@h)(é‘gég}%bp)@%@&%@ pthaﬁg} P RNCNmd At

| east one base station . , cted to respective
RNC (e.g., RNC(1),askidiEted base statidrsiaghconngdted by 2 tespestivd sadio inteafiaceotost plurabtyown,
the present invention can be |nplenent i t.h,0 0 age _statiagn,

mobi | e term nal (e‘?fg‘.'?b“Eé'raPEFFa’ngi T ﬁ%ﬂéﬂ*i@%%é&ﬁ#@ “§°’r°38f“%' inobil
interface to base gidinaPfy Btibddribet to &NE4st Bnddst thesshvicy nRBEKSPIMN, efeat Tiene

termnal (118) is shown for illustrative purposes only and that one or nore
addi ti onal term namgbilsotermingls can sammunicate At thelr, 1gspeciyqeeTvicengtyNks in the

I nt erconnected by | | ' i@@hgfor b i

t her ebet ween. Cons@%‘ﬂnéwn%sgﬁ%dgﬁy%gpﬁ??ﬁg%Festa Ili' SLF{S%O %‘%@g’t@gzzsm\:/&th
any of the servi cecongbleoniniunicaticns beté8éh thd &Anindl8 dnd théir wepretiveseedee networks.k
104 and GAN 100 (F.G_..2). Notably,  .the coverage provided for, each ce
network can B® enl NPgHY: 3ito at@%'?wﬁ °F 5’°§‘Yﬁﬁef'g‘é’?gﬁflda5§§sa§e B ’Bfﬁép(\gggs
network 104. |n ot fehis Wrof fustia@ivebutpdsesidny. COfle 61OMBRETixea irlivterinaR id)Calso
network 132 through RNC(1), interconnecting line 136, and RNC(N-1)

Alternatively, if beconnestedrieGAdY kOOL@R are thuscanahlef commusisatingwith atdeqst gne

termnal 118 can c nj ] service network 132 through RNC(1). FIG
4 is a sequence dig%ﬁérgﬁgﬁeﬂof‘%étrat es a nethod that can be used to

encrypt radi o comuni caFIGIURE Bds wsehematic bloek dingmorefSacess netwokk Hddillastrated

term nal, in gccor %2%1% t2h Eccgsrsege?vgorrle(qog riﬁ?:?u%iegae ?)Euraﬂ;ty E)P ﬁNeirsE(lgg.r:tRNC(l)-

i nvention. Th® net
RNC(N)). However, although a plurality of RNCs is shown for this embodiment,

the present invention can be implemented with only one RNC. At least one service

network (e.g., 130, 132, 134) is connected through at least one respective access

port (e.g., AP1, AP(N-1), AP(N)) to at least one RNC. At least one base station

20 (e.g., BS(1), BS(N)) is connected to a respective RNC (e.g., RNC(1), RNC(N)).

Although a plurality of base stations is shown, the present invention can be
implemented with only one base station.

A mobile terminal (e.g., cellular phone 118) is connected by a radio interface

to base station BS(1). It should be readily understood that one terminal (118) is

25 shown for illustrative purposes only and that one or more additional terminals could

be shown. The RNCs (e.g., RNC(1)-RNC(N)) are interconnected by

communications lines (136, 138) for communications therebetween. Consequently,

terminal 118 can establish communications with any of the service networks (e.g.,

130, 132, 134) through access network 104 and GAN 100 (FIGURE 2). Notably,

30 the coverage provided for each service network can be enlarged by switching to a

different access port of access network 104. In other words, terminal 118 can
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of encrypting conmmuni cations can begin at the GAN or the term nal. For
exanple, in this enbodinent, at step 204, the GAN (e.g., 10) continuously
broadcasts a unique identification character in all cells connected to that
GAN. The tewu9sabséfe.g., 118) contains a non-vol atile nmenoP@I/SENAINT in a
GAN section of the termnal. The termnal stores at |east one public key in
the non-volatile nenory. Along with each public key, the termnal also
stores a respective expiration date for the key, and a GAN identification
character that identifies a specific GAN agsociated with that key. In other
wor ds, each public key stored in the termnals nenory is thereby associated
with a specific cofbhunithe withrssivive netwirk 132 88oupATRNGC{ ) Diitefaihéctiag 1ig136,t h a
GAN (but not necessari llNY setting up a cal]). A processor in the term nal
conpares the redsfRNCN-1p ARsrmadvely.; if sayicqnetyvorin d3% isgydigheditonacress 08, and
i f a match can . i

retrieves the s?@?(ggq%&ﬁ@glégﬁj é;?ég@?%{e hl\‘/mgeti'gw% ﬁ%)”m{a% @f@‘gﬁm(”'
However, in the eventFIGURE 4i3 aseqiencediagramshdtdlusdates b enctteodthnakn beostd a
request for the GAN to transmt The transmtted publjc key

.a _public key.
(and 1 ts. exipi r adt GRS Fmbyni B beetiend 7 e anEess daotosh it (F8mireh o
encrypt a secr etinlkedbrddicd FRhGPréfeRtd amibbdiiientiof theGREEH ThGekibAN TREBRIHIAS . Al
step 206, the term nal generates a (symetric) secret key (described in

detail bel ow). AR00sefgnCHPYNg CHRUMUBICAONS (cap Degin ak ther GAN; on/the terpiindlc Fasy to
encrypt the secr oAb S 1 pal 1 t syt he.encrypt ed
secret key to theg‘ta?lggtlflﬁlhgdé%ﬂg@’ é{]gt&g %)51 “?hgsxéi&ﬁg?écfoﬁp‘f@nﬁ oes%/ecret

key, which, at Yreidcadish, unigue ideasifidagion dharaciéNinaaliccelldicorinedred tdathatf GANEMTHey pt i ng
traffic during the ensui n?pﬁom‘mni cations_session (described in detail

bel ow) . Al t%r nattFrmina) (c-g; 113 conpigs 3 ponzvalatilepespory;located 1o GAN sertion offhs |

stores the publigmigy. URdemnnhal lstdds 4 %asd e pubfiEReyt iNGhd Frndlatile RMemdnAN
begi ns a new communi cati ons session, the termnal ‘retrieves the publ’ic key

stored from the Alasg with ¢ach publigikey, the erninalalep steressa respactipe exnixaticme date for

encrypt a secret,k to. b ad . for. the e | £ss] on. .o f e f that
stored public keﬂﬁe Féé' ﬁ%s%@éﬁzls%&ﬁ ?Jutoﬁe ér%%ﬂlﬁgﬁe'?'%%é geﬁ'@ﬁ§ %Agéa%g’gfeg to the
GAN for a new pubith thakiey. hhlotier weeds) eaphublic/keyt stgred itsthy erminat’a semoneiswor k

t hroughput , becayse a netwqrk _channel i t tied up, transmtting a.public
ey, Fowevlt, i fiberchyaspaciaied ayiyacsperiin AR nihe sesminal yiltiaies SOmARt by cegdestisé wi ¢ b

a with a GAN (but not nccessarily setting up a call). A processor in the terminal

compares the received GAN identifier with the stored identifiers, and if a match can
be made (and the key has not expired), the processor retrieves the stored public key
associated with the identified GAN. However, in the event that no such match is
20 found, the terminal sends a request for the GAN to transmit a public key. The
transmitted public key (and its expiration date) is stored in the terminal and can be
used to encrypt a secret key in the current and ensuing communication sessions.
At step 206, the terminal generates a (symmetric) secret key (described in
detail below). At step 208, the terminal uses the retrieved public key to encrypt the
25 secret key. At step 210, the terminal transmits the encrypted secret key to the
identified GAN. At step 212, the GAN decrypts the secret key, which, at step 214,
is used by the GAN and the terminal for encrypting traffic during the ensuing
communications session (described in detail below).
Alternatively, at the end of a session with a GAN, the terminal stores the
30 public key used for that session. When the terminal or a GAN begins a new

communications session, the terminal retrieves the public key stored from the last
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particular- GAN, the term nal can still receive the public key by requesting
it fromthe GAN and using it to encrypt a secret key that will be used for
t he ensuing session. In any event, by storing the relatively |arge

(bit-wi se) puboes/essgs in the term nal, as opposed to transnPEU/SEAGOL4EmM
fromthe GAN, radio transm ssion delays can be reduced significantly, a
substanti al anount of network transm ssion tine can be saved, and data

t hroughput will be increased. FIG 4 also illustrates a nethod that can be
used to encrypt radi o communi cations betweeng.a generic access network and a
nobile termnal, in accordance w th anot her enbodi ment of the present

i nvention. For exasglon witheGANOaMLUeCIhAL publc key thnedypt Zisetiet Rely feievsed fox
service network and a terminal (e.g., PLMN and termnal 118), the seryvice
networ k or ter ni ndhe ensping Fﬁsﬁ'ﬁ“ht %WW@&WI%‘ G ey ‘&“MF‘PCSWEQ]S‘H’E%’%ge

At step 202, as thfed Rkhdsah 1&8&%{%{3%'@6‘ é’ﬁﬁ"‘f‘o‘? ta& ﬁé\%ens 1 hnik & 'S

est abl i shed, the service net can request at t I ng traF rc’w il
be encrypt ed. If sadyarmemlslapnﬂﬂms nstwork mcmnghm!g behause ainetvwark clanhelge hotptied

process, the termn EI ves ubl j.c ke ont| ousl b oadcast
fromone or rore 3 b?‘é%y h%ﬁfﬁ 1@@%@} qu afﬂ?‘s RSGEHRIfLMR S o)
of the RNCs nai nt gag sedsmhmta ]ﬁiﬂﬁtumlﬂAN 1he YerinfriaV sdrestiller¥cev the PR IR B
pair in every RNC) in a nmenory storage |ocation. The public key that was

broadcast by the @pavestingiictram the GAJ and usingdt ieicAery Pl a searet Keyothat il berised fared
t act th that bI .
C L 17t o hou R SEBIA i anD i et o R 6 B Gin e

connect ed t hr ough keys dnahsserpmmtl aﬁopme@ewutausnktélgvmm frbmi thecGANL, radiog. |

RNC( 1 AP(1 PLVN 13 BS1
be- confi gurif 1 o HEAPFRT AHBYS Son i ool HEYRy< s sitsanpe Ameaatorpervork 2"

ot herw se transf eryansiishibh €iméRyn b saved SindidaalthrobgpulRNill BeyihcrRaseadcast the
public key in all cells _in the RNC s coverage area. Consequently, since the

GAN broadcasts the pubHIGURE 4ialwx Bhistrates mamathd thnbcanewm tor enciepd tradine
key f h f
ey fromthe GAN Jnﬁﬁn&n?cfa Stat@@eﬂ\ Ff‘;@hﬁﬁ %er stﬂe:&,g% &%\'?'msﬁhe @ihfnh, ignd 2

call can be set up In peri

Al ternatively, i nsat:emdhmé whln amtieanembadimentef thetpresenikiayention.a Fot exanipld, ywheh

cells, the C can transfer the ?&H’C key di.rectly.thro h.th ba

station that>has SOPIBTICAYADSATE S W?"rﬁlfeﬁ"éce netwdrk and 2 tetminal (e.g-, PLMN
and terminat 118), the service network or terminal can initiate communications with

a call setup message. At step 202, as the initial connection between the GAN and
the terminal is established, the service network can request that the ensuing traffic
will be encrypted. If so, at step 204, still during the initial call setup process, the

20 terminal receives a public key which is continuously broadcast from one or more
base stations (e.g., BS(1)-BS(N)).

In this embodiment, all of the RNCs maintain at least one public key/private
key pair (the same pair in every RNC) in a memory storage location. The public
key that was broadcast by the GAN is received by the terminal (118) that has

25 initiated contact with that GAN. Preferably, both the call setup procedure and the
procedure to transfer the public key is performed by an RNC, which is connected
through an access port to the service network of interest (e.g., RNC(1) to AP(1) to
PLMN 130). Alternatively, a base station (e.g., BS1) can be configured to maintain
public/private key pairs and broadcast or otherwise transfer a public key to a

30 terminal.
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term nal . However, the nmethod of broadcasting the public key in a plurality -

of cells before call setup advantageously decreases the |oad on the GAN s
dedi cated traffic channels. For all enbodinents, as long as the termnal is
regi st er ed wbtobrigsee GAN, the sane public key can be used ferrssEstomobsequent
comuni cations with that GAN, because the sanme key is stored at the GAN and
also at the termnal. Alternatively, the public key can be changed
periodically in accordance with a predeterm ned schene or algorithm or
even at the whimof the GAN operator. |f _gp operator desires to change
public keys periodically, storing each public key's expiration date at the

termnal facilitatesrghenE d&ﬁ%aac&shak ;fussakey inf2f &8 IR RNER doP&age
preferred enbodi nent, when the publ Key is ‘changed, i1t can be broadcast

by the GAN for mr@@ﬂ%ﬂmmwmadqmmctmmm h¢mnztea¢¢fd1anm&tm of

he AN can mar WA AR eflgysidin SRR, BRI Ba Rk Chin Be GRRG <.

In that event, muapfdtr Sl a BSAcAh 80Tkl §prin & 30bsBDIiaIBE Shrer ﬁéﬁcﬁi@fhiﬂs public .
key/ private key a| rs The RSA Al gorl thm conbines the difficulty of

factoring & pri tng the pyblis keyin ﬁaluraéhfag@fqﬁls- e Ri$ber s
(using a probabj], 'ééas@er%g ﬁﬁlJ&E@gcffkcﬁPh{rB thE DG é’ﬂ&ti{oﬁ e&mgﬂe&ub' i c

part and a private part eclf ass ng t e letters P and Q
represent pri mecontacbwits ;hetthmuhzlt tRowever, ahe method of bnoadcastimgribppubdic key émge,

b expressed as* PBAPBUE eI AIRPar BPPEEaTE Rer S g Saghe G 2

—

(1) derr] nod Eﬁx@fealwfﬁdawm ed nessage C) (2)
wheretheterm(DE— |sarrult|ple of (P-1)(Q1). In this enbodinment, the
exponent B0is set toFesallpmbodimentatas longs thewerminak isyregistered avithithe GAN ARG of

two nunbers. t he
private key, an%ﬁ@%&%&%@?ﬁ%&%ﬁ%ﬁ?&g%gﬁi E;Xma e ugx?@puﬁl c key.
Since the sane bahuse tiecamEkeysis stored amhtsﬁé-bbmdla}&o ammmmhmalp@lpmmtwdm, of t he
nunber need be gent_.an.re br.oadc and us Qr...t he

Coror At st op 6 HobliE el 5 sBhneld FRRGHEAY B pcsiififper L d rldegbuied i «
t he publ ic key E@Bm@%r(i@g“o?ﬂlﬂﬂe& evigRtat! iHei vilsimt 6F thié GAM opérhtost @par Bferatbhe

t erm nal (1118) recei ves and/ or stores the
desires to change public keys periodically, storing each public key’s expiration date

at the terminal facilitates their use in that regard. Furthermore, in the preferred
embodiment, when the public key is changed, it can be broadcast by the GAN for
a predetermined period of time, to minimize the number of terminal requests for a
new public key.

20 As described earlier, at step 202, the GAN can maintain one or more
asymmetric public key/private key pairs. In that event, a so-called “RSA Algorithm”
can be used to create the public key/private key pairs. The RSA Algorithm
combines the difficulty of factoring a prime number with the ease of generating
large prime numbers (using a probabilistic algorithm) to split an encryption key into

25 a public part and a private part.

Specifically, assuming that the letters P and Q represent prime numbers, the
letter M represents an unencrypted message, and the letter C represents the
encrypted form of M, the RSA Algorithm can be expressed as follows:

ME mod PQ = > C (encrypted message M) )

30 C” mod PQ => M (decrypted message C) Q

I
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asymmetric public key. The term nal generates a random symetric secret

key. The random secret key, which is used to encrypt comruni cations
preferably for the conplete session, can be generated in at |east one of
four ways. UsiWg9%10s6inet hod, 12 the term nal takes sever alpcrsrpioag?f r om
measurenents of the strength of the received signal, concatenates the | ower
order bits of the several sanples, and processes the result to produce a
random nunber. Since the |lower order bits of the received signal are well

wi thin the noise level of the received signgh, a naturally occurring, truly
random nunber is generated. A second random nunber generating nethod is to

use the random noiwkersithnermc(DEr e i @ tmultisle iof {RI1)@-12N 1A/ thisCEMBOAMAGK, the
connected to a m croghon .. Again, using this method, a naturally occurring,
truly random nunb&Peasnt eisgehiord dde phivate igad publicckeyr age eachtcompased af dwen
nunbér generating fBiked ] from phase
measurenents of the re@eilfloz(?%s}fugtr:fa ?%glgg%:rg?%ﬁéas ’g&?ﬁi(‘?@ﬂ@ S@‘%& mﬁipflga%f
the sanpl es, and pkepceamssthe mambers wépresentesd by (PQcERmakanolp thepublickey . ASiheitht h

random nunber. gen [ thod is for the term tg take sanples from
t he encodi ng Ssect iq"éﬁgc‘)@gfg‘%és]Beugﬁmd’éﬁ@ay’c%ﬁc&‘nfg’ﬂa?@’ﬂ’\&ﬁ\ﬁ\ﬂ@w Rred bpi t s
of the sanples, anentwnoeqsest dihbroadeast!and uSeddfop dheCRublIb key 160 Bt BidFR04). By

Al ternatively, a random nunber generated at the term nal can be used as a
seed for a pseudokRRAYME HiSnFévateyKeYe rally onessagscensamipd; with fhe publicikey tin bhe
public key fromthge and transmtted to the GAN. The seed is used
sinmultaneously in thé GAN and the term nal to produce a pseudorandom
nunber. The pseudor and&eumingdo RIGUREQh et siep 206 cthe terening o(d18))retdines GAlNoaNd
the term nalyjas t ecret key for.fhe enguing co ni cations, session. The
sessi on key ¢an bg?o(g%saﬁ’geéﬁy e tl"f)cﬂugg‘f Fﬁyt 3%5 [%W?%W‘%%WOMSW"’C
pseudor andom numbaeecreekgyenThe rdndomeseaitP key, Whieh $C8HQD daypf ebmmtnicdipRged
for a nunber of reasons, such as after_ a predeterm ned anbunt of data has

been encrypted, oPreifakly for the corplrgsessionncanrheraeperated fiat leasp perieft founwaysd
amount of tine. TRR{LHMP Aethodthd BEm %@c&&kﬂa@éﬁg?@ﬂ@%ﬁ’@ﬁéﬁh r;ﬁg cret

key, or the key can be changed according to a pre
al gorithm For exatpigsh of theerpogived sipnat,hcomgaenates the v osdes Hite rof iy sevarml be

| mpl ement ed 1?)/ tr ?Qxﬁﬁieé,t aing%r&:e;s%se alseirgs%ltlﬁg%roduce a random number. Since the lower

order bits of the received sighal are well within the noise level of the received

signal, a naturally occurring, truly random number is generated. A second random

number generating method is to use the random noise signal created at the input of

an A/D converter connected to a microphone. Again, using this method, a naturally

20 occurring, truly random number can be generated for the secret key. A third

random number generating method is for the terminal to take samples from phase

measurements of the received signal, concatenate the lower order bits of the

samples, and process the result to produce a random number. A fourth random

number generating method is for the terminal to take samples from the encoding

25 section of the speech codec, concatenate the lower order bits of the samples, and
process the resuit to produce the random number.

Alternatively, a random number generated at the terminal can be used as a
seed for a pseudorandom number generator. The seed is encrypted with the public
key from the GAN, and transmitted to the GAN. The seed is used simultaneously

30 in the GAN and the terminal to produce a pseudorandom number. The
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change request" nessage, or by setting a "session key change request” bit
I n the header of a transmtted nessage. 13 Additionally, shorter session
keys can be generated and | ess conplicated encryption al gorithnms can be
used with tkeopsmssdor andom nunber generation nethod descri lpet/spimar
Consequently, a substantial anobunt of processing power can be saved in the
GAN and especially in the termnal. The termnal can be configured to
select the length of the session key to be used, in order to address trade
of fs between security and conputational reguirenments. For exanple, the
termnal's processor can select the length of a secret session key by
generating a sesg:Ridrdi8dn bmbétahus SASattd c@h bOUsed B9 Ghd BaNIarddtRe RHARET asOf
bits to be used fromthe output of the pseudoranddom nunber generator.
Al ternatively, tthesecestkenior theensying communications sefsions the out put of the
pseudor andom number e

931e%e bgél&{ kt%y a?lel;e ¢haf) é?}%%ﬂ&l@ﬁ@ Hggrrﬁn%ﬁ%belr in g}e

al ternative net hods nay used 0 gener a pse

secret session kMdoWoﬂWWeﬂ@@exiﬂﬂ&&ﬁe beskiom R&Céan Helehengedl for
n

pseudor andom nunber gener at or err] nunber in the pseudor andom nunber
sequence, N err]a nepienefl Feasens) avféuaSasfwroa PERstermined amount\pfedatg hasvpesanr | )
nod M £i gﬁgml all ed

| ags, and M defi nersypgt ﬂeorrgtﬁaéraEChaﬁe pseu ?@1?6 n‘F‘nu rxrsﬁ{agn e gene?at ed.
For optinum resuThmnnitm orem@AN dap dnitidte alcharige ob devsearet KeQOOr thadteyiOde. |f a
relatively |ong ,S de Ur 8 or andom nunber s
produced by equa‘f §°cc% (5?1‘18% LY s@hé/‘?e Orpﬁa%’ﬁwﬂ% %TW&? €. RIGAUSPL e
pseudor andom nurrmn@ge Wackeﬁyorﬂw&ran 68 implamentédbpRarshindihg Bgscﬂﬁéx{‘kcy

nunbers between 0 1, Mcan be set to 1. The bit patterns of such
floating p nt pehenBfoFeAHess IMBTAGSe 08 by SAMIBG 2 fSession ke phange requesth bitymtheon

keys. Another psglgQr@adem d,gmw%es&ggerator that can be used to create a

secret session key I's based on an gorithm that produces pseudorandom
nunbers uniformy di stddlmmﬂyl, shorter sassion zkendi can @mcrhtedalndy&;ss tchmplicagads

Xerr], Y[err] and Zlerr t he eudo nunb N err re initially
St 1o i nteger vaeaton et Sab i 355h e ARG hchimnet HEasrRidg o 1
are then cal cul ainefloddesérided@bbve. Consequently, a substantial amount of processing power

15 can be saved in the GAN and especially in the terminal. The terminal can be

configured to select the length of the session key to be used, in order to address
trade offs between security and computational requirements. For example, the
terminal’s processor can select the length of a secret session key by generating a
session key at that length, or by specifying the number of bits to be used from the
20 output of the pseudorandom number generator. Alternatively, the terminal can
specify the range of the output of the pseudorandom number generator to set a
predetermined length.
Other alternative methods may be used to generate a pseudorandom number
for a secret session key. For example, using a “Lagged Fibonacci” type of
25 pseudorandom number generator, the n™ number in the pseudorandom number
sequence, N, can be calculated as follows:

N,=(N,,-N,.) mod M 3)
where k and | are the so-called lags, and M defines the range of the pseudorandom
numbers to be generated. For optimum results, the largest lag should be between

30 1000 and 10000. If a relatively long key is desired, a plurality of the pseudorandom

numbers produced by equation 3 can be concatenated to produce a longer key. If
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14 X err] =171*(X[err] nod 177)-(2*X[err] [/177) (4)
Y[err] = 172*(Y[err] nod 176)-(35*Y[err] /176) (5) Z[err]
=170*(Z[ err] nod 178)-(63*Z[err] /178) (6) If any of the
val ues of X[ erwpss/Msexr], or Z[err], are |l ess than zero, resRSOSEIENYT7 t hen
X[err] is set equal to X err]+30269, Y[err] is set equal to Y[err]+30307,
or Z[err] is set equal to Z[err]+30323. The pseudorandom nunbers N err] are
then equal to ((X err]/30269+ Y[err]/ 30307+ Z[err]/30323) anod 1), where
X[err], Y[err] and Z[err] are floating pointi3wunbers, and "anod" neans t hat
t hese nunbers can be fractions. The floating point nunbers generated with

this al gorithm f orthe piduddraiidofy msnbelaqiroduce tyequatiohd dreto besfoating pyinmminibiers
encryption keys. The Ienath of such keys can ggcextended by concatenating a

plurality of the pBEWeRs &radnh. MYingd e Bt lat Je bilePAitERISRY $ush dloating: PAiBY

illustrated by FI dd f=TomvA HeGisEd 24y ¥nnttdidn }]Bﬁ, alReye- descri bed
RSA Al gorithm thgpsteeronﬁ]dgﬁ encr?/&g%aél t he secryet s§n’m§t i 8 k% with the

public key. For exanpl eAncikes pseadorandont mumbee gensratenthatean be uedyto geeaterasseerdt at
the termnal [s represented. by the |letters. SK I ng_equation of the RSA
A'Gor Chm. b sechetoR sy 5 taskd B, 8 oYY [ RlobrOREr ripe i pi
(encrypt ed nmessageuriformiyesiritiuid beeeh ORAES  Specifidatly Pthe lseeds BEYY, Mdi &, sfahal

to SK, and Cis the encrypted version of SK The exponent Eis set to 3. In
the preferred enboPscnigmndomyambers i aF injtiallycset toriptegercvaluss betwsen: | ard RW00; nt o

a message formt, 4l GluadtiddiPRuihelCRC ae M CIERRAGE b, The header
I Nt o e

provi des control mat1 on associatel with t encrypt ecf' secret key that
follows in the nmessage fiel &,=AT*X.i; madhiF7REIXai/1¢Bn be set 9 indicate

that the nessage field that ol t he ' rypt ed. ot her

wor ds, only ﬁﬁe secret key f %Tgaﬁé{"ﬂwmgg&gﬁ’g%crypt ed.l he header of
the nmessage is transmtted iZ)=t1he*@, eilod 178)-&3*Zgngeyuent |y, g)ysubstanti al

anount of network processing tinme_can be_saved at the RNC, since the header

i ndi cat es whet her HipaYy ofthecvalnes of ¥ec¥adZs 316 less than zero, respectively, then X, is set
equal to X +30269, Y, is set equal to Y,+30307, or Z, is set equal to Z +30323.

The pseudorandom numbers N, are then equal to ((X,/30269 + Y, /30307 +

15 Z,/30323) amod 1), where X, Y, and Z are floating point numbers, and “amod”
means that these numbers can be fractions. The floating point numbers generated
with this algorithm form bit patterns that are suitable for use as symmetric
encryption keys. The length of such keys can be extended by concatenating a
plurality of the pseudorandom numbers generated.

20 Returning to the method illustrated by FIGURE 4, at step 208, preferably
using the above-described RSA Algorithm, the terminal encrypts the secret
symmetric key with the public key. For example, assume that the secret symmetric
key generated at the terminal is represented by the letters SK. Using equation 1 of
the RSA Algorithm, the secret key is encrypted as follows:

25 MEmodPQ =>C
where (PQ, E) represents the public key, M is equal to SK, and C is the encrypted
version of SK. The exponent E is set to 3.

In the preferred embodiment, the terminal places the encrypted secret key
into a message format, which includes a header and message field. The header

30 provides control information associated with the encrypted secret key that follows

in the message field. A bit in the header can be set to indicate that the message field
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encrypted, and if so, only that portion of the nessage is to be decrypted.
At step 210, the termnal (118) transmts the encrypted secret key (O to
the GAN via the contacted base station (e.g., BS(1)). In the preferred
enbodi nent , wolssessecret key is used for the ensui ng comMmuIRCISHITEII07
Alternatively, at any tinme during the ensuing comruni cati ons session, the
termnal can generate a new secret key, encrypt it with the public key, and
transmt the new encrypted secret key to the GAN. The security of the
session is thereby increased, because by _{gducing the amount of time that a
particul ar secret key is used for a session, the |ikelihood that the secret
key will be brofsgifoliowsthe Heer i SickypRd. U Biher Words, Tty BE ¥&ed keffieRilTihe? 12,
the RNC (e.g., RNC(1l)) receives the encrypted secrét key (C) fromthe base
station, and de®esssgs i prergued. o The dipadesiaf ghe message i transmitiedhiny thegflearhe RSA

Al gorithm For ' ' v f_th ,thm the
recei ved encry p@é%@?yé 'tﬁ Ssbggan?%]%@%g 3%?%/‘%&&}@% &I’"Eﬁ ﬁ"ﬁ?fv‘s: Sﬁl{gg ?ﬁ it&,@ed

PQ err] M ( decr yRNeY sifeesthe teadés) indibesavhieiier thBsubsequeasmdssget fiedd Rrenvdprdkey,
and Mis equal to SK (s?cret ke,g)l. At step 214, the ensuing radio traffic
bet ween t he RNCEBSHH se+Rnly giahportipn pEthe message isdo R deen®tfdpt ed with the secret

key, which is now Kngifeg 1008k Rerniifal (N 1#RSmitd e eBETHIBR becrd KEP R o THMEL T i C

encryption algorithmcan be used to encry%té and deciypt the ensuing radio
traffic wth t hGASEvRthe coatactedsbashstation (§.8+ B&(dAapindhe prefsrred embodimentt thivze pass

Data Encryption I Lt h .a..Fast Enci phernent Al gorithm
(FEAL). As yet sa%‘ﬁ% ‘grﬂ%%ﬁ%'i %%gﬁéuéﬁgr@gpﬁ\‘pﬁ“? st é‘g‘&gﬁﬁ"ﬁ%rﬁg“?ﬁ; SA

Al gorithm to cr aing the &isbihg commuiiditibnk Sa4sipRi the tetminal €:dl defstateial deiwesetiel | man
"exponenti al key exchange", al gorithm can be used to let the term nal and

the GAN adPee oKeyaCRAEWRtdkWishibs pelic key. ppd [ransmitthe DS RFTYREAsSeRRst keypioith
schene, two nuMBaRg. (’I[h‘érsﬁturit bof ﬁc%&ﬁ&fi@%ﬁ%yti%ﬁ@&l%gﬁusﬁ B¢ r&%gilng'l!(xé;? of a

conmuni cati ons session, the NC transmts the two nu rs dl_rect
broadcasts the nmedntoEtime that & partioulat seatet kefhie usadrfora sessibpithe likelihgodithat

e e e B U el PR BT (1
primtive el ement of Afupg212, the RNO ¢s.g WIRNEX1)) tréczivex Rizrentrypted sgcretfkey k€Y r] nod
a) pr oducels al (f)r];mt trt}ee bgsle%rt;%g}:,sand decrypts the secret key using the private key part of the
RSA Algorithm. For example, using equation 2 (above) of the RSA Algorithm, the
received encrypted secret key (C) is decrypted as follows:
C’mod PQ => M
where (PQ, D) represents the private key, and M is equal to SK (secret key).
20 At step 214, the ensuing radio traffic between the RNC and the terminal is
encrypted and decrypted with the secret key, which is now known to both the RNC
and the terminal. A known symmetric encryption algorithm can be used to encrypt
and decrypt the ensuing radio traffic with the secret key, such as, for example, a
one, two or three pass Data Encryption Standard (DES) algorithm, or a Fast
25 Encipherment Algorithm (FEAL).
As yet another encryption alternative, instead of using the RSA Algorithm
to create a public/private key pair, a so-called Diffie-Hellman “exponential key
exchange” algorithm can be used to let the terminal and the GAN agree on a secret
session key. Inusing this encryption scheme, two numbers (¢, q) are stored at the

30 GAN. At the beginning of a communications session, the RNC transmits the two

numbers directly (or broadcasts the numbers) to the terminal. The numbers a and
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1,2..., g-1 of GF(q). _In order to generate an agreed to secret session key,
the two nunbers ([err], q) are transmtted directly (or broadcast) fromthe
GAN to the termnal. Alternatively, the two nunbers can be al ready resident
in the term nakbes/isér- vol atile nenory. The terminal (118) gewersegrorsdie
random nunber Xferr] (1 < Xerr]< g-1), and conputes the value of Y[err] =
[err] nbd q. The GAN (e.g. the RNC or base station) generates the random
nunber XG (1< XG <qg-1), and conputes the value of YGs[err] nod g. The
random nunbers can be generated at the ternmipal using the nethods described
above with respect to generating naturally occurring truly random nunbers

Yierr] and Yierr] qge iRt 1IRAYaTEH: i bies HERE ke taNeaRd

termnal . Upon receipt 'of the nunber Y[err], the termnal calculates the
val ue of K[ er r] =Y[tbe fihiten{fGaligs)| fiekd GFigd & &. 2-Uparl: apd aiipa figed priritive glgment of

Y[erft], the GAN c at es, 1 a f Kl errl, = Y[LEnr mgg:rr qg.
The nunber XT is &g@s‘stnc%%{&t k’g%f‘ r’ﬁkgﬁgéf)}%gnu@b%r alﬁlg{t 55%‘3"3%8‘% et
at the GAN, but thg2valgueofafF§).elrt drdesStorpenerkte anagred todebret dessidrekey, el twand
the GAN. The nunber K[err] is therefore used by both as the communi catijons

sessi on encrypt i orfMEDers (& Are Enswtied direqy Lor brerdrast) fom the, GANotor e fermmal, . xG
and would have to &mgﬁym@mn%&% bé A1RGay TeSiérh iRihe ethfdi’k mo%hﬁ?lci s a

I
prohi bitive conputation process. A significant security advantage o
usi ng the exponentmemoryeyThexeminald 1 t8)gen¢ratasiihe sandopy number Al < X Kqtl), and

required to nmaintain ret privabe key data r sis. )
sunmmary, when a co‘f?fﬂfﬁﬁ%éﬁ‘c’)‘ﬁ € LeksTBA r?%ia i F@Ggmo@rgﬁ@gqﬁ%%k@%eé‘a@ﬂm and
a termnal, the tefefbries the em@biv@amber XXy AR KG-D, Paddéonipules Yhe Vakie 4T, Hegn
continuously broadcast by the GAN, retrieved fromthe term nal's internal

menory, or r¥yuest@ed iy ohetrardonppumberg cantg seRFrated jahthe derpiina) ypipg theymetheds can
be used to decryptdésmsea%bb@mi&mésr&&qs g%érat_iﬁmamg&i&c&%, Mg tRkshnal

generates and stores a 17 naturally occurring random nunbéer as a secret
session (symetri cumbsss. encrypts the symmetric session key with the public

key, and transmts the encrypt.ed ' : ts
the session key with t%%ﬁa&e%@&%ﬁﬁéphﬁttﬁgﬁﬁ anr% %%aﬁ%grypt
t he ensui ng comunigdiiressit ofthie uinber ¥gahetenhinabeatvnlde’ythe valyy of Y=Y *eatudi cal
advant age of transferying a public key froma GAN to a ternminal at the
onset of conhuni caT8wsr N @.hAlpop Freciphrf the nHmper; Yoy the @AN BloR|atss the, walue of

K=Y.*; mod q=a**; mod q. The number X is kept secret at the terminal, the

number X is kept secret at the GAN, but the value of K; is now known at both the
terminal and the GAN. The number Kg is therefore used by both as the
communications session encryption key. An unauthorized user would not know
20 either X or X and would have to compute the key K from Y, and Y, which is
a prohibitive computational process. A significant security advantage of using the
exponential key exchange algorithm is that the GAN is not required to maintain

secret private key data on a permanent basis,
In sumenary, when a communications session is first initiated between a GAN
25 and a terminal, the terminal receives an asymmetric public key that has been
continuously broadcast by the GAN, retrieved from the terminal’s internal memory,
or requested from the GAN. The GAN maintains a private key that can be used to
decrypt information encrypted with the public key. The terminal generates and
stores a naturally occurring random number as a secret session (symmetric) key,
30 encrypts the symmetric session key with the public key, and transmits the encrypted
session key to the GAN. The GAN decrypts the session key with the private key,
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identity of the termnal in order to have encrypted comunications with the
termnal. However, a problemcan arise if an unauthorized user attenpts to
i npersonate a GAN and transmts a public key to the terminal. In that
event, as deworoghesgr bel ow, the termi nal can be configured trcmssshendi cate
the received public key and the identity of the GAN. For exanple, when a
public key is to be transferred froma GANto a termnal, the key can be
transferred with a public key "certificate". This certificate provides
proof that the associated public key and tjy owner of that key are
authentic. A "trusted" third party can issue the public key along with the
certificate, whi HoltCth ﬂhﬁa c;";}?& he
third party's |d£e\1{r?t|ty gﬁgﬁﬁg pu ?gﬂc %%hgﬁlgger |n(§§tﬁgnsg§;r%ha ssgérg%nt ain
the GAN s identi sepsiamdey heh psdmaryatbclumaﬂad\(antage Dﬁe'am&n'tmg rabhg key framw In

one aspect of th ver L an ansmt r lic
key to the termﬁQN‘| WHB‘? aigmgeonse[tﬁg 19 “8“??891 ttlhee&t“ﬁf ’Pd‘°§ ‘f
pre-stored (a priolnbw tﬁ&ndédw StulRcEimikil mgmaar:mhaw amrylﬁte@coﬁmmoau&{sqﬁm
di agram of a method that can be used to certify the authenticity of a

public key &nd tthe tecpigsl. oHOWér-kaeyrqmemcaa‘ msguﬁimuwgwam'&er RHEMRE Y dance
with the present; n')n‘ge S %Aﬁ%d%ﬁ{?% ﬁm)c ol tS‘H&'tEﬂJ\%xﬁsteQHg%geﬁ ?s“bl I C

key certificate and veri ylngltsa Icity begins a step
302, a "certifi cadseribed beibwi melm;mmnmquwﬁgumﬂmmhammtabmutccﬁm pobkier of

the public keyt bet sferr t termnal is prepared by a trusted
third party. The ‘f)’ E’F%‘H ﬁﬂ’ﬁ%@l on al so includes the public key and

the expiration date Oﬁoﬁbﬁnﬁ)ﬁf tvHeh Cpgblic/KeySik @9 bdQfansfefied TR/ b IGAN 10 ks
"unsi gned" certificate is processed with an irreversible alqorithm(e.g., a

18 hashi ng 181 gor temiggl, E"Skﬁ\‘%é‘“&“ﬁ%@%ﬂﬁ%*‘dﬁ“@%lﬁyaﬁe@ﬁﬁﬁie 30Bhis mxﬁqaatq s a
di gested or shor g&s&

certificate. tgg&g%fgamg&e I gest Pﬁ\? %Iﬁe ?‘g&g%gglgtp@gﬁg tgcnélc'
private key of a Aditfhusted e thiirdpaloty i can msuc/ﬂieqmbhg/kgaalnng iith fthe edytificate rwhaSA

al gorithm siml at eqyatiqgns 1 and ahove erive.thi ey
pair. At step 315“"'@"‘%? g&'ﬁﬁ‘ﬁl s\}g"é}“%eaa'“p’t?%fef’s‘:%ﬁ%% pqrg'as[ ideptity ﬁ‘@‘é
produced that copitdic’key.! The oértifitaiebdryalst @ntairy the GANBfi@entitt dndithd expiratich ng

the public key to be used for the comuni cations session) and the digest
i nformati on? whi @Me pEthe certificate, if any.

In one aspect of the invention, the GAN transmits the certificate and public

-

key to the terminal. In that case, the public key of the third party is pre-stored (a

priori) at the subscribing terminals.
FIGURE 5 is a block diagram of a method that can be used to certify the
20 authenticity of a public key and the owner of the key with a digital signature, in
accordance with the present invention. The method (300) of digitally signing a
public key certificate and verifying its authenticity begins at step 302. At step 302,
a “certificate” containing unencrypted information about the owner of the public key
to be transferred to a terminal is prepared by a trusted third party. The unencrypted
25 information also includes the public key and the expiration date of the certificate.
At step 304, the resulting “unsigned” certificate is processed with an irreversible
algorithm (e.g., a hashing algorithm) to produce a message digest at step 306, which
is a digested or shortened version of the information included on the certificate. At
step 308, the digest information is encrypted with a private key of a different
30 public/private key pair. Preferably, an RSA algorithm similar to equations 1 and
2 above is used to derive this key pair. At step 310, a digitally signed public key
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now encrypted with the certificate issuer's private key. The digitally
signed public key certificate is then transferred to the termnal that has
initiated contact with the GAN. At step 312, upon receiving the digitally
signed certifwoadsaoseéthe term nal's processor anal yzes the unpcuysgspos? and
encrypted portions of the docunment. At step 314, the unencrypted

I nformation is processed using an algorithmidentical to the hashing

al gorithmused at step 304. At step 316, a second di gested version of the
unencrypted information is produced at the fermnal. At step 318, the
termnal's processor retrieves the pre-stored certificate issuer's public
key from memory. ghintitl @eheRdby Bréngtdbal dobBinsdRE C BRI NG HSEY RitSithtibd oSt
information fromthe certificate. Another version of the unéencrypt eéx

di gest ed i nf or mat (ipeludipg tha publis\kep tabiiused fort the caapmanioations session) 1@d 2he digest

term nal conpares.the t.wo ver.siaon f encr ed digested inforgation,
and if the conpar é‘go 8?’%‘31?:}6‘3 103 q%agg&?lcvgxpx, [ﬂf ﬁé‘%{gg&? fsf‘%égtpéwgteéﬁeﬁ'n re
and the session pdififally sipredpeblizsiey reedificatelis truttb@sieired ol thettermtidlithdt eds

public key can now be used by the termnal to encrypt the secret session
key. Although a pitifaied eantastiybhithaeddNof t he net hod and apparatus of the

present invention has idihu ! : | | :
described in the foreg%?ﬁgpgé?hﬁdgg%g\gggfﬁgpﬁ%%???{&\?m&ﬁﬁiﬁg%ﬁﬁée%?g%ggt hat
the invention i s pokessonanalyzes ths unkrsriptridadd peenypteddiogtivnpefettic dbaument Aaptep| e

of nunerous rearr enment s di fLcatj.ons and substitutions w.,thou
departing fromt hgT‘g’pﬁrﬂeiW’eWn@#emfoﬁ@gmq xgr?r%gssgéysxp%m ﬁllggﬂ%mdlg?[%}ff@iimb‘{)et he
fol | owi ng cl ai ms. hashirfgl AgdTithrh used # stept3000 AtQtep 316 ¥ fcoriDdigestedutsici 6fANS
traffic between a nobil e communications network and a conmuni cati ons

term nal, cdBpri sPAgperypted information isqireduced)atLhe tepminal. | Ay stemd 1§, the fegminal’s
identifier associ J¥al [ o} ' i '
comuni cat i ons te?l;rﬁé%gﬁr&%g%e{% %diéi&’ d ? | rs'?c| ?ﬁ%ﬁl??‘ﬁﬂgﬁ&%ﬁe@tﬂgﬁ @s’gmj
conmuni cati ons t eusingadn RSAhalgorithmo dcnypiis rthe fenenypied gligese thfémuatios Hrai rtbbi | e
conmuni cations network: geperating.a secret ke sai d communi cat i on
Cermnal when.t ne changhe? AR Bkl SC R Sher et ¢RE BRTFRART R heRsy
encrypting said se@fddabed<¥tepi3n. Aistkp320! @ wWikital Gorifireshe Hd Gersions of the

15 unencrypted digested information, and if the compared information is identical, the

certificate’s signature and the session public key are assumed to be authentic. That
certified public key can now be used by the terminal to encrypt the secret session
key.
Although a preferred embodiment of the method and apparatus of the present
20 invention has been illustrated in the accompanying Drawings and described in the
foregoing Detailed Description, it will be understood that the invention is not limited
to the embodiments disclosed, but is capable of numerous rearrangements,
modifications and substitutions without departing from the spirit of the invention as
set forth and defined by the following claims.
25
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communi cations term nal; d encrypted secret key from sai-d -
conmuni cations term nal ; @N“!n%l ncrypted secret key at said nobi I e
comuni cati ons net worKk; ecei ved encrypted secret key wth
a private keyossposel pri vate key associated with said publieckspgmeewerypting
said communi cations traffic with said secret key; and naintaining said

encrypted comruni cations traffic between said nobile comuni cati ons network
and said communi cations term nal when the nobile comuni cations network

does not know an identity of said communi ggtions term nal. 20 2. The
met hod according to claim1, wherein the step of storing a public key
conprises the stwpagf1SeCPAINED IRY estoring the public key. 3. The net hod

according to claim1, further conprising the step of transmtting said
public key from sai dlnobi Ir‘\emgmmhﬁ@n mmptiwcommmcatioupmfﬁcweﬂceh agnabilpubl i c

key request from said. conmmuni cat net h cor di ng
{0 ol aim 3. wherRRApieER avR PR e ifiiors frmipal, CoBeRE0E B sRRERE
conpri ses the step oOfstoringns Publid rkay land Qr fibst iidentifier assbéisted ivaial eaid anabilpubl i ¢
key. 5. The met hod according to ¢laim3, wherein the step of conparing
further corpri sﬁm@‘%f'@ﬁ WWQ’F&F\W ?Q’F’HE]“‘S"&E"HS istmink key request from

sai d conmuni cati ons | %{\ﬁ;\ﬁ gh said
second identifier. ES&B&:%}%' samat tﬁ‘?&%f@%gdt;g%a%)%‘mﬁf éé}}g’lgnr?p? e steps
of receiving anc dewngpiientifies aneckivadc fropx said secbilet communicatiope meovorke dindt  a
radi o base station,in muni cati ons network. 7. The net hod

according to cl ﬁr?ﬁ“fm%atlé‘is%?rﬁg?ﬁgnﬁ%elﬁm&‘? decrypting said received

encrypted secret key gefierixfiigf seoret kéy atdaidadintunihtidtisteraimily ol ler in said

nobi | e conmuni cati ons net work.
10 encrypting saxd secret key with said stored public key at said communications

terminal; and

transmitting said encrypted secret key from said communications terminal.

2. The method according to Claim 1, further comprising the steps of:
15 receiving said encrypted secret key at said mobile communications network;
decrypting said received encrypted secret key with a private key, said private
key associated with said public key; and

encrypting said communications traffic with said secret key.

20 3. The method according to Claim 1, wherein the step of storing a

public key comprises the step of a priori pre-storing the public key.

4. The method according to Claim 1, further comprising the step of
transmitting said public key from said mobile communijcations network upon

25 receiving a public key request from said communications terminal.

5. The method according to Claim 4, wherein the step of transmitting
said public key further comprises the step of transmitting information to authenticate
said public key.

30
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8. ~ The nethod accordin Lm 1. wherein said nobile conmunications
network conprises a generiﬂ!ﬂﬂ ’mﬂu Lnetwork. 9. The met hod
according to claim 1, whef b "M cations term nal conprises a
nmobi | e term nuo98r1056110. The net hod according to claim 1, ViE/SEITOI4T d
communi cations termnal conprises a fixed termnal. 11. The nethod
according to claim1l, wherein said nobile communications network conprises
a cellular phone network. 12. The nmethod according to claim1, further
conprising the steps of: connecting a plurajoLty of service networks to said
nmobi | e communi cati ons network, a user of said communications term nal being

a subscriber to at |eagst OMpehethdd SecBidirigoiol CMindl, hEther e6mPAIINE tHeSstepastd
provi di ng a communi cati ons _path between said conmunications term nal and

said at |east onetr¥Pmitngsaid rrauest fromogidseommunicatians jgrmigal upgn saidgempgringod
according to clai Ef‘m’[ | ' | and said public key are
associ ated by an %Egipr go |t%ﬁ1&ﬂ1&.e&&élr eegert l(;td according to claim1,
wherein said secret key conprises a symetric encryption key. 15. The

met hod according to claim wherein the s f generatin secret key
conprises the step of genegpa’?WMWHT%%P@&B&W?‘F'FWQE?%‘F&&?‘%%@ 16.
The nethod accor didagyphing Ghidieftrypredigirét Key kitepetfofRePht DRABRY Wisé tich Maget
key conprises the steps of: detecting a received signal in digital form at

sai d conmuni cat i omebilecqommypicatienscnetwarkact i ng at | east one | ow order bit

fromsaid detected received signal. 22 17. The nethod according to

claim1, wherein the step of generating a secret key conprises the steps

of : 8. The method according to Claim 1, wherein the step of decrypting said
10 received encrypted secret key is performed at a radio network controller in said

mobile communications network.

9. The method according to Claim 1, wherein said mobile
communications network comprises a generic communications network.

15
10. The method according to Claim 1, wherein said communications

terminal comprises a mobile terminal.

11.  The method according to Claim 1, wherein said communications

20 terminal comprises a fixed terminal.

12.  The method according to Claim 1, wherein said communications

terminal comprises an unidentified communications terminal.

25 13. The method according to Claim 1, wherein said mobile

communications network comprises a cellular phone network.

14.  The method according to Claim 1, further comprising the steps of:
connecting a plurality of service networks to said mobile communications
30 network, a user of said communications terminal being a subscriber to at least one

of said plurality of service networks; and
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detecting a signal at an out put of i phone A/ D converter; and
extracting at |east one Icrm \ wztlmli“% sai d detected output signal. 18.
The nmet hod according to clik ,,_ insthe step of generating a secret
key conpri s8¥OSEt eps of . detecting a signal at an out puPCTSENM4Zech
codec; and extracting at |east one |low order bit from said detected output
signal. 19. The nethod according to claim1l, wherein the step of
generating a secret key conprises the steps of: generating a seed for a
pseudor andom nunber; and generating a pseuggrandom nunber from said seed
20. The nethod according to claim1l, wherein a |l ength of said secret key
is predeterm ned at Sibéldie®BobimamtdtioNspatithoiivddalsaid 2dmmurdibRiok® iedp@thaPgmor di ng
to claim1, wherein said secret key further conprises a plurality of

concat enat ed nunggid at leaspone ofiraidpluliy of seyicamalyorks. cl ai m 1, wherein the
step of storing said public key and said first identifier further conprises

storing an expiration date associated with said public key. 23 23. The
nmet hod accordi ng to clsi mThe metiodactondisgiodClaioninwhereih said privae keynard said
transmts a_ public¢ Kk request t%sai ile comunications network if

sai d public®key Wé’é‘cg-‘bf“fe socipjed ym’e“%f‘ﬁ%ﬁiﬁgﬂcor ding to claim1, further

conprising the steps of: changing said public key at said nobile

comuni cations network; and storing said changed public key at said

communi cati ons terni nkf.. JBe method apordingitoddainy biwhgreirosaid secvet Rey compsises n t he
step of changi ng i L. urther conprises the step of broadcasting
sai d changed pub?%%%@ﬂg'p%r&?@g@mm | e communi cations network for a
predeterm ned period of time. 26. A method for encrypting traffic between

onpri 51 ng ¢he ot eps BF: DHbARb FRORIRESASING kaypersib e Pt gEmmne s
communi cati ons N kky Edinprised the aleblof geleraMBiliheAly RBSrTing tiHdeA Mumbeai d
plurality of communications

18.  The method according to Claim 1, wherein the step of generating a
secret key comprises the steps of:
15 detecting a received signal in digital form at said communications terminal;
and

extracting at least one low order bit from said detected received signal.

19.  The method according to Claim 1, wherein the step of generating a
20 secret key comprises the steps of:
detecting a signal at an output of a microphone A/D converter; and

extracting at least one low order bit from said detected output signal.

20.  The method according to Claim 1, wherein the step of generating a
25 secret key comprises the steps of:
detecting a signal at an output of a speech codec; and

extracting at least one low order bit from said detected output signal.

30 21.  The method according to Claim 1, wherein the step of generating a

secret kay comprises the steps of:

This Sheet Has Been Replaced

AR




termnals including said first comruni cations term nal; generating a secret

key at said first comuni ' ' : encrypting said secret key with
said public key at said fﬂm"rmﬁumHm:lgﬂmms termnal; transmtting said
encrypted secrw@ W6 r om said fu rst eomruni cati ons term nal PCRSEWONI0Gg
said encrypted secret key at said generic comuni cations network; 24
decrypting said received encrypted secret key with a private key, said
private key associated with said public key; encrypting said traffic with
said secret key; and maintaining said encrypted traffic between said
generic conmuni cations network and said first comruni cations term nal when
the generic communi cat igefiérativgt a\eed felaegseliduirandoMiuaibet;d@dt ity of said first
comuni cations termnal. 27, The nethod according to claim26, wherein the
broadcasting step f urt {EERETaENEA psspdorandomspumber fom sajds¢8d-er ri ng sai d public
key froma radio network controller to at |east one base station in said
generic communi cations network; and transmtting said public key fromsaid
at | east one base stati2dn. Z8e meihiod acootdingdo fainmaricwhereina ledgdi ofisaid seanktckegi N
sai d broadcasjing ste congr' ses. the step..of tranﬁrri tting said public key
froma plurality o‘FpE)% tgraingd #t5aid qomruupicqtions ermipaly o nni cat i ons net wor k.
29. The method according to claim 26, wherein the step of broadcasting
said public key further_conprises the step of broadcasting information to
aut henticate said publi%- kg&hemeOWEBHB@%%Ebbr‘Mh‘ﬁgnts@}déP‘HﬂrﬁCZ@ﬂhef
wherein the step of; g&d;@ﬁ;aiiﬁgof%h&tgﬂghingmg&' further conprises the step
of transmtting, on request, 1nfornmation to authenticate said public key.
31. A method for encrypting communications traffic between a nobile

10 24.  The method according to Claim 1, wherein the step of storing said
public key and said first identifier further comprises storing an expiration date

associated with said public key.

25.  The method according to Claim 24, wherein said communications
15 terminal transmits a public key request to said mobile communications network if

said public key has expired.

26.  The method according to Claim 1, further comprising the steps of:
changing said public key at said mobile communications network; and

20 storing said changed public key at said communications terminal.

27.  The method according to Claim 26, wherein the step of changing said
public key further comprises the step of broadcasting said changed public key from

said mobile communications network for a predetermined period of time.

25
28. A method for encrypting traffic between a generic
communications network and a first communications terminal, comprising the steps
of:
broadcasting a public key from said generic communications network to a
30 plurality of communications terminals, said plurality of communications terminals

including said first communications terminal;
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comuni cati ons network and a communi cations term nal, conprising the steps
of : 25 storing two nunbers assocj d wwth a Diffie-Hell man exponenti al
key exchange al gorit hm‘ﬂlﬂl\ﬂ“ﬂ“ﬂ%ﬁhjg fier associated with said nobile
comuni catwoies/1eset wor k 1zaailg! tions termnal; OTsESIGIg07sai d
first identifier stored at said conmunications termnal wth a second

i dentifier received fromsaid nobile conmunicati ons network; generating a
first random nunber at said comunications term nal when the first
identifier matches the second identifierjp.generating a second random nunber
at said nobile comuni cati ons network when the first identifier matches the
second identifier,; eratifg & SecPelkely bt safdll firsOnBRGRGGoRABAGRAINUTDEr s as i nputs
to said Diffie- HelTman exponential key exchange al gorithm generating a
third nunber to be encoyptingsaid seeretrkey withysaisl public ey afrsaid firsteonuninication nal and
said nobile cogg)d{gli ations network; encrypting said conmunications traffic
wth said secre 86; and mai ntaining said encrypted comruni cations traffic
bet ween sai d nobi | etrangmittifg Gaiti enesypeat worek lendfrofi Qid GMdTLtdntMinicaiend er m nal -
when the nobil e conmruni cati ons network does not know an identity of said
comuni cafi onsteBflinal . The met hod according to claim31, wherein the

32.
step of SLOring twoBARELRI Gefieh S khew i ReiricRoPirhichu S GRIRINT 2 d

two nunbers. 33. ¢cording to claim 31, er conprising the
step of transm tti ndecrypting saidoreceivet encsyptedoneretdieyl withlai privatedwepLsaidprivagn s

networ k upon receivin requ fqr sai.d two nunbers from said
conmuni cati ons ?ye?sﬁ‘f%%‘flwnﬁ%@E@A{cq‘eafh@dnet hod according to cl aim 33,

wherein the step of erpyiing sdid traffictwieh saitbstpret R@s the step of transmitting
sai d reqtfgst from sai d conmuni cati ons

29.  The method according to Claim 28, wherein the broadcasting step
further comprises the steps of:

transferring said public key from a radio network controller to at least one
base station in said generic communications network; and

15 transmitting said public key from said at least one base station.

30. The method according to Claim 28, wherein said broadcasting step
comprises the step of transmitting said public key from a plurality of base stations
in said generic communications network.

20
31. The method according to Claim 28, wherein said first

communications terminal comprises an unidentified communications terminal.

32.  The method according to Claim 28, wherein the step of broadcasting
25 said public key further comprises the step of broadcasting information to authenticate
said public key.

33.  The method according to Claim 28, wherein the step of broadcasting
said public key further comprises the step of transmitting, on request, information

30 to authenticate said public key.
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term nal when said first not match said second identifier.
35. The nethod accordi nHI &'IBMW erein the step of storing said two
nunbers and said first i den corrpri sess toring an expiration
dat e associ at WO %#@sa1 sai d t wo nunbers. The met hod accorRETHEITVY4N ai m
35, wherein said comunications term naI transm’ts a request for two new
nunbers associated with said Diffie- Hellman exponential key exchange
algorithmif said two nunbers has expired. 37. The nmethod according to
claim 31, further conprising the steps of:-2hanging said two nunbers
associated with a Diffie-Hell man exponenti al key exchange al gorithmat said
nobi | e communi cat i ons 34et Way inethad dorsémtyiptigg semtiunitatioge thaffictbetwigh armobile sai d
conmmruni cations termnal. 38. The t hod according to, claim37, wherein the
step of changing W%Oxﬁd’ﬁ{)‘é’iﬂéaﬁ? EormuRIEAHoRS “la‘né?°§’PBﬂ“$)fhe steps of:
broadcasting said changith! W HEBES %sJoEﬁiEBS@MP' anﬁﬁﬁ&ﬁcﬂﬂﬁmﬁb&@ﬁﬁaﬁﬂé
network for a predeterm ned period of tine. . A nmethod for encryptl ng
traffic between aexgeange ﬂgomﬁmmaﬁmidmgien@mq@ withckaid mobiletcommunieationst | ons
T I | SAorkAE i e BlicadRbopiGasg | g o nurber s assoct at od wi th

an exponent ial key exchange a om Sai d generic conmuni cations

network to a plurali t)coﬁipamigmtmﬁsaidemrfsﬁbrwﬂaixﬁcommudlcﬁdm&dﬂnﬁnél Giith
conmuni cations term naI S. |‘r‘1é:'1 udi ng said first conmuni cations term nal;

generating a first sFeand iepcecelyeds from $aid JpobilsnFRMPURIEAtGAS neRoRk aad

generating a sec \{cﬁ@@m DpdiiémahedS@bdl; generi c comuni cati ons netvvork
using said first and second random nunbers as i nputs to said exponenti al
key exchange al gorit hraenqemaafmhgmaommmhemmépommumam@rmmh secr et

networ i entdypti ng. sabitper prnd Sl HimBR% S Sl Wb AN Bhadl, o

said encrypted 4dmdaffic between said generic comuni cat I ons network and

said first conmunications term nal when the
using said first and second random numbers as inputs to said Diffie-Hellman

exponential key exchange algorithm, generating a third number to be used as a
secret key by said communications terminal and said mobile communications

15 network.

35.  The method according to Claim 34, wherein the step of storing two

numbers comprises the step of a priori pre-storing said two numbers.

20 36. The method according to Claim 34, further comprising the step of
transmitting said two numbers from said mobile communications network upon

receiving a request for said two numbers from said communications terminal.

37.  The method according to Claim 36, further comprising the step of
25 transmitting said request from said communications terminal upon said comparing

step producing a second predetermined result.

38.  The method according to Claim 34, wherein the step of storing said
two numbers and said first identifier further comprises storing an expiration date

30 associated with said two numbers.
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generi c conmmuni cati ons know an identity of said first
conmuni cations term namam ““‘mm“ for use in encrypting traffic
between a generic co leccati oms hetwork and a comuni cations termnal,
conpri si ng:wans/gséess network included in said generic conRamSEIZOMENS
networ k; and access network nmeans coupled to said communi cati ons term nal
and associated with said access network, for storing a public encryption
key associated with said generic conmuni cations network, generating a
secret key, encrypting said secret key wid4h said stored public encryption
key, transmtting said encrypted secret key to said generic comunications

networ k; encrypting 3g9ai d Theahdthsd adcbidifgoClae BS! whe¥in sadCcofhiicationsng sai d
encr ypt ed traffic between said generic communi cati ons network and said

28 conmuni cat i dﬂ%nlp@rm'ﬁwts\ﬁh@ﬂ“Qsh§°fg%W‘t nuB\pREs nAseariatesh with saidoPiffietoes not _
know an identi t &Pgn% r?tﬁﬁ‘i‘ for use
in encrypting ?raq‘nf 8?11%2 &&Iz?hggé 6€I’I C lggir%’(rlr&ﬁ& &5%§%rslée(§%dr k and a
comuni cations termnal, conprising: first network neans for storing a

private encryption key, stribytin u‘gJa tlon key, and

decrypti ng an encrypted g‘bﬁf‘}??‘ ?‘BPBE’ é%oﬁm ectoﬂEF‘Emgré'!frﬁePéﬂmect ed
to said first nehNgh smw&nmﬁws BisSaslewith ADiFR-Helthar &ipBhdomia) Mbl ic
encryption key, said first and second network nmeans associated with an
access network of sa#xehagspalgprdthmorhsaidineebile sommuaicaliong newesk;zandess net wor k
e COuPt 20 ! O S br i Bl 205 nbiheth BPLi AU ASORHA! Gl 521 ¢
access network of sail eneril onmmuni cat'i ons né receiving said
broadcast public encryption key, generating a secret key, encrypting said
secret key with said received bI|c encrynp n rans ting said
encrypted}/%ecret keytt o H’eb* PEmES '"'@t Sﬁ%‘“ QTS‘@T&E‘%;&)

said traffic wi nambels T@eHep cotkfdises ARbrdpPdf HraldeAstiflg §aﬁa eheRBed dRS ﬂ.ﬁlnﬁcisaf f ic

bet ween sai d generic comruni cati ons network and saird
from said mobile communications network for a predetermined period of time.

[

42. A method for encrypting traffic between a generic communications

15 network and a first communications terminal, comprising the steps of:
broadcasting two numbers associated with an exponential key exchange

algorithm from said generic communications network to a plurality of
communications terminals, said plurality of communications terminals including said
first communications terminal;

20 generating a first random number at said first communications terminal;
generating a second random number at said generic communications network;
using said first and second random numbers as inputs to said exponential key

exchange algorithm, generating a third number to be used as a secret key by said
first communications terminal and said generic communications network;

25 and encrypting said traffic with said secret key.

43. A system for use in encrypting traffic between a generic
communications network and a communications terminal, comprising:
an access network included in said generic communications network; and
30 access network means coupled to said communications terminal and

associated with said access network, for storing a public encryption key associated
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communi cations term nal when the ge [ ni cati ons network does not
know an identity of said co E\ \&“}%\‘B&Wal 42. The net hod accordi ng
to claim1, wherein the step urther conprises the step of
requesting t WOPYIMSHC key frofn the nobil e tel ecommuni cati onFCHSENRO7When
the public key was not stored in the first place. 43. The nethod according
to claiml1, wherein the step of storing further conprises the step of
requesting a second public key fromthe nobile tel econmunicati ons network
when utilization of the stored public key i28-unsuccessful. 29 44. The
met hod according to claim 1, wherein the step of generating a secret key
further conpri seswithaidsgeasiit coinn@mitations nergrork) gernaingiangcreficeys eorgitin 8yidusi ng
a pseudor andom nunber se '“ﬁnccf' 45. The mat_hocil( according to c]aim44,
wherein the step SFECkINYIth Y pared auplic encyption key.i 3pgdrantmistingspidsaenpisti ng a
predet erm ned anmdyre: Ry th3Gid geRIREtofiunRafiodsmiwdrk, encrypting the
comuni cations traffic for a predeterm ned anount of tine, or responding to
a predefined request fromthe conmunications term nal or the nobile

comuni cati qns network,., 46. | C | t [ further.
conprising the step o?ménalﬁ isﬁg"@?‘ﬁ&%&eaﬁl %g%&%@ 3g?iriﬁanﬂa£}&?3 geh@egfe,
encrypt and tr ansBnimuivatibsy nebesrk @hd i @yminanichonswdrinil, cofmprisingat i ons

network to be used instead of the secret key. ) . )
first network means for storing a private encryption key, distributing a public

encryption key, and decrypting an encrypted secret session key;
second network means connected to said first network means, for
10 broadcasting said distributed public encryption key, said first and second network
means associated with an access network of said generic communicatioﬂs network;
and
access network means coupled to said communications terminal and
associated with said access network of said generic communications network, for
15 receiving said broadcast public encryption key, generating a secret key, encrypting
said secret key with said received public encryption key, and transmitting said

encrypted secret key to said generic communications network.
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