WD 03/ 044716 PCT/ US02/ 37080 AN EXTENSI BLE RI GHTS EXPRESSI ON PROCESSI NG
SYSTEM COPYRI GHT NOTI CE [ 0001] A portion of the disclosure of this patent
docunment worBAi41s6 mat eri al which is subject to copyri ght pomatSezsiosn. The
copyright owner has no objection to the facsimle reproduction by anyone
of the patent docunent or the patent disclosure, as it appears in the
Patent and Trademark O fice patent file or records, but otherw se reserves
al | copyright rj oever. BACKGROUND OF THE I NVENTION Field of the
| nvent i on [000‘1‘#’%’*@1@%@@1‘1 St EERRESSEONPROCESSING SYSTEM; essi on
processi ng systens and nethods for processing rights expressions. In

particular, the present invention is directed to an extensible granmmar
based rights expression systemand nethod to all ow processing of new
rights expressions. D scussion I rt [0003] Digital

di stribution of content by cont@h?%ngﬁjﬁb&gqét he Internet is a way to
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this risk thereby enabling.content, owners to protect and profit fromtheir
i g1 t 2l BROGHET X I GRR B RO ERTa ca e B oIS 6 Sruee i M
usage Pa@ht snd Prad&ARKEDfice Phtet R or tHABS b W XiRNHEQGS ANS Vﬁg&%{gh'tsg hts.
The term "content” is used broadly herein and includes di gltg wor Ks such
as nusi &hatsgeves files, text files, books, reports, video, nultinedia,

pi ctures, executable code, or any conbination thereof. [0004] Various

i npl enent ati ons of Rights Managenent Systens and rights associated wth

digital content are knownBagKROUDEROMpUEISVEHREI®ON S No. 5,629, 980, No.
5,634,012 . 5,638, 443, and No. 5,715,403. Hence, the details of Rights
Nanagengkﬁll—gﬁﬁwéﬁéd 1 not discussed specifically herein. As evident from
t hese r nce i s t st can take nany. for and can
ot oy SOl Sr B e IR TR 30 SHERE G et asPp S ot oo Tigs

PCT/ USO {c8td8 Gor prosessinpirights expiessivds. Thparmidtildr, @h®pres&ift ihvinfign Relingsmppaged,
the conplexity_ of associated rights and conditions, volune and ot her

rig !
f act or s 2 8505 lerpgimear hased rightsexpressign systampnd Redrd So Mlewgeiveessingyeft em
500 andnéxb?ights expressions.

Discussion of the Related Art

[0003] Digital distribution of content by content owners over the Internet is a way to
reach out to a potentially large market of Internet users. However; such digital distribution
comes with a risk of illegal, or otherwise unauthorized, distribution of the content. Rights
Management helps reduce this risk thereby enabling content owners to protect and profit
from their digital content. A Rights Management System is utilized to specify the usage
rights for content, or other things and to enforce the usage rights. The term “content” is used
broadly herein and includes digital works such as music, audio files, text files, books, reports,
video, multimedia, pictures, executable code, or any combination thereof.

[0004] Various implementations of Rights Management Systems and rights associated
with digital content are known as disclosed by U.S. Patents No. 5,629,980, No. 5,634,012,
No. 5,638,443, and No. 5,715,403. Hence, the details of Rights Management Systems are not
discussed specifically herein. As evident from these references, a Rights Management

system can take many forms, and can employ varying levels of complexity depending on the



associ ated workfl ow that can be used to distribute digital content.
Typically, when a user goes through an activation process, information is
exchangedwbeBmesme acti vati on server 502 and client appli ®ariusn2/508) and i s
downl oaded and installed in client application 506. Cient application 506
serves as a tanper resistant security:fonponent and contains the set of
public and private keys 504 that are 9ssued by activation server 502 as
wel | as other conmponents such as any necessary engine for par5|n
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allows exercise of usage rights. For example, rights label 510 may include usage rights for

viewing protected content 508 upon payment of a fee of five dollars, and viewing or printing
protected content 508 upon payment of a fee of ten dollars. Client application 506 interprets
and enforces the usage rights that have been specified in license 514 to provide clear content
516 that may be used by the end user.

[0008] The components and modules of the Rights Management system 500 c;m be
located in one or more than one device. For example, the activation server 502 and the
license server 512 could be the same server or other device, or plural separate devices. The
protected content 508 may be any type of content including a document, image, audio file,
video file, etc. Further details of Rights Management systems are set forth in further detail in
the references noted above, and consequently, are not discussed specifically herein.

[0009] Thus, Rights Management systems not only protect content, but also enable

content owners to manage the sale and use of their content by means of licenses. Licenses



exanpl e, when digital content is released to a distributor, |icenses may be
specified by content owners to limt distribution of the digital content
to a partwouBas47iegi on or a period of time, or to restri ®CTHS2/8MRE ent nay

be repackaged. O course, licenses thenselves nmust be protected as well
since they are a controlling facet det3erm' native of how content is used. In
this regard, licenses are typically digitally signed by the issuers so that
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[ 0010] irclpdecrgiiecxnrpssiaisity aﬁw&l&m@@gan@hfar@pd@ aspepiate usagy Tighs fuf catteifent | a

10Nt GLERO! iy Bl SEARES SoPLBIER 300l BRALYyoR GONidl Bt eFBAL. N

particu cont ai ns grant erenent§ whic
t he deteﬁhﬂlﬁlepfwﬂehedlgﬁﬂgeorﬂd:rg hik &ega@dt wda dfi’tﬁbtunf; lwensefmmaygjeaspecﬂ]ednb}ylt S

may speci fy a princjpal .elenment, ghts elenent, a resource el enent . and,
opt i on&PRIPNt eWResh i HIBHAIFHBHEM ¢ of ‘%ﬁ él%&ai Remteni to @ narHisvar TRgIRR OF pperigd of

Pri N1 Rithe, (Y9 foktrh By GHnfP ol N ePEIBRIE OLol:S, Holndll MRAED uist B O

access Or 'use the protecte our ces, e rights el enment nanes a
speci f iprotectghts (ellgingel thyy ammew,nnpthngt facat aipyermimitive ofjhowrconnt fseuseghr Imci pal

6l enentisgpuEiy €8s thuegBeE P ALK GIFELDY BRIFHE BpLPoRaT BORIN P
el enent, gﬂﬁﬁélf}}ﬁ§yﬁ@¥eﬁf?&ﬁl§éfb1@rb%1ngt1ﬁﬁﬁpr€treé i nposed on the right to use the
protected resource l'icense i's typically enbodied as a rights

expresq0on0] A rA gberseeyqpcailwndndem grans§latant, a@alhblpalafdcmsmnamght@lbmynt
correct | anguage const uct ased on.a efl convey ht s
i nfor rm?tlieﬁcﬂgce CREeAnd gpidnalit eonshtion ¢legfts q@i’ﬁ&%’o%h?eélﬁ%ﬁ%@ né

Xr M. TMgr thérel g?aﬂtr@%éﬁtgtwﬁléh 06fiestthatdelals dfehdTusdge Hihes SRS STIRN on@%r used
herein 1s not  be limted t | icenses in particular, but . refers to any

expres snomgraltteﬂiemays Mymdf_\by rheipRl glement, I‘ahlﬁgi@é nmenbw TeSPIE® cleptpnby

f f
useq nalth WpEALY-a Sp P Tmo” ik, BUEHET Sl RBiE PR Tl B et

and/ or drb@oemiHnRidatseho @s$aré BRngHdanE righteGRBEess P bRah plot@t@iesdurces] while
el ement, Tresource elenent, and/or condition elenent), as well as any ot her

appr oprth%lmhbxfﬂ@féglgl RABES a BPRCEiay BEht (4.4 I8y, evpY e BENlo §EPVRLP B’egwﬁnéo\i fiety
O ot L A TReBOW RGLEOPLPLBARYne BARANGCSRURNCPRe HBkect 8

resour st ai Ications construct

descri hgscitienmpk @xotwgdmtr@omrate@ raf@ theooptionn] comdapece]ethatt rspémﬁemyofondhtxgom; al
resources and i ghts granting ar adi . WD 03/044716 PCT/ US02/37080 4
SUMVARYh WWQ%@E\\@WT@D&% ‘Fﬁmé%‘g 1§EHEE - wi t h one aspect of the

pr esent[Obﬂ']ent | R jce e 1@%%9&&1&4&%@&7’5@5 rights expression. A rights expression is a

syntactically and semantically correct language construct, based on a defined grammar, to
convey rights information. As noted, an example of a rights expression language is XsxML™,
It is important to note that the term “rights expression” as used herein is not be limited to
licenses in particular, but.refers to any expressions that may be used by the Rights
Management system to convey information. Thus, the term “rights expression” and
derivatives thereof as used herein generally refers to expression of licenses, license
components and/or fragments (such as the grant element, principal element, right element,
resource element, and/or condition element), as well as any other appropriate expressions.
Moreover, rights expressions may be in a variety of different forms ranging from binary
encoded sequences that target resource constrained applications, to multi-level REL construct
that describes complex rights information for managed distribution of digital resources and

rights granting paradigms.



based rights expression systemfor processing one or nore rights
expressions is provided, the systemconprising an interpreter adapted to
eval uat e wbasi4yhé s expressions, the interpreter includi mgTarse2/smnsnore

pl ug-i n subconmponents configured to allow evaluation of the rights
expressions, a validator adapted to vgéidate conpliance wth conditions set
forth in the one or nore rights expreéssions upon authorization by the
interpreter, and a framework adapted provide an interface between the
interpreter and the vaH(ﬂﬁﬁ%ﬂﬂﬁgﬁT@fTTHEHSEEFHEQEb wi th anot her aspect of
t he present invention, an extensible granmmar-based rights expression
systemis provided for processing one or nore rights expressions, the
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aut horized by rant. "Preferably, the nmethod further includes the step
of addiingudmavequrstehati requests usage exghtasspbihied grithnarsasobigs dor # pgipalesipt @ssi on

systemto all ow processing. 03/ 044716, PCT/ USO02/ 37080 . 5 qof w rights
expr es sgri‘)tﬁstl,hamﬁ%si f 1He° gﬁgy}gﬁgf’ocﬂ‘?éedd@flfhng TSEHRT FT & BBy nt iﬁe c}?etﬁﬂ% new
rights QxhhRssitiSsteps of registering plug-in components with a framework, making a

programmatic call to the framework to authorize requests for usage rights set forth in the one
or more rights expressions, finding one or more appropriate plug-in components configured
to evaluate each of the requests set forth in the one or more rights expressions, invoking the
appropriate plug-in components, evaluating the request against the grant, and returning an
authorization result that indicates whether the request is authorized by the grant.

[0015] Yet another aspect of the present invention is in providing a method for
processing one or more rights expressions comprising the steps of providing an extensible
grammar-based rights expression system having an extensible architecture with an interpreter
adapted to evaluate the one or more rights expressions, evaluating the request against the
grant using the interpreter, and returning an authorization result that indicates whether the
request is authorized by the grant. Preferably, the method further includes the step of adding

new extensions to the extensible grammar-based rights expression system to allow processing



BRI EF DESCRI PTI ON OF THE DRAW NGS [0016] Figure 1 is a block diagram of an
extensi ble rights expression processing system in accordance with one
enbodi nerwOaB/084186 present invention. [0017] Figure 2 is aPolrask2/siosagr am of
the extensible rights expression processing system of Figure 1 in use.
[0018] Figure 3 is a schematic iIIust(ergtion of a rights expression
lifecycle in accordance w th one enbodi nent of the present invention.
[0019] Figure 4 is a schematic illustration of the rights expression

gener atof aewprighte saprestienss Whereindhe eyigpsionscdpinesienrntics ard, sy ot thegugve 3.
[0020] Fiqure 5 .s a schematic diagramillustrating the generation of a

ri ghtsrg(l%reé(?gﬁscs)lﬁﬁs'usi ng rights expressions as inputs. [0021] Figure 6 is a
schematic illustration of the rights expression nodification process stage

in the rights expression |lifecycle of Figqure 3, [ Figure 7 is a
schemati ¢ di agram i | | uSRIEFIRRSGRETION @gé%ﬁ? QM\%@% i ghts expression

during the rights expression nodification process stage. [0023] Figure 8 is
a flow diagram of a rights expression authorization process stage in the

ri ghts [98p6lessimpurkeilf Scylbek diaglingof en SxtehdIBla 4ighfsi exprassion ipgoasdihguystinagr am
illustrating the grant validation sub-process . in the authorization process
st age O aggeadancgmith engsmehogdimaent of theRreseat WveriQure 3. [0025] Figure 10 is a
fl ow di i 1d.ust rat i a 4.Qn. 5 ' .
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[ 0026] JfiFygire1idués a schematic diagramillustrating the grant resol ution

sub-process of _Figure 10 using exanple data., [0027] Figure 12 is
schenmat[PO18] | uskigereiis aotchgmpgioyHiustrierhglontights eypication lifesyolgn prepuiances i s

o 031 Oy e REEh) S elree BRI TR Gh s hanagement Systems can be -
appl i eq00e9Hi giRighreCP iy gnthéndlicoiluetratidnedbthe dghad) eqsressony paesatiopomdsegss and

the |like. For exanple, rights and conditions can be associated wth any
physi catagsrin therightsernsessionrifpgycleotfjligwe 3¢l ass, category, service, or other
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[0021] Figure 6 is a schematic illustration of the rights expression modification process

stage in the rights expression lifecycle of Figure 3.

[0022] Figure 7 is a schematic diagram illustrating the modification of a rights
expression during the rights expression modification process stage.

[0023] Figure 8 is a flow diagram of a rights expression authorization process stage in
the rights expression lifecycle of Figure 3.

[0024] Figure 9 is a flow diagram illustrating the grant validation sub-process in the
authorization process stage of the rights expression lifecycle of Figure 3.

[0025] Figure 10 is a flow diagram illustrating the grant resolution sub-process in the
authorization process stage of the rights expression lifecycle of Figure 3.

[0026] Figure 11 is a schematic diagram illustrating the grant resolution sub-process of
Figure 10 using example data.

[0027] Figure 12 is a schematic illustration of a Rights Management system.

[0028] Figure 13 is a schematic illustration of an item.

DETAILED DESCRIPTION OF THE INVENTION



Managenment system can be used, for exanple, to specify and enforce usage
rights and condition for any item such as content, service, software
program wWoads4ei€. In this regard, to extend the concep®PCofuSol/alose
managenent to tangible itens, an itemticket can be used to associate
usage rights with the item A Iicense6or other rights expression is
associated with the itemticket 600, “illustrated in Figure 13, with a
ticket specification that points to or otherw se indicates the item
ticket [0 i t Rights Meanagevontcsystens ¢anobe epdigdivipt digised raonteny; gad other lsmist hm or
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"i t em WhitheaccepsefdistEbutipns eycquiing; of ether usq it terka sendrolled; restrickds 53coxded; t em
The item.tickef cifi re d Hsag i gh d
condi t%eﬁ%‘e%a?ﬁh%g&gs@(?{&l?%fe (EE&V\AB{ § alrsl§ I%l egmé(li ﬁgl Udi ng?s 0 j'eglt‘hslfs’ %I gﬁ es,

cat egon@&pgemamdsysenyicag e fised, Wi etanysie, toasmeiy, andi snfordeutsage rights and
execution Is to be controlled, restricted recor ded, tered, char%%d,
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[0030] (S\Gxichd Wad c’écﬁfc@éj( (#frh Qﬂlrag ent RS tanEHM fbhK S B30 teRE df RnRBRESd by
specifying an 1temTeterence and any post license conditions 604 that
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not . yetm&ahhishi @focleds RambeCe humian fefddld 6N comphicieeddablei t@ipoh,i & loetle,600 may
be redeened. Access to the item 600 can be controlled using a Ii,%Fnse in
t he nadeeumensof jthe dikebovecqidingly.edis ephraseo “itcamtticket” refsrp (1A Y J@REIOIS Obf
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[0030] As illustrated in Figure 13, the item ticket 600 can be prepared by specifying an
item reference 602 and any post license conditions 604 that restrict redemption of the item
ticket 600. The item ticket 600 can be linked to the item through the item reference 602. The
term “linked” as used herein refers to any type of association, such as a description, a pointer,
or the like. For example, the item ticket 600 can include a unique code associated with an
item through a database record. When the code is presented to a vendor, the database is
searched and the corresponding item can be delivered. Item ticket 600 can also include a
human readable description of the item and any post license condition 604 not yet satisfied
such as certain location or time the item ticket 600 may be redeemed. Access to the item 600
can be controlled using a license in the manner described above with respect to content.
Further details of Rights Management systems utilizing item tickets are disclosed in U.S.
application - Serial No. 10/159,272 entitted METHOD AND APPARATUS FOR



designing and inplenenting rights expression processing systens is
conplicated and difficult. Various challenges are encountered in
support i rgotobe4dyham ¢ aspects of rights expressions andPapaiSOz3to8®n
environments. In particular, rights expressions may be static or dynamc.
Static rights expressions are statically defined to describe fixed rights
information, and therefore, may not be extended. Dynam c rights
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rights expression processing system implemented using an extensible architecture so that it
can be used to generate, modify, authorize, and validate rights expressions, whether the rights
expressions are static or dynamic without the requirement for a redesign of the rights
expression or any underlying schema or data dictionary. As described herein, the extensible
architecture of the extensible rights expression processing system allows dynamic processing
of extended rights expressions and new rights expressions.

[0033] Figure 1 shows a block diagram of a rights expression processing system 10 in
accordance with one embodiment of the present invention that may be used to generate,
modify, authorize, and/or validate grammar based rights expressions. As evident from the
discussion below, the rights expression processing system 10 is extensible to allow new
syntaxes to be added without changing semantics or grammars of existing rights expressions

to thereby allow accommodation of new rights expressions. It should be initially noted that



be inplenented with any type of hardware and software, and nmay be a
pre-progranmmed general purpose conputing device. For exanple, the rights
expr essi owWompBoessi ng system 10 may be inpl enent ed usi ngPETASNY T80
conputer, a portable conputer, a thin client, etc. The rights expression
processing system 10 may be a single dgvice at a single |ocation or
multiple devices at a single, or multiple, locations that are connected
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but combined together within the rights expression processing system 10, or divided into more

components based on the particular function desired. Thus, the present invention as
embodied in Figure 1 should not be construed to limit the rights expression processing system
10 of the present invention.

[0035] In the illustrated embodiment, the rights expression processing system 10
includes a framework 12 that allows interfacing of the other components of the rights
expression processing system 10. The framework 12 is the infrastructure component of the
rights expression processing system 10 that orchestrates the interactions among all the other
components of the system and the rights expression-processing functions performed by the
various components. Preferably, the framework 12 of the rights expression processing
system 10 is rights expression-agnostic, i.e. the framework 12 is not tied to any specific
syntax or grammar of rights expressions. Moreover, the framework 12 has an extendible
architecture with extensibility points that allows various other components to be added

thereto to allow processing of new rights expressions. Of course, in other embodiments, the

NVA241558.3



i nstead, may be inplenmented wth fixed conponents. [0036] The rights
expressi on processing system 10 of the illustrated enbodi nent al so

i ncl udes woOpanssne 14 adapted to all ow parsing and mani pul Cirarsons7os@t a. | n
particular, the parser 14 is a conponent that carries out the underlying
mani pul ati on operations such as input, output, syntax validation, and —
mani pul ati on of the rights expression %4 to be processed by the rights
expressi on processi&g)system 10. Preferably, the parser 14 is generic and
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syntaxes and granmars through use of extensible definitions, for
exanpl endidreondition elexrent)Tad welhahany ¢the3ppropater dxghassionkpr essi on processi ng

system t present enbodi nent alsg includes an interpreter 16

adapt erﬂagLv_al teé(alﬁlﬁgeﬁg}e %@W?@loﬂ%@' _ ?ﬁgﬁaé%ﬁ’&ﬁgorﬁmé%ﬁﬁ&ls?% 8 ovi de
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rights expression 24 based on the grant and/or the request set forth in

the ri gity toxphas shograps hasTheen ispuedrigrrefeaed then thepraneindt itheobiket ¢fi Ght s

expressiqn 24 .w t hout, condi tion,ther « ori zing unpi he
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the WO (h3éDARE 10sd3eTHkIN02/ AReBAtivel), the rights expression 24 may be a request that

comprises a usage right associated with digital resources, and a principal requesting use of

the digital resources. Moreover, the rights expression 24 may include a grant as well as a
request. The rights expression 24 may be expressed in any appropriate rights expression
language (herein after “REL”) such as XML or XrtML™. In the preferred embodiment, the
underlying parser 14 hides all rights expression-specific syntaxes and grammars through the
use of extensible definitions, for example, the XML or XrML™ schema.

[0039] The rights expression processing system 10 of the present embodiment also
includes an interpreter 16 adapted to evaluate and/or authorize rights expressions 24, and to
provide an authorization result. In particular, the interpreter 16 evaluates the rights
expression 24 based on the grant and/or the request set forth in the rights expression 24. The
interpreter then may authorize the rights expression 24 without condition thereby authorizing

consumption of the digital resources identified in the rights expression 24. Alternatively, the



interpreter 16 may conditionally authorize the rights expression 24 thereby
aut hori zing consunption of the digital resources identified in the rights
expr essi owodd/oo1They upon the satisfaction of one or nore ®omAiSN2/87080 t hat
are set forth in the rights expression 24. Moreover, the interpreter 16
may not authorize the rights expressio), 24 so that consunption of the -
digital resources identified in the rights expression 24 cannot be
consuned. [0040{ In accordance with the illustrated enbodi nent, the
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evaluate a spevézﬂl3 1c type of conc\l/l\%l)on, by Venf}]/"mg the value of a state variable, for example.

The extensible architecture of the rights expression processing system 10 allows new
validators that are configured to evaluate and/or authorize new rights expressions to be added
to the rights expression processing system 10. For example, a validator N (not shown)
implemented as a plug-in component may be added later to allow validation of a new
condition that may be expressed in the rights expression to be processed.

[0042] Furthermore, the rights expression processing system 10 also includes a rights
expression enabled component referred to herein as an application 22. The application 22
component represents the “user” of the rights expression processing system 10. The user can
be a creator, a distributor, or a consumer of rights expressions. Examples of application 22
include rights authoring applications and systems, rendering applications of digital content

such as multimedia, video, picture images, and musical artwork, and/or web-service



11 execution systens, etc. For exanple, if the application 22 is a consuner
of rights expressions such as a digital content and/or service rendering
appl i cat iwp,03ihg1@ppl i cati on 22 can utilize various conp®@aEnise2/afosd he
extensible rights expression processing system 10 to perform various
processi ng operations such as parsing,,,validating, or evaluating rights
expressions. [0043] Figure 2 is a bl ddk di agram of the extensible rights
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PCT/ USo2ghds grgyession processing system 10, all the rights expressions of a specific namespace that

may be evaluated and/or authorized by the interpreter 16. If the interpreter 16 is requested to

evaluate and/or authorize a rights expression, the rights expression is looked up to determine
if the rights expression was registered by the interpreter 16 which indicates that the
interpreter 16 is capable of evaluating and/or authorizing the rights expression. If the rights
expression has not been registered by the interpreter 16 thereby indicating that the interpreter
cannot evaluate and/or authorize the rights expression, the interpreter 16 interacts with the
framework 12 to locate a different interpreter that has registered the rights expression with
the rights expression processing system 10, and passes the authorization request accordingly
so that the rights expression can be evaluated and/or authorized. Of course, in other

embodiments, other methods may be used to locate the appropriate interpreter for evaluating



12 and/or authorizing rights expressions, and the above nethod is nerely
provi ded as one exanple. [0045] The interpreter 16 evaluates the rights
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request and the grant match one another, and the grant further includes one or more
conditions. Alternatively, the interpreter 16 does not authorize the request if the usage right,
the resource, and the principal of the request and the grant do not match one another.

[0047] If the interpreter 16 conditionally authorizes the rights expression 24, the
validators 20 allow verification of the satisfaction of the conditions prior to allowing the
consumption of the digital resource 26 identified in the rights expression 24. Each validator
(validator A to validator M) is preferably configured to evaluate one or more specific types of
conditions. Thus, the framework 12 searches and identifies the appropriate validator
configured to verify the satisfaction of the condition set forth in the rights expression 24 prior

to allowing the consumption of the digital resource 26. The search and identification of

appropriate validators may be attained by a method of registering and looking up conditions
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interpreters as described previously. O course, other nethods may
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that prRegmse texdvwbtibg gfdnfift paeiitin@saidapplicaidons.ne need for new rights
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an exanpre lrcen
rights granting paradigms which will entail use of new rights expressions and/or new

he

conditions. However, because the rights expression processing systém 10 in accordance with
the present embodiment is extensible in the manner described, Vendor A can build the rights
expression processing system 10 using the interpreter 16, and validators 20 that process
existing rights expressions. As the need for new rights expression and conditions associated
thereto arises, Vendor A can build new components to process these new rights expressions.
For example, new plug-in subcomponents for the interpreter 16, new interpreters, and/or new
validators may be built and added to the rights expression processing system 10 to process
the new rights expressions.

[0050] As previously noted, the interpreter 16 is a plug-in component that is adapted to
allow evaluation and authorization of rights expression 24 thereby providing semantic
meanings to rights expression 24. As an example, Appendix A shows an example license 50

for the rights expression 24. The license 50 grants a principal or other authorized person



for the rights expression 24. The license 50 grants a principal or other
aut hori zed person WO 03/044716 PCT/ US02/ 37080 14 holding a valid key, the
unl i m tedwoioght47i® view, print, and copy the subject "eBo®kT/UShws7080 fl at
fee of $25.99. [0051] Referring again to Figures 1 and 2, the interactions
between the interpreter 16, the franﬁ rk 12, and the application 22 of
the illustrated enbodi nent of the rights expression processing system 10

are as follows. Initially, the application 22 reqisters, pref by, ust ed
Bl g holdibsporidit e e B PPL T e o e iog gt &

val i da orfgsgaég, gamd any ot her supporting plug-in conponents. The
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previ ously described. [0052] The identified in ari ous
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genui ne, and verifying the resource. The int er[i)r ter.16 returns t K

aut hor iezalibtorand esthbtige the nghds exppisictadd, Sor FPmR ?agﬂyd’émgnrﬁ g\ﬁﬁéﬁ%‘e?ndthﬁg :
request is q%horized %pnd% fonally authorized, or not authorized by the
gi ven ﬁ’ipdﬂ‘?tgo soredghdy doxn %%053] |f the interpreter conditionally
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exanpl e of . how t Ll neQ @ﬁ:@t ¥l iifah& aanplicanee that tie pieipal is
condi t i%ﬁglo& erhsg%? ¥gﬁ%%a£et§{ rtessie n 24 and in other o
genuine, and verifying the resource. T he interpreter 16 returns the authorization results to the

application 22, indicating‘whether the request is authorized, conditionally authorized, or not
authorized by the given rights expression 24.

[0053] If the interpreter conditionally authorizes the rights expression 24, the application
292 can then invoke the appropriate validator 20 through the framework 12 to validate the
conditions required. This may be attained, for example, by having the application 22 provide
context data required for validating the conditions set forth. Using the context data, the
validator 20 validates compliance with the conditions set forth in the rights expression 24. If
the appropriate context data is not provided, then the conditions may be deem to be not
satisfied. Of course, the above described method is merely one example of how the validator
20 can validate compliance with the conditions of the rights expression 24 and in other

embodiments, other methods may be used.
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[0054] In the rights expression 24 exanple set forth in the |icense 50 of
Appendi x WO iBloet716 ee el enent is a condition associ ated w PeTaiS02/8f086 he
rights included in the grant to view, print, and copy the eBook. The fee
condition states that the application %% should only be allowed to
exercise the rights if, and only if, a fee of $25.99 has been paid. As
shown ipn the exar‘rPI e the validator 20 accesses a.paynent record zlervi ce
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rules: For every condition on the conditions Tist For every validator on
t he val valatatrthat thistconditioh banbenrsdiisfiedn val i dation If condition is valid,

skip to next. by exiting the inner for-]o |f.condition js invalid,
Lhen ;k[@%& t ot r?é&%ltsevglﬁhg&‘@g‘?é Boiad ¢ Ievlléﬂffeg%%%oqsi ey be Bfigfqrgy i the
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return a“success status Else exit validation process and return a failure
st at us. 2 Ga56hliGite dmase seyltipleecaalddions sal fattht inothernighés ezpressinsethgt epecsestanpl e

and ot her rul es be used.,i nst ead 0Q57] Figure. 3 illustrates.a rights
expr ess PO c@ﬁ%/ & aTGWO?lﬁq%c‘B%ﬂa@% ‘\7\%(11?1}%106?1 Z 6, 1, g&\?&ﬁ ﬁ}eﬁb O &Yt
i nvent i piked 08, R enpltNBe FlBHiAg @XRT666ndBs:| | fecycl e 100 includes four
basi ¢ process stages: generation 110, nodification 120, authorization 130,

and val i dat i ofiorexesy conditimyon e condidigns lisfy ocess stages are performed in this
sequence t 0 ensur Borpledpelid4dt ocRs &ilingoroist enf or ceabl e rights expression 104
in accordance with theyillustrated.preferred enbodinent. O course, in
. P d 1 . . !
ot her enbodi nents homevgf,'gﬁé'géqﬁeﬁce and/or the lifecycle itself may be
altered. [0058] As sho¥onditiorisyelidesk®,to thp githy ceitinestharior: BteeRr ri ght s
expressi on RE 104 are tfak@iion is invalid, then skip to the next validator
End-for (validators list)
End-for (conditions list)
If all conditions are valid, exit validation process and return a success status

Else exit validation process and return a failure status.

[0056] Of course, the above validation rules are merely one example and other rules may
be used instead.

[0057] Figure 3 illustrates a rights expression lifecycle 100 in accordance with one
aspect of the present invention. As shown, the rights expression lifecycle 100 includes four
basic process stages: generation 110, modification 120, authorization 130, and validation 140.
Each of these process stages are performed in this sequence to ensure proper processing of
enforceable rights expression 104 in accordance with the illustrated preferred embodiment.
Of course, in other embodiments however, the sequence and/or the lifecycle itself may be
altered.

[0058] As shown in Figure 3, rights data 102 and/or rights expression RE 104 are taken
as inputs in the generation process stage 110 and are processed, the processed rights
expression RE being indicated by added prime designations as it is processed. In particular,

rights expression RE’ 114 is created as an output of the generation process stage 110. Rights



as inputs in the generation process stage 110 and are' processed, the
processed rights expression RE being indicated by added prine designations
as it is woosessesd. I n particular, rights expression RE PCTASO%3WBEat ed as
an out put of the generation process stage 110. Rights WD 03/044716

PCT/ US02/ 37080 16 expression RE 114 ﬁ then input into the nodification
process stage 120 which transforns rig ts expression RE' 114 into RE' 124.
It should be noted that rights expressigns RE, RE, an E' .need not be
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rights expression RE'" 124 and nmay be again used with new rights data 102
in steppiotdss §tog60H01In whishl autherizedi dehis expeassiencREGE of Ite saltset dhadenfc rded
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print andsteppys.t he contents of the eBook, as long as they pay a flat fee
of $25.99. Wiile rights expressions_as may be expressed using a variety of

RELs, oh@O6GkEL Heshowlkl ke prirent that pasherf the @bpvrudesgribeth Prsess Ed%es | have dieibf
rights i .\ ] o) i i et
forth i Qopilatent RIGUARMEY, 1680 REalW Wit st @l aHRERRNAR FLallp ©
term"rpghtes stader dsalyomhic alovesgambry i an felfoek™ i asedrny clargfhthew expmpeseson
including fragnents, of licenses that_are not_enforceable b
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allow anyone holding a valid key that was issued by someone the publisher trusts, the
unlimited right to view, print and copy the contents of the eBook, as long as they pay a flat
fee of $25.99. While rights expressions as may be expressed using a variety of RELs, one
REL may be XrML™, As noted previously, an enforceable set of rights of a license XrML™
can be found in the rights expression 24 as set forth in the license 50 of Appendix A.
However, as previously noted, the term “rights expression” as used herein refers to any rights
expression including fragments of licenses that are not enforceable by itself and should not be
interpreted to mean enforceable licenses.
[0061] In order to generate the rights expression for the example eBook in the generation
process stage 110, various pieces of information should be made available. For instance, the
name of the eBook, the key that identifies the principal(s) wishing to use the eBook, and
information regarding the payment service that will process the flat fee of $25.99 for use of

the eBook should be made available. In Figures 3 and 4, this information is represented as



process stage 110, various pieces of information should be nmade avail abl e.
For instance, the nane of the eBook, the key that identifies the

pri nci palWe)o3misié ng to use the eBook, and infornmation r@gansongroshe
paynment service that will process the flat fee of $25.99 for use of the
eBook shoul d be nmade available. In Figyyes 3 and 4, this information is
represented as WO 03/044716 PCT/US02/37080 17 rights data 102, Figure 4
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expand the language.

[0064] Referring again to the example, if the publisher that offered the eBook wanted to
charge the same $25.99 for its use, but was required by law to charge the applicable sales tax
for its sale, the publisher, or someone on behalf of the publisher, may add a new rights
expression named “tax”. This new rights expression would be added into their own schema,
referencing the XrML™ core schema as a base. This allows the use all the rights expressions
of XrML™ schema along with their new rights expression. The ability to allow manipulation
of the rights expressions is most clearly illustrated in Figure 5 which shows a schematic
diagram 200 in which a new custom rights expression 204 is combined with a core rights
expression 202. The new custom rights expression 204 recites <sx:tax>0.0825</sx:tax>
setting forth the rate of tax to be applied. The core rights expression 202 sets forth the fee for
the eBook. The combining of the core rights expressions 202 and the custom rights

expressions 204 results in the generation of the combined rights expression 206 in which the



di agram 200 in which a new customrights expression 204 is conbined with a
core rights expression 202. The new customrights expression 204 recites
<sx: tax>0w083H4473&: t ax> setting forth the rate of tax toPoa/mppbiosd. The
core rights expression 202 sets forth the fee for the eBook. The comnbi ni ng
of the core rights expressions 202 andgt he customrights expressions 204
results in the generation of the conbined rights expression 206 in which
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To the extent that conponents of the rights expression grocessing system
10 do nedprésaives 20 apdenild Woik with Hreqrasses 1 véa Heframeavork &2 daerpluateshphient s
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expr es spRger AA6wBRMbEmPIY Ry the framework 12 if it knew of a component in the rights
expression processing system 10 that can evaluate and/or validate the “tax” element of the
rights expression 204. The framework 12 would then locate the required component(s) and
ask the component(s) to perform some action such as validating the syntax or any associated
data that accompanies it. To the extent that components of the rights expression processing
system 10 do not have the capability to process the new “tax” element, components
configured to process the new “tax” element can be provided to the rights expression
processing system 10. With the new components, the rights expression 206 may be properly
processed by the rights expression processing system 10. In this manner, the rights
expression processing system 10 is truly extensible to handle proper rights expressions.
[0067] Referring again to Figure 3, the modification process stage 120 of the lifecycle
100 entails taking existing rights expressions in some form, and modifying them in some way
to produce a new and/or enforceable set of rights expressions. This is a very desirable feature

as will be evident from the description of one example application herein. Referring again to
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expressions of the rights template 304 may be set forth in the manner below prior to the data

merge during the rights expression modification process 102:

<keyHolder>
<dsig:keyValue>
<dsig:RSAKeyValue>
<cgXrML: CGTOKEN TOKENNAME="<tokenName>" />
</dsig:RSAKeyValue>
</dsig:keyValues>
</keyHolder>

Once the key data has been merged with the rights template 304, the resulting enforceable

rights 306 may resemble:

<keyHolder>
<dsig:keyvalue>
<dsig:RSAKeyValue>
<dsig:Moduluss>
Idvypjad7XocaYhu9tXAYXaENF81i0VvWHBXvs5nGlySw7exuDOv2olgnNapHt z90viupZRQ/nEa
1i+6TSRuGsw==
</dsig:Modulus>
</dsig:RSAKeyValue>
</dsig:keyvValues>
</keyHolders>

[0069] Figure 7 shows a schematic diagram 330 illustrating another example method for

modifying a rights expression during the rights expression modification process stage 120 of



Once the key data has been nerged with the rights tenplate 304, the
resulting enforceable rights 306 may resenbl e: <keyHol der>

<dsi g: keywala®#716dsi g: RSAKeyVal ue> <dsi g: Modul us> PCT/US02/37080

| dvypj ad7XoaYhu9t XAYXaENf 8| i OWWHBxvs5nGE ySw7exuDOv2ol gnNapHt z90Ovi upZRQ nEa
1i +6TSRuGsw== </ dsi g: Modul us> </ dsi g: RRpAKeyVal ue> </ dsi g: keyVal ue>

</ keyHol der> [00691 Figure 7 shows a schematic diagram 330 illustrating
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[hustry

standard) depends on the level of security needed for the system application. Of course, a
rights expression may be modified to require such digital signatures to ensure that the
contents of the rights expressions have not been tampered with.

[0071] The authorization process stage 130 is the most complex process stage in the
rights expression lifecycle 100 of Figure 3, and in one embodiment described herein, entails
matching a request to exercise certain usage rights with a set of enforceable rights prescribed
in given grant or grants. The authorization process stage 130 in accordance with the present
embodiment encompasses various sub-processes which may include grant validation, grant
resolution, and grant matching.

[0072] Figure 8 shows a schematic flow chart 400 illustrating an example rights
expression authorization process stage 130 in the rights expression lifecycle 100 in
accordance with one embodiment. As shown, in flow chart 400, enforceable grants 402 and
requests 404 are used in the authorization process stage 130. The requests 404 may include
information regarding exercising right 405 desired, identification of an exercising principal
406, and a digital resource 407. The authorization process stage 130 of the present
embodiment includes grant evaluation 410, grant resolution 420, and grant matching 430 sub-

processes, each of which are described in further detail below. The authorization process
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elements for various elements such as the right, digital resources, digital identities (such as

key identifying the principal) set forth in the request 404 are sought for in the grants 402. If
the elements do not match, the grants 402 is deemed invalid in step 416. In the above regard,
the rights expression processing system 10 of the present invention is preferably adapted to
use plug-ins capable of performing a variety of comparisons to achieve extensibility. Since
the element matching step 450 and the supporting sub-components that provide this
functionality are implemented as plug-ins, new matching functions could be designed and
implemented to support matching of new elements.

[0075] If the elements do match in the element matching step 412, the signature
evaluation step 414 is conducted in the present example in which the digital signature of the
grants 402 are evaluated to verify that the grant’s integrity is intact. This signature evaluation
step 414 may also be performed by using a plug-in component. Such a plug-in component

may be adapted to also deploy pluggable components to perform digital signature evaluation
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are expgeplads ixtaricigoutas deattibed bgoand mat ching step 422 so that variations
and mt ?(;[(;797318 t ?r? ‘Eh%olfnsta;r?creedata binding step 426 of the present example, the variations and
mutations of the elements of the request 404 set forth as the element set 424 which may
match one or more elements in grants 402 are bound based on the instance data and set apart
in the matched and bound element set 428. As shown in the example embodiment of Figure
11, the grant 402 may contain elements where the granted principal is listed as including
anyone having the letter ‘A’ in its identity, followed by anyone identified as “Bob,” followed
by anyone has the letter ‘C’ in its identity. ~The request 404 may contain the exercising
principal as the list “Alice”, followed by “Bob”, followed by “Charles.” The resultant
permutations of the elements in the request 404 that allow possible matching are shown in
element set 424. It should be noted that the element set 424 is not the set of all possible
permutations of Alice, Bob, and Charles. Rather, the element set 424 contains only the

possible matches with Bob being in the second position, since Bob is not a variable element

and must be provided at the second position as set forth in the grant 402. In the present



provided in the elenent set 424. If no match is found, no resolution is
provided in step 427, and in turn, the request 404 is not authorized in
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i nvol vesaRéd hidhgo@RC ket @l mbsh tiod rdghest imhohawtharibd in step 490 of authorization
step 103 of the rights expression lifecycle 100 shown in Figure 3. Of course, the results from
the grant matching 430 sub-process may include one or more elements that perfectly match
the elements of the grant 402. In such an instance, the request is authorized accordingly. For
example, if the matching elements of the request 404 and the grants 402 do not provide any
conditions, authorization is issued without conditions as shown in step 470. However, if the
grants 402 do provide conditions, a conditional authorization is made as shown in step 480.
[0080] Again, it should be kept in mind that the above described processes of Figure 8
and sub-processes of Figures 9 and 10 are merely provided as examples only and may be
modified or otherwise altered in other embodiments to have different process sequences and
steps than as shown and described. For example, in the authorization process stage 130, the

grant evaluation 410 sub-process having the signature evaluation step 414 may be performed

anytime during the authorization process stage 130, e.g. before or after grant resolution 420



bound set 428 agai nst the evaluated, i.e. bound and conpletely resol ved
grant(s) that are derived fromthe grants 402. A grant is said to be bound
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anyt i maselty digalt ey, and terpayatenbof $2502% sBotht afghest30ndidions hiveftorbe velidaied er
grant resol ution 420 WD, 03/ 044716 P Us02/ 37080 24 sup.pr nd/ or

gr ant rﬁ’ﬁ?cgﬁ i%?f‘gasﬁ%a@@l Blehfsomay ke gﬁnt%{?rtgg UGt ﬁ@}e RSP ng{%i ?{oﬁ?‘“ﬂl&e

pr oces s@s,raliheadiR- A iRe 8SHRS tﬁ%@@ir&@ﬁ%mﬁbﬁt walslfolldw@t her enbodi nents. [0081]
Referring again to Figure 3, the validation process stage 104 of the rights
expressi O Fif ecyele 100 requires the validator 20 to verify the

sati sfacti Ok tike k- elzQYdint i20n8</sseitef Orth in the rights expression 104
prior to akwﬁmﬁygﬁfgédtonsunption of the digital resources identified in
the rights eéXxpEassion 104 as previously described relative to Figures 1

and 2. Thus, redeeriréxagy to the eBook exaﬂgle of the XrML.TM |i cense 50 set
forth in Appendj iR ¥ HE Ut i PBRFTY P PYEssi ons pl aced on the use of
t he eBook are.tdwe-verification of the wuser's digital key, and the paynent
of $25.99. BdthstefeRtsemes>condi ti ons have to be validated before the
associateg;fﬁiﬁﬂﬁﬁﬁﬁymﬁé granted to the user. The section of the XrM.TM

| i cense </&0taf Appendi x A that defines the required paynent is as foll ows:

<sx:fee> <sx:paynentFlat> <ax;rate currency=" '>25.99</sx: rate> .
[0082] pInythis example, the validator 20 processesy the%%?.% fEée dunjng the Va11d3t10n

process stage 140 with a preferred payment service, using the identifier “D04951E4-332C-
4693-B7DB-D3D1D1C20844” as designated with the serviceKey sub-element. Once the
payment has been authorized, the validator 20 returns a positive result thereby indicating
compliance with this condition of the grant. Once all of the other conditions have been
validated by the validator 20 in a similar manner, the associated rights set forth in the grant
are granted to the user. In this example license 50 set forth in Appendix A, the rights are as

follows:

<!--The right to play (view) is granted-->
<grants>
<cx:digitalWorks
<cx:locator>
<cx:nonSecureIndirect URI="http://www.contentguard.com/samples/eBook” Type="URL" />
</cx:locators>
</ecx: digitalWork >
<cx:play/>
</grant>

<!--The right to print is granted-->
<grant>
<cx: digitalWork >
<cx:locators>
<cx:nonSecureIndirect URI="http://www.contentguard.com/samples/eBook” Type="URL” />




<ax: paynent Recor d> <sx: st at eRef erence> <uddi > <servi ceKey>

<uui d>D0495| E4- 332C- 4693- B7DB- D3DI DI C20844</ uui d> </ servi ceKey> </ uddi >
</ sx: st atwBaBotemee> </ sx: paynent Record> </ sx: paynent Fl aPET/GS0%3708@E>
[0082] In this exanple, the validator 20 processes the $25.99 fee during
the validation process stage 140 witha preferred paynent service, using
the identifier "D04951E4-332C- 4693- B7DB- D3D1D1C20844" as designated with
t he servi ce/Ke SlEIb el enent. Once the paynent has been authorized, the

val i dat or _2{f "8t dfiAs. @ positive result thereby indicating conpliance with
this conditimmeof the grant. Once all of the other conditions have been
val i dat ed95§*>t he validator 20 in a simlar manner, the associated rights
set fordhmenritdterYécptis gatheeag-anted to the user. In this exanpl e license 50
set fortigrap endix A the rights are as follows: <!--The right to play
(view is"Gid %gﬁm ” <grant> <cx:digi taI V‘br k> <cx: | ocat or>

<CX: NonSec ur<e+:AgiséceedrndiRics"thit-tptd: / e teafsehptayrselTples/veBookK "
Type="URL" </°§ i"ﬁ/; .l ocator> </cx: digi taI W)r K > <cx: play/> </grant>
<I--The rLgfgopﬁo pr| W ois granted--> <grant> <cx: digital Wrk >

<cX: | ocat/er=pt> <cx: nonSecur el ndi r ect

URI =" htYF*1FYR®RR. cont ent guar d. cont sanpl es/ eBook" Type="URL" />

[0083] It should now be apparent in view of the discussion above, that the rights
expression processing system in accordance with one embodiment of the present invention
provides a novel and advantageous system that may be used to generate, modify, authorize,
and validate grammar based rights expressions. As explained, the rights expression
processing system may be implemented with an extensible architecture having extensibility
points to allow new syntaxes to be added without changing semantics or grammars of rights-
expressions to thereby allow accommodation of new rights expressions. This extensibility is
preferably realized by implementing the components of the rights expression processing
system such as the interpreter and validator as plug-in components.

[0084] While various embodiments in accordance with the present invention have been
shown and described, it is understood that the invention is not limited thereto. The present
invention may be changed, modified and further applied by those skilled in the art.
Therefore, this invention is not limited to the detail shown and described previously, but also
includes all such changes and modifications as defined by the appended claims and legal

equivalents.



WD 03/ 044716 PCT/US02/ 37080 25 </cx:locator> </cx: digitalWrk >
<cx:print/> </grant> <!--The right to copy is granted--> <grant> <cx:

di gi t al Wowb 03/0447¢6: | ocat or > <cx: nonSecur el ndi r ect PCT/US02/37080

URI =" htt p: // ww. cont ent guar d. com sanpl es/ eBook” Type="URL" />

</cx:locator> </cx: digital Wrk > <c&% opy/ > </grant> </grant G oup>
[00831 It should now be apparent in vi of the discussion above, that the
rights expression processing systemin accordance with one enbodi nent of
the present invention provides a ABPEMIBAY advant ageous system that may be
used to generate, nodify, authorize, and validate grammar based rights

expr essjons. | al. hed I ; i i tem may be
opl et R e R cRbitSften BREelabBitb A L EIo R e RUBFERE RS LY
al | ow ngilinsijedtreghe s Hewpgrigdaiercopytthosiibjeh deBrioky’ foe adlat feefd25 9pamar s of
rights expressions to thereby all ow accommobdati on of new rights
expressions. This extensibility is referably realized by inplenenting the
conmponent §°Y¥ t he ri ghts expressi nﬂgrocessing system such as the
interpreteff@ﬁgmyglidator as plﬂg?in conponents. [00841 While various
enbodi ment s ?Qﬁgﬁggmaance with the present invention have been shown and
described, it i<siz@trdervgtsood that the invention is not limted thereto. The

pr esengd?gﬁ&gﬁ%bf@%ﬁ Egmffstma@s%exwgtlanmgw%gz&q%aaibﬁfgu@sgm i ed by those

skille e addigModuldter efore, "this invention is not limted to the detai
shown and desgr#] ﬁgf@V?ously, but also includes all such changes and
nodification%mﬁﬁﬁ ¥hed by the appended clains and | egal equivalents. WO
03/ 044716 PCH-USQRAIEOBO) is Rted—>

<grant>
<cx:digitalWork>
<cx:locator>
<cx:nonSecurelndirect URI="hitp://www.contentguard.com/samples/eBook” Type="URL” />
</cx:locator>
</cx: digital Work >
<cx:play/>
</grant>
<!-~-The right to print is granted-->
<grant>
<cx: digital Work >
<cx:locator>
<cx:nonSecurelndirect URI="hitp://www.contentguard.com/samples/eBook” Type="URL” />
</ex:locator>
</cx: digital Work >
<cx:print/>
</grant>
<!--The right to copy is granted-->
<grant>
<cx: digital Work >
<cx:locator>
<cx:nonSecureIndirect URI="htip://www.contentpuard.com/samples/eBook™ Type="URL” />
</ex:locator>
</ex: digitalWork >
<cx:copy/>
</grant>
</grantGroup>

<sx:fee>
<sx:paymentFlat>
<sx:rate currency="USD">25.99</sx:rate>
<sx:paymentRecord>
<sx:stateReference>
<uddi>
<serviceKey>
<uuid>D04951E4-332C-4693-B7DB-D3D1D1C20844</unid>
</serviceKey>
<fuddi>
</sx:stateReference>
</sx:paymentRecord>
</sx:paymentFlat>
</sx:fee>
</grant>

AT r i msa e A



Appendi x A An exanple rights expression that grants to a principal or other
aut hori zed person the wunlimted right to view, print, and copy the subject
"eBook, " Wworozm4fhat fee of $25.99: <license> 50 <grant> PE€grisne/&osup>

<dsi g: keyVal ue> <dsi g: RSAKeyVal ue> <dsi g: Modul us> | dvypj

ad7XoaYhu9t XAYXaENf 81i OWWHBXvs5nd yS ﬁequO/ZOI gnNapHt z90vi upZRQ nEal

| +6TSRUGswW= </ dsi g: Modul us> </ dsi g: R\g KeyVal ue> </ dsi g: keyVal ue>

</ keyHol der> <!--The right to play (view) is granted--> <grant>

<cx: di gVe&laBi k> <cx:locator> <cx:nonSecur el ndirect

URI =" htt p: // ww. cont ent guar d. coni sanpl es/ eBool ¢c" Type="URL" />

</ cx: | deat orAn exiensiblg grrmmaphaged righty expresyion Sﬁﬁ?t@?la'fgf Praessing, gng P§HROLE o

print i [ - - > > <cx: . digital Wrk> <cx:|ocator>
<cXx: nonSecur F%gﬁo%l%é?ﬁ%g%&hﬂ 3: I }l%wv cont ent guar d. com sanpl es/ eBook"
Type="URL" /an intetprxtel adatal to evahnte GidorncadMboleightcaxppessivns,saidihtprpreter

<I--The right to co I's granted--> : .
incluging one or n?o%e pluggin subcomponents configured to allow evaluation of said one or

more rights expressions;
a validator adapted to validate compliance with conditions set forth in said one or
more rights expressions upon authorization by said interpreter; and

a framework adapted provide an interface between said interpreter and said validator.

2. The system of claim 1, wherein said one or more rights expressions is a plurality of

rights expressions.

3. The system of claim 2, wherein said one or more plug-in subcomponents is a plurality
of plug-in subcomponents configured to allow evaluation of said plurality of rights

expressions.

4. The system of claim 1, further including a plurality of validators adapted to validate

compliance with different conditions of said one or more rights expressions.

5. The system of claim 2, further including a plurality of validators adapted to validate

compliance with different conditions of said plurality of rights expressions.

6. The system of claim 1, wherein said one or more rights expressions includes a grant
that includes a usage right associated with a resource and a principal to whom said usage

right is granted.

7. The system of claim 1, wherein said one or more rights expressions includes a request
that includes a usage right associated with a resource and a principal requesting use of said

resource.



<grant> <cx: did talWrk > <cx:locator> <cx:nonSecurel ndirect

URI ="htt p: // ww. cont ent guar d. conl sanpl es/ eBook" Type="URL" />

</ cx: | ocawores/od47e: di gital Wrk > <cx:copy/> </grant> <PGTASOLBTO8p>
<sx:fee> <sx:paymentFlat> <sx:rate currency="USD"'>25. 99</sx:rat e>

<sx: paynent Recor d> <sx: st at eRef erence>,_ <uddi > <servi ceKey> <uui d>D04951
E4- 332C- 4693- B7DB-D3 DL D1 C20844</ uuid> </ servi ceKey> </ uddi >

</ sx:stateReference> </sx:paynmentRecord> </sx:paynentFlat> </sx:fee>
</ gr ant8 WO 118/ 41 of Gam USekyreinoeg or zore pEsaifl ghirp! Aghtyexnisssions i yles

gr anmar - bas L ght Xpr.essi : ' e, light s
cpr osdi A3 Meb i chs Fanes Fsh SSHShRE R o BIGEER IS ARG G Shle
sai d onRagd righi§gfah@dl s expressions, said interpreter including one or
nore plug-in subconponents configured to allow evaluation of said one or
nore rights expressions; a validator adapted to validate conpliance with

condi t ié? NS Sffe g}%’ieihll" of 1A g, W& e said interpreter is adapted to evaluate said request

based on said grant, and at least one of:
authorize said request if said requested usage right is issued in said grant;
conditionally authorize said request if said requested usage right is issued with one or
more condition set forth in said grant; and

not authorize said request if said requested usage right is not issued in said grant.

10.  The system of claim 9, wherein said request is conditionally authorized so that said
usage right requested in said request is authorized contingent on one or more condition set

forth in said grant.

11.  The system of claim 10, wherein said validator validates compliance with said one or

more condition set forth in said grant.

12. The system of claim 8, wherein said interpreter is adapted to evaluate said one or
more rights expressions based on said request and said grant.

13.  The system of claim 12, wherein said one or more rights expressions are evaluated by
said interpreter by comparing said usage right, said resource, and said principal included in

said request with said usage right, said resource, and said principal included in said grant.

14.  The system of claim 13, wherein said interpreter is adapted to at least one of:
authorize said request if said usage right, said resource, and said principal of said
request and said grant match one another;
conditionally authorize said request if said usage right, said resource, and said
principal of said request and said grant match one another, and said grant further includes one

or more conditions; and



nore rights expressions upon authorization by said interpreter; and a
framewor k adapted provide an interface between said interpreter and said
val i dat orwo 03/044Tne€ system of claim 1, wherein said one or PCOIES02/3TYRE S
expressions is a plurality of rights expressions. 3. The system of claim
2, wherein said one or nore plug-in su onponents is a plurality of
pl ug-in subconponents configured to al om/evaluatlon of said plurality of
rights expressions. 4. The systemof claim11, further Jincluding. a
plurality of netguthesize rséldaféﬁilﬁ?ékf spig usags Halttesaid sppricamNd sHd PrRAipal of spid
condltl xpressions. 5. The system of claim
2, furt%@ﬁﬂga%iﬁggﬁngdgﬁura@§¥0hg (ﬁh i dators adapted to validate
conpliance with different conditions of sai d pIurallty of rights

expressions. 6. The stemof claim 1, wherein one or nore rights
expr essidns T%FWEF@% 0§01@maﬁt whenehy saich interReter 4s @é’é"él tpicyAlatssadcFartRy Hi th a

resourc ]@&rq%eaoqubﬂ%ﬂg saltd 4 3(}%}%@11% é’ﬁ%ﬂ% 51 {ﬂtte hiid Qﬁtﬁgﬂtﬁﬂtmg iss é}eof

system o aim e|n ts expressi ons udes a

r equest said pat.i ncl udes a usage ri ght aSSOC|ated with a resource and a
principal requesting use of said resource. WO 03/044716 PCT/US02/37080 28
8. The systemof claim?7, wherein one or nore of said plural rights

expressi@ns TRCLHALS of em%avntvh%ﬁ%{ sdid ﬁlté&gf‘e‘%erqs ld§ﬂﬂé‘d fo engaluaeesmpfe@lh@ﬂ b‘9'1 th a
resource and a principal to whom said usagg rig is granted.

syst em gifleast anewBiutheingicating il princmadrapdercs m&saa@aqaoverdet o eval uat e sal d
request based on said grant, and at |east one of: authorize said request
if said requested usage right is issued in said grant; conditionally

aut hori zg SaiHe cPAGASH ¢lhinPal GurkiRAWSEIpEing SAOEpplicatién it iintstiacks Wvith saide or
more condition set forth in said grant; and not authorize said request if

sai d r efjamsved topagdde paidone er mete gty edressionafosad BRIPTEl. The system of
claim9, wherein said request is conditionally authorized so that said
usage right requested in said request is authorized contingent on one or

nore congli ti The $@étemf of thirhnl % aikbrginasaid apdlicafibe is yes tieast @he odfar rrebfor, a
wherein said validator validates conpliance with said one or nore
condi t | Sistrbutors gydacqngumgy of sgidee or more rights expressions.

19.  The system of claim 17, wherein said application is at least one of a rights authoring
system adapted to author digital content, and a rendering system adapted to render digital

content.

20.  The system of claim 1, further comprising a parser adapted to manipulate said one or

more rights expressions.

21.  The system of claim 20, wherein said parser is further adapted to facilitate processing

of new rights expressions.

22.  The system of claim 20, wherein said parser interfaces with said framework to

provide said manipulated rights expressions to said interpreter.

23.  The system of claim 1, wherein said interpreter is adapted to be expanded by adding

additional plug-in subcomponents thereto.



12. The systemof claim@8, wherein said interpreter is adapted to eval uate
said one or nore rights expressions based on said request and said grant.
r 13. Thewoyspetmef claim 12, wherein said one or nore ri @ETAISOXPIBESi ONS
are evaluated by said interpreter by conparing said usage right, said
resource, and said principal included % said request wth said usage
right, said resource, and said princip included in said grant. 14. The

systemof claim 13, wherein said interpreter is adapted to at |east one of.
aut hori 2 salke rsostamstofi ¢laiaj 3P, uwheein sgisk addisiogal inc subcompoggnty are
princi pal_-of i . a I ch one another; conditionally
aut horiczoélﬁgg e??%%%‘é%t%:ﬁ?ﬁ%na%e@ et%)?ighsfs@gai d resource, and said
principal of said request and said grant match one another, and said grant
further includes one _or _ nore conditions; and WO 03/ 044716 Pg%ﬁu g§/37080
29 not Aut hoFheeysiem of Flaimes:y fifhes spuprsRgedditigrel validatery adapifdcle validates aj g
princip, i al d: : LiBch one another. 15. The
system %P@{ag?%{vgtyc\%ﬁ@ygﬁiseggﬂt |ﬁ9§%%ﬁ%lﬁgf)g&aﬁapt ed to evaluate said
grant by at |east one of decrypting said grant, verifying a digital

signature, and authenticating.issuer of . said.grant.. 16. The system of
cl ai m 726-whefBs pysiem @f; HREY br %?@Fr PYmBIaERE @G&Pgmév‘?ﬂ‘&gﬁ)g §%pffﬁr@q idptey
at | easéosn)?@ﬁngé wiHoBERtbgodds Rl fwPinE bRbssicRad ver i fying said resource.

17. The tem claim1, further conprising an application that
interfaces with said franmework to provide said one or nore rights

expressjions to said interpreter. 18. The _.system of. cl ai ./ | aid
appl i caﬁ)'on 15‘51”‘3&10_&6#% tpr%c%ésnag °4° ¥ 8o flg%ts eﬁgqsﬁﬂoﬂﬂf%cmféig 3\/\%%]([:1%%3[} B%er of
sai d ongqRéstd"BhRagd HPItSas8Hd4tES Wit resblrce TO€ aSprsicphl OdndCh airant kifat whirk @l n
said application Ts at |east one of a rights authoring system adapted to
aut hor 'elage tight asseaiaied withrsdrespuresfaenringipg)spidimethad canpEygng g taps @i t al
content. 20. The system o i i onprising a parser adapted to
mani pul at e s%ﬁg%f?%jﬁ‘épl%gn}nn%‘)rng‘lo?lle%gvgthe%%%lggé?%hs. 21. The systemof claim
20, wherein fakihgpapdgfanisaticuitdinersakitfpheotkaofadidrize atquepts doessigagightsf new
ri ghts expressions. 22. The, s%gstem of claim 20, wherein said parser

i nt er f ageb ol irpaicheng or magrewishie epressions;

finding one or more appropriate plug-in components configured to evaluate each of

said requests set forth in said one or more rights expressions;
invoking said appropriate plug-in components;
evaluating said request against said grant; and
returning an authorization result that indicates whether said request is authorized by

said grant.

28.  The method of claim 27, wherein said step of returning said authorization results
includes at least one of authorizing said request, conditionally authorizing said request, and

not authorizing said request.

29.  The method of claim 28, wherein if said step of returning said authorization results
includes conditionally authorizing said request in which said requested usage right is
authorized with at least one condition set forth in said grant, further including the step of

validating satisfaction of conditions set forth in said grant.



provi de said mani pul ated rights expressions to said interpreter. 23. The
systemof claiml1l, wherein said interpreter is adapted to be expanded by
addi ng awoiosioettaé pl ug-i n subconponents thereto. WO 03/ 02€¢TA02/37080

PCT/ US02/ 37080 30 24. The system of claim 23, wherein said additional

pl ug-i n subconponents are configured g? al | ow eval uation of new rights
expressions. 25. The system of claim23; further conprising additional
val i dators adapted to validate conpliance with conditions set forth in

sai d neddri glhe mekmdeaktlons 27pwherpib step o evplypting sfifrequest pgaRst sBEnBANsi ng
addi tiopaj, g %}.t: lgzgs% 8hS ofdlARd Bl s%%i fuﬂf?ctﬁ]gatlh%@%h&‘ﬁgg SaitriBufegndi tions set

forth i Honew S expressions. for ocessi ng one or nore
ri ghts expressions including a request that requests a usage right
associated with a resource for a princjpal, and a grant. that |ssyes

usage rphht ABeseathadeal wlatm %, rewEtin s8id Her of valipting said JPgpeye peRbSt said

rPbht flotm 2, el et 3% | )
raking. S STl ORI phE RS Re DD s QURERRD o Sl sl

usage r aghémsticathed ishatrolisaid geait.d one or nore rights expressions; finding one
or nore appropriate plug-in conponents configured to evaluate each of said
requests set forth in said one or nore rights expressions; invoking said

appropr sat e Ryl CHIRAREM Sherd i 28duRst ifathbes £EKASS Hgﬁ%gdﬁé‘te@%ﬁtﬁ a
grant; and returning an authorization result that indicates whether said

r equest rdssutaetinda priedipblyrequativg gsaof sai@®sotine, andtshidozramt in¢luden Dmagariehiei n
said step of retyrning said., authori gati on reqs)ul tg .'hplcl uql(-{;gd at | east one of
aut hor i 39RgAEEHVA Ares e anda BRTBH AP PO SHGPTABP AgT s R T &uest, and  not
aut hori zing said request. 29. The nethod of claim 28, wherein if said step
of returning said authorization results includes conditionally authorizing

sai d regdest The mutheth of glaim ¥y véisrein saishgfep of givelupting suif Feayesk agaipst Haisk

et B SRS ShoBld FHA TR T oL PR LT bR OISR
PCT/ USO24qaé@8Ath s3ild dddge Filght, ait haduak, aldaid Rincipdd éicdidedsh eqid gfaneval uat i ng
sai d request agai nst said grant
34.  The method of claim 33, wherein said step of returning said authorization results
includes at least one of:
authorizing said request if said usage right, said resource, and said principal of said
request and said grant match one another;
conditionally authorizing said request if said usage right, said resource, and said
principal of said request and said grant match one another, and said grant further includes one
or more conditions; and
not authorizing said request if said usage right, said resource, and said principal of

said request and said grant do not match one another.

35. The method of claim 27, further including the step of processing one or more new

rights expressions.

36.  The method of claim 35, further including the step of adding a new plug-in

component configured to allow evaluation of said one or more new rights expressions.



i ncludes at | east one of authenticating said principal, and verifying said
resource. 31. The nethod of claim 27, wherein said step of evaluating said
request awye@imsy47s@i d grant includes at | east one of decrypiusg2/sasa grant,
verifying a digital signature, and authenticating issuer of said grant.

32. The nethod of claim 27, wherein sa|39 request includes a usage right
associated with a resource and a principal requestl ng use of said

resourc sai t L udes a usage ri assocjated with, a resource
i a pe7ner e rahdloha 6. e Pahin o oimen BEBs P Holse
claim 3%ew‘i‘€tﬁfe§ﬂ IhdSPhély v 2D ffth &R IHALE MG §8) Of HEAYEAL n@’@%ﬂ%’ifn SAiysbneff ant

i ncl udes conparing said usage right, said resource, sai d princi pal

i ncl udetb ¢valsid @ldn@qmmtastvagahswlcthmg@at right, sai d resource, and said
principal included in said grant. 34. The nethod of claim 33, wherein said
step of returning said authorization results includes at |east one of:

aut hori zgng @k theiRALEHaihf 375 fﬂu@héﬂ m&hﬁ% &{&tsteps@ﬁ I‘étuhﬁﬁgldﬁ‘éﬁmoﬁi‘edloﬁ%ﬂﬂt
princi pal of said request and sai d grant match one another; conditionally
aut hor i fhahindicsies whethes seidinewsgiieestisagthorizethby sadingwrgganur ce, and sai d
princi pal of said request and said grant match one another, and said grant
further includes one or nore conditions; and not authorizing sai d request

i f sai d3gsag&heinghibod sALEIh BSOWhHeRiIn ﬁmildsétepl ofrétofiipa baidfauthodisiorekpeisd and
sai d grant do not, match one _another. 35. The nethod of claim 27, further

i ncl udi fgludes cendiionsliyppyherdans gaid mevorednettdn Fallich spigHequesicdr ey sight 136,

The net Ll in
conponeH@qcon guredI% %S(g Og%”f{))l\gvtﬁ{el(\)/% Ea | oﬁlgsgiﬁ%‘?g%%g{%?&g%ér]gmﬁ%\%% %t‘gwg
expr essNdmlng\&maidﬂ@ﬂbfGOIRHI[éﬂd%Qfo&ﬁGB@aid&EWEg}antThe met hod of clai m 36,

wherein said one or nore new rights expressions include a new request and
a new grant, further including the step of using said new plug-in conponent

to eval ygte §@LdLBEWIT&AYRSH 392iTer SREMAMEIHY &b oisﬁd?]lﬁgea RN ﬂl £

claim 37, further including the step of retlrning an aut |zat|o result
that i ndompdmmt vhreiguegd tsanaﬁdatemomphmmstwnhscoadttimm setdartibin saad wbwgrangr ant .
39. The nethod of claim38, wherein if said step of returning said
authorization results includes conditionally authorizing said new request

in whichysai d 8a4eH16 GrasRdLbided HahtsSexRbHsRAI dyaReh Wil froddssinB e @NBore
condition set forth in said new grant, further including the step of
rights expressions, said system comprising:
a framework having an extensible architecture with one or more extensibility points
for adding extensions to said grammar; and
an interpreter adapted to evaluate said one or more rights expressions;
wherein said extensions define semantics and syntax of new rights expressions to

allow processing of said new rights expressions.

42.  The system of claim 41, wherein said interpreter is implemented as a plug-in

component.

43.  The system of claim 41, wherein said interpreter includes one or more plug-in
subcomponents configured to allow evaluation of at least one of said one or more rights

expressions.



val idating satisfaction of conditions set forth in said new grant. 40. The
nmet hod of claim 39, further including the step of adding a new plug-in
conponentwoaafigus ed to validate conpliance with conditi oRETAS02/88¢ h i n
said new grant. 41. An extensible grammar-based rights expression system
for processing one or nore rights exprgssions, said systemconprising: a
framewor k having an extensible architecture with one or nore extensibility

oints di ng, ex Sio sai d, grammar; .and an i terpret er adapted
F o eval u‘g e ?gl? Yg‘;%l%f ggr Rfweia saidy gp@&rfe@ﬁ?a%@ﬁé? Ee §3pAded P¥RLBES
define sgBnhe %%L%Jﬁ %%oﬁénti‘%lﬂ‘ér@fo% hbRl ARHESS! gﬁl -ih Osu}i@&%l\lﬁdiﬁeﬂfsoﬁgiﬁ I ng

of said new rights expressions e system of erern sa

i nt er pr exoafigireditorpllesienalaatiapofaepl nights expressippenent . 43. The system of claim
41, wherein said interpreter includes one or nore plug-in subconponents
conf | gured to allow evaluation of at |east one of said one or nore rights

expressifms. MR §3eBAdT ABNPET/ WMReh348Re 03 ndtd ng]itkee@Ye%h%H& Blenfdegh @réh"e

wherein said interpreter is adapted to be expanded by addi ng additional
pl ug- i n tBebeeldenensase Hehteassociaied dVlﬁddlrﬂzsoml and| fugrmmpdmcwhqm)mard Bsagei ng

f | u h f
el ai m 4z oL Bl B F el hnd i B R BRI e fu oot M £

t hat i nqiriidal fequeiag ust ghéaidfsogcated with a resource and a principal to
whom said usage right is granted, and a request that includes a usage
right associated with a resource and a principal requesting use of said

resour ceys 46. THENGRYSLEMAh £ W @r']e%? saitfie ereP?d apperdetropé’v%{u%{e 5S4 %(Ijlg g)téed

to eval uate sai one or nore t'S expressions npari ng sard

right, saom mgﬁmlﬂxpnesmemadbﬁ a:bnllppmngl(sa1ﬂalhsag¢ mglhud@di Ireﬂ;oﬁmbdallid?(ﬂaidsﬁnm 1
sai d usa el Eﬁi’g aid resourc and .sai d BI’I nci p i ncluded in sai
grant. 4%t ifé‘f ESAUEst it sl Agags wghte s §%ﬁ°&lﬂienfﬂé‘1’ Eﬂflélpémcipé« Hehyeddnt o
at Ieastsam aftf authorize said request if said usage right, said resource,
and said principal of said request and said grant match one anot her;
condi tionally aut hori ze said request if said usage right, said resource,

22? dsglr qﬂt pri ggte]inrpéfl E%I d ﬁv léree% s gntgr%}egerqsr ggatptergit% %p legsrlceon%%%t her, and
authorize said request if said usage right, said resource, and said principal of said
request and said grant match one another;
conditionally authorize said request if said usage right, said resource, and said
principal of said request and said grant match one another, and said grant further includes one
or more conditions; and

not authorize said request if said usage right, said resource, and said principal of said

request and said grant do not match one another.

48.  The system of claim 41, wherein said one or more rights expressions include

conditions set forth therein.

49.  The system of claim 48, further comprising one or more validators adapted to validate

compliance with one or more conditions set forth in said one or more rights expressions.

50. The system of claim 49, wherein said one or more validators are implemented as
plug-in components, and system further comprises additional validators adapted to validate

compliance with conditions set forth in new rights expressions..



or nore conditions; and not authorize said request if said usage right,
said resource, and said principal of said request and said grant do not
mat ch onewardbine 48. The system of claim4l, wherein saiPdTarse2/smsmnor e
rights expressions include conditions set forth therein. 49. The system of
claim 48, further conprising one or norg validators adapted to validate
conpliance with one or nore conditions set forth in said one or nore rights

expr essigns a m 49 er e| Sal d one or, _nor e,
val i dat os(ri 5 ar@gl i {églm%s%t&e ffﬁmi ﬁal%ﬁf%% ﬁwegﬁ?‘éijﬁ gy pfreface
conpr i s éstvesddishiddnietprtat éuﬂiaéa@d §n@&ﬁkﬁé1%d/ahﬁatﬁﬁ|. I dat e conpliance wth

conditions set forth in new rights expressions.. WO 03/044716
PCT/ US02/ 37080 34 51. The system of claim49, wherein said framework is

vai | dat ok, 93¢ SRMOEOLRTR). RRECHybL e LRGSR R aRt P on -

that i ntfenfeacodstwpmmdsamd onk o RO Filkhts @xFriciiorttao SaiddntepRetef, Nore rights
expressions to said interpreter. 53. The system of claim51, wherein said
application is at |east one of a creator, a distributor, and a consuner of
sai d ong3zor regs t (o} | a 1, erein
sai d apgl3| ca’ff:Pi (E)ﬁsyléﬂseﬁi;gﬁ cg%@t §gn{xelﬁg&?m %d a’E gc%% h%p%tn%a& %et 8{;\ L HSHPE S t o
aut hor disgitiwdr, emha eortspmandf said emjm'rmmgrghss:@mr@d@ﬁi ed to render digital
content. 55. The systemof claim4l, further conprising a parser adapted to
mani pul ate and facilitate processing of said one or nore rights
expressisons. Thé systéft oT iR 10 l T8

with said f ranevv%l)r k to pr oerll f&x’eﬂ%ﬁ? %15%}%?%‘1%8?&531?1?5 toglgé);r%r eéglgslt %ﬁs&?cg sai d
i nt er pr 8Ysigm agdaptedy terauthet digital gowicats shdg enéerirg systom lad:ginécs texgpkies gighas

i ncludi pg.a.request that requests a usage right associated with a resource
for a princi pal and a grant that issues a wusage right associated with a
resource to a prlnC|paI sai d method conprising the steps of: providing an
extensigle gragnar-based rights expression system having an extensible

ar chi t eet-ur e Lif tShste® phekaimpr élaeﬁlr@éhﬁﬁ@aﬂﬁmgea/@hualt edapied] toneanspulater snd
rights uest. agai nst said grant using said
i nter prgitég{t%gkog:@ ?ynsﬁin&jg&yn&gﬂ %h e?‘ Pon Pe%ult that indicates whether
said request is authorlzed by sald grant.

56.  The system of claim 55, wherein said parser interfaces with said framework to

provide said manipulated rights expressions to said interpreter.

57. A method for processing one or more rights expressions including a request that

requests a usage right associated with a resource for a principal, and a grant that issues a

usage right associated with a resource to a principal, said method comprising the steps of:
providing an extensible grammar-based rights expression system having an extensible

architecture with an interpreter adapted to evaluate said one or more rights expressions;
evaluating said request against said grant using said interpreter; and

returning an authorization result that indicates whether said request is authorized by

said grant.

58.  The method of claim 57, further including the step of adding new extensions to said
extensible grammar-based rights expression system to allow processing of new rights

expressions, wherein said extensions define semantics and syntax of said new rights

expressions.



58. The nethod of claim57, further including the step of addi ng new
extensions to said extensible granmar-based rights expression systemto

al | ow prowessiongief new rights expressions, wherein sai dPeTtEsnysmee defi ne
semantics and syntax of said new rights expressions. WO 03/044716

PCT/ US02/ 37080 35 59. The nethod of clgf m 58, wherein said step of adding
new extensions include the step of adding one or nore new interpreters to

sai d extgnsi bl.e. ar r.- bas rights expressi system said ne
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extensi ons include the ste of adding one or nore subconponéents to said

i nt er pr eVeleMp fsaklaney dnicenisier beigg adapied baswdluatd ghe or angeesissaih teys tights

sai d Oneexﬁfes@ﬁse pl ug-in subconponents being configured to all ow

eval uati oh of one or nore of said new rights expressions. 61. The nethod of
claim58, wherein said step of evaluating said request against said grant

i ncl udes_the step gf using interpreters to match said usage right, said
r esour c&0- andlhedngthod of glaim 8, wherem spid sigp of adding newicatagsians incBle thitstep
met hod I I &} i P . i .d_aut.horizatipn

resul tsQ;fiaﬁgﬁlgdrBélg Jogt eaﬂbe%lﬁg&gefn &t tg)ustaﬁ%ﬁt%%é&séa}?%ﬁf%g% le igfm%'?rd&lfg‘ége
right, gights expsessioneystamd sadiode pt inoeé phig-infsu@inthonety beisp cdndgEad ¢ gt
mat ch one anot her; conditiqnally authorizing said request if said usage
right, SXPYRPS ST TING Ogé‘?‘léne}?rr}%li‘éﬁ PRICSHPNS i d request and said grant
mat ch one another, and said grant further includes one or nore conditions;
and not authorizing said request if said usage right, said resource, and
sai d priodei palheohethodiof qlaigqués; wherdinssdid stppaoit evdiuatiap sailt cdquest exgainet fd .

63. The netho f.claim62,.. wherein if said st of returning said .

aut hor i z%%nltt 6%0%11(265 J]I%? ia“tep PﬁBi“H%é@el@B%%fF {9 H’r‘f’é‘?q’i M giaﬁ?) F‘ig%’ Ay ddegorrceetitbiid i n
whi ch sairiicipenofaidedqusaard §4i@btant.s authorized with at |east one condition
set forth in said grant, further including the step of validating
satisfaction of conditions set forth in said grant. 64. The nethod of claim

nsat @ B ant Fena Dl My STk BB S YA b AsPind R o BAede reafls '

PCT/ USO 24308 @t least one of:
authorizing said request if said usage right, said resource, and said principal of said
request and said grant match one another;
conditionally authorizing said request if said usage right, said resource, and said
principal of said request and said grant match one another, and said grant further includes one
or more conditions; and
not authorizing said request if said usage right, said resource, and said principal of

said request and said grant do not match one another.

63.  The method of claim 62, wherein if said step of returning said authorization results
includes conditionally authorizing said request in which said requested usage right is
authorized with at least one condition set forth in said grant, further including the step of

validating satisfaction of conditions set forth in said grant.

64.  The method of claim 63, wherein said step of validating satisfaction of conditions set

forth in said grant is attained by one or more validators.



36 65. The nethod of claim64, wherein said step of addi ng new extensi ons
include the step of adding one or nore new validators to said extensible
gr amar - baead/osd7ght s expressi on system said new val i dat @C3/user/sms@dapt ed
to allow validation of satisfaction of conditions set forth in one or nore
of said new rights expressions. 36

65.  The method of claim 64, wherein said step of adding new extensions include the step
of adding one or more new validators to said extensible grammar-based rights expression
system, said new validators being adapted to allow validation of satisfaction of conditions set

forth in one or more of said new rights expressions.



