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The invention relsat es generally to the field of systens and methods for
di Stributing postal indicia and nore particularly to systens and met hods
for distributing postage over a public-tnetwork in a manner that is secure

in the case _ i& f 6&‘5 %[B" ggml%g éﬁcan be eff|C|entIy
Pgilzplt??a?gségét?%gﬁ ICk {:5;5 18’1 d indicia.

BACKGROUND OF THE | NVENTI ON There are several generally accepted
systens for accounting for postage for itens to be mailed with a postal
delivery service such as the U S. Postal Service. In one such system the
postal customer purchases postal stanps fromthe postal delivery service,
which he or she affixes directirh OXpsbINVENIOR be mail ed, Wen the postal
delivery service receives the item it will need to verify that the val ue
of t he stanp orTfB?tla\reptsono‘nlaEheenplla&m0| the Beld 6f systems arfdonethdde foralistritmting pasel al

delivery s t vI G

appear ance%% a&g%()?eg’ﬁ%ﬁﬁ% osg\r}les%q"gqﬁ%aat&frﬁg&’ .%?ﬁogﬁeovetﬁlﬂ?gﬁﬂe&wmﬁnd in
addi ti on tma mernef thattil eecuralinithe oése bflmrabampm&)cepﬂbnt heiciatvetichodael bd effidmtine

whet her the val ue | suff|C| sta st be_purchas by the
post al cug’f‘gﬁ@fy acﬂ"Ft A mivan e ‘ﬁ'(‘.ﬁt? g%‘f‘?‘[?g’faf%ﬁﬂsﬁ@n%é?ﬁn@mﬁé? %&?9"%8?‘3‘%2 and
are consi gefmedingiciamari |y useful by | ow vol une custoners.

Hi gher-vol unepostal custoners typically use ot herpostage accounting
systems. In the other syst cBACKGRQUNR FéB‘FF;‘/INYEWQQred systenms, a postal

cust omer make e 2 I c I tens
to be nmailed, Sggé?: a;QE [ C[rg é} Q‘f @é%?ci #B'%gtf& c%b?ﬁosga%os@slpe at%\égl
t hereto. Ruilaiwitha postalrdghtekwermseeuch a$ ﬂheUpSJ%ahl Seusto]mne puh sisesetie potdl ag e
O e R p Sl e SR 5 PR R bR 2 S o S ol O

to each item to be malled. When the postal delivery service receives the item, it will need to verify

that the value of the stamp or stamps on the item is sufficient for the service. Postal delivery services
such as the U. S. Postal Service currently use appearance-based mechanisms to verify that the stamps
are authentic, and in addition to verify the value of the stamp(s) on the item and determine whether
the value is sufficient. Generally, stamps must be purchased by the postal customer directly or
indirectly from the postal detivery service and are considered primarily useful by low-volume
customers.

Higher-volume postal customers typically use other postage accounting systems. Inthe other
systems, most notably in metered systems, a postal customer makes use of a meter to apply postal
“indicia” to respective items to be mailed, each indicium identifying the value of the postage applied
thereto. Prior to using the meter, the postal customer purchases postage from the postal delivery
service representing a bulk value which may be applied to item(s) to be mailed. As each postage
indicium is applied by the meter to items to be mailed, the value of the postage represented by the
indicium is deducted from the value remaining in the meter, which value can be replenished as
necessary. As with the stamp-based system, postal delivery services such as the U. S. Postal Service,
uses appearance-based mechanisms to verify that the indicium on each item to be mailed is authentic

and to determine whether the value represented by the indicium is sufficient.
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indiciumis applied by the neter to itens to be mailed, the value of the
post age represented by the indiciumis deducted fromthe value remaining inp
the neter, which value can be replenished as necessary. As with the

st anp- based system postal delivery services such as the U S. Postal
Service, W¥@#/MIear ance-based mechanisms to verify t hatP TSR um on
each itemto be mailed is authentic and to determ ne whether the val ue
represented by the indiciumis sufficigent.

- 2- For some tine, it has been acknow edged that current

appear ance- bagpR dofi® a1t Bd¥hedDickN@vibdgei Bt bifentappbaitice Gaded ndddRanysadsUBr
repr esent ed by post al indicia are insufficient to prot ect postal revenue.

To addr e¥¥ifying thegutbentisity andyalug repgserr%lwosebmweérm@ Hicien psplseIsialy a
speci fi cabbQR, Toahded tha ﬁmbmxp &m 'soﬁio@ﬁss%?wéeflﬁh btcd ﬂag;ﬁagm CpebABati Wh' ch

requires each indiciumto include significantly nore information to deta|I
a post agealled shedaformasion Based Indicie Erogeam (‘?BTFé}q which gequigeieach indiciiom themFﬂtléQ t he

1 or mal g Gt AALARNGCR) dow ] SGH: Shebdith dah iC0RRALL ELBKL SEETY

Al t houg h°} em 1S secure, In 0 accommopdat e
requir ed reqame:ihau theinformatiombs t:rybtagrpphmglbdlmsi sogha itdamotbe isedd Althovgh dig |

b de. A | .
Do o meABGHAFchey o oRls” G pEREartbca e PR Flob B M R s Re PR e
t he bar cqgfg b Sengélith e dik@Rsional Baréddes Ambeteof@mmunmg cembiinngith use of a

partlcularlyln connection wth itens, which dor s ed. I.n

addi t i on densp H&W@l?ﬂ'ﬁiméﬁw P%Wﬂ‘ggaﬂea\“&’@ X st $H5¢ ﬁ’ﬁb’F’ﬁﬁdﬁ ¥ he
time req Qhﬁ@&n&@ 68 e RSdevtl dﬁrﬁi‘g%ﬂmgomﬁh@tyqﬂ céxﬁe&tﬁﬁmlﬂlt@mﬂﬁcrb&e
significant, which can result in de A further problemarises in

connect . sreasgronsailed Ingditionysiace e bare censama@é%gq FuniRfdniggeatisn thhiBed by a
- postal %{;@t pREesTBE ﬁk&tna&&uuateam%ﬁ {eﬁlcaﬁﬁégl kficRit! WiReScal &sHitRisIagleVvi ce

termed a ecurity Device ("PSD mai ntai ns the security of
t he i nf or mat i Arfuxtiter pioblwoarisksiiwcanneation with dherdBER. | The IRIT qentemplates dhat pestage qui r ed

for the Ip@#ﬁaseg%%& 3301 aRloYnek t@méﬁﬂ!ﬂﬁ@d ofa ste'?ﬁ &Q&Ll%‘?pogélﬁ&&ﬁﬁ@ devie iiRapost al

cust oner Ban enabl e any printer that neets the | mage
speci fi catPiosmlsSeWnty:Bewaced“PSzQﬁ)A Tlmfsﬁmmmmsﬂ!dﬁmtywthp héomanm vhichwpwd t he

i ndici a, sothat th r t her

to print FRECH 3°"f‘rl5 %%edlgés{%%ger@“?ﬁ%ﬁhg ﬁ F’Eéf?g&%nf?ﬁga@%lgf%% Pnt f and

connect i N@rdhhsell byt the ;mkthleﬁustthr.l €THe PSD fcb:exndblel atyy prirgerathetamieets ¢l gnaget  does
specifications which are required of the indicia by the IBIP to print the indicia, so that the postal

customer can move from one printer to another to print indicia merely by disconnecting the PSD
from the one printer and connecting it to the other. While this flexibility is advantageous. it does
require rental or purchase of the PSD.

SUMMARY OF THE INVENTION

The invention provides a new and improved system and method for distributing postage over
a public network in a manner that is secure in the case of third party interception, indicia which can
be efficiently printed by a postal customer on items to be mailed, and a system that facilitates
authentication of the printed indicia.

In brief summary, the invention provides a system for distributing postage over a public
network in a manner that is secure in the case of third party interception, indicia which can be
efficiently printed by a postal customer on items to be mailed, and a system that facilitates
authentication of the printed indicia.. When the postal customer purchases postage from the postal

service, the postal service provides information which the postal customer uses to generate pseudo-
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require rental or purchase of the PSD.

SUMVARY COF THE | NVENTI ON The i nvention provides a new and i nproved
system and nmethod for distributing postage over a public network in a
manner that is re in the case ofthird party interceptj Lpdi.ci a which
can be effivf:‘?%"m printed by a postal custoner on itensi’?‘[o)"%é)a%gﬁgl ed, and
a systemthat facilitates authentication of the printed indicia.

In brief summary, the invention provide% a systemfor distributing postage
over a public network in a manner that is secure in the case of third
party i nt erapdgnt pumbersiassdtiated with the mespestivioanits ef pastage iVhen the pastabehstomenprist al

custoner op .t-ans I ] n systemthat facilitates.

aut henti ca |Ig&ﬁa§%ﬁ ﬁ{r%éég%rc Fﬁetuélg’qtl agﬁzleng? tﬁ? ‘.ls\é%%ﬁipf%’ 0‘5%@?’3?1“’8%%1%*%%% es
post age f r smitchesepostuthenticste i indiciutn) eTHROSseddo-BRIov MentRksOate Gerserdtdtfl Bidgad i on
;Nhl ch the ggt%&ﬁogg'%jsrtw%% rtheliI)%gt cElsC%o g_rég‘r{ géngragsﬁgguﬂg:random numbeys for ugitsulkch

nunber s aspa¥s béth pekchiisédIbilt i forasiROaidnhaveHdt Jebbeeh pieimbedd BachRBfuh Aprdenis al
custonmer prints an . indiciumfor a respective unit, it appends the

associ at ed¥pRayaRiBfprRsHoHYhipisan baprinted usirg penstditnensionglj barsode; insteadyof two-

aut hent i cafg ehdihal BaftodsWehuirdd 6 oL a LR, gﬁqﬁg‘ Fng a
met hodol ogyI eylvw”n chot ﬁe_é%gstaloal%ﬁsg%%nn%r?c ns‘generae?%&%%elu 0- rlg%ﬁg%uﬁtnbers
for units thabuits ofippstagtiekich haue kekmused by thepest customen andso e pobtalltastemergannot

yet beenpur Lndl Chum r esent n unt, of I nfor ' whi ch
can be pri %‘]'ggﬁ‘ﬁg’ﬁg‘%gh agﬁgé@lh%emr?s i%g‘ﬁfa & & %%%%S%He‘l)pﬁgﬁles oprsy éet%‘\:/gn?tljglﬁg)eaﬁ%i onal
bar codes r sujneadediby the pdstabeusoyst, euliich pidvirlepfos ertlancee flexibiitynin iprhdngnke iadieianni ng
record of the units of postage which have been used by the postal custoner,

Thus., “devi cos such as. t ne BURt ek P Bha kG ) 00 T T

This invention is pointed out with particularity in the appended claims. The above and

further advantages of this invention may be better understood by referring to the following
description taken in conjunction with the accompanying drawings, in which:

FIG. 1 is a functional block diagram of a postal system constructed in accordance with the
invention;

FIGS. 2 through 4 are flowcharts depicting operations performed by the postal system in
accordance with the invention.

DETAILED DESCRIPTION OF AN ILLUSTRATIVE EMBODIMENT

FIG. 1 is a functional block diagram of a postal system 10 constructed in accordance with the
invention. With reference to FIG. 1, postal system 10 includes a postal office system 11, and one
or more postal customer systems 12(1) through 12(N) (generally identified by reference numeral
12(n)). The postal office syétem 11 is maintained by a postal delivery service, such as the U. S.
Postal Service. Each of the postal customer systems 12(n) is used by a postal customer, in particular,
someone who will wish to avail him- or herself of postal delivery and other services provided by the
postal delivery services. Each postal customer system 12(n) can connect to the postal office system
11 over a communication link 13, which may include, for example, one or more public networks
such as the Internet, private networks, the public telephony system, or the like, or any combination
thereof, to facilitate transfer of information, as described below, between the respective postal

customer system 12(n) and the postal office system 11.
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not needed by the postal custoner, which provides for enhanced flexibility
In printing the indicia. BRI EF DESCRI PTI ON OF THE
DRAW NGS This invention is pointed out with particularity in the
appended cl ai ns. The above and further advantages of this invention may be
better undw@8¥BsH by referring to the fol | owing descri ptiITPPHRENW i n

conjunction with the acconpanyi ng drawi ngs, in which: FIG | is a
functional block diagramof a postal §ysten1constructed i n accordance with
t he i nventi on; FIGS. 2 through 4 are flomcharts depi cti ng operations

performed by 1heRQst dkh soshl Qfokidr ASEANSBNER ih ink I
DETAI LED DESCRPPTI it Gich Basial Efftontls RCANICHD e dphel &fﬁ%n ilsfer over

f unct i onthelspromrnieation Halqd 3¢ faaﬂ%tbapur%l@/ﬁhqlﬁsmtwmpﬁ@ltcwomw syseniYahce
with t he?#ﬂb\éﬁ&tlhg{ﬁkﬁ ttﬁ'e ﬁo@%ﬂ;fﬁ stErﬂ 1t/ ﬁe rch &?Eg&sta%eggsﬁmaﬁgaﬁt%?%)e S a

post al | ce system one nor e syst

t hr ough. ﬂ@@wec(lg@mbduktymerdmrn tZ(e)do Prynt pen‘taé mdmwnmamtoéde nfafi¢durpresehitieg post al
office system nai nt S . Servic such, as, the U.
2 bost SRR of fuiie TR ) e Rich, BRh e oSl o S S ncBiO Gy L S

EOSt a: f c Feaémeﬁ&hc resplécthe lifeins. uTla:sd af&ﬂmma custuinensysteni\i (1) gubchases ipbstiigerfrondr

er sel f of post e |ver and ot her, servjces provide .t he postal deliver
Gor vi s HRGRttAl giee YD i Orfghet By B P Ruh DD it Borhedsograr o
of fice syghamit hdstapéBidicdla 6P B oG mafled Ldifpkthd BostaMableRry Ryvitd) Ghrdt hhichi thE
exanpl e, one or nore public networks such as the Internet, private

net wor ks respectivenosipl custoraersppspyidethereensptivsitemsyie theppgtal dﬁkvwﬂe@rﬁmﬂ%n
thereof, Q?Jséfdfhbéﬁ t6m i {, 3RS beihg Aovidbd SliRLiteRTlo baﬁmﬁa%ya B eI cap €1 Ween

the respective postal customer system 12(n) and the po5t of fice systen1
11. scan the postage indicium printed thereon by the customer's postal customer system 12(n) fo verify I n

par i cul g u, EAGH.PAT Ak (AT Ep ST E RlekBl W R RI A% sDoPRAANGHER! | O
PR e e ety il R

transfer over ontruni tate the purchase by the
respect i peovjled inaonieatidndhaewithy Operatidrd performed by the postal office system 11 and a postal

customer system 12(n) will be described in detail below.

More specifically, and with continued reference to FIG. 1, the postal office system 11
includes a number of elements, including one or more network interfaces 20, a customer database
21, and postal scanning equipment 22, all connected to and controlled by a control module 23. The
postal scanning equipment 22 is provided to scan, inter alia, postage indicia on items that are
provided by the postal customers to be mailed and to communicate with the control module 23 to
facilitate the verification of authenticity of the scanned postal indicia and the sufficiency of the
amount of postage represented by the scanned postal indicia for the service to be provided.
Generally, the postal scanning equipment 22 may comprise individual scanners (not separately
shown) which are distributed among a number of postal offices at which mailed items are received
by the postal delivery service from postal customers. On the other hand, the other elements of the
postal office system 11, in particular the control module 23, customer database 21 and network
interface(s) 20, may be located remote therefrom at a centralized location to which all of the scanners
may connect over, for example, a network.

The network interface(s) 20, customer database 21 and control module 23 may be in the form
of a digital computer system or a plurality of computer systems, which may be interconnected, which
facilitate the purchase by postal customers of postage. Each computer system will typically be in

the form of a server computer including a processor module, and may also include operator interface
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of postage in bulk fromthe postal office system 11. The purchase of

post age essentially authorizes the respective postal custoner system 12(n)
to print postal indicia on itens to be mailed representing postage of a

val ue represen y the indicia, which the postal delive ' Wi |-
honor when i%{%%pégsé’lpves the respective itens. Thus, after g%’%%t%g?ﬁgustorrer
sy8tem 12(n) purchases postage fromthe postal office system1ll, it (that
is, the postal custoner system 12(n)) is-permtted to print authentic
postage indicia on itens to be nailed using the postal delivery service,

af t er whi clletbmss coappieing bpeeatgraputdompusdneyech a8 akgyboard seldre noaemd b ofidi@nNs t 0

t hepost al de] i ve seryice formiling. e postal office stem 11, |

af t er bei ngoﬁtp‘g&{%lgﬂfs \ﬁ[aﬁa}%{eq ‘{{sg’hﬁytd@gﬁee]iﬂﬁ?e?‘@ﬁcwuﬁ?f)’ﬁ§?’§fa?1§ﬂ£¥6?@7?m83ﬂ scan
the post agetoted Prordnitdtipultr @fthitdti& OThdrodebdr Hddi0 R Nudes, B Sekahple,Utb R,
system 12(n) to verify its authenticity and that the postage represented

. . p 2
thereby i s ™STPR SRS sforage ideviggsstueh ay disk pnd/erctapgsiprass plemenie dvhich pafomact i on
therew t h. HfRe&EAL A aldcs=Yo N} O o 1
post al cus{)omsrs gyste?ﬁg.%(pn)a Wi IMIp 0lg}e1 g’ggﬁlglgl id%{a g%vzl?/elﬁmgég%t%w’.%hﬂbgra%r Mor e
speci fi cal input gleraenisipermitanrpeitoet input infarmatéontfor procgrsing; Thévelderodispidy defice ise
system 11 | g:gg{ X |.. nt | i re pet K
i nterfaces p%%!dé‘g?ﬁslg?l%uner ée{?% aaggggfé%%dd%g&sét A ssggﬁ’ﬁfa%ag}e?&uﬁc%ﬁne\rqo{ 2,
al | connecpaatbningiuding dad thas the epkrdiyr naaydipnt forprocersing), ieforBatiohitet thesgesdtoraagnni ng

equi prent 22 | rovided to scan, i.nter alia sfage indicia.on itens that
2re provi ddBeh RS s5EEsing. i oria s Womat e s f A PEB SR i BREE ¢ b
the cont r olmodwie gerferatsd infornfatlen fot diggley BytBe vi@éd didplatdedibe @ingRitoltaidd ‘gtablicall t he
scanned postal indicja and the sufficiency of the anount of postage .

r epr esent edSBIPEHESCANb & Poich aformaion doryanioys apriigations Mpgrams i§ dsplayedyvinged.
General |y, vhihs PRREG)s"S ARERENGe @&ﬁﬂu&?ﬁ@ﬂdi&?ed'ﬁ?éﬁnﬁ:ﬁﬁﬂ%ﬁé@cu!d?%ﬂﬂoﬂ%, suc(l)xf

scanners (not separately shown) which are distributed anmong a number
post al of f ja&ths keybogydiapdimase [fer decetvinggnnu informetion, feem By opersorpenstavidegedisplayr y

service fromipast d : Ig,g@ﬂ f the
postal off :ag%al sys‘?gg#?iﬁ?&?iﬁglg%?nﬁi%ﬁpglre%%g[)%gﬁp&(? IaIJ ﬂr%%éﬁ%d;ﬁégg ccu t%)rr%rnea?

dat abase 2 incindd a Maichorficomprnents inaddition REF ingtead dfthosodsatrived sbovet In addibestheom at
a centrali tion Lch all ofth c I nnect .over .. for
exanpl e, a%%%? J\ﬁgr‘r:r%dhﬁ Pnchfedfh %Wé%ﬁ% %llrklggftsrsirg{rlgag Eing‘?&afégccg’ S '3%?’1 H%l{sabase
21 and contwhidh comret tke Ghnpo®ytohie domniunraticnlink 18f a di gi tal conputer system or
a plurality of ut e stenms, wWic y..be .interconnected, which.

Fabi 1 tate t he WaroHsteoly Brciein Rieboring. Sreh el SeE nobhdtpded
system W | labdvepiofisded ty the Conhriunidali6n Hirkil Bl faclitate botrhur Phsiveith the poktaldunfigmer

processor nodul e, and nay al s% i.ncl ude operator interface
systems 12(n) to enable them (that is, the postal customer systems 12(n)) to purchase postage from

%=

the postal delivery system. The respective network interface(s) 20 receive messages transmitted by
the postal customer systems 12(n) over the communication link 13 and extracts the information
contained therein for provision to the control module 23. In addition, the respective network
interface(s) 20 receives information from the control module 23 for transmission to respective postal
customer systems 12(n), formats the information into messages and transmits the messages over the
communication link 13 to the respective postal customer systems 12(n). The messages may have
any convenient format or structure, and may be transferred over the communication link 13 in
accordance with any convenient information transfer protocol,

The customer database 21, which forms part of the mass storage devices described above,
stores information, as will be described below, regarding the postal customers, including customer

account identifiers for the respective postal customers and the amounts of postage purchased thereby.
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-5- elenents conprising operator input conmponents such as a keyboard
and/ or a nouse and an operator output elenent such as avideo displ ay

devi ce. The serverconputeris generally ofthe conventional stored-program
conput er architecture. The processor nodul e includes, faor_exanml .
processor WOR$43 and mass storage devices such as disk Pﬂ@%w‘{g@pe st orage
el ements, which perform processing and storage operations in connection
with digital data provided thereto. The operator input elenments permt an
operator to input information for processing. The video display device is

pr ovi dedd sddifiof Ahegistomeidatabass RO st infetmataiedsas e piyiciliiamits Gaasspendi@iiul e on
a screen to the operator, including data that the opera

! tor ma
i nput f or Bf PREEESI R e REUrerat hna RET RIYRhAETe VAl AR PoPh pikizef b desrmaet
processi BgkonRs, ¥¥8hdicaed bly e Pbsi irldfRih SBRMEA B tBCp Al dcRthidd qRip et hd thi lso
processor nodule generates information for display by the video dl_8£| ay
devi ce uddentfias theopastigu]ap qinity whish javevailablerfor vsag, ftheraby t¢ faciljtaty detpgiionsif e
i nformat | | |44 | i ' | Lous
i naows oA Sionk R BRR UG B PR AR AR U O I dal Bt
conponen$ stosss ptforenstiorhfer the yelsprative postd] sustomersf which wilkbedesegibied pelowiimdetaibat i on
froman operator.. and.a vid i spl evi ce. far. .di splayi
i nf or mat ?’Jg’ffli‘tls()usf’ (Hé’ s &%eraﬁgﬁe{%lc\?\tp Pﬁngg °‘é‘§16%ae"é|‘%*iq‘eaa B?e%)a%i}@ﬁ&e)%@g & ér may
i ncl ude gcavaihg equgprmdnt.conponents in addition to or instead of those

descri bed aboye. In addition, .the ocessor nodul.e i.ncl.ud one qr nore
network port s -PSAerEd '%aﬂaleégm%k'ﬁﬂg‘{%%%’m?ﬁﬁ}f@ g5 dpse Eide%ﬂ‘f'%ﬁer PMidct the
conput er phRbdrldefuhEBIE Th patibudd, ih bétectdn with the purchite 6f SdeRgé by ddstalcustolier,
network interface(s). 20, which include the network ports described, above,

connect tigedeives wiwmeimdim thyneryork intesfags(s) 20 JenreseRineR EBTIRIIESS FOFETHEL h ¢ he
post al C'ﬁ%%@?h% PUEHAETE toleS plbinit D, AN Fark RBhdIAL debtibed B0 GBépRhsi¢aI8! OTS

syst ens 0 purchase postage from the post elivery system The
respect i vie re@iesto Hithe requestisitent 8 pevpusiomen itheconisel seduls 23 eariniviptecatablishmente

pPost al  CYsb R aolat BTG Bl 115 JoOURALGA B, bt Plemiiband aiact s

the information contained therein for provision to the control nodule 23.
| n addi t inoniple2B geneetqs énforimatiom whigh isiprovided tf thergtwyrk ferfase(s) 2pder ransfortadhei on

fromthe conturol : 1 $S1 | : oner
Syat ems. FOBRTYe posil Eptashetfhlcling BRI oF sl pREBE L Wty DS Blopfkith?
messages asdestriidd@elowwhichitherustomerd usesdn pidnting indida whishisusdfyldn polentitativg dteoner
systens 12(.n).,The nessages have any convenient..f or gat tur e,
and y HAEH SHER SPPRR] Yo s POPTL N AT £ e el R ol SddiR'2d B,
any convemnhsi&ithé stérageotiferimatiominsHeaustpihat databhse 21 as to the uhlieofpostagamirchdsadabase
21, which forns part of the nass storage devigces,. described ove, stores

i nf or nat i Gf thefuniipg T°tag5°r(§1%"s%?quﬂé?fsﬂ?éﬁa5 pure. QLH‘l thg P %ul?fc?é’ftgjlbcuéﬁg}elé nfé rs,

i ncl udi NGdaish, AREIonREIGEYANIeI28 @AY isfotediforiiatioh iethe SSsR dasbapeosl whick isuisefuler s

and the anpunts of postagepurchased t hereby. .
in authenticatinpg) indicig scgnned by the postal scanleg equipment 22.

In connection with indicia scanned by the postal scanning equipment, the control module 23
receives information from the indicia scanned by the postal scanning equipment, as will be described
below in detail, authenticates the indicia and verifies that the units of postage as represented by the
indicia are appropriate for the service to be provided and that the units are available in the postal
customers' accounts as indicated in the customer database. Depending on the results of the
authentication and verification for each item whose indicia was scanned, the control module 23 may
allow or deny provision of the service. In addition, if the service is to be provided for a particular
item, the control module 23 will mark the units of postage as represented by the indicia as "used" in

the customer database 21.
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-6- In addition, the custoner database 21 stores information as to the
particular units (such as pennies) of postage, fromthe postage which has
been purchased, which have been utilized by the postal custoners, as

i ndi cated by the stal indicia scanned by thepostal scangl Loment.,
and thus al (9?9G§%?ifies the particular units which are %&gg@wor
usdge, thereby to facilitate detection if the postal custoner attenpts to
use the same unit of postage twi ce. Fur.yhernore, the custoner database 21

stores information for the respective postal custoners, which will be
descri bed bel oWhe posigtcastbmenafpsters 12¢n)us®chel genarallyi digtllargo telivd dhtrhE8¢h goistay Of

postage indicia which S been scanped by the stal scanni ng equi pnent.

The contr o‘fusﬁ%la{ﬁygmﬁé?clﬂ%ﬁﬁ ac’f?%i"ﬁlg f"%(‘]@%ed%oné"sﬁ’lgﬁi‘,£§’§§%d* ﬂ‘_@\??&@é%d@g&df’%ﬁ

above, per oatrdof 8 csdRodutf 331 TREAINGGRR intdrfacO T, hbstdsk Adtabald B 1CAA B&ifol ABduM t h

t he purchase of postage b&% ostal@q*custorrer, It receives information from
'O

t he net wor¥ Willtwpigaliylsa the EOARPISS FOmRBerSY arkesttion pxthe liket which mew

whet her t hg; RUECIASRilArSo IR cHiBpR&sPitd, GSd iR BhnEHB0 ' '

descri bed .be#gw, tyr’;‘scés}oonc')si ng:?% tﬁsgg (equeslt o %%tﬁﬁggjgg%%@%y%rgnmglhew
cust omer, inpludinganrecsksormeliuteandeperatan intexfats camentssomprisingtopemntor ioput eonemerdc count
for the po e rC e, ils to.be permtted,. the
control no u?és %%goglﬁgg%ng/t&e%m?]ﬁg g‘?&n%‘[q’lpgﬁ%ér ﬁﬂ?‘%ﬁlefngmﬁlrl%lvﬁsaev °p glsPﬁ%d?lvé%eV\m Kk

i nt er f ace(The paftalfcostorheraystfrerl 2mpintlindespeatpEi2ito print pasdga indiviesfonse bn italite B | Ng
the units of.‘ﬁostage purchased, along with other information as descri bed
bel ow whi cwaq e custoner uses in printing indicia which is useful in

aut henti cati ng Mdte spesatlicaliyathetiefivosic aitige B coniectP@Sthabonuh@icuting 18K us RREN
22. In addjtion, the control podule 23 enables the storage of information

in the cusBEfEe caRPYpsEonyitienosta ofticesitomal 149 engble thagurchase efragiase fiemdbe he
runni ng t ojcatal deiery \RteRTTHerRdrk RREHELR rEidve ASSHEeYank iRt c @By thi g&gta%fﬁepst al
custonmer. In addition, the control nodule 23 may store information in the
cust oner d%&’@f&@alsl_eo‘@& thmommup@atwgelml 13j and zpxirprgmthe G@f@ﬂm@m n:emdn@ t:hqai_nn@d by
the postal ,36gBitotke Gk BIERIL 3314 addition, the ndflork BRAREL 40 Bocllcl edHich!
scanned by the postal scanning equi preht, the control nodule recelves

i nf or mat i othe feenfrol mivdule 38| for GarswaEsinedo the redpective postal cffeensystey Ho dorpasrtbe as
will be desgrl . w. in ai l. .authenticates the indici nd, verjfies
that the. onereafp S kBl altaimie AR S B E oot s AT Bl o or
t he servi ceffitOsyenpt bviTde thessagksthat hdvle any rbfveniattefonwa i or atrh@urenaridh@aypbst al

custoners' acgcounts as indicated. i he custoner dat abase. endj ng,.on the
results of tr?rﬁérre over ecommumcatlonqm!k%gn accordance with any convenient mgx%'ﬁmon trangfer

-3

protocol.

The postage database 31, as will be described below in greater detail, stores the customer
account identifier for the postal customers which maintains the postal customer system 12(n) as well
as the amounts of postage purchased thereby. In addition, the postage database 31 stores information
as 1o the particular units of postage, from the postage which has been purchased, which can be
utilized by the postal customer for printing in postal indicia by printer 32, Furthermore, the postage
database 31 stores information, which will be described below in detail, which is used in printing in
postal indicia, which will be used by the postal office system 11 to verify the authenticity of postage
indicia printed by the postal customer system 12(n).

The contral module 33 performs a number of functions, In particular, in connection with the
purchase of postage from the postal office system 11, it provides information to the network interface
30 representing purchase requests, and receives information from the network interface 30 responsive

thereto. As noted above, in response to a postage purchase request, the postal office system can
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aut hentication and verification for each item whose indicia was scanned,
the control nodule 23 may all ow or deny provision of the service. In
addition, if the service is to be provided for a particular item the
control nodule 23 will mark the units of postage as represented by the

indi ci a asvO 4883 i n t he customer database 21. PCT/US98/2098
SUBSTI TUTE SHEET ( RULE 26)
-7- . The postal custoner systepgs 12(n) may be generally simlar to

each other. Each postal customer systemincludes a network interface 30,

post age gkavidd aF6rmidion AN el unit® bof gestatle| whikl Bivet dten parthised, &f wall G Biher!
nodul e 33. The network interface 30, postage database 31 and control nodul e

33 wil | {gsmatign yhigl therpostaboysigmer systemd 2@y Nall use HopRTSing ladisin,which other

wor kst at j@m@tiont Qﬁeﬂds&ﬁnc&ﬂb&ﬂn%ﬂpﬁﬁl %Fﬁﬁﬁla,%u@d'%hﬁ odt8l offe s fs@éﬁ)l‘lt er
systemused In ¢onnection wth t postal office fi‘z‘;stem 11, includ

apr ocess@rm@dnﬂceteMHQQ&rH!ecﬂOHMMﬁlaéé 0@1 @nb;lntaléo ﬁwfqrsmhgl tg;beﬁtaxeérm nput
conponent; %\P?%%% %&b?ﬁeiﬁ?ygg%&eam/vﬂ{h & ecﬁ;& 81@ ﬂfe?@iqyé ? SHrof! €TEN

such as a vice oner’ sy I'ncl udes
printer Biddile S@rdletatqnnst ﬁig alnnuﬁt o©f qooétage tushe represehtedr&»y tthle indlicien lagdl retrieves

Mor e speC|f|caII I nLerface cts to.t catlon
ik 13 i o SR POBER AP P R B GeTane ik A SRaRE ' U
enabl e t hﬁorﬁidﬁ&haﬁd? eﬁu‘blepmsd mrmamphhethmafoa:hatdml haloRy With \ottee tRforidadomet wor k

interface 3Q receives nessages transmtted by the postal office system 11
over t hedessnRbrdbeloN: prothe | 3 and extracts the information contained

therein for pkQ¥dogdaBét with thORv&ich, @dh pHoELih@cid thdt theridlict 3Pprintd difitepiyvor K
interface 30 receives information fromthe control nodule 33 for

transm sb¢ mailadds represented his & barcase prathericonyepiertly-seganed penstruct hayinga mluraliy of
i nf or mat k&{g t'ﬁﬁ'itéaﬁ'éﬁﬁ%@ﬂx?? l,ﬂlnd transmts the nessages over the communi cation

link 13 to the postal I ce system 11. The messages nmay have any
conveni ent fof(dfé$T_dDIS§RNu§LAS&P0§WV%POST|P RAND_NO>

in which

(i) the CUST_ID customer identifier field contains a postal customer identifier value
identifying the postal customer whose system 12(n) printed the indicia,

(i) the SERV_CLASS serviceclass field contains a postal rate class or service level identifier
value that is to be used in connection with delivery of the item by the postal delivery service,

(iii) the POST_AMT postage amount field contains a postage amount value identifying the
amount of postage that is represented by the indicium,

(iv) the TOT_POST total postage field contains a value identifying a running total amount
of postage used by the postal customer including the postage contained in the POST_AMT field,

(v) the P_RAND_NO pseudo-random number field contains a pseudo-random number
generated as described below, and

(vi) the “|” represents the concatenation operation.
In one embodiment, the postage amount value contained in the POST_AMT is represented in
pennies. In that embodiment, the sizes of the fields described above are

(i) for the CUST_ID customer identifier field, on the order of twenty-five binary digits
(“bits™), allowing a maximum of on the order of thirty-two million (2%*) postal customers,

(ii) for the SERV_CLASS service class field, on the order of four bits, allowing a maximum

of on the order of sixteen (2*) different postal rate classes or service levels,
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transferred over the communication link 13 in accordance with any
convenient information transfer protocol. The post age dat abase 31,
as wll be described belowin greater detail, stores the custonmer account

i dentifier postal custoners which maintains the p&sﬁ,@g oner.
%a?ghgﬁ? here ;?Sﬁ(#?i&

system 12(n as the anounts of postagepurchased t

addi tion, thepostage database 31 stores information as to the particular
units of postage, fromthe postage whieh has been purchased, which can be
utilized by the postal custonmer for printing in postal indicia by printer
32. Furt her nor §ii) fonehepRRQ8HFMT postdga smotht fieht, onabe prdérosfiteentg bits,iowingwd | |  be

descri bed nting.in postal indicia,
whi ch wi | IIQ%AIR‘%EQM&% ?Jﬁcrof%&ia ngwfolrlggg%%?ggg{#o ?% verify the

aut henticity ofivps tmgmr ladssn:|taanfostageefebldmntdiworaasifwenwagmm@ AWoifa
12(n). The_ ca gﬁ% ﬂerforms a nunb Qf functions. In
particul arMaxiguR g "t‘? ‘ﬁ° % millign dgfiars pftetal R?FBE)"S@‘&%;@W Qsfab CstnEtos ps

of fice sysiigifiddby thé pddfaDiistbar maitfﬁ@mme%m&ae& RENECUSr Kb HeRI Lce 30
representing purchase requests, and receives infornation fromthe network

interface 30 r&9f@thsiR. NOpseudgsandem aembss Seld, onithe orderefdenshits veic wiodt age
pur chase Fﬁe ?et for I:)Qﬁxpféotﬁg Rlw-&Hlidr ! 'téﬁ%xtﬂ/ﬁfleeﬂ%ﬁlgost om nuw‘;laer (’gﬁnef;lated as described

-8-  provi formatioh as to the unit age been
pur chased, beimv vveII as other information which the postal custonmer system

12(n) wll rlnt iC t I,nf or ed in
connect i ono%ljfj% tﬁ‘L’ q[felﬁ @%F ven% S{ol%g mpf?“ﬁ%&dnﬁflmfiﬁémbgg‘fvﬂﬁeoaﬂ”ie‘é‘émg tem 1
1 to aut hezﬁ:hmdicziﬂirﬂofd@lty-federfhltacan'lib&pmwd(bbaamﬁhﬁns?cﬁlalhaftowﬂiafeﬁy aloldigd t he
information to be store mtB ast database 31. @nnectlon with an
 d i arm oY ARCSEH A BTG SRS EroE gL P AT B ) Qe BIhSTAE he
anount of postage to be represented by the indiciumand retrieves

informati on frogmthe postage database 31 representative thereof, along with
the aut hent i caflhePesiahtustorst idenifieryalne tahermedin the CUST, IR feld sassigned fq aposehat

i nformat i ogystofbYGhddstal &alba? serm@immcqar d;eﬁxe bbdgdehe kﬁv&m ﬁqﬁ@%' £ ci um

I n accordance with the invention, each postal indiciumthat e printer 32
prints on posielaffieesysiem hhmﬁse@ﬂgrsamﬁg}@stem@@denbﬁera/ab\am@cw pestabgustomer

conveni ent ‘Llyenm&mu&&ﬂétxﬁlﬁﬁfy cggﬁé'aﬂ HecBurlt %%{e p%ytal%fehvery service through which

it (that is, the postal customer) will purchase postage from the postal office system 11. In addition,
the postal office system 11 may assign a new postal customer identifier value to the postal customer
when the postal customer wishes to purchase postage which would make the running total amount
of postage exceed the maximum value allowed by the TOT_POST total postage field of the
indicium. A postal customer, using his or her postal customer system(s) 11(n), can purchase postage
from the postal office system 11 in a series of postage purchase sessions S,, S,, -..,S¢ (generally
“S,7), in each session the postal customer purchasing a block of postage that can be used in
connection with one or more indicia. For example, if, in a session S, in which the postal customer
wishes to purchase “M,”" pennies worth of postage, he or she has previously purchased a total of “B,”

pennies worth of postage, he or she will be able to purchase the postage using his or her current
postal customer identifier value if the sum B', = B, + M, does not exceed the maximum value

allowed by the TOT_POST total postage field. If the sum B', would exceed the maximum value
allowed by the TOT_POST total postage field, then the postal office system 11 can assign the postal
customer a new postal customer identifier value. It will be appreciated that:

(a) the sum B, for one session will be used as By, for the next session S,,,, and
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concatenated fields of the form <CUST | DI SERV_CLASS| POST

AMIl TOTPOST| P_ RAND_NC> in which (i) the CUSTID custoner identifier.,
field contains a postal custoner identifier value identifying the postal
cust oner whose Séstem 12(n) printed the indicia, l{ctrl!? SERVCLASS
servi ce clWR%/¥F48 d contai ns apostal rate class or servi R S dentifier
value that is to be used in connection with delivery of the item by t he )
postal delivery service, (iii)jot he POST AMI postage anount field
contai ns a postage anmount val ue identifying the anmount of postage that is
represent ed b?b) tHeQmiolAks 84, Which may be purchhséd digy thE¥aridebdeséionsd, gdif@asfiel d
contains a value identifyi ng a running total anount of postage used by the
FO)Stalh C BRORHBP TSPREHYRRCMPDE Be post age contai ned in the POSTAM fi el d,

v) the PRAND Fogo ReEdY number
generated as ﬁ%@t&ﬁfgg@glgl oW, ﬁgﬁ#‘%@ﬁfuosﬁg@h@ld%@&%&h@émﬁacr epr gg%dntta ggl {t%ﬂé
concat enae bomailedeprtainga valug thatddentifesonnping gotal mmp@ﬁ pestpge apadbyt the postad

cont d.i T,
the. of zodsnfifonfiny GEbonde LIBEGRIPERALT AREFBLES Tpld e hosTHARAIFT)
? u E t ? me ; sysﬂzlfn:n 12(h) lms previotddly pmmedtxinckcw fdﬁ aemmtg bbm;leywliiblmtab?b’f@pgnwh weprthof
its al | ow g, mexi t
bost ai._ CieRERfORL e amount o Posfaep i bt e Btaahith e R pamatied g™ o'

t he or dempegfiesi(Alwhidh dase théVdh @i TGvonld BRprifitedin 1GE inditiuntia tiy EEST KM pastaze n
(2[err]) dlfferent postal rate classes or service |levels,

) -9- ’ amoumgj‘e}d) , theprthervalie S B AmTwerdd bemyintedrin theTOT_BOST tatal ppstesedielkaf of
wenty bi 0 of on the order of$ 10, 000. 00 worth of
post age ( @W%%Wﬂb@‘)a"pmme%{l v) for the TOT_POST total postage field,

on the order (ﬁ)ﬂie\&ﬁl&\tbyfoebmhdxaumsmuathamga’afoﬂtwnemnﬁmiunarand he order of

$26mII|ondoII f tot f rt I
Paent 1 11 ed by (DS F0uba e HEich REY OF (e Frale Gar e tie AT RL T X B UST | D

field, anfe respective indicia, to correspond to the number of pennies of postage to be applied to the
respective items with which the respective indicia are to be used.

As further noted above, each indicium printed by a postal customer system 12(n) includes

aP_RAND_NO pseudo-random number field that contains a pseudo-random number. The pseudo-

random number that is used in connection with an indicium is selected from a sequence of pseudo-

raniiom nﬁmbers {Rx}:, that can be generated by the postal customer system 12(n) from

information provided by the postal office system 11 when the postal customer system 12(n)
purchases postage from the postal office system 11. In particular, suppose that during a session S
the postal customer system 12(n) purchases “M,” pennies and that he or she has previously
purchased a total “B,” pennies worth of postage. Then the pennies that the postal customer
purchases during that session S can be identified by the sequence of indicies By+1,...,.B,+M,. By
purchasing these pennies of postage, the postal office system 11 provides the postal customer system

12(n) with information that enables the postal customer system 12(n) to efficiently compute

[-+]
elements Rp ;,..., R 8,+ M, OF the pseudo-random number sequence {R, }’_=l . When an indicium

is printed for which the TOT_POST total postage field contains the value b', representing the value

b+m, where “m” is the amount of postage to be used in connection with the item to be mailed. and
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(v) forthe P_RAND_ NO pseudo-random nunber field, on the order often bits,
whi ch woul d conprise, for exanple, the |oworder ten bits of the
pseudo-random nunber generated as described below, for on the order of

ei ghty- seven b|t 0 be represented by the indicium It reci.at ed
that an i ndi'é % ei ghty-seven bits can berepresented ﬁ$éﬁmgﬁn&89
one-dinen5|onal barcode t hereby avoi di ng any necessity ofprOV|d|ng

at wo- di mensi onal representation asrequiied by the U S. Postal Service's

| BI P. The postal customer identifier value to be used in the CUST_ID
field is ash? gredotabamounosh mbtageustal) prviobsly phistedindical thetethie wally oS®E Yieent 1 N
particular by the postal office systemlIl (FIG 1). The postal office

system 11 » agemdhe nseydesandem aug %mﬂeﬁ}'ﬁdéﬂ‘ﬂ be wsed imeqnngstionowish e indiciumk. ar
postal customer when the postal custoner initially opens an account with
the postal deli k@dlybsmpvﬁciaedﬂm dngﬂiha\pﬁstahoﬁﬁbe s(ysdemtl1ipsqvi¢eh1&1e;hmfsmﬁtiom&smorrer)

bost al - of f et ep kA ol PR dhorded b Bl pibru el waiors HEROUSH e
to the postoaﬁcecsysmmeban@mmté ke spas peudeadaiBimby Sdy@enct and) uRehRamidgast age
whi ch MU|Wke t he r.unni ngﬁ&ot al _amount of posta%%a exceed the maximum
val ue allo pythentieste egrdieymofrom shg soents of te JFUSTHAD | syetoripr identifienost al

cust orer, l:m"mobmotﬂrpo SleRAED w&#@gk{xd&)éﬁ&m&ber #di6) Thab RIIF R snase
post age from the postal office system in a series of postage purc ase

sessi ons S[@%]Symrli Peterminesthat 'ihf cerirtfeafihg B RAQ NG paeudq—ﬁnm pumkes §ieldn t he
t al t h bl pck of hat
Ponnect | on RTE® bYAST T PEePRRR Y s%gm?z@%i"’%aﬁeepasew‘éaé‘q RS

whi ch the postal custoner wi shes tao purchase " ﬁ nni es_worth _of postage,

he or she KEETHREAYIHSYIYsS F’b‘ﬁ%tggﬁTépc?PﬁPmﬁ‘f‘dWﬁerﬁ. nddhe, b0 T POSE&alge,
he or she Wokthgebfeld ohel it @naP il fh@%ﬁaltcﬁﬁceﬂﬂ§t&§9? Enl d3ring weth 485h GéPrdeEatt

postal custoner identifier value if the sum B err] = Blerr] + Merr] does

not exceed psmblﬂmxthﬁmhﬁ vadiciem iputhepiel Op theetvORmAST ‘theopestal pfficesydienild| d.
If th t al
e Sumc?!gh'n Uhsl tlﬁex&g%gtf gf* nmsqls ﬁéﬁdeémnﬁ& ﬁéﬁ&ﬁ&g[ QGLP&O a

postage fie en t fice 5 st'em can assli

custonmer a wiie @uesinal catesiondRs cledﬁﬁtt if Rer wltmepse&do-fmdoh: bﬂn&ﬁ@é@@h@t &d
t hat: (a) the sumB' [err] for onk session will be used as Bl[err] for

the next segghffedlyatht Valuedfthe CUST ID customer identifier field and the T = TOT_POST total
postage field, then it (that is, the postal office system 11) can determine with certainty that the
indicium is not authentic. If the postal office system 11 determines that the indicium is authentic,
the postal delivery service can proceed with delivery of the item, but, if it (that is, the postal office
system 11) determines that the indicium is not authentic, the postal delivery service can perform
predetermined corrective actions. If the postal office system 11 determines that the indicium is
authentic, it (that is, the postal office system 11) can additionally note in the customer database 21
that pennies b+1 through b' = b+m have been used where “b'™ is the total amount of postage
TOT_POST of all printed indicia and “m” is the amount of postage POST_AMT used in connection
with the item that has been mailed, so that, if an indicium is later scanned in which the POST_AMT
postage amount and TOT_POST total postage fields identify a penny which has been previously
used, it can also perform predetermined corrective actions.
The postal customer systems 12(n) and postal office system 11 generate the pseudo-random
number sequence using a selected methodology, the methodology preferably having propertics
described as follows. Given functions G, F,, CK and PK such that G, : Z* {0,1}* (that is, a “‘u” bit
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-10- (b) the anmbunts Mk which may be purchased during the various
sessions Sk may differ as anong the respective sessions S[err] As .
not ed above, the TOT_POST total postage field of a postage indiciumapplied
to an itemto be mailed contains a value that identifies a running total
amount of WOs¥H§B used by the postal custoner includi ng RAEEYEPHye
contained in the POSTAMI field. Thus, if the postal custonmer system 12(n)
has previously printed indicia for itgss to be nailed which total "b"

penni es worth of postage, and if the anount of postage to be used in
connect i @fhaMiidtbeet) T : ZY6 1) i(# V0 8it BRhry Bleded, CIOT (DBMOY( I REh bk it he

val ue " m'ﬁ‘ﬁ?m b)e prit{n!tlr}e in the |ndiégli§ucnlﬂ i\%?%@%@%ﬁggg@e&%um

field), OReR RpgeripA igebisbinarypntagephapd B (Ba}"piQ hi' ofungtion fenta PPt binany al
postage firglefho@fat RiEpihdy ifdgifl ank b 1y (Qaseég&pf @f%%te?&%%ﬁtibm iatr?gerg a) the

sumb' for one indiciumw Il be used as or the next 1 ndi hd
(b) the awebdhats "ni' which may be used as anpng the various indicia may

penni es-of - potb e TRREGLYY 8L ERR iLubBERRERRT o TP e
_respe_cti \’tehi fdi, where dif'Es htandsepalga@ehial in “u”.  As furthe_r not ed above, each
oo T R BRSO L ey ot oot e
pseudo- naddafnl kbRledid ¢ CKE) (tohthst Prop@RNES hio98), i ik naeniaREUIS/ “Bidd" So

selected froma sequence of pseudo- random nunbers {Rerr]}[err] that can
be gener &PBRMIET:G) B Pods-afn}cust oner system 12(n) from information provided

by the postal ?Qmﬁmoméa i 5 NRAPKAS iRORhBEmattaliP RSy Bk Me H6)bhd
purchases postage fromthe postal officCe system 11.” In particular,” suppose
t hat dur iFd@ fer alleglipsef “Bl a1dr | the postal custoner system 12(n) purchases

Merr] pennigsufihobliake S0 95 SR ERAR. o] AHBA ALLSIARRS Brt Lk

"Blerr]" pennies worth of postage. pennies t
cust oner apdirvdthdeewledge ofh FKi($) it wishwit dnov8pdgerof PK{s) (tvatrast propertieed) dmgd (tiDe

penni os. apowsh Bl EuE kRt (o o B A Al 18 PHREBR W i

cust oner vaipstaken dvef the setiof f)’si nf or mati on t hat enabl es the postal custoner

system 12(.n) Lo effJciently compute el.engnts Rlerr] . +1. . . errl..+Ms of
the. peeudtibfahesih B Ko S feop Ty o B PoryE st B D <
printed fioughivlbdvee TOTPOST total postage field contains the value b',

representing the value b+m where "ni' is th nou of postage to be used
‘in connecti onh\kllec‘is FPPTeREs tpgﬁ‘?‘f“altso‘gar?ﬁ‘iule’é‘ﬁ,usﬂﬁa%eme e psoudd-randorh values; ore

of the elements of the sequence, namely, G,(B'), will be provided by the postal office system 11 to

—

the postal customer system 12(n) during each postage purchase session, and the postal customer
system 12(n) can generate values for the other elements as necessary for use in connection with the
P_RAND_NO pseudo-random number field of each indicium;

(b) F, represents the pseudo-random values derived from the elements G, that the postal
customer (in particular the postal customer system 12(n)) will use in the P_RAND_NO pseudo-
random number field; in one embodiment, the value F, corresponds to a predetermined number of
low-order bits of the respective element G;

(c) CK represents one or more values which are useful by the postal customer system 12(n)
in generating values for the elements of the pseudo-random sequence F(B"), where B" B'and G(B")

has been provided to the postal customer system 12(n) by the postal office sytem 11; and
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-11- "b" is the total anmount of postage of all previously printed indicia,
then the value of the element "Rerr],"[err] fromthe pseudo-random nunber
sequence Wi || be used in connection with the indicium It will be

appr eci at ed that ince the postal office system 11 provi
i nf or mati on & aﬁﬂsi"l ch the postal custoner system 12(n) ggnerg{&ﬁggs?he

pseudo-random nunber sequence, the postal office system 11 can generate the
same pseudo-random nunber sequence and,-1after scanning an indicium

aut henticate the indiciumfromthe contents of the CUST |ID custoner

i dentifi er TOT@DBK rbpleshts pustragee aduhsmmmqeﬂemglmermadbﬁﬁwmm fliial ds.

That is, ) 1 deter ) hes thag,the contents, of the
PRANDNO pseu eﬁﬂ’g%e SRting ugsrgf 7%%11 Soé UL =(§§P tféeraﬁu YEWEEGBFP&%HHE to
el ement " Eateese]quemethatxteedspswdmmaadpme@uﬁmm& ce as deternned by
the values in tl{t CUST I D custoner identifier field and the T = TOTPOST
total post &JeRFTEIPEPEREPPFEY (harare)ites ostaleupemersystem f #(BLwidhpbe pllsoigeneraian

determ ne %éﬂ@etﬁoﬁ‘drﬂ&nQ%E&E‘quéncWoPﬂ@f’énhieg‘)(/hxrcﬁ'l?évet)&g hrdflsEd, b8 dn ﬁ'aftﬁtl{%t%gnt Ic.

On the other hand, if the postal office system 11 determ nes t
contents ofpertias pRrchRspd Goosqquentiviche posdbavstomatrysterilé will nes mees todovanload ewery

Sequence. adig ot bERRTARo e Bilence, Then, Ripk 15, REHIRLE0RM LHERT.
f :c fe : g . a 2 d . tct;?horfre;puﬁ?ﬁm ptremizdewq:\nmfirf] aoptagt,ithd whstal dfBee systern il hwtli:l:nzvni]d? Iéimnqg;) st al
gut hent i %:/ thfrf w'g}hg va§‘8 g?r%febaﬁf ‘?’%‘35% a8po¥% %%‘f’g??n@e%“@ﬁé?fg‘?%“ﬁ?é PR i s

aut henti c, phi‘tﬁasﬁdh‘@italhe(ﬂfﬂvio\lﬁﬁdﬁtagﬁﬁﬂdhﬁﬁ s€s8i0n. mm@whrwptdpa@e thep6dtyl ctorhdie
item but, t he {)ostal office s¥7stem 11 term nes that

t
the indi ci tﬁmelsspff? t°a‘imhﬁ8?ﬁ“’r’&“5‘ T Syan #(nh) &vill be able iy tyce?ce&t? thePyeudon

predet er mi Qﬂﬁoﬁ%hﬁxs&tséc}ﬁ%nc%@(l’.&gff& anlptmttét%fpe%geta" Oétwrﬁ&t%%&maégurstﬁt&r m nes
that the indiciumis authentic, (that 1s, the Eostal office system 11)

can addi ti onal | Png§wother hand, by ﬂtsé%ttrthme@a@ma@e(lm ove), the postal customer wili not
be able to generate any elements of the random number sequence F,(B'+1), F(B'+2),..., in which case

it is extremely unlikely (within a probability determined by the number of bits used for the
P_RAND_NO pseudo-random number field of the indicium) that the postal customer system 12(n)
will be able to generate a correct pseudo-random number value for postage using pennies above the
running total B' which he or she has previously purchased.

Property (ii) is slightly more restrictive than may be needed in connection with system 10.
Generally, for system 10 it is sufficient that

(ii") with knowledge of “1” and F (i) for i {i,, i3,-..,15}, Where “h” is at most polynomial in *‘v”
and without knowledge of CK(s) (contrast property (i) above), it is mathematically ‘hard” to
compute F(j) forj {i,, iy,.iy}

Because of property (ii’) if a third party were to intercept the value for a polynomial number
of indicia printed by the postal customer, the third party would be unable to generate an value of the
postal customer’s pseudo-random number sequence. For this particular implementation it is
necessary that the value G,(i) transmitted by the postal office system 11 to the postal customer
system 12(n) over communication link 13 during a postage purchase session must be transmitted in
asecure manner. This can be accomplished by using any standard secure communications protocol
such as, for example, the Secure Sockets Layer protocol (SSL). Finally, according to the third
property (property (iii) above), the postal office system 11 will be able to efficiently generatc a a
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t hat pennies b+l through b’ = b+m have been used where "b" is the total
anount .of postage TOTPOST of all printed indicia and "m' is the anount of
post age POSTAMI used in connection with the itemthat has been mailed, so
that, if an indiciumis |later scanned in which the POSTAMI’ osta e anpunt
and TOTPONOPHI8&E3 post age fields identify a penny which H g’prew ously
used, it can also perform predeterm ned corrective actions. The ]
postal custoner systens 12(n) and postial office system 11 generate the
pseudo-random nunber sequence using a sel ected net hodol ogy, the nethodol ogy
pr ef er ablvlub &riGYd) apd Byig for mes ‘stiaricitHaese psteritially ased in e syatent, inehitiocise &k err ],

ST e Vol PEi® Sl ey b bt hibebos g i

{0, 1[ err Jsysterh UDG) a8 will & aBlewo dfitieritly Wkify afl BSHRA0-tAdS Valuelp tRANme
integer) and PK: {0Q,1 }[err] {O,1 }[err] (a function froma "w' biT binary

i nt eger taBP"&““%maBi“td‘%ary integer), and s {0,1 }[err] (an el enent of the
set of "w' bi tAQhﬁ%[%(éﬁB@ﬂﬁBﬁhumﬁ&%Ehlfemtgeneranon metho(iblbg&’\fo b BeeinOhE4QR Of

i, derr] (i) It 1s mathematicall eas mpute Flerr](j)
for i - Hvijhthe sygiemrld i 1s &pat described inds Bluyspletalo nAaﬂlmpln Unpredlctable Pseudo(Rzm)lorm th
know edg Gend@G: ] far ry b, er where "h"
i's at nog\thﬂﬁb ?ﬁ%m a C%M Jg‘{u)lal CJ”P’I{WJUL‘? IC’V\} 3 3“ 2 ?19%92( 3% %:J(S)% ragt

property p(am)culaﬁyothe)neﬂmﬂology refetréicorittereiredslay “kzhde gmratnm’hthatemaﬁéreeﬂex]réd]tb for j

iferr . W t B err] (i
gngj PK]( s5)® tf t b}% gﬁ’é?%‘é’ﬂgle}h@g?l?v HB%‘%F@%@WE?H Igek&(g’?%'( 9) and % er r} gj g
]tor al !{ \[/al ule:‘ﬁl) o, kibit prid8 dumbers “p” and ‘fq¥) boti dﬂw}i_idm @dgﬁeﬂfto "‘3 cﬁﬂﬂl\nﬁax@r r](i)

or i i[err iferr],...,L[er "h',, ynom al in "u"
and with m&weéﬂ%@% meﬁ&@%ﬁukc%ﬁ QWS?I%% %Msetaaémgglp ‘;‘Pfc’ébﬁ%q“%}éi’
properti eg=hd"), andd (iii) above), it i s mat hematl cal ly "hard" to
conputeF[errciﬁ) forj>max(i[err], r], ) Wher e maX|sthe
maxi mum val ue ()zAdarfiogy ppmben & 'Je g ??Fedlvflé"‘r*‘rlf cmmfewéh "y sugh ghat k4= ¥maod mdj ces

representy g "‘)G%"Sﬂeaﬁiv s¥Ected i\}a[u%r\ﬁ/]]n fNko rkfeREd o as RIRNRERS f&fth@BB‘s%Gﬁeradoﬂ i tenms
(1) throughh(dl Y) above,
methodology,

(iii) a sequence is defined according to

x,= x2,modn (1).

By the way that values for “p” and *“q”’ have been selected, the sequence defined by equation (1) can

be generated in the reverse direction, starting with x=x,. In particular, there is exactly one square
root of x; which is a quadratic residue (that is, that satisfies the equation x; = x,.z_1 mod #), which

square root is the value forx; ,. A methodology for efficiently generating the sequence in the reverse
direction, which requires knowledge of the values for “p” and “‘q”, will be described below.
Given the sequence defined by equation (1), the elements of the BBS pseudo-random number
sequence by, by, ...,b;,... used in the postage indicia each correspond to the “r least significant bits
of the respective Xg, X.1, ...sX.is.... 1t has been shown in U. V., Vazirani, , et al., “Efficient and Secure

Pseudo-Random Number Generation”, Advances in Cryptology: Proceedings of Crypto 84,
Springer-Verlag, 1985, pp. 193-202 that if7 < log, (log2 n) then the elements b; of the sequence

can be determined with better than uniform probabiiity over values in the range from “0” to “2°-1"

only if an unreasonably large amount of computation is used. As a result, the probability of
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(a) Herr] represents the elenents of a sequence used to derive the
pseudo-random val ues; one of the elenents of the sequence, nanely,
Gerr](B), will be provided by the postal office system 1l to the postal
cust oner syste n) during each postage purchase sessi ?,2 post al
cust oner syg‘{oegﬁb%één) can generate values for the other gﬁ;ke-rrr,ggr% S&9§(§
nec¢essary for use in connection with the P_RANDNO pseudo-random nunber
field of each indicium (b) F[els3] represents the pseudo-random
val ues derived fromthe elenments Jerr] that the postal custoner (in

parti cul ar sjchasAapsiradictid HMeOARE oSat§ eRMerd | dDile sdlchce 49l b%: &(&eg?gfdrﬁi%@w; :

pseudo- random nunber field; in one enbodi nent, the val ue

cor r espondwith&néwvipdgR dLéabics fon B afidiTP Sl BBS mEMb L9 FachlitdiSs gefierdtids of £FREGL | Ve
element Jerr CK rg(grﬁsents one or nore val ues which are
e

; c), CK. .
useful by m@%amqr sEQ]?é“i?%fBrWhéﬁh m 1 2kempntiof theesrgraes myreseande i bior Witk

el enents of{RAAREeHEANEABH ARG WRPcRIELHESH binder s : c&ggsnb@}ea%ea%ﬁ%é] (B)

has been provided to the postal custoner system1 y the pos fice
sytem 11; £om 411, but it is not possible to compute any elements of the sequence b; forj >i. -13-

(d) PK represe - r Lech ar sef M » hy o the..pesth.al . of.fice
system Il in 3%’??@‘%?ﬁﬁ‘?ﬁ%‘é’ﬁ%‘gg#lgﬁ‘g‘h}éﬁaq'?ﬁé’sﬁ?6‘%‘&% e Bt ’o‘?%t hgﬁé r(‘ffhesnce

d err] (B") gormbmnd tdBhe ateye-dsserilicd fimotjons asadtin the BRS mdiidsipayastolliowsiat needs to
be conputed by the pastal office system 11. By the first property (property
(i) above), the(l)ﬁo-s e Cust oner system 12(n) will be able to generate the
pseudo-random nunher (sequance fOnkhe nni.es_whi ch have been purchased,
and only for th(BLEer@rﬁ es p'ﬁr{,(}agsed!s $EHDIS 0> he postal cust omer
system 11 will not need to downl oad every val ue of the pseudo-random nunber

sequence. Wien, gkl ;n@\zﬁz‘ﬁdﬂ a{@ggﬁt*f' e Sy o <ﬁl}|,pog§t al cust omer
[0}

purchases "M pennies rth of postage, the ‘postal rice system11l wll

provide him or hgig Wt f(z&)z\{@léﬁﬁed‘@rgs@{ﬁm.]aﬁ@'), where, as above, B = B+M
where "B" was thé total anmount of postagé purchased up to the previous

post age purchas®) Bedsi hl}) isdefined hethe [y deastigpificantibits pffa(ipost al cust omrer

(nore specif.l I ! ) g 1| .easily
calculate t éer(é%{é gﬁ#g{]ﬁ? gﬁgéﬁhﬁuﬁg r s@&%%&@ﬁ%&?%ﬁﬁx‘%&f ger g%?{ah‘ﬁé"’%’ﬁf“zs of
post age B" dictinkbavk ahd cquatigh@), isirse thermostaiseffice system 11 pRyvidel eheopdstal customter by
the fourth ol OPHYithRERREL for bdeha APPYELomd e BOTH Blistcrhl? EERY 12ty Win'B!

able to generate the elements of the sequence G,(j) forj iand the pseudo-random number values F(j)

forj i for insertion into the appropriate indicia. On the other hand, the postal office system 11 does
not provide the postal customer system 12(n) with values for “p” and “‘q”, which would be useful in
generating elements of the sequence G,(j) for j > i, as will be seen below.

As noted above, a method exists for efficiently generating values for x_,, X,..., X,;, from %,
given the values for x,, “p” and “q”. The method particularly facilitates the generation of a value for
x; for any “i”, using the values for x,, “p” and “q” without the necessity of generating the
intermediate values x ;,...,X ;. It will be appreciated that, since the postal office system 11 generates
the values for “p” and “q” as elements of PK (item (iii) directly above) the postal office system 11
would make use of this method when determining whether the scanned postal indicia are authentic;
on the other hand, since the postal office system 11 does not provide the values for “p” and “q” to
the postal customer system 12(n) (reference item (ii) directly above), the postal customer system
would not make use of this method when generating the postal indicia. The efficient methodology

makes use of the Chinese Remainder Theorem and the Euclidean algorithm for determinating vatues
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be able to generate any el enments ofthe random nunber sequence F[err](B'+1)
Flerr] (B +2),..., in which case it is extrenely unlikely (within a
probability det er mi ned by the nunber of bits used for the PRAND NO
pseudo-random nunber field of the indicium that the postal mer system
12(n) wil IWQ®18Be to generate a correct pseudo- randon1§%$ﬂ£$g§é ue for
post age usi ng penni es above the running total B which he or she has

previ ously purchased. Property.16ii) is slightly nore restrictive
than may be needed in connection with system 10. Generally, for system 10
it is sufdritiod gredtest brabmon divisor ({gdd™)) ofwivd hinnberk. e dgevrding to the Chineser Rdnfaigdef or |
{iferr], dlerr],... er where "h" is at nost polynomal in"u", and

wi t hout Qﬁ%ﬁ?&&@éﬂﬂ? é?&%% contrast property (i) above), it is

mat hematically "hard" to conpute F[ j) forj {i[err], if[err], ,iferr]}
Because of property (ii') if a Fﬁi?m( FW were to intercept the vaIue for
a polynom al nunber of indicia r|nt€ aéb he postal custoner, the third
party woul d be unable to genera In\19 of the postal cust omer’
pseudo-random nunber sequence. For this particular inplenentation 't
necessary that the value err](i) transnitted by the postal office system
11 to the postal custoner system=lad( odwqa comuni cation link 13 during a
post age purchase session nust be transmttéd in a secure nmanner. This can
be acconplished by using any standard secure conmuni cations protocol such

as, for he Secur e, Sockets Layer roto 0 ki, I .

accor di ngwﬁgp ‘fa?udes Sy p?*‘gﬂ%’?t’ 91”( PPePe W?’SS% aﬂ%‘:“f‘ ')'foﬁ e p%lg}eﬁodglﬁ ice

system l}:il, mgf, .}, mpgre edddtively priftie fint gaire. nhﬂ(a)zlc)hgfemﬂie’ckbmnm 4" is unique “mod m”, where

-14- val ug ery err] (i or " i"that are

ot ent 1 al T, it 06 PUPUEHYe Ry RRE 51 Tin S 2 s SV BEBDSHOS e BT i | |

be abl e waﬁﬁﬁﬁguﬁn@hyﬁksgqge@ﬂmm@g?unt of postage to the postal custoner

system 12(n) and will b le to efficiently verify any pseudo-random val ue
%«

P_RAND_NO app@&fordigg P theaiychidean alporim, the ged of tyosymbers ‘e B%et?.l(%“li’eﬁf%ﬁﬁeﬁurrber

t 10
ho e e Y ERRhALIS R OP AP, dfSs, JO& - Ly E YBIRHGL AL P BN URE 0 1
Nunber. G%ﬁ@lﬁcﬁ%&&l;gondﬁh %Mw]&k' h Mlg@%@f@ﬂétb%logy%r dcte;réimnyQ/alugs fo188Ghd Pp.
364- 383, and

“v°. In th1s case, “a’ corresponds to “p” and “b” corresponds to “q”, in which case 1= up+vq, so
that, using the Euclidean algonthm it is straight-forward to generate values for “u” and “v”.

The unique quadratic residue “x_,, mod p” whose square has the value “x, mod p” (reference

(212 mod (p-1)

equation (1)) corresponds to the value x, mod p, and the unique guadratic residue

“X..q mod q” whose square is “x, mod q” (reference equation (1)) corresponds to the

(9*1)4 mod (g-1)

value x, mod g . From the Euclidean algorithm, values for “u” and “v” can be readily

determined such that 1=up+vq, which are used to combine the values for x ;, andx.,, to generate x_,

as

= qvx_lp + pux__lq mod» (3).

By the Chinese Remainder Theorem (reference equation (2)), x., is the unique integer mod n whose
square is X, mod n. More generally, the unique quadratic residue *“x ;, mod p” which, when squared

*4” times, is “x, mod p” corresponds to the value
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particularly the nethodol ogy referred to therein as an "x[err] nod N
generator"” (hereinafter referred to as the "BBS generation nethodol ogy").

In"the BBS generation nethodol ogy, if (i) two, k-bit prime nunbers
"p" and "q", both of which are congruent to "3 nod 4" (where " " refers
to the noduMPP0R¥eion) are selected, and "n" is their mn&ﬂ%ﬁgﬁr%@?? ve
proeduct (that is, "n=pqg"), and (i1) a random nunber "x" is selected

which is coprime with "n", such that x[Lgtr] = x[err] nmod n, where "x0" is
any selected value, which is also referred to as the "seed" for the BBS
gener ati on met hodol ogy, ([‘L.i%'r,)m(g_,,sequence I s defined accordi nﬂ to
X[err] = X[{err] nodn x5 mod p (1). By {He way
that values for "p" and "q" have been sel ected, the sequence defined by

equati on (8inikAY tRAmRE ghatae residud B, V@ waicr! WhatihaBa S hiAkd, kNG, Wbl b
Xerr]= X[err]. In particular, there is exactly one square root of X[err]
whi ch is atSsquadratic residue (that is, that satisfies the equation x[err] =
x[err] [err] nmod n), which squarglyjoot is the value for x[err]. A

met hodol ogy for efficiently genetlatdh iy Pheodgquence in the reverse &)
direction, which requires know edge of the values for "p" and "q", will be
descri bed he

el ements o thxgﬁ’%ﬁ%eggﬁla%ﬂ%ﬁvgg%hﬁﬁﬁgxijdegge EE%%E'S‘??%F‘S@ ﬁa‘;f"'._ hat 1‘12’+VQE he

..., b[ err] which aresiesd t6 coniibine thohag for k jdhdi QroeRAdae Q) sespond to the "r" | east
significant bits of the respective XFerr], Xerr], ..., Xerr,....]It has
been shown in U. V. Vazirani,, ®t=@¥,1pwEf fadkent and Secure Pseudo{@andom
Nunber Generation", Advances in Cryptol ogy: Proceedings of Crypto '84,
Springer-Verlag, 1985, pp. 193-202 that ifr 10g[err] (log[err] n) then the
el enent s bF@FrqS%mqahwégqm%éﬁ) apdihe B@hd@@kaqn%mthwv@he forx.tcan be gengiatedhi f or m

probabi | ¢ yirfa for 48 #eRitkddt 4o Sl BOR AR trPintchlediafe valued betw P ahd x A"
y large “anount of “conputation s used. a result, "the

probability of ‘With this background, the operations performed by the postal office system 11 and a postal
customer system 12(n) in connection with the invention will be described in connection with the
flowcharts in FIGS. 2 through 4. FIG. 2 depicts operations performed by the postal office system
11 and postal customer system 12(n) in connection with purchase of postage during a postage
purchase session, FIG. 3 depicts operations performed by the postal customer system 12(n) in
connection with generation of a postal indicium for printing on an item, and FIG. 4 depicts
operations performed by the postal office system 11 in connection with verifying the authenticity of
an indicium scanned from an item.

With reference initially to FIG. 2, the postal customer system 12(n) initially determines that
it is to engage in a postage purchase session to purchase “M” pennies of postage (step 100). The
postal customer system 12(n) can determine to engage in a postage purchase session when, for
example, it needs to print an indicium which represents a value which would represent a running
total that is larger than the running total amount which it had previously purchased. To this end,
following step 100, the postal customer system 12(n) can generate a postage purchase reguest
message for transmission to the postal office system 11, the message including information
including, for example, identification information for the postal customer system 12(n) and the
identification of the amount of postage to be purchased (that is, “M’ pennies) (step 101). After the
postal office system 11 receives the postage purchase request message (step 102), it can determine

whether or not the postal customer has an account (step 103), and, if not, establish an account
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-15- successfully predicting the value of any elenent b[err] of the
sequence will be extrenely close to [err] Wth know edge of values for "p"
and "q", the BBS nethodol ogy facilitates generation of apseudo- random
nunber sequence in which the "i[err]" elenment of the secl,uence corresponds
to b[err] Way¥ss®now edge of values for "n" and X [err] PAAEHM¥do- r andom
nunber sequence b[err] can be readily generated forj i, but it is not )
possi ble to conpute any el enents of the. sequence b[err] forj > .

Wth this description ofthe BBS net hodol ogy, the functions "Herr] ",
"Flerr] therefdr&{step'1 0%, in@tiechbrocess aﬁsmeﬁbital éustolﬁﬁr @-&thﬁheﬂﬁﬁﬂtiﬂebeﬂ aﬁ&iﬂ@ﬂ I ons

used in th . BBS odolo as f <n X err
(ii) CK: o{ c%mg%,rt% cus{ogl {}s[péqvgti%d w1t£/S ﬂ&eqa}uﬁgé((wmlgeqmrqu e customer (iii)
PK: {O 1}d hér]lte the nedeSs, &Icfolraﬂdimﬁﬂfdb@ﬁ‘éaéﬂy Rﬁ(p?éferaﬁ]@ hﬁt éf(?s'j BJ t?a.nsferrcd
(iv) derr Z[err] (Z[err] err] is defined by err](i) X erri and
(v) Fl[er FﬂaseZ{r%mW]ne'{ “1{11e pgst%!e Icﬁ%teﬁlyl lit\the post Cllsm Bhigganbe wnmphﬂhﬁ
err] (i [ e
concat enaY PR SRR Eeonkhtjoth fhecp Bl tof SREERCTAE Skl Sockets
(1), si n&ayerprotogol{B3M.). (ﬂpbtaaelssryé@md infcopmentioriwith dstabliqhngtaalacapumt(mfmencsyst em

12(n) with X h ost al t oner
system 1§tf%§6h§nxq\£?h%gssm t?{mis{%r o%ﬁg?% (Lrggrhlsa%ﬁsgﬁ%’ ?%”[E%?qs @8%?},8%611 re](j)
forj 1 ar poktal costemetGystan d2(n). nurrberval ues Flerr](j) for j i for insertion

into the appr iatel |C|a the oth and ostal offlcesstem
11 does nolto ppf‘ﬁ(?l s St ﬁ’o‘gﬁﬁqgﬁgh%?wtagﬂ’?%ﬂsﬁ’(ﬂ) ey Hiat agaceepot -

and "q", apbudg bxme tr Ghe R stdB @istonet, TheRRAT Gfitd gy sRhENMEMNiGmetes Fom tﬁemeﬁﬂfé?

g I‘I‘](j) forj i, as wll be seen bel ow. given the values for x0, "p"

and "q". 934 ‘@s?l%lt‘ﬁlt?&‘eb’é‘la pneypt gfnogtagerequestedyeuld Eeﬁ‘ét 1@81?6\“5’!%1%‘3%“’@ gvealetie for

x.[err] ftlﬁh i PredetermintEmBAmiSmbahii@cH Qh bébﬁ&d’a]ed forlthe @3&1 clﬁtonygr.l.p&khtl the
necessity of generating the internediate values x . [err]. Ttwll be

appr eci amﬁﬂom‘ﬁ identifigr (ﬂ‘ﬁ@ 195?9%56@@&%19#'&0? gystemymakesa miltlgem@ﬁom instep ¥05ies for

"p" and ' office
system 1 %Flgﬁ te uge o %&ﬁ& ﬁ‘g&ﬁ b‘gk%/\?]egidreﬁm n| n %%ﬁ@?ﬁﬁﬁl‘m
scanned pothe sistanyed da;ab;sqazleremmeh@mq thereaf |ﬁstQphlé)7thvélpwh’smt¢p 167,10 etep HIS ipibst al

ffi qn t.al
cust omer T Eiet S et bt B AGech Fe b il Bipepllenll s Borfel ol ©
cust oner repetsemesvage for transmrsametoumwm duktomersystero d 2 (vhimnluding Gregpeinmigsidnte
postal indi (;d1

print

e rcquers}ed posIagg, iirﬁJgrEnaggrE t*ﬁ%t‘?t?é p%&Xl customer system 12(n) will use in generating
the informationintheP_ RAND_NO pseudo-random number field(s) of the respective postal indicia,
and, ifthe postal office system 11 assigned the postal customer a new postal customer identifier, the
new postal customer identifier (step 108).

‘When the postal customer system 12(n) receives the postage purchase response message (step
109), it stores the postage information in the postage database 31 (step 110). This postage
information will be used at a later time, during postage dispensing, to generate the pseudo-random
number value associated with a particular penny of postage.

FIG. 3 depicts operations performed by the postal customer system 12(n) in connection with
generation of a postal indicium for printing on an item. With reference to FIG. 3, when the postal
customer system 12(n) determines that it is to generate a postal indicia for printing (step 130) it
initially determines the postage amount value to be represented by the indicium (step 131). In
performing step 131, the postal customer system 12(n) may determine the postal amount value from

a number of factors, which are known by those skilled in the art, including, for example, the postal
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makes use ofthe Chi nese Remai nder Theorem and the Euclidean algorithmfor
determ nati ng val ues

-16- for the greatest conmon divisor ("gcd") of two numbers. According to
the Chi nese Renmai nder Theorem a system of equations .

x = a[err] (NDWWHIRrr)) PCT/USR2098, 1 or r ]
(med njerr]) (2),

x= a[err] (rmod nferr]) (where val ues-foor aferr], aferr],...,aferr] and
mMerr], rr[errl.,...,n{err] are known) always has a solution for "x", if the
modul i ni erate]classgraenvice class as mmf wrrprdvided by aredmtatorahd thp meight dfitheiehr with wiich

addition, §h ‘X" 1S uni

nul tipli ca{hl glglsé %ﬁoéh’%tgus it 5Pﬁrat%ﬁﬁ%§? ?ﬁpqu&d\ggﬁlf pﬁftg‘tdf’llf"m?@%‘iﬁaﬁﬁe”he
met hodol ogpel arstmen @mnf W(n)dek dEteintined G pditgy kbt Valhe tokbe tePreftidttyQhe ( 2) -
Accor di ng Ig I he, Eu %dean algorithm the gcd of two nunbers "a" and "b"
can be explPdEWly it & e dhe rigBe fopal |"B??“B‘f ofippstagg, psed By the pogtal jcystorgerg =

[err]a + vicluihe R pottageditdunt Walud 48 erhﬂﬁe%gﬁ kip 13D EstepF48). '}dﬁ%ﬂp albﬂ(?ﬁé P

provi des a stral ght-forward net hodol ogy for” determ ni'ng val ues u" and
"V". I'n t hfuSIoRss gystemy 1 2(ahmar ssintiin amcmula@mdcgtsﬁr tot ﬁ@gmnlbdshqm) "wqm,ch in

whi ch cas ey, Lo thi funnf t&ﬁ?&sta a?.lln %H@wﬁ%ﬁ '%?ﬂk&%hg9 {hietpggagie%aﬂig&d H'Tﬂaeﬁ o

straight-forward to gerera
quadr at i ¢ whei thil ¢alix {segendraterbid sfpd 180 osfer sipumisel traemieheysieml 12¢n) dfemiings thod p”

(referenc erunning total postage amount in step 132, it (that is, the postal customer system 12(n)) uses that

running total postage amount along with information stored in the postage database 31 to generate
the psendo-random number associated therewith (step 133). At the end of step 133, if the postal
customer system 12(n) is used in connection with one postal customer identifier value at a time, the
postal customer system 12(n) will have values for all of the variable fields of the indicium, and so
it (that is, the postal customer system 12(n)) can print the indicium (step 134) using the printer 32.

It will be appreciated that, if the postal customer system 12(n) has sufficient postage available
fo print the required indicia, then the postal customer system 12(n) need to communicate with the
postal office system 11 to perform this operation. As a result, a connection need not be established
between the postal customer system 12(n) and the postal office system 11 unless the customer needs
to purchase additional postage because the running total amount of postage required is greater than
the running total amount of postage purchased thus far.

It will be appreciated that, if the postal customer system 12(n) is used in connection with
postal customers having a plurality of postal customer identifiers concurrently, the postal customer
identifier value which is to be used in connection with an indicium can be provided by the operator.
In such a case, the postal customer system 12(n) will preferably maintain in the postage database 31
separate sets of information as described above for the respective postal customer identifiers, and
when it (that is, the postal customer system 12(n)) is to print an indicium using a particular postal
customer identifier, it will make use of the set of information associated with the particular postal
customer identifier in connection with steps 130 through 134 described above.

FIG. 4 depicts operations performed by the postal office system 11 in connection with
verifying the authenticity of an indicium scanned from an item. With reference to FIG. 4, when the

postal scanning equipment 22 scans an indicium (step 150), it (that is, the postal scanning equipment
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equation (1)) corresponds to the value x[err] [err] nod [err] nod p,
the unique quadratic residue "X [err] nod g" whose square is "X[err]
g" (reference equation (1)) corresponds to the value Xerr] nodferr] nod
g . Fromthe Euclidean algorithm values for "u" and "v" can be readily

det er m neWQ@#MMSBhat 1=up+vq,

x[err]
[err]

p" which, when s lﬁred |

val ue
[err]

and x[err] to generate x[err] as

and
nod

whi ch are used to conbi ne RATA'SIERYs 1 or

(3). 28y the Chinese Renmmi nder Theorem
(reference equation (2)), x[err] is the unique integer nod n whose square
i's x[ err}2)nacvides théirforgafiar &bythe tiltdicittiiteUke Goraml aiodaler 235 iatbug with b@es | rmod

er

ti I S r d C
information which the control mOdlqi% 33 canuse ffl[deten;linmng thc)ther tlcl)e postagg gmount value

squared "I" tinmes, is "Xerr] mod q" is

[err]

example, the weight of the item with which the indicium is used. The control module 23 receives
the information from the postal scanning equipment 22 (step 152) and uses the postal customer
identifier from that information to determine, from the information associated with that postal
customer identifier in the customer database 21 and the pseudo-random number from the indicium,
whether the indicium is authentic (step 153). In performing step 153, the control module 23 will
make use of equations (4) through (6) above to verify that the pseudo-random number that is
correctly associated with the running total postage amount indicated in the indicium corresponds to
the pseudo-random number from the indicium as provided by the postal scanning equipment 22 in
stcp 151. If the control module 23 makes a negative determination in step 153, that is, if it
determines that the pseudo-random number that is correctly associated with the running total postage
amount indicated in the indicium, does not correspond to the pseudo-random number from the
indicium, it will proceed to step 154 to take appropriate corrective action.

On the other hand, if the control module 23 makes a positive determination in step 153, that
is, if it determines that the pseudo-random number that is correctly associated with the running total
postage amount indicated in the indicium, does correspond to the pseudo-random number from the
indicium, it will proceed to step 155 to verify, from the information in the customer database, and
the running total postage amount and postage amount value represented by the indicium, as provided
by the postal scanning equipment 22, that none of the pennies of postage represented by the indicium
have already been used in connection with other indicia. Ifthe control module 23 makes a negative
determination in step 155, that is, if it determines that at least one of the pennies of postage
represented by the indicium has been used in connection with other indicia, it will proceed to step
156 to take appropriate corrective action. On the other hand, if the control module 23 makes a
positive determination in step 155, that is, if it determines that none of the pennies of postage
represented by the indicium has been used in connection with other indicia, it will proceed to step
157 to mark, in the customer database, the pennies of postage represented by the indicium as having
been used. Thereafter, the control module 23 can notify the postal scanning equipment that the
requested postal delivery service is to be provided in connection with the item (step 158).
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From the Euclidean algorithm values for "u" and "v" can be readily

det érm ned such that 1 =up+vqg, which are used to conbi ne the values for
X.[err] and x[err] to generate x[err] as _

[err] Thus, usi equations (4) through (6) and the Euclj orlthm
t he val ue deo%I”éF”t%] can be generated directly for any |£h%€%%€9|t any need
for generating the internedi ate val ues between x[err] and x.[err].

Wth this background, the operations pepfornmed by the postal office system
11 and a postal customer system 12(n) in connection with the invention wll
be descri bed i nThonveation providest dnuriber 61 admb@ei dnipartiEd168Sthe nvehticaLigbvides ahl G 2

cust omer oy R T R AR GiRoH pePrrdeoot mith et rpgedr
post age purﬂmmsmmmﬁg &y pinRg aﬁ&t&p@@ae&wnﬁwﬁas@&rcmemshotw pdagggost al
cust omer stem 12( F% éFﬁd onnection with generation of a postal .indicium

for print | t Sihop hddgitienal meghapiser sughat dbq aprtal [:Fé‘i“l”@f fedcen (PSe
postal of f icgRemp &E&w tﬂéU'ST‘PSsQ!F@&%Eé’%IF"'IBQd&ﬁ% | &xino&nttﬁo%ut&ﬁQ&trngtlxntOf an

i ndi ci um scanned froman item erence initla
t he post al seehdhasthe posta) indisinrame¢sents 2 mlatwciy Snyﬂlld@pmt of infosmatieatin mmt!aslsqmo tegage

in a posta LG Qgg 8 i ta

100) . IOThe %gls ?l'é‘tll custo at§ sys#ér%t’%céw ﬂl egﬁlly%r:aenﬁgd;om%nrltén%og%st age
pur chase s dssnden Futtien tha‘mveneowprqnhm an arrangmat ‘ﬂs)mtpch th¢ patal indidiacknba mhixkyh
than the T ARRPRSEEAPE AR s PERTEr Fraerpt BUPCrD ot b aa v PR

end, fol | owhdighsat aptoiddand fretap@sivery servist, AR faSlittifpuketaiihg ﬁﬁﬁbsﬂa@B ar/ata@ a

post age pur.chase re ues e for transm ssigon to the postal office
system 11, *tsrt‘é*fm f*ﬁgﬁaﬁtﬁ%& LSRR RERPdiPey ﬁ%mﬁs‘.Sﬂ&M%?os TIPSt can

identific atgeﬁwacé tm‘s Efeﬂ@&-iaﬁdbrﬁ AlmbeRSoiesth e thit e bOKE hasphirchaydl, balAb f pssttéae
identification ofthe anount of postage to be purchased (that IS,

penni es) ( $%atpe arphg has aptchesed postal of fice system 11 receives the post age
purchase requesf HR$EAFGediftERailerout e t gd:he
postal custoner has anglgrgco%mt ste'srou &?ﬁﬁﬂa ,%{a?bgg?a%gi?ab?%%&p Fér
account example, the specific operations and sequence of operations performed by the postal office system

11 and postal customer system 12(n) may differ from those described above in connection with
FIGS. 2 through 4. In addition, although the postage indicia have been described as having a
particular structure and order of concatenated fields, with each field representing a particular number
of bits, it will be appreciated that the indicia may have a different structure or order and different
numbers of bits.

Furthermore, although the postal office system 11 andipostal customer system 12(n) have
been described as using the BBS algorithm in connection with generation of pseudo-random numbers
for use in authenticating the respective indicia, it will be appreciated that other algorithms may be
used. Preferably, the algorithms will have at least the properties (i), (iii) and (iv) described above.
Depending on the degree of security which may be desired in connection with the transfer of
iinformation relating to purchase of postage and distribution of the information used by a postal
customer system 12(n) in generating the pseudo-random numbers, property (ii) or (ii') may or may
not be considered necessary. For example, if the information to be transferred is encrypted, or is
otherwise transferred in a relatively secure manner, property (i) or (ii') may not be needed.

In addition, aithough the postal office system 11, in particular the customer database 21, has

been described as storing information relating to all pennies of postage which have been purchased
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-18- therefore (step 104), in the process assigning the postal custoner a
custonmer identifier. In addition to this identifier, the customer is .
provided with the value CK(s) which is required by the custoner to generate
t he necessary pseudo-random nunbers easily. It is preferable that CK(s) be
transf er r SHO9H18M¥X ecure manner from the postal of fice syRtV¥30%8% t he post
custoner. This can be acconplished by any conventional secure :
communi cati ons protocol such as, for egyanple, the Secure Sockets Layer
protocol (SSL). Operations performed in connection with establishing an

account by 2petabALRmEF @Rt it 04 dsstiiited VABRSRticalafh dstaPdtsiofier iQénti#iRS, 10 Fed IR tRe
nmessages between the postal office system 11 and the postal custoner system

12(n).  amount of fprpAtioR stored in fpycusigpics dalphase) 3L the coptrob sradile B pancdelety st em
11 det er iHeB@atibd BF peiflicatetRH L ikl JeRAPViBI S hét b usbdSroRasd Adurricint it the
postal office system 11 determ nes fromthe custoner database 21 whet her
t he arnougftimg haseiapsed dorrall gerdpennies o hive passsdithrough theipostal pfficarystewildl  bei ng

greater than ' ' ' ; I t.ed for
Tho post al - oub e S BRRoR Sl T SRl WUstl o S8R ol PERUSHe 1
of fi ce sypednaiescnthéins trangfaysng paticulietypesnif ivdbrimation durbig@podidde, purdhaeaessivasit gn t he
postal custoner another postal custoner identifier (step 106). and store

Pt or rrat oY SPPrR a1k o B dqationa BRSA of 85 hsion San YT earb et perRls 107
Fﬁl | owi ng’lesﬂ(ﬁﬁl axﬁ%melfmysﬁn_em(ﬂp&nitfanéfér inRastion reRERd to/mdidel enigﬁ Raeit2Bn i N
that step, the postal office system generates a, postage rchase response
message PHRCHSHTRATFULTFHI figsup na@%rfsgvnf@ayflwlc@m@%a&%ﬁs SYSiEY dPhg t he
perm ssi Qge fof trﬂikiri%tan& Bﬁb_iﬂgﬁﬁ‘r&ﬁ&s?ﬁa@ Q81hAE Bnalysif HdWBIb1eH) ahdtadliiien,Ras ba!
custonmer system 12(n) will use 1n generating the information in the
P_RAND_N@sgde pretsstagpasfispdinber fiel d(s) ofthe respective postal indicia,
and, if the pgsigiidl Bécﬁ@sest){éhﬁéﬁl%stﬁﬁéﬁ gnkth 1316) i%oéésgjibeﬁ%.tﬁﬂﬁrsuﬂmy"
postal custoner identifier, the new postal custoner identifier (step 108).
VWhen t hepogramedsompptensysiense the migratjonofepastabeustomer sysismd da) fomehespmputes ponse
nmessage d stage information in the postage

dat abase(@% Eggg?ﬂ%{mﬁ%ﬁ{@éﬁ%@tﬁggg information will be used at a later
tinme, during Puttemgme,ditbqugh thergyentian igebeen dessribddan peraectivonvethdrsnerationised val ue
associ at ed., w.t h. rtheular.p f " . [ C
operati oriasth\é\%{rc%} boiﬁ'ggo%%l/%i%ﬁ%’ btgvg{l]g%(apg’ﬁes?{%ga&ett@gglﬁ?vemrﬁl%ﬁ;& %dg%gog’gﬁl%gn W th
gener at i ovith@enexatipa of intlicianfinanytypel amd for matyipurposss. Bor exsraple, thitventied eanéace to

FIG 3, wh t he. t al. t . t 1 det ] that it is t
LS, 3t o R PR R Ry PSS Er JESr) i FiR bt b e
t hef post agre a:ﬂmug g fmid#ay tp@idtfarl faRpe of edlte(l gh'gérdtib? Zahcn dﬁtﬁémimg(o&t ﬂ’[ib_eﬂtfﬁb)lh I n
erformng ste , the posta ust [ system n .determne .t he
Dot ol et 4 i b el 6 b e atee oy 4hd GIReT AYpeh b MBI AR N S
skill ed iggpdréift tthbse skilled Mdhetet. for exanple, the postal

In addition. although the postal customer system 12(n) as using, for successive indicia,

increasing ones of the pennies of purchased postage, toward the most recently purchased total B,,it
will be appreciated that the postal customer system 12(n) may, for successive inidica, use decreasing
ones of the pennies of purchased postage, descending from the most recently purchased total B, or
any other convenient order.

Furthermore, it will be appreciated that the postal customer system 12(n) can either generate
the appropriate elements of the pseudo-random sequence at the time that an indicium is generated,
or alternatively it may generate the elements for all of the pennies of postage that are purchased when

or sometime after purchase for use when an indicium is generated.
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-19- rate class or service class as may be provided by an operator and the
wei ght of the itemwith which the indiciumis to be used, as well as rate
tabl es as provided by the postal delivery service. After the postal
custoner system 12(n) has determ ned a postage anount val -
represent ed M8 i ndicium it will determne the runni nﬂéﬁ{‘}g?%@s%?rmunt of
post age used by the postal custoner, including the postage anount val ue
determned in step 131 (step 132). For-Btep 132, the postal custoner system
12(n) may maintain an accunmul ator register (not separately shown), which
mai nt ai ns t he dwysddition, it willde appasstateg dhat pfpafier 2 pastaticustormetisystemila@y) kavepenatedy t he
post age a . vl : . j WA 31, ter 1he
postal cus ngirqr&el?l}@y%{?éh%%( ﬁ@%é@%&ﬁ%izmt %qégéﬁs%ﬁé”t%’% g%“é@i‘?%ggee pé)rs?%tnt in
step 132, custofriehsiterh $2(n) dacipesta@verchepemissnsseyistedirert R{tinfo} use frontidetidn withni ng
total postage.apount al on Lth information stqQred in the postage database
31 to genePdF&IfE %3&@888 Sﬁt%ﬁ%’@?y‘é%ﬁﬂea’ttgﬁmfﬂerem th (step 133). At
the end of stept dilidhe apfredidiat tRASIsitent hSt@IRhcSYiH @O Inleftidh chbbdtRérciRd in
connection wth one postal custoner identifier value at a time, the postal
cust onmer sYhaleps moep)frofy sReciplRiEPAsH hardware OF 2 grnera) pupREs SPEIPHIEH FYSTen), &F 8y of
the indi Ci LlpiBRch Sietedt antpBAibn bBwhilH RayRLbAHoIEHS) PHRELISHSERR Aa PokrahAl
print the ’fUr?ilci um §t’ea619%34).nusi r%g t?]yg&prﬁlat e%z‘ o Itv;:‘n%?P%re_

appr eci at eniay inatholejor int faggomprise pertiefion hestorsd en thersysrin 2 henyertiohéli mdngent pratt age
avai |l abl e r 4ot [ ndicha, e MBLSYRE em
12(n) need&?%&c%’%%{]‘ca‘{ag%\l%ﬁx{rﬁgﬁqgggg‘?ﬁ&%? ?’%:rgl %ys‘%%‘fﬁ‘%%’%er %rﬂ;s%tthi S
oper at i on. trééefeaing éforiratiordn & covmentibna) mamee dn adaitidndt widliba b preciuta thxe thesyesrent he
postal custoner system 12(n).and the,.postal .office syst 11 unl ess .t he
Pust omer  nEBHE PR FRIEE Sk R R s b Ser AR oY ey b
amount of pRek@Put éthdntsIdotishove) BALch inal Babonnbled dirdetiyty tHe@YMm aniie mayf

post age purchased thus far. It will be appreciated th§t, i f the
postal custEsF theyBfEmation 19) the SYSER AVFM2 SEWRECPT Shemerhapse: i eRrs Bk s
havi ng a pladrhtidn¥n @ Eort@fifoaAdl nfasdroner identifiers concurrently, the postal
custonmer identifier value which is to be used in connection with an

i ndi ci um can belbgfasegoingdessyptionbasheenlmitd to yspecificembadiment ef this frvepsipg: Kwill
customer s bucithdh viiofd Bl ol laflods sy BEmBRSH B EnvEMADRRE. 31
separate sgié%s%%&i%{r??’o‘rféga&tl#gn 0as descri be algdgv% s?rgér tﬁe respeg?fifﬁve’ post al
cust onmer i thenttdifiment of somedr afhefthe advantages of the invieutigno dtia thembjstiomftre appendedn
12(n)) is tQ prin i ndi ci i S UL . .

ent ) 11 or oo Qe et B8 E Y ol BB Ble PORAALOGRE M Riany, 1
par.ti cul ar sqppséfabe iavemtianer i dentifier in connection with steps 130 through
134 descri bed Aoy cuimed gt el iR o B F beuBPEY EhdeR VaroR Y bR U Sieck 18

onnectl! on
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verifying the authenticity of an indiciumscanned froman item Wth
reference to FIG 4, when the postal scanning equi pnent 22 scans an
indicium (step 150), it (that is, the postal scanning equi pnent

-20- 22) provides the information fromthe indiciumto the control npdul e
23, al ong WPPMIBBAer i nformation which the control nodul &% 2BYse in
det ermi ni ng whet her the postage anmount val ue represented by the indiciumis
sufficient for the service to be provipged (step 151), such as, for exanple,
the weight of the itemw th which the indiciumis used. The control nodul e
23 receives the information fromthempassal scanning equi pment 22 (step
152) and uses the postal custoner identifier fromthat information to

det er m né; Afsysem tfofeeenerptingrand aptherticating an indicium reprepratative of an indicino ralpe

i dentifi %%Eﬁ u ( from

t he indi g?u#rﬁﬁl t her tﬁ%l ﬁ%ﬁgﬁﬁﬁfséqa H @Edl%? %g&t%ggﬁq%qugl 1”9% St i ng
st ep 153 yaludghecsysiem wmpmdulaalrﬁmnwm génerWdrandlmndrbmamnﬂtenmmﬂ 4) t hr ough (6)
above to averi t udo r and nunbe ctly associated
with ther unn'ifh%g dp?% aggg 5 "ﬂd °n%1ef18 eéltbe Wa‘muﬁleﬁieﬁﬁ‘fg}uﬂﬁa%‘% Pesponds
to the pseudOmﬁlaiildDVﬁluiwﬁél& forf fe@eﬁhhé‘lﬁlel ifdiciubn ¥alas afdl 9 \tardesl Mimbeh Gelaokt al

scanni ng equi pnent 22 [n stcp |f the control dul e 23 nmakes a
negative deté Fﬁlﬂﬁﬁrﬁi‘fl % dhe ¢ Eiciym, gnerator bgigg QWHEG)FE?‘E‘P gFvee thempdamh e

pseudo- r ando mwmbEP @écobdigy to §pséaet@&ﬁhé¢/ma@1§&%gsﬁ ffingNednBorh Hmibe Birkhih et al
postage anoun{ indicated in the indicium does not correspond t he

pseudo- r andonifmation, tIhF ey pumber penersing informptiqn inglydingasee Vaélteélpd mer o take
appropri ate Coiiet ke varab b&ﬁ% a function of #13 s1'=1'8&ed)ﬁ19ﬁﬁmbmﬁm ahd the Iaﬁlelfcmer ol

modul e 23 nmakes a positive determnation in step 153, that Is
det er m nes thﬁﬁpﬁﬁ@em@dmhodﬂlémmh&ch@ha@mms@e&rect |y associated with

th t I d
Lhe, Ui 6 o ARk D R el 6 S 5 0 °0 0
to verify, fromt heqdemed:emgtassoclablnwithelemamtodiﬂunndﬂaumbalseseqamdet he runni ng
total post agegﬁ‘”"%ﬁe {}g}e%n%%%ﬁmé‘é}%%er&’naé {%%ﬂ%l brsEqEnt e“r‘Sve lggd' ci um

as provided b scanni ng equi pnen none o ni es
of post age represenitfenbtlbyofmesdmchidaﬁammhmvﬂual ready been used |n connecti on

ith oth h t 1 ti
ok "G Tnemaicpaly piator Sim R stnget VaIES ofg Fddom b S oo br

post age random number sequence associable with values in the indicium value sequence

which are less than the maximum indicium value, and
(iv) theindicium generator cannot readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence
which are less than the maximum indicium value,
the indicium generator using the random number value from the random number sequence
associated with the indicium value in the indicium value sequence as the random number for
the random number field,

B. the indicium authenticator being configured to authenticate the indicium by determining
whether the random number value in the random number field corresponds to the correct
random number for the indicium value in the indicium value field as determined by the
predetermined methodology.

2. A system as defined in claim 1 in which the indicium authenticator is configured to provide the

random number generating information to the indicium generator.
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represented by the indiciumhas been used in connection wth other indicia,
it wll proceed to step 156 to take appropriate corrective action. On the
ot her hand, if the control nodul e 23 nmakes a positive determnation in step

155, that is it determ nes that none of the pennies o .
represent ed "B? %”r?é“ I ndi ci um has been used in connection V\}Fg{ggésﬁg}’ﬁol ndi ci a,
itswll proceed to step 157 to mark, in the custoner database, the pennies
of postage represented by the indicium.agg& having been used. Thereafter, the
control nodule 23 can notify the postal scanning equi pnment that the

request ed pasyatemdelsined ivi i Vin®ich Shelindliden Pénerdiot Rdorfigufed bo1eGiest@Rupated t he

item (step 158). SUBSTI TUTE SHEET
(RULE 26) maximum indicium value from the indicium authenticator, the indicium authenticator being

The i nvent icoifighfc@Yd f6Adin Pééﬁ@ﬁé m@ﬁp@ﬁuaﬁmﬁﬁﬁnmhﬂmnaruk lafed!d Rdw sebd Pl 8N T ON
provi des an arrangenent which facilitates printing by a postal custoner of

postal i ndmteﬂacmcdaseéhqdﬂb&bﬁlﬁb@thamg thietcharpatesistic thet the indidiyne duthenitingorgap
printer, a e ut
N thout "« heofl GfsBELE o iIhOBRn s D BARRS nitle KSRt 1B e
devi ce (PSDjndeprelpiaibedndymihealts. S. Postal Service's |Bl P I n addition,

t he invent | 0 QVi nt such that ost al

represents a“g P’E?f ﬁﬁsgﬁ"&?g&f&wqﬁ’ﬁ% “bﬂ“‘if?ﬁ“&‘rm‘tﬁ“swe 81 g‘gﬂgyl’ Bt he
amount contsudphataberbin thdrendol fimbaréqichttaregenetard @dcbﬂt@do using an

easi | y-scanned one-di nensi onal barcode. Further, the invention provides an

arrangenent by which the postal i n.eh:elxé g 7be readl | y aut henti cated, using
a pseudo-random nunber generat ed using |nforrrat|on that is known only by

t he postal customer and postal delivery service, thus facilitating

pur chasi ng of postage over an insecure network such as the Internet, using
a met hodol sol : " t.qjm[ h
pseudo-rang‘glr%ﬁenﬁnggx%ggfﬁ&o{)tg’g%gglgﬁ%tﬁat eagdrjﬁs g@%ﬂ?&%ﬁé&g&tﬁugmﬁgt for
post age 4," "x;" and "x;," are elements of the random number sequence, and seed value X, is generated as

Xo=X* mod n, where "x" is a random number which is co-prime with "n."

5. A system as defined in claim 4 in which the indicium generator is configured to utilize as the
random number in the random number field a predetermined set of digits in the representation of x;.
6. A system as defined in claim 5 in which the indicium generator is configured to utilize a
predetermined number of low-order bits.

7. A system as defined in claim 1 in which the indicium generator is configured to generate a
plurality of indicia, each indicium in the plurality having a unique indicium value.

8. A system as defined in claim | in which the indicium generator is configured to generate each
indicium in the plurality as having an indicium subrange value field for receiving a subrange value
within the range, the indicium value associated with the respective indicium being a predetermined
function of the subrange.

9. A system as defined in claim 8 in which the indicium generator is configured to generate indicia
such that subranges associated therewith do not overlap.

10. An indicium generator for generating an indicium representative of an indicium value comprising
an element in an indicium value sequence defined by a selected maximum indicium value, the
indicium generator being configured to generate the indicium, the indicium having an indictum value
field for receiving the indicium value and a random number field for receiving a random number,

the indicium generator being configured to generate the random number according to a

—_—
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that he or she has not purchased. It wll be appreciated that
numer ous nodi fications may be nade to the invention. For exanple, the
speci fic operations and sequence of operations performed by the postal
of fice system 11 and postal custoner system 12(n) may differ fromthose '
descri bed WbW(854811 connection with FIGS. 2 through 4. | ¥A8EPH, al t hough
t he postage indicia have been described as having a particular structure °
and order of concatenated fields, wthseach field representing a particular
nunber of bits, it will be appreciated that the indicia my have a

di f f er enpreddtermited meettmdologylesingaraddahi hfuabe? Rendpatitiganformdtiolj the random number
Furthernore, .although th ostal, office system 11 and postal custoner

syst em 15TRPHRE “B‘g}é’ﬁ "H:g‘gj i5ed v&be ﬂ‘éqe”r?@x’%‘@ﬁgéée seeduting beins afuectignett i on
Wi th gengeatleqs: faxipRelthing MA0@ECEHETRVEGS thd pred§iBimind aHEhedNd g?aﬁajvi'ﬂg thd1€
respective indiciag, it wll be appreciated that other algorithns may be
used. Pr%‘?éarc%ftﬁ?,s‘ahﬁhe algorithns will have at |east the properties (i),
(117) and) (i@ hikod! BRRNG is BRRERE, Mot Rnbdif rISSECH B AERHI el CN
may be desired in connection with the transfer of Imformation rela I'ng to
purchase of [Feaueagpdeclgassarishle wish elewantof thefimdidivh valnmsdquenceised by a post al
cust oner ;syst ' _ [ S€e -random nunber s operty
(i) or ()%l 688 ol 3RRAL e g R G UGB MRS TRELS e RR 3R Y
i nformati on tfondtien of theiseleeted @hxinpnevaiueypt ed, or is otherwi se transferred in

a relati y Ssecuyre nmanne ra t i) or (i’ nqt be needed.

I'n addi t@n, ¢ ‘813‘8}#?‘%’5%58 rﬁﬁf%’l‘%%‘e é’?&?seﬂ%m“ff?‘m‘ﬁaﬁ}/ phers it rapdogi

cust oner dat ainaber s2quendeassobiable with valuésie the anlichird viligselithos WHEL 28 1ek&that i Ng to
all pennies OE ﬁostg&pﬁgi ch have been purchased

-22- by a pddfappEBiuhgpmyalieand s a5 associated with a particul ar postal

cust oner (jiydenhé ibiction gehRatbesdhitoR rea iy RATRNE al@s of thE CindBth nARAbart A terahdbnt NE
cust oner dat abase 21, the control nodule 23 can delete information for

penni es bel ofUMbEr seayease assonighle With ¥plupsds the indigiura waluesssquapewhideere lessthasf i ci ent
amount of ti nBe R@SmimARG&EnHaleal | used pennies to have passed through the
postal office system 11. Furt hernore, although the postal office

syst em 1heidisiympememptopupinadhnsandonpauaher yalpefrom tesandem nuntess eequprsd asaciated
transf er gih hPRbibm N fle ih ¥RERdRund MY SRinf 2 HE rdoR RAREARE RUWaERAS©

session, it
number field.

11. An indicium generator as defined in claim 10 in which, in accordance with the predetermined

methodology, the random numbers in the random number sequence are generated according to

x, = x>, modn

where "n" is the product of two prime numbers "p" and "q," both of which are congruent to "3 mod
4," "x;" and "x;," are elements of the random number sequence, and seed value x, is generated as
xo=x? mod n, where "x" is a random number which is co-prime with "n."

12. An indicium generator as defined in claim 11 in which the indicium generator is configured to
utilize as the random number in the random number field a predetermined set of digits in the
representation of x;. '

13. An indicium generator as defined in claim 12 in which the indicium generator is configured to
utilize a predetermined number of low-order bits.

14. An indicium generator as defined in claim 10 in which the indicium generator is configured to

generate a plurality of indicia, each indicium in the plurality having a unique indicium value.

T



wi || be appreciated that other and additional types of information can be
transferred. For exanple, the postal custoner system 12(n) can transfer
information relating to indicia which have been printed, such as source and
destination address. i nformation, which the postal office can use
for tracki ng‘%gga’l%?aaci ng purposes, nmail volune anal ysis, ﬁi\r‘l;%}ds%o (;:')sroth, and
I n addition, can be used to protect agai nst fraud. I n addition,
because the postal customer system 12(n)27+s described as using suitably
programred conputer systens, the migration of a postal customer system
12(n) from Onéngishun ganenator aavigfiprdrin ¢lainy e which Shedndicivinl ggneasorgspinifigiredito

Fur t her nor Lk -Lhe. | " . cribed i ection with
generati on cﬁ% aE%H%Q{“}‘Qg{d. tﬁ%&g#ah%g% p %I?n%b a%ﬁﬁ%ggx% Sllﬂ%r |Vf"g%§a§g°6r‘ eEVaeey
that the i rsubmatgeonlue withindherswgd, theindionmechieassoviatedwiie the rapéctine inflicluptheiiga Of
many types and, for. urposes. For exanple, the invention can be readily
used in cpnﬁ‘?&%‘%‘”’ﬁﬁmm‘“ﬁgﬁgtﬁgfq% 84nd aut hentication of noney orders each
represent i N. An Wliciitn yénbriatonastiefiicdvh Olbigd 15 iR Hhith kR indidGfl Gertiratdal bidSigured to
generation and authentication of certified identifiers that can be used to

track physi&BfaioBidietasuch Bt quianpes aseopisisd threwithglosobovgiipieh wi | | be appar ent
to those ski7l h@thdidhmt Afhddtilator for authentichie@HhdidiRN repRdsbRAHE f EDRIRAK HMiue

customer system 12(n) as using, for successive Indicla, Increasing ones of
t he penni escopprifing et plomtindjeiumivaing seiuetve defined by @ selneted maximamaindidiumot al

Blerr],it ‘MaHe, tﬁﬁn%&%%ﬁ&iﬁ%@eg% %&@ﬁteﬁ Bgmglﬁgiéﬁ%#g%{ﬂ%%tg{gg %aﬂl?éiz }nggu%xﬁ\?a(% éiggdé’

for successive Inidica, U creasi n
post age, defrerrivingthe ingivivnn ealwoskl arresiomt duynbetfietd fs ecteiviigal rakiom mimber yheot her
conveni ent Qrder . bei Fuat(et hegompr & it will he eﬁg}gr eci ated that the
post al cust'@HER Wrberheing seifatedafcording i a Prdrfermined meiedaloey VSE rapdomauIbEn
OT t he plselgliﬁergitﬂigqum&ﬂ&&n&?]m Tnbliﬁbéri g&ﬁcrit?@tinﬁil‘irlldtiﬁ?l ii@':]udmgi §se§@ﬂﬁﬁ?£ﬂd, or
alternative it y. generate the elements for all of the pennies o

post age  heAoRFe i ekeeCyeTyhete & ettt thrselarieCRapmRTAYE e oiber YAt an
i ndi ci um i sh@FB@khfEd methodology having the characteristics that

-23- In addition, it wll be appreciated that, if, after a postal

cust omer syste m(x]_ 2( rara:mggl Wgrsg{ugﬁce is generated, each random number in the random number
sequence being associable with element of the indicium value sequence,

(iiy  valuesofthe random numbers in the random number sequence have values which are
a function of the selected maximum value,

(ili) . the indicium generator can readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence
which are less than the maximum indicium value, and

(iv)  theindicium generator cannot readily generate values of the random numbets in the
random number sequence associable with values in the indicium value sequence
which are less than the maximum indicium value,

the indiciwm generator using the random number value from the random number sequence

associated with the indicium value in the indicium value sequence as the random number for

the random number field,
the indicium authenticator being configured to authenticate the indicium by determining whether the
random number value in the random number field corresponds to the correct random number for the

indicium value in the indicium value field as determined by the predetermined methodology.
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an indicium but the itemw th which the indiciumwas to be used has not
been mail ed, the postal custonmer system 12(n) can either recover the

penni es associated therewith for use in connection with other inidicia, or
the postal office system1l nmay issue a credit therefor. It wll be
appr eci atW@HE a system in accordance with the i nventFHUTEA%BL
constructed in whole or in part from special purpose hardware or a general’
pur pose computer system or any conbiggati on thereof, any portion of which
may be controlled by a suitable program Any programnmay in whole or in
part comsr As thdfpiun auﬁient‘mratdaes §éfinedin ciuim lLNAhSMaicRIMA dutheAtiCddPbeE boIduredNNET

or it ma H’é’(‘fﬂ%hme or art be provided in to the systemover a network

or ot her' eé'?ﬁdP’Hrn“F‘P r%?%?"lnigh‘gmi“fﬁlﬂ? 1oeths tpdicium gRRBEIRENL | onal manner .

| naddi t i @NAn jnkitfund a@@amroeﬁd dlaaeH i efafni 3 ﬁ»ﬁﬁ&%@iﬁmcﬁﬁl SRR&GhRE 8 dorftiplfear

ot herw secontrol | ed means ofinformationprovided by an operator using
oper at orto iregyeat agup @a’(ﬂﬁbﬂﬂ indieiwm) valugifeom fheyindielumonithentieatprdihe dudi¢iymt o t he
SYSt em Qfufiichidr Belg doh ARSLAh plddfite i feoHBH hthdaila IdSinfik? A Fliucimfig ! WOT K
or ot her mechani smior ansterri ng ornma @ conventi onal

The f or eywiseey vdbischd mﬁdemnhnaémb%ednldgyrﬁuﬂedhavmgah@m&nmcemdwxmmumf t h| s
I nventiq omever . that varl ariatj ons and

nodi f i caat“thJriluscmr?wraLat[)l rea%ﬂggg}%;a?q%alms O%I/\@Flﬁng?{n PPS 1 ¥ h‘? SELSe or
all of t\hﬁcleaiwgﬁitagmméprbdwemhmemaxxmm\}atuels t he Obj ect of t he appended
clains t o.a‘r theﬁ‘e?ands t her, vari at.ions an dlflcatlons as come

within t P Auhepticaiggas inflaipy}in wlich, {1 ageprdance with thopredetermingdy | e
ag 4new aféthciB gy, Ak fafdoaPmibetsie the Randbd tiRbSr sE’@ieﬁébtar@%%lEﬁ&d eBdokdifl tot at es i s:

A system for
generating and authenticating ar, |=nﬁ? Oy epresentative of an indicium
val ue conprising an elenent in an i ndi ci um val ue sequence defined by a
sel ected maxi mnum i ndi ci um val ue, the system conprising an indicium
gener at ovhexna" isithe nrerues of Avemrithembszst "sf andd'q,” bothes whishiats cogngryentty"3mand bei ng
confi gurgdwtngeneral Qehifs dH Ghdom ndniier fe&%n% gﬁggé’e\ﬁ' @cnls encrat?d dshdi ci um

valuefleldfor rece|V|ngthe|nd|C|umva e an random eld for
= x? mod n, where "x" is a random number which is co-prime with "n."

21. An indicium authenticator as defined in claim 17, the indicium generator being configured to
generate a plurality of indicia, each indicium in the plurality having a unique indicium value, each
indicium in the plurality further having an indicium subrange value field for receiving a subrange
value within the range, the indicium authenticator further being configured to determine whether an
indicium has a subrange vaiue which overlaps with the subrange value associated with at least one
previous indicium.
22. A method of generating and authenticating an indicium representative of an indicium value
comprising an element in an indicium value sequence defined by a selected maximum indicium
value, the method comprising the steps of
A. enabling an indicium generator to generate the indicium, the indicium having an indicium
value field for receiving the indicium value and a random number field for receiving a
random number, the indicium generator being enabled to generate the random number
according to a predetermined methodology using random number generating information,
the random pumber generating information including a seed value and another value, the seed
value being a function of the selected maximum value and the other value, the predetermined

methodology having the characteristics that

SUBSTITUTE SHEET (RULE 26) ———
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receiving a random nunber, the indiciumgenerator being configured to
generate the random nunber according to a predeterm ned net hodol ogy
usi hg random nunber generating i nformation, the random nunber
generating information including a seed val ue and anot her | ue, .t he
seed val ue b®¥9P§184f uncti on of the sel ected maxi mum val ue Pﬂ@?%‘% her

val we, t he predeterm ned net hodol ogy having the characteristics that
(1) a random nunber sequence is genergiged, each random nunber in the
random nunber sequence bei ng associable with el enent of the

i ndi ci um val ue gBquesfdom number sednichde is 36ArhteS esthkdhdorh ARERN I YHEHRRdomM hitnteh ©
random nunber sequence have val ues which are oo a function of
the sel ected naxi munfeguingebeing associable with plempas of hgiindicivm yelpesegeasee.can readi |y
generate val ues @f t {iuek SAMARISHHARDSs inthdMiom number sequence have YRR RITHTERET
sequence associable with values in the | ndi ci um var ue sequence

which are | ess than &fectivaef thaseleatadinesximymy vdluee, and (iv) the

i ndi ci um gener a capnot . ' t e of e ndom nu s in
t he 5 BE it Bl SETRAE ookt S of E bR BT

i ndi ci um val ue sequenodpm number sequence assatiztiléwith @aluesia thdindiciufevaliidcghsitce

I ndi ci um val ue, . the i ntgi cihum ener.at.or us%n’%ﬁ% he random nunber val ue
fromthe random nunb®Pcl & {fshban the maximumdndieipogvalye, a0 1 ¢ he i ndi ci um val ue

in the indici umivpl utie iditiiNgReradr dabifot kABTPFNEYE R Elhesl 0P the random nuinb&s fmangdom
nunber field, B. t he i ndi ci um aut henti cator_ being configured to

aut henticate the i ndfRdarhpbeg 839uence Asspgjable with valypsin the indicm waleroreavenader

val ue in the Tandom pueRes 1di @hikn REkESRORSMGaibe COr T ect random
nunber for the indiciumvalue in the indiciumvalue field as determ ned by

t he _ pr edéedndising genepatoraios Sgyandom npmbgrynluefion thridesthumberdeatancd i n
whi ch the indi C'ak%%iﬁt\:‘&»bﬁﬂlx% foifefiin Jafue GAL fnﬁﬂfug}%gﬁug sELEREE Hind AfackARARE BHTDer

generating information to the I ndicium gener
-25- 3. A systhermmomdwimberdiéld,n claim 2 in which the indiciumgenerator is
configured é.o r%%?lﬁé an%Hdi&%%ﬁtggnticatorto authenticate the indicium by determining whether the

random number value in the random number field corresponds to the correct random number

for the indicium value in the indicium value field as determined by the predetermined
methodology.
23. A method as defined in claim 22 further comprising the step of enabling the indicium
authenticator to provide the random number generating information to the indicium generator.
24. A method as defined in claim 23 further comprising the step of enabling the indicium generator
to request an updated maximum indicium value from the indicium authenticator, the indicium
authenticator being enabled to provide in response the updated maximum indicium value and a new
seed value, the predetermined methodology further having the characteristic that the indicium
authenticator can readily generate values of the random numbers in the random number sequence
which are greater than the predetermined maximum value,
25. A method as defined in claim 22 in which, in accordance with the predetermined methodology,

the random numbers in the random number sequence are generated according to

x, = x}, modn

o
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maxi mum i ndi ci um val ue fromthe indicium authenticator, the indicium

aut henticator being configured to provide in response the updated maxi num
i ndi ci um val ue and a new seed val ue, the predeterm ned net hodol ogy further
havi ng the characteristic that the indiciumauthenticator can readily
gener at e WQ9988543T t he random nunbers in the random nunBEFUSBZWAce which
are greater than the predeterm ned maxi nrumvalue. 4. A system as defined
in claim1l in which, in accordance wgh the predeterm ned methodol ogy, the
random nunbers in the random nunber sequence are generated according to
[err] wheYd 8" B the'brod & WY nR R oM n2 Q. both
of which are cor%elrl)lﬂ?adr?t& ‘{fg,eo%r%ﬁﬁ)zﬂ " ?([ é@r ]H" bgiﬁgpwg?gér?]cg&g?%pgl %grrgrdlts of

t he randem*i#ad &%." ssrpienmts of thedandsaunupmbler sequgnes, rahd sesd yalnexgs gehesateddser r | =
x[err] d ndn s L. waich.is go-prime with "n." 5. A
system g@ (’:ﬁ;&?’?é\\g’?}?ﬁe ?:S'I gia?nﬂgoéﬁl chvE‘H Igc? |gi%tir}1 Generator is configured
t o util i26eA asthotes definaliomeliain@dsen the indidinen genechamisvontipiredto etilizeas the ehdomr mi ned

set of digits i.n the repre ation of rel... 6. A system.as defined in

o ai m 5 Aefebin o G R DlrkeferBined ke Shdjeps gatPrR o 956 o

pr edet er27i Aatthed abdefined in klai 26 fitherldbihprising thdst&yoTeRiBliAg thd &fdidhad géddraedrai m |

in which the indiciumgenerator is configured to generate a plurality of

i ndi ci a,’°8 aip_ﬁ"d‘f’m "}ﬁ‘“’_tbﬁ"epfb‘_fvﬁ‘f’@ﬂtfl?' havi ng a uni que indicium val ue. 8.
A syst erpgas nidfioll BEdbfihél ifi biin22 futther WhhprikidgiRe st Urehdbih SR AL @h ghitrator .
configured to generate each indiciumin l'urality as having an 1 ndicium

t he
subr angdo gencrae 3 plumality phindiciageack indigivam iy the ﬂH@EtY\)HYiHE a whigpg indicln valuege, t he

i ndi ci urggyv & hed 18 Qiaid ﬁ:@éﬁg | JHL Goh: ¥a
pr edet er r% ﬁ?& f°3§€ﬁﬁ_§ﬁ&’§_f la%% su %gﬁlg_e. .th%&?yagg}é{bﬁhggmgal negglenr?ra é?rai m 8
i N whi cHo gensrategscieindieingeain ghepluwality gs hayivgiag indésium eubrange valuefi¢ld &ircécaivingch t hat

subr ang&s,, fran Q"al% g]‘fln]imt{h%r \rgb,ttﬁe ig&{citqﬂﬁkzaﬁl\é%s%gﬁed \ghqh th'g‘pes. erc]:gl' Ci'nhﬁrc]:?ugx I rgaf[ or
forgenerating an I ndi ci um representative of an I ndi ¢l u valde coan sing an
el enent apredefermined functivnwéithe sutsageence defined by a sel ected nmaxi num

indiciu al t he.indicju ener a bei,ng confi gured t.o er at et he
ndi oi urd- frmaélfon as ¥egndin Slaitt 293 Mhith B RGHt ERreY i SoBREVELI BRRA ne
I ndi ci unndieib schald subrangescissvciatet ideteviithelodof ®ferlgecei vi ng a random nunber, the

| ndll ¢ U, 0GNEELALE br Sabilk SRR Sohetalor 45 FeReHE ot TraiciE Topteseniatve of m O" 4! NG

indicium value comprising an element in an indicium value sequence defined by a selected maximum

indicium value, the indicium generator being configured to generate the indicium, the indicium

having an indicium value field for receiving the indicium value and a random number field for

receiving arandom number, the indicium generator being configured to generate the random number

according to a predetermined methodology using random number generating information, the

random number generating information including a seed value and another value, the seed value

being a function of the selected maximum value and the other value, the predetermined methodology

having the characteristics that

@) a random number sequence is generated, each random number in the random number
sequence being associable with element of the indicium value sequence,

(ii)  values of the random numbers in the random number sequence have values which are a
function of the selected maximum value,

(iii)  the indicium generator can readily generate values of the random numbers in the random
number sequence associable with values in the indicium value sequence which are less than

the maximum indicium value, and
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-26- predeterm ned nmet hodol ogy using random nunber generating information,
t he random nunber generating information including a seed val ue and anot her
val le, the seed value being a function of the sel ected maxi nrum val ue and
the other value, the predetermni ned methodol ogy having the characteristics
that (i) aWOHUBIR hunber sequence i s generated, each rarfddRUHBEr in the
random nunber sequence being associable with el enent of the indicium
val ue sequence, (ii) values of the randem nunbers: in the random nunber
sequence have val ues which are a function of the sel ected maxi num

val ue, (iiiQv)t heneiindtbigh g&ﬁh@ﬁﬂ&hﬁdt%ad%nér@tadélﬁéé o9@B RinddE niiAbdrE tHRfrarddo
random nunbers in the random mher sequence associ able with val ues

in the indici unP%tPeﬁé"q‘é@ﬁ%@FR?@bml@Wﬂ&?sén the dngliciym, palue sequence whichwsdesniian

i ndi ci um val ue, gRRehefnif) indicfif Jaltdl Ci um generator cannot readily generate
val ues of the random nunbers in the random nunber sequence

associ abl e thwlnﬁclmlgmtqrnsmgtbenamrrmumbewallucl&oxs@qmmmnwmeEque dsgemtadhan

t he maxi nu ener at apdom.nunber
val ue from rgdr?(%:mrrrll;/ %ﬁ%ié’rtﬁggldhgﬂicga]%s% Cia ecfg : rat“ﬁ"l?h ;nper oﬁlhﬁﬁ?nd" ue in
the indici mmmbaifwki‘sequence as the random nunber for the random nunber

field. 11. An,indiciu ner.at o asdflnedlnc

accor dance :(%/t\ﬁ“g’ﬁg ‘{% I%?Iﬁﬁrnrédnwg’tcﬁd’élﬁ@%r&?mef"ﬁ ﬁ%ﬁtﬁm%?t@df’ﬁg}’ ‘he
random nunhBd rab@eHMRINGRrsa e SABGH BhirfSkr SegGecelL hr@@eﬁeihted according to

[err] where "n" is the product of two prinme nunbers "p" and "q," both of
whi ch are congruent to "3 nod 4," X{:eazrhmwad "X[err]" are elenents of the
random nunber sequence, and seed vai ue x[err] is generated as Xerr]=
x[err] nod n, where "x" is a random nunber which is co-prinme with "n." 12.
An i ndi ci um generator as defined i n claim11l in which the indicium
generator | 0 I

nunber flel egé)gries erlr#t(r%gﬁ‘;sdn ?r%glhﬁ a‘h&ncfj eﬁlékg%?%lsag{lﬁoa?ﬁ%ﬁrﬁ%gﬁ%g[derr].
13. An indi%l '[n‘hagéher'atmienmtscbéthemommumbmanutﬂ.ce; andwkddohlue gisi gagkrgedian

generator | x?,=9cpﬂllfo& g’,%h%ge "g('ois a random number which is co-prime with "n."

33. A method as defined in claim 32 further comprising the step of enabling the indicium generator
to utilize as the random number in the random number field a predetermined set of digits in the
representation of x;.

34. A method as defined in claim 33 further comprising the step of enabling the indicium generator
to utilize a predetermined number of low-order bits.

35. A method as defined in claim 31 further comprising the step of enabling the indicium generator
to generate a plurality of indicia, each indicium in the plurality having a unique indicium value.
36. A method as defined in claim 31 further comprising the step of enabling the indicium generator
to generate each indicium in the plurality as having an indicium subrange value field for receiving
a subrange value within the range, the indicium value associated with the respective indicium being
a predetermined function of the subrange.

37. A method as defined in claim 36 further comprising the step of enabling the indicium generator
to generate indicia such that subranges associated therewith do not overlap.

38. A method of enabling an indicium authenticator to authenticate an indicium representative of an
indicium value comprising an element in an indicium value sequence defined by a selected maximum
indicium value, the indicium having been generated by an indicium generator to have an indicium

value field for receiving the indicium value and a random number field for receiving a random
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utilize a predeterm ned nunber of |loworder bits. 14. An indicium generator
as defined in claim10 in which the indiciumgenerator is configured to
generate a plurality of indicia, each indiciumin the plurality having a
uni que i ndi ci um val ue. _

-27-  15.weényiases ci um generator as defined in claim210 PCYAFIBRNIEE he

I ndi cium generator is configured to generate each indiciumin the plurality
as having an indicium subrange value.field for receiving a subrange val ue
within the range, the indiciumvalue associated with the respective

I ndiciu ! ) [ [ anas. . L pdi ci um
gener at Brce e FaRbRAGRBEbAR e AR aPiindite {1 prRlfe A metfao(CRy PR
conf i gurandompumbsygengrating nfbrwationsthedandomaumbetgeacreping isfommtioninelddinpeseedvi t h do

not over| An i ndi ci ym.aut henti cat or. for. guf henti cat.in n i.ndi ci um
represent @??n\(/%z %t?ergﬁlh?’nﬁlg%e?ﬁ%g‘%/%aef%g ﬁg{fﬁ%’wfg?eﬁﬁle%i é'ﬁ?"é’ﬁ’é’ﬁt" alf’?lg’gﬁhei%l'tﬁ’ ci um
val ue seauenieepretiefermined fythedotogly devingltheBhdaritmstissdhati um val ue, the indicium
havi ng been generated b n i ndici,um en(ﬁra or to have. an indiciumval ue

field for refkividiipdPRaumAgsequgRAcisaenratsth gach randara sHResinhe rapdm gumbsr

recei ving a randqgiRnceiRing aésbelaBia ¥R BleMet e the DRidiem 9810 ERh&le acCOrding to a
pr edet er m ned_net hodol ogy usi ng random nunber %eneratl ng information, the

- r andom numbefid) geridlust i ridpBnRmbsei herandgmnymber ssEercopgyalugnwhiginee her

val ue, the seed Vahhi&ioR6f M8 sdectdd Rty Pdlud, Ne sel ect ed maxi mum val ue and
the other val ue, the predeterm ned nmethodol'ogy having the characteristics

t hat (i) theyindisheroganenatob oan rwedjlycgrneratesvalyenief the cadoms awmbers irthen nunber
in the random nu i Lable with elenent
of the indicium \r/}gﬁjnen %uel%]bﬁléﬂegg?me ass%&%i%i@ﬂ&ﬁ ‘@@Fﬂ%sﬁéfn%f%@" v glﬁ%i%eﬁ\uﬁnﬁﬁber s in
t he r andom nunberwligtare ksssthinethemaainuasndibinmbvahe cand a function

of the sel ect.ed xi qum val ue i he, i ndi.ci u ener.at or .can
readi |y genebg)[ e %ﬁng’]égmbqenﬁtgr ?3%‘66%%%%‘? VFW“[‘%Iéhe raadoth numbers in B andom
nunber sequence aasdefd midhter ¥équénee aksoeiable WithRalenih the idichih WElus esueite e

whi ch are | ess tha}gthe maxi mindici.um.valur;, and (iv) the
i ndi ci um gener at oY MELR I5Fs f poxigupdpdiciumyaliges of t he random nunbers in
t he the indicium generator using the random number value from the random number sequence

associated with the indicium value in the indicium value sequence as the random number for
the random number field,
the indicium authenticator authenticating the indicium by determining whether the random number
value in the random number field corresponds to the correct random number for the indicium value
in the indicium value field as determined by the predetermined methodology.
39. A method as defined in claim 38, further comprising the step of enabling the indicium
authenticator to provide the random nuﬁber generating information to the indicium generator.
40. A method as defined in claim 39 further comprising the steps of enabling the indicium generator
- to request an updated maximum indicium value from the indicium authenticator, and the indicium
authenticator to provide in response the updated maximum indicium value and a new seed value, the
predetermined methodology further having the characteristic that the indicium authenticator can
readily generate values of the random numbers in the random number sequence which are greater
tﬁan the predetermined maximum value.
41. A method as defined in claim 38 in which, in accordance with the predetermined methodology,

the random numbers in the random number sequence are generated according to

x, = x2, modn




random nunber sequence associ able with values in the indiciumvalue

sequence whi ch are |l ess than the maxi mum i ndi ci um val ue,

t he® i ndi ci um generator using the random nunber val ue fromthe random nunber
sequence associated with the indiciumvalue in the _indiciumval ue
sequence as WOMHEMHOmM nunber for t he random nunberPST{USP}2O%0 o

I ndikci um aut henti cator being configured to authenticate the indicium by
determ ni ng whet her the random nunbervalge in the-random nunber field
corresponds to the correct random nunber for the indiciumvalue in the

I ndiciumvalue field as determ ned by the predeterm ned net hodol ogy.

-28- 18. An indiciumauthenticator as defined in claim 17, the indicium
aut hent i catvderenal isghepmdnetglitnegrims nppbsys (R 2nth &g, 't bothers whirhsscongraent foa Bimed

i nformati ory¢:Q« nd MG Lodi £l Ny S
ot i med i n el & r el AR AR B Hbm cilher A RN el &
request an mgpoamedin,veheieryhis a reiderh owmbes whish fis corprinteevithiai®ci um aut hent i cat or

t he i ndici t i L. bei onf.i.qured to.provide in respanse t
Uit o ot A etk Bl ik 38 Rl et o Bhp ot i SRR S el
met hodol ogyffindidid)@achhiadiciog ih ke phiralitghbeng 5 whiqud idiciuidealie) dichiinditium in the
aut henticator ca eadi | enerate val ues of .the random nunmbers in the
 andom nuatAOeIEE BB ViR e RO G SyrEsEe Shits RSl FseiR e AGSTTES YERe SR M
val ue. 20. répe] thelirdiciim aiihdagedior GattRef beisg Ebled eflddtdimble 3¥HEthbr arl MdiMnCHas al N
accordance wth the predeterm ned net hodol ogy, the random nunbers in the

r andom nuntfepraagsq{ais iy evegans ovitly e sukrengedialig apxgciated with at least one previous
[err] Whepficiud 1S the product of two prime nunbers "p" and "q," both of
whi ch are congruent to "3 nod 4," "x[err]" and "x[err]" are elenents of the
r andom nuntdr Asompetacirogram grogue donvuse necoxfestion Witk 2 gernputertte groyisle X[systeth fer

x[err] mod ferihg i authentcRiing af ABEIRYIBEL VL0 o6 b Funk Qi chiBridthe A4 clefrent

in an indicium value sequence defined by a selected maximum indicium value, the computer

program product comprising computer-readable medium having encoded thereon an indicium

generator module and an indicium authenticator module,
A the indicium generator being configured to enable the computer to generate the indicium, the
indicium having an indicium value field for receiving the indicium value and a random
number field for receiving a random number, the indicium generator module being
configured to enable the computer to generate the random number according to a
predetermined methodology using random number generating information, the random
number generating information including a seed value and another value, the seed value
being a function of the selected maximum value and the other value, the predetermined
methodology having the characteristics that
@) a random number sequence is generated, each random number in the random number
sequence being associable with element of the indicium value sequence,

(if)  valuesofthe random numbers in the random number sequence have values which are
a function of the selected maximum value,

(iii)  the indicium generator module can readily generate values of the random numbers
in the random number sequence associable with values in the indicium value

sequence which are less than the maximum indicium value, and

—_—
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21. An indiciumauthenticator as defined in claim17, the indicium
generator being configured to generate a plurality of indicia, each .
indiciumin the plurality having a unique indiciumvalue, each indiciumin
the plurality further having an indicium subrange value field for receiving
a subrangeowsisses-wi t hin the range, the indicium aut hent PCEUSB2690¢ t her  bei ng
configured to determ ne whether an indiciumhas a subrange val ue which "
overlaps with the subrange val ue assgﬁj ated with at | east one previous
indicium 22. A nethod of generating and authenticating an indicium
representati of, Lndi Gl |81 t.in an indicium
val ue sequenéc{‘g dé?%ﬂ%@%?ﬁﬁé@g‘?géﬁ’%%ﬁ% ; %g?ﬂl‘j‘%%\?a elﬁéén, THEMRET hod
conprising the stiepis mhdoin numberadshuence assodiatde evith watyes du alicoindiciungenlae at e t he

indicium the indiciumhaying a i.zﬁicium . ... value field for receiving
the indici um val VNG " lc:fngﬁeglgﬁ% ee’Pa’???i“dn‘*“BPmr"glb‘%i ving a r andom
nunbe(rj , the mamm?mgemagmmemﬁhg%eammm @embeﬁr@hd &ﬁ)ﬁmmﬂw& nunmber
according to a predeternin net hpdo si.ng .random nunber generatin

i nf or mat igon,s"'qué%ce ass‘l"ﬁ’éergr"é{ ‘?ﬂnh‘&WH’e‘Fa? )é(’i‘lg‘leéﬂ YR VHEOTRTED S tg‘i"\@P@Fﬁ‘P ngga
seed val ue afEntRPRF BRrandahWEmbél RIS eed val ue being a function ofthe
sel ected maxi num val ue and the ot her val ue, the predeterm ned

met hodoPogy Whaindisdn mitheateneraadple being sonfigured to enable thapmopytargs sghenticate
- 20- fok }nd%lan Sﬂmmmeﬁﬁg%a&ﬁn%ﬁb&mé @.&%@ﬁ?ﬁh@ﬁ%{i&n number
clable W e

I n the random nunber sequence bel ng asso enment of
t he i ndi ci unsorgbpondste theeerest random nungtie; for the irldiciyum vdluein theambicivm vainbield i n t he

random nunber.s &g! G a function of the
sel ect ed mx%ﬁ'ﬁ%@%ﬁ%{}ﬁg&e i’?r?efim" "‘élg fdi ci um generator can readily
gener at d4vatangsiten proglam praduckastefinethinrclaim M3 frhvehich the indicium authenduatho moduleber

oo s AREEeT b fhalk bt RPHER plofidh & P thDel etantE o o, e

I ndi ci urnditnn gaicttor@sodalet readi |y generate values of the random nunbers in
t he random nunber, sequence sociable with values ip.the

| ndi ci ukSvA PSS FTRBRELProduct as defined mn clgiey 44 n sybich the ndifim, eperaioraodulg i

i ndi Ci Urgbivgdubt to enable the computerto request an updated maximum indicium value from the indicium

ot

authenticator module, the indicium authenticator module being configured to enable the computer
to provide in response the updated maximum indicium value and a new seed value, the
predetermined methodology further having the characteristic that the indicium authenticator module
can readily generate values of the random numbers in the random number sequence which are greater
than the predetermined maximum value.

46. A computer program product as defined in claim 43 in which, in accordance with the
predetermined methodology, the random numbers in the random number sequence are generated

according to

x, = x*, modn

where "n" is the product of two prime numbers "p" and "q," both of which are congruent to "3 mod
4" "x;" and "x;," are elements of the random number sequence, and seed value x, is generated as

Xo= X* mod n, where "x" is a random number which is co-prime with "n."

I ——
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t he i ndi ci um generator using the random nunber value fromthe random nunber

sequence associated with the indiciumvalue in the indiciunval ue
seqUence as the random nunber for the random nunber field, B.

enabling an indicium authenticator to authenticate the i nd| /?b1

det er ni ni ng WRPAHM3t he random nunber value in the r%t %Ff’oer
field corresponds to the correct random nunber for the indiciumval ue

in the indiciumvalue field as determ negs.by the predeterm ned
met hodol ogy. 23. A nethod as defined in claim22 further conprising the

step of enalby.iA@niph@r proghré ptodhd a Jbﬁﬁéd ifi 3laldi 44 1@ WhicR\helRditiR deRdiatormouandier
generating i nfotrn}r%gtlon tQ the indiciumgenerator. 24. A nethod as defi ned

in clai m 23°fsrd fo @ablp e sprpptere utlize 33 e raader pRmberim theirRdors mbER &t or

to request aa@aaaﬂﬁ{eegetmglwmae@qﬁ@sexumo%we from the indicium
aut henticator, the indiciumauthenticator being enabled to provide in

response t hés. wp@mpé@r progremviredit s ddfined inglaine 4 Binavhichtes/indiciat geagrater medwde is
predet er m n? LedRkd RARkRO%. Eith eﬁugh? Byl Qgre{l ﬁ?ﬁ‘ﬁﬁﬁﬁ I&'dérgfﬁ the
a generate va

i ndi ci um au i cator can ues e random nunbers in
t he random nﬁlrﬁmnpaeqpregrm pridit s daﬁaecgnemmm Mhﬂﬁrhtthnanthmnlgemammmﬂuﬂmxl nmum

[ue. 25 Apeih fi ned | ai m 2 d h th
b cdet or i nEOREER AR CO AR b aber D S Ere R RSRERURGE P Ylfence

agg ge\rln\lﬁr at Bﬁlmqiﬁﬁﬂxcﬁlﬁavalue f [e”] o
- 30- ere_"n" is the product of two, prjme nunhers 0
whi ch are cohdy ‘t'?@?ﬂ‘te’fﬂ°§' REpguct as defipedip clawn 43, Wi ??‘chweé&@ﬂb‘ﬂ? GF the

random nunbesnfipRied Bsbie MOEbniRes to/ghdtRe ¥cR iddlciind indR A9 ds ﬁ@xn?é[aa ifdlcfum
x[err] nod n, where "x" is a random nunber which is co-prime with "n." 26.

A et hod as Subsmmgeeiug feld-forsieenivng 4 sybrange viahg within thegangs; the Beicium vabierssguired t o
utilize as LAg d0H0M O dohelabodRAARG HIBRbE hé RluflmBo PP edet Of M ned set

of digits in presentati on of err as defined in claim
26 further Gbdpraimplicyprogramprodpctas dEéinedaihichgn Shim whichi the indiciyargenerator module is

configured to enable the computer to generate indicia such that subranges associated therewith do

not overlap.

52. A computer program product for use in connection with a computer to provide an indicium
generator for generating an indicium representative of an indicium value comprising an element in
an indicium value sequence defined by a selected maximum indicium value, the indicium generator
module being configured to generate the indicium, the indicium having an indicium value field for
receiving the indicium value and a random number field for receiving a random number, the
computer program product comprising a computer-readable medium having encoded thereon an
indicium generator module configured to enable the computer to generate the random number
according to a predetermined methodology using random number generating information, the
random number generating information including a seed value and another value, the seed value
being a function of the selected maximum value and the other value, the predetermined methodology
having the characteristics that

03] a random number sequence is generated, each random number in the random number

sequence being associable with element of the indicium value sequence,

(i)  values of the random numbers in the random number sequence have values which are a

function of the selected maximum value,

—_—
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to utilize a predeterm ned nunber of |ow order bits. 28. A nethod as
defined in claim?22 further conprising the step of enabling the indicium |
generator to generate a plurality of indicia, each indiciumin the
plurality havi.ng a unique indiciumvalue. 29. A nmethod as defined in claim
22 furt heWOo98M$d3'si ng the step of enabling the indiciunPgEHEBEI®? to "~
generate each indiciumin the plurality as having an indicium subrange
value field for receiving a subrange_jgal ue within the range, the indicium
val ue associated with the respective indiciumbeing a predeterm ned

functi omiifyf  tHeGndieih aBGRatorIRbdutd JiR teAGity Senedef JaNRE of fhe SArdbM idhbk:d ik ch the
I ndi cium generator is configured to %Snerate I ndi ci a such that subranges

associ at ed t FBAGNINRDE seduence aspeqigbigiwitipvalues inthe ndisiust valwrasshwence which ardi ci um
gener at or t 01 3&A&! BL BafibhukIHS TafERLgSeNt ati ve of an indici um val ue
conprising an el ement 1 n an 1 ndiciumval ue sequence defined by a sel ected
maxi numUvwidi giedndiciemh generaton moiiwlelcannotreagin eenataty vabwes eftharemdanmuumgierstivthgener at e
the indiciu L ndl Cl ' - DAL G fi.eld for receiving the
i ci um val 0l b ool kb il s KRG LB et R B - < ne
I ndi ci um genéssthan thb eiaxigmedindicignrvablet 0 generate t he random nunber accordi ng

to a predeterm ned nethodol o usi ng random nurnper _generating i nformation,

t he randiﬁﬁWnﬁﬁtﬂ'é’F%\f“%ﬁ%me ?'H@Fﬁ”b‘ﬂgf"ﬁ‘@ﬂi?ggﬁbmgmgg% nyRP SCRWARFCanot her
val ue, tdi@chraditahdigdibRinnahR if theGidiann 9hlub eeqaelice 6t 8 rafisinumbAforteand t he
ot her val ug, thﬁﬁﬁﬁ?eterm ned net hodol ogy having the characteristics that
(1) a a9 " sequence is generated, each random nunmber in the
random ry3metomputer prof@f YREHuEt REldhed S QA 52einMvhiBh, SR aRt Wit tendi i um
val ue sequence, (ii) values of the random nunbers in the random nunber
sequencPregipanipgd Beisodgiesyhthe Fandem numbers in the randors puigbershquencs ase gendratedxi mum
val ue, (dc%aei?%&,he I ndi ci um generator can readily generate val ues of the

random nu in the random nunber sequence associ able with val ues
in the indiciumval ue sequence which? lat;.lgdlness t han t he maxi mum

i ndi ci um val ue, and £k

-31-

where "n" is the product of two prime numbers "p" and “q," both of which are congruent to "3 mod
4," "x;" and "x; " are elements of the random number sequence, and seed value x, is generated as
Xo= x* mod n, where "x" is a random number which is co-prime with "n."

54. A computer program product as defined in claim 53 in which the indicium generator module is
configured to enable the computer to utilize as the random number in the random number ficld a
predetermined set of digits in the representation of x;.

55. A computer program product as defined in claim 54 in which the indicium generator module is
configured to enable the computer to utilize a predetermined number of low-order bits.

56. A computer program product as defined in claim 52 in which the indicium generator module is
configured to enable the computer to generate a plurality of indicia, each indicium in the plurality
having a unique indicium value.

57. A computer program product as defined in claim 52 in which the indicium generator module is
configured to enable the computer to generate each indicium in the plurality as having an indicium
subrange value field for receiving a subrange value within the range, the indicium value associated

with the respective indicium being a predetermined function of the subrange.
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(iv) the indiciumgenerator cannot readily generate values of the random
nunbers in the random nunber sequence associ able with values in the
i ndi ci um val ue sequence which are |less than t he maxi mum i ndi ci um

val ue, the indici-um generatorusing the random nunber val ue, fromthe random
number sequeWO9A88{ci ated with the indiciumvalue in the {HHEIHRY al ue
sequence as the random nunber for the random nunber field. 32. A nethod as
defined in claim31 in which, in accordapnce with the predeterm ned

met hodol ogy, the random nunbers in the random nunber sequence are generated
accor di ng t58. A computer program product as defined in claim 57 in which the {n@icfuln generdfdefn@duleis 1 S

t he product otI t gr{"me nunber s & and."q," both_ of which are con‘gruent
to "3 mod 4ostsuedds feble e pompyiert penersicindicia push et BTAS SeaRAHIERDE 0
sequence, aBfhveRRd value x[err] is generated as x[err]= x[err] nod n, where
“x" is a random nunber which is co-prime with "n." 33. A nethod as_defined
i n cl ai m 329 {4 COMBHIREPFHUR BTodRst fardise inggonesictiem wish iasompter tb mefivide am indisiamat or

to utilize der,.. k1. & L e r.m ned
cot lof | dr g eritfor £F SATRAMRE bn WdchRF rpAREREOYERF ralehfs Sl DEBBHET [
cl ai m 33 f whemisatin yundicigivalge sehuenestdsfinadby e sedstad npxiniven indiciumivale,gerindicitor  t o

utilize a predeterm ne er..of loworder bits.. 35. d as .def.i ned
"0 Gl & m o beyig poee Auefed AR fichim sl sk P el TR YRR BB R o
t 0 gener at éndiciyrh valed and yrandont malibes field forredeivinphir&idaiininnbérfike rahdohdiunibyr Beftigi Ng a
uni que indiciumyval ue. 36. A net had &s qefi ned in claim31 further
conpri si ng EFtfEAIEkagtpTdine QA BKAStHNeA mehndnlogy wangapdamgug bet goneratnginfornatign L
i ndi ci um i Mhdr@of ndfBér gederaig hifotnagondRchhdisl Llesli Vafild A ERSBert@lubGhd debd whnfeOr
receiving a subrange value wthin the range, the indiciumvalue associ ated
with the rdepgeiungtonpfie selegisd Barimymyalys addheother Yadug, thepredetesmingd methadology
subrange. 3iyindmEElAReneksdaf i ned in claim36 further conprising the step
of enabling the indiciumgenerator to generate indicia such that subranges
associ at ed t her @i t It repsomaumbersequese iszgneratedyeach ragdant numbabin thegandaminyoiberi um
authent i cator to autReRhl g ;ABlCh A UIHEEBE 62 SRk YifhQladhed Nl ci um
val ue conprising an efenent Tn an 1 ndicrum val ue sequence I'néd by a
sel ect ed maxi nu)i ndiabiesoftheadndem nathieers in tiecindom heruban spqbererhaye mauatwhithlbse an
i ndi ci um gener at or taofm@c 1V§oﬁtﬂesi> eccj'{'egi um Va|‘l’,l N field for receiving the
i ndi ci um val ue and & Tandom Nunber frerd ¥ or ot ecei vi ng a random

(iii)  the indicium generator can readily generate values of the random numbers in the

random number sequence associable with values in the indicium value sequence
which are less than the maximum indicium value, and
(iv)  theindicium generator cannot readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence
which are less than the maximum indicium value,
the indicium generator module using the random number value from the random number
sequence assocjated with the indicium value in the indicium value sequence as the random
mumber for the random number field,
the computer program product comprising a computer-readable medium having encoded thereon an
indicium authenticator module configured to enable the computer to authenticate the indicium by
determining whether the random number value in the random number field corresponds to the correct
random number for the indicium value in the indicium value field as determined by the

predetermined methodology.
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-32- nunber, the random nunber being generated according to a

predet er m ned net hodol ogy usi ng random nunber generating information, the ,
random nunber generating information including a seed val ue and anot her

val ue, the seed value being a function of the sel ected maxi num val ue and

t he ot her WP918543t he predet ermi ned met hodol ogy havi ng t BETUR%E28¥0er i sti cs
t hat (i) a random nunber sequence is generated, each random
nunber in the random nunber .38- sequence bei ng associable with

el ement of the indiciumval ue sequence, (ii) wvalues ofthe random

nunbers 600 AtcB@piitar #6g M Proaget a e m1ia\50, tha indffurVilitkdhtiadtét module being a
function oé t he sel ected maxi num val ue, gl ii) the indicium
k|

gener at oforHgHEEd aphls thy cpmpUierdo PEVifsdhe randora numbar genaratingdprpstiontie the
random bR SRGMENREaAsSoci abl e with values in the indiciumvalue
seqguence whi ch are | ess than the maxi num i ndi ci um val ue, and
(iv) tha-Acamppterpregrare produnt axdefinest inclain 60 in wiaehstheindicina geaeratol molide isandom

V) L Lenee. able wi.ih val
nunoers ) é &1 toenablethe coraﬁ\_ger{ (-t:% x@&g&% G}"Hm% hﬁﬁrﬂ.\j\l Eflgﬁx@mﬁx%ﬁ% lgrggltlﬁe lﬂ 1%%@\/ al ues

. onfi
mthemgl |umv§f’ue se are a

maxi mum sutightidatonmedileghe indicium authksticatodinodulebgenemfitwed winakje theeompurelom

nunber val ue .from the random nunber. sequence associated wth the

i ndi ci un®VEIPYIEE i rﬁ?‘e’nsfﬁ ?é‘g{lﬂﬁ B, i valve, gpd ?dﬁgo?ﬁeﬁu‘f%r teor

t hg_ r andmgmamnheamém@dmbg\{hﬁhmﬁimdmﬁﬂwmdtda@m ﬂ;%tﬂie@ﬂdic?&th b@ﬁéﬂtiﬁﬁbﬂtﬁkﬂigl&e

i ndi ci um t er m ni t her the random nunber value in the random
nunber f?ae}/feg@xffl@?s&%? of e RAterheEn STHRMAR PHIRSETEAYSHFe Vhigh armgreatetum

val ue i nizhd@e braddtsriminiad viakinturd v4pled as determ ned by the predeterm ned

met hodol ogy. 39. A nmethod as defined in claim38, further conprising the
step of @ﬁa‘mcprﬁg“t@rh@osrﬁm »Pdnst asidpféned;in glaim 3 ipmbichdim egcerdargsdwith teber
gener at i foqd i ol RettBBolbgy, iHdGardBpl Iﬁmws%aﬁrram@-nuﬂﬁa $oqiERLIQM gBtrdi&f | NEd
in claim39 further conprising the steps of enabling the iIndiciium generator
to requesscordmgipdat ed maxi mum i ndi ci um val ue fromthe indicium

aut henticator, and the indiciumauthenticator to provide in response the
updat ed maxi mum i ndi ci um val ue akd gneosed val ue, the pr edet er m ned

met hodol ogy further having the characteristic that the indicium

aut henticator can readily generate values of the random nunbers in the
random nunber sequence which are greater than the predeterm ned maxi num

val ue. A4dheréd\"nhid theprodst afttivb privie humisera 'phand"d, Nbotihe fovhichiare @agaedan@emad t h t he

predeter ‘r‘r’]. myg'danga'gcinpgrgleg%hts of the random number sequence, and seed value X, is generated as

Xo= x* mod n, where "x" is a random number which is co-prime with "n."

63. A computer program product as defined in claim 59, the indicium generator module being
configured to enable the computer to generate a plurality of indicia, each indicium in the plurality
having a unique indicium value, each indicium in the plurality further having an indicium subrange
value field for receiving a subrange value within the range, the indicium authenticator module further
being configured to enable the computer to determine whether an indicium has a subrange value

which overlaps with the subrange value associated with at least one previous indicium.

e

g gy
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the random nunbers in the random nunber sequence are generated according to
[err] - 33- wher e
"n""is the product oftwo prinme nunbers "p" and "q," both of which are
congruent to "3 nod 4," "x[err]" and "x[err]" are el enent f andom
number sequeWOP8RY seed val ue x[ery] /i s7generated as x[é?ﬁfgﬁgﬁ%%%] nod
n, where "x" is a random nunber which is co-prinme wwth "n." 42. A nethod as
defined in claim3 8, the indiciumgenerator being configured to generate a
plurality of indicia, each indiciumin the plurality having a unique

i ndi ci um val ue, each indiciumin the plurality further having an indicium
subrange value field for receiving a subrange value within the range, the

i ndi ci um aut henti cator further being enabled to detern ne whether an

i ndi ci um has a subrange val ue which overl aps with the subrange val ue

associated with at |east one previous i Conmput er program
product for use in connection with a cor i je a system for
generating and authenticating an indici\ i ye of an indicium
val ue conprising an elenment in an indicijt ::1ce defined by a
sel ected maxi mum i ndi ci um val ue, _the cof v_Broduct conpri sing
conput er - r eadabl '@ nmedi um hayl ng efjcoded ci um gener at or
nmodul e and an i ndi ci um aut e i catior nog ndi ci um
gener at or bei ng configured t ;&nabne t he perate the indicium
t he i ndi ci um hauing an'g;l ndi:ci um Jal or receiving the
i ndi ci um val ue and g nNanddnR < nunbgqr fijel d far- Leceiving_a randam
nunber, the indiciun genega 6?°hndule bgi n ' configyped to enablle the
conput er to generat eMHge—r andom nuynber gccagtding to a O < predet err}n’ ned
met hodol ogy usi ng randdm nunber gdner atilng %rﬁ'or mation, t as |
nunmber generati ng i nforjmati on i nclludi ngla §é%§|value and éﬁdgv_ ¢, the
seed value bei ng a functi o of Hle sBli@tied maxjmui-& fthe
other val ue, ithe predELeTmi nef o “| Bhl e ) v
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met hodol ogy having the characteristics that (1) ar andom numnber
sequence i s generated, each random nunber in the random nunber

sequence bei ng associable with el enent of the indiciumval ue sequence,

(ii) wvalues ofthe random nunbers in the random nunber sequence have val ues

whi ch ar ewo 99718543 - a functiog of the sel ected maxi Parps0 i

(ii1) the indicium generator nodudl e can readily generate val ues of the
random nunber s in the random nunber sequence associable with
val ues in the indiciumval ue sequence which are | ess than the
maxi mum i ndi ci um val ue, and

- 34- (iv) the indicium generatornodul e cannot readily generate

val ues of t he random nunbers in the random nunber sequence
associ able with values in_the indiciumvalue sequence which

are | ess than the maxi Mo OSTAL COSTOMERESYSTEM 12(N) DETERMINESC! U gener at or
nodul e usi ng t he random THATIFES TOENGAGEN® X\POSTAGEPURCHASEDer seqguence
associated with the ind WMMGMSEHM"PMIESOHPOSIAE seqgence as the
random nunber f or iehemmaunehg - di ci um

aut henti cator nodul e being confl gur ed to nabI e the corrput er to

aut henti cate t he . '

value in the rando_m nunien pfose}\dcus-romgg mrsmampdsugmmba chrrect random

determi ned by the prede{ERANSMISSIONTODHRPQSFAL OFFICEAYSTEN Ut er @r ogr am pr oduct
as defined in claim43 'NCWRIEWWHWIQN INFOBMATIGN FORIHEr nfdul e i s
configured to enabl e th¢P; o‘ﬁ‘iﬁﬁf@‘“ﬂ N ANRAHB) nunber denerating
information to the indi :ﬁmr'g gﬁgpﬂpg MHANQUAT OFSOSTAGB R BFer

product as defined in clal n whi ch the i nd| Ci um gener at

configured to enabl e t he e #n i ndi ci um
val ue fromthe indicium aut hentl cat or m)d | e, the i ndl ci um aut henti cat or
nodul e bei ng configured 2 response the

5
22
2
23
g
5]
15
g1
B3
1
4
5 &
8
a8
34
>t

POSTAGE PURCHASE REQUEST MESSAGE

103. POSTAL OFFICE SYSTEM 11 DETERMINES WHETHER
OR NOT THE POSTAL CUSTOMER HAS AN ACCOUNT,

104. POSTAL OFFICE SYSTEM 11 ESTABLISHES AN
ACCOUNT THEREFOR AND ASSIGN THE POSTAL
CUSTOMER A CUSTOMER IDENTIFIER.
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pr edet er mi ned net hodol ogy further having the characteristic thatthe

I ndi ci um aut henti cator nodul e can readily generate val ues ofthe
randomunber s i nt he random nunber sequence which are greater than the

pr edet er mi ned maxi num val ue. 46. A conputer program produ %ﬁ@ %%Fflned in
claim 43 in ¥RAP¥ES43 n accordance with t/he;predeternined n% g t he
random nunbers in the random nunber sequence are generated accordlng to
[err] where "n" is the product of two prine nunbers "p" and "q," both of
which are congruent to "3 nod 4," "x[err]" and "X[err] " are elenments of

t he random nunber sequence, and seed value xJerr] is generated as x[err]

x[err] nod n, where "x" is a random nunbe ch is co- péfﬁhh[n "
d in clai h the

-35- 47. A conputer program product as
i ndi ci um generator nodule is configured to ble the conputer to utilize

as the random nunber in the random nunber fleld a predeterm ned set of
digits in the representation _of xJerr]. 48 A conputer progranlproduct as
defined in claima47 in whj configured to

.ﬁ&p&@ﬂddﬂi gﬁﬂi@ﬂeﬁ ! cder bits.

enabl e the conputer to utj S¥OMER BA
the indicium

N
49. A conputer program pripaseAGERE obﬂnﬁ SULT I PHE Ru
gener at or nodul e

plurality of indijcia, eac
i ndi ci um val ue.
whi ch the indici
generate each indiciumin the
value field for rleceiving a subrange val ue
val ue associ at ed

AdBtiNG GRERTER

thin the range, the indicium

106. POSTAL OFFICE SYSTEM 11 ASSIGNS THE POSTAL
CUSTOMER ANOTHER POSTAL CUSTOMER IDENTIFIER

107. POSTAL OFFICE SYSTEM 11 STORES INFORMATION
IN THE CUSTOMER DATABASE 21 REPRESENTATIVE OF
NEW POSTAL CUSTOMER IDENTIFIER,

(@ POSTAL OFFICE SYSTEM 11 GENERATES A
POSTAGE PURCHASE RESPONSE MESSAGE FOR
. TRANSMISSION TO THE POSTAL CUSTOMER SYSTEM
12(n) INCLUDING THE PERMISSION TO PRINT THE
REQUESTED POSTAGE, INFORMATION THAT THE
POSTAL CUSTOMER SYSTEM 12(n) WILL USE IN
————"|GENERATING THE INFORMATION IN THE P_RAND_NO
PSEUDO-RANDOM NUMBER FIELD(S) OF THE
RESPECTIVE POSTAL INDICIA, AND, IF THE POSTAL
OFFICE SYSTEM 11 ASSIGNED THE FOSTAL CUSTOMER A
NEW POSTAL CUSTOMER IDENTIFIER, THE NEW POSTAL
CUSTOMER IDENTIFIER
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with the respective indiciumbeing a predeterm ned function of the
subrange. 51. A conputer program product as defined in claim50 in which
the indiciumgenerator nodule is configured to enable the conmputer to
generate indicia such that subranges associated therewith do not overl ap.
52. A comnpob®rssgr-ogr am product fo‘r1 zse i n connection wRAGT/GSWUt er "t O
provi de an indiciumgenerator for'g ne?ating an indiciumrepresentative of
an indiciumval ue conprising an elenent in an indiciumval ue sequence
defined by a sel ected maxi nrum i ndi ci um val ue, the indiciumgenerator nodule
bei ng configured to generate the indicium the indiciumhaving an indicium
value field for receiving the indiciumvalue and a random nunber field for
recei ving a random nunber, the conputer program product conprising a
conput er -r eadabl e nmedi um havi ng encoded t hereon an i ndi ci um gener at or
nodul e configured to enable the conputer to generate the random nunber

according to a predeterm ned netho usi ng raniggtﬂﬁgﬁzgigenerating
g informati } ng a seed

OOI| OY
i nformation, the random nunber gen
val ue and anot her val ue, the seed vsa bei ng a function ofthe sel ected

maxi mum val ue and the ot her value, tHe predeterm ned nethodol ogy having the
characteristics that (i) a random rjunber sequence i s generated, each
random nunber in the random nunber sequence bei ng associable with

el ement of the indicium val ues of the random nunbers
in the random nunb Set chr—ar-e—a function of

t he sel ected maxi :

-36- (iii) the in(PRSTAGERURCHASERESPONSE MESSAGE cadi | y gdner at e val ues of
t he random nunber s\ Ut ) cdassoci able with
val ues in the indiciumvalue sequencq \ ess than the
maxi mum i ndi ci um val ue, and (iv) theindicium generator nodul e cannot
readily generate v s _ofthe randon1nunaf S I n the random nunber

sequence associ abl 1@%?%&%2%'?% @Srrn)fém?}gﬁéﬁﬁ quence which are

| ess than the maxi

111. POSTAL CUSTOMER SYSTEM 12(n) GENERATES, FOR
EACH PENNY OF POSTAGE, A PSEUDO-RANDOM

NUMBER USING THE INFORMATION PROVIDED IN THE
POSTAGE PURCHASE RESPONSE MESSAGE.

112. POSTAL CUSTOMER SYSTEM 12(n) STORES EACH
PSEUDO-RANDOM NUMBER SO GENERATED IN THE
POSTAGE DATABASE ASSOCIATED WITH THE

RESPECTIVE PENNY OF POSTAGE.
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t he i ndi ci um generator nodul e using the random nunber value fromthe random
nunber sequence associated with the indiciumvalue in the indiciumval ue
sequence as the random nunber for the random nunber field. 53. A conputer
program product as defined in claim52 in which, in accordance with the_

pr edet er ni neMCH¥I¥H ol ogy, the randogn numpers in the rand8FEE™ sequence
are+generated according to [err]

where "n" is the product of two prine nunbers "p" and "q," both of which
are congruent to "3 nod 4," "x[err]" and "x[err]" are elenents of the
random nunber sequence, and seed value x[err] is generated as x[err] nod n,
where "x" is a random nunber which is co-prinme with "n." 54. A conputer
program product as defined in claim53 in which the indicium generator

nodul e is configured to enable the conputer to utilize as the random nunber
in the random nunber field a predeterm ned set of digits in the
representation of x[err]({1sfbosTALCUSPOMER SYSTEM12(R) DERRMINESAS Yefined in
claim 54 in which the indHAT mns TReGENERATE ATDSTAEINDICIOMRORgUr e t 0 enabl e t he
conputer to utilize a pri@
conput er program product s '
generator nodule is configured to enable the conputer to generate a

plurality of indicia, each indiciumin thegplurality having a unique

i ndi ci um val ue. 57. A coffpi Qe a0 neet Ty Cl @i m 52 in
whi ch the indicium generig i [ gf@he conputer to
generate each indiciumi subr ange

value field for receiviny oYY : he i ndi ci um
val ue associated with the respective indicjumbeing a predeterm ned
function of the subrange.

-37-

132. POSTAL CUSTOMER SYSTEM 12(n) DETERMINES THE
RUNNING TOTAL AMOUNT OF POSTAGE USED BY THE
POSTAL CUSTOMER, INCLUDING THE POSTAGE AMOUNT
VALUE DETERMINED IN STEP 131.

133. POSTAL CUSTOMER SYSTEM 12(n) USES THE
RUNNING TOTAL POSTAGE AMOUNT GENERATED IN
STEP 132 ALONG WITH INFORMATION STORED IN THE
POSTAGE DATABASE 31 TO GENERATE THE
PSEUDO-RANDOM NUMBER ASSOCIATED THEREWITH

134. POSTAL CUSTOMER SYSTEM 12({n) USES PRINTER 32
TO PRINT THE INDICIUM,
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58. A conputer program product as defined in claim57 in which the indicium
generator nodule is configured to enable the conputer to generate indicia
such that subranges associated therewith do not overlap. 59. A conputer
program product for use in connection with a conputer to provide an
indiciun1au®@gﬁg cator for authent&cqtlpg an indiciumrepresentative of an
i ndi ci um val ue conprising an el enent 'in' an indici um val uBCYESE2PB8L defi ned-
by a sel ected maxi num i ndi ci um val ue, the indicium having been generated by
an indiciumgenerator to have an indiciumvalue field for receiving the

i ndi ci um val ue andarandom nunberfield forreceiving arandom nunber,

t her andommunber bei ng generated accordi ng to apredeterm ned net hodol ogy

usi ngrandomunber generating i nformation, the random nunber generating
information including a seed yalue and another value,  the seed value being
a function of the selected nuy bﬂ%‘\‘ﬁ.%&rﬁﬂ%wﬁmﬁknﬁﬁé’?ﬂdﬁ%nthe
predet erm ned met hodol ogy havjiisiciue racteristics (
random nunber sequence i s gengrated, each random nunber

-

) a
in the rangom

nunber sequence i ndi ci um
val ue sequence, (ii1) values of the randorh nunbers in the random
nunber sequence have val ues which are a _function of the

sel ected maxi mum val ue, 454 pdskat BEANNING ELUPMERT 35 BRGVIDESHHE S]d1 | ¥
generate val ues of the randonjiNeorfMATion BROMEHE INDICIUM TO THE CONFREL™ funber
sequence associ abl e with val upMoDULEZ23CALONE WITHOTHER INFORMATIONISUCH

which are | ess than the naxi mks WEKEHT) WHICHIHE CONIROL MODULE 2% CAN USE [fle

i ndi ci um géner at or cannot r ea{INIDETERMNING WHETHERTHEPOSTAGE AMOUNT nuifbers i n
t he - r andom nunb¢YALYERFERESENTEDR Y THE INDIGIUMHS SUFFIGIENT n § he

i ndi ci um val ue sequence FORTH EWW%%‘W‘@E’%% han the mexi gum

i ndi ci um val ue, t he i NdM dmhitngsiag V= dom
nunber val ue fromthe random nunber sequgnce associated with the

i ndi ciumvalue in the indiciupaalue sequence ad¥the randam nurrber

for the random number field, 12 GONFROLMODULESS RECEBVESHIE INFORMATION'|O

conput er - r eadabl e nmedi um havi jErRoMEREIROSTALSCARRING EQUIMENTS2) aut hent cat or
nodul e configured to enable tlhe conputer to authenticate the indiciflum by
determ ni ng whet her the randommanpervar ue SEmErsyaLele s el d
corresponds to the correct random nunber for the}indiciumvalue in the

i ndi ciumvalue field as determ ned by the predetgrm ned net hodol ogy.

63. CONTROL MODULE 23 USES THE POSTAL
CUSTOMER IDENTIFIER FROM THE INFORMATION
PROVIDED BY THE POSTAL SCANNING EQUIPMENT 22 TO
DETERMINE, FROM THE INFORMATION ASSOCIATED
WITH THAT POSTAL CUSTOMER IDENTIFIER IN THE
CUSTOMER DATABASE 21 AND THE PSEUDO-RANDOM
NUMBER FROM THE INDICIUM, WHETHER THE INDICIUM
1S AUTHENTIC

~YES_—

154. CONTROL MODULE 23 TAKES APPROPRIATE

CORRECTIVE ACTION.

@ELGJ_
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-38- 60. A conputer program product as defined in claim59, the indicium
aut henti cator nodul e being configured to enable the conputer to provide the
random nunber generating information to the indiciumgenerator nodule. 61
A conput er )roduct as defined in claim®60 in whic?,g 8} |C|um
gener at or ngﬁﬁgéﬂggpconfigured to enpablje 4he conputer to E §§ updated
maxi mum i ndi ci um val ue fromthe indicium authenticator nodule, the indicium
aut henti cator nodul e being configured to enable the conputer to provide in
response the updated maxi num'i ndi ci um val ue and a new seed val ue, the

pr edet er mi ned net hodol ogy further having the characteristic that the

i ndi ci um aut henti cator nodule can readily generate val ues ofthe random
nunbers in the random nunber sequence which are greater than the

predet ermi ned maxi num val ue. 62. A conput ogram product as defined in
claim59 in which, in accordance with the et erm ned nmet hodol ogy, the
random nunbers in the random nunber sequeN e generated according to
[err] where "n" is the product of two pfTne nunbers "p" and "q," both
of which are congruent to "3 nod 4," "x[err] and "x[err]" are el enents of

t he random nunber sequence, and seed value x[err] is generated as Xerr] =
x[err] nmod n, where "x" is _a_random nunber ich is co-prine with "n." 63.
A conputer program produc 55 CONTROINMODULE 2l pETERMAES WeTHER]I CT\M gener at or
urality of

m val ue,

nge val ue

ci um

STAGE AMOUNT VALAE RFPRESENTED BYITHEY subr
MyAS H&o\apﬁma‘nmmaosrah ANNING | n

2, Mﬁﬁgﬁwﬁﬁ {FOST. A'H'e c
gﬁ?ﬁﬁ rl
H%' indiciu

156. CONTROL MODULE 23 TAKES APPROPRIATE
CORRECTIVE ACTION.

each indiciunlin t heyps. ur
field for receiving a subli¥p
aut henti cator nodulje furt
determ ne whet her &n indi
subrange val ue ass¢qci at ed

157. CONTROL MODULE 23 MARKS, IN THE CUSTOMER
DATABASE, THE PENNIES OF POSTAGE REPRESENTED
BY THE INDICIUM AS HAVING BEEN USED.

158. CONTROL MODULE 23 NOTIFIES THE POSTAL
SCANNING EQUIPMENT THAT THE REQUESTED POSTAL

DELIVERY SERVICE IS TO BE PROVIDED IN CONNECTION
WITH THE ITEM.
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