Met hod OF Accessing A Data Storage Device Field O The Invention [0001] The
invention relates to a nethod of accessing a data storage device and a

syst em f owoaomassiimg stored data. Background O The | nvegtrisenodo®o@3}
Managi ng security keys used to encrypt and decrypt data is a chall enging
task. This is due to the difficulty in keeping track of different keys used
to encrypt and decrypt data, wherein data associated with a respective
security key has to be tracked as well. [0003] Adhering to industry

recommendati ons, such agekidiOF ACcestifé A95: &?m KipRgich Ndustry Associ ation
(SNl A), that security ke;g used t% én ryp? ata%sE%8Vd be changed at | east

once every 12 nonths adds to the difficulty of managi ng security keys. Wen
rekeyi ng aphi c _keys (i.e. changing cryptographic keys), cipher data
first neegéxfg?géegggy§$Ped using their existing cryptographic key.
Subsequently, the unencrypted data is re-encrypted using the new

crypt ographj ey. to obtain cipher data. These new cryptographi c keys have
{0 be tr AR Jﬁliley ipEROn Raics fod H@ﬂﬁ”ap‘{f PERSSHeR fale SRR JeYisnatid 4 pysiea

processi NfhrRQWdingd foRA defAt €r pri se storage system [0004] Storage systens
using full disk encryption (FDE) provides a solution to security key
di stribution and revocation problens hi FDE, data bl ocks are encrypted at

t he di sk hgﬁfggofg{Ifb‘?ﬂe(iLve%wOBCh and appliance | evel. FDE provides a | ock
I'S ed to

key t hat turn on a FDE data storage device. Wien re-keying is
perfornmed, the | ock key can be changed w t hout having to change the

encryptio Y., However, F st orage syste are not back d conpati bl e
W h oxi PN Mo FesHel B 4% B 5P E0R deuIPLTih g hlsagpe ek

t ape/ di skThi9@0dle tneedIfiddty i kéeplrghthck B SiffefenbReys SEPBnSY Bt Sdeshybt | USe
conventional data storage devices, there is a need to address the backward

conpat i bi flate.ywherain data pypoeiated witha sgepecvesscurity key has to be tracked as well.

[0003] Adhering to industry recommendationé, such as from the Storage Networking
Industry Association (SNIA), that security keys used to encrypt data should be changed at
least once every 12 months adds to the difficulty of managing security keys. When re-
keying cryptographic keys (i.e. changing cryptographic keys), cipher data first needs to
be decrypted using their existing cryptographic key. Subsequently, the unencrypted data
is re-encrypted using the new cryptographic key to obtain cipher data. These new
cryptographic keys have to be tracked. In addition, the decryption and re-encryption

utilises processing power in an enterprise storage system.

[0004] Storage systems using full disk encryption (FDE) provides a solution to security
key distribution and revocation problems. In FDE, data blocks are encrypted at the disk
level instead of switch and appliance level. FDE provides a lock key that is used to turn
on a FDE data storage device. When re-keying is performed, the lock key can be
changed without having to change the encryption key. However, FDE storage systems
are not backward compatible with existing conventional data storage devices, such as

legacy tape/disk.



advant ageous to have a data storage system not needing to decrypt and
re-encrypt data whenever re-keying is performed. Sunmary O The | nvention

[ 0006] AcwoOrdiomgszie one aspect of the invention, there PSTSGWMINEW3A net hod
of accessing a data storage device, the nethod including: transformng a
first key to obtain a second key; assigning the second key to a | ogi cal
unit of data of the data storage device; and using the second key to read
data fromthe data storage device or to wite data to the data storage

devi ce. [[0005]] GA‘éﬁQliéjieﬂﬁtiﬁ@e@%ﬁﬁ@ﬁtoﬁ%@@%erﬁj stiNGsel JOH PHtibRA) dataRbrBgd S
provi ded a system for accessing stored data, the systemincluding: a data

storage nBeiifes; thers is » aerskte mddressohe heskwiaed eavenatibilismissusy urthers itmvamldes t o
obtain a . ' t u ' E d; key to a
og; cal - uipapedtEto bk AR QR o R G dehfhe 47 SLAAT T SEGANUAEY | e
t hat useswhbreveeredwegingaypdarformedd data fromthe data storage nodule or to
wite data to the data storage nodul e. Brief Description O The Draw ngs

[0008] In the drawings, |ike reference characters generally refer to the
same part Suinfia?y G@TocHe Inkéntibnf f €erent views. The drawi ngs are not necessarily
to scal e, enphasis instead generally being placed upon illustrating the

principles of the invention. In the follow ng description, various

enbodi e f | j s i -0l | owi n
erbec el AR LRI A SO FULTRR AR GUEL EBRIGrbBl  ov
ar chi t ect adatactorageddeviresthe maggleodsipsiudimgi trmisforening m dirsd ey enmbltalinreseconf t he

present ipventi.on.[0Q010] K gure 2. shows .a fl.owc t gllustrating a process
i n accor dane &St g’r?eselé?ﬂffolg‘?ynté’nﬂ loﬁcaywﬁgl?ﬁ%élgtérf’?%f‘?n‘}%tﬂtsﬁ’&ﬁe ‘{eﬂfﬁ’%ﬂn‘gi gure 3
is a bl oclsifl tgsedondfkeyff Rad dauvfiom the Aty RioPgHcalRMicE oMt dBtdith the data

storage device.

[0007] According to another aspect of the invention, there is provided a system for
accessing stored data, the system including: a data storage module; a transformation
module that transforms a first key to obtain a second key; an assignment module that
assigns the second key to a logical unit of data of the data storage module; and a data
access module that uses the second key to read data from the data storage module or to

write data to the data storage module.
Brief Description Of The Drawings

[0008] In the drawings, like reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of the invention. In the
following description, various embodiments of the invention are described with reference

to the following drawings, in which:

[0009] Figure 1 is a block diagram representing architecture of a data storage system

implementing one embodiment of the present invention.



accordance with one enbodi nent of the present invention. [0012] Figure 4 is
a bl ock diagramof data flowin a channel protocol nodule built in

accor dancEowntwnsseie enbodi ment of the present inventi onPCIGG2E/0P038Ire 5 is
a bl ock diagramrepresentati on of conponents for an architecture for a data
storage system i npl ementi ng one enbodi nent of the present invention. [0014]
Figure 6 shows a framework for generating security keys in accordance with
one enbodi nent of the present invention. [0015] Figure 7 shows a framework
for a seqooid]yFikey bi{HoaCh EfldvichafCRIuCERIRE M PrBced¥ &n eARR6RIARN Wil ohdie
present invention. L0016] Figure 8 shows further detail on a key mappi ng

t abl e andembosimenof thejnsessaigreioie with one enbodi nent of the present
invention, to access the key nmapping table. [0017] Figure 9 shows a
process, in accordance with one enbodi nent of the present invention, used
by the nd88B]eFigurgedtis aorlotke diagfil 8T diadilove id G érypaghapbickmddide baitt in
representjng detection of the t of disk st.orage used in data storage
arrays ofacﬁgrgg?ca?\g lb?rﬁjgeénbsog&%\{’?ﬁﬁlpéﬁﬁlﬁf?‘ﬁﬁg%e enbodi nent of the present
invention. [0019] Figure 11 illustrates transformati on of security keys in
accordance wi.th one enbodi nent of the present invention.Detailed

Descri pt i (8412 JdogerE 4nsi 2 Bloghidingran of datgitlovin 2 shanmel protacal, moduelg built in
particula&kgnﬁﬁgyWhE%Hgéy%%gﬁhgﬁgfP%Egm&gﬁﬁ&ﬁggg to specific enbodinents, it

shoul d be understood by those ski In the art that various changes in
formand detail may be nmade therein w thout departing fromthe spirit and
t he appended e scqpe of the

scope of igventd.on.as fined b | ai ns.
i nventi or#b?@]tﬁ%reisﬁafigg%le(gﬁﬁar? ﬁ%’réésﬁrb%tﬁ%’e CrEPRE saﬁ’a a‘éf"’f‘:ﬁgﬁ%‘ﬂfﬁg Fwhi ch
come W t hddta sthagereatinngnpgladentag@ae embedjtiensd falcprestht inRentinai Ns are
therefore intended to be enbraced. It

[0014] Figure 6 shows a framework for generating security keys in accordance with one

embodiment of the present invention.

[0015] Figure 7 shows a framework for a security key lifecycle in accordance with one

embodiment of the present invention.

[0016] Figure 8 shows further detail on a key mapping table and a process, in accordance

with one embodiment of the present invention, to access the key mapping table.

[0017] Figure 9 shows a process, in accordance with one embodiment of the present

invention, used by the message digest module.

[0018] Figure 10 is a block diagram representing detection of the type of disk storage
used in data storage arrays of a data storage system implementing one embodiment of the

present invention.

[0019] Figure 11 illustrates transformation of security keys in accordance with one

embodiment of the present invention.



wi || be appreciated that common nunerals, used in the rel evant draw ngs,
refer to conponents that serve a simlar or the same purpose. [0021] Figure
1 is a blwokotvesgiam representati on of a data storage sSPSTSGRA0O000033

i npl enenti ng one enbodi nent of the present invention. [0022] The data
storage system 100 includes a plurality of host conputers 102 and a
plurality of data storage arrays 108. Data communi cat ed between the
plurality of host conputers 102 and the plurality of data storage arrays
108 is nmmnaged by data security architecture (represented by bl ock 104).
[0023] The data security architecture 104 serves the follow ng purposes: 1.
To encrypPetailed Desasiptione host conputers 102 via channel protocols such as
Fi bre Channel or i SCSI command and pass the cipher data to the data storage
arrays 108. 2. To decrypt cipher data fromthe data storage arrays 108 and
pass the 920 cWintle eohbddingentsafithd mvertteniase bemadicaiaslysB@wn 3and describethge

security ke fecycl es mhlc i ncl ud neratjo Kk i.stribution,
key st oraaéﬁ{ 73.'83‘711 19 specific.mbo (‘,IBVE? syt S %Q%‘é%é’gg?ét??‘ﬁ)hy g‘ﬂﬁe &é{'uel%é? ™ The
dat a ar chibaeedrins cﬂa&geﬁﬁyfohﬂ ahd@bireiyest hitleth&éint Withdd€ MégaRingdorR ilkd Y Pt i on
appliance or disk level.[0024] The data security architecture 104 uses a

key rmnag¥Wahandssepenl thednyestipn 3a definedcr the aprended slains. ahe ssape o thephi c
keys t hat § r 108.
[0025]  Thi ok hub BURGRATY PR cRiinl dod IFREA O] A IARIR 0\
of the semaanMg/addeysgqof eqaweleMy afi thfadaiem aretimwémy ,mtwlrdedm bérmnlsecndr ity keys
can be retrli%ved fro d e key mana nt s stegl\ t1Ehe data .security
ar chi t ect U e "1 FEPTFRE N %‘g’é’ er§ SPEH ToBHilFVAE VIS atdd Wih the
dat a secugdniponatits that &gvdid Simllddort the Sdvdd purp&add bal ancing or may be separate
fromthe data security architecture 104.

[0021] Figure 1 is a block diagram representation of a data storage system 100

implementing one embodiment of the present invention.

[0022] The data storage system 100 includes a plurality of host computers 102 and a
plurality of data storage arrays 108. Data communicated between the plurality of host
computers 102 and the plurality of data storage arrays 108 is managed by data security

architecture (represented by block 104).

[0023] The data security architecture 104 serves the following purposes:

1. To encrypt data from the host computers 102 via channel protocols such as Fibre
Channel or iSCSI command and pass the cipher data to the data storage arrays 108.

2. To decrypt cipher data from the data storage arrays 108 and pass the unencrypted data
back to the host computers 102.

3. To manage security key lifecycles, which includes key generation, key distribution,
key storage, key share, key recovery, key revocation and re-keying.

The data architecture 104 may be implemented in a switch device, an encryption

appliance or disk level.



[ 0026] Data for storage in the data storage arrays 108 is organised into

| ogi cal units, where each logical unit is assigned a |logical unit nunber
(LUN) by wbeotaisseisecurity architecture 104. The LUN pr egirge3om®/ousizgue
identifier to enable differentiation between separate di sk storage devices
so that data wll be stored and retrieved fromthe assigned di sk storage
device within the data storage arrays 108. [0027] In the enbodi nent shown
in Figure 1, storage array 108c represents conventional disk storage

d . . ) . |
evi ces 11paia)STRE Gatsdl&dcariWirOficcbRfe Als RaGY kp}eﬁngnfééﬁfexpgg?%glrem'é?%’na

External encryption of the data to be stored canm be p j %ianple
in a sepaseu@tyskdys shing duntogreplie keys thasapased © wauneydata ssored pip thieadate

devi ce. ic key is used by the separate switching device or the
separateAg§%%€%$%§§%gppliance device to encrypt or decrypt the data. [0028]
In the enbodi nent shown in Figure 1, storage array 108f represents disk

st or age i ces that .enploy full disk encryption (FDE). In FDE di sk storage
devi ces, d@é#é i%fqﬁ_f‘?‘bﬁf&“c YsIaResrITR pyplent MG i e etor Bk YRR i on key
that exi s{sufdy Keh€irfléazk of 8X&dter r_E&fvex%zPEthxfe' tH@%CﬁHﬁvtkegg CalBOAG YR, for
exanpl e by Seagafe, the encryption Key is a standard AES 128 key which

al ways exihst keyamanpgemging lsystemel OGitel the alstan sacutityaaeshiteturdi 504. | Thealleli ti on, a

FDE di sk i it] i eys...a.loc and a
{r ansm st aeEnt SEAES 106ty 8y MO Vil 8 (b {ebyrl SehifrREtd B Do
The | ock #mye loadhbdiencinpérfmache ssparhte dionatht datageduritiearpkitdcade 10d1er e changi ng

the I ock key would not affect the encryption key. [0030] The transm ssion
key for the FDE drive is a protocol and standard identified in the T10/ Tl 3

of the Trigei610D4#R"BE kloRiGe GhAHP dhid SERBEINFHA WLt EkeE@Etodlb'Faéﬂsmﬁ@,d a di sk
controller, 00311 To maintain data security, the Storage NetworKking

| ndustry wheyrg agh ngcaé gyt Ay assigned a logical unit number (LUN) by the data security
architecture 104. The LUN provides a unique identifier to enable differentiation between

separate disk storage devices so that data will be stored and retrieved from the assigned

disk storage device within the data storage arrays 108.

[0027] In the embodiment shown in Figure 1, storage array 108c represents conventional
disk storage devices that store data which has already been encrypted externally.
External encryption of the data to be stored can be performed for example in a separate
switching device or in a separate encryption appliance device. A cryptographic key is
used by the separate switching device or the separate encryption appliance device to

encrypt or decrypt the data.

[0028] In the embodiment shown in Figure 1, storage array 108f represents disk storage
devices that employ full disk encryption (FDE). In FDE disk storage devices, data
encryption occurs internally, through using an encryption key that exists at the disk level.
For FDE drives that are manufactured, for example by Seagate, the encryption key is a
standard AES128 key which always exists at the disk level and does not leave the disk.
In addition, a FDE disk storage device has two additional security keys: a lock key and a

transmission key.



recommends that security keys that encrypt data at rest be re-keyed at

| east once every 12 nonths. The tinme interval for changing data security
keys i s owDi2n@d8H3i1t he National Institute of Standards RAWA/SG2ONNO0E3Y as
cryptai nperiod. [0032] For the conventional disk storage array 108c,
changi ng data security keys invol ves decrypting the data and assi gned LUN
using the existing cryptographic key. The decrypted data and assi gned LUN
can then be encrypted using the new cryptographic key. The decrypting and

encrypt i NP oTRSISES ket isluiséEto RERHUIomake PDEldMveS aha Ietk&es \thi 68 ddift@yi ce or
t he separate encryption appliance. Thus, if the cryptographic key is
frequent | Such3aARER time ee@@gaﬁmeecl@mmg Hherlgelalksy ‘(‘,‘@ﬂé ot 3Eeck g neryption
encrypti oigeyz;lppl i ance woul d have to frequently repeat the process of
decrypting "and encrypting data, thereby affecting the perfornmance of the
data storage system 100. [0033] In contrast with the conventional disk

st or age 08c, changing.d urity keys for th slor.age array
T08t - onl PR TrdGmsRERGH KEY s BRE G ioh prfcol Bl b ed snibiin fhoe
storage ari@y1308the Thasky Wonputias Grewy ty/ BdrhMinitdte bBEvedR FDIS VR thnd t he FDE
storage array 108f is not required. This is because data encryption occurs

i nsi de t héslieemtglletk  where (as nmentioned above) the encryption key never

| eaves the FDE di sk. Thus, |ess resources are taxed when security keys have
to be changed for the FDE storage array 108f and the performance of the

dat a st orl@83¥]sTe memtain datacetutitpothe torsge Netwarlsag Yndubtie disetiftiod IANIBY onl y

havi ng to_change | ock key f each F i sk, when securi keys e
rekeyed, l}eg?lﬁlélrgn‘%sﬁléaﬁ SHAVS iéey[sgﬁaé FRHGR (gﬁa agﬁ%stt i’/%fﬁ'gqeggﬁeﬁ‘%?gn%@a%ﬁry?@gi cal
uni t of dmbfths.Fle ttidgdhinddrogl Yfop chatigipSdAa S&utity Reéysti® dEﬁ&d%}EMe%tﬁfnamnagi ng
encryption keys and naging . the revocatjon of encryption keys. However,
FDE i s no S%‘Hél&ﬁéf”&dgrgﬁﬂ%é??ﬂhéokﬂﬁl’ﬁs%ﬁ‘@@ﬁ?‘i‘%al di sks that enpl oy external
cryptographi ¢ keys to encrypt and decrypt data. This is because the FDE

drive requires TIQ TI | and T13 channel protocols as
0032] For the conventional disk storage array 108c, changing data security keys

involves decrypting the data and assigned LUN using the existing cryptographic key.
The decrypted data and assigned LUN can then be encrypted using the new cryptographic
key. The decrypting and encrypting processes utilise resources of the separate switching
device or the separate encryption appliance. Thus, if the cryptographic key is frequently
changed, the separate switching device or the separate encryption appliance would have
to frequently repeat the process of decrypting and encrypting data, thereby affecting the

performance of the data storage system 100.

[0033] In contrast with the conventional disk storage array 108c, changing data security
keys for the FDE storage array 108f only involves changing the lock key in the FDE
disks of the FDE storage array 108f. Decryption and encryption of the data stored in the
FDE storage array 108f is not required. This is because data encryption occurs inside the
FDE disk, where (as mentioned above) the encryption key never leaves the FDE disk.
Thus, less resources are taxed when security keys have to be changed for the FDE storage
array 108f and the performance of the data storage system 100 would not be so adversely

affected.



defined in the standards fromthe Trusted Conmputing G oup to comrunicate
with the FDE storage arrays. Conventional disks do not use these channel
prot ocol wWoantass1 [ 0035] Anot her factor that contri buP€3/SGa0M9NE0033
difficulty of maintaining data security in existing data storage systens is
t hat encryption keys, used in conventional disk storage devices enpl oying
external data encryption and decryption, are transparently stored in an
encryption appliance. These encryption keys are internally stored on the

flash or [hesay BY &My Bhvihf & EAREYPlotiPRe PP LAATIIE difk RheRsdtufify 169§ bieir-y
concern arises when an insider hacks into the flash or the hard disk by

accessi ngeyetb rathierahanbading torehange asf enchptiam ke foricach lagispl unicef dake FREeal s t he
encrypti I I for
xarl e, Gy FOGEOSL SPGB (A06En, pr SRARERE LknPHCACKAR! e
conput er mamgmgtthe svocatiod af anapptendeyy eHawc\a:y §IQE: onpé backstaod agnpaa;b]mys 108
of Figure the.encryption appliance w | t he flash |sk

et r1 ove titbeantaRef B T pBREH sRRRR! Pploalih s It cnesd dg dRevet”
managemendata OThB i& bedaubd eheCFIDE \ipive QEqua@P T16NTEl ahd 18 abkeiel 9ﬁifocslsezfsl t he

encryption keys fromthe flash or disk dri ve. r{];gr036] The probl ens of
backwar d de§ngshin Biel stangagds froye thy Trusted {ePARIGIRE éfoBp te Semymnicals widy et r om an

encrypti qu@aela sar(?on%gxllﬁb?xgl ks Ro ns{ EeFREE chihnblFolobQWERAAHs OF Fi gure
2. [0037] Flgur ows a flowchart illustrating a process 200 in

accordance with one enbodlnent of the present |nvent|on It will be

appr eci at[@(gsi r%gi?t roge 0‘%?8‘658310' I(ﬁﬂaa %}Zbg tEl\ego a\?geg §§ urity

archit ect'ure gure e pr ni cation

bet ween tdxestihgldarvitdigge HySRCi8 ttitat eAcrippiidn K92, usad e cotientiaiad diRdtoraze204; a
process data nodul e 206; a control podul e 208, akey mapping table 210; a
t r ansf or ASVICEHERRIQYINg eé%zﬂal data ﬁaﬁmwnmnetdsmt%am tganspaently starednr aphi ¢

m)dul e Zj&c@?go@a fa@cSt ?h@é&ee gi?}ﬁh&?kg}%&ire iternt®y SORAUIBRI SN OYRaldn Fi gure
2, the transformation nodul e rovi ded as nessage di gest nodule 212.

[ 0039] Thhskpelothe sacrypton appliapes Myeacil‘rmfaqemtmcpmrmﬁn%@s vetenca iosiderccessi ng
the data hacks into the flash or the hard disk by accessing the management console of the

encryption appliance and steals. the encryption keys. The encryption appliance is
especially vulnerable, for example, during a key generation process. This is because
when a host computer wants to store data on storage arrays (compare storage arrays 108
of Figure 1), the encryption appliance will access the flash disk to retrieve the encryption
key to encrypt the data. By accessing the management console of the encryption

appliance, the hacker can steal the encryption keys from the flash or disk drive.

[0036] The problems of backward compatibility of FDE disks and hacking of encryption

keys from an encryption appliance are solved with reference to the flowchart of Figure 2.

[0037] Figure 2 shows a flowchart illustrating a process 200 in accordance with one
embodiment of the present invention. It will be appreciated that the process 200 is

implementable in the data security architecture 104 of Figure 1.

[0038] The process 200 involves communication between the following components: a

host 202; a decode data module 204; a process data module 206; a control module 208; a



storage device 238. The nethod includes transformng a first key 218 to
obtain a second key 220. The second key 220 is assigned to a |ogical unit
of data 229 20fo/a8fd1dat a st orage device 238, where the s@CHMEG2NPORY | S
used to read data fromthe data storage device 238 or to wite data to the
data storage device 238. [0040] The first key 218 is associated with both
conventional disk storage devices (where data encryption and data
decryption occur outside the data storage device) and FDE di sk storage

devi ces (m?ﬁ?g AbRIII0Y P traToratiioh Reodd Rt 21 26 @ Chiiel S0t0R6CHbdi1O i fies t he
data storage devjice). For the conventional disk storage device, the first

key 218 a¥¥Rlogphif mefula 319nand «dafa soragselericy gBbg im ki canbiedimqnt seown e key
used 1o dRghitl nRnEBARNRN HiRhf 21008 Bibvidla b0y ks ARl Gy 5x St orage

devi ce), t hat enever re-keying IS perfornmne onFy iTst key 218
needs to be replaced, while the cryptographic key can remai n unchanged to

i dt d 0 decryption and encr ion of .the siored
ot o Fon0p3l “pRES ek 217 iFiles H fBem R ol PR ol RrePuvta iy B o
t he secongodigy ded26d)238S The esktias iacliBanank it ACtkrst k2§ 218 €K ol dfecédie FDE

di sk storage devi ce. [0041& The transformation of the first key 218 to
obt ai n t WEYS@orile Respnd koy 220 1 assignaddp alagical amiiiof dgta @b ahthe dewistarags ure. |t

is the seglfd J8Ywha® thd scRond i@@y bIPRSEd ak 8% flo {heidétaaﬁéxja%aﬁﬁfiéeo a

| ogical unit of data of the dat’a storage device 238. The seco ey 220,

rat her t h238 artie woite datntoftbe datalstbrags dewies/23818, is then used to read data from
the data storage device 238 or to wite data to the data storage device

238. [0042] In nore detail, the process 200 begins with the host 202

firstly qeeul] hedatickes228 istastdttatetEwnhl Botlabnveiiond] disR Qtbrapedetibes (Whegess dat a
nodul e 206.[0043]. I n e second step, the decode data_ npdul e 204 processes
the data PHDENERYIRARY At dscryPiame eyt oythide therdata sferags deyices apiFREdiskyi | | be

sent (seesxsheP ddidos ﬁt\xﬁhePehﬂatﬁ:QH&ryﬁdiomlﬂﬁ das dec[rw ockf ifsRidt the ! dafpdul e
208 acts as a central processor. The control nodul e 208
storage device). For the conventional disk storage device, the first key 218 acts as an

additional key to the cryptographic key (i.e. the key used to decrypt and encrypt data
stored in the conventional disk storage device), so that whenever re-keying is performed,
only the first key 218 needs to be replaced, while the cryptographic key can remain
unchanged to circumvent the need to undergo decryption and encryption of the stored
data. For the FDE disk storage device, the transformed first key 218 (i.e. the second key
220) is used as a means to unlock the lock key of the FDE disk storage device.

[0041] The transformation of the first key 218 to obtain the second key 220 is a further
key security enhancement feature. It is the second key 220 (i.e. the transformed key) that
is assigned to a logical unit of data of the data storage device 238. The second key 220,
rather than the untransformed first key 218, is then used to read data from the data

storage device 238 or to write data to the data storage device 238.

[0042] In more detail, the process 200 begins with the host 202 firstly sending data 222
to the decode data module 204 and the process data module 206.



provi des access to the key mapping table 210. [0045] In the third step, the
control nodule 208 requests and retrieves security keys 230 and LUN

i nf or mat 10 2p1008521he key mappi ng tabl e 210. The securit PCESE20@300030ul d
include the first key 218 that is to be transformed by the nmessage di gest
nmodul e 212 into the second key. Where in conpliance with SN A
recomendations to re-key on a periodic basis, the first key 218 is a

ti me-based key. Replacenent of the first key 218 can be carried out after a

predef i nggo43]ma thetsesordl stefsUhB ®@Sod¥dNdAa Westule/ 200 préoessthehd da@t 200eumd218 i's
generated, for exanple, using a _true random nunber generator (not shown),
bef or e t Histermings akgﬁszﬂa the;dgta.o Jde grogsssed datayvill beypeng (sse sigmitathed t hat
the first . ka¥ addicapg. al so be replaced by user intervention, such as a user
entering %n appropr?g%e command into the process 200. [0046] In the fourth
step, the control nodul e 208 sends the security keys 230, which include the

fi Kk , h ' UN_.i nf ' h di dul
212" [ 0oAMHHICERRT mpthlsy a0y dr 8ot e Seen ey 2w 08 ©

accor dancgrowidésactése tetheddy mPpin@tabldE10pr esent i nvention shown in Figure 2,
the third key 226 is transfornmed to obtain a fourth key 228. The fourth key
228 is assigned to the logical unit of data of the data storage device 238.

The fourt i ed .t dat a
ortge J0ASPindEER P thel i EOhYRle MIHGRIY B Loy ALl AL ID T8 e

fifth stemdflddNtinrpaioerefom20e key meappingrighlor2tfit B ssturithikels 230 woeld 218 to
obtain t qgcl?xgé: t?{e] %ir%ié(%y %;8 t aa(rt;?ﬁ_lt% rﬂa% t}aglsafgrsnfle?i{]bg/atké Omnegscga)lfée g?gg%té{%x#ge djlélle%ingo26 to

obtain the Tou occur rn Mess
212. [ 0049he Bhendeasag Vit @ icofipliatice wiil? SNSA Sreeorhimedatigna ke 8d-kéyh 6h tad

oper at o5 PEIOTEK S I Gt e eebiaye RepRegton OUUF Qo 12Y 2hheRe 1t 1 5
di ffi cul the bt QitMafieh h QHaR AR 8B 3hteREIORIN s on a yearly basis. The first key

218 is generated, for example, using a true random number generator (not shown), before

the first key 218 is transformed. It will also be appreciated that the first key 218 can also

be replaced by user intervention, such as a user entering an appropriate command into the

process 200.

[0046] In the fourth step, the control module 208 sends the security keys 230, which

include the first key 218, together with LUN information to the message digest module
212.

[0047] The security keys 230 also include a third key 226. In accordance with the
embodiment of the present invention shown in Figure 2, the third key 226 is transformed
to obtain a fourth key 228. The fourth key 228 ié assigned to the logical unit of data of
the data storage device 238. The fourth key 228 is used to encrypt and decrypt the data
from the data storage device 238. The third key 226 is a cryptographic key.

[0048] In the fifth step for the process 200, the transformation of the first key 218 to
obtain the second key 220 and the transformation of the third key 226 to obtain the fourth
key 228 both occur in the message digest module 212.



means. In the enbodi nent of the present invention shown in Figure 2, even
if a hacker manages to access the key mapping table 210 to obtain

i nf or mat iwo 20n/a8bA1stored first key 218 and the stored roirsd26@p0@36, such
i nformation would not be sufficient to gain access to the logical unit of
data associated with the first key 218 and the third key 226. This is
because the hacker still would need information on the hashing al gorithm
used by the nessage digest nodule 212. Further, it is the second key 220
(i.e. the first key 220 after transformation by the nessage di gest nodul e
212) that is assigned to the logical unit of data of the data storage

devi ce arl@04% eltleomesshgekdiges? agodule 212 tges at hrishigg lakgorid@é taframsforny thesfinst mat i on

by the ness Lgest . nodu 2 that (s _.assigned tq, the logical. unit of
data of TR 218t &S rFRE S LR nasBBb R bHERE s R o1 % e
process 2fibssagehdigesinpodude 2125 hddrevalisialiffeyls t6iobfain theuge eethak pyobzndd and
the fourth key 25?) re.sent to the Frocesidiata,nndule 206. .[0051] In the
si xth st epeds dh e‘?d’é,ﬂ_‘ec?féseﬁ setionghewn ip figuee 2oye i eharkies, from
keys pass@andgeotd dcbls TRIRGIapPingable PPEHY dbiAd tafortABENEA tHehborbllffiRt REOT 2ge

device 238 is a conventional data storage device or a FDE data storage
devi ce. THIS andiths sipred thihkeys226e suehriefgrmasiont wanlp netchesuffitians tavgain bece06 i n

assignin gtottﬁ'g loig:gglﬂgtnﬁe&ﬁtazgsgoéiﬁeé Qlﬁh ltlﬁegﬁlﬁgilﬁeryﬁ}%}(agg ftl’f%ﬁ.ltrﬁl (1)(%12 %ﬁéﬂl eTl(ljlg‘%sa

storage devi ce I'n assigning 't e’'logical unit
of data ofectise thahackst stilhg@utien¢edeinfdBatidrO6b Me hashingtalporiien weddy By ttheonal

data storage deyice a t data stora deylce, the seco key 220 is
uaed to gARTECHREE mPOusAlS: FEBPa e EITG koY ZObG: DT RO AR

assi gni NordRRrHEEENSY HRYmesdihel dgdt hRghie 212} Hat isGksigiRiido Me foBRal@lifofst Or age
device 238 and using the second key 220 to read data fromthe data storage

devi ce 23&tppef the datarstoragn devier anb thgafourtht kayadls tievitheothirdgkeyr22a aler det ai |
h t i i t i th th
on how the &gg%%wth%éﬂesg%ggggg haPRIIBPEEER o 8efld tgélZet @gl%gl el 6P e

conventi ona ta storage data Stora vice IS
expl ai neddata ¢ftthe ddtesterage deded=i gures 3 and 4 respectively.

[0050] At the end of the fifth step ofv the process 200, the computed hashed value keys
(i.e. the second key 220 and the fourth key 228) are sent to the process data module 206.

[0051] In the sixth step of the process 200, the process data module 206 determines, from
keys passed from the message digest module 212, whether the data storage device 238 is
a conventional data storage device or a FDE data storage device. The determination is
required for the process data module 206 in assigning the second key 220 to the logical
unit of data of the data storage device 238 and in assigning the fourth key 228 to the

logical unit of data of the data storage device 238.

[0052] In both the conventional data storage device and the FDE data storage device, the
second key 220 is used to gain access to data stored in either of both drives through
assigning the second key 220 to a logical unit of data of the data storage device 238 and
using the second key 220 to read data from the data storage device 238 or to write data to

the data storage device 238. Further detail on how the second key 220 is used to gain
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[0053] Figure 3 is a block diagramof data flow in the cryptographic nodul e
216 built in accordance with one enbodi nent of the present invention. The
crypt ogr NRI2010/M8HIMe 216 is used in the case where t he ®ETHRG0W0A¢S3 devi ce
238 is a conventional data storage device. [0054] Input to the
cryptographi c nodul e 216 includes the second key 220, the fourth key 228
and data 222. \Wen the second key 220 is assigned to a logical unit of data
222, a nultiple key concept to prevent unauthorised access to the | ogical

unit of dadcass2d2ddts sepdl inBbthithe thRlentibiRl AGOAGkafE Mevded arf e BDEadAta
addi ti onal key to the cryptographi c key used by the cryptographi c nodul e

216 to en¥Pippt delics igexplgined Wi referencertp Siguresed andidresnestivale devi ce 238. As
the second key is assigned to the logical unit of data 222, the second key
220 is needed to read data fromthe data storage device 238 or to wite
data to t[ﬂ@S?dalfiamstbilsag]:éocdteiiigwnbﬂaata‘ﬂwsip the cryplopraphicapgaludec? It texlt ithat  t he

i Lo dat eepBassco R Ehe cPupEREnhal fer B Henle TciopleRBermpe 1

per f or red216 wrusekanipk eas%f\bleafe thefatObragedevide 3 8i 10 a@oMAntiohd]l dafa sttds}ege‘ irst
key 218 (see Figure 2) that is re-keyed, whereby a new second key 220 will
al so be o#fiVfi®ned. The new second key 220 assigned to the logical unit of
data 222 replaces the previous second key 220. As the re-keying of the
second key 220 fulfills the need for periodically changing security keys,
there is [ﬂ@ﬁ‘ﬂeédputdoGhmmggtoghehicny@UQZhﬁpimichldkseweus@nidligeyme the fpurthgr aphi ¢

nodul e 21, ne in for t-he. S ey 220
woul d be lﬁegnggc? n%‘oatra e?‘g% enq ersoercn ({1 ls ¥ 5‘8@ ad18§'icﬁ Y %ﬁrﬂgﬁ%g wite
data to theultigilakey comgst tdepmeﬁt a&&thoh@%&]ceswtb hhe RERabGLeof datiii2gRie 2, the

third key 2 6 .S pt ogr aphi ¢ _key. The th|rd key 226, al ong vvlth the
assi gned Ppled,;ig tg‘l‘tcf["éde‘ioﬁd tiﬁlé 2&%%%&"6@“@ tté’BFlekerG the ceypingginhes key

used by the cryptographic module 216 to encrypt and decrypt the data from the data
storage device 238. As the second key is assigned to the logical unit of data 222, the
second key 220 is needed to read data from the data storage device 238 or to write data to
the data storage device 238. Thus, it will be appreciated that the second key 220 is used
to read data from the data storage device 238 or to write data to the data storage device

238.

[0055] When re-keying is performed, for example after a predefined time interval, it is
the first key 218 (see Figure 2) that is re-keyed, whereby a new second key 220 will also
be obtained. The new second key 220 assigned to the logical unit of data 222 replaces
the previous second key 220. As the re-keying of the second key 220 fulfills the need for
periodically changing security keys, there is no need to change the cryptographic key
used by the cryptographic module 216 whenever re-keying is performed. Again, the new
second key 220 would be needed to read data from the data storage device 238 or to write

data to the data storage device 238.
[0056] With reference to Figure 2, the third key 226 is a cryptographic key. The third

key 226, along with the assigned LUN, is stored in the key mapping table 210 (see Figure
2).
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2).[0057] In addition to assigning the second key 220 to the | ogical unit

of data 222, the cryptographic nodul e 216 assigns the fourth key 228 (being
a productwof2otwegsdfior mati on of the third key 226) to th@CrsgRemooedst of
data 222. As the cryptographic nodul e 216 perforns data encryption and data
decryption, the output of the cryptographic nodule 216 wll be cipher data
assigned with the second key 220 and the fourth key 228. The ci pher data

bl ocks then exit the cryptographic nodul e 216 using, for exanple, a i SCSI
channel protocol or a fibre channel protocol. The cipher data bl ocks are
then saved in the data storage device 238. é0058] FromFigure 3, it wll be
appr eci at[8057 Hataddigiontth assigmne ithe snsend keys k20 tootha desierd winiteot datn 22% the

cryptogr ag.pé . j i s dat a
encryption t{rilérqpﬂ g Ingjélta geGZdl @g*{rsgt’/‘gﬁr@ﬁ Efglg@yulr?et}}o%%s(lﬁg}gg tq ﬁ’g&%ﬁ Jéptg%“gf"gg gﬁ%‘ev ice
238. The ofhthe thitdekey2226) ¢@ theblogigalnaritiwfedhtai2221gAatthd @gptbgrapkic afiodube216
algorithns Pl 619, AES-XTS, AES256, AES, 3DES and S. [0059]. Figure 4 is a
Dl Sck i SRS AR TP OR ARt Qo ERRITE (5 OOEBE 6T Teokur aesae utile | o
accor dancgi 6Mvilhbedéihe rdae0isBiiéd Mthithe sdRbR® RE} 220NNt FurthTRE, Bizanigd
protocol nodule 214 is used in the case where the data storage device 238

i s a FDE dnkes daadtegks then, ¢xibthe[quymsographip moduls 218aisingafrexapplst ad®FShodul e
214 i ncl t i age
covi co. 1 et BB P SnEEiM BRR heliher IR plops bl Bvcaih AP OT

st or age ddard gerageTdryice 238en a | ogi cal unit of data assigned with the second

key 220 is sent by the channel protocol nodule 214 to the data storage
devi ce 238, the second key 220 is used to unlock the | ock key of the FDE

di sk st or[@gss] davin@gurs 9, it kall bel appreciaad bRt fop @k dohadhtibhda dbkistoradedieaige, devi ce
238 or data can be witten intgQ the data storage device 238. Thus, it wll

be appr eciSathscrymagraphie medule ?1RRerfopms jegciyption @ad [deggption of data, data
encryption and the data decryption occur outside the data storage device 238. The third

key 226 can be generated using at least one of the algorithms P1619, AES-XTS, AES256,
AES, 3DES and DES.

[0059] Figure 4 is a block diagram of data flow in the channel protocol module 214 built
in accordance with one embodiment of the present invention. The channel protocol
module 214 is used in the case where the data storage device 238 is a FDE data storage

device.

[0060] Input to the channel protocol module 214 includes the second key 220 and data
222. For the FDE disk storage device, the second key 220 corresponds to the lock key of
the FDE disk storage device. Thus, when a logical unit of data assigned with the second
key 220 is sent by the channel protocol module 214 to the data storage device 238, the
second key 220 is used to unlock the lock key of the FDE disk storage device, so that
data can be read from the data storage device 238 or data can be written into the data
storage device 238. Thus, it will be appreciated that the second key 220 is used to read

data from the data storage device 238 or to write data to the data storage device 238.
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data fromthe data storage device 238 or to wite data to the data storage
devi ce 238.[0061] When re-keying is perfornmed, for exanple after a

pr edef i nedoRoshIierval , it is the first key 218 (see PCEHEGR0@J00008at i s
re-keyed, whereby a new second key 220 will al so be obtained. The second
key 220 is obtained by the nessage di gest process 212. The new second key
220 assigned to a logical unit of data 222 replaces the previous second key
220. The logical unit of data assigned with the new second key 220 is sent

by the clenelg! WhER QRS ingd iR mdd} fb0edakipldlafited sShreddtiRd 4w mervabSit isThe | ock
key of the EDE disk storage device will then be replaced with the new

second kethe fish key, 218 (rse Frsues 3) thet ipre-kayediehgrebycopey kespndbey 229 widl dios wi t h
t he FDE dy : a i k] e : { | ock
oy, | The PeSyEhoL AT, ARnd el 99614 Mtpalbd HhPRued Brkst bARCA® THE, 8
key of t heevwBkEond k&ky 820 assigned éva dagical uhif of Hata 282 repdads flerprpepisogtcosl | y

changi ng se ity keys., Af.te he | ock key of the F di .St or devi ce
is repl aclée(?(%oheﬁ}?e\?/glgglc‘gﬂ{io{(%@a %Sét?’ﬁﬁtm“g the nev seeond; y'22§ds At Eyg m t he
dat a st ord@gfinel @yétocol 23dHuly 2 1PtoWhi st Gfirapet devide@3gatTheIbeN Regeoftay IFDE 238.

[0062] In the event where re-keying occurs after a predefined tine
i nt er val , digh#torge dayjck @l they bgatplaced with thewewseeandidesy 220ngs the feselyinged key

i ] > I . Th
is sent tQo@thRk Wcbid fﬂ@&p 320 Whiidided wml@q:n“éﬁam%@g@ha@ Efg?giﬁgeanﬂ‘l The

out put fromthe channe rotocol nodule 214 is unencfypte ) ssi gned
Wi t h the exiternalisal dolupdatoihd lackykeg2 The Wnkening of thd sckmind key 220 twhith Ingumuse f or

t he FDE dj,sk st.or devi ncrypti on he data.decr.ypti,pn occur
i nside t h(!eh§l Satgeé?%r%albeé’ %@\E? ggﬁz%él? St?ﬁatyff’g ,de&‘g ’gﬁﬁlelgsdtﬁ? P S?Haf(ﬁé) eﬂé@gal t or age
devi ce 23hahging Beneity Réyad Afd thaloek Wey bf it FOE tdisk dathge ddvidedigeeplaedce 238

is unencrypted. The protocol used t he channel protocol npdule 214 to
communi caPBIGY SFFoRt ke wavla%gfls?gééo tFad feia from the data piaragedlevigs £ 3ok

limted t@,writh @hta 1d tht dadiothgedevic8998] Returning to Figure 2, it wll be
appreci ated that the nessage di gest nodul e 212 acts as transfornmation

nodul e using a single directional transformation to transformthe

[0062] In the event where re-keying occurs after a predefined time interval, the second
key 220 acts as a time-based key. The time-based key is sent together with data output
from the channel protocol module 214. The output from the channel protocol module
214 is unencrypted data assigned with the time-based second key 220. Unencrypted data
is output because for the FDE disk storage device, data encryption and the data
decryption occur inside the data storage device 238. Thus, data read from the data
storage device 238 is unencrypted and data written to the data storage device 238 is
unencrypted. The protocol used by the channel protocol module 214 to communicate

with the FDE data storage device is for example, but not limited to, T10, T11 and T13.

[0063] Returning to Figure 2, it will be appreciated that the message digest module 212
acts as transformation module using a single directional transformation to transform the
first key 218 to obtain the second key 220. Similarly, the message digest module 212
uses a single directional transformation to transform the third key 226 to obtain the fourth

key 228.
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first key 218 to obtain the second key 220. Simlarly, the nessage di gest
nodul e 212 uses a single directional transformation to transformthe third
key 226 twoagbtodismiihe fourth key 228.[0064] Wil e the eRb®SHGINM006KBDWN i n
Figure 2 uses hashing to transformthe first key 218 to obtain the second
key 220; hashing to transforma tinme-based first key to obtain a hashed

ti me- based key; and hashing to transformthe third key 226 to obtain the
fourth key 228 so that the fourth key 228 is a hashed cryptographic key; it

wi || be oopéscwailethe dhodahéift shéw s Fighreed 18 h@élﬂigrtbt&hﬂ&onﬁlﬂ@ﬁﬁﬁkéﬂﬁz?&

are usable. [0065] The hashing uses any one or nore of algorithns
SHA256 andl8vpsbtang theseeand kex 2Pcharkipg 0 ansfrmm hame-hased Hirgidipy 2o gbtginga

gener at echied e FERIAGS: HARMTIYG.BIRnORA 16092656 BBKKEY (Gih and the

fourth key 228 nmay ey napping ta gure 5
i s a bl ockeyld28grocthatrtbe feshrkext228ris othastwdpoypeographfiokeyt; tewidl shappesiatee f or a

dat a storage tem 500. i mpl enenting o odi nent of the present
i nvent i on&lgT(ﬁg%‘%angrPﬂ’én PB%P%OE% 8“%?5{§§H§S%aar58§%bﬁeconputer 502, data
security architecture 554, key policy nanager 556 and a data storage nodul e

538. [00681) Conparing the conponents shown in Fi %ure 5 agsi nst the
conponent80&H ol hashingisee any opg or gaerg of clgarithps FHAq 8HAZP@ and MPS.

| : . i .
anal ogous afgy m@%eaﬁhq(e?%granhythﬁref&ﬁte% RG) 3L art Qdnertifel bgnghéigréé_gg%go a]sq e

manager 556 is inplenented 1nt nagenment syst

ker nel spmoduloR12,Hwthittesses@ulkdyt 31 8zandithe damirthr key528 may biestorpden thokéyncl ude

t he decodeadq}latagpe%be 204; the process data nodul e 206; the control nodul e
208; the 'I?egp pping table 210; the nmessage di gest nodul e 212; the channel
protocol nodul e 214; and the cryptographic nodul e 216. The functions

e G SR TR SRR AL R L

a data storage system 500 implementing one embodiment of the present invention.

[0067] The architecture includes a host computer 502, data security architecture 554, key

policy manager 556 and a data storage module 538.

[0068] Comparing the components shown in Figure 5 against the components shown in
Figure 1, the data security architecture 554 is analogous to the data security architecture

104, while the key policy manager 556 is implemented in the key management system
106.

[0069] The kernel space of the data security architecture 554 is designed to include the
decode data module 204; the process data module 206; the control module 208; the key
mapping table 210; the message digest module 212; the channel protocol module 214;
and the cryptographic module 216. The functions performed by these components in
Figure 5 are similar to the components described with respect to Figures 2 to 4 and are

therefore not further elaborated.

[0070] Thus, it will be appreciated that the data storage system 500 provides a means for

accessing stored data in the data storage module 538. The message digest module 212
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therefore not further elaborated. [0070] Thus, it will be appreciated that
the data storage system 500 provides a neans for accessing stored data in

t he dat a WoapHgssddul e 538. The nessage di gest nodul e PCZEGEWINEN3S or a
transformati on nodule that transfornms the first key 218 to obtain the
second key 220. The process data nodul e 206 provi des an assignnment nodul e
570 that assigns the second key 220 to a logical unit of data of the data
storage nodul e 538. The process data nodul e 206 al so provi des a data access

nodul e 57grovfies foiSgSrahbnbabanslohay B Gransfortathedfitsd key TRt obiah ahst Or age
nodul e 538 or to wite data to the data storage nodul e 538. Wile the

assi gnmentecprstikite? 47 oTheproeese defamapdatectlldpraiden an spiznacat wadde 7@ tabdul es
in the enpQ mtse&;}favﬂy'ﬁOE QY8 BeaP unik b Witk L)f he d%&psrt@rg%éa‘lfrxgﬁl%l%g%. e
h ul e and t he data

i ntegral nodul e nay be tsed tor both the assignnent no
access nopuekess 872 mqdoi7206 al$veprawdésdrtnaccasduddal YR that wekathe setondkeyepl ace

the first 21 fter redefined tj it erval. hat the first key

215 15 11 R0 aeah e i P B Sopee s lo Prit St Peuhiiyornes

ti me- basempdilBes3Bi rwhilkale dskEnaint Brdikp7acad thy daseiccedt MbdaaSTPAre Ssuch as

fromthe host conmputer sending an appropriate sigtjnal to the control nodul e
1

208. [ 007¥Parpifemgdilss uy desmbogiment shoygr 1y Riguirdesit avlldscappprciand halddh e and a

decrypti of Uh Thav! i P ti I ryption
ol 6 1 5 e P Sy Y s

adapt ed tmodwlaA€2.ormthe third key 226 to obtain the fourth key 228. The
assi gnnment nodule 570 is further adapted to assign the fourth key 228 to
the logical unit of data of the data storage nodul e 538, wherein the fourth
key is ude67yTheohtdsignhene mosdufe 500 isradaptal andeglive thecfissptkepr2180sherea t 0

ncrypt and decrypt the data fromthe data storage podul ¢ 538. The third
ﬁ e; ggG i greg&eglregé’?'x&g{néeﬁm ,Csckg)s?t 81e 1rst keya2 l% is time?lgase . It will be appreciated
that, instead of being time-based, the first key 218 can be replaced by user intervention,

such as from the host computer sending an appropriate signal to the control module 208.

[0072] The data system 500 further includes an encryption module and a decryption

module. The location of the encryption module and the decryption module is discussed

later.

[0073] The transformation module 212 is further adapted to transform the third key 226
to obtain the fourth key 228. The assignment module 570 is further adapted to assign the
fourth key 228 to the logical unit of data of the data storage module 538, wherein the
fourth key is used by both the encryption module and the decryption module to encrypt
and decrypt the data from the data storage module 538. The third key 226 is a
cryptographic key

[0074] The data encryption module and the data decryption module, both located inside
the cryptographic module 216, are used when sending data to a conventional data storage
device in the data storage module 538. Similarly, the data encryption module and the
data decryption module, both located inside the cryptographic module 216, are used when

receiving data from a conventional data storage device in the data storage module 538.
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[0074] The data encryption nodul e and the data decryption nodul e, both

| ocated i nside the cryptographic nodul e 216, are used when sending data to
a conventWworal0/a8a21a st orage device in the data storage ROAEGIBERB0033
Simlarly, the data encryption nodule and the data decryption nodule, both
| ocated i nside the cryptographic nodul e 216, are used when receiving data
froma conventional data storage device in the data storage nodul e

538. Thus, in the case of the conventional data storage device, the data
encrypt i OThyDHthe c#%8 G f tHeQ o Mo dadaRkdrast dRe| Be ARE eff i fod1®Bd he data
storage nodul e 538. The data encryption nodul e and the data decryption
nodul e, bieHlatandachptien ypadis agshicparpisdiigre the data stasaget mpdide 538ndhsfdathe

al gorith , - , PhR . i and
decrypti gﬁ’&f"g‘égé‘f &%% %%tgthgﬁﬁ@% 5?"5#@!% §fI(I)lr a?ﬁe@oglgse ofé%tgg%%éxﬁgé%%st or age
devi ce, thb, dst @ lestonepifithaalgodthing PAALD, IAES-AACaA88256y AtESo ADES ciul ®EN e
housed i ngsi de th dabg st orage nodul e 538. [0076] The transformati on nodul e
212 uses 2FERAPUODAL ERTYRMEY transformation to transformthe first key 2
18 to obtain the second key 220. Simlarly, the transformation nodule 212

uses a single directional transformation to transformthe third key to

obt ai n t HAUTY PR Hhg epher| lgyd7 forrther pase | ofi et RBEcd#ie #tarege deviesarthe rda gure 5,
the trans it i i prst key
215 1 0 obta e ha eRCHE I Ry BRTIIR h0IG e hhsbd BT hHRCEG , FY
t o obt ai nmaddashkid ti nme-based first key 220; iii) transformthe third key
226 to obtain the fourth key 228 so that the fourth key 228 is a hashed
cryptographi c key. [0078] Returning to the data security architecture 554,
t he dat a [9e1d)rThey trahgtbiniatioh Unediib42 NULEdREs dimgde WiRGtichak @angfongdtiin0to nodul e

550; a tiner _nodul e 552; a re-key nodul e 560; o .
transform the first key 218 to obta};l the second key 220. Similarly, the transformation

module 212 uses a single directional transformation to transform the third key to obtain

the fourth key.

[0077] Further, in the embodiment shown in Figure 5, the transformation module 212
uses hashing to:

1) transform the first key 218 to obtain the second key 220;

i1) transform a time-based first key 218 to obtain a hashed time-based first key 220;

iii) transform the third key 226 to obtain the fourth key 228 so that the fourth key 228'is a
hashed cryptographic key.

[0078] Returning to the data security architecture 554, the data security architecture 554
further includes a key generator module 550; a timer module 552; a re-key module 560;

and a key revocation module 558.

[0079] The key generator module 550 is used to generate security keys, such as the first
key 218 and the third key 226, for the data storage system 500. The timer process
module 552 is used to trigger the re-key module 560 and the key revocation module 558.
When the re-key module 560 is triggered, the re-key module 560 sends a signal to the

control module 208 to have the key generator module 550 generate new security keys.
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and a key revocation nodul e 558. [0079] The key generator nodule 550 is
used to generate security keys, such as the first key 218 and the third key
226, for wWheowaBa2igt orage system 500. The tinmer processPEHHGR2e09B8W33s used
to trigger the re-key nodul e 560 and the key revocati on nodul e 558. When
the re-key nodule 560 is triggered, the re-key nodul e 560 sends a signal to
the control nodule 208 to have the key generator nodul e 550 generate new
security keys.Wen the key revocation nodule 558 is triggered, the key

revocat i OWheR#d I8 yTefbcafiififioduls swalm%%rém thed@P rEvdkatiRdHbRIL R deRd el et e
previously generated securltﬁgke S 0 The key policy manager 556 is

i npl enent Egnalto the gerirol annslule \ﬁ@ﬂelaﬁq@r¢vmsly@&e§erateréé9cm Sry nmodul e 562; a
key backup nodul e 564 and a key setup nodul e 566. [0081] The key recovery
nodul e 562 rOV|des a _nmeans for__a user to recover securit keys used by the
data st orl§8¥1shs ke prdiey impnagrs 580 dhimplemented at ausgr éwaCRéve{ tid igpludesa The

key  backugeyTaciliey mBdult 5623 1eD SEAGAARINIIRAULE o By s168 ARLILIEBES.AL T Onal Use.
ey %ack P &ﬁﬁ ?

The function of the u le 564 is to store copl es of
i nformation, such as security keys, that is available during norna

oper at | 0ryooFH|eTH ey TBIMNBry OIS0 oliBeALHbUAITB Br Id1ecARPid:Rlity RRGI © 208

when t he key generator nodul e 550 generates security keys. The actlvatlon
of the keysedbyihe datelstoragsspstgng 50Qin the evants ofrkeyilegser ke carruyption e key 552 to

moni tor ol k%ﬂfr%)&gfgo%4§f51? hx{d%]%entd@rﬁorﬁ&f.hé L fdr okt g@ﬁﬂgﬁaﬁﬂﬁg e lAEidiEY

gener at or e expiry hetimer nodul e 552
wi || tri ggfethe tkieg badaipayodale b4 isSHGstandopiae okﬂgfommmon,amcbras rmaiuk;eké‘;&B as

descri bed, above. 0 The key revocati on nodul e .55 a in the
cvent |t naleUR expiiahlr Giine ru ARG, Jbi ey AL B E oG BRPEES i
internal @ntSKhRUGRI208S9Kéh ﬁh@\k@y gohdriver inoAuleSHDI SabiaRR se@ftpikBRd Kigys and
can thus have unauthorlsed access to data. [0083] The foll ow ng processes

occur in #tivayjomahtgdiynietyp medyle |566 ix &g inyapp pitipisrihe fimer dnedulg % fon, key
storage, K6¥i'f &n eJ&ﬁ}SI dE Porthey sechﬁ%t k¥ %gﬁérétgﬁl b?ri'ﬁie f(éay ge?%faﬂg ‘module

550. At the time of the expiry date, the timer module 552 will trigger the re-key module

560 and the key revocation module 558 as described above.

[0082] The key revocation module 558 is applied in the event that security keys are
compromised. Key compromise occurs when internal or external users have, without

authorisation, obtained keys and can thus have unauthorised access to data.

[0083] The following processes occur in a key management lifecycle: key generation,
key distribution, key storage, key share, key recovery, key revocation and re-keying.

Further detail is provided in Figures 6 and 7.

[0084] Figure 6 shows a framework 600 for generating security keys in accordance with

one embodiment of the present invention.

[0085] The framework illustrates how data flows when security keys are generated by the
data storage system 500 (see Figure 5). Communication occurs between the control
module 208, the key policy manager 556 having the key setup module 566, the timer
module 552 and the key generation module 550.
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Further detail is provided in Figures 6 and 7. [0084] Figure 6 shows a
framewor k 600 for generating security keys in accordance with one

enbodi merwWoa@p1ya3s21pr esent i nventi on. [0085] The franewoPKTiSIGREWI0BEs how
data flows when security keys are generated by the data storage system 500
(see Figure 5). Conmmunication occurs between the control nodul e 208, the
key policy manager 556 having the key setup nodul e 566, the tinmer nodul e
552 and the key generation nodul e 550.[0086] The key policy nanager 556
determ nes the type of data storage nodul e 538 (refer Figure 5), i.e.

either c t40n a stora jSe. ar dat.a, st grage devic Th

dat o st orDYET LR Ry B8LS, RGN G50 lehind] i A oREE I

gﬁner at ed(refeeFigare 5)t oet: tdﬂ?ﬁmklélﬁion?l)dhﬁd §orhg8 88\18}&713 &>_I<_IEDE )dadfb&&?gesdeiar&‘l,él gggg to
t he reque 0 generate security keys, e control nodul e

passes t hﬁ%é?éﬁ?q?‘iaﬁe ey e&éﬁémqnéﬁ reQieRiior sqcanftYH@kaege@ﬁ@rﬁ%@re $%8Hul e 550
with the gahe C%B@(;latggdlﬂpqgg € ﬁ%xﬁﬁ/}pﬁaté lis 9351%)%& hé theCRUER | g@ﬁ’ératg‘%uﬁe

storage devi ce or FDE data storage “devi ce) Upon recéiving t
security sesymstykeyreration request, the key generator nodul e 550 initiates a
process as follows. At step 602, the key generator nodul e 550 detects

whet her the data storage nodul e 538 type corresponds to a conventional data
storage d8087eThe gongrotk sredulet 305npassagathe seuahalkeysdenpeton @qsﬁséé@: e keshe t hird

key 226 (j %ratcg 5fdt AR XA gdm or. ?Jﬁs%gp@@ 5541@5 em@hﬁls&a?dg 1606

t he thlrd IS assigned to a [ ste iIrs

(i.e. a t$tmagebéssm drdYPIE data sferage de\ach) At st eps 610 and 612, an

adm nistrator in the key policy manager 556 assigns necessary configuration
informati on such as the expiry date fromthe key setup nodul e 566. [0089]
Ret ur ni nd 098] sWeqn Bodiyingfthe heclkiéx/ kgsesngenatadon mespheste th§ 5@y desneratos mdvhile a

Convent i 0% 1ngcﬁ§et% élr%{:gsg qg];f(%] A? siep 6OBr ﬁlsq( g(enerator modDIEé %t &tectt orage

device is presen
whether the data storage module 538 type corresponds to a conventional data storage

device. If a conventional data storage device is present, the third key 226 (ie. a
cryptographic key) is generated at step 604. At step 606, the third key 226 is assigned to
a LUN. At step 608, the first key 218 (i.e. a time-based key) is generated. At steps 610
and 612, an administrator in the key policy manager 556 assigns necessary configuration

information such as the expiry date from the key setup module 566.

[0089] Returning to step 602, if the key generator module 550 detects that a conventional
data storage device is not present (i.e. a FDE data storage device is present instead), then
the process proceeds to step 608, where only the first key 218 (i.e. a time-based key) is

generated. Steps 610 and 612, as detailed above, are then executed.

[0090] A true random number generator is used to generate the first key 218 and the third
key 226. The generated security keys (i.e. the first key 218 and the third key 226) and

necessary configuration information are then sent to the control module 208.

[0091] The control module 208 sends the generated security keys and the necessary

configuration information (including the expiry date of the security keys) for storage in
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the process proceeds to step 608, where only the first key 218 (i.e. a

ti me-based key) is generated. Steps 610 and 612, as detail ed above, are

t hen execWOgd10/8e190] A true random number generat or i sPGTSG2009/0g@32r at e
the first key 2 18 and the third key 226. The generated security keys (i.e.
the first key 218 and the third key 226) and necessary configuration
information are then sent to the control nodule 208. [0091] The control
nodul e 208 sends the generated security keys and the necessary

conf i gur ahe Qieyi MR tdblN 2 (0. N dikngwlddgerfdRi sighall & Bls@fsedthy 8RCMtbY keys)
for storage_ inthe key mapping table 210. An acknow edgenent signal is also
sent by t®edsdbs o thekeysctummeduleS¢the key setup nodul e 566. [0092] Finally,
the key policy manager 556 notifies the timer nodule 552 to keep track of

the expir te of the secyrity keys. [0093] Figure 7 shows framewor k 700
for a sec[ﬁpfﬁlyﬁ%‘lly’ |the lé"é&/l?ﬂlf’éyi né%%éﬁﬁé’ﬁegeﬁl\ﬁht: IR, &n ZigrieeR fragh e
present ioMBREEAPNY- dat QNS sdcBrityBRAYi ng the |ifecycle of a security key, such
as the first key 218 (see Figure 5), the foll ow ng nodul es are used: the

key policy manager 556; the control nodul e 208; the key generator nodul e

550; the [p693]r Ey@edt i s'RMhevGRIDO0 tfhea sRukBYkdyOHEE RIS Giccdrifhckivigy nodul e
552 and the key nappiggwtable 210. The key policy manager 556 further

i ncl udes usembodiment of thepreserfunenter: t he key backup nodul e 564; the re-key
nodul e 560; and the key revocation nodule 558. From Figure 7, it will be
appreci ated that the re-key nodul e 560 and the key revocation nodul e 558
ar e pr esdf@94] ninhoaragingehe bcydpaf e semndtyt key, kevhres| thes fiest ey 200GE¢ Fighen t he

expiry date, of. the first key 218 has been reached. the tiner dul e 552
w1 ot P el s e REE SR ey ol EBaes S oibe rer bR B 0B once
the firstthké&yy 2éferater fRHule®SDEtheXRY r@@catidhembdure 5580de ke k&Pmotilk 15600t i fy

the key revocation_nodul e 558. [0096]. The triggered key revocation nodul e
558 wil | Badeeeredyle 52 and fsikfe mapBing able 210° The key policy manager 556

further includes the key recovery module 562; the key backup module 564; the re-key
module 560; and the key revocation module 558. From Figure 7, it will be appreciated
that the re-key module 560 and the key revocation module 558 are present in both the

user space and the kernel space.

[0095] When the expiry date of the first key 218 has been reached, the timer module 552
will notify the re-key module 560. In the case of the key compromise, once the first key

218 is set to be expired, the timer module 552 will notify the key revocation module 558.

[0096] The triggered key revocation module 558 will cause the control module 208 to
access the key mapping table 210 to delete keys, such as the expired first key 218,
depending on the setting in the key policy manager 556. A key update module 702,
within the control module 208, will be triggered to update other peripheral devices (not
shown), such as an offsite key facility and a DSI (Distributed Security Infrastructure) key

manager, with necessary key information.

[0097] The triggered re-key module 560 will cause the control module 208 to request for

the key generator module 550 to generate a new first key 218. Depending on the setting
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access the key mapping table 210 to delete keys, such as the expired first
key 218, depending on the setting in the key policy manager 556. A key
updat e noN0I281008211wi t hin the control nodul e 208, w || BETSG2¢g@ped3t o
updat e ot her peripheral devices (not shown), such as an offsite key
facility and a DSI (Distributed Security Infrastructure) key manager, wth
necessary key information. [0097] The triggered re-key nodule 560 wl|
cause the control nodule 208 to request for the key generator nodule 550 to

gener ate i thewey pblsdy Hbdaged 856 RERBOH-RY MOdE1B866,ahé codiol nidiIKkEB #al i cy
manager 556 for the re-key_ nopdul e 560, the control nodule 208 will update

and repl avrdaterad ssplacedhe expired T ke B with A naw dissvkey 2% key 218. [0098] Any
update in the key mapping table 210 will trigger the key backup nodul e 564.
The key backup nodule 564 will send new key information to other peripheral
devi ces (IA698]sAmywydatesindhe kay mipping tablsi2{l @ wik tigger thakey backupnduless6BS| key

: 099], Fi . further detail t he k i.ng table 210
and 5 pr oboEeY baskdl EBaRe SR8 S fnd AEV K5 B aPndp SUSE PEPREEHER KEon i on.
t 0 access(nbhshokay, suEtgsi thgoffaht Backhp fadilt) 2dihe DSE kk@ihatimiepi ng table 210

i ncludes a mapping table 804 inplenmented in flash nmenory 802. [00101] The
mappi ng table 804 stores the followng information: the first keys 218

(whi ch arigog gnﬁ- S 6hdtRY fukth@Nethil ®h thE &P bl\ﬁg AL ©107an@XPploke 80 the
third keys 226 (which are cryptographic keys) and their respective LUN 808;

encr ypt i osecendphdeawitle oge einhbdimenbef therptessnhgventénne ¢ agopss thie dregrarnapping [ 00102]
The key n@g@bqg tabl e 210 can only be accessed by the control nodul e 208.
Both the Tirst keys 218 and the third keys 226 are generated by the key
generator nodul e 550 (see Figure 5) by a true random nunber generator.

[00103]  Thiobfe" Ry MRsbi bR 10°inBREESE fikpPite i K6¥ iRPhlicaBIBAGT SO

memory 802.

[00101] The mapping table 804 stores the following information: the first keys 218 (which
are time-based keys) and their respective date of expiry 806; the third keys 226 (which
are cryptographic keys) and their respective LUN 808; encryption appliance serial

number and other necessary information.

[00102] The key mapping table 210 can only be accessed by the control module 208.
Both the first keys 218 and the third keys 226 are generated by the key generator module

550 (see Figure 5) by a true random number generator.

[00103] The control module 208 is accessed by the key policy manager 556. The
frequency to change the first keys 218 is decided by the key policy manager 556.

[00104] An administrator can access and associate the date of expiry 806 and attached
LUN 808 to the third keys 226. Unless the administrator wishes to re-configure the LUN
808, the third key 226 is assigned and attached only once to the LUN 808. If the LUN
808 is re-configured, the third key 226 is revoked and a new third key 226 is generated
and assigned to the re-configured LUN 808. |
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frequency to change the first keys 218 is decided by the key policy manager
556. [00104] An adm nistrator can access and associate the date of expiry
806 and aWO20H&E51IWN 808 to the third keys 226. Unl ess PRE/S&AMNNBS at or

wi shes to re-configure the LUN 808, the third key 226 is assigned and
attached only once to the LUN 808. If the LUN 808 is re-configured, the
third key 226 is revoked and a new third key 226 is generated and assi gned
to the re-configured LUN 808.[00105] The key nmapping table 210 only stores
original keys generated fromthe true random nunber generator. Referring to
the fifth step of the process 200 (refer Figure 2), a transformation

al gor i t hi§0198 Fheakeyh manping tablg 219canly storas oreginal ey @endrpted fromy thz1@ueand t he

third ke h Uyt ' . 1 nsyder
attack. L BOCaRCpBRRREGuy RRFHE o e KAKGn I AcibLA0a00 AR LRRE.
enbodi mens traisfarinatipn algenthm, swahrdsibashing) sadedyo trhmsformsbafest BeygRStanduicul e 212

used to tgpansfo he . first key.218 and the third .key 226. [00107] The
process 9{5’5938%Z&{Oeeé‘hﬁncﬁﬁf‘%ﬁféﬁl‘ﬁtgiﬁekwt?ﬂ?n PIARNY4RE aftackst key 218 (i. e.
the tine-based key) or the third key 226 (i.e. the cryptographic key). The

message di gest nodul e 212, acting as a transformati on nodul e, uses any one
or nore &Y01Q8kFigwrg Sshgws iatnsese , inpgsomigneegyithypape enhpdimendiof thequeseabul d be,

but not | j0ddheed ﬁstgd b?%ﬁe ﬁhstsii%e;'&g%shmohlgg g@% Lise 15 4k ﬁi@?ﬂ%ﬁ(eg 9¢g amtich as

RAM may be used to tenpora ore t ashed val ues o he” second key
220 and tthe tislkeyl22key 228. The | ocation in RAM space can be further

defi ned using kernel node progranmm ng. This enhances the security |ayer
protection has been enhanced frominsider attacks. [00109] The output of

t he mess 0% DesSprotass V0@ gerkeratesSa Gkiled hash &y Bor sihet the IfirkteyQUS PLd. thes t 0 be
sent to a.conventi onal dg%a storage,device or a FDE data storage_ device. |If
t he out pulims-§asedrkey) ephechird &au 2204t e te eyagerapbis key)- The mrseagaigesom t he

nmessage din@&at 212, acting as a transformation module, uses any one or more of hashing
algorithm SHA-1 SHA256, or MD5. The hashed key could be, but not limited to, 256 bit
length.

. [00108] A storage module 902, such as RAM, may be used to temporally store the hashed
values of the second key 220 and the fourth key 228. The location in RAM space can be
further defined using kernel mode programming. This enhances the security layer

protection has been enhanced from insider attacks.

[00109] The output of the message digest module 212 is determined by whether the output
is to be sent to a conventional data storage device or a FDE data storage device. If the
output is for a conventional data storage device, the output from the message digest
module 212 would be the fourth key 228 (i.e. the hashed cryptographic key), which is
assigned to a logical unit of data of the data storage device. If the output is for a FDE
data storage device, the output from the message digest module 212 would be the second
key 220 (i.e. the hashed time-based key), which is used to read data from a data storage

device or to write data to the data storage device.
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nmodul e 212 woul d be the fourth key 228 (i.e. the hashed cryptographic key),
which is assigned to a logical unit of data of the data storage device. |If
t he out puWOI2810f085214 FDE dat a st orage devi ce, the out put PETSG0M980083sage

di gest nodul e 212 woul d be the second key 220 (i.e. the hashed tine-based
key), which is used to read data froma data storage device or to wite
data to the data storage device.[00110] Figure 10 is a block di agram
representing detection of the type of disk storage used in the data storage
arrays 1060190] Figalat @ BtObREE dfigfint R éﬁehtﬂfgea&édﬁgnweheefyb@@fmtst@% ¢ he
present invention. From Figure 10, it wll be appreciated that the control
modul e 209sefl sin gheq deta ﬂ@taé%talxm%tlrﬁ)éroféﬁydefﬁ ftoragelisyRemr implemeningheng)at a
storage a or C

ctorage dairEmeHbAhe pfRiBlchihoRGE, ARHCCRE iOkIf RAFRELARE MAHE
can be usemtlt)bmorlqdbéll(iéns usddetotdetaes bethert mymfrtbd disk dziv@s int the damsstgagent
nodul e 570, t dat cess modul.e 572, th enerator nodul e 550 and
Che st or AP OR e TR 4T SRPEB PORFEr Somventonel S SPReC LPURSY of mmt i on of
security keys in accordance with one enbodiment of the present invention.
[00113] Transformation of the security keys ( 1118, 1126) is perfornmed by a
t r ansf or HH1LReferame o Figures Re 1fs @8 ingsmiedgnibeanebs Byesh oHEplgmens g mat i on.
A first k [ I second
ey 1120 [rlREiGRaRRge 212 s dRR L 370 RO P RES AR S e e o
a | ogi cal keyrgenerafor gwtlnle S50 andithemtasagemginlai®i?. ce. The second key 1120 is
used to read data fromthe data storage device or to wite data to the data
storage device. [00114] Further, a third key 1126 (being a cryptographic
key) is t[l)(ﬁrls]flilzglﬁfedllt ?\lltﬁ?‘hﬁh ﬁ?]aaskfoﬁﬂitIdSSKEyecﬁﬂl%Bké)isdﬁ’n a@oi;]ﬁ&ﬁftedllth ?ne f
cryptogr ic. ke The fourt ey 11 is assigned to the logical unit o
dat a of t%EmHQP t§f3ﬁéﬁ%“ﬂ%9“€@°nThe fourth key 1128 is used to encrypt and
decrypt the data fromthe data storage device.

[00113] Transformation of the security keys (1118, 1126) is performed by a
transformation module 1112 that uses hashing to perform the transformation. A first key
1118 (being a time-based key) is transformed to obtain a second key 1120 (i.e. a hashed
time-based key). The second key 1120 is assigned to a logical unit of data of a data
storage device. The second key 1120 is used to read data from the data storage device or

to write data to the data storage device.

[00114] Further, a third key 1126 (being a cryptographic key) is transformed to obtain a
fourth key 1128 (i.e. a hashed cryptographic key). The fourth key 1128 is assigned to the
logical unit of data of the data storage device. The fourth key 1128 is used to encrypt and
decrypt the data from the data storage device.

[00115] While embodiments of the invention have been particularly shown and described
with reference to specific embodiments, it should be understood by those skilled in the art
that various changes in form and detail may be made therein without departing from the
spirit and scope of the invention as defined by the appended claims. The scope of the
invention is thus indicated by the appended claims and all changes which come within the

meaning and range of equivalency of the claims are therefore intended to be embraced.
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[00115] Wil e enbodi nents of the invention have been particularly showmn and
described with reference to specific enbodinents, it should be understood
by those WRIi2p1048531h t he art that various changes in for RCRSG20091080033 may be
made therein without departing fromthe spirit and scope of the invention
as defined by the appended clains. The scope of the invention is thus

i ndi cated by the appended clains and all changes which conme within the
nmeani ng and range of equival ency of the clains are therefore intended to be
enbraced. CLAIMS 1. A nethod of accessing a data storage device, the nethod
conprising: transformng a first key to obtain a second key; assigning the
second ke¥LAIMS| ogi cal unit of data of the data storage device; and using
the second key to read data fromthe data storage device or to wite data
to the data storage device. 2. The nethod of claim1, wherein the first key
i s a tinekbaseA methyodsdf atdeating e ghtacenmzaidevte, titeméthod tokmysings carri ed out
after a predefine timetilnterval 3. The thod of clains 1 or 2, wherein

bef ore t ransf JFAPSIOTBMER HHEYP PRIPINASSCONdKEYE i st Kkey is generated using a

true random nuikighing BEeBs N key 4o a I0pEcalBiNOFH a0 o fARY dAD SoRike BB e Ei NY
clains, further conprisi n?(: transformng a third key to obtain a fourth
Re

key; assi gni ngisinigethe seropdh kryeip xead data fiogythe dpta stragegdevipgion to rithdata it a

st orage HGe, rein.the fourth key is used to encrypt and decrypt the
dat a froﬁ?tﬁggég%ggéggggge device and wherein the third key is a

cryptographic key. 5. The nethod of claim4, wherein the data encryption
and t he ta cr ign pcecur putside the.data storage .devjce. 6. The

o hon of 2ol ai (oot o ffaith oLt Kie g ST 3Bnar & SHederil €y otdl one of
t he al gorieplae@indit 61 Ghe it ReXEarridD0 Sher AlpPedcBRES R0 thiékS.

3. The method of claims 1 or 2, wherein before transformation of the first key, the

first key is generated using a true random number generator.

4. The method of any one of the preceding claims, further comprising:

transforming a third key to obtain a fourth key;

assigning the fourth key to the logical unit of data of the data storage device,
wherein the fourth key is used to encrypt and decrypt the data from the data storage
device and wherein the third key is a cryptographic key.

5. The method of claim 4, wherein the data encryption and the data decryption occur

outside the data storage device.

6. The method of claim 5, wherein the third key is generated using at least one of the
algorithms P1619, AES-XTS, AES256, AES, 3DES and DES.

7. The method of claim 4, wherein the data encryption and the data decryption occur

inside the data storage device, and wherein the data read from the data storage device is

unencrypted and the data written to the data storage device is unencrypted.
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7. The nethod of claim4, wherein the data encryption and the data
decryption occur inside the data storage device, and wherein the data read
from t he Wet2a104188214ge devi ce i s unencrypted and the dat CWSGR09M09083t he
data storage device is unencrypted.8. The nmethod of any one of the

precedi ng clains, wherein a single directional transformation is used to
transformthe first key to obtain the second key. 9. The nethod of clains 4
to 8, wherein a single directional transfornmation is used to transformthe

third keygto opfeajmRiHol€off & bt KEYhe pleeediite claRid) QfheRfin @NYn@B AirREridrAE

preceding clains, wherein hashing is used to transformthe first key to

obt ai n t htansfrmadokisyisedty trappformihefirat kety te pbipmgheosecondkeywher ei n hashing i s
used to transformthe tinme-based first key to obtain a hashed tine-based
key. 12. The nethod of clains 4 to 11, wherein hashing is used to transform
t he third9key Tle mbthad of thénd éue 8hwkeyinsositgladdiredi@nalowansforketyon s wedashed

cryptographi c key., 13. .The thod o l aims 10 to 12, wherein the hashing
uses any &ﬁ@nﬁéénﬁ&eéﬁgﬁlﬁb’g%ti‘ﬂﬂf tjgﬁihge,y' SHA256 and MD5. 14. The net hod of
claims 4 to 13, further conprising storing the second key and the fourth

key in a key mapping table. 15. A systemfor accessing stored data, the
syst em cotpri sHisgmeodpfaanyt epe gk thep areceding, clajran sviareiathashingde wsed fhat

transforrrﬁalgfd‘dnrtﬁéﬁﬁge}{tgo% 2R s Oﬁgq@?d key; an assi gnment nodul e t hat

assigns the second a logical unit of data of the data storage
nodul e; and a data access nodul e that uses the second key to read data from

The systehiof BrAPRREbOr oate i ¢ el Pohiten: SrbRt P OB SPRPE ( opi ace

t he first key to obtain a hashed time-based key.

12.  The method of claims 4 to 11, wherein hashing is used to transform the third key
to obtain the fourth key so that the fourth key is a hashed cryptographic key.

13. The method of claims 10 to 12, wherein the hashing uses any one or more of

algorithms SHA-1, SHA256 and MD5.

14.  The method of claims 4 to 13, further comprising storing the second key and the
fourth key in a key mapping table.

15. A system for accessing stored data, the system comprising:
a data storage module;
a transformation module that transforms a first key to obtain a second key;
an assignment module that assigns the second key to a logical unit of data of the
data storage module; and
a data access module that uses the second key to read data from the data storage

module or to write data to the data storage module.

16.  The system of claim 15, wherein the assignment module is adapted to replace the

first key after a predefined time interval.
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first key after a predefined tine interval.17. The systemof clainms 15 or
16, further conprising a key generator nodule to generate the first key.

18. The sWyetemyess2igl ains 15 to 17, further conprising: RETSGEHOPHDISH
nodul e; and a decryption nodul e, wherein the transformation nodule is
further adapted to transforma third key to obtain a fourth key; and the
assignnent nodule is further adapted to assign the fourth key to the

| ogical unit of data of the data storage nodule, wherein the fourth key is
used by both the encryption nodul e and the decryption nodule to encrypt and
decrypt the data fromthe data stora nodul e and wherein the third key is
a crypt ogtaphi Ehseyptem of clgis 49 ey gvrﬂ@r EPWPISNG ghkayeganeratas medude to

encryptio ;HF’%”‘ he data decryption nodule are separate fromthe data
st or age rrgeu e go '?'(hge' system of claim 19, wherein the data encryption

nodul e and the data decryption nodule use at | east one of the algorithns
P1619, AES; AES256 ES DES for. encryption and decryption.
21. The s inbef Sygiem 9 f%ms\}\iﬁ’ﬁurﬂﬁéc?fﬁ?rés%cryptl on nodul e and the data
decryption mdﬂi@c@rpﬁohmbﬂelé af#si de the data storage nodule. 22. The system

of claims 15 to 21, wherein the transformati on nodul e uses single
directional t radsirpyeR Mmeduleowhersinsthe transiqenatiqnsmogdly is (gurg}yg afdgptedhéo second

key. 23. {hgfotust @ukty Q@dtgﬁaqgghr{hq( 2, wherein the transformation nodule
uses a single dlrectlona transtormafion to transformthe third key to

obt ai n the fouandhtheeassigtmentTedwds st durthef addpsedito aGignothg Foumtimdepito thdre

f h f he, f th
second. kepesal uifb @ debs AE e SPiBT o dule SRGHH i kbt Rt PhnbRBIRS o
modul e usesrypsivhicngluleadd de sikatypiidrh@otile®o bRg@st dndrdetryjsethe tdataofbdrithe a

hashed tipe-based fir ey.
data storage modulsé ang W)flerein the third key is a cryptographic key.

19. The system of claim 18, wherein the data encryption module and the data

decryption module are separate from the data storage module.
20.  The system of claim 19, wherein the data encryption module and the data
decryption module use at least one of the algorithms P1619, AES-XTS, AES256, AES,

3DES and DES for encryption and decryption.

21. The system of claim 18, wherein the data encryption module and the data

decryption module are housed inside the data storage module.

22.  The system of claims 15 to 21, wherein the transformation module uses a single

directional transformation to transform the first key to obtain the second key.

23.  The system of claims 18 to 22, wherein the transformation module uses a single

directional transformation to transform the third key to obtain the fourth key.

24.  The system of claims 15 to 23, wherein the transformation module uses hashing to

transform the first key to obtain the second key.
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26. The systemof clainms 18 to 24, wherein the transformation nodul e uses
hashing to transformthe third key to obtain the fourth key so that the
fourth keyoi281048434hed crypt ographi c key. 27. The syst eRCHSGIRINW3I4 t o
26, wherein the transformati on nodul e uses any one or nore of hashing
algorithnms SHA-I, SHA256 and MD5. 28. The systemof clains 18 to 27,
further conprising a storage nodule for storing the second key and the
fourth key. 29. The system of claim 28, wherein the transformation nodul e,
t he assi gnnent nodul e, the data access nodul e, the key generator nodul e and

the storage modul e forman integrated unit.
5.  The system of claims 16 to 23, wherein the transformation module uses hashing to

transform the time-based first key to obtain a hashed time-based first key.

26.  The system of claims 18 to 24, wherein the transformation module uses hashing to

transform the third key to obtain the fourth key so that the fourth key is a hashed

cryptographic key.

27.  The system of claims 24 to 26, wherein the transformation module uses any one

or more of hashing algorithms SHA-1, SHA256 and MD5.

28.  The system of claims 18 to 27, further comprising a storage module for storing

the second key and the fourth key.
29. The system of claim 28, wherein the transformation module, the assignment

module, the data access module, the key generator module and the storage module form

an integrated unit.
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