
Method Of Accessing A Data Storage Device Field Of The Invention [0001] The
invention relates to a method of accessing a data storage device and a
system for accessing stored data. Background Of The Invention [0002]
Managing security keys used to encrypt and decrypt data is a challenging
task. This is due to the difficulty in keeping track of different keys used
to encrypt and decrypt data, wherein data associated with a respective
security key has to be tracked as well. [0003] Adhering to industry
recommendations, such as from the Storage Networking Industry Association
(SNIA), that security keys used to encrypt data should be changed at least
once every 12 months adds to the difficulty of managing security keys. When
rekeying cryptographic keys (i.e. changing cryptographic keys), cipher data
first needs to be decrypted using their existing cryptographic key.
Subsequently, the unencrypted data is re-encrypted using the new
cryptographic key to obtain cipher data. These new cryptographic keys have
to be tracked hi addition, the decryption and re-encryption utilises
processing power in an enterprise storage system. [0004] Storage systems
using full disk encryption (FDE) provides a solution to security key
distribution and revocation problems hi FDE, data blocks are encrypted at
the disk level instead of switch and appliance level. FDE provides a lock
key that is used to turn on a FDE data storage device. When re-keying is
performed, the lock key can be changed without having to change the
encryption key. However, FDE storage systems are not backward compatible
with existing conventional data storage devices, such as legacy
tape/disk.[0005] Given that existing enterprise storage systems still use
conventional data storage devices, there is a need to address the backward
compatibility issue. Further, it would be 



advantageous to have a data storage system not needing to decrypt and
re-encrypt data whenever re-keying is performed. Summary Of The Invention
[0006] According to one aspect of the invention, there is provided a method
of accessing a data storage device, the method including: transforming a
first key to obtain a second key; assigning the second key to a logical
unit of data of the data storage device; and using the second key to read
data from the data storage device or to write data to the data storage
device. [0007] According to another aspect of the invention, there is
provided a system for accessing stored data, the system including: a data
storage module;- a transformation module that transforms a first key to
obtain a second key; an assignment module that assigns the second key to a
logical unit of data of the data storage module; and a data access module
that uses the second key to read data from the data storage module or to
write data to the data storage module. Brief Description Of The Drawings
[0008] In the drawings, like reference characters generally refer to the
same parts throughout the different views. The drawings are not necessarily
to scale, emphasis instead generally being placed upon illustrating the
principles of the invention. In the following description, various
embodiments of the invention are described with reference to the following
drawings, in which: [0009] Figure 1 is a block diagram representing
architecture of a data storage system implementing one embodiment of the
present invention.[0010] Figure 2 shows a flowchart illustrating a process
in accordance with one embodiment of the present invention. [0011] Figure 3
is a block diagram of data flow in a cryptographic module built in 



accordance with one embodiment of the present invention. [0012] Figure 4 is
a block diagram of data flow in a channel protocol module built in
accordance with one embodiment of the present invention. [0013] Figure 5 is
a block diagram representation of components for an architecture for a data
storage system implementing one embodiment of the present invention. [0014]
Figure 6 shows a framework for generating security keys in accordance with
one embodiment of the present invention. [0015] Figure 7 shows a framework
for a security key lifecycle in accordance with one embodiment of the
present invention. [0016] Figure 8 shows further detail on a key mapping
table and a process, in accordance with one embodiment of the present
invention, to access the key mapping table. [0017] Figure 9 shows a
process, in accordance with one embodiment of the present invention, used
by the message digest module. [0018] Figure 10 is a block diagram
representing detection of the type of disk storage used in data storage
arrays of a data storage system implementing one embodiment of the present
invention. [0019] Figure 11 illustrates transformation of security keys in
accordance with one embodiment of the present invention.Detailed
Description [0020] While embodiments of the invention have been
particularly shown and described with reference to specific embodiments, it
should be understood by those skilled in the art that various changes in
form and detail may be made therein without departing from the spirit and
scope of the invention as defined by the appended claims. The scope of the
invention is thus indicated by the appended claims and all changes which
come within the meaning and range of equivalency of the claims are
therefore intended to be embraced. It 



will be appreciated that common numerals, used in the relevant drawings,
refer to components that serve a similar or the same purpose. [0021] Figure
1 is a block diagram representation of a data storage system 100
implementing one embodiment of the present invention. [0022] The data
storage system 100 includes a plurality of host computers 102 and a
plurality of data storage arrays 108. Data communicated between the
plurality of host computers 102 and the plurality of data storage arrays
108 is managed by data security architecture (represented by block 104).
[0023] The data security architecture 104 serves the following purposes: 1.
To encrypt data from the host computers 102 via channel protocols such as
Fibre Channel or iSCSI command and pass the cipher data to the data storage
arrays 108. 2. To decrypt cipher data from the data storage arrays 108 and
pass the unencrypted data back to the host computers 102. 3. To manage
security key lifecycles, which includes key generation, key distribution,
key storage, key share, key recovery, key revocation and re-keying. The
data architecture 104 may be implemented in a switch device, an encryption
appliance or disk level.[0024] The data security architecture 104 uses a
key management system 106 to manage security keys such as cryptographic
keys that are used to secure data stored in the data storage arrays 108.
[0025] The function of the key management system 106 is to perform backup
of the security keys in case of disaster recovery, where the security keys
can be retrieved from the key management system 106 to the data security
architecture 104. The key management system 106 may be integrated with the
data security architecture 104 to share load balancing or may be separate
from the data security architecture 104. 



[0026] Data for storage in the data storage arrays 108 is organised into
logical units, where each logical unit is assigned a logical unit number
(LUN) by the data security architecture 104. The LUN provides a unique
identifier to enable differentiation between separate disk storage devices
so that data will be stored and retrieved from the assigned disk storage
device within the data storage arrays 108. [0027] In the embodiment shown
in Figure 1, storage array 108c represents conventional disk storage
devices that store data which has already been encrypted externally.
External encryption of the data to be stored can be performed for example
in a separate switching device or in a separate encryption appliance
device. A cryptographic key is used by the separate switching device or the
separate encryption appliance device to encrypt or decrypt the data. [0028]
In the embodiment shown in Figure 1, storage array 108f represents disk
storage devices that employ full disk encryption (FDE). In FDE disk storage
devices, data encryption occurs internally, through using an encryption key
that exists at the disk level. For FDE drives that are manufactured, for
example by Seagate, the encryption key is a standard AES 128 key which
always exists at the disk level and does not leave the disk. In addition, a
FDE disk storage device has two additional security keys: a lock key and a
transmission key.[0029] The lock key is used to switch on the FDE drive.
The lock key can be modified, such as after a time period, where changing
the lock key would not affect the encryption key. [0030] The transmission
key for the FDE drive is a protocol and standard identified in the T10/Tl 3
of the Trusted Computing Group to communicate between FDE drives and a disk
controller. [0031] To maintain data security, the Storage Networking
Industry Association (SNIA) 



recommends that security keys that encrypt data at rest be re-keyed at
least once every 12 months. The time interval for changing data security
keys is defined by the National Institute of Standards and Technology as
cryptainperiod. [0032] For the conventional disk storage array 108c,
changing data security keys involves decrypting the data and assigned LUN
using the existing cryptographic key. The decrypted data and assigned LUN
can then be encrypted using the new cryptographic key. The decrypting and
encrypting processes utilise resources of the separate switching device or
the separate encryption appliance. Thus, if the cryptographic key is
frequently changed, the separate switching device or the separate
encryption appliance would have to frequently repeat the process of
decrypting and encrypting data, thereby affecting the performance of the
data storage system 100. [0033] In contrast with the conventional disk
storage array 108c, changing data security keys for the FDE storage array
108f only involves changing the lock key in the FDE disks of the FDE
storage array 108f. Decryption and encryption of the data stored in the FDE
storage array 108f is not required. This is because data encryption occurs
inside the FDE disk, where (as mentioned above) the encryption key never
leaves the FDE disk. Thus, less resources are taxed when security keys have
to be changed for the FDE storage array 108f and the performance of the
data storage system 100 would not be so adversely affected.[0034] By only
having to change a lock key for each FDE disk when security keys are
rekeyed, rather than having to change an encryption key for each logical
unit of data, FDE technology provides a solution to the problem of managing
encryption keys and managing the revocation of encryption keys. However,
FDE is not backward compatible with conventional disks that employ external
cryptographic keys to encrypt and decrypt data. This is because the FDE
drive requires TlO, TI l and T13 channel protocols as 



defined in the standards from the Trusted Computing Group to communicate
with the FDE storage arrays. Conventional disks do not use these channel
protocol standards. [0035] Another factor that contributes to the
difficulty of maintaining data security in existing data storage systems is
that encryption keys, used in conventional disk storage devices employing
external data encryption and decryption, are transparently stored in an
encryption appliance. These encryption keys are internally stored on the
flash or hard disk of the encryption appliance. A breach of security
concern arises when an insider hacks into the flash or the hard disk by
accessing the management console of the encryption appliance and steals the
encryption keys. The encryption appliance is especially vulnerable, for
example, during a key generation process. This is because when a host
computer wants to store data on storage arrays (compare storage arrays 108
of Figure 1), the encryption appliance will access the flash disk to
retrieve the encryption key to encrypt the data. By accessing the
management console of the encryption appliance, the hacker can steal the
encryption keys from the flash or disk drive. [0036] The problems of
backward compatibility of FDE disks and hacking of encryption keys from an
encryption appliance are solved with reference to the flowchart of Figure
2. [0037] Figure 2 shows a flowchart illustrating a process 200 in
accordance with one embodiment of the present invention. It will be
appreciated that the process 200 is implementable in the data security
architecture 104 of Figure 1. [0038] The process 200 involves communication
between the following components: a host 202; a decode data module 204; a
process data module 206; a control module 208; akey mapping table 210; a
transformation module 212; a channel protocol module 214; a cryptographic
module 216 and a data storage device 238. In the embodiment shown in Figure
2, the transformation module 212 is provided as message digest module 212.
[0039] The process 200 involves the implementation of a method of accessing
the data 



storage device 238. The method includes transforming a first key 218 to
obtain a second key 220. The second key 220 is assigned to a logical unit
of data 222 of the data storage device 238, where the second key 220 is
used to read data from the data storage device 238 or to write data to the
data storage device 238. [0040] The first key 218 is associated with both
conventional disk storage devices (where data encryption and data
decryption occur outside the data storage device) and FDE disk storage
devices (where data encryption and the data decryption occur inside the
data storage device). For the conventional disk storage device, the first
key 218 acts as an additional key to the cryptographic key (i.e. the key
used to decrypt and encrypt data stored in the conventional disk storage
device), so that whenever re-keying is performed, only the first key 218
needs to be replaced, while the cryptographic key can remain unchanged to
circumvent the need to undergo decryption and encryption of the stored
data. For the FDE disk storage device, the transformed first key 218 (i.e.
the second key 220) is used as a means to unlock the lock key of the FDE
disk storage device. [0041] The transformation of the first key 218 to
obtain the second key 220 is a further key security enhancement feature. It
is the second key 220 (i.e. the transformed key) that is assigned to a
logical unit of data of the data storage device 238. The second key 220,
rather than the untransformed first key 218, is then used to read data from
the data storage device 238 or to write data to the data storage device
238. [0042] In more detail, the process 200 begins with the host 202
firstly sending data 222 to the decode data module 204 and the process data
module 206.[0043] In the second step, the decode data module 204 processes
the data 222 and determines a LUN for the data. The processed data will be
sent (see step 224) to the control module 208. [0044] The control module
208 acts as a central processor. The control module 208 



provides access to the key mapping table 210. [0045] In the third step, the
control module 208 requests and retrieves security keys 230 and LUN
information from the key mapping table 210. The security keys 230 would
include the first key 218 that is to be transformed by the message digest
module 212 into the second key. Where in compliance with SNIA
recommendations to re-key on a periodic basis, the first key 218 is a
time-based key. Replacement of the first key 218 can be carried out after a
predefined time interval, such as on a yearly basis. The first key 218 is
generated, for example, using a true random number generator (not shown),
before the first key 218 is transformed. It will also be appreciated that
the first key 218 can also be replaced by user intervention, such as a user
entering an appropriate command into the process 200. [0046] In the fourth
step, the control module 208 sends the security keys 230, which include the
first key 218, together with LUN information to the message digest module
212. [0047] The security keys 230 also include a third key 226. In
accordance with the embodiment of the present invention shown in Figure 2,
the third key 226 is transformed to obtain a fourth key 228. The fourth key
228 is assigned to the logical unit of data of the data storage device 238.
The fourth key 228 is used to encrypt and decrypt the data from the data
storage device 238. The third key 226 is a cryptographic key. [0048] In the
fifth step for the process 200, the transformation of the first key 218 to
obtain the second key 220 and the transformation of the third key 226 to
obtain the fourth key 228 both occur in the message digest module
212.[0049] The message digest module 212 uses a hashing algorithm to
transform the first key 218 and the third key 226. The hashing algorithm
operates at the kernel space of the message digest module 212, where it is
difficult to obtain through external probing 



means. In the embodiment of the present invention shown in Figure 2, even
if a hacker manages to access the key mapping table 210 to obtain
information on the stored first key 218 and the stored third key 226, such
information would not be sufficient to gain access to the logical unit of
data associated with the first key 218 and the third key 226. This is
because the hacker still would need information on the hashing algorithm
used by the message digest module 212. Further, it is the second key 220
(i.e. the first key 220 after transformation by the message digest module
212) that is assigned to the logical unit of data of the data storage
device and the fourth key 228 (i.e. the third key 226 after transformation
by the message digest module 212) that is assigned to the logical unit of
data of the data storage device. [0050] At the end of the fifth step of the
process 200, the computed hashed value keys (i.e. the second key 220 and
the fourth key 228) are sent to the process data module 206. [0051] In the
sixth step of the process 200, the process data module 206 determines, from
keys passed from the message digest module 212, whether the data storage
device 238 is a conventional data storage device or a FDE data storage
device. The determination is required for the process data module 206 in
assigning the second key 220 to the logical unit of data of the data
storage device 238 and in assigning the fourth key 228 to the logical unit
of data of the data storage device 238. [0052] In both the conventional
data storage device and the FDE data storage device, the second key 220 is
used to gain access to data stored in either of both drives through
assigning the second key 220 to a logical unit of data of the data storage
device 238 and using the second key 220 to read data from the data storage
device 238 or to write data to the data storage device 238. Further detail
on how the second key 220 is used to gainaccess to data stored in both the
conventional data storage device and the FDE data storage device is
explained with reference to Figures 3 and 4 respectively. 



[0053] Figure 3 is a block diagram of data flow in the cryptographic module
216 built in accordance with one embodiment of the present invention. The
cryptographic module 216 is used in the case where the data storage device
238 is a conventional data storage device. [0054] Input to the
cryptographic module 216 includes the second key 220, the fourth key 228
and data 222. When the second key 220 is assigned to a logical unit of data
222, a multiple key concept to prevent unauthorised access to the logical
unit of data 222 is applied, in that the second key 220 acts as an
additional key to the cryptographic key used by the cryptographic module
216 to encrypt and decrypt the data from the data storage device 238. As
the second key is assigned to the logical unit of data 222, the second key
220 is needed to read data from the data storage device 238 or to write
data to the data storage device 238. Thus, it will be appreciated that the
second key 220 is used to read data from the data storage device 238 or to
write data to the data storage device 238. [0055] When re-keying is
performed, for example after a predefined time interval, it is the first
key 218 (see Figure 2) that is re-keyed, whereby a new second key 220 will
also be obtained. The new second key 220 assigned to the logical unit of
data 222 replaces the previous second key 220. As the re-keying of the
second key 220 fulfills the need for periodically changing security keys,
there is no need to change the cryptographic key used by the cryptographic
module 216 whenever re-keying is performed. Again, the new second key 220
would be needed to read data from the data storage device 238 or to write
data to the data storage device 238. [0056] With reference to Figure 2, the
third key 226 is a cryptographic key. The third key 226, along with the
assigned LUN, is stored in the key mapping table 210 (see Figure 



2).[0057] In addition to assigning the second key 220 to the logical unit
of data 222, the cryptographic module 216 assigns the fourth key 228 (being
a product of transformation of the third key 226) to the logical unit of
data 222. As the cryptographic module 216 performs data encryption and data
decryption, the output of the cryptographic module 216 will be cipher data
assigned with the second key 220 and the fourth key 228. The cipher data
blocks then exit the cryptographic module 216 using, for example, a iSCSI
channel protocol or a fibre channel protocol. The cipher data blocks are
then saved in the data storage device 238. [0058] From Figure 3, it will be
appreciated that for the conventional disk storage device, as the
cryptographic module 216 performs encryption and decryption of data, data
encryption and the data decryption occur outside the data storage device
238. The third key 226 can be generated using at least one of the
algorithms Pl 619, AES-XTS, AES256, AES, 3DES and DES. [0059] Figure 4 is a
block diagram of data flow in the channel protocol module 214 built in
accordance with one embodiment of the present invention. The channel
protocol module 214 is used in the case where the data storage device 238
is a FDE data storage device. [0060] Input to the channel protocol module
214 includes the second key 220 and data 222. For the FDE disk storage
device, the second key 220 corresponds to the lock key of the FDE disk
storage device. Thus, when a logical unit of data assigned with the second
key 220 is sent by the channel protocol module 214 to the data storage
device 238, the second key 220 is used to unlock the lock key of the FDE
disk storage device, so that data can be read from the data storage device
238 or data can be written into the data storage device 238. Thus, it will
be appreciated that the second key 220 is used to read 



data from the data storage device 238 or to write data to the data storage
device 238.[0061] When re-keying is performed, for example after a
predefined time interval, it is the first key 218 (see Figure 2) that is
re-keyed, whereby a new second key 220 will also be obtained. The second
key 220 is obtained by the message digest process 212. The new second key
220 assigned to a logical unit of data 222 replaces the previous second key
220. The logical unit of data assigned with the new second key 220 is sent
by the channel protocol module 214 to the data storage device 238. The lock
key of the FDE disk storage device will then be replaced with the new
second key 220, as the receiving of the new second key 220 coincides with
the FDE disk storage device receiving an external call to update the lock
key. The re-keying of the second key 220, which in turn changes the lock
key of the FDE disk storage device, fulfills the need for periodically
changing security keys. After the lock key of the FDE disk storage device
is replaced, the new second key 220 would be needed to read data from the
data storage device 238 or to write data to the data storage device 238.
[0062] In the event where re-keying occurs after a predefined time
interval, the second key 220 acts as a time-based key. The time-based key
is sent together with data output from the channel protocol module 214. The
output from the channel protocol module 214 is unencrypted data assigned
with the time-based second key 220. Unencrypted data is output because for
the FDE disk storage device, data encryption and the data decryption occur
inside the data storage device 238. Thus, data read from the data storage
device 238 is unencrypted and data written to the data storage device 238
is unencrypted. The protocol used by the channel protocol module 214 to
communicate with the FDE data storage device is for example, but not
limited to, TlO, Tl 1 and Tl 3. [0063] Returning to Figure 2, it will be
appreciated that the message digest module 212 acts as transformation
module using a single directional transformation to transform the 



first key 218 to obtain the second key 220. Similarly, the message digest
module 212 uses a single directional transformation to transform the third
key 226 to obtain the fourth key 228.[0064] While the embodiment shown in
Figure 2 uses hashing to transform the first key 218 to obtain the second
key 220; hashing to transform a time-based first key to obtain a hashed
time-based key; and hashing to transform the third key 226 to obtain the
fourth key 228 so that the fourth key 228 is a hashed cryptographic key; it
will be appreciated that other transformation algorithms, such as SHA256,
are usable. [0065] The hashing uses any one or more of algorithms SHA-I,
SHA256 and MD5. After the second key 218 and the fourth key 228 are
generated by the message digest module 212, both the second key 218 and the
fourth key 228 may be stored in the key mapping table 210. [0066] Figure 5
is a block diagram representation of components for the architecture for a
data storage system 500 implementing one embodiment of the present
invention. [0067] The architecture includes a host computer 502, data
security architecture 554, key policy manager 556 and a data storage module
538. [0068] Comparing the components shown in Figure 5 against the
components shown in Figure 1, the data security architecture 554 is
analogous to the data security architecture 104, while the key policy
manager 556 is implemented in the key management system 106. [0069] The
kernel space of the data security architecture 554 is designed to include
the decode data module 204; the process data module 206; the control module
208; the key mapping table 210; the message digest module 212; the channel
protocol module 214; and the cryptographic module 216. The functions
performed by these components in Figure 5 are similar to the components
described with respect to Figures 2 to 4 and are 



therefore not further elaborated. [0070] Thus, it will be appreciated that
the data storage system 500 provides a means for accessing stored data in
the data storage module 538. The message digest module 212provides for a
transformation module that transforms the first key 218 to obtain the
second key 220. The process data module 206 provides an assignment module
570 that assigns the second key 220 to a logical unit of data of the data
storage module 538. The process data module 206 also provides a data access
module 572 that uses the second key 220 to read data from the data storage
module 538 or to write data to the data storage module 538. While the
assignment module 570 and the data access module 572 are separate modules
in the embodiment shown in Figure 5, it will be appreciated that an
integral module may be used for both the assignment module 570 and the data
access module 572. [0071] The assignment module 570 is adapted to replace
the first key 218 after a predefined time interval, so that the first key
218 is time-based. It will be appreciated that, instead of being
time-based, the first key 218 can be replaced by user intervention, such as
from the host computer sending an appropriate signal to the control module
208. [0072] The data system 500 further includes an encryption module and a
decryption module. The location of the encryption module and the decryption
module is discussed later. [0073] The transformation module 212 is further
adapted to transform the third key 226 to obtain the fourth key 228. The
assignment module 570 is further adapted to assign the fourth key 228 to
the logical unit of data of the data storage module 538, wherein the fourth
key is used by both the encryption module and the decryption module to
encrypt and decrypt the data from the data storage module 538. The third
key 226 is a cryptographic key 



[0074] The data encryption module and the data decryption module, both
located inside the cryptographic module 216, are used when sending data to
a conventional data storage device in the data storage module 538.
Similarly, the data encryption module and the data decryption module, both
located inside the cryptographic module 216, are used when receiving data
from a conventional data storage device in the data storage module
538.Thus, in the case of the conventional data storage device, the data
encryption module and the data decryption module are separate from the data
storage module 538. The data encryption module and the data decryption
module, both in the cryptographic module 216, use at least one of the
algorithms P1619, AES-XTS, AES256, AES, 3DES and DES for encryption and
decryption. [0075] On the other hand, for the case of the FDE data storage
device, the data encryption module and the data decryption module are
housed inside the data storage module 538. [0076] The transformation module
212 uses a single directional transformation to transform the first key 2
18 to obtain the second key 220. Similarly, the transformation module 212
uses a single directional transformation to transform the third key to
obtain the fourth key. [0077] Further, in the embodiment shown in Figure 5,
the transformation module 212 uses hashing to: i) transform the first key
218 to obtain the second key 220; ii) transform a time-based first key 218
to obtain a hashed time-based first key 220; iii) transform the third key
226 to obtain the fourth key 228 so that the fourth key 228 is a hashed
cryptographic key. [0078] Returning to the data security architecture 554,
the data security architecture 554 further includes a key generator module
550; a timer module 552; a re-key module 560; 



and a key revocation module 558. [0079] The key generator module 550 is
used to generate security keys, such as the first key 218 and the third key
226, for the data storage system 500. The timer process module 552 is used
to trigger the re-key module 560 and the key revocation module 558. When
the re-key module 560 is triggered, the re-key module 560 sends a signal to
the control module 208 to have the key generator module 550 generate new
security keys.When the key revocation module 558 is triggered, the key
revocation module 558 sends a signal to the control module 208 to delete
previously generated security keys. [0080] The key policy manager 556 is
implemented at a user space level and includes a key recovery module 562; a
key backup module 564 and a key setup module 566. [0081] The key recovery
module 562 provides a means for a user to recover security keys used by the
data storage system 500 in the events of key loss or key corruption. The
key backup module 564 is an independent module for normal operational use.
The function of the key backup module 564 is to store copies of
information, such as security keys, that is available during normal
operation. The key setup module 566 is activated by the control module 208
when the key generator module 550 generates security keys. The activation
of the key setup module 566 is to in turn initiate the timer module 552 to
monitor for an expiry date for the security keys generated by the key
generator module 550. At the time of the expiry date, the timer module 552
will trigger the re-key module 560 and the key revocation module 558 as
described above. [0082] The key revocation module 558 is applied in the
event that security keys are compromised. Key compromise occurs when
internal or external users have, without authorisation, obtained keys and
can thus have unauthorised access to data. [0083] The following processes
occur in a key management lifecycle: key generation, key distribution, key
storage, key share, key recovery, key revocation and re-keying. 



Further detail is provided in Figures 6 and 7. [0084] Figure 6 shows a
framework 600 for generating security keys in accordance with one
embodiment of the present invention. [0085] The framework illustrates how
data flows when security keys are generated by the data storage system 500
(see Figure 5). Communication occurs between the control module 208, the
key policy manager 556 having the key setup module 566, the timer module
552 and the key generation module 550.[0086] The key policy manager 556
determines the type of data storage module 538 (refer Figure 5), i.e.
either conventional data storage device or FDE data storage device. The
data storage module 538 type and a request for security keys to be
generated are sent to the control module 208. An expiry date is assigned to
the request to generate the security keys. [0087] The control module 208
passes the security keys generation request to the key generator module 550
with the data storage module 538 type (i.e. either conventional data
storage device or FDE data storage device). [0088] Upon receiving the
security keys generation request, the key generator module 550 initiates a
process as follows. At step 602, the key generator module 550 detects
whether the data storage module 538 type corresponds to a conventional data
storage device. If a conventional data storage device is present, the third
key 226 (i.e. a cryptographic key) is generated at step 604. At step 606,
the third key 226 is assigned to a LUN. At step 608, the first key 218
(i.e. a time-based key) is generated. At steps 610 and 612, an
administrator in the key policy manager 556 assigns necessary configuration
information such as the expiry date from the key setup module 566. [0089]
Returning to step 602, if the key generator module 550 detects that a
Conventional data storage device is not present (i.e. a FDE data storage
device is present instead), then 



the process proceeds to step 608, where only the first key 218 (i.e. a
time-based key) is generated. Steps 610 and 612, as detailed above, are
then executed. [0090] A true random number generator is used to generate
the first key 2 18 and the third key 226. The generated security keys (i.e.
the first key 218 and the third key 226) and necessary configuration
information are then sent to the control module 208. [0091] The control
module 208 sends the generated security keys and the necessary
configuration information (including the expiry date of the security keys)
for storage inthe key mapping table 210. An acknowledgement signal is also
sent by the control module 208 to the key setup module 566. [0092] Finally,
the key policy manager 556 notifies the timer module 552 to keep track of
the expiry date of the security keys. [0093] Figure 7 shows a framework 700
for a security key lifecycle in accordance with one embodiment of the
present invention. [0094] In managing the lifecycle of a security key, such
as the first key 218 (see Figure 5), the following modules are used: the
key policy manager 556; the control module 208; the key generator module
550; the key revocation module 558; the re-key module 560; the timer module
552 and the key mapping table 210. The key policy manager 556 further
includes the key recovery module 562; the key backup module 564; the re-key
module 560; and the key revocation module 558. From Figure 7, it will be
appreciated that the re-key module 560 and the key revocation module 558
are present in both the user space and the kernel space. [0095] When the
expiry date of the first key 218 has been reached, the timer module 552
will notify the re-key module 560. In the case of the key compromise, once
the first key 218 is set to be expired, the timer module 552 will notify
the key revocation module 558. [0096] The triggered key revocation module
558 will cause the control module 208 to 



access the key mapping table 210 to delete keys, such as the expired first
key 218, depending on the setting in the key policy manager 556. A key
update module 702, within the control module 208, will be triggered to
update other peripheral devices (not shown), such as an offsite key
facility and a DSI (Distributed Security Infrastructure) key manager, with
necessary key information. [0097] The triggered re-key module 560 will
cause the control module 208 to request for the key generator module 550 to
generate a new first key 218. Depending on the settingin the key policy
manager 556 for the re-key module 560, the control module 208 will update
and replace the expired first key 218 with a new first key 218. [0098] Any
update in the key mapping table 210 will trigger the key backup module 564.
The key backup module 564 will send new key information to other peripheral
devices (not shown), such as the off-site backup facility and the DSI key
manager. [0099] Figure 8 shows further detail on the key mapping table 210
and a process, in accordance with one embodiment of the present invention,
to access the key mapping table 210. [00100] The key mapping table 210
includes a mapping table 804 implemented in flash memory 802. [00101] The
mapping table 804 stores the following information: the first keys 218
(which are time-based keys) and their respective date of expiry 806; the
third keys 226 (which are cryptographic keys) and their respective LUN 808;
encryption appliance serial number and other necessary information. [00102]
The key mapping table 210 can only be accessed by the control module 208.
Both the first keys 218 and the third keys 226 are generated by the key
generator module 550 (see Figure 5) by a true random number generator.
[00103] The control module 208 is accessed by the key policy manager 556.
The 



frequency to change the first keys 218 is decided by the key policy manager
556. [00104] An administrator can access and associate the date of expiry
806 and attached LUN 808 to the third keys 226. Unless the administrator
wishes to re-configure the LUN 808, the third key 226 is assigned and
attached only once to the LUN 808. If the LUN 808 is re-configured, the
third key 226 is revoked and a new third key 226 is generated and assigned
to the re-configured LUN 808.[00105] The key mapping table 210 only stores
original keys generated from the true random number generator. Referring to
the fifth step of the process 200 (refer Figure 2), a transformation
algorithm, such as hashing, is used to transform the first key 218 and the
third key 226 to enhance the security layer protection from an insider
attack. [00106] Figure 9 shows a process 900, in accordance with one
embodiment of the present invention, used by the message digest module 212
used to transform the first key 218 and the third key 226. [00107] The
process 900 generates a unique hash key for either the first key 218 (i.e.
the time-based key) or the third key 226 (i.e. the cryptographic key). The
message digest module 212, acting as a transformation module, uses any one
or more of hashing algorithm SHA-I SHA256, or MD5. The hashed key could be,
but not limited to, 256 bit length. [00108] A storage module 902, such as
RAM, may be used to temporally store the hashed values of the second key
220 and the fourth key 228. The location in RAM space can be further
defined using kernel mode programming. This enhances the security layer
protection has been enhanced from insider attacks. [00109] The output of
the message digest module 212 is determined by whether the output is to be
sent to a conventional data storage device or a FDE data storage device. If
the output is for a conventional data storage device, the output from the
message digest 



module 212 would be the fourth key 228 (i.e. the hashed cryptographic key),
which is assigned to a logical unit of data of the data storage device. If
the output is for a FDE data storage device, the output from the message
digest module 212 would be the second key 220 (i.e. the hashed time-based
key), which is used to read data from a data storage device or to write
data to the data storage device.[00110] Figure 10 is a block diagram
representing detection of the type of disk storage used in the data storage
arrays 108 of a data storage system implementing one embodiment of the
present invention. From Figure 10, it will be appreciated that the control
module 202 is used to detect whether any of the disk drives in the data
storage arrays 108 are FDE data storage devices or conventional data
storage devices. [00111] Referring to Figures 5 to 10, an integrated unit
can be used to implement the transformation module 212, the assignment
module 570, the data access module 572, the key generator module 550 and
the storage module 902. [00112] Figure 11 illustrates transformation of
security keys in accordance with one embodiment of the present invention.
[00113] Transformation of the security keys ( 1118, 1126) is performed by a
transformation module 1112 that uses hashing to perform the transformation.
A first key 1118 (being a time-based key) is transformed to obtain a second
key 1120 (i.e. a hashed time-based key). The second key 1120 is assigned to
a logical unit of data of a data storage device. The second key 1120 is
used to read data from the data storage device or to write data to the data
storage device. [00114] Further, a third key 1126 (being a cryptographic
key) is transformed to obtain a fourth key 1128 (i.e. a hashed
cryptographic key). The fourth key 1128 is assigned to the logical unit of
data of the data storage device. The fourth key 1128 is used to encrypt and
decrypt the data from the data storage device. 



[00115] While embodiments of the invention have been particularly shown and
described with reference to specific embodiments, it should be understood
by those skilled in the art that various changes in form and detail may be
made therein without departing from the spirit and scope of the invention
as defined by the appended claims. The scope of the invention is thus
indicated by the appended claims and all changes which come within the
meaning and range of equivalency of the claims are therefore intended to be
embraced.CLAIMS 1. A method of accessing a data storage device, the method
comprising: transforming a first key to obtain a second key; assigning the
second key to a logical unit of data of the data storage device; and using
the second key to read data from the data storage device or to write data
to the data storage device. 2. The method of claim 1, wherein the first key
is a time-based key so that replacement of the first key is carried out
after a predefined time interval. 3. The method of claims 1 or 2, wherein
before transformation of the first key, the first key is generated using a
true random number generator. 4. The method of any one of the preceding
claims, further comprising: transforming a third key to obtain a fourth
key; assigning the fourth key to the logical unit of data of the data
storage device, wherein the fourth key is used to encrypt and decrypt the
data from the data storage device and wherein the third key is a
cryptographic key. 5. The method of claim 4, wherein the data encryption
and the data decryption occur outside the data storage device. 6. The
method of claim 5, wherein the third key is generated using at least one of
the algorithms P1619, AES-XTS, AES256, AES, 3DES and DES. 



7. The method of claim 4, wherein the data encryption and the data
decryption occur inside the data storage device, and wherein the data read
from the data storage device is unencrypted and the data written to the
data storage device is unencrypted.8. The method of any one of the
preceding claims, wherein a single directional transformation is used to
transform the first key to obtain the second key. 9. The method of claims 4
to 8, wherein a single directional transformation is used to transform the
third key to obtain the fourth key. 10. The method of any one of the
preceding claims, wherein hashing is used to transform the first key to
obtain the second key. 11. The method of claims 2 to 9, wherein hashing is
used to transform the time-based first key to obtain a hashed time-based
key. 12. The method of claims 4 to 11, wherein hashing is used to transform
the third key to obtain the fourth key so that the fourth key is a hashed
cryptographic key. 13. The method of claims 10 to 12, wherein the hashing
uses any one or more of algorithms SHA-I, SHA256 and MD5. 14. The method of
claims 4 to 13, further comprising storing the second key and the fourth
key in a key mapping table. 15. A system for accessing stored data, the
system comprising: a data storage module; a transformation module that
transforms a first key to obtain a second key; an assignment module that
assigns the second key to a logical unit of data of the data storage
module; and a data access module that uses the second key to read data from
the data storage module or to write data to the data storage module. 16.
The system of claim 15, wherein the assignment module is adapted to replace
the 



first key after a predefined time interval.17. The system of claims 15 or
16, further comprising a key generator module to generate the first key.
18. The system of claims 15 to 17, further comprising: an encryption
module; and a decryption module, wherein the transformation module is
further adapted to transform a third key to obtain a fourth key; and the
assignment module is further adapted to assign the fourth key to the
logical unit of data of the data storage module, wherein the fourth key is
used by both the encryption module and the decryption module to encrypt and
decrypt the data from the data storage module and wherein the third key is
a cryptographic key. 19. The system of claim 18, wherein the data
encryption module and the data decryption module are separate from the data
storage module. 20. The system of claim 19, wherein the data encryption
module and the data decryption module use at least one of the algorithms
P1619, AES-XTS, AES256, AES, 3DES and DES for encryption and decryption.
21. The system of claim 18, wherein the data encryption module and the data
decryption module are housed inside the data storage module. 22. The system
of claims 15 to 21, wherein the transformation module uses a single
directional transformation to transform the first key to obtain the second
key. 23. The system of claims 18 to 22, wherein the transformation module
uses a single directional transformation to transform the third key to
obtain the fourth key. 24. The system of claims 15 to 23, wherein the
transformation module uses hashing to transform the first key to obtain the
second key.25. The system of claims 16 to 23, wherein the transformation
module uses hashing to transform the time-based first key to obtain a
hashed time-based first key. 



26. The system of claims 18 to 24, wherein the transformation module uses
hashing to transform the third key to obtain the fourth key so that the
fourth key is a hashed cryptographic key. 27. The system of claims 24 to
26, wherein the transformation module uses any one or more of hashing
algorithms SHA-I, SHA256 and MD5. 28. The system of claims 18 to 27,
further comprising a storage module for storing the second key and the
fourth key. 29. The system of claim 28, wherein the transformation module,
the assignment module, the data access module, the key generator module and
the storage module form an integrated unit. 


