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INVENTION 5 1. Field of the Invention The current invention relates to

wirel ess SUPMIdthti ons. More particularly, the present i|puPUSesm9mel at es
to an i nproved nethod and system for erform ng aut hentication of a

the Rel at o0 A M HODAND &) Eﬁ%ﬁiﬁ# CATIONINA "

communi cati ons and VWHRELES&T r&YSa'l’EMn for

products and services that conbine the two. As a result vari ous nethods
and systens are under dg&tﬁg@t@&&ﬁr ovide w rel ess Internet servi ces,
such as might allow a Ok THEADNENTION nal to access
e-mai |, web pages, and other network resources. Because information on the

Internet is qr W4 20 into discrete "packets" of data, these services
are often re eﬁ%g%o?ghﬁg %‘h‘&?&ét data services.” Anong the different types

of wireless comunication systens to be used to provide wreless packet
data services ar eTleeument dnyennioht rrdh&s tx ceiseles VI m G Edatiohs. Thegsse of

CDVA nodul at S | 4 mﬂycqﬂgsqfemnﬁ‘% g{e tteotm%g'gn ues%éop_&gcgtll | t t| ng

communi cati o
fram ng and F}’%ﬁ%tf%fspﬁﬁowullﬁltaélrthe@ﬁcﬂit@t olfoi V(lll‘ﬂ)?ssjamablﬂmrsmalgdm awm

W r el essifet clkeﬂ@atwehvbﬂovm in the art and has been described in
TIAEIAI1S 707-A, entitled "DATA SERVI CE OPTIONS FOR SPREAD SPECTRUM

SYSTEMS", hereafter referred to as I'S- 30 707. Other nultiple access

comuni cat i obl. Descoptionctfrthg Redatedutit as  time division nultiple access
(TDWA), frequency division nultiple access (FDVA) and AM nodul ation

schenes such as a%t de conpanded sjngle sideband (ACSSB) are known in
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division multh phen8GHEStwS OB Y $8442 Sarious methods and systems are under
development to provide wireless Internet services, such as might allow a
user of a wireless telephone or terminal to access e-mail, web pages, and
other network resources. Because information on the Internet is organized
20 into discrete “packets” of data, these services are often referred to as “packet
data services.”

Among the different types of wireless communication systems to be
used to provide wireless packet data services are code division multiple
access {(CDMA) systems. The use of CDMA modulation techniques is one of

25  several techniques for facilitating communications in which a large number
of system users are present. The framing and transmission of Internet
Protocol (IP) data through a CDMA wireless network is well known in the
art and has been described in TIA/EIA/IS-707-A, entitled “DATA SERVICE
OPTIONS FOR SPREAD SPECTRUM SYSTEMS”, hereafter referred to as IS-

30 707.

Other multiple access communication system techniques, such as
time division multiple access (TDMA), frequency division multiple access
(FDMA) and AM modulation schemes such as amplitude companded single
sideband (ACSSB) are known in the art. These techniques have been

35 standardized to facilitate interoperation between equipment manufactured
by different companies. Code division multiple access communications
systems have been standardized in the United States in
Telecommunications Industry Association TIA/EIA/IS-95-B, entitled
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20 an IP address to exchange data with the Internet while physically travelling
throughout a network (or networks). Mobile IP is described in detail in IETF

request for comments (RFC), entitled ‘IP Mobility Support,’ and incorporated
by reference,

Several other IETF standards set forth techniques referred to in the

25 above named references. Point-to-Point Protocol (PPP) is well known in the
art and is described in IETF REC 1661, entitled “The Point-to-Point Protocol
(PPP)” and published in July 1994, hereinafter referred to as PPP. PPP
includes a Link Control Protocol (LCP) and several Network Control
Protocols (NCP) used for establishing and configuring different network-

30  layer protocols over a PPP link. One such NCP is the Internet Protocol
Control Protocol (IPCP), well known in the art and deseribed in IETE RFC

1332 entitled “The PPP Internet Protocol Control Protocol (IPCP)” published

in May of 1992, hereinafter referred to hereinafter as IPCP. Extensions to the

LCP are well known in the art and described in IETF REC 1570, entitled “PPP

35 LCP Extensions” published in January 1994, referred to hereinafter as LCP. A
method for Authentication using PPP known as Challenge Handshake
Authentication Protocol (CHAP) is well known in the art and is described in
IETF RFC 1994, entitled “PPP Challenge Handshake Authentication Protocol
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The present invention provides a method and apparatus for allowing

a mobile station in a wireless network to perform network authentication in
association with mobile packet data services. A packet data serving node

25 (PDSN) supports authentication by buffering the contents of a CHAP
challenge response message, and subsequently generating a CHAP success
message based solely on the contents of the received CHAP challenge
response message. The PDSN does not authenticate the mobile station with
an authentication server prior to sending the CHAP success message.

30 Rather, a mobile station is authenticated via an authentication server after
the PDSN receives an IPCP message indicating whether or not the mobile
station desires to use Mobile IP in the current session. If the mobile station
desires to use Mobile IP, the PDSN uses authentication techniques in
accordance with Mobile IP protocols. In the preferred embodiment, if the

35 mobile station does not desire to use Mobile IP, the PDSN authenticates the
mobile station querying an authentication server with the buffered contents
of the aforementioned CHAP challenge response.
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FIG. 3 is diagram of messages used to establish a Mobile IP protocol
session wherein the Packet Data Serving Node (PDSN) sends an
authentication success message to the mobile station prior to authenticating
the mobile with an authentication server in accordance with an

20 embodiment of the present invention.

FIG. 4 is diagram of messages used to establish an IP protocol session
wherein the PDSN sends an authenticate success message to the mobile
station prior to authenticating the mobile with an authentication server in

25  accordance with an embodiment of the present invention. '

FIG. 5 s a flowchart of a method used by a PDSN to establish a packet
data session in accordance with an embodiment of the present invention.

30 DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

FIG. 1 is a high-level block diagram of a wireless communications

system for performing packet data networking. Mobile Station (MS ) 110 is a
mobile station capable of performing one or more wireless packet data

35 protocols. In the preferred embodiment, MS 110 is a wireless telephone
running an IP-based Web-browser application. In the preferred



FIG 5is a flowhart of a nethod used by a PDSN to establish a paﬁlﬁeww
data session in accordance with an enbodi ment of the present inventi‘ofr. 2%
DETAI LED DESCRI PTI ON OF PREFERRED EMBODI MENTS FIG 1 is a high-level block
di agr am owo®tMi47el ess communi cati ons sysé em for perform pgrasweEi9idat a
net wor ki ng, Mobile Station (M5 ) 110 is a nobile station capable of

perform ng one nor e cket dat 35 protocols- . In the preferred
enbodi nment , ?‘?Lﬁn?%t af%r ﬁéﬁ sl%itelce’ﬁﬂ%‘ﬁ touARY nextarnal pdeydse dswdb asrawser

aﬁgl Id cati on. laptop hkn pnelﬂtemanlv@eﬂlbﬁdﬂr@%)m&mlisﬂal&ml@s RQE@HS&@/ thap 14
enbodi nent , t c 0 external device .such.g

| aptop. In a‘%%é\%%er na ?ge Jéet?rﬂ{hz érlréglfé W%%TB flstg 9\? ey t’%l“éﬁﬂcfﬁ@t ifhat
is connect eequivalent dettbe Metwionk EayemRey Hiterfacen Pootocol Opidrodescribesieih t hat
i's equiwal a.

described eﬂ??@-ﬁpgn"’\ﬁ%@%ﬁ%‘h%?@% abbimefl M P Wikhies Bledone

Wi rel ess telté'ﬁhéﬁé‘m{‘%@ ite %%rﬁ’l‘é%m@ deyices wherginad paeipcok opiver isi nsed

protocol optihae it Equifalent! ipthd Re ﬂ@,{.lﬁfé fdoe PRtGYI face
orenen |onéd I'S 70(%)6 'O;[yﬁﬁe preferred

Protocol Optio cribed in
embodi nent , H‘fl@é%ﬂﬁﬂﬂ??ﬁ‘?ég% th Internet 10 Protocol (IP) network 140
via wirel ess comimntlenprefesred timboddinenfeMB IR0 ¢diinirdBatedBwittO I8RAAEEAL €S

| P k f | at t.h to,f dest d
for packd chiosoRuER) %‘%‘ﬁo}%ﬁe DRSS, &rfiunrifsBing vieh GRBUPRERRTE e
| P packets aCde\‘)ah%lhpM A8 generatgs IiPFpmkdtStfbe IP metwiorka 1140 RAH d:x)ctapsaia”team
transmtted B’l%h@ﬁ% @aﬁ@@e@&ﬁé@"f& Paéing l?atagér-?ﬁ% : raq ljg'i\ﬂtﬂipllfr{]em

‘M5 110 sendzﬂwg é .0 RN 1 dul atin nsmttin

t hrough ant erfq §Tita rBa i%anﬁ@pwlptsémmg angnthghna
118. RN 120 fesﬁl:tant fRPfPeb cttesl tfrmmaﬁtécbt H 30 CDMIA @etwerk Risim@cket s
are ext r?:-‘c eﬂ‘i"%1 %ki%% frames. After PDSN 130 extracts the 20 IP
packets TTrom a strea SN 130 routes the I P packets to IP network
140. Conversely, Mﬁ%lmwdsaﬂlesb‘amesrwaﬁbhlmbgIhodmmtandghanﬁmltlﬁ(gto

M5 110. ‘In tﬂ'?enprtﬁf'(% 1?‘5 e bl ?Nué &&E'&%
Aut henti cation Di al Rg%‘er Ser | cgh(eE\%Dl U server ?or auﬁlent | c@tl ng
25 MS 110. PRERnaadl Ps 430 &gn %&1?%5& regeivpddramento PRRN 130 wherestheoBt t i ng
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20 IP packets from the data stream, PDSN 130 routes the IP packets to IP .
network 140. Conversely, PDSN 130 can send encapsulated frames through
RN 120 to MS 110.
In the preferred embodiment, PDSN 130 is connected to a Remote
Authentication Dial In User Service (RADIUS) server 150 for authenticating
25 MS110. PDSN 130 is alsc connected to Home Agent (HA) 160 for supporting
the Mobile IP protocol. HA 160 includes entities capable of authenticating
MS 110 and for granting it the use of an IP address when Mobile IP is to be
used. One skilled in the art will recognize that RADIUS server 150 could be
replaced with a DIAMETER server or any other AAA server without
30 departing from the present invention. -
In the preferred embodiment, MS 110 generates I’ packets, and PDSN
130 connects to IP network 140. One skilled in the art will recognize that
alternate embodiments could use formats and protocols other than IP
without departing from the present invention. In addition, PDSN 130 may
35 Dbe connected to a network capable of protocols other than IP without
departing from the present invention.
In the preferred embodiment, RN 120 and MS 110 communicate with
each other using wireless spread spectrum techniques. In the preferred
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As illustrated, FDSN 130 sends a Link Control Protocol (LCP)
Configure-Request (C-Req) 210 to MS 110, informing MS 110 of a subset of
settings that it desires to use for the current PPP session. MS 110 responds by
sending an LCP Configure-Acknowledgment (C-Ack) 212, to PDSN 130

25  specifying acceptance of the subset of settings suggested by PDSN 130. PPP
LCP configure-request and LCP configure-ack messages are well known in
the art and are described in detail in the aforementioned IETF RFC 1570.
For the purposes of authentication, PDSN 130 subsequently sends a
CHAP challenge 220 to M5 110, to which MS 110 responds by sending a
30 CHAP response 222 back to PDSN 130. One skilled in the art will recognize
that additional messaging may take place between MS 110 and PDSN 130
without departing from the present invention. For example, multiple sets
of LCP C-Req and LCP C-Ack messages may be exchanged as MS 110 and
PDSN 130 negotiate a mutually agreeable set of PPP session settings. CHAP
35 response 322 contains an identifier field, hereinafter referred to as a CHAP
identifier, a name field, hereinafter referred to as a CHAP username, and a
vatue field, hereinafter referred to as a CHAP response value. These fields
are described in the aforementioned IETF RFC 1994, and are familiar to one
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After receiving CHAP success 240, MS 110 sends an IPCP Configure-
Request (C-Req) 250 to PDSN 130. PDSN 130 responds by sending an IPCP
Configure-Ack (C-Ack) 252 to MS 110. In the exemplary embodiment, IPCP
25 (C-Req 250 and IPCP C-Ack 252 do not contain a request for an address
assignment. Rather, the IPCP exchange contains a negotiation for one or
more other IPCP options, such as Van Jacobson (V]) header compression or a
Domain Name Server (DNS) address. The IPCP messaging necessary to
negotiate IPCP options is well known . in the art. In the exemplary
30 embodiment, Van Jacobson (V]) header compression is negotiated.
Following V] header compression negotiation, PPP negotiati.ons- are
complete, and it may be said that a valid PPP connection exists between MS

110 and PDSN 130.
In the exemplary embodiment, PDSN 130 has Mobile IP Foreign
35  Agent capabilities and sends a Mobile IP (M.IP) Agent Advertisement 260 to
M5 110. In the exemplary embodiment, MS 110 also supports the Mobile IP
protocol and responds by transmitting a Mobile [P (M.IP) Registration
Request 262. PDSN 130 forwards the M.IP Registration Request 262 to HA
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i nstance
authentication process might be time consuming, MS 110 might be able to
begin sending user data to IP Network 140 significantly quicker if one of the
authentication instances could be removed. Processing these superfluous
authentication messages wastes time and valuable computing and network

25 resources.

Also, RADIUS server 150 and HA 160 may have a different measure
for authentication. Consequently, the NAI associated with MS 110 may
authenticate successfully with either RADIUS server 150 or HA 160, but not
on both. I the NAI associated with MS 110 can authenticate successfully

30  with only HA 160, the authentication failure with RADIUS server 150 may
preclude any registration between MS 110 and HA 160. Such a problem
could cause a session failure resulting in a call termination. In such an
instance, it is desirable to perform authentication with only one server such
that authentication will be successful.

35 Another advantage of the present invention involves the case
wherein a laptop computer communicates through a wireless mobile
station, and wherein the mobile station performs Mobile Node registration
on behalf of the laptop. In this case, the first CHAP challenge goes to the
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cannot solely rely on Mobile IP home agent authentication is because a
PDSN does not know whether a given mobile station desires to, or is even
capable of, performing Mobile IP on any given call. It is for this reason that
CHAP is used to authenticate a mobile station. A PDSN that supports
25 Mobile IP cannot simply rely on CHAP authentication, because Mobile IP
requirements require that Mobile IP authentication be performed for all
connections in which Mobile IP will be used by a mobile station. What is
desired is a way of only performing a single instance of authentication,
while providing the proper type of authentication, regardless of whether or
30 not a mobile station requests to perform Mobile IP.

FIG. 3 is diagram of messages used to establish a Mobile IP protocol
session wherein the PDSN sends an authentication success message to the
mobile station prior to authenticating the mobile with an authentication
server in accordance with an embodiment of the present invention. In the

35 exemplary embodiment, PDSN 130 avoids sending extraneous
authentication messages to RADIUS server 150 by “spoofing” a CHAP
success message and sending it to MS. Spoofing means generating and
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without departing from the present invention. CHAP response 322 contains
a CHAP identifier, a CHAP username and a CHAP response value. In the
preferred embodiment, the received CHAP username represents an NAL

25 After receiving CHAP response 322, PDSN 130 sends CHAP success
330 to M5 110. Utilizing the present invention, PDSN 130 does not exchange
authentication messages with an AAA server prior to transmitting CHAP
success 330. Rather, when CHAP response 322 is received by PDSN 130, data
from CHAP response 322, including the CHAP username and the CHAP

30  response value, is buffered by PDSN 130. PDSN 130 uses the data from
CHAP response 322 to form CHAP success 330 and send it to mobile station
110. CHAP success 330 indicates to mobile station 110 that authentication
succeeded, even though no authentication actually took place. The
information in CHAP response 322 is buffered for in case it is later

35  determined that non-Mobile IP authentication is needed. In cases in which
it is later determined that non-Mobile IP authentication is needed, PDSN 130
will later construct an Authenticate NAI 470 message (see FIG. 4), from the
buffered data, and will send the message to RADIUS server 150.
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As is evident from the above scenario, only one instance of
authentication was perfcrmed. In particular, the PDSN only authenticated
the mobile with via Mobile IP authentication when the present invention

was employed in a situation in which MS 110 performed Mobile IP
25 operations.

FIG. 4 is diagram of messages used to establish an IP protocol session
wherein the PDSN sends an authenticate success message to the mobile
station prior to authenticating the mobile with an authentication server in
accordance with an embocdiment of the present invention. In this scenario,

30  the established session will be a “ordinary IP” session, wherein Mobile IP is
not requested by the motile station.

As illustrated, PDSN 130 sends an LCP Configure-Request (C-Req) 410
to M5 110, informing MS 110 of a subset of settings that it desires to use for
the current PPP session. MS 110 responds by sending an LCP Configure-

35  Acknowledgment {(C-Ack) 412, to PDSN 130 specifying acceptance of the
subset of settings suggested by PDSN 130.

For the purposes of authentication, PDSN 130 subsequently sends a

CHAP challenge 420 to MS 110, to which MS 110 responds by sending a
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between M5 110 and PDSN_ 1
authenticate, PDSN 130 transmits a CHAP success 322 to MS 110.
After receiving CHAP success 332, MS 110 sends an IPCP Configure-
Request (C-Req) 450 to PDSN 130. Because MS 110 will not be requesting
Mobile IF in this scenario, IPCP C-Req 450 will contain a request for a
25 dynamic IP address. The preferred embodiment of the present invention
uses an IPCP request for a dynamic IP address to determine that Mobile TP
will not be requested a mobile station later in a session. When a PDSN has
made the determination that Mobile IP will not later be requested by a
mobile station, the present invention attempts to authenticate the mobile
30  station by contacting an AAA server, a RADIUS server in the preferred
embodiment.
Thus, as illustrated in FIG. 4, in response to PDSN 130 receiving IPCP
C-Req 450 containing a request for a dynamic IP address, PDSN 130 sends
RADIUS server 150 an Authenticate NAI 470 containing the CHAP
35 username and CHAP response value received in CHAP response 422.
Authenticate NAI 230 is a request for RADIUS server 150 to authenticate the
aforementioned CHAP username using the aforementioned CHAP response
value. RADIUS server 150 responds by sending Authenticate success 472 to
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RADI US ser vepddesss apdpepienally Séandifacpbsan Header amnpressions 44g this paintN
2004 PPP negotiations are complete, and it may be said that a valid PPP

connection exists between MS 110 and PDSN 130. As MS 110 will not be
requesting a Mobile IP session in this scenario, and because at this point MS

25 110 has been authenticated and MS 110 has obtained a valid IP address, MS
110 can begin sending user data to IP Network 140.

As is evident from the above scenario, in which MS 110 did not
perforta Mobile IP operations, exactly one instance of authentication was
performed.

30 As was depicted both in FIG. 3, a scenario in which the mobile desired
to use Mobile IP, and in FIG. 4, a scenario in which the mobile desired to use
ordinary IF, the present invention addresses the problem of superfluous
authentication message exchanges.

FIG. 5 is a flowchart of a method used by a PDSN to establish a packet

35 data session in accordance with an embodiment of the present invention. In
block 505, the PDSN sends a PPP LCP Configure-Request to a mobile station.
The PPP LCP Configure-Request contains a subset of settings that the PDSN
desires to use for the current PPP session. The process then moves to block
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Confi gur e- Request
In block 530, the PDSN receives a PPP IPCP Configure-Request from

the mobile station. The PPP IPCP Configure-Request may contain a request
to use Van Jacobson header compression during the PPP session.
25 Additionally, the PPP IPCP Configure-Request may contain a request for IP
address assignment for the mobile station. The IPCP protocol is well known
to those skilled in the art. The process then moves to block 535.
In block 535, the PDSN determines whether the mobile station desires
to perform the Mobile IP protocol during the current PPP session. In the
30 preferred embodiment, the PDSN makes this determination by checking
whether the IPCP Configure-Request received in block 530 contains a request
for an IP address of “0.0.0.0,” which is an indication that the mobile station
does not desire Mobile IP during this session. In the preferred embodiment,
if an IPCP Configure-Request that contains a request for an IP address
35 assignment of “0.0.0.0” is not received, it is an indication that the mobile
station desires Mobile IP during this session.
In a first alternative embodiment, the PDSN makes this
determination by checking whether the IPCP Configure-Request received in




The PPP LCP Configure-Request contains a subset of settings that ttﬂ% fm
desires to use for the current PPP session. The process then noves Kk
0 3 JUN 7004 WO 01/41470 14 PCT/ US00/ 32914 510. Ihn bl gclk 510, the PDSN
recei ves 414gdP Confi gure- Ack nessage from the nobile féﬂﬁlbﬁi?nsl

I ndi cati ngv??a?tl t he rmbl Ige station has agrléed to use a particular subset
of settings 8 the PDSN. The process then noves to block 515. In
bl ock 515, ﬁ:g %E)%IEQS a ceqppest @Aﬁmhﬁﬂ’lﬁdg&sneskaghlst 6irsthaltebid th e

t
; co ] ¢
Elt gélkogzgo : remilaaﬂméSerth %M%ﬁaﬁ Wa?\%gﬁﬁmghr es gb(?b %g%es °

) bl o he PDOSN
from the nobi qv.ger%g{ne&ﬁa B@ Bhﬁiﬁ ﬁéb%h{i@hﬂ@nm isseat desiiedP
i denti fi er dyCHhP mehﬂmasmnmddarxﬁgiARmseS§gg§§§,g VR U§. s&[‘b Ofii{teﬁﬁa(hvet he
PDSN buf f g &ﬂn res onse va
preferr ed r% P SDBT r&@ﬁf"?fil By blopke520

process then torfﬁvé@Yt'@uﬂu@cﬁkelﬂz,&udhqai)hMSi‘Bnahhe PHSﬂiegﬂﬁAPt@&rﬁaBPéD

CHAP success e,an afe ot statlon The, PDSN
si rrpl;s/ generadtmg‘ﬁgg %ﬁ é@ 2 egtcess rressa 3£vm téﬁ?g‘gﬁ B fame that
received in B lﬂ?t@ZU e c%Q@OWﬂmJGiQSKeseomsbyL&ibdeFESﬂuwrigh
the PDSN havithis BPP sastidrethiefiahi Qatere@asiohul Iny @é’&&%?{jié.%gted hhe AP

i

Yopoor 1 ndD 5 Eked el b BB Sl achcit desite tacperiorny. el MobiladPat cd

once an aut hemptcm:ﬂ ldamlrgotheecmreﬂ!nt BRE besztorg tRé\t ﬁb@sﬁ Qﬁdgésifgéigfglg)%%fﬁsl th
shgiA en nove

ook 530 & oo dn DI S e PRRNDSEHESSnd SEMale facssage i & HADNUS | o

station. The SPPfer tpcguthenticaje the magkids twheseit dhe messagesempmptme tthe lGQAﬁ‘an

Jacobson headsereanpr b CHAB edpthseealBRb3f8RHIN bidpl 4981 | HRIANeq éﬁﬁe ”

- t SS aSs
r EF i Egp mgﬁ?ﬁ%%ﬁe F’Figﬂgce"ﬁﬁshézraa %B? ?ﬂﬂ%ﬁm@@c‘f;%m aleﬂzﬁmmatientmmgskm hed
in the art. Tifferanddepe of HehAneves thanbd R@l@ﬁ@mﬂv@r%ﬁﬁ&u@% a:E?ﬁ R;?h‘
edi

pr ot ocol - dur g, PR veniobodh 3b ReRER kibadingdt i blacc B

t he PDSN rrakég")t‘ineé‘ changsr ﬁﬂﬂ@ﬁnt@ﬁhw ahesshgesy wﬁﬂetmdDMTrmU%erver The
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20 authentication result from the RADIUS server. The process then moves to -
block 550.

In block 550, the authentication result is examined to determine
whether the AAA server generated an authentication success indication. In
the event that the AAA server generated an authentication success

25  indication, the process moves to block 555. In block 555, the PDSN sends a
PPP IPCP Configure-Nak to the mobile station. The PPP IPCP Configure-
Nak contains an IP address available for the mobile station to use as its own.
The process theri moves to block 560. In block 560, another PPP IPCP
Configure-Request is received. This IPCP Configure-Request contains a

30 request to assign the aforementioned available IP address to the mobile
station. The process then moves to block 565. In block 565, the PDSN sends
a PPP IPCP Configure-Ack to the mobile station, informing the mobile
station that the aforementioned IP address has been assigned to it. The
process then moves to block 570. In block 570, the PPP session has been

35 established. The mobile station has been authenticated, has been assigned
an IP address for use during the current session, and may now send user
data packets to an IP network to which the PDSN is attached.
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to bl ock 560. In B 685, & Btﬂ@SN?Fﬂmm@mg as a Mobile IP foreign agent,

sends a Mobile IP agent advertisement to the mobile station in accordance
with the guidelines for a Mobile IP foreign agent. Such guidelines are
known to those skilled in the art.

25 In block 590, the PDSN receives a Mobile IP registration request
message. The registration request is forwarded to the Mobile IP home agent
contained in the Mobile P registration request message.

In the preferred embodiment, the received Mobile IP regisiration
request contains an NAT Extension, MS-RADIUS Extension (i.e. challenge

30 response), Foreign Agent Challenge Extension, and a MS-HA
Authentication Extension. The MIP Registration Request is carried in an IP
packet with source address 0.0.0.0. In the preferred embodiment, the PDSN
constructs a RADIUS Access-Request based on the NAI Extension, mobile
station-RADIUS Extension, and Foreign Agent Challenge Extension. The

35 Access Request is forwarded to the Home RADIUS Server for
authentication. If the mobile station is authenticated successfully, the home
RADIUS Server returns an Access-Accept. If an Access-Accept is not
received, the PDSN tells the wireless radio network to which it is attached to
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20  other physical interface used for data networking without departing from
the present invention.
RN interface 610 delivers the received packets to Network Packet
Switch 620. In the exemplary embodiment, the connection between
network packet switch 620 and RN interface 610 is comprised of a memory
25 bus connection. The connection between RN interface 610 and network
packet switch 620 could be Ethernet or any other of a variety of
communications link well known in the art without departing from the
present invention. RN inferface 610 is also capable of receiving packets
from network packet switch 620 over the same connection and transmitting
30 them to RN 120. _
Network packet switch 620 is a configurable switch that is capable of
routing packets between a variety of interfaces. In the preferred
embodiment, Network Packet Switch 620 is configured such that all packets
received from RN interface 610 and IP network interface 630 are routed to
35  control processor 600. In an alternative embodiment, network packet switch
620 is configured such that a subset of received frames from RN interface 610
are delivered to IP network 630, and a remaining subset of received frames
from RN interface 610 are delivered to control processor 600. In the
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the nobile station, the.POSN receives a Mbile | P registration reply that
contains an o E‘?ré‘ggv{zoeﬁ‘é’o W&ﬁe&emwh@%gst F‘é"@a?ﬁbr’@ ingorpprajndefiate ed
enbodi ment, tdentRBSKroqessore $0ANyIn asther debedgsies thbaaltaeRtiveo elasid i@k

of the addres [ ' aki an hen t he ,PDSN f orwar ds
10 the Mbbi | e‘ﬁ’g@e‘sgg%s%tgsr%’? P?ﬂecfgﬁf“yﬂ‘%ﬁ?% ‘?ﬁ%"%m 1 h’é‘i RETEATK IR
aut henti cati on andCeafpLt pracessert 660 nexthengas e invdermaltiominpackets ovetts kRIN ed

in the arfs apferdi® L6 WhdPd édhiction WMt aibile? Shtion” ' Qesitdd . Ahd
2356. FIG 6 is a,high-1|1evel hlock diagram of an exenplary. erjr%o_ 'merit. of a
Packet Data SET9lg PREGRSSPPEOR) TecRiygs o Ao iHOFRIatian Praket{indicrimg thet a

recei ves dat acqraektiba withm Besbile MatioAris ddsiiedledn FodeBsdro6m0 Rddbtiates
recei ves thes : hwsi C interface. | he eferre

enbodi nment , t%g@%ﬁ%g%@gﬁ%ﬁhttg?%é%@iﬁ gl!a%m a 8%&8&?8‘3 & frh|session, control

t el ecommuni caPiasAssor H00generatehBPP Hranes and bepds thean stoeRNF friterfadd 619 harsd cal

;ﬁ interfare geetplefifig RBpGRE bt fobild SalidherecEvRA Ao BN eHi8H G ce OF
y 610. The types of frames generated by control processor 600 include LCP,
IPCP, and CHAP frames. In the preferred embodiment, control processor 600
buffers a received CHAP response and sends a CHAP success message to a
mobile station prior to authenticating a mobile station. Additionally,
25 control processor 600 determines, based upon the contents of an IPCP
message received subsequent to the CHAP response message, whether an
authentication request should be made using the aforementioned buffered
information. In the preferred embodiment of the present invention, control
processor 600 performs the duties of a Mobile IP foreign agent.
30 Control processor 600 generates packets for exchange with AAA
servers and Mobile IP home agents. Additionally, for each established PPP
session, control Processor 600 encapsulates and unencapsulates IP packets.

One skilled in the art will recognize that control processor 600 may be
implemented using field-programmable gate arrays (FPGA), programmable

35 logic devices PLD), digital signal processors (DSP), one or more
microprocessors, application specific integrated circuit (ASIC) or other device
capable of performing the PDSN functions described above.



20 ot her physical interface used for data networking w thout departdpgwj foim
the present invention. RN interface 610 delivers the received packets to
Net wor k Packet Switch 620. In the exenplary enbodi nent, the connection

bet ween r@DWIMIEIPacket switch 620 and RN '9nt erface 610 i sPCEMUSOM/3MH Of a
menory 25 bus connection. The connection bétween RN interface 610 and
networ k packet sw coul d _be .Et hernet or any other of a_variety of
comuni cations |i n&ﬁ?%ﬁ%& ?W%Pﬁlémﬁpi "\’%ltll"ﬁoﬁﬁes Lupventior,  tese W@C?‘/ets
present i nvenareodeliveted toendtnorkGldrkes salitth 620paddhiehoh nanedeliversphekets

f t k 1 . t] 11t

50 thom 1o g SEEvaRintérfa BABOME GoliVEr BT RERISILIAT TR KeliBH Potektalt
i s capabl e of 634 dransmytpdbree pasketseoren a phiysical oittérfiacer f dreshe | preféreed
preferred 5enppBodembnt NetNOr k]i)p? gﬁt 5 ] }ﬁge&g i srfom;i gg{aﬁgawchd{%%g

all packets received from RN 10 and 1 P nétwork intertace

er
are routed to'®eCUpRUTfationgdpterfpceciiat hag 45 Vbps franstes ratm odhagphysical
(rams 17 om RN of (a0 10e a1 e GpHLyer ot 10 | b ne sk S0 ad o

rames from [ n ace . are i ver o | P netwo ,_and a
r emai ni ng subgtel}eroﬁ f‘ﬁéﬁ%i‘%}éﬁhﬁa for gﬁf"‘hﬂe ?W&c\?“&‘i’&t aﬁ?@mvfsfp@a to
control procetwopréent invention. 0 [P et ROk tiEa b1 630 57818 RaPsble UF0RL SR Mg
pref er r ed;@MbadiyBROby {W%aifnﬁ%ﬁég%alsmtgﬁgcézo delivers packets to control
ared nenor

processor 600°via a s us connection. The connection between
RN interface 610 apd network packet switch 620 could be Ethernet or any
other of a vari etylBf PREYIPUR KearFiPlioR of she rygfarred ambedimentsisoprovidestito

departing frosenible anyepeson iskilkal i the B g indiat ‘wrtlt’sepﬁﬁkg}eseﬁ‘f\’iih%nh%n.

connected to interfac 10.and H .network j.nterface 630, gne skilled in
the art will ?gﬁr@é}%{semﬁﬂﬂ?caﬁé’m&k&ﬁa% I?é‘fb%dklrle&“s 6’?@ bo thadie2PRYEREL? ed
to a small er 8roseaskjled rinnther anf andt thef gemaric prirciplestdefineenheidin iwtaiycbe
net wor k pagke i } -5 q}%o Lont.erf 10
net wor k iﬁ?er%@lgét\if\nglalb%gﬁ%g@fﬁs %ﬁ%ﬁt{go%ﬁﬂg \%@k 46}(516% 1?' E)’_eﬁﬁl%fzgi.]&}uﬁ‘ an
al ternative ekBY8i B8t PreRenfio ik giotet iswnpthirgended itacbepdimited itat the
con% r 0: proc eambbdﬁg@ntsl gmowxhhélt-emrbcdﬁ,is &c?\ lbUh%_c?ﬂﬁIeﬁr fht w}/&esegaﬁsl% B@I]E[giste?t )
control proce .CQO ni cates rectly.,w e network i'nterface(s).
Control pr oceg‘iﬁ(ﬂ d'geognﬂft”ﬁ%nﬂé@r\oﬁﬁ k‘??z'l“fe(?ndlﬁ‘élﬁ’?%‘i e Ph RN 15 interface
610 when a connection with a nobile station is desired. After control
processor 2600weeqiA/g: an i nformati on packet indicating that a



connection wth a nobile station is desired, control processor 600
negotiates a PPP session with the nobile station. To negotiate th(L.HPIIiLI'-N 2004
session, control processor 600 generates PPP frames and sends themto RN
interface 610, and 20 interpreting ref onses fromthe nobile station
received fromRN interface 610. The @pes of frames generated by control
processor 600 include LCP, [IPCP, and CHAP franes. In the preferred

enbodi ment, control processor 600 %Iﬁgs a received CHAP response and
sends a CHAP success nessage to a station prior to authenticating a
nobil e station. Additionally, 25 control processor 600 determ nes, based
upon the contents of an | PCP nessage recei ved subsequent to the CHAP

r esponsd- nes Sagethagheft establishing & pomamuniension dink rwithy a semels tatigntrempeidingusi ng

t he af Ortﬁé?.@ésjo(fned buffered information. In the preferred enbodi nent of

t he presen nvention, control processor 600 perfornms the duties of a

Mobil e | P f orgehgatigoeniuthei@ickiyii dhallenicanesge) 600 generates packets for
exchange with AAA servers and NMNobile I P hone agents. Additionally, for

each est abl i Sredingsgid agthenticgtion ehpdlepgs messagedodbg regmte daliessul at es” and
unencapsul at : : i I 1 e I -1 hat
contr ol - pr ocacsbinBa “nieleR SARebbolc ol fom USRI SEGbYST
arrays (vARG#A saidraatheativatioh ehdfenbe gisponke messsze Rbpspotldgiotsald sitlgntitation
processors (DSP), one or nore mcroprocessors, application specific

i nt egr atPalMEE OWFSBALEASI C) or other device capable of performng the PDSN
functi ons desgpd : J 0 4 4 In

t he preferre?fjeér)}gr%iaﬁtrrebzglh\tﬂ(ﬁ%?l Q% él L[\){rmgééegnltqml n %#%%nggtségsg%%c e?éssﬁalz%e

del i ver edessagenet wor K packet switch 620, which in turn delivers themto IP
net wor Kk interfaﬁg 638 f‘%% del.i vgr%eto | P network 140. ] P Network Interface
630 transni t SCRHBE SAHFRRERLCAFOR FuCqessRessaggto the remptestationy,  ne preferred 5

enbodi ment, . tR&iARY 8isc@Indinis®ick Ffn R rddotedtatibANgGRr d di gi t al _
tel econmuni cations interface that has a 45 Mops transfer rate. The physical

T3 interface ssoding apeauthgntisateh wiquést andSsagentoearf awthentEaten naver based fomce, or
any other, physjcal interface used for data networking w thout departing
from thé'Jdp%g “ISA%ntion. 11" network interface 630 is al so capabl e of
receiving 10 packets over the sanme physical interface. The previous
description of the preferred enbodinents is provided to enable any person
skilled 3n t hEheapethpd ofiplrin & furtkes compriping therpteri efistaringdnformatien fyemisaids
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eart,. a € generre principles
message is based on the contents of said buffer.

3. The method of claim 1 wherein said authentication request message is based on

said authentication challenge response message.

4. The method of claim 3 wherein said authentication server is a Remote

Authentication Dial In User Service (RADIUS) server.
5. The method of claim 3 wherein said authentication server is a home agent server.

6. The method of claim 5 wherein said home agent server is a Mobile Internet

Protocol (IP) server.

7. The method of claim 1 further comprising the steps of:



15 applied to other enbodiments w thout the use of the inventive fﬂaguhw
Thus, the present invention is not intended to be limted to' the JUN 2004
enbodi ments shown herein but is to be accorded the, w dest scope consi stent
with the principles and novel featur di scl osed herein. 20 VE CLAIM 0 3
JUN 1004 20 CLAIMS 1. A nethod of est®blishing a communication link with a
rﬁrr})]te station conprising the steps of: generating an authentication

chal | enge ne e i ! . jcatio a t he
renote stati g%;gﬁm&zli%\g? ﬁgﬂaa%%ftﬁgﬁwggﬁr?h cﬂéﬁ%ﬁé@ﬁggg oﬁ%eg%é%a gge from
t he renmpbigespbidin®to saidiistheaititation feqasst hsiage adndandichraiglantigaticatiopdaihee message
corresponds to said authentication challenge nessage; spoofing an

aut hent PEteirgmoE statignsadessage based on said chal | enge response nessage;
sending sal dt&fﬁ&?ﬂ%ﬁ%hﬁ&'éﬂc&e% TGRSR I8atdh ba&Rd" Sﬁ'g,ﬁdﬁi ah@eh@ition

recei ving a secon ssage fromthe renote station; and sending an

aut hent respbnsemeseapgest nessage to an authentication server based on said
second nmessage. 2. The nethod of claim1 further conprising the step of
storing information fromsaid authentication challenge response nessage in
a buffer, wh i 1 hGAL G ssage is based on the

cont ent g of ggllg t%%r%%&%vﬁé&nﬂdggh%wg%?sm@ anrei n said

aut hent i cat i ceveivangdeim naek agtheinticabios edtnen ans anticticatiem trespanseo message| enge
response nessage. . 4. .The net had of clai m3 wher.ei.n said _aut.hentication
Gorver FOTETRBNGE L0 3tid ARHETLAPD IR PO TEe . SO R KRBT B0PSer . 5.
The et eethedbmeledidlion; ¥hEr €I n sai d authentication server is a home agent
server. 6. The nmethod of claimb5 wherein said home agent server is a Mbile
I nternet Prcensting aseq@ndsathepticetipn chiallenge mimsshgefto gheaiemofe statiethbased 6fpr i si ng
the steps..of . 0.3 JUN 2004 21 receiving fromsaid authentication server an
aut hent is(a,"gﬁugﬁr’?%a%l%ﬁ%sé’ggn%srls]%sgsa ’e'correspondi ng to said authentication
request message, and indicating authentication failure of the renote

stati on;9 and

The method of claim 1 further comprising the steps of:
receiving from said authentication server an authentication response message
corresponding to said authentication request message; and

sending a message containing a network address to the remote station.

10. The method of claim 9 wherein said authentication server is a Remote

Authentication Dial In User Service (RADIUS) server.

11.  The method of claim 9 further comprising the step of generating said network
address.

12.  The method of claim 9 wherein said authentication response message is a Mobile

IP Registration Reply.

13.  The method of claim 9 wherein said authentication response message is an Internet

Protocol Control Protocol (IPCP) Registration Reply message.



ternminating transmissions to the rempte station based on said 03 JUN 2004
aut hentication response nmessage. 8. The nethod of claim 1 further
conprising the steps of: receiving fromsaid authentication server an

aut henti cati on response nessage corrgsponding to said authentication
request nessage, and indicating authéefntication failure of the renote
station; and sending a second authentication chall enge nessage to the

renot e ati .S ag 2% | ' : e
rethod o cl Al PR GiMIaiRe) ARBHHTGR EBLIQANSFRRRISE HRGRRLSE missl ™

aut hent ifioat thensubsetwer RADIHSt fretotolcmbssagesr esypisie e shargss-Accapt emssagdi ng t o
sai d aut hentication request nessage; and sending a nessage containing a
netmrkaﬁ‘ga}ee@é’eﬁs' PHE PEMBe station. 10. The nethod of claim9 wherein
said authentication server is a Renote Authentication Dial In User Service
(RADIUS) server. 11. The nethod of claim9 further conprising the step of
gener at iliig sdhd methadr&f chadidr &swhergid. st cautimbioationf clilizhge Ineshageeinasai d

t henti i i bi | Regi strati Reply..,13. Th
ot hod GPARFIRS I RRERE; A B ot SiPRsal GHARS e e Bpaths i
| nter ne%uth@ﬁt%aﬁﬁﬂ'ch@léﬁ%?oi'esﬁér% loxﬁ_@ésa d RCR) OReP HespdrseMBeiaby, ampsage. 0 3

JUN 2004 22 14. The nethod of claim9 wherein said authentication response
message aithentiqation aypsessimensagens a SIHHAR Suerfesobdage pr ot ocol nessages
conprising the Access-Accept message and the Access-Reject message. 15.
The nethod of claim1 wherein said authentication challenge nessage is a

Chal | enge, Harike adthod\eF RRithi IGavh&@8inF¥atd eetbnticaliiPihallondd rREpsseBAGGQR, Said
aut henti cation chall enge response nmessage. is a CHAP Res%gnse Message, and
said awomerssscat Challenge c Handshakes AyshendicatioArotaeel c €eHARR susggBme; GAndThe
met hod -ali i i ] 1.QN: sponse nessage
conpri sgis(hegén%ﬁa %‘gﬁl\égt?‘fﬁg‘ﬁ é%@ﬁ% n%%%g%#@gigéls%ﬁl ro‘%\ggl(%%ﬁ P) usernane,
and wherein said authentication request nessage conprises said CHAP

usernane._ 17._The nethad. of claim 15 wherein, said aut henticati on chall enge
res ponse”rress:la’ﬁéne@%ﬁ? icliR L whageinesid 2 ﬁﬂ%ﬁ%c’lﬂikﬂ%?\quﬁ%‘f*dﬁesﬁ’?ﬁ?t ocol

(CHAP) i dentild 2icraliBloe ARMLshIRCAGIMINGGiEn B4bRER! ((IBAPLRIhERYSED) TRS age
conpri sesﬁ@glzs(f %ﬂ%‘l [%e 151?(15%!%?@%1{%{3 olgncl a‘%a?n 1"5 vvhe)(r)eicn sai d )
aut hent i wlxtr¢insaid hathestigpion egpesigeessapesagprisesmapt CEAS IR. Chal | enge Handshake
Aut henti cation Protocol (CHAP) response value, and
18.  The method of claim 15 wherein said authentication challenge response message
comprises a Challenge Handshake Authentication Protocol (CHAP) response value, and

wherein said authentication request message comprises said CHAP response value.

19. A packet data serving node (PDSN) for communicating with a wireless
telecommunications serving network, the PDSN comprising:
a control processor for:

generating an authentication challenge message;

sending said authentication challenge message to a remote station;

receiving an authentication challenge response message from the remote station,
wherein said authentication challenge response message corresponds to said authentication
challenge message;

spoofing an authentication success message based on said challenge response
message;

sending said authentication success message to the remote station;




wherei n said authentication request nmessage conprises said CHAP respo%emN 1004

val ue. 19. A packet data serving node (PDSN) for communicating with a
wirel ess tel ecomunications serving network, the PDSN conprising: a
control processor for: generating an t henti cation chal |l enge nessage;
sendi ng sai d aut hentication chall enge ssage to a renote station;

recei ving an aut hentication chall enge response nessage fromthe renote
station, wh i i i i I sponse nessage
corresponds ?%&gﬁ?%gg%f)ﬁgﬁé?%%%#&gﬁa ?%ﬁ%gg%’e&s@age; spoofing an

aut hent i cat i cending aasmthvatisAapa feqsed ntessapaitd anhalthenigetiore sgroerskasedr@asage;
sendi ng said aut hentication success nessage to the renote station; 0 3 JUN
2004 23 sﬁ'géé?‘m €%528econd nessage fromthe renote station; and sending an
aut henti cati on request nessage to an authentication server based on said
second nmessage. 20. The PDSN of Claim 19 wherein said control processor is
further 200r <Skher PBEN phf@ainatl Dowhéremnsaidicontiolt heeessontis durthen afor estgmg
response pessage,.wherein sgid. authepntication request nessage is based on
he. st onBTRANGL EPE A AN RHPHEAEE  CEUIHER o TeoRUSE o TS HR o WP 5981 The
PDSN of Autiphfitation\YoQuei theSsipfl i€ BRdedUn ihe 0ERES alithtstidatibh RBAlINQE réPBRdevi NY
fromsaid authentication server an authentication response nessage

cor r espanekisagg informatien. aut hent i cati on request nessage, and indicating

aut hentication failure of the renote station; and sending one or nore
nmessages to the wirel ess tel econmunications serving network to indicate
that thew r efRFD$N be CRIMITD Wikreiaraidssairelrprodtestrds fuethed foat e t he packet
data connection with the renmpte station. 22. The PDSN of Cl aim 21 wherein
sai d control TEedwESEskem; said (uthsatication: sqrewt opty japentieAHon fegPoRse HBERSA8at | on
server i c . :
st hont | SReogSae 15 3hs WulcRADANA TelfRO AR A SERRENL MinbitcERUE Blee,
t he r enuifahsteaidtostati@ndndendi ng a second aut henti cation chal | enge nessage
to the renote sis_ati on based on sai aut?lenti cation res onse.rressag&. 23.

The PDSN of GCAfite 25¢ GhEYH mespth © dhit WEFICHplcumminicationg Seine 1w
recei Vi ng iR SRt ShAHABRN {efRbAMRBHYES 5 RRnAYhARRLAAIO the! HERANRE:

message corresponding to said authentication request nessage, and
connection with the remote station.

22.  The PDSN of Claim 21 wherein said control processor is further for:

receiving from said authentication server an authentication response message
corresponding to said authentication request message, and indicating authentication failure
of the remote station, and

sending a second authentication challenge message to the remote station based on

said authentication response message.,

23.  The PDSN of Claim 22 wherein said contro! processor is further for
receiving from said authentication server an authentication response message
corresponding to said authentication request message, and

sending a message containing a network address to the remote station.

24.  The PDSN of Claim 23 further comprising:

an interface for generating signals for communicating with a radio network; and



sendi ng a nessage containing a network address to the renpte stati on.0 4N 2004
The PDSN of Claim 23 further conprising: an interface for generating

signals for conmunicating with a radio network; and 0 3 JUN 2004 24 an
interface for generating signals for %fm*runi cating with an Internet

Protocol (1P) network. 25. The PDSN Claim24 further conprising a

net wor k packet switch for routing packets between a variety of interfaces.

26. The PDSN_of. ' 4 el n. yol : [ t or
Fouting  pachBiueild K8 e REERL bilsor WAl ARG 353 by el TSGR g
further (IR)mprwosk.ng a single interface for generating signals to

comuni cate with a radio network and for generating signals for
comunicating with an Internet Protocol (IP) network. 28. The PDSN of

Gl ai M 2%f Ur WETpISOURIF Clall R ARKIOEyPRGEEL AUl SAUH B roRfigket s

bet ween "a’ vari ety of I nfertfaces. alm 27 erein sad
control paclatelsesween svdriety bfinteifacest outi ng packets between a variety of
interfaces. 30. A wireless packet data comruni cati on system conprising a
wi rel ess tel econmuni cati ons serving network for communi cating wirel essly

With a JendtgSPHSNOR; (sith 34SGhatkiRTsdh BntrSIOpRLedsOF i QAR BATRthgM T h

said wireless tel econmunications serving network, the PDSN further

conpr i sipagkets beweerod vamadg eSmtarfabes © generati ng an aut henticati on chal | enge
nessage; sending said authentication challenge nessage to a renote station;
receiving an authentication challenge response nessage fromthe renote

stati on,ymhergiePIIN Gf €Wl firfiet &inpritid £BagleliSERASRr PRRSRER si@falsesponds
to said authentication challenge nessage; spoofi na?kan aut henti cation
success tnsemaymidsteswithcnradin retwhek andnige genasatpngrsignaliefos ggamunegating gvitda d

aut henti catjon succe ssage to the renote station; 0 3 JON 2004 25
recei vi %E{eggégwgoﬁ?ims omthe renote station; and sendi ng an
aut henti cati on request nessage to an authentication server based on said

second nmessage. 31. The PDSN of Claim 30 wherein the wreless )
t el econmdhi catheoRRSHeeh Clagmndt fistrr comprising a network packet switch for routing

packets between a variety of interfaces.

29. The PDSN of Claim 27 wherein said control processor is further for routing
packets between a variety of interfaces.

30. A wireless packet data communication system comprising:
a wireless telecommunications serving network for communicating wirelessly with
a remote station; and
a serving node (PDSN) for communicating with said wireless telecommunications
serving network, the PDSN further comprising a control processor for:
generating an authentication challenge message;
sending said authentication challenge message to a remote station;
receiving an authentication challenge response message from the remote
station, wherein said authentication challenge response message corresponds to
said authentication challenge message;
spoofing an authentication success message based on said challenge
response message;

sending said authentication success message to the remote station;



is a COMA wirel ess network. 32. The PDSN of O aim 30 wherein the mnr&ﬁeﬂﬁzmg
tel ecomuni cati ons serving network is a cdna2000 wirel ess network. 33.

nmet hod of establishing a communication link with a renpote station
conprising the steps of: sending anﬁgythentication chal | enge nessage to
the renote station; receiving an authentication chall enge response nessage
fromthe renpte station, wherein said authentication challenge response

nessage COffespO“Qecefv%g? SloRASALS 88h AB rerfliBbaggSngESSage; sending, to

the renote station on success nessage after receiving the
aut henti cati on chadddps arhdamiostonegeesy megdapé audn mahdnitingtidnoserver based

aut hentication verification; receiving a second nessage fromthe renote
station; andoB&pidispepndinessis®ent i cati on request nessage to an aut hentication
server based on said second nessage.

31.  The PDSN of Claim 30 wherein the wireless telecommunications serving network

1s a CDMA wireless network.

32.  The PDSN of Claim 30 wherein the wireless telecommunications serving network

is a cdma2000 wireless network.

33. A method of establishing a communication link with a remote station comprising
the steps of:
sending an authentication challenge message to the remote station;

receiving an authentication challenge response message from the remote station,

wherein said authentication challenge response message corresponds to said authentication
challenge message;

sending, to the remote station, an authentication success message after receiving
the authentication challenge response message without waiting for authentication
verification;

receiving a second message from the remote station; and

sending an authentication request message to an authentication server based on

said second message.



