WO 2019/179537 PCT/CN2019/095303

1/21
100 "Ti‘
NodAR NGE;‘AS‘
Node G =
{8.9., userside syslem saner Client 111
Blooor] S ———————
system
113 LSRR
Serverend 118 ~ Node B »
{2.9.. ightwsight node}
[ Blockchain 1 I
syﬁsp;zm Blockchain nodes in a blockchain system 112

Blockehain Node 3 Rlockehain Node 2

I,

.

o

st
H

Blockehain Node 4

Bicckehain Nods i




WO 2019/179537

PCT/CN2019/095303
2/21
s Node B
Chient 111
User-end
application 221
Information for bleckchain T -
acc{}uni Cr@:‘ahan( ar TR
infomation of blockehain i
transaction A Blockehain
ansaction B
Y ¥
 Senverend 118 RPC interface 223
¥ Y

Blockchain nodes in a blockchain system 112

C C Now oK ;‘x
Blockehain Node 1 Blockahaiy Node i Sipkohaln Nade 2
h J Y |
Local Wi 1 focal VM focal VM 2
v Vaification ¥ Vefication v
Computation |e—e] Computation je—] Computation
Y hd Y
Looal Looal Local
Blockehain Blockchain Blockcham
Copy 1 Copy i Copy 2

FIG. 2



WO 2019/179537 PCT/CN2019/095303

3/21
Mser-Side Systemn | | Service-Side System 1T dockehain |
|s10 | 320 E |
| eaer | |
| 331 | | Agent Resolvar |l |
313

| || || |
| | | | Blekehain |
| i W = Contract
| | | [ 331 |
| ] e N |

| a2 ous | 1] |

by anagement Cloud Jl

P L] sysem na T |
N 2 N |
| " _ N S T |

FIG. 3



WO 2019/179537

&
Agent
Service  ~
3331
5

Resolver
Service -
IR
Contmct
331

4/21

£
K

PCT/CN2019/095303

D £ Sgent Servioe ARE
S10

14

L

R i 3 ¢ k & .
User Agent | fBatsee Agent | 1 Vaerifier Agent | i Werifiable Claim
A11 413 413 ; repository 413
A 4 N K . &
4 ]

Dastaba

EAS 223

418

4

Baas Clowd 328

20 Besobir &P
&2Q

-

DD

Resobier |
421

-

Baed Chud
324

\ Bt

A

Listener
428

rnerereneereeeereccereecerce




¢ DA

PCT/CN2019/095303

5/21

BT e . W
e\}lt.ktt&fﬂ ﬂ Umzmﬁ\w e Yorrrrsnsssrrnsrsssrist L% ]
S R e -
575 e T s
1% RPGOSFY I ) “\Mﬂ ‘‘‘‘ »w
) B
_ o i
\\\\\\\ o TEEA il \ s - « iz
= B G ;T e omEIE . Em 2
m..w Nesssisississsssisiiisiss it m PRI GHY m ABPLDET m ABMOEEY EA— i
2 o I - i, . L. J 8
20 575
2w o anmsay e “
r.:..\tm\mmlt\::\ 0% M
ifi T <
ORISR B 45
T Poaually
[ \ ;
H s

-

M\ Fisd ,m w \ T84 ddy .J.m
i n\\m N : 1 Poyusuadeuep
i oimpaes ; . :
el S Wi LD

WO 2019/179537




WO 2019/179537 PCT/CN2019/095303

6/21

P
(A .
. terver 311 DK 332 Resoiver 332 Contract 331
% T T T T T
1 l l I | I
fentity Suthentication : : | :
. |
&2 | | | |
! | CatrreseOn S04 | | ! :
| [ gl I ae | | |
| | | POSYDIDSEE " |
= b s g NG
| | | | spphvAcoount S8 |
| | | I t Ll
| | | | it s & |
| | | o _ beceessIS N
I | ! SO 812 I I
! I K——— = ———— - | |
| | | | | |
| | _ | |
| | | A Public Key, | |
| | | Aythestication in BIR Do | |
| | - | |
| I 1 * I | I
| | | | | |
| [ T |
| | | Add BRb&uthService, VO ! |
| | | nositans B3 O 3 . |
| | -— Hemswl‘g 10 DI Dac 818 | |
| | | | | |
| | lr | | |
| | [ Gerersteltransactian, hashof 1 |
| I ! wransaction, and dightal signature !
: | e :
| | | | |
I : I opur e | :
| —
| | | | F N P £ |
| | | i & Do By |
I I l . [ I
| | | DR sd& £ |
| | N = |
| | DG 828 | | |
I - === q I
| o o | | | |
| notifcztion 630 | | | |
j-——————————— I I I

FIG. 6



PCT/CN2019/095303

WO 2019/179537

7/21

FLL SERAVGIIIEIRUT 1ET

2224

AU Y G0
|

14 SEBE e
Yy QIR

s 43 Aoy

RTL BBuReLD B Y DG

T

i i

| |

| |

I I

%% Zi% 77,
ezuary IBHOSBY 71€ 305 1By,

G
A Q0




WO 2019/179537 PCT/CN2019/095303

8/21

&0y 212 Werifier 333 BDK 332 Kesover 332 Contract 333
T T T T T
| | | i | |
Cait DI &uthRroy 84 : : : :
| | | I | |
| | I | |
: : Sign raguest XI'E-EM : : :
I (i S I | I I
| | Bigned reguest 808 | : | |
| ™ | |
: : Catt dightpRequestPromess 28 : :
: : : : Obtais 9D dnd :
| | | - signature 238 |
| | | ' ! |
| | | Query DIDSIE |
: : : ™ pibuguery 313 :
—_ -
| | | | |
: : : DED Gor 816 :
e ____
| | | | |
| | | | |
| | | | |
| | | | |
| | | | Correct? 320 |
| | | - | |
| | | | | |
| | | | | |
| | | oo | | |
| | | nWitpReguest 832 | |
| | i i | |
| | | | | |
| | . Lo | |
| | | Seivice processing | |
| | | 824 | |
I ' - I
L. Response 826 | : |
| |
| |
1 |

FIG. 8



PCT/CN2019/095303

WO 2019/179537

9/21

”
|5
2 I B e
R4 T | nm_
e ! = Aor
@ | ozl Vs
| @
b (54
v g 2
3 o m
2 g2 i
% % = 7 | i
;mm_ |||||||| L - S W
i3 M da e
O 4 B | [
£ 3 1% o e, &
< A @ *
e s |
2 &l
& ol
~ =
= a1
e o ot a
OO & |
Gl - ———— mt——+—-b——-¢&-—-L e
proge o &
e
[
o
m
]
L
&
@
o
-
L
Bl S
v 77
A 5
i
=

40 3+ Proo

FIG. 9



PCT/CN2019/095303

10/21

| | 01 "PId | _
| | | | |
I _ I _ I
| I | I |
I _ F———em == 4
| | _ ol pEA
' _
_ _ BTAL 2 AR : |
I _ I I
I _ _ _ I
F———— F—————————— —————————= A I
I | BInT ARy ongnd I _ I
_l||||||||||lu_ | | | |
FLT Ay syand “ _ “ _ _
e | | | |
PEGT Mentngig I _ I _ I
g _ . I _ I
_ ZEOT QW3 20551 139 | _
I I
| |
I I
I I
I I
| |
I I
_ _ I
I _ I
I _ [ g i
I [ I | FOOLISANRARDY |
I _ I _ I
| | | | |
| | | | |
.MMEQQ MMW wmkmmmmm Nlmﬂ‘ xmﬂ 1E%R Enas) Mm xmm LE5 .mm._mmh.m}

WO 2019/179537




PCT/CN2019/095303

WO 2019/179537

11/21

. , 1T DI

| | h——————t e ——
| ov1i Seegriep sERan

|

g ts 1SRy

5771 uoieIses Jo ysey
Ve SESURL Y RIDUDT)
| |
I I
! 0oy
G 03 Assodey 04
AHAIBGHIIIG PRY
|

7T HY
1
|

|
SELT O3 1504
|||||| I lm

e e —
SITT 2RpAay 24e9sy

B
<
ot
S

S

e

u
£
13

\u»
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

] T LRI

| y LT 0%
_ uma_: ARG me #E3L 03 2EANEYY :
e 153 4 E 7 3% T i3 ,.cx
IRATISEY a0 ﬁMw.mm.a, 5 1%L S e
s
A




PCT/CN2019/095303

WO 2019/179537

12/21

: _H_

wamom_n_am IR 10 cwmﬁm !
|
|

G§TT

324

f 44

ST
.2\H\\\\\\\Q\\\\\\\ﬁ!\\_.

e

|

|

I

|

|

I

|

| |
T #HusyEyy | |
| I
|

I

I

I

I

I

I




PCT/CN2019/095303

13/21

g
=
!
-

S [
| GEgT sEmeang 7557 539000G
Il
GTET SRS DA DR SEET SME A

T T T T

| GTET 290 GHz

[ t
| BTET Asanbigpg

TTET ZO4F T
SIET A1 13D

e J

_

|

|

|

|

|

|

|

|

|

|

1
Tt 77

Yreayuasy IS

WO 2019/179537




PCT/CN2019/095303

WO 2019/179537

14/21

| | | | . | | |
| | | | v DI | |
I I I I I [ 3
I | I I | i svt paes |
_ | | _ | " L1 piRA |
_ ! I _ I797 36 b, I [
| | | | | | |
| | | | | |
[ [ I _ e 2 [
| | | | | ol AB% 3N | |
! | | e Ly oEefeyapng !
| | “ | ZTHy Sy 3Ry | | |
| | | i | | |
.

| | ! oter it | ! |
_ W " _ " PL7T 030 49755 132 _ _
| | | | | | |
I T T I T u__ |
| - - | P T~ |
L —_— | ATIVI mw&Mwm YR T | | |

YTET SAYENT YSEY AA | I | | |
| | | | | | |
lg———— | | | | | |
| oyt Asmnteap, | I _ I I [
I [y 1 ! ] | |
| i | G sngeks A Asendy | | |
| | | | | | |
t i t t t t |
| | | | | | |
! ! ! ! ZTRT T YA !
| | | l _ =l | |
| | “ EBTHT S0383s ‘usey I | | I
| | | | | |

-y

_ W _ enner tsaning, _ _ _
_ W “ _ ST SIELS Aary _ “
| | | | [ |
| | | |
| | | |
| | | |
| | | |
| | | |
L , 1 1

@iy 7ir oie . 7

gl s EDAEG ; Raso
70 yuay moey &M»wmwa ' o) IBAIDEEY




WO 2019/179537 PCT/CN2019/095303

15/21

| DD Rasolver AN
430

F

Pehlish Chssry R

Resolver ¢ y
Service ! i
22 N N

{ 3 { N i
{ Sernue Urstion | i DG Doc Update i Listener {\ T
Exsoltor Exgoutar ASHEE & ppdue W Dawabase
4502 t 1508 - H 423
| S— \ s i S
\\\ T
Evants
BlockChain
330
{"«. f_l

FIG. 15



WO 2019/179537 PCT/CN2019/095303

16/21

o ey
& K
{ Service Apg i
534

Y

{’Messag& Queenie 1

L1610 s - - ;
| D TOPE L VeToPK
{ i i i

S g

il Bor Updates | VO Updates |
1503 1804 = :

FIG. 16



PCT/CN2019/095303

WO 2019/179537

17/21

DY 2T SUCATZELES

ekt sseaeien m@vas

LT DId

1 | f _ | | |
I | N [ 1 Y I
| | i 3 1 3 Rdny _ | I
—————— E——— 4 I ,
| PELT SRIRELD w _ | | I
I £ : | I I I
_al TELT RGN Py i | | ] |
| b H R | I
_ i : ?. FEARRER 139 b t
I I _ I 9TLT sHyEpdy
_ | 1577 waan
| H | ,_..A|_‘ -
| : | 7741 HMRHAN Pk .
| ; | | s l.lv 1 138
| ; | L2L7T FBERL Y
| |

|

|

I

]

BELT @mw.muom

| |

| |

| |

2 adean | |

an 40 QG P , | |

| I | |

|||||| N _ I

} ! I I

BOLT SYIOIE paBl ULEIRG H | |

| % | |

GLT 238 paaays “ _

TTLE &mTEn{ | |

_ I I

|||||||||||| k) I I

ﬁ_@ﬁ u ﬁ?a_n%w i Q1B ! !

I _ i I _

| | TO4T | |

| | 1 i I I

1 ] 1 1 1 |

i3 ETF 7% [44 HERT snaniy 917 ik

HBYIAITIG A0 SRS SEILY shesseyy B3 ey a0




PCT/CN2019/095303

WO 2019/179537

18/21

8T DI [ I

I _ I

I _ I

I [ I

I _ I

| | |

| | |

I [ I

| | |

| | |

| | |

| | |

b } g

I TIET SR 3N I

| | |

|||||||||| A I |

QERL SRS 34 | _ I

I [ I

I _ I

| | |

I _ I

2 | |

PIRT ALY e : |

| 2157 ser 3 Aeniy !

I [ I

I _ I

| I _ I

_ I [ I

i I [ I

| | | |

| | | |

\\\\\\\\\ == — = f | | |

Z07%7 HREE OA | | | I

i

POBT STHEIE DA ABAD : | | _
_ ¢ I [

| TIRT % ELI6AS BRY, | | "

_ ; I _ I

| i | | |

| 3 | | 1

443 7z 43 oy 333
R0 PRI SBAMGEIY Ju Ay W Sl yandy FETR S




WO 2019/179537 PCT/CN2019/095303

19/21

180

19303 obminhg event data frama blockehain, wherein the event daty coraprises & pharality of
updates sssociated with o plerality of decentralized identifier (RED) docamants stored on the
hlockchain

1930 storing the pvent dats i o dataln s

183 ecvedving & rguest for infe mustion sssodated with the event data

188 peoviding information show ons ormors updates assaniaten with ooe ar moes of the DIG
deramens ie respanse to the reguest

FIG. 19



WO 2019/179537 PCT/CN2019/095303

20/21

2000

Obtaining Module
2010

Storing Module
2020

Receiving Module
2830

Providing Module
2040

FIG. 20



WO 2019/179537

PCT/CN2019/095303
21/21
intamat
2100 :
. Network I
Provessois) intertacels) |
408 2118 l
|
|
I
I 1 |
Bus :
1102 |
|
5 |
i 1 I |
n |
Matn O Storage I
Meraory 2108 2110 |
23108 — I
|



