22 JANUARY 2007 - 1 Portable data storage nediumw th access protection
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r to carry out financra transac 1ons,

for goods or services, or as an identification means
for controlling access checks. In all these
applications, secret data which must Dbe protected
against access by unauthorized third parties is
generally processed within the chip of the data storage
medium. This protection is ensured inter alia by the
fact that the internal structures of the chip have very
small dimensions so that access to these structures
with the aim of extracting data which is ©being
processed in these structures is very difficult. In
order to make access even harder, the chip can be
embedded in a very securely adhering compound whose
forced removal results in the semiconductor wafer being
destroyed, or at least in the secret data stored in it
being erased. It is likewise also possible to provide
the semiconductor wafer with a protective layer during
its production process, which cannot be removed without

destroying the semiconductor wafer.

With appropriate technical equipment, which admittedly
is extremely expensive but is nevertheless in principle
available, it would be possible for an attacker to
expose the internal structure of the chip, and to
investigate it. The internal structure of the chip
could be exposed, for example, by means of special
etching methods or by means of a suitable grinding

process. The structures of the chip exposed in this
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- 35 could be exposed, for exanple, by neans of special etching nethods or
by nmeans of a suitable grinding process. The structures of the chip
exposed in this 22 JANUARY 2007 2 way, such as interconnects, could be
made contact with wusing mcroprobes or could be investigated using other
met hods in order to determ ne the signal waveforns in these structures. It
woul d then be possible to attenpt 5 to use the deteczdANUgRIl 8000
determ ne secret data fromthe data stgrage nedium such as secret keys,
in order to use these for nmanipul ation purposes. It would |ikew se be
possible to attenpt to deliberately influence the signal waveforms in the
exposed 10 structures via the m croprobes. Recently furthernore, nethods

have beconme kiéwWn WHCEh2SaliPEGF ERRN U cTetCWdra P Masar CORGRSF ThEP secr et
key, to be dedumedmbyrnﬁash@$n@mth@ubﬂrm@ninwmmsmmmbdomSmhgtbEhéﬁ timng

for the encrypiiBaBr 96ess Pal, Gedlange cneTlaTbiig) Albacks: a0 iy

i npl emrentation o i e- He yst ens Spri nger
Ver | ag 1998:; 'QW9599F§5?82§re?0 %hew%ﬁ%ﬁHQ?%ﬂtQﬁﬂPQﬂSHPHFsthﬁétP§P¥he
"Sinpl e Poger toAnadeysiise (&Pé¢ted | BigMa ks anal yetsrmbtdodechbyt wayt of

exanpl e, a kngyn,, m':tzl%a%tlgl o g‘églee%te‘égu%owg%ﬁy%' 9&:?8?' ngé segret key

d, that is to say e encr nod n is During the
modul ar 25 exﬁﬁﬁ@ﬁtﬁ&tﬁéﬁ ﬁ 6éés§°raméﬁh%R¥%R}QﬂxﬁﬁﬁﬂoéﬁslsIEaVPPé@ out
wi th the intenmedivate resul tpaardbaenultbi plateainben toperdailiideresetarri ed out

with Mif ther%fl%eﬂcel"eﬂé tQﬁgﬁgpon%QbegorM@"gnon'yhf-5%%?5%@@
operat|on Mﬁth he |nterned|ate result is carried out i there Is a
10 structures via the microprobes.

Recently, furthermore, methods have become known which
allow the secret data, in particular the secret key, to
be deduced by measuring the current consumption or the

15 timing for the encryption process (Paul C. Kocher,
“Timing attacks on implementation of Diffie-Hellman,
RSA, DSS, and other Systems”, Springer Verlag 1998;
WO 99/35782).

20 One simple attack of this type is the “Simple Power
Analysis” (SPA). In this analysis method, by way of
example, a known message M 1is subjected to encryption
using a secret key d, that is to say the encrypted text
Y = M® mod n is formed. During the modular

25 exponentiation process, a squaring operation is carried
out with the intermediate result and a multiplication
operation is carried out with M if there is a “1” in
the exponent d, while only a squaring operation with
the intermediate result is carried out 1f there is a

30 “0” in d. If M is known, the message M can be
identified by observing the current and/or +timing
during the operations. Since this message is always
used if a “1” is present in d, the key can be deduced
without any problems.

35
This attack can easily be countered simply by making

changes in the message M or in the key d. Further



30 "0" ind. If Mis known, the nessage Mcan be identified by observing
the current and/or timng during the operations. Since this nessage is
always wused if a "1" is present in d, the key can be deduced wi thout any
problens. 35 This attack can easily be countered sinply by maki ng changes
in the message Mor in the key d. Further 22 JANUARY 2007 3 analysis

nmet hods are known from Paul C. Kocher, "Timng AttaksITAWARNpLed®nt ati on
of Diffie-Hellman, RSA, DSS, and other,Systenms”, Springer Verlag 1998 and
fromthe international patent application WO 99/35782, in which 5 the key
can be deduced even if the nmessage or the key is nodified, that is to say
scranbl ed, by recording a |arge nunber of neasurenent curves in which the
current resp&ﬁ?éyéfst%%t?%*%g?§ié&OEPrEHPW Pauheasdiasdere DIFFErent i a
Power Anal ysi tt@bRA) oor ikpgheentitdiem ) DRX)ie-SeltakhpedRSExpDagnt

Bl inding" has jhaen, Qp%sﬁqeﬁé"a s??EHcSéEYVéTP 994 Ny EP4 hepsecret key
d was not used directly. First nst ead the secret keﬁ d, d+r*(D

can be used F&Fefﬁétéﬂ%?&p???ﬁPﬁn?ﬁR%&fatWﬁér@O 9P43a’fanddm HikBRr and 4)
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Eul er theorem n erent random nu
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(“Differential Power Analysis” (DPA) or Higher Order
10 DPA) .

So-called *“Exponent Blinding” has been proposed as a
security measure, in which the secret key d was not

used directly.

15
Firstly, instead of the secret key d, d+r*® can be used
for the encryption process, where r is a random number
and ® is the Euler PHI function. Specifically, n = p*qg
for the RSA algorithm, where p and g are prime numbers
20 and hence & = (p-1)*(g-1). Using the Euler theorem:

M® mod n = M mod n.

If a different random number r is wused for each
calculation, it is impossible to deduce the key d, even
if a large number of series of analysis processes are

25 carried out.

Alternatively, the secret key d can be broken down into
dl*d2 mod ¥, so that, for the encryption process,
Y = I?/‘.[dl**ciZmod'J) mod n = (Mdl)dZ mod n.

30
The disadvantage of this protection option is, however,
that the prime numbers p and g or ® are normally not

stored on a smart card, owing to lack of memory space.

35 The secret key d can also be broken down into a sum of
dl and d2. Then, d = dl + d2 and, for the encryption

process:



25 carried out. Alternatively, the secret key d can be broken down into

dl *d2 nod 4), so that, for the encryption process, Y = MIl*d2nod(D nod n =
(Mdl) d2 nod n. 30 The di sadvantage of this protection option is, however,
that the prime nunbers p and g or (D are normally not stored on a smart
card, owing to lack of nenory space. 35 The secret key d can al so be broken
down into a sumof dl and d2. Then, d = dl + d2 an®2 foawurRE emﬂypti on
process: 22 JANUARY 2007 4 Y = Ml +d2,mod n = Mdl * Md2 nod n = (MIl nod
n* M2 nod n) mod n. In order to obtain a suff|C| ently high securlty

| evel, a new randomdl/d2 pair rrust be chosen for each 5 calculation for
breakl ng down the gexponent |nto d =d +d2 or d =dl*d2 nod (D. Since the
production of ¥ rafidonratinber ¥ s Mjered at I-y(VeerOdsI“owMt Hicsl pBtdfod-is not
suitable for use in smart cards Furthernore, the conputation conplexity

for the modul gy, expapeqti atign, 19 QL?ﬁf@ﬁeAtﬁr# N %ass,%%u‘}f?g?' %ISGQP' Yy, SO
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10 process is increased considerably, so that this is also

not consistent with use in a smart card.

One object of the invention is thus to protect secret

data, which is contained in the chip of a portable data
15 storage medium, against unauthorized access, with the

aim of ensuring that the data is still used

efficiently, as before.

Against the background of the precharacterizing clauses
20 of claims 1, 7 and 12, this object is achieved by the

characterizing features of the respective claim.

The invention provides a data storage medium having a
semiconductor chip which has at least one memory in
25 which an operating program is stored which contains a
number of commands, with each command producing signals
which can be detected from outside the semiconductor

chip.

30 According to the invention, the data storage medium is
designed in order to split secret data, which is stored
'in the semiconductor chip in order to carry out
security-relevant or safety-relevant operations or is
generated by this semiconductor chip, into at least
35 three data parts. It contains a computer wunit or
arithmetic unit for calculation of a random number and

for division of the secret data by the random number.



~ 25 which an operating programis stored which contains a nunber of
commands, with each command producing signals which can be detected from
outside the sem conductor chip. 30 According to the invention, the data
storage nediumis designed in order to split secret data, which is stored
in the sem conductor chip in order to carry out security-relevant or
safety-rel evant operations or is generated by this ZFacoaduce®®? chi p,
into at least 35 three data parts. It _centains a conputer unit or
arithmetic unit for calculation of a random nunber and for division of the
secret data by the random nunber. 22 JANUARY 2007 5 The first data part
conprises the integer result of the division process, the second part is
produced by t 8¢ feRaF ndrta F2RthETPYi SEBNTH? otHSIeTakGStPhE Phi Fif dat a
part is the randamionnmbebcessel theb sAeceaddipagtt d sonerativaat dgeotise
refinement of ,Lhe; jovept! Qﬁe 4RG 1 SEGk ef Q@éés,COQPJ'fﬁé Eﬁfréeé}é@é key for
encryption of nmessages, with the secret Eey preferably el ng used as an
exponent for PREtcAPctPatiBKWOBF ngRBEP 1B5derations in asymretric
encryptionsmet hods (public key nethods, for exanple elliptical curves,

RSA, etc.) or operatigns. Af ef | ft i ntion
provi des for tcggg¥g9?ang%n1ﬁggbeﬁétSH%éggﬁ%%enkgﬁgﬁgﬁiéﬁ t£€ Igﬁgth of the
random nunber 1PE§BERR/ vt I8¢ SHafftAgCHBPHhie DftheheecrgRdbRY ntittber i s

appr oxi mat el y econgpansn f of defssyent witandom nwkers keyhipgereaasly hat the
secret data canugh ,08qdgduGRdeLiOMANC i ME,De 0 10REER LPT gl g, modul ar

20 exponenti ation”process, I me period
10 operations in asymmetric encryption methods (public key

methods, for example elliptical curves, RSA, etc.) or

modulo operations.

A further refinement of the invention provides for the
15 random number to be chosen such that the length of the
random number together with the Hamming weight of the
random number is approximately constant for different
random numbers. This means that the secret data cannot
be deduced from the time period which for the modular
20 exponentiation process, which time period is
proportional to the length of the exponent and to the

Hamming weight of the exponent.

The method according to the invention provides for the
25 secret key to be divided by a comparatively short
random number. The division result, without the
remainder, provides the first part of the key, the
remainder provides the second part of the key, and the
random number provides the third part.
30
For the encryption of a message M, Y = M® mod n. The
secret key d is split into dl, d2 and r, where dl = d/r
(r is a random number), without a remainder. The
remainder from the division process is the second part
35 d2 of the key d, so that d2 = d mod r, and for the key
d, d is thus d = r*dl + d2.



~proportional to the length of the exponent and to the Hamm ng wei ght of
t he exponent. The nethod according to the invention provides for the 25
secret key to be divided by a conparatively short random nunber. The
division result, without the reminder, provides the first part of the
key, the renainder provides the second part of the key, and the random
nunber provides the third part. 30 For the encrypti are aaNnaapesgage M Y =
Ml nod n. The secret key d is split into dl, d2 and r, where dl =d/r (r
is a random nunber), wi thout a remainde The remai nder fromthe division
process is the second part 35 d2 of the key d, so that d2 = d nod r, and
for the key d, dis thus d = r*xdl + d2. 22 JANUARY 2007 6 This results
in an encrypt {16 St Expuits Nﬁfﬁb@nﬁrpr*O@rWﬂﬁinod n= (M) d * M2 nod n
=( (M) d mdn* MI2 nod n) nod n. 5 The procedure for formng the
encrypted text, Y |8 | ust medzr igure a1 B &t |1, a random nunber
ris formed in steﬁﬂ&J 0 step ff the %rst &ey %gr? dI is then
cal cul ated fram(hke s@@?él k&Y dmﬁyrﬁFVﬁsPon by the previously obtained
random nunper r. The second part d2 of the key is obtained by formng d

nod r. 15 The gal ¢ {@ of Ege ti t ext ar fep 4 by
. £ P&%B ﬁ;? c gat%& t& ?
first of all ca cu# ékﬂp ¥%' ? mod nis ca cula ed in the
next step 5, dnAdusppate fo@ure; & - calculated in step 6. 20 The sequence
of the individual computation operations
First of all, a random number r is formed in step 1. In
10 step 2, the first key part dl is then calculated from
the secret key d by division by the previously obtained
random number r. The second part d2 of the key 1is

obtained by forming d mod r.

15 The calculation of the encryption text is started in
step 4 by first of all calculating M® mod n.
D1 = (Mr)‘jl mod n is calculated in the next step 5, and

D2 = M* mod n is calculated in step 6.

20 The sequence of the individual computation operations
may, of course, in some cases also be interchanged in
time. It is thus possible to calculate M® mod n first
of all, and then to calculate (Mdl)r mod n, since
(M) mod n = (M*)® mod n.

25
In the final step 7, the intermediate results D1 and D2
are multiplied with one another, and the modulo for n

is formed. Hence:
30 D1 * D2 mod n = MY mod n = Y.

The invention has the advantage that neither of the
prime numbers p and g need be stored on the card in
order to form @, and it also has the advantage of
35 avoiding the production of long random numbers, which
demands a very long computation time. The computation

complexity for the modulo operations 1is also kept



~may, of course, in sone cases also be interchanged in tinme. It is thus
possible to calculate Mil nbd n first of all, and then to calculate (Ml)r
nod n, since (M) dl nod n = (MIl) r nod n. 25 In the final step 7, the
internediate results DI and D2 are nmultiplied with one another, and the
modulo for n is formed. Hence: 30 D * D2 nod n = Ml nod n = Y. The

i nvention has the advantage that neither of the priafe JANIBBESZPOAnd q need
be stored on the card in order to form, (D, and it also has the advantage
of 35 avoiding the production of |ong random nunbers, which demands a very
| ong conputation time. The conputation conplexity for the nodul o
operations is also kept 22 JANUARY 2007 7 wthin reasonable |imts, so
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in security can be achieved if the ran on1 nunbe i's produced using a
met hod in whi Oh fRe remgifrtide PEBRAYt he ann1ng melght of r result in a
constant. 15 The invention can be used for a |arge nunber of encryption

systens. Refe%%ﬂ%@ iﬂbdﬂ%&%’ Qngﬁﬁhéygtion requires a time period
10 which is proportional to the length of the exponent and

of the Hamming weight of the exponent, a further

improvement in security can be achieved if the random

number r is produced using a method in which the length

of r and the Hamming weight of r result in a constant.

15
The invention <can be used for a large number of
encryption systems. Reference 1is made, by way of
example, to RSA encryption, encryption based on

ElGamal, DSA, and elliptical curve systems etc.
20



~exanple, to RSA encryption, encryption based on El Gamal, DSA, and
elliptical curve systens etc. 20 22 JANUARY 2007 - 8 Patent Cains 1.
Dat a storage nedi um having a sem conductor chip which has at |east one
menory in which an operating 5 programis stored which contains a nunber
of commands, wi th each conmand produci ng signals which can be detected
fromoutside the sem conductor chip, characterized a0 JANGRRY h20@at a
storage nediumis designed in order togsplit secret data, which is stored
10 in the sem conductor chip in order to carry out security-relevant or
safety-rel evant operations or is generated by this sem conductor chip,
into at least three data parts, with an _arithnetic unit being included in
order to calculate a random nunbef2488Li BlaXrder to divide the secret
data by the random nunber, wth the first data part being the integer

result of the divhgiong 3%998§S,meh%m5%%%gpa£t sQﬁh@&né&‘@toJ egr| pder of

t he division process, hird part being the random nunber itself.
20 2. Data st #Pagk ﬁ@&ldﬁiaéﬁﬁ?ﬁlﬁﬁetéeﬁPéVnﬁ{‘ Wit agf ePP2EAT 17Tt hat t he
secret data igragsearet keyred owhircryptiadmsofa mesdagess 25mBandata storage

medi um acoor gt OcGLAl Mol ?: - BHALARL CTIZEMIN LATLA NEagecEEL data T

used as an exponent for f cual ation roup, operations in asymetric
encryption metif685te30 4ET Pt a BttS4Ge nEH?un1%%%kﬁQﬂqﬂjt96 onéhﬁ?'clalns 1
to 3, charact ehazedténiidat irhe thecr ethdatd@ats useda@e medium is

designed in order to split secret data, which is stored
10 in the semiconductor chip in order to <carry out
security-relevant or safety-relevant operations or is
generated by this semiconductor chip, into at least
three data parts, with an arithmetic unit Dbeing
included in order to calculate a random number and in
15 order to divide the secret data by the random number,
with the first data part being the integer result of
the division process, the second part being the
remainder of the division process, and the third part

being the random number itself.

20
2. Data storage medium according to claim 1,
characterized in that the secret data is a secret key
for encryption of messages.

25 3. Data storage medium according to claim 1 or 2,
characterized in that the secret data is used as an
exponent for the calculation of group operations in
asymmetric encryption methods.

30 4. Data storage medium according to one of claims 1

to 3, characterized in that the secret data is used as

an exponent for the calculation of modulo operations.

5. Data storage medium according to one of claims 1
35 to 3, characterized in that the secret key is used as

an exponent for the calculation of modulo operations.



~an exponent for the calculation of nodul o operations. 5. Data storage

medi um according to one of clains 1 35 to 3, characterized in that the
secret key is used as an exponent for the cal culation of nodul o
operations. 22 JANUARY 2007 9 6. Data storage nedi um according to one of
claims 1-5, characterized in that the random nunber is chosen such that
the Il ength of the random nunber together with the HAnAMGARE gho7 of t he
random nunber is 5 approximately constgnt for different random nunbers. 7.
Met hod for protection of secret data in data storage nedia having a

sem conductor chip which has at |east one nenory in which an operating
programis 10 stored which contains a nunber of comrands, with each

command produdi'ng SRERalSEARAPEN RetH We JeTFAEF f FOMP 6ut S dE1EHBS
sem conduct or 1eldi, pcheharaet ezéd eth | rthdthathe seordem damderwhsckhhbsest ored in

the sem conducfof, ¢RLP thd QLHAM I} GRET ¥aAHbN SEGHEd L WdRh8uany; pf safety
15 rel evant operations or is generated b his sem conduct or chlg, i's

( y t
split into at H&ast HERFERY dat’19p5r t sOF wi tHh€a r AATIN nudEPehei ny
cal cul at ed5fi repprokimatélandbristenti fet daffeyrartt resdbmonuttbers.nt eger resul t
of a division of the secret data by the random nunber, 20 the second part

conprising the remai nder of the division process, and the third part being
the random number MFERREf £ RECRBAT SR orth nGefEeEl &3, thafakteri zed in
that 25 the seoretedatdiashaviegr®tsdelcdmaiucener yptiporhoth hessages. 9.

Met hod accordijngto ?ﬁ@jE%%ngOSinCQﬁﬁ%ﬁteéﬁZ?Qe&@tiBQaHn&Q&a§@Ci§t data is

used as an _exponent for cal cul ati on of "group Operations In

asynnetri&o stored which contains a number of Commands, with each
command producing signals which can be detected from
outside the semiconductor chip, characterized in that
secret data, which is stored in the semiconductor chip

in order to carry out security-relevant or safety-

15 relevant operations or is generated by this
semiconductor chip, is split into at least three data
parts, with a random number being calculated first of

all and the first data part is from the integer result

of a division of the secret data by the random number,

20 the second part comprising the remainder of the
division process, and the third part being the random

number itself.

8. Method according to claim 7, characterized in that
25 the secret data 1is a secret key for encryption of

messages.

9. Method according to claim 7 or 8, characterized in
that the secret data is used as an exponent for the
30 calculation of group operations in asymmetric

encryption methods.

10. Method according to claim 7 or 8, characterized in
that the secret data is used as an exponent for the

35 calculation of modulo operations.



_encryption nethods. 10. Method according to claim7 or 8, characterized in
that the secret data is used as an exponent for the 35 calcul ation of
nodul o operations. 22 JANUARY 2007 10 11. Method according to claim?7 or
8, characterized in that the secret key is used as an exponent for the
cal cul ation of nodul o operations. 5 12. Method according to one of clains
7-11, characterized in that the random nunber is chosennsuagl 200at the
| engt h of the random nunber toget her th& the Hamm ng wei ght of the random
nunber is approximately constant for different random nunbers. 10 13.
Met hod for form ng an encrypted nmessage in a systemfor authentication of
system conponents or for formng a signature, characterized in that - a
random number 1l -i sMebhe@dacamding ftior stakey”’ paw t84 diharasteaiéatdated from a
secret key ddhptdisHesi 98-k t Rey prievi @il Yaobhai nethbdrandomomnuaker r, - a
second part (d%h 83a£9§nqu i%uq%t%iggdtp nSform'ng d nod r, 20 - the
cal cul ati on of “the encryp ed text rs started by calculating M nod n, - Dl
= (M)dl nod n and D2 = Md2 nod n are calculated, and - the internedi ate
results Dl sand2D2 gseensal tifddediby 25 onenanot ber aduhitdie modulp for n is
formed. 14. Method according to clai.m 13 haracterized in__that Mil nod n
Fg ,lg'fo ke atc}“eb rd’ﬁ%ﬁ\ )“rumtr‘r’%é N o8 Her el

. chard e]f‘lZ? tl
is calculated Tirst of a owe y i'n o

cal cul ate D . that the length of the random number together with the
Hamming weight of the random number is approximately

constant for different random numbers.

10
13. Method for forming an encrypted message 1in a
system for authentication of system components or for
forming a signature, characterized in that
— a random number r is formed,
15 - a first key part (dl) is calculated from a secret key
d by division Dby the previously obtained random
number r,
— a second part (d2) of the key is obtained by forming
d mod r,
20 ~— the calculation of the encrypted text is started by
calculating M* mod n,
- D1 = (M) mod n and D2 = M* mod n are calculated,
and
— the intermediate results Dl and D2 are multiplied by
25 one another and the modulo for n is formed.

14. Method according to claim 13, characterized in
that M* mod n is calculated first of all, followed by

(Mdl)r mod n, in order to calculate Dl.



