| SHARI NG A SECRET ELEMENT The present invention relates to
cryptography, and nore precisely to sharing a secret elenent in a
cryptographic system 5It finds applic¢ations in particular in the
field of secure communications in which a plurality of cryptographic
nodul es share a secret elenent, such an encryption key, for exanple.

Crypt ogr aphj e qggé cryptographi c 10 nodul es that have
a secret elgﬁ%%¥ﬁ§nﬂ§%%§%%f n %%@% conditions there arises the

probl em of shari Hget heegenbphngent ton otehaies by veseyp ooymEwyr a@nid

modul es.  more p§ga§sg1ypwggﬁmﬁ SYSi&HBe € rﬁeﬂl&' fferent
cryptographi c nodul es. to” share the Sane secret enent by 15

|nplenentln@rgPBPSFﬁEBFCb%YﬁE%% t hem ThIS applies with the

Diffie-Hell man apd Bbnezespfli Yapsdoneid ypertyhard e key-raoreeRtor
prot ocol s

. For examl at ent__.docunent. WO 18234 "Key
agr eenent aﬁﬁcF?Sngﬁgiang%g%%%? %@tWP+§%|?¢?% EﬁiE% ures"
(Vanst one, WtEVRRZegramhilc Quy @le@osbsr@.amﬁémmhtﬁelhmﬁnn;:suuh a
col l ective ggus HgghoEeg[egof %ﬁpﬁéenent comon to first an(;1

second cryptogr 8h|c nod In this instance is a session
key. To generate §MEh°ar§E%éFoﬁY§%®¢stmﬁ¥f¢9@@r%ﬁﬁi@%Kﬂﬁﬂﬂraphlc

cr y|t0_t ogtlrcaphin@daﬁeg})dnllaesm%ﬁ hﬁngﬁci{é\i 0f Tethd 9 i @efrﬁrﬁtfrganq?l \Mddthha

particul ar protogcol. such_condi tion e secret element is us
bt i ned dy RARCEEPYS aRSE| RECPEY P Byr SR o Rash Tor L1 st s
nodul es. | nstbaett gpemeht shsteaent treyshegrawhid reodebzet 30 el enent
between at |eastg e

mul ti directional %@%hgﬁg§£8$£%§ﬂi8 %gg%gﬁ%;é§?%4éx§?éﬁﬁfﬁ whi ch

r emai ns reIéFYPEP?réﬁéyct@Oﬁﬁ%ﬁénﬁﬁtsmﬁ%@wﬁhﬁt$ﬁW%r§@ﬂEﬁﬁ%ﬁﬁﬂmﬁnt by
nodul esis but mphesBnBBigi AVELY¥Eodol Ap&evdaribeseRf conbi nations and

therefore be hi ogly, 35 compl ey L 8,85t ER D3RS o0, Shay 1 no a secret

Menezes-Qu-Vanstone type dynamlc key agreement protocols.
For example, patent document WO 98/18234 "Key

agreement and transport protocol with implicit

20 signatures" (Vanstone, Menezes, and Qu) proposes a method
of dynamic and collective construction of a secret
element common to first and second cryptographic modules,
which in this instance is a session key. To generate
such a session key, the first and second cryptographic

.25 modules exchange information in accordance with a
particular protocol. In such conditions, the secret
element is thus obtained dynamically and collectively by
at least two cryptographic modules.

In that type of system, the sharing of a secret

30 element between at least two cryptographic modules
requires a multidirectional exchange of messages between
those modules, which remains relatively easy to implemeﬁt
between the cryptographic modules, but which may involve
a large number of combinations and therefore be highly

35 complex in a system based on sharing a secret element
between a larger number of cryptographic modules.



bet ween a | arger nunber of cryptographic nodules. 2 Some ot her
cryptographi c systens based on sharing a secret elenent are founded
on unidirectional distribution of thezsecret el enent concerned. In
such conditions the secret el enent exists beforehand and is sent to a
5 plurality of cryptographic nodul es of the system For exanpl e,
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enable unidirectional distribution of the same secret
20 element to a plurality of cryptographic modules.

Accordingly, if the cryptographic system comprises a
large number of cryptographic modules, it is easier to
use secret sharing based on unidirectional distribution
than secret sharing based on a dynamic agreement protocol

25 as referred to above,

However, in cryptographic systems using
unidirectional distribution protocols there arises the
problem of protection against attacks aiming to violate
the secrecy of the information distributed. In fact, in

30 some unidirectional distribution protocols, the secret
element is sent in a single distribution protocol
sequence, which may represent a weakness in the face of
certain attacks.

Another problem of these latter systems resides in

35 the format of the protocol sequence provided for the
secret element. In fact, this format may be determined

by a standard. It therefore imposes a maximum size on



Anot her problem of these latter systens resides in 35 the format of
t he protocol sequence provided for the secret elenment. In fact, this
format may be determ ned by a standarg. It therefore inposes a
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Cryptographic systems based on unidirectional
distribution of the shared secret element therefore have

20 the drawback of not allowing great flexibility as qO the
format of the secret element to be shared.

There also exist methods for sharing a common secret
‘element known as 'broadcast encryption' processes that
are based on the distribution of partial information.

25 For example, patent document EP 0 641 103 "Method and
apparatue for key distribution in a selective
broadcasting system" (Fiat) describes a system using such
a method. That document proposes to broadcast a common
secret element in the form of partial information

30 enabling the secret element to be reconstituted by
applying an exclusive-OR operation. Each of the modules
in a given set of cryptographic modules receives all of
the partial information required to obtain the secret
element. However, a given module can effectively access

35 only a portion of the received information.

Consequently, to reconstruct the secret element, this



the partial information required to obtain the secret elenent.
However, a given nodule can effectively access 35 only a portion of
the received information. Consequently, to reconstruct the secret

el enent, this 4 nodule recovers by other means received information
to which it does not have access. In such a system any parti al

I nformation required for ricon% ructing the corman.sgcret elenent is
br oadcast FOG-h& SSHRETEN RN PG FEFRS ¢ eEGEPH THECEFGHEEEr 5Bhi ¢
nodul es. Thatideditudedmsidthdateawioaelesof provi ding a channel for

attacki ng the segr gy, o, Lheeherenl, 10,09 -3Maned, it 8V eL e

entropy value o he Secr ét’ el erfent measure of t range
of possi bl €oralaggersgrrudid nge et coMBwEnBeg¥eferipBENEN1ENETSREARBH

Eensgy 'sts ﬁf@%@]{é;a@f{éf kﬂa@?ﬁtli,c@eﬂe‘i'a@ﬂyelﬁtbr apy EEEU@rQ?tégngﬁﬂct[‘e
roadcast itens of i1nfor i on. a result, such a_system.does no
provi de an;Fnoéig’rB]xﬂq ‘on thn%@a%r“ﬁlﬂﬁﬁso %ﬁ:,dffﬁggﬁs- | Pffyig;rﬁVngnggi Bn to
t he fornmat dfard demenitacdfiery ehd acatrevy. offbtheveilementt hat be
system giéﬁp th entropy value of the secret elenment, a relatively

| ar ge nunb - hessages nust be generated for transmtting the
secret el enent tMrmerenf arhenwwwpyveyalzeawiobheceestethelpmesent

i nvent F@n 15, d 0 PRGBS Y HP I‘Hr%fer i&“?%s%i%ﬁ%r ¢hiekamesl- shared

by a plurality of cryptographic nodul es of a_ cryptographic system
that prot ecie%afe St amrckdidiedhin fées FRAEFIB SFBRE, 1S

Fur t her mor esubh gt @it idmil e neRdmatiical afo taie aptespyt vaduenvénkeheh, of

di stributi of._the,invention offers.flexi.bility a Si of
t he secret eer%?ﬁa?dca'g’t ltIerﬁnsa(?corl zfﬁgénawﬁ%ﬁ'enégd%n%%ﬁéagf’ Fégh 2
present i nverstion deistnatb@yonds sumddditdont e tiet privklemhef

secr et ;g engily {10 P ha 61k AR L E Ik @ £V &He0WS edfnt

cryptographic_nodules in the formof at |east tw partial secret
i nf or mat i orfSEHELE R V] 1 adHITEF sparded FYSteTa FaVErt FbRed,
i ndependentenofos StdNed dBPrdBedhms elleidi® bai rglusdbledy large

I nter Changer?u?rlnﬂ/el; Oof:hrr%gscat.geersi Zm%éthebe generated for transmitting the
secret element to each of the modules.

20 An object of the present inventlon is to propose a
way to distribute a secret element shared by a plurality
of cryptographic modules of a cryptographic system that
protects the secret character of the shared element.
Furthermore, in an implementation of the present

25 invention, distribution of the invention offers
flexibility as to the size of the secret element.

In accordance with embodiments of the present
invention, distribution is founded on the fact that the
secret element to be shared is transmitted to the various

30 cryptographic modules in the form of at least two partial
gecret information items that are transmitted separately,
in a partitioned, independent, or distinct fashion, these
terms being usable interchangeably to characterize the
transmission of partial secret information items in the

35 present invention. Starting with all these partial
secret information items, it is possible to obtain the
gecret element concerned.



transm ssion of partial secret information itens in the 35 present
invention. Starting with all these partial secret information itens,
it is possible to obtain the secret ekenent concerned. S It
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transmitting other partial secret information items, even
20 if an OTAR type transmission protocol is used to transmit
a partial secret information item and the size of that
partial secret information item is therefore limited by

the maximum size allowed by the protocol.

Such a distinction may be physical; for example it

25 may correspond to physically separate transmission
channels. The distinction may also be logical; for
example the first and second transmissions may be
effected in accordance with different cryptographic
parameters, with different confidentiality,

30 authentication, or integrity keys. Distinguishing the
respective partial secret information itemg transmitted
by combining the above digtinctions may also be
envisaged.

In a preferred embodiment of the present invention,

35 separate transmission channels are provided for
transmitting the various partial secret information items
separately. The present invention is not in any way



separately. The present invention is not in any way 6 limted to an
enbodi ment of that kind. In fact, it covers any enbodi nent that can
di stinguish between transm ssion of different partial secret
information itens to protect secrecy effectively. The present 5

i nvention is descri bed belowin its appl i cation to using two channels
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modules, and the second partial secret information item
may be received during normal operation of the
20 cryptographic module.

It should be noted that the secret element cannot be
obtained only from partial information items transmitted
in a single transmission. In fact, each transmission
corresponds to a strictly partial transmission of said

25 element. This means that an attack aimed at all except
one of the first and second partial information
transmissions cannot under any circumstances obtain the
common secret element.

Moreover, by way of illustrative and non-limiting

30 example, it is considered below, for greater clarity,
that the secret element is transmitted in the form of
first and second partial secret information items. It
should nevertheless be noted that there is no limit on
the number of partial secret information items

35 transmitted relative to the secret element and therefore

on the number of separate partial transmissions to be
effected.



7 The first and second partial secret information itens may

t hensel ves be transmitted in the formof a plurality of respective
partial secret information itens. Belew, by way of illustration only,
the first partial 5 secret information itemis transmtted in the
formof a single information item Ko, and the second partial secret
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- /b/ a second transmission for transmitting the
second partial secret information item to the

20 cryptographic module but not the first partial
information item, said second transmission being separate
from the first transmission;

- /c/ obtaining the secret element in the
cryptographic module from the first and second partial

25 secret information items transmitted.

By means of these features, by partitioning the
secret element to be shared in thig way, it is possible
firstly to share a large secret element, and secondly to
protect against attacks on the secrecy of the shared

30 element. In fact, by transmitting the secret element in
this partitioned form, it ig possible to transmit a
secret element of gize that is relatively large, given
the format limitations that are imposed by certain
standards, as indicated above. Moreover, by partitioning

35 the transmission into a plurality of independent separate
transmissions, it is possible to increase the protection



S agai nst attacks by making any reconstruction of the secret el enent
by a third party more conplex. In a preferred inplenentation of the
present invention, an entropy value of the secret elenent is 5
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di stingui sh, par i.on, the irst and second transm SSI ons e
transm ssi diP $§Sr%éf qu -mentioned prior art systems in

which an exclu91ve OR operation is effected on the
partial information items transmitted.
In an implementation of the present invention, the
15 aim is to maximize the entropy of the secret element
relative to the respective entropies of the various
partial information items.
It should be noted that, in an implementation of the
present invention, a cryptographic module is able to
20 obtain the secret element from partial information items
independently and autonomously of the other cryptographic
modules of the same cryptographic system, in particular
in contrast to cryptographic modules that obtain the
secret element using a dynamic key agreement protocol, as
25 described above.
To distinguish, partition, the first and second
transmissions, the first transmission may be effected in
a first physical transmission channel and the second
transmigsion may be effected in a second physical
30 transmission channel separate from the first physical
channel. 1In this way the secret element is relatively
well protected from attack.
Also, the first and second physical channels may be
radio channels using respective different radio
35 technologies. For example, there may be provided one
channel using a short-range radio technology such as
Bluetooth and another channel using a cellular radio



a first physical transm ssion channel and the second transm ssion nay
be effected in a second physical 30 transm ssion channel separate
fromthe first physical channel. In this way the secret elenent is
relatively well protected from attack. Al so, the first and
second physi cal channels nmay be radi o channel s using respective

di fferent radi c ogie F t here be provided
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The first .and d transm ssions nmay al so he,
di sti ngui shEHaB‘?egf F’é%?‘i A3TPARE P SEETPANLHr S sFo% ‘F%@t%ﬁﬁ%ﬂs@
| ogi cal tramerdiidei endchhenekcand phesisezbnchanaesniissilosn 4 ncadsecond
| ogi cal tragﬁghﬁégqn channel separate fromsaid first |ogica

channel, but established on the same physical channel as the first
| ogi cal channel . The first physical channel may correspond to a

15 connection of the cryptographic module to a storage
peripheral and the second physical channel may be a radio
channel.

The first and second transmissions may also be
distinguished by effecting the first transmission in a

20 first logical transmission channel and the second
transmission in a second logical transmission channel
separate from said first logical channel, but established
on the same physical channel as the first logical
channel.

25 In the step /c¢/ the secret element may be obtained
by applying a one-way function to the first and second
partial secret information items.

A second aspect of the present invention proposes a
cryptographic method implemented in a cryptographic

30 module usging a secret element, wherein the secret element
is obtained from at least first and second partial secret
information items by a sharing method of the first aspect
of the present invention.

There may additionally be provision for also using a

35 personalization key to implement such a cryptographic
method.



25In the step /c/ the secret elenment may be obtai ned by applying a
one-way function to the first and second partial secret information

I tens. A second aspect of the prigsent invention proposes a
cryptographi ¢ nethod i nplenmented in a cryptographic 30 nodul e using a
secret elenment, wherein the secret elenent is obtained fromat | east

first and second,gar Bioboserlole |l LIPLLA0 LT aNar g, JEdod

of the first aspec Fesent
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recei ved in the 2ryPtEdrappeet dbiutle Bresant sléﬁiﬁrﬁmﬁiﬂ GaIoRdfEthal . A
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partial secret infdrhafToR"i C&gidanke e BhPorgisiton
item tragsmhésidmr oix aﬁmsﬂg mdr:eil edegryestt Sirafitapdead drp iakdmai n
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information iteps; and 20 a cr tograp C Ut ada execute a
crypt ogr aphF@CepER at B2 oFee Ha@a%srwsqm ﬁﬁﬁaé%atéﬂ dmem the first

15 transmission, the second partial secret information item
but not the first partial information item;

a unit for obtaining secret elements adapted to
obtain the secret element from the first and second
partial secret information items; and

20 + a cryptographic unit adapted to execute a
cryptographic operation on the basis of the secret
element.

Such a cryptographic operation may correspond to an
operation such as encrypting and/or proving the

25 integrity, respectively decrypting and/or verifying the
integrity, of the data to be transmitted, respectively
the data received.

In an embodiment of the present invention, the
receive interface comprises:

30 - a first interface adapted to receive the first
partial secret information item; and

- a second interface separate from the firsgt
interface and adapted to receive the second partial
secret information item.

35 The first interface may be adapted to receive the
first partial secret information item via a direct

injection cable channel and the second interface may be



Such a cryptographic operation nay correspond to an operation such as
encrypting and/or proving the 25 integrity, respectively decrypting
and/or verifying the integrity, of the data to be transmtted,
respectively the data received. I'n an enbodi ment of the present
i nvention, the receive interface conprises: 30 a first interface

recei ve i cor 30 & first interface
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Such a cryptographic module may be further adapted

15 to share with another cryptographic module a secret
information item relating to an individual identity of
that cryptographic module.

When the cryptographic module belongs to a group of
cryptographic modules, it may be further adapted to share

20 a secret information item relating to an identity of said
group of cryptographic modules.

A fourth aspect of the present invention proposes a
terminal comprising a cryptographic module according to
the third aspect of the present invention.

25 A fifth aspect of the present invention proposes a
center for distribution of a secret element in a
cryptographic system comprising a plurality of
cryptographic modules.

The distribution center comprises:

30 - a partitioning unit adapted to partition a secret
element into at least first and second partial secret
information items, said secret element being obtainable
from said partial secret information items; and

+ an interface adapted to distribute both gaid first

35 partial secret information item but not the second
partial secret information item, and said second partial
secret information item but not the first partial secret



When the cryptographi c nodul e bel ongs to a group of cryptographic
nodul es, it may be further adapted to share 20 a secret infolLmation
I tem reI ating to an identity of saidgroup of cryptographic nodul es.
A fourth aspect of the present invention proposes a term nal
conprising a cryptographic nodul e accordi ng to the third aspect of

th t on. 25A fift spect the resent inv ntlon
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The invention can also be better understood with the

15 aild of the drawings, in which:

Figure 1 shows a prior art cryptographic module;

- Figure 2 shows an embodiment of a cryptographic
system according to the invention;

Figure 3 shows an architecture of an embodiment of

20 a cryptographic module according to the present
invention; '

- Figure 4 shows another architecture of an
embodiment of a cryptographic module according to the
present invention;

25 - Figure 5 shows an architecture of an embodiment of
a unit according to the present invention for obtaining a
shared secret element;

Figure 6 shows an embodiment of the present
invention in which a first transmigssion is effected via a

30 first channel and a second transmission is effected via a
second channel;

Figure 7 shows an architecture of an embodiment of
a cryptographic module according to the present
invention;

35 + Figure 8 shows an embodiment of a secret element
distribution center according to the present invention.



O her aspects, ainms, and advantages of the invention will becone
apparent on reading the description of one of its inplenentations.
The invention can al so be better undggstood with the 15 aid of the
drawi ngs, in which: Figure 1 shows a prior art cryptographic nodul e;
Figure 2 shows an enbodi mant of a cryptographic system according to

the invention; ure 3 shows apn arc re af an
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I nvention; 25 Figure OWs an archltecture of odi nent of a
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according tg NymdenblARicciRd) Qs Sahih00, Sabar et
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transm ssi on, ansm ssion from a ' card |versal
Seri al Bus)mQﬁﬂﬂe(H Tk 2 cryptographlc module comprises a

15 cryptographic unit 11 that operatesg in accordance with a
cryptographic algorithm. This cryptographic unit
receives at a first input 14 a cryptographic
personalization key PK and at a second input 15 a secret
element or session key SK. The personalization key PK

20 may correspond to a cryptographic algorithm parameter
(Operator Variant Algorithm Configuration Field
(OP,0Pc)), for example, as defined in the 37 Generation
Partnership Project (3GPP) document TS 35.206 v6.0.0. "3@
Security: specification of the MILENAGE algorithm set; An

25 example algorithm set for the 3GPP authentication and key
generation function £1, £i1%, £2, €3, £4, £5 and £5%;
Document 2: algorithm specification; Release 6V.

Below, by way of illustrative and non-limiting
example, the secret element SK to be shared that is

30 distributed in accordance with an implementation of the
present invention is a session key.

Using the keys PK and 8K, the.cryptographic unit 11
is able to encrypt plain text PT received on a channel 12
and ciphered text CT to be sent on a channel 13 and

35 conversely to decrypt a received encrypted text,

In a different embodiment, also using the keys PK
and SK, the cryptographic unit 11 is able to prove the



10 other nenory nmedium A direct injection channel that is already
present in certain prior art cryptographic nodul es nay advantageously
be used for this purpose. Figurg 1 shows such a prior art
cryptographi ¢ nodul e. Such a cryptographi c nodul e conprises a 15
cryptographic unit 11 that operates in accordance with a

cryptographic,algorith Jhis cryptqographic unit receives .at first
i nput 14 a %?f,%?gb%%pﬂﬂpﬁ)%%l%0%%’}/‘?212% “%e)T PR ar&”‘es]:cjozﬁdlrf nput
15 a secret cevphegraphisesskonCReyo Sk Sdwet per sorethazatl diB keyd PK 20
may corresp rypt [ I I t Qpgy at or
Variant Al ggéraﬁ\trh?ns%:]é%f ?’lgu?g%?g% %?%I%%é(%%%(%gﬁgf%c%&anpl e, as
defined in EREPBPErERREFaEEBR- Part nership Project (3GPP) docunent TS

35-202 ngo-o- " 30 §?Céﬁbbﬁim§@@0?fiﬁﬁﬁiﬁ%?é%?ﬁf&?ﬁéﬂ@%ﬁﬁ?eﬁigoaiLhm
set; An exanmpl e algorit set for the ut hentication an e
Gener ati on FiAERF oty dphel ¢Stredponding o 315 BT inmih Bt ma
al gorit hm spédvahtegeéoualyReécased 6ds the fiBet owramymiwyici channel
illustrativ n =L Lpkiin X , . SEC e tq be
shared t hat f?g gﬁggggé?%%e%ﬁ%n%%%%r%%%% %%é%eﬁéi np errr"grfttlaciq} on of
the presentiff@®ekei on is a session key. Usi ng the keys PK and

SK, theierypt ogr aphiree Ui khdds | Sn adtiSod In@NErYPLa kA dexdpiBl
recei ved on a channel %2 gnd C|£hered text, CT to_be 'sent” on a channel
13 and 35 08¥§E?'§e?§ PO HEErBPESET eV Fher yPHEY @ eifstem In a

di fferent eobudiieas, aapsourating oheckaysodapinid: Sodules 20 and a
COP O B L Ol Felo RS S LETA AT
on a channefFegBehnglevaversenyar ceeodinentheod ntlegymugsastt a recei ved
cryptographive8¥ion. By way of illustrative example, the first
partial secret information item K, is transmitted by a
first channel cl and the second partial secret
information item X; - K, is transmitted by a second
channel c¢2, for example an OTAR type radio channel.

20 Figure 3 shows an architecture of an embodiment of a
cryptographic module 20 of the present invention. Such a
cryptographic module comprises an interface 30 adapted to
recelve partial secret information items in respective
separate transmissions. This interface 30 comprises a

25 first interface unit 31 adapted to receive the first
partial secret information item K, via the first
transmission channel c¢l, and a second interface unit 32
adapted to receive the second partial secret information
item via the second channel c2. The cryptographic module

30 further comprises a unit 33 adapted to obtain the
distributed secret element SK from the first and second
partial secret information items and a cryptographic unit
11 adapted to execute a symmetrical cryptography
algorithm. This cryptographic unit is adapted to encrypt

35 a text PT and/or to prove the integrity of a text PT
received on the channel 12 in a text CT to be sent on the
channel 13 on the basis of the secret element SK supplied



I n an enbodi nent of the present invention, an injection channel
corresponding to the first input 14 may advantageously be used as the
first transm ssion channel for transmsgting the first partial secret
information item Ko. 10Figure 2 shows an enbodi nent of a
cryptographic system 23 of the pr esent inventi on. Such a system
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different times. For example, the personalization key
may be injected into the cryptographic module 20 in the
25 factory and the first partial secret information item
injected later, at the time of commissioning the
cryptographic module, or even later, in a stage of
initialization of the module, a stage of initial
definition of a group of modules or a stage of dynamic
30 redefinition of a group of modules. The first partial
secret information ltem may even be updated regularly
when the cryptographic module is operating. The
personalization key and the first partial secret
information item may also be injected at substantially
35 the same time.
Subject to particular conditions of implementation
of the present invention, it is possible to provide for



Accordi ngly, Figure 4 shows another cryptographic nodule architecture
according to an enbodi nent of the 15 present invention in which the
cryptographic algorithmreceives as fyrther input a personalization
key PK. The interface unit 31 is adapted to route the key PK to the
cryptographic unit 11 and the first partial secret information item

Ko to the upit 33, The_personalization 20 key PK and fhe first
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In a preferred embodiment of the present invention,
this function determines a combined information item that
is then supplied to a cryptographic function 52. This
function may create a digital fingerprint of the combined

25 information item received from the combination function
51. This cryptographic function 52 is adapted to obtain
the shared secret element SK from the combined
information supplied item by the combination function 51.

The cryptographic function 52 may be a hashing

30 function of the type well-known to the person skilled in
the art, for example, or a decapsulation function
corresponding to a KEM (key encapsulation mechanism) type
encapsulation function as defined by the ISO/IEC standard
18033-2 'Information technology; Encryption algorithms;

35 Part 2 Asymmetric cipher'.

The combination function and the cryptographic
function preferably obtain an element SK having an



20 advant ageously any ot her non-1linear function. In a preferred
enbodi mrent of the present invention, this function determ nes a
conbined information itemthat is thegp supplied to a cryptographic
function 52. This function may create a digital fingerprint of the
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'nfornat'OntétéﬂgbféEyﬁgnééfﬁ%ographic modules 20 to obtain the

secret element from the plurality of partial secret

20 information items transmitted.

Figure 6 shows an embodiment of the present
invention in which the first transmission is effected via
the direct injection first channel ¢l and the second
transmission is effected via the radio chamnel ¢2 using

25 an OTAR type protocol. The two cryptographic modules 20
obtain the common shared secret element independently of
each other. They are then able to exchange information
in a form encrypted as a function of the common secret
element SK in particular.

30 Figure 7 shows the architecture of a cryptographic
module in another embodiment of the present invention.
Such a cryptographic module 20 includes a cryptographic
unit 11 that operates in accordance with a symmetrical
cryptography algorithm that receives as input a session

35 key SK that here is supplied by the unit 33 in an
embodiment of the present invention for obtaining the
secret element. The unit 33 may advantageously employ



Figure 6 shows an enbodi nent of the present invention in which the
first transmssion is effected via the direct injection first channel
cl and the second transm ssion is effgcted via the radi o channel c2
using 25 an OTAR type protocol. The two cryptographi c nodul es 20
obtain the conmon shared secret el ement independently of each other.
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and transni ttedrgﬁ%o"‘f &gﬁr‘f’el Sefue iRt it i'0h Céﬁdteﬂ"t 5%
encrypt ed steaypiCh nﬂe:mmmbdng:etxt tar,s tﬂm@ prs' rxceiqmimced mtortther to
decrypt a rgcel ety Gl s digle
secret |nfornat|on(‘%temrelat|n tlorﬁ_tCLe |n rrf%& ?@t%gt
dest|nat|oﬁnﬁ%MﬁQEﬂ%uﬁﬁthlty of the destlnatlon cryptographlc

15 module concerned (respectively the identity of a group of

destination cryptographic modules including said
cryptographic module). Such an identity information item
may then advantageously be transmitted to the
cryptographic module in accordance with the secret
20 element sharing method according to an implementation of
the present invention, i.e. in at least two separate and
strictly partial transmissions.
Accordingly, the secret element sharing method
enables a cryptographic module to obtain a secret
25 information item relating to the individual identity of
sald cryptographic module (specifically the identity of a
group of cryptographic modules including said
cryptographic module).
Figure 8 shows a secret element distribution center
30 21 in an embodiment of the present invention. Such a
distribution center ig adapted to distribute the secret
element to be shared in the form of at least two separate
transmissions. To this end, it comprises a partitioning
unit 81 adapted to partition the secret element SK to be
35 shared into at least the first and second partial secret
information items K, and XKy - K, respectively, using a

particular partitioning method. The present invention



15 nodul e concerned (respectively the identity of a group of
destination cryptographi c nodul es including said cryptographic
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first eoansthe Saryeteadenaransnm ssion being strictly partial in

relation to 20 thg Seqel &l & - qlid Rhertage,’ anadapted to

verify the characteristics of the first and second transmissions
referred to above that enable those transmissions to be
distinguished.
25 If the two transmissions are separate and are

effected on two separate physical transmission channels,
the interface 82 may advantageously comprise a first
interface 83 adapted to effect the first transmission and
a second interface 84 adapted to effect the second

30 transmission separately from the first transmission.

As stated above, the first interface 83 may be
adapted to transmit the first partial secret information
item Ko to a storage peripheral that may be connected
directly to the cryptographic module 20 in order to

35 inject this first partial secret information item into
it.



- characteristics of the first and second transm ssions referred to
above that enable those transm ssions to be distinguished. 25If the
two transm ssions are separate and arg effected on two separate
physi cal transm ssion channels, the interface 82 nay advant ageously
conprise a first interface 83 adapted to effect the first

transm ssi on and second.interface 84 adapted tp effect the second
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items, in the same manner as explained above in relation
15 to a single secret element SK. The unit 33 in an
embodiment of the present invention is then adapted to
obtain the corresponding session keys SKa, SKz and SKe.
The present invention is in no way limited to two
separate transmissions. In fact, as soon as the secret
20 element to be shared is ‘'split' into more than two
partial secret information items, it may be advantageous
to use a greater number of separate transmissions to
increase the protection against attack.
Generally speaking, by means of such provisions, it
25 is possible to transmit strictly partial secret
information items in parallel and independently on
physical channels that advantageously cannot all be
monitored by a third party.
The present invention also finds applications to
30 transmitting secret elemente in the context of
asymmetrical encryption. In fact, in an implementation
of the present invention the secret element may
correspond to a private key, a secret key, or a point on
an elliptical curve. Regardless of the field of
35 application of the present invention, it advantageously
provides great flexibility, in particular with regard to
the length of the secret element to be distributed,



The present invention is in no way limted to two separate
transm ssions. In fact, as soon as the secret 20 el enent to be shared
is "split' into nore than two partial,y;secret information itens, it
may be advantageous to use a greater nunber of separate transm ssions
to increase the protection against attack. Generally speaking, by
means of such pravisions, .it 25 is possible to transmt strictly
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20 Moreover, to limit the number of transmission
messages, the present invention proposes to transmit the
secret element having a certain entropy value in the form
of a plurality of partial secret information items forxr
which the sum of the respective entropy values is

25 substantially equal to the entropy value of the secret
element, in contrast to the 'broadcast encryption' type
system described above in which the entropy of the secret
element is substantially identical to the entropy of each
of the partial information items.
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20Mor eover, to limt the nunber of transm ssion nessages, the present
invention proposes to transmt the secret elenent having a certain
entropy value in the formof a pluralgaty of partial secret
information itens for which the sumof the respective entropy val ues
is 25 substantially equal to the entropy value of the secret el enent,
in contrastcﬁzgnglge ' broadcast encryption' type system described above
in which thé éntropy of the secret elenent is substantially identical
to the entrbpya chedaeh of sihwripw td aledustoraemiant i (s wit22 s€LAI MS
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partial information item said second transm ssion béing separate 15
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crypt ogroaphigrsmsiit Bod rovedh he first and second partial secret
information itens transmtted. 20 2. A shari nmet hod ,according to
claim L. herein® afPo (OO SRt A Shdi iy TGN fead Rt erent
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shari ng netHefe@eRBteR nhte®, cPaiInseemD tugerwl s idye HMeimg separate
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(c1), and the Se-Co/nc(:j/ tcgb na%:[%fr?gl th'xel Ssecret element in the
cryptographic module from the first and second partial

secret information items transmitted.

20 2. A sharing method according to claim 1, wherein an
entropy value corresponding to the secret element (SK) is
substantially equal to the sum of respective entropy
values corresponding to the first partial secret
information item (K,) and to the second partial secret

25 information item (Ki - K).

3. A sharing method according to claim 1 or 2, wherein
the first transmission is effected in a first physical
transmission channel (cl), and the second transmission is

30 effected in a second physical transmigssion channel (c2)
separate from the first physical channel.

4. A sharing method according to claim 3, wherein the
first and second physical channels are radio channels
35 using different respective radio technologies.



30 effected in a second physical transm ssion channel (c2) separate
fromthe first physical channel. 4. A sharing nethod according to
claim3, wherein the first and secondsphysical channels are radio
channel s 35 using different respective radio technologies. 23 5. A
sharing nethod according to claim3, wherein the first physical

channel is cabl.e channel with direct injectign into _the,

crypt ograprﬁa'c %m%tﬁ%%&ﬂ%%i@&ﬁﬂf i Icr]x‘?‘fﬂhﬁel wherein, ghe
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accordigg to any one of clains 1 to7 . 30 q . A cryptographic nethod

according to claim8 when inplenmented using a personalization key
(PR). 10. A cryptographic nmethod according to claimgqg, wherein

15

1. A sharing method according to any preceding claim,

20 wherein in the step /c/ the secret element (SK) is
obtained by applying a one-way function to the first
partial secret information item (K,) and the second
partial secret information item (K; - K.).

25 B8 . A cryptographic method implemented in a cryptographic
module (20) using a secret element (SK), wherein said
secret element is obtained from at least first and second
partial secret information items (Ky; Ky - Kp) by a
sharing method according to any one of claims 1 to7 .

30
4 . A cryptographic method according to claim 8 when
implemented using a personalization key (PK).

10. A cryptographic method according to claim 4, wherein

35 the personalization key (PK) and the first partial secret
information item (K,) are received in the cryptographic
module (20) via the same physical channel (cl).



35 the personalization key (PR) and the first partial secret
information item (KO are received in the cryptographic nodule (20)
via the sanme physical channel (cl). 244 11 . A cryptographi c nodul e
(20) of a cryptographic system adapted to share a secret el ement (SK)
that can be obtained fromat |east first and second partial secret 5
information itenms (Ko; 1(1 - Ku), said partial secret information
itens enabllng said secret elenent to be obtained, said cryptographic
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adapted to information item;

15 - a unit (33) for obtaining secret elements adapted
to obtain said secret element (SK) from said first and
second partial secret information items; and

* a cryptographic unit (11) adapted to execute a

cryptographic operation on the basis of said secret
20 element.

12. A cryptographic module (20) according to claim 1
wherein the receive interface (30) comprises:
- a first interface (31) adapted to receive gaid
25 first partial secret information item (Ro) ;

4

+ a second interface (32) separate from the first
interface and adapted to receive said second partial
secret information item (K, — Kp).

30 13. A cryptographic module (20) according to claim 11 or
12, wherein the first interface (31) is adapted to
receive the first partial secret information item via a
direct injection cable channel (cl) and the second
interface is adapted to receive the second partial sgecret

35 information item via a radio channel (c2).



receive the first partial secret information itemvia a direct

i njection cable channel (cl) and the second interface i s adapted
to receive the second partial secret 585 information itemvia a radio
channel (c2). 25 14. A cryptographic nodule (20) according to claim
1, wherein the direct injection channel (cl) corresponds to . a

connection st.orage peripheral .. 5 . A crypt.ographic nodul e (20)
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a plurality of 30 cryptographic nodules, said distribution center
conpri si ng: a partitioning unit (81) adapted to partition a
secret el efdnt & SKyntagrashiceasdulier dR20Andcserdidg to any one of

15 claims 11 to 15, further adapted to share with another
cryptographic module a secret information item relating
to an individual identity of said cryptographic module.

1T. A cryptographic module (20) according to any one of
20 claims 11 to 16, further adapted to share a secret
information item relating to an identity of a group of
cryptographic modules, said cryptographic module
belonging to said group of cryptographic modules.

25 18. A terminal comprising a cryptographic module
according to any one of claims 11 to 17.

19. A center (21) for distribution of a secret element in
a cryptographic system comprising a plurality of

30 cryptographic modules, said distribution center
comprising:

- a partitioning unit (81) adapted to partition a
secret element (SK) into at least first and second
partial secret information items (K, - K,), said secret

35 element being obtainable from said partial secret
information items; and



partial secret information itenms (KO - R ), said secret 35 el enent
bei ng obtainable fromsaid partial secret information itens; and 26
an interface (82) adapted to distribuyge said first partial secret
information item (KO but not the second partial secret information
item respectively said second partial secret information item (Ki
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i nformationg{tem (KD ahPai St Or age peripheral . 22. A secret el enent
distribution center (21) according to claim?20 or 21, wherein the

second interface (84) is 25 adapted to transmt the second parti al
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- a second interface (84) adapted to perform a

15 second transmission separate from said first
transmission.

21.. A secret element distribution center (21) according
to claim 20, wherein the first interface (83) is adapted

20 to transmit the first partial secret information item (K,)
to a storage peripheral.

22 . A secret element distribution center (21) according
to claim 20 or 21, wherein the second interface (84) is

25 adapted to transmit the second partial secret information
item (K - K,) via a radio channel.

23. A cryptographic system (23) comprising a plurality of
cryptographic modules (20) according to any one of claims

30 11 to 15 and a secret element distribution center (21)
according to any one of claims |4 to 22, wherein a secret
element is distributed by means of a sharing method
according to any one of claims 1 to 7.



