FULL BACKUP METHOD AND APPARATUS FOR DISTRIBUTED DATABASE
SYSTEM, AND COMPUTER-READABLE STORAGE MEDIUM

TECHNICAL FIELD
[0001] The present disclosure belongs to the field of computer technologies, in particular to a
method and an apparatus for performing a full backup for a distributed database system, and a

computer-readable storage medium.

BACKGROUND

[0002] This section is intended to provide background or context to the embodiments of the
present disclosure as set forth in claims. What is described herein is not admitted to be prior art
by virtue of its inclusion in this section.

[0003] A distributed database may have data stored across a plurality of nodes (generally
referred to as data nodes). FIG. 1 shows a distributed database system, where the distributed
database system 100 includes a coordinator node 101, a plurality of data nodes 102, and a
plurality of clients. The coordinator node 101 may handle distributed transactions with the
following logic. In case a global transaction involves only one data node, the data node may just
commit the transaction by using a one-phase commit protocol. Of course, the transaction may
also be committed by using a two-phase commit protocol, which however may result in a
relatively poor processing performance and increase the probability of failure. In case the global
transaction involves a plurality of data nodes, a two-phase commit protocol (or a three-phase
commit protocol) may be used to start the branch transactions at the data nodes. Specifically, the
branch transactions are controlled by the coordinator to enter into prepared states, and one global
transaction log (containing information about the branch transactions corresponding to the global
transaction) is recorded after all the branch transactions are in the prepared states. In case the
global transaction is successfully logged (i.e., the global transaction is supposed to succeed), the
branch transactions in the prepared states would start to be committed until they are all
successfully committed; and in case the global transaction fails to be logged (i.e., the global
transaction is supposed to eventually fail), all branch transactions would be rolled back.

[0004] However, branch transactions in the prepared states are generally not logged when a

full backup is performed on each data node at a certain time point. In other words, a certain
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branch transaction cannot be backed up in case the full-backup time point (at which the full
backup is performed) falls between a prepare log flush and a commit log flush of the branch

transaction.

SUMMARY

[0005] In view of the aforesaid problems in the related art, proposed are a method and an
apparatus for performing a full backup for a distributed database system, and a
computer-readable storage medium, that can solve the aforesaid problems.

[0006] The present disclosure provides the following solutions.

[0007] In a first aspect, provided is a method of performing a full backup for a distributed
database system including a plurality of data nodes. The method includes: acquiring full backup
data of each data node in the distributed database system, with a full-backup time point
corresponding to the full backup data being a first time point; determining a trust divergence
time point for the first time point, where all transactions in prepared states prior to the trust
divergence time point are enabled to be committed or rolled back before the first time point;
acquiring a first incremental log set of said each data node between the trust divergence time
point and the first time point; acquiring from the first incremental log set a pending transaction
of said each data node, the pending transaction being in a prepared state but not committed or
rolled back; and replaying the pending transaction of said each data node on the full backup data
of said each data node.

[0008] In a possible implementation, acquiring the full backup data of each data node in the
distributed database system includes: taking a data node snapshot for said each data node at the
first time point, and recording currently imported data of said each data node as the full backup
data.

[0009] In a possible implementation, determining the trust divergence time point for the first
time point includes: acquiring an incremental log of said each data node based on the first time
point; and determining prepare time points and commit time points of a plurality of branch
transactions based on the incremental log of said each data node, and determining the trust
divergence time point for the first time point based on the prepare time points and the commit
time points of the plurality of branch transactions.

[0010] In a possible implementation, the method further includes: determining branch
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transaction commit durations based on the prepare time points and the commit time points of
the plurality of branch transactions; acquiring a branch transaction commit duration longer than
a predetermined time length, and recording a prepare time point and a commit time point of a
branch transaction corresponding to the branch transaction commit duration into a branch
transaction time-consumption table; and determining the trust divergence time point for the first
time point based on the branch transaction time-consumption table.

[0011] In a possible implementation, determining the trust divergence time point for the first
time point based on the branch transaction time-consumption table includes: searching the
branch transaction time-consumption table for any branch transaction matching a predetermined
condition, where the predetermined condition is that the prepare time point is prior to tl-s and
the commit time point is later than t1, t1 being the first time point and s being the predetermined
time length; where in case at least one branch transaction matching the predetermined condition
is present in the branch transaction time-consumption table, an earliest prepare time point is
selected for the at least one branch transaction matching the predetermined condition to serve as
the trust divergence time point for the first time point; and where in case no branch transaction
matching the predetermined condition is present in the branch transaction time-consumption
table, the trust divergence time point for the first time point is determined as tl-s, t1 being the
first time point and s being the predetermined time length.

[0012] In a second aspect, provided is another method of performing a full backup for a
distributed database system including a plurality of data nodes. The method includes:
performing a full backup for each data node in the distributed database system at a second time
point to acquire full backup data, and determining a finish time point of the full backup as a
third time point; determining a trust divergence time point for the second time point, where all
transactions in prepared states prior to the trust divergence time point are enabled to be
committed or rolled back before the second time point; acquiring a second incremental log set
of said each data node between the trust divergence time point and a fourth time point, where
the fourth time point is any time point after the third time point; and performing a fault-tolerant
replay of the second incremental log set on the second full backup data.

[0013] In a possible implementation, determining the trust divergence time point for the
second time point includes: acquiring an incremental log of said each data node based on the

second time point; and determining prepare time points and commit time points of a plurality of
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branch transactions based on the incremental log of said each data node, and determining the
trust divergence time point for the second time point based on the prepare time points and the
commit time points of the plurality of branch transactions.

[0014] In a possible implementation, the method further includes: determining branch
transaction commit durations based on the prepare time points and the commit time points of
the plurality of branch transactions; acquiring a branch transaction commit duration longer than
a predetermined time length, and recording a prepare time point and a commit time point of a
branch transaction corresponding to the branch transaction commit duration into a branch
transaction time-consumption table; and determining the trust divergence time point for the
second time point based on the branch transaction time-consumption table.

[0015] In a possible implementation, determining the trust divergence time point for the
second time point based on the branch transaction time-consumption table includes: searching
the branch transaction time-consumption table for any branch transaction matching a
predetermined condition, where the predetermined condition is that the prepare time point is
prior to t2-s and the commit time point is later than t2, t2 being the second time point and s
being the predetermined time length; where in case at least one branch transaction matching the
predetermined condition is present in the branch transaction time-consumption table, an earliest
prepare time point is selected for the at least one branch transaction matching the predetermined
condition to serve as the trust divergence time point for the second time point; and where in case
no branch transaction matching the predetermined condition is present in the branch transaction
time-consumption table, the trust divergence time point for the second time point is determined
as t2-s, t2 being the second time point and s being the predetermined time length.

[0016] In a possible implementation, performing the fault-tolerant replay of the second
incremental log set on the second full backup data includes: performing write conflict
processing on recorded data during the replay.

[0017] In a third aspect, provided is an apparatus for performing a full backup for a
distributed database system including a plurality of data nodes. The apparatus includes: a first
backup unit configured to acquire full backup data of each data node in the distributed database
system, with a full-backup time point corresponding to the full backup data being a first time
point; a first determination unit configured to determine a trust divergence time point for the

first time point, where all transactions in prepared states prior to the trust divergence time point
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are enabled to be committed or rolled back before the first time point; a first acquisition unit
configured to acquire a first incremental log set of said each data node between the trust
divergence time point and the first time point, and acquire from the first incremental log set a
pending transaction of said each data node, the pending transaction being in a prepared state but
not committed or rolled back; and a first replay unit configured to replay the pending
transaction of said each data node on the full backup data of said each data node.

[0018] In a possible implementation, the first backup unit is further configured to take a data
node snapshot for said each data node at the first time point, and record currently imported data
of said each data node as the full backup data.

[0019] In a possible implementation, the first determination unit is further configured to:
acquire an incremental log of said each data node based on the first time point; and determine
prepare time points and commit time points of a plurality of branch transactions based on the
incremental log of said each data node, and determine the trust divergence time point for the
first time point based on the prepare time points and the commit time points of the plurality of
branch transactions.

[0020] In a possible implementation, the first determination unit is further configured to:
determine branch transaction commit durations based on the prepare time points and the commit
time points of the plurality of branch transactions; acquire a branch transaction commit duration
longer than a predetermined time length, and record a prepare time point and a commit time
point of a branch transaction corresponding to the branch transaction commit duration into a
branch transaction time-consumption table; and determine the trust divergence time point for
the first time point based on the branch transaction time-consumption table.

[0021] In a possible implementation, the first determination unit is further configured to:
search the branch transaction time-consumption table for any branch transaction matching a
predetermined condition, where the predetermined condition is that the prepare time point is
prior to tl-s and the commit time point is later than tl, t1 being the first time point and s being
the predetermined time length; where in case at least one transaction matching the
predetermined condition is present in the branch transaction time-consumption table, an earliest
prepare time point is selected for the at least one branch transaction matching the predetermined
condition to serve as the trust divergence time point for the first time point; and where in case

no branch transaction matching the predetermined condition is present in the branch transaction
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time-consumption table, the trust divergence time point for the first time point is determined as
t1-s, t1 being the first time point and s being the predetermined time length.

[0022] In a fourth aspect, provided is another apparatus for performing a full backup for a
distributed database system including a plurality of data nodes. The apparatus includes: a
second backup unit configured to perform a full backup for each data node in the distributed
database system at a second time point to acquire full backup data, and determine a finish time
point of the full backup as a third time point; a second determination unit configured to
determine a trust divergence time point for the second time point, where all transactions in
prepared states prior to the trust divergence time point are enabled to be committed or rolled
back before the second time point; a second acquisition unit configured to acquire a second
incremental log set of said each data node between the trust divergence time point and a fourth
time point, where the fourth time point is any time point after the third time point; and a second
replay unit configured to perform a fault-tolerant replay of the second incremental log set on the
second full backup data.

[0023] In a possible implementation, the second determination unit is further configured to:
acquire an incremental log of said each data node based on the second time point; and determine
prepare time points and commit time points of a plurality of branch transactions based on the
incremental log of said each data node, and determine the trust divergence time point for the
second time point based on the prepare time points and the commit time points of the plurality
of branch transactions.

[0024] In a possible implementation, the second determination unit is further configured to:
determine branch transaction commit durations based on the prepare time points and the commit
time points of the plurality of branch transactions; acquire a branch transaction commit duration
longer than a predetermined time length, and record a prepare time point and a commit time
point of a branch transaction corresponding to the branch transaction commit duration into a
branch transaction time-consumption table; and determine the trust divergence time point for
the second time point based on the branch transaction time-consumption table.

[0025] In a possible implementation, the second determination unit is further configured to:
search the branch transaction time-consumption table for any branch transaction matching a
predetermined condition, where the predetermined condition is that the prepare time point is

prior to t2-s and the commit time point is later than t2, t2 being the second time point and s
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being the predetermined time length; where in case at least one branch transaction matching the
predetermined condition is present in the branch transaction time-consumption table, an earliest
prepare time point is selected for the at least one branch transaction matching the predetermined
condition to serve as the trust divergence time point for the second time point; and where in case
no branch transaction matching the predetermined condition is present in the branch transaction
time-consumption table, the trust divergence time point for the second time point is determined
as t2-s, t2 being the second time point and s being the predetermined time length.

[0026] In a possible implementation, the second replay unit is further configured to perform
write conflict processing on recorded data during the replay.

[0027] In a fifth aspect, provided is an apparatus for performing a full backup for a distributed
database system. The apparatus includes: at least one processor, and a memory
communicatively connected to the at least one processor, the memory having instructions
executable by the at least one processor stored therein, where the instructions, when executed by
the at least one processor, cause the at least one processor to implement the method according to
the first aspect or the method according to the second aspect.

[0028] In a sixth aspect, provided is a computer-readable storage medium having programs
stored thereon, where the programs, when executed by a multicore processor, cause the
multicore processor to implement the method according to the first aspect or the method
according to the second aspect.

[0029] According to at least one of the aforesaid technical solutions, implementations of the
present disclosure can achieve the following beneficial effects. The branch transaction, which is
currently in a prepared state but has not been committed or rolled back, can be imported when
the full backup is performed on each data node in the distributed database system.

[0030] It should be understood that the aforesaid description only shows a summary of the
technical solutions of the present disclosure to facilitate better understanding of technical means
of the present disclosure for implementing the present disclosure in accordance with the content
described in the specification. Specific embodiments of the present disclosure will be given
below to make the above and other objects, features, and advantages of the present disclosure

more apparent.



BRIEF DESCRIPTION OF THE DRAWINGS

[0031] By reading following details of the exemplary embodiments below, those of ordinary
skills in the art may understand the advantages and benefits described herein and other
advantages and benefits. The accompanying drawings are for the purpose of illustrating
exemplary embodiments only and are not intended to be a limitation of the present disclosure.
Further, a same reference sign is adopted to indicate a same component throughout the
accompanying drawings. In the accompanying drawings:

[0032] FIG. 1 is a schematic diagram of a distributed database;

[0033] FIG. 2 is a schematic flowchart of a backup method for a distributed database
according to an embodiment of the present disclosure;

[0034] FIG. 3 is a schematic flowchart of a backup method for a distributed database
according to another embodiment of the present disclosure;

[0035] FIG. 4 is a schematic structural diagram of a backup apparatus for a distributed
database according to an embodiment of the present disclosure;

[0036] FIG. 5 is a schematic structural diagram of a backup apparatus for a distributed
database according to another embodiment of the present disclosure; and

[0037] FIG. 6 is a schematic structural diagram of a backup apparatus for a distributed
database according to still another embodiment of the present disclosure.

[0038] In the accompanying drawings, the same or corresponding reference signs indicate

same or corresponding portions.

DETAILED DESCRIPTION

[0039] Exemplary embodiments of the present disclosure will be described below in more
details with reference to the accompanying drawings. Although the accompanying drawings
illustrate exemplary embodiments of the present disclosure, it should be understood that the
present disclosure can be implemented in various forms and should not be construed as limited to
embodiments described herein. Rather, these embodiments are provided so that the present
disclosure will be understood thoroughly, and will fully convey the scope of the present
disclosure to those skilled in the art.

[0040] In the present disclosure, it should be understood that terms such as "include" or "have"

are intended to indicate the existence of the characteristics, figures, steps, actions, components,
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parts disclosed by the specification or any combination thereof, without excluding the existence
of one or more other characteristics, figures, steps, actions, components, parts or any
combination thereof.

[0041] Furthermore, it should be noted that, in case of no conflict, the embodiments of the
present disclosure and features of the embodiments may be combined with each other in any
manner. The present disclosure will be described in detail below with reference to the
accompanying drawings and embodiments.

[0042] It will be understood by those skilled in the art that the application scenario described is
only an example in which an embodiment of the present disclosure may be implemented. The
application scope of implementations of the present disclosure is not limited in any way. After
basic principles of the present disclosure, various non-limiting implementations of the present
disclosure will be described specifically below.

[0043] FIG. 2 is a schematic flowchart of a backup method 200 for a distributed database
according to an embodiment of the present disclosure. In this process, the execution subject may
be one or more electronic devices in terms of device; and the execution subject may
accordingly be one or more programs installed on the one or more electronic devices in terms of
program.

[0044] As shown in FIG. 2, the method 200 may include following steps 201 to 204.

[0045] Step 201: full backup data of each data node in the distributed database system is
acquired.

[0046] The full-backup time point corresponding to the full backup data is the first time point
tl. In a distributed database, each data node has its own corresponding full backup data, and at a
particular moment, the full backup data of each data node contains all the data of said each data
node at the particular moment. For example, a first data node may have first full backup data,
and a second data node may have second full backup data.

[0047] In a possible implementation, step 201 may specifically include: taking a data node
snapshot for said each data node at the first time point, and recording currently imported data as
the first full backup data.

[0048] In an example, the snapshot may be created for each data node at a certain time point.
One basic function of the snapshot is the data backup, such that the data in the data node at

another time point after completing the snapshot can be restored to a time point when the
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snapshot is created. At the first time point t1, the data node snapshot is taken for each data node,
and the data that has been imported at the first time point t1 is taken as the first full backup data.
The transactions that are in the prepared states but not committed are generally not recorded into
the database when the full backup is performed on each data node. Thus, the first full backup
data does not contain the data of transactions, which are in the prepared states at the first time
point t1 but not committed, of each data node.

[0049] Step 202: a trust divergence time point a is determined for the first time point t1. The
trust divergence time point a prior to the first time point tl is determined so that all transactions
in the prepared states prior to the trust divergence time point a are enabled to be committed or
rolled back before the first time point t1.

[0050] In a possible implementation, step 202 further includes: acquiring an incremental log of
said each data node based on the first time point tl; and determining prepare time points and
commit time points of a plurality of branch transactions based on the incremental log of said
each data node, and determining the trust divergence time point for the first time point based on
the prepare time points and the commit time points of the plurality of branch transactions.
Specifically, the prepare time point of the branch transaction is namely the time point at which
the branch transaction enters the prepared state when the two-phase commit protocol is used, and
the commit time point of the branch transaction is namely the time point at which the branch
transaction in the prepared state is committed.

[0051] Each data node may acquire the trust divergence time point a for the first time point t1
by calculation and analysis based on the prepare time points and commit time points of the
branch transactions as executed. In terms of the trust divergence time point a for the first time
point t1 of the data node, all branch transactions in the prepared states prior to the trust
divergence time point a must be determined to be committed or rolled back based on the
incremental log before the first time point t1; whereas, for the branch transactions in the prepared
states between the trust divergence time point a and the first time point tl, the final states of the
transactions may fail to be determined based on the incremental log before the first time point t1.
[0052] In a possible implementation, step 202 further includes: determining branch transaction
commit durations based on the prepare time points and the commit time points of the plurality of
branch transactions; acquiring a branch transaction commit duration longer than a predetermined

time length, and recording a prepare time point and a commit time point of a branch transaction
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corresponding to the branch transaction commit duration into a branch transaction
time-consumption table; and determining the trust divergence time point for the first time point
tl based on the branch transaction time-consumption table. Optionally, a branch transaction
time-consumption table may be maintained on each data node, or each data node may jointly
maintain a branch transaction time-consumption table to calculate the trust divergence time point
on the data node for the first time point.

[0053] In a possible implementation, determining the trust divergence time point for the first
time point based on the branch transaction time-consumption table includes following
procedures. Firstly, the branch transaction time-consumption table is searched for any transaction
matching a predetermined condition, where the predetermined condition herein is that the
prepare time point is prior to tl-s and the commit time point is later than t1, with tl being the
first time point and s being the predetermined time length acquired by experience. Then, in case
at least one branch transaction matching the predetermined condition is present in the branch
transaction time-consumption table, an earliest prepare time point of the at least one transaction
matching the predetermined condition is determined as the trust divergence time point for the
first time point; and in case no branch transaction matching the predetermined condition is
present in the branch transaction time-consumption table, the trust divergence time point for the
first time point is determined as tl-s, with tl being the first time point and s being the
predetermined time length. Based on the analysis, it can be seen that the pending transaction that
enters the prepared state but is not committed or rolled back may only exist after the trust
divergence time point. Optionally, the trust divergence time point may also be any time point
before the earliest prepare time point of the corresponding branch transaction matching the
predetermined condition.

[0054] Step 203: a first incremental log set of said each data node between the trust divergence
time point and the first time point is determined, and a pending transaction that is in the prepared
state but not committed or rolled back is acquired from the first incremental log set.

[0055] Step 204: the pending transaction on the first full backup data is replayed.

[0056] According to aspects of the aforesaid embodiments, transactions in the prepared states
can be recorded into the database while performing the full backup for each data node.

[0057] FIG. 3 is a schematic flowchart of a backup method 300 for a distributed database

according to an embodiment of the present disclosure. In this process, the execution subject may
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be one or more electronic devices in terms of device; and the execution subject may accordingly
be one or more programs installed on the one or more electronic devices in terms of program.
[0058] As shown in FIG. 3, the method 300 may include following steps 301 to 304.

[0059] Step 301: a full backup is performed for each data node in the distributed database
system at a second time point t2 to acquire full backup data, and a finish time point of the full
backup is determined as a third time point t3.

[0060] The data backup (e.g., export based on the table) of each data node is started at the
second time point t2, and the time point when the data backup is completed is recorded as the
third time point t3. In the distributed database, each data node has its own corresponding full
backup data.

[0061] Step 302: a trust divergence time point b is determined for the second time point t2,
where all transactions in the prepared states prior to the trust divergence time point b are enabled
to be committed or rolled back before the second time point.

[0062] Each data node may acquire the trust divergence time point b for the second time point
t2 by calculation and analysis based on the prepare time points and commit time points of the
branch transactions as executed. In terms of the trust divergence time point b for the second time
point t2 of the data node, all branch transactions in the prepared states prior to the trust
divergence time point b must be determined to be committed or rolled back based on the
incremental log before the second time point t2; whereas, for the branch transactions in the
prepared states between the trust divergence time point b and the second time point t2, the final
states of the transactions may fail to be determined based on the incremental logs before the
second time point t2.

[0063] In a possible implementation, step 302 further includes: acquiring an incremental log of
said each data node based on the second time point t2; and determining prepare time points and
commit time points of a plurality of branch transactions based on the incremental log of said
each data node, and determining the trust divergence time point for the second time point based
on the prepare time points and the commit time points of the plurality of branch transactions.
[0064] In an example, the prepare time points and the commit time points of the plurality of
branch transactions corresponding to the first data node are acquired based on the incremental
log of the first data node; then, several branch transactions whose prepare time points are prior to

the second time point and whose commit time points are later than the second time point are
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selected, and the earliest prepare time point is selected therefrom to serve as the trust divergence
time point.

[0065] In a possible implementation, determining the trust divergence time point for the
second time point based on the prepare time points and the commit time points of the plurality of
branch transactions further includes: determining branch transaction commit durations based on
the prepare time points and the commit time points of the plurality of branch transactions;
acquiring a branch transaction commit duration longer than a predetermined time length, and
recording a prepare time point and a commit time point of a branch transaction corresponding to
the branch transaction commit duration into a branch transaction time-consumption table; and
determining the trust divergence time point for the second time point based on the branch
transaction time-consumption table. Optionally, a branch transaction time-consumption table
may be maintained on each data node, or each data node may jointly maintain a branch
transaction time-consumption table to calculate the trust divergence time point b on the data node
for the second time point t2.

[0066] In a possible implementation, determining the trust divergence time point for the
second time point based on the branch transaction time-consumption table includes: searching
the branch transaction time-consumption table for any branch transaction matching a
predetermined condition. The predetermined condition herein is that the prepare time point is
prior to t2-s and the commit time point is later than t2, with t2 being the second time point and s
being the predetermined time length. Then, in case at least one branch transaction matching the
predetermined condition is present in the branch transaction time-consumption table, an earliest
prepare time point of the at least one branch transaction matching the predetermined condition is
determined as the trust divergence time point for the second time point; and in case no branch
transaction matching the predetermined condition is present in the branch transaction
time-consumption table, the trust divergence time point for the second time point is determined
as t2-s, with t2 being the first time point and s being the predetermined time length. Based on the
analysis, it can be seen that the pending transaction that enters the prepared state but is not
committed or rolled back may only exist after the trust divergence time point. Optionally, the
trust divergence time point may also be any time point before the earliest prepare time point of
the corresponding branch transaction matching the predetermined condition.

[0067] Step 303: a second incremental log set of said each data node between the trust
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divergence time point b and a fourth time point t4 is determined, where the fourth time point t4 is
any time point after the third time point t3.

[0068] Step 304: a fault-tolerant replay of the second incremental log set is performed on the
second full backup data.

[0069] In a possible implementation, the fault-tolerant replay may include performing write
conflict processing on recorded data during the replay, which ignores operations such as
duplicate insertions and thereby avoids adverse effects caused by executing the data repeatedly.
[0070] According to aspects of the aforesaid embodiments, transactions in the prepared states
may be recorded into the database while performing a full backup for each data node, so as to
achieve the full backup.

[0071] In a possible implementation, based on the same technical idea, embodiments of the
present disclosure further provide a backup apparatus for a distributed database to perform the
backup method for the distributed database provided in FIG. 2. FIG. 4 is a schematic structural
diagram of a backup apparatus for a distributed database according to an embodiment of the
present disclosure.

[0072] As shown in FIG. 4, the apparatus 400 includes:

[0073] a first backup unit 401 configured to acquire full backup data of each data node in the
distributed database system, with a full-backup time point corresponding to the full backup data
being a first time point;

[0074] a first determination unit 402 configured to determine a trust divergence time point for
the first time point, where all transactions in prepared states prior to the trust divergence time
point are enabled to be committed or rolled back before the first time point;

[0075] a first acquisition unit 403 configured to acquire a first incremental log set of said each
data node between the trust divergence time point and the first time point, and acquire from the
first incremental log set a pending transaction of said each data node, the pending transaction
being in the prepared state but not committed or rolled back; and

[0076] a first replay unit 404 configured to replay the pending transaction of said each data
node on the full backup data of said each data node.

[0077] In a possible implementation, the first backup unit 401 is further configured to take a
data node snapshot for said each data node at the first time point, and record currently imported

data of said each data node as the full backup data.
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[0078] In a possible implementation, the first determination unit 402 is further configured to:
acquire an incremental log of said each data node based on the first time point; and determine
prepare time points and commit time points of a plurality of branch transactions based on the
incremental log of said each data node, and determine the trust divergence time point for the first
time point based on the prepare time points and the commit time points of the plurality of branch
transactions.

[0079] In a possible implementation, the first determination unit 402 is further configured to:
determine branch transaction commit durations based on the prepare time points and the commit
time points of the plurality of branch transactions; acquire a branch transaction commit duration
longer than a predetermined time length, and record a prepare time point and a commit time
point of a branch transaction corresponding to the branch transaction commit duration into a
branch transaction time-consumption table; and determine the trust divergence time point for the
first time point based on the branch transaction time-consumption table.

[0080] In a possible implementation, the first determination unit 402 is further configured to:
search the branch transaction time-consumption table for any branch transaction matching a
predetermined condition. The predetermined condition herein is that the prepare time point is
prior to tl-s and the commit time point is later than t1, t1 being the first time point and s being
the predetermined time length. In case at least one branch transaction matching the
predetermined condition is present in the branch transaction time-consumption table, an earliest
prepare time point is selected for the at least one branch transaction matching the predetermined
condition to serve as the trust divergence time point for the first time point; and in case no branch
transaction matching the predetermined condition is present in the branch transaction
time-consumption table, the trust divergence time point for the first time point is determined as
tl-s, t1 being the first time point and s being the predetermined time length.

[0081] In a possible implementation, based on the same technical idea, embodiments of the
present disclosure further provide another backup apparatus for a distributed database to perform
the backup method for the distributed database provided in FIG. 3. FIG. 5 is a schematic
structural diagram of a backup apparatus for a distributed database according to an embodiment
of the present disclosure.

[0082] As shown in FIG. 5, the apparatus 500 includes:

[0083] a second backup unit 501 configured to perform a full backup for each data node in the
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distributed database system at a second time point to acquire full backup data, and determine a
finish time point of the full backup as a third time point;

[0084] a first determination unit 502 configured to determine a trust divergence time point for
the second time point, where all transactions in prepared states prior to the trust divergence time
point are enabled to be committed or rolled back before the second time point;

[0085] a second acquisition unit 503 configured to acquire a second incremental log set of said
each data node between the trust divergence time point and a fourth time point, the fourth time
point herein being any time point after the third time point; and

[0086] a second replay unit 504 configured to perform a fault-tolerant replay of the second
incremental log set on the second full backup data.

[0087] In a possible implementation, the second determination unit is further configured to:
acquire an incremental log of said each data node based on the second time point; and determine
prepare time points and commit time points of a plurality of branch transactions based on the
incremental log of said each data node, and determine the trust divergence time point for the
second time point based on the prepare time points and the commit time points of the plurality of
branch transactions.

[0088] In a possible implementation, the second determination unit 502 is further configured to:
determine branch transaction commit durations based on the prepare time points and the commit
time points of the plurality of branch transactions; acquire a branch transaction commit duration
longer than a predetermined time length, and record a prepare time point and a commit time
point of a branch transaction corresponding to the branch transaction commit duration into a
branch transaction time-consumption table; and determine the trust divergence time point for the
second time point based on the branch transaction time-consumption table.

[0089] In a possible implementation, the second determination unit 502 is further configured to:
search the branch transaction time-consumption table for any branch transaction matching a
predetermined condition. The predetermined condition herein is that the prepare time point is
prior to t2-s and the commit time point is later than t2, t2 being the second time point and s being
the predetermined time length. In case at least one branch transaction matching the
predetermined condition is present in the branch transaction time-consumption table, an earliest
prepare time point is selected for the at least one branch transaction matching the predetermined

condition to serve as the trust divergence time point for the second time point; and in case no
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branch transaction matching the predetermined condition is present in the branch transaction
time-consumption table, the trust divergence time point for the second time point is determined
as t2-s, t2 being the second time point and s being the predetermined time length.

[0090] In a possible implementation, the second replay unit 504 is further configured to
perform write conflict processing on recorded data during the replay.

[0091] It should be noted that the apparatus for performing a full backup for the distributed
database system according to embodiments of the present disclosure can achieve each process in
the aforementioned embodiments of the method of performing a full backup for the distributed
database system, and can also achieve the same effect and function, which will not be repeated
here.

[0092] FIG. 6 shows an apparatus for performing a full backup for a distributed database
system according to an embodiment of the present disclosure for executing the method of
performing a full backup for the distributed database system shown in FIG. 2 or FIG. 3. The
apparatus includes at least one processor, and a memory communicatively connected to the at
least one processor. The memory has instructions executable by the at least one processor stored
therein, where the instructions, when executed by the at least one processor, cause the at least
one processor to implement the data processing method according to the aforesaid embodiments.
[0093] According to some embodiments of the present disclosure, a non-volatile computer
storage medium for the method of performing a full backup for the distributed database system is
provided. The non-volatile computer storage medium has computer-executable instructions
stored thereon, where the computer-executable instructions, when executed by the processor,
cause the method of performing a full backup for the distributed database system according to
the aforesaid embodiments to be implemented.

[0094] The respective embodiments of the present disclosure are described in a progressive
manner. The reference may be made to each other for the same or similar parts of the respective
embodiments, and each embodiment focuses on the differences from other embodiments.
Especially, for the embodiments of the apparatus, device and computer-readable storage medium,
since they basically correspond to the embodiments of the method, they are described in a simple
way, and reference may be made to the description part on embodiments of the method for
relevant points.

[0095] The apparatus, device and computer-readable storage medium according to
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embodiments of the present disclosure correspond to the method one by one. Thus, the apparatus,
device and computer-readable storage medium have similar beneficial technical effects with the
corresponding method. Since the beneficial technical effects of the method have been described
in detail above, the beneficial technical effects of the apparatus, device and computer-readable
storage medium will not be repeated here.

[0096] Those skilled in the art should understand that the embodiments of the present
disclosure may be provided as a method, a system, or a computer program product. Therefore,
the present disclosure may be in the form of full hardware embodiments, full software
embodiments, or a combination thereof. Moreover, the present disclosure may be in the form of a
computer program product that is implemented on one or more computer-usable storage medium
(which includes, but is not limited to, magnetic disk storage, CD-ROM, optical storage)
containing computer-usable program codes.

[0097] The present disclosure is described referring to the flowchart and/or block diagram of
the method, device (system) and computer program product according to the embodiments of the
present disclosure. It should be understood that, each flow and/or block in the flowchart and/or
block diagram and the combination of flow and/or block in the flowchart and/or block diagram
may be realized via computer program instructions. Such computer program instructions may be
provided to the processor of a general-purpose computer, special-purpose computer, a built-in
processor or other programmable data processing devices to produce a machine, such that the
instructions executed by the processor of a computer or other programmable data processing
devices may produce a device for realizing the functions specified in one or more flows in the
flowchart and/or one or more blocks in the block diagram.

[0098] Such computer program instructions may also be stored in a computer-readable storage
that can guide a computer or other programmable data processing devices to work in a specific
mode, such that the instructions stored in the computer-readable storage may produce a
manufacture including a commander equipment, where the commander equipment may realize
the functions specified in one or more flows of the flowchart and one or more blocks in the block
diagram.

[0099] Such computer program instructions may also be loaded to a computer or other
programmable data processing devices, such that a series of operational processes may be

executed on the computer or other programmable devices to produce a computer-realized
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processing, and thereby the instructions executed on the computer or other programmable
devices may provide a process for realizing the functions specified in one or more flows in the
flowchart and/or one or more blocks in the block diagram.

[00100] In a typical configuration, the computing device includes one or more processors
(CPU), an input/output interface, a network interface, and a memory.

[00101] The memory may include a non-permanent memory in a computer-readable medium, a
random access memory (RAM) and/or a non-volatile memory, such as a read-only memory
(ROM) or a flash memory (flash RAM). The memory is an example of a computer-readable
medium.

[00102] The computer-readable medium may be permanent and non-permanent, or removable
and non-removable media, which can achieve the information storage by any method or
technology. The information may be computer-readable instructions, data structures, program
modules, or other data. Examples of the computer storage medium include, but are not limited to,
a phase change memory (PRAM), a static random access memory (SRAM), a dynamic random
access memory (DRAM), other types of random access memory (RAM), read-only memory
(ROM), an electrically erasable programmable read-only memory (EEPROM), a flash memory
or other memory technologies, a CD-ROM, a digital versatile disc (DVD) or other optical
storage, and a magnetic cassette tape. The magnetic tape storage or other magnetic storage
devices or any other non-transmission medium may be configured to store information that can
be accessed by computing devices. Furthermore, although the operations of the method of the
present disclosure are described in a specific order in drawings, it does not require or imply that
the operations must be performed in the specific order, or that the desired result can only be
achieved if all the operations as shown are performed. Additionally or alternatively, some steps
may be omitted, multiple steps may be combined into one step for execution, and/or one step
may be decomposed into multiple steps for execution.

[00103] Although the spirit and principles of the present disclosure have been described with
reference to several embodiments, it shall be understood that the present disclosure is not limited
to the embodiments as disclosed, nor does the division of the aspects imply that the features in
those aspects cannot be combined for benefit, such division being for convenience of
presentation only. The present disclosure is intended to cover various modifications and

equivalent arrangements included within the spirit and scope of the appended claims.
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WHAT IS CLAIMED IS:

1. A method of performing a full backup for a distributed database system comprising a plurality
of data nodes, the method comprising:

acquiring full backup data of each data node in the distributed database system, with a
full-backup time point corresponding to the full backup data being a first time point;

determining a trust divergence time point for the first time point, wherein all transactions in
prepared states prior to the trust divergence time point are enabled to be committed or rolled
back before the first time point;

acquiring a first incremental log set of said each data node between the trust divergence
time point and the first time point;

acquiring from the first incremental log set a pending transaction of said each data node,
the pending transaction being in a prepared state but not committed or rolled back; and

replaying the pending transaction of said each data node on the full backup data of said

each data node.

2. The method according to claim 1, wherein acquiring the full backup data of each data node in
the distributed database system comprises:
taking a data node snapshot for said each data node at the first time point, and recording

currently imported data of said each data node as the full backup data.

3. The method according to claim 1, wherein determining the trust divergence time point for the
first time point comprises:
acquiring an incremental log of said each data node based on the first time point; and
determining prepare time points and commit time points of a plurality of branch
transactions based on the incremental log of said each data node, and determining the trust
divergence time point for the first time point based on the prepare time points and the commit

time points of the plurality of branch transactions.

4. The method according to claim 3, further comprising:
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determining branch transaction commit durations based on the prepare time points and the
commit time points of the plurality of branch transactions;

acquiring a branch transaction commit duration longer than a predetermined time length,
and recording a prepare time point and a commit time point of a branch transaction
corresponding to the branch transaction commit duration into a branch transaction
time-consumption table; and

determining the trust divergence time point for the first time point based on the branch

transaction time-consumption table.

5. The method according to claim 4, wherein determining the trust divergence time point for the
first time point based on the branch transaction time-consumption table comprises:

searching the branch transaction time-consumption table for any branch transaction
matching a predetermined condition, wherein the predetermined condition is that the prepare
time point is prior to t1-s and the commit time point is later than t1, t1 being the first time point
and s being the predetermined time length;

wherein in case at least one branch transaction matching the predetermined condition is
present in the branch transaction time-consumption table, an earliest prepare time point is
selected for the at least one branch transaction matching the predetermined condition to serve as
the trust divergence time point for the first time point; and

wherein in case no branch transaction matching the predetermined condition is present in
the branch transaction time-consumption table, the trust divergence time point for the first time
point is determined as tl-s, t1 being the first time point and s being the predetermined time

length.

6. A method of performing a full backup for a distributed database system comprising a plurality
of data nodes, comprising:

performing a full backup for each data node in the distributed database system at a second
time point to acquire full backup data, and determining a finish time point of the full backup as
a third time point;

determining a trust divergence time point for the second time point, wherein all
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transactions in prepared states prior to the trust divergence time point are enabled to committed
or rolled back before the second time point;

acquiring a second incremental log set of said each data node between the trust divergence
time point and a fourth time point, wherein the fourth time point is any time point after the third
time point; and

performing a fault-tolerant replay of the second incremental log set on the second full

backup data.

7. The method according to claim 6, wherein determining the trust divergence time point for the
second time point comprises:
acquiring an incremental log of said each data node based on the second time point; and
determining prepare time points and commit time points of a plurality of branch
transactions based on the incremental log of said each data node, and determining the trust
divergence time point for the second time point based on the prepare time points and the

commit time points of the plurality of branch transactions.

8. The method according to claim 7, further comprising:

determining branch transaction commit durations based on the prepare time points and the
commit time points of the plurality of branch transactions;

acquiring a branch transaction commit duration longer than a predetermined time length,
and recording a prepare time point and a commit time point of a branch transaction
corresponding to the branch transaction commit duration into a branch transaction
time-consumption table; and

determining the trust divergence time point for the second time point based on the branch

transaction time-consumption table.

9. The method according to claim 8, wherein determining the trust divergence time point for the
second time point based on the branch transaction time-consumption table comprises:
searching the branch transaction time-consumption table for any branch transaction

matching a predetermined condition, wherein the predetermined condition is that the prepare
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time point is prior to t2-s and the commit time point is later than t2, t2 being the second time
point and s being the predetermined time length;

wherein in case at least one transaction matching the predetermined condition is present in
the branch transaction time-consumption table, an earliest prepare time point is selected for the
at least one branch transaction matching the predetermined condition to serve as the trust
divergence time point for the second time point; and

wherein in case no branch transaction matching the predetermined condition is present in
the branch transaction time-consumption table, the trust divergence time point for the second
time point is determined as t2-s, t2 being the second time point and s being the predetermined

time length.

10. The method according to claim 6, wherein performing the fault-tolerant replay of the second
incremental log set on the second full backup data comprises:

performing write conflict processing on recorded data during the replay.

11. An apparatus for performing a full backup for a distributed database system comprising a
plurality of data nodes, comprising:

a first backup unit configured to acquire full backup data of said each data node in the
distributed database system, with a full-backup time point corresponding to the full backup data
being a first time point;

a first determination unit configured to determine a trust divergence time point for the first
time point, wherein all transactions in prepared states prior to the trust divergence time point are
enabled to be committed or rolled back before the first time point;

a first acquisition unit configured to acquire a first incremental log set of said each data
node between the trust divergence time point and the first time point, and acquire from the first
incremental log set a pending transaction of said each data node, the pending transaction being
in a prepared state but not committed or rolled back; and

a first replay unit configured to replay the pending transaction of said each data node on

the full backup data of said each data node.
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12. The apparatus according to claim 11, wherein the first backup unit is further configured to:
take a data node snapshot for said each data node at the first time point, and record

currently imported data of said each data node as the full backup data.

13. The apparatus according to claim 11, wherein the first determination unit is further
configured to:
acquire an incremental log of said each data node based on the first time point; and
determine prepare time points and commit time points of a plurality of branch transactions
based on the incremental log of said each data node, and determine the trust divergence time
point for the first time point based on the prepare time points and the commit time points of the

plurality of branch transactions.

14. The apparatus according to claim 13, wherein the first determination unit is further
configured to:

determine branch transaction commit durations based on the prepare time points and the
commit time points of the plurality of branch transactions;

acquire a branch transaction commit duration longer than a predetermined time length, and
record a prepare time point and a commit time point of a branch transaction corresponding to
the branch transaction commit duration into a branch transaction time-consumption table; and

determine the trust divergence time point for the first time point based on the branch

transaction time-consumption table.

15. The apparatus according to claim 14, wherein the first determination unit is further
configured to:

search the branch transaction time-consumption table for any branch transaction matching
a predetermined condition, wherein the predetermined condition is that the prepare time point is
prior to tl-s and the commit time point is later than t1, t1 being the first time point and s being
the predetermined time length;

wherein in case at least one branch transaction matching the predetermined condition is

present in the branch transaction time-consumption table, an earliest prepare time point is
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selected for the at least one branch transaction matching the predetermined condition to serve as
the trust divergence time point for the first time point; and

wherein in case no branch transaction matching the predetermined condition is present in
the branch transaction time-consumption table, the trust divergence time point for the first time
point is determined as tl-s, t1 being the first time point and s being the predetermined time

length.

16. An apparatus for performing a full backup for a distributed database system comprising a
plurality of data nodes, comprising:

a second backup unit configured to perform a full backup for each data node in the
distributed database system at a second time point to acquire full backup data, and determine a
finish time point of the full backup as a third time point;

a second determination unit configured to determine a trust divergence time point for the
second time point, wherein all transactions in prepared states prior to the trust divergence time
point are enabled to be committed or rolled back before the second time point;

a second acquisition unit configured to acquire a second incremental log set of said each
data node between the trust divergence time point and a fourth time point, wherein the fourth
time point is any time point after the third time point; and

a second replay unit configured to perform a fault-tolerant replay of the second incremental

log set on the second full backup data.

17. The apparatus according to claim 16, wherein the second determination unit is further
configured to:
acquire an incremental log of said each data node based on the second time point; and
determine prepare time points and commit time points of a plurality of branch transactions
based on the incremental log of said each data node, and determine the trust divergence time
point for the second time point based on the prepare time points and the commit time points of

the plurality of branch transactions.

18. The apparatus according to claim 17, wherein the second determination unit is further
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configured to:

determine branch transaction commit durations based on the prepare time points and the
commit time points of the plurality of branch transactions;

acquire a branch transaction commit duration longer than a predetermined time length, and
record a prepare time point and a commit time point of a branch transaction corresponding to
the branch transaction commit duration into a branch transaction time-consumption table; and

determine the trust divergence time point for the second time point based on the branch

transaction time-consumption table.

19. The apparatus according to claim 18, wherein the second determination unit is further
configured to:

search the branch transaction time-consumption table for any branch transaction matching
a predetermined condition, wherein the predetermined condition is that the prepare time point is
prior to t2-s and the commit time point is later than t2, t2 being the second time point and s
being the predetermined time length;

wherein in case at least one branch transaction matching the predetermined condition is
present in the branch transaction time-consumption table, an earliest prepare time point is
selected for the at least one branch transaction matching the predetermined condition to serve as
the trust divergence time point for the second time point; and

wherein in case no branch transaction matching the predetermined condition is present in
the branch transaction time-consumption table, the trust divergence time point for the second
time point is determined as t2-s, t2 being the second time point and s being the predetermined

time length.

20. The apparatus according to claim 16, wherein the second replay unit is further configured to:

perform write conflict processing on recorded data during the replay.

21. An apparatus for performing a full backup for a distributed database system, comprising:
at least one processor, and a memory communicatively connected to the at least one

processor, the memory having instructions executable by the at least one processor stored
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therein, wherein the instructions, when executed by the at least one processor, cause the at least
one processor to implement the method according to any one of claims 1 to 5 or the method

according to any one of claims 6 to 10.

22. A computer-readable storage medium having programs stored thereon, wherein the programs,

when executed by a multicore processor, cause the multicore processor to implement the method

according to any one of claims 1 to 5 or the method according to any one of claims 6 to 10.
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