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[DESCRIPTION]

[Title of Invention] REDUNDANT SYSTEM AND REDUNDANT SYSTEM
MANAGEMENT METHOD

[Technical Field]

[0001]

The present invention relates to a redundant system and a
redundant system management method.
[Background Art]

[0002]

The mission-critical system which must not go down easily,
such as amission-critical system of a financial institution, for
example, is generally configured as a cluster, that is to say,
a redundant system. Such a redundant system is operated in such
a way that an active-system apparatus and a standby-system
apparatus mutually monitor each other, and the standby system is
switched to serve as an active system in response to detection
of an anomaly in the active system.

[0003]

As a technique of monitoring and operating a redundant
system described above, the following techniques have been
proposed, for example. To be specific, in one example of the
proposed techniques, a client terminal executes the steps of:
accessing a dual network management system to obtain a monitoring
program for monitoring a system switching; activating the
obtained monitoring program; and causing the activated monitoring
program to periodically access the dual network management system
and to detect a switching of the network management system from
a response from the network management system (see Patent
Literature 1).

[Citation List]
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[Patent Literaturel]

[0004]

[PTL 1] Japanese Patent Application Publication No. 2005-4404
[Summary of Invention]

[Technical Problem]

[0005]

Currently, many systems are configured with redundancy by
including the active system and the standby system indeed.
Meanwhile, such redundancy has not been introduced to a mechanism
to play a role to detect an anomaly and perform system switching
in response to the detection. For this reason, if a failure occurs
in that mechanism, the redundant system operates without
performing an anomaly detection operation therein, and even a
trigger for a system switching operation is not generated. As
a result, the redundant systemmay stop providing services without
taking any countermeasure. In other words, there remains concern
that the mechanism for anomaly detection and system switching may
be a single point of failure, and may fundamentally damage the
effect of the system redundancy established by the active system
and the standby system.

[0006]

Against this background, an object of the present invention
is to provide a technique of providing a redundant failure
detection configuration to a redundant system, and thereby
enabling the redundant system to precisely detect a failure
occurrence, and reliably execute a necessary system switching
operation.

[Solution to Problem]
[0007]

In a redundant system of the present invention to solve the
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foregoing problem, each of power supply mechanisms provided for
respective computers redundantly provided includes a processor
configured to: monitor a write process in which predetermined
information received from another apparatus or another mechanism
in the corresponding computer is written to a storage of the power
supply mechanism; if the write process is not in conformity with
a predetermined rule, execute a power-off or reset operation; and
after the execution of the operation, give an instruction to
perform a fail-over operation to the other computer out of the
computers. It should be noted that each of the aforementioned
computers naturally also includes a mutual monitoring function
conventionally provided by clustering software in the redundant
system (the same applies below).

[0008]

In addition, a redundant system management method of the
present invention is to be executed by each of power supply
mechanisms provided for respective computers redundantly
provided, and includes: monitoring a write process in which
predetermined information from another apparatus or another
mechanism of the corresponding computer is written to a storage
of the power supply mechanism; executing a power-off or reset
operation if the write process is not in conformity with a
predetermined rule; and after the execution of the operation,
giving an instruction to perform a fail-over operation to the
other computer out of the computers.

[Advantageous Effects of Invention]
[0009]

According to the present invention, the redundant system

further includes the monitoring functions in the power supply

mechanisms, in addition to the mutual monitoring functions which
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are conventionally provided by the clustering software in the
redundant system. With this configuration, the redundant system
is provided with the redundant failure detection configuration,
and is enabled to precisely detect a failure occurrence, and
reliably execute a necessary system switching operation.
[Brief Description of Drawings]

[0010]

[Fig. 1] Fig. 1 is a diagram illustrating a configuration example
of a network including a redundant system of a first embodiment.
[Fig. 2] Fig. 2 is a diagram illustrating a configuration example
of a server of the first embodiment.

[Fig. 3] Fig. 3 is a diagram illustrating a configuration example
of a power supply mechanism of the first embodiment.

[Fig. 4] Fig. 4 is a diagram illustrating a configuration example
of a monitor table of the first embodiment.

[Fig. 5] Fig. 5 is a flowchart presenting a processing procedure
example 1 of a redundant system management method of the first
embodiment .

[Fig. 6] Fig. 6 is a flowchart presenting a processing procedure
example 2 of the redundant system management method of the first
embodiment.

[Fig. 7] Fig. 7 is a diagram illustrating a configuration example
of a network including a redundant system of a second embodiment.
[Fig. 8] Fig. 8 is a diagram illustrating a configuration example
of a monitoring computer of the second embodiment.

[Fig. 9] Fig. 9 is a diagram illustrating a configuration example
of a server of the second embodiment.

[Fig. 10] Fig. 10 is a flowchart presenting a processing procedure
example 1 of a redundant system management method of the second

embodiment.
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[Fig. 11] Fig. 11 is a flowchart presenting a processing procedure
example 2 of the redundant system management method of the second
embodiment .

[Description of Embodiments]

[0011]

Hereinafter, embodiments of the present invention are
described in details with reference to the drawings. Fig. 1 is
a diagram illustrating a configuration example of a network
including a redundant system 10 of a first embodiment. The
redundant system 10 illustrated in Fig. 1 is a computer system
that includes a failure detection mechanism with redundancy, and
therefore is enabled to precisely detect a failure occurrence and
reliably execute a necessary system switching operation.
[0012]

One example of the redundant system 10 assumed herein is
a mission-critical system operated in a financial institution.
As a matter of course, the redundant system 10 is not limited to
a system in a financial institution, but may be assumed to be
various kinds of server systems (each configured as a cluster with
redundancy) in any other business fields.

[0013]

The redundant system 10 includes an active-system server
150 configured to execute business task processes innormal times,
and a standby-system server 180 configured to operate in place
of the active-system server 150 when an anomaly occurs in the
active-system server 150. The active-system server 150 and the
standby-system server 180 are communicatively coupled to each
other via a network 20, and constitute a redundant system in
accordance with already-existing clustering software. In

addition, power supply mechanisms 200 to provide power supply for
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operation are attached to the active-system server 150 and the
standby-system server 180, respectively. The power supply
mechanisms 200 are coupled to their respective power supply
targets, i.e., the active-system server 150 and the
standby-system server 180 with connectors for performing power
supply of predetermined voltages and communications, but are of
hardware configured separately from these servers.

[0014]

Next, description is provided for hardware configurations
of the active-system server 150 and the standby-system server 180
constituting the redundant system 10. Hereinafter, the
active-system server 150 and the standby-system server 180 are
referred to as a general term, server 100, unless they have to
be particularly distinguished from each other. Fig. 2 is a
configuration example of the server 100 of the first embodiment.
[0015]

The server 100 constituting the redundant system 10
includes: a storage 101 formed of a proper non-volatile storage
device such as a hard disk drive; a memory 104 formed of a volatile
storage device such as a RAM; a processor 105 such as a CPU that
activates an OS (operating system) 102 retained in the storage
101, and executes programs 103 as needed by loading and doing the
like toperformoverall control of the server itself and toperform
various kinds of processes for determination, computation and
control; a communication device 106 that is coupled to the network
20 and performs communication processes with other apparatuses;
and a drive 107 that is a reader for portable media.

[0016]
Note that the storage 101 stores therein the 0S 102 and

programs 103 to implement functions necessary for the server 100
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constituting the redundant system 10. The programs 103 include
a business program 110, a cluster monitoring program 111, and an
alive message program 112. Among them, the business program 110
is a program for executing processes for predetermined business
tasks in the financial institution. The cluster monitoring
program 111 is an existing program for causing the active-system
server and the standby-system server to execute mutual anomaly
monitoring, and is included in existing clustering software.
Then, the alive message program 112 is a program for executing
a write process of writing predetermined information to a storage
201 of the power supply mechanism 200.

[0017]

In this case, the processor 105 of the server 100 implements
a cluster monitoring function by executing the aforementioned
cluster monitoring program 111. The cluster monitoring function
is resident in each of the active-system server 150 and the
standby-system server 180, and enables the server to perform a
conventional operation, such as heartbeats, of mutually
monitoring whether the other server is alive or dead.

[0018]

In addition, the processor 105 of the server 100 implements
an alive message function by executing the foregoing alive message
program 112. The alive message function is resident in each of
the active-system server 150 and the standby-system server 180,
and enables an operation of: acquiring predetermined information,
for example, current time information, i.e., a time stamp at
regular time intervals from a clock function or the like of the
0S 102; and sending the acquired information to the corresponding
power supply mechanism 200 via an internal signal line 30.

[0019]
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Here, it is preferable that the 0OS 102 and a predetermined
program in the server 100 monitor an operation status of the alive
message function by the aforementioned alive message program 112,
and, if detecting some kind of trouble event such as a slowdown
or halt in the alive message function, reactivate the alive
message function by re-executing the alive message program 112
within a predetermined time from the detection. With this
operation, the alive message function having a trouble can be
restored immediately, and the write process can be restarted
rapidly. This operation can adequately avoid a situation where,
even though any of the servers 100 constituting the redundant
system 10 actually has no trouble occurring in its original
functions per se (such as the functions implemented by the 0S 102
and the business program 110), the system switching is executed
in response to failure detection attributed to a trouble only in
the foregoing function for the write process.

[0020]

Next, the following description is provided for a hardware
configuration of the power supply mechanism 200 attached to the
aforementioned server 100, more specifically, each of the
active-system server 150 and the standby-system server 180, and
configured to provide power supply for operation. Fig. 3 is a
diagram illustrating a configuration example of the power supply
mechanism 200 of the first embodiment.

[0021]

This power supply mechanism 200 includes: a power supply
device 230 including a transformer, a fuse, a cooling fan, a heat
sink, and the like, which are generally included in a power supply
unit for a computer; and a power supply control device 240

configured to perform on-off control of the power supply device
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230.
[0022]

Out of them, the power supply device 230 is a device coupled
via certain cables to a connector on a mother board in the
aforementioned server 100 and to connectors of the storage 230
and the drive 107 as the reader for portable media, and configured
to supply predetermined direct current voltages to them. It
should be noted that a weak standby current always flows into one
of the aforementioned cables, and the cable plays a role as a signal
line to transmit control signals such as wake-up on LAN (WOL)
signals from a chip-set side of the power supply target server
100 to the power supply control device 240. In this embodiment,
this line is referred to as the internal signal line 30.
[0023]

Meanwhile, the power supply control device 240 is formed
of a baseboard management controller (BMC) that is a system
management controller including a certain processor. In general,
this BMC has a function to always monitor various kinds of
conditions in the power supply device 230, such as a supply voltage,
a rotation speed of the cooling fan, and temperatures of the
various parts of the server 100 including the CPU (processor 105),
and to notify the 0S 102 of the monitored conditions. Even if
the server itself is powered off, this BMC, namely, the power
supply control device 240 is supplied with power and is kept
operating as long as an adequate power source such as a commercial
power supply is coupled to the power supply device 230. In other
words, the power supply control device 240 is configured to be
independent from the higher-level software such as the 0S5 102 in
the power supply target server 100.

[0024]
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The above BMC, that is, the power supply control device 240
includes a storage 201 formed of a proper non-volatile storage
device such as a ROM; a memory 203 formed of a volatile storage
device such as a RAM; a processor 204 serving as a processor that
executes programs 202 retained in the storage 201 by loading the
programs 202 to the memory 203 and doing the like toperformoverall
control of the device itself and to perform various kinds of
processes for determination, computation and control; and a
communication device 205 that is coupled via the aforementioned
internal signal line 30 to the chip set of the power supply target
server 100, and performs communications with the O0S 102 of the
server 100.

[0025]

The storage 201 of the power supply mechanism 200 stores
therein the programs 202 for implementing functions necessary for
the power supply mechanism 200, and a monitor table 225. Out of
them, the programs 202 include a table monitoring program 210 and
a power supply control program 211. The table monitoring program
210 is a program to: repeat an operation of performing the write
process in which the predetermined information, for example, the
time stamp sent from the alive message function in the
aforementioned server 100 via the internal communication line 30
is written to the monitor table 225, and resetting a predetermined
timer at every execution of the write process; and to repeatedly
determine whether or not the information in the monitor table 225
is updated within a certain fixed time. Meanwhile, the power
supply control program 211 is a program to execute an operation
of powering off or resetting the power supply device 230 in
response to anotification from the table monitoring program 210,

and after the execution of the operation, instruct the
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standby-system server 180 to perform a fail-over operation. The
power-off or reset function of the power supply control program
211 is the same as a general power supply control function in the
BMC.

[0026]

The processor 204 of the power supply control device 240
executes the aforementioned table monitoring program 210 to
implement the table monitoring function. Then, the processor 204
of the power supply control device 240 executes the aforementioned
power supply control program 211 to implement the power supply
control function.

[0027]

In this case, the table monitoring function is resident in
the power supply mechanism 200, and executes the following
operation. Specifically, here assume that what is sent from the
alive message function in the server 100 is a time stamp, for
example. In this case, at every reception of the time stamp via
the internal signal line 30, the table monitoring function
successively updates the monitor table 225 by writing the time
stamp thereto. In addition, the table monitoring function
activates a timer every time the time stamp is updated, thereby
monitors whether or not the update of the time stamp in the monitor
table 225 1is performed within the fixed time, and makes
determination based on a rule that the update of the time stamp
within the fixed time should be performed successively. If the
table monitoring function detects, as a result of the
determination, a time point until which the time stamp has not
been updated within the fixed time, the table monitoring function
recognizes that the write process to be performed by the server

100, specifically, the 0SS 102 is delayed, and instructs the
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aforementioned power supply control function to power off or reset
the power supply device 230.
[0028]

Here, as illustrated in Fig. 4, the time stamp is cited as
an example of the information written to the monitor table 225
in the aforementioned write process. Besides, any of various
kinds of information such as a particular fixed value that is kept
unchanged throughout all the write process occasions or a numeric
value that is incremented at every write process occasion may be
employed depending on a rule determined as needed.
[0029]

In the case where the particular fixed value (for example:
1) kept unchanged throughout all the write process occasions is
received from the aforementioned alive message function and is
written to the monitor table 225, the table monitoring function
updates and overwrites the fixed value with another predetermined
value (for example: 0) within a predetermined time after every
time the fixed value is written. The table monitoring function
activates a timer every time this overwrite update is performed,
and makes determination based on a rule that the overwrite update
should be executed within a fixed time. If the table monitoring
function detects a time point until which the aforementioned
overwrite update has not been executed within the fixed time, the
table monitoring function recognizes that the write process to
be performed by the server 100, specifically, the 05102 is delayed,
and instructs the aforementioned power supply control function
to power off or reset the power supply device 230.
[0030]

In the case where the numeric value incremented at every

write process occasion is written to the monitor table 225, the
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table monitoring function activates a timer every time the numeric
value received form the aforementioned alive message function is
written, and makes determination based on a rule that the
further-incremented numeric value should be written within the
fixed time. If the tablemonitoring function detects a time point
until which the aforementioned numeric value writing has not been
written within the fixed time, the table monitoring function
recognizes that the write process to be performed by the server
100, specifically, the 0S 102 is delayed, and instructs the
aforementioned power supply control function to power off or reset
the power supply device 230.

[0031]

Incidentally, a combination of the table monitoring
function by the table monitoring program 210 and the monitor table
225 described above may be regarded as what is termed as a watchdog
timer.

[0032]

Hereinafter, an actual procedure of a redundant system
management method of the present embodiment is described with
reference to the drawings. Operations involved in the redundant
system management method to be described below are carried out
by the programs executed by each of the aforementioned servers
100 and power supply mechanisms 200 constituting the redundant
system 10. Then, the programs are configured of codes for
executing the following operations.

[0033]

Fig. 5 is a flowchart presenting a processing procedure
example 1 of the redundant system management method in the present
embodiment. Here, assume a situation where the active-system

server 150 in the redundant system 10 is continuously executing
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predetermined business task processes in the financial
institution in accordance with the business program 110, and the
active-system server 150 and the standby-system server 180 are
mutually performing the conventional alive/dead state monitoring
using heartbeats by the c¢luster monitoring functions in
accordance with the cluster monitoring programs 111. Inaddition,
assume the situation where, in parallel to the conventional
alive/dead state monitoring by the cluster monitoring functions,
the aforementioned alive message function resident in each of the
active-system server 150 and the standby-system server 180 sends
the time stamp to the corresponding power supply mechanism 200
via the internal signal line 30 at regular time intervals.
[0034]

Under this situation, the active-system server 150 sends
a value of the time stamp issued by its own resident alive message
function, from the connector on the mother board of the
active-system server 150 to the power supply control device 240
of the power supply mechanism 200 via the internal signal line
30 (s100).

[0035]

Meanwhile, the power supply control device 240 of the power
supply mechanism 200 performs the write process on the monitor
table 225 of the storage 201 by writing the aforementioned time
stamp sent from the alive message function of the active-sgsystem
server 150 (s10l1). At the same time, the table monitoring
function by the table monitoring program 210 detects the timing
of the write process of the time stamp to the monitor table 225,
and resets a timer to start measuring an elapsed time in response
to the detection, the timer configured to expire after a

predetermined time (s102).

2325PCT English specification



10

15

20

25

30

15

[0036]

By means of the aforementioned table monitoring function,
the power supply control device 240 in the state where the
aforementioned timer is activated monitors the next write process
of the time stamp to the monitor table 225, or in short an update
event during a predetermined time before the expiration of the
timer (£103). If a new time stamp is sent from the alive message
function and the time stamp in the monitor table 225 is updated
during the monitoring before the expiration of the timer (s104:
OK), the power supply control device 240 returns the processing
to step 102 in response to the time stamp update, and restarts
the measurement of the elapsed time by resetting the
aforementioned timer.

[0037]

On the other hand, if no new time stamp is sent from the
alive message function and the time stamp in the monitor table
225 is not updated during the monitoring before the expiration
of the timer (8104 : NG), the table monitoring function of the power
supply control device 240 recognizes that there has occurred a
certain failure that stops the active-system server 150, i.e.,
the OS5 102 from issuing the time stamp, and instructs the power
supply control function by the power supply control program 211
to power off or reset the power supply device 230 (s8105). The
power supply control function having received the power-off or
reset instruction powers off or resets the power supply device
230 (8106). The operation of powering off or resetting the power
supply device 230 is the same as the conventional power-supply
control operation.

[0038]

Through the power supply control function, the power supply
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control device 240 detects the completion of the aforementioned
power-off or reset operation of the power supply device 230, and
gives an instruction to perform a fail-over operation to the
standby-system server 180 via the internal signal line 30 and the
network 20 (s8107). Upon receipt of this instruction, the
standby-system server 180 immediately takes over the business
task processes from the active-system server 150 and starts
operating as a new active system in accordance with the same
procedure as the conventional one.

[0039]

Note that, there may also be a case where the conventional
cluster monitoring function detects the occurrence of an anomaly
in the alive/dead state monitoring by the conventional cluster
monitoring function. In this case, independently of the
foregoing operation flow in which the time stamp update in the
monitor table 225 is monitored, another operation flow is executed
in which the standby-system server 180 operates as a new active
system in place of the active-system server 150 as in step s107.
This processing is the same as the conventional one, and the
description thereof is omitted herein. Thus, either one of the
operation flows in which the occurrence of an anomaly is detected
earlier executes the processing leading to the fail-over
operation by the standby-system server 180.

[0040]

Inaddition, there may be a case where only the alive message
function by the alive message program 112 has a trouble while no
anomaly occurs in the original functions by the 0Ss 102 and the
others in the active-system server 150 and the standby-system
server 180, and the hardware implementing these functions. 1In

this case, unless a particular operation responsive to that case
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is executed, none of the aforementioned operations of sending the
time stamp and updating the time stamp in the monitor table 225
following the sending is executed with the result that the
meaningless fail-over operation may be executed.

[0041]

To address this, as presented in a flow of Fig. 6, the 0OS
102 and a predetermined program of each of the active-system
server 150 and the standby-system server 180 always monitor the
operation status of the corresponding alive message function by
the aforementioned alive message program 112 (s200). If thealive
message function is detected having some kind of trouble event
such as a slowdown or halt occurring (s201: Y), the alive message
program 112 is re-executed to reactivate the alive message
function within a predetermined time (s8202). This series of
processing is executed in parallel to the processing in the
aforementioned steps s100 to s107.

[0042]

By executing this operation, the alive message function
having a trouble occurring therein can be restored immediately,
and the processing of issuing the time stamp and updating the time
stamp in the monitor table 225 can be restarted rapidly.
[0043]

Next, description is provided for a second embodiment,
which is different from the first embodiment in that a monitoring
computer 300 capable of performing communications with an
active-system server 150 and a standby-system server 180 via a
network 20 implements an alive message function as illustrated
in Fig. 7.

[0044]

In this case, a hardware configuration of the monitoring
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computer 300 is as follows. Fig. 8 is a diagram illustrating a
configuration example of the monitoring computer 300 of the second
embodiment. The monitoring computer 300 includes: a storage 301
formed of a proper non-volatile storage device such as a hard disk
drive; a memory 304 formed of a volatile storage device such as
a RAM; a processor 305 such as a CPU that activates an OS (operating
system) 302 retained in the storage 301, and that executes
programs 303 as needed by loading and doing the like to perform
overall control of the computer itself and to perform various
kinds of processes for determination, computation and control;
and a communication device 306 that is coupled to the network 20
and performs communication processes with the servers 100.
[0045]

Here, the aforementioned programs 303 include an alive
message program 310. This alive message program 310 is a program
to repeatedly send a write request to write the time stamp to the
aforementioned monitor table 225 of the power supply mechanism
200 to the active-system server 150 and the standby-system server
180 at predetermined intervals.

[0046]

In this case, the processor 305 of the monitoring computer
300 executes the aforementioned alive message program 310 to
implement the alive message function. The alive message function
is resident in the monitoring computer 300, and enables an
operation of acquiring predetermined information, for example,
current time information, namely, a time stamp at regular time
intervals from a clock function or the like of the 0S 302, and
sending the write request including the acquired information to
the active-system server 150 and the standby-system server 180

via the network 20.
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[0047]

Each of the active-system server 150 and the standby-system
server 180 in this system configuration transfers the write
request to the corresponding power supply mechanism 200 at every
reception of the write request from the monitoring computer 300.
This process of transferring the write request is executed by a
transfer program 113 in each of the active-sgsystem server 150 and
the standby-system server 180. In the second embodiment, a
hardware configuration of the active-system server 150 and the
standby-system server 180, that is, the server 100 is as
illustrated in Fig. 9, and is the same as that of the first
embodiment except that the alive message program 112 is not
retained but the transfer program 113 is retained.

[0048]

In addition, as in the first embodiment, the following
operation is preferable. Specifically, the 0S8 302 and a
predetermined program of the monitoring computer 300 always
monitor the operation status of the alive message function by the
aforementioned alive message program 310. Then, if the alive
message function is detected having some kind of trouble event
such as a slowdown or halt occurring, the alive message program
310 is re-executed to reactivate the alive message functionwithin
a predetermined time. By executing this operation, the alive
message function having a trouble occurring therein can be
restored immediately, and the write process can be restarted
rapidly.

[0049]

Meanwhile, a hardware configuration of the power supply

mechanism 200 is the same as the configuration in the first

embodiment, and the description thereof is omitted herein.
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[0050]

Next, a redundant system management method in the second
embodiment is described. Fig. 10 is a flowchart presenting a
processing procedure example 1 of the redundant system management
method in the second embodiment. Here, assume a situation where
the active-system server 150 in the redundant system 10 is
continuously executing predetermined business task processes in
the financial institution in accordance with the business program
110, and the active-system server 150 and the standby-system
server 180 are mutually performing the conventional alive/dead
state monitoring using heartbeats by the cluster monitoring
functions 1in accordance with the aforementioned cluster
monitoring programs 111. In addition, assume the situation where,
in parallel to the conventional alive/dead state monitoring by
the cluster monitoring functions, the aforementioned alive
message function resident in the monitoring computer 300 sends
the aforementioned write request to the active-system server 150
via the network 20 at regular time intervals.

[0051]

Under this situation, the monitoring computer 300 sends a
value of the time stamp issued by its own resident alive message
function, to the active-system server 150 via the network 20 by
using the communication device 306 (s300).

[0052]

On the other hand, the active-system server 150 receives
the write request from the monitoring computer 300, and transfers
the write request by means of a transfer function by the
aforementioned transfer program 113 from the connector on the
mother board of the active-system server 150 to the power supply

control device 240 of the power supply mechanism 200 via the
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internal signal line 30 (s301).
[0053]

The power supply control device 240 in the power supply
mechanism 200 receives the write request sent from the
aforementioned transfer function of the active-systemserver 150,
and performs a write process of writing the time stamp indicated
in the write request to the monitor table 225 of the storage 201
(8302). Inaddition, the power supply control device 240 detects
the timing of the write process of the time stamp to the monitor
table 225 by means of the table monitoring function by the table
monitoring program 210, and starts measuring an elapsed time in
response to the detection by resetting a timer which expires after
a predetermined time (s303).

[0054]

The power supply control device 240 in the state where the
aforementioned timer is activated monitors the next write process
of the time stamp to the monitor table 225, or in short an update
event, by using the aforementioned table monitoring function,
during the predetermined time before the expiration of the timer
(s304). If a new time stamp is sent from the transfer function
and the time stamp in the monitor table 225 is updated during the
monitoring before the expiration of the timer (s305: OK), the
power supply control device 240 returns the processing to step
303 in response to the update of the time stamp, and restarts
the measurement of the elapsed time by resetting the
aforementioned timer.

[0055]

On the other hand, if no new time stamp is sent from the

transfer function and the time stamp in the monitor table 225 is

not updated during the monitoring before the expiration of the
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timer (s305: NG), the table monitoring function of the power
supply control device 240 recognizes that there occurs a certain
failure that stops the active-system server 150, i.e., the 0S 102
from transferring the write request from the monitoring computer
300, and instructs the power supply control function by the power
supply control program 211 to power off or reset the power supply
device 230 (s306). The power supply control function having
received the power-off or reset instruction powers off or resets
the power supply device 230 (s8307). The operation of powering
off or resetting the power supply device 230 is the same as the
conventional power-supply control operation

[005¢6]

Through the power supply control function, the power supply
control device 240 detects the completion of the aforementioned
power-off or reset operation of the power supply device 230, and
gives an instruction to perform the fail-over operation to the
standby-system server 180 via the internal signal line 30 and the
network 20 (s308). Upon receipt of this instruction, the
standby-system server 180 immediately takes over the business
task processes from the active-system server 150 and starts
operating as a new active system in accordance with the same
procedure as the conventional one.

[0057]

Also, in the case where only the transfer function by the
transfer program 113 has a trouble while no anomaly occurs in the
original functions by the 0S8 102 and the others in the
active-system server 150 and the standby-system server 180, and
the hardware implementing these functions, none of the
aforementioned operations of transferring the write request

including the time stamp and updating the time stamp in the monitor
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table 225 following the transfer is executed, unless a particular
operation responsive to that case is executed, with the result
that a meaningless fail-over operation may be executed.

[0058]

To address this, as presented in a flow of Fig. 11, the 0OS
302 and a predetermined program of the monitoring computer 300
always monitor the operation status of the alive message function
by the aforementioned alive message program 310 (s400). If the
alive message function is detected having some kind of trouble
event such as a slowdown or halt occurring (s401: Y), the alive
message program 310 is re-executed to reactivate the alive message
function within a predetermined time (s402). This series of
processing is executed in parallel to the processing in the
aforementioned steps s300 to s308.

[0059]

By executing this operation, the alive message function
having a trouble occurring therein can be restored immediately,
and the processing of issuing the time stamp, sending the write
request including the time stamp, and updating the time stamp in
the monitor table 225 in response to the write request can be
restarted rapidly.

[0060]

Hereinabove, the most preferable embodiments and the like
to carry out the present invention are described specifically.
However, the present invention is not limited to them, but may
be modified variously without departing from the spirit of the
invention.

[0061]
According to these embodiments, the redundant system

further includes the monitoring functions implemented by the
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power supply mechanisms, in addition to the
conventionally-provided mutual monitoring functions by the
clustering software. Thus, the redundant system is equipped with
a redundant failure detection configuration, and is enabled to
precisely detect a failure occurrence, and thus to reliably
execute a necessary system switching operation.

[0062]

The description of the present specification clarifies at
least the followings. Specifically, in a redundant system of an
embodiment, the computers redundantly provided may each include
a processor configured to execute the above write process to the
storage of the corresponding power supply mechanism at the
predetermined time intervals.

[0063]

With this configuration, the write process to the storage
of the power supply mechanism is executed at a regular frequency,
and a discontinuation event of the write process or the like can
be rapidly detected as an event out of conformity with a
predetermined rule.

[0064]

In addition, the redundant system of the embodiment may be
configured as follows. Specifically, the processor in each of
the computers redundantly provided performs the write process by
writing current time information to the storage of the power
supply mechanism at predetermined time intervals. A processor
of the power supply mechanism reads the current time information
written to the storage of the power supply mechanism at
predetermined time intervals. If the current time information
is not updated for a predetermined time or longer, the processor

of the power supply mechanism executes a power-off or reset
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operation, and after the execution of the operation, gives an
instruction toperforma fail-over operation to the other computer
out of the computers.

[0065]

With this configuration, it is possible to easily and
reliably detect that each of the computers has any anomaly that
stops the computer from performing the aforementioned write
process, by determining whether or not the current time
information, i.e., the time stamp in the storage of the
corresponding power supply mechanism is updated within the fixed
time.

[0066]

Moreover, in the redundant system of the embodiment, the
processor of each of the computers redundantly provided may
reactivate a function to execute the write process in response
to the detection of the occurrence of a predetermined event.
[0067]

With this configuration, in response to the case where the
function to execute the aforementioned write process (the
function implemented by the alive message program) itself has some
kind of trouble, the function can be reactivated, and thereby the
write process canbe restarted rapidly. This configuration makes
it possible to avoid a situation where the system switching is
executed due to failure detection attributed to a trouble only
in the aforementioned function for the write process, even though
the computers constituting the redundant system themselves do not
have any trouble.

[0068]
In addition, the redundant system of the embodiment may

further include a monitoring computer including: a communication
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device configured to perform communications with the computers
redundantly provided; and a processor configured to send a write
request to each of the computers repeatedly at predetermined time
intervals, the write request being a request to write the
predetermined information to the storage of the power supply
mechanism in conformity with the predetermined rule. At every
reception of the write request from the monitoring computer, the
processor of each of the computers redundantly provided may write
the predetermined information indicated in the write request to
the storage of the corresponding power supply mechanism.
[0069]

With this configuration, an apparatus completely separate
from the active-system and stand-by system computers constituting
the redundant system, in short, the monitoring computer makes the
request corresponding to the aforementioned write process. This
makes the failure detection function independent of a situation
where the active system and the standby system themselves have
a failure or halt in their alive message programs, and therefore
the failure detection function can be maintained more easily.
[0070]

Further, the redundant system of the embodiment may be
configured as follows. Specifically, the processor of the
monitoring computer sends, as the write request, a request to
write current time information to the storage of the power supply
mechanism, to each of the computers at the predetermined time
intervals. At every reception of the write request from the
monitoring computer, the processor of each of the computers
redundantly provided writes the current time information
indicated in the write request to the storage of the power supply

mechanism.
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[0071]

With this configuration, it is possible to easily and
reliably detect that each of the computers has any anomaly that
stops the computer from performing the write process in response
to the write request originated from the aforementioned
monitoring computer, by determining whether or not the current
time information, i.e., the time stamp in the storage of the
corresponding power supply mechanism is updated within the fixed
time.

[0072]

In addition, in the redundant system of the present
embodiment, the processor of the monitoring computer may be
configured to reactivate the function to execute the write request
in response to the detection of the occurrence of a predetermined
event.

[0073]

With this configuration, in response to the case where the
function to make the aforementioned write request (the function
implemented by the alive message program) itself has some kind
of trouble, the function can be reactivated, and thereby the write
process can be restarted rapidly. This configuration makes it
possible to avoid a situation where the system switching is
executed due to failure detection attributed to a trouble in the
monitoring computer, even though the computers constituting the
redundant system themselves do not have any trouble.
[Reference Signs List]

[0074]
10 redundant system
20 network

30 internal signal line
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101
102
103
104
105
106
107
110
111
112
113
150
180
200
201
202
203
204
205
210
211
225
230
240
300
301
302
303
304
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server (computer)

storage

OS (operating system)
program

memory

processor

communication device

drive

business program

cluster monitoring program
alive message program
transfer program
active-system server
standby-system server
power supply mechanism
storage

program

memory

processor

communication device

table monitoring program
power supply control program
monitor table

power supply device

power supply control device
monitoring computer

storage

OS (operating system)
program

memory
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[CLAIMS]
[Claim 1]

A redundant system comprising:

computers redundantly provided; and

power supply mechanisms provided for the respective
computers redundantly provided, wherein

each of the power supply mechanisms includes a processor
configured to:

monitor a write process in which predetermined information
received from another apparatus or another mechanism in the
corresponding computer is written to a storage of the power supply
mechanism;

if the write process 1is not in conformity with a
predetermined rule, execute a power-off or reset operation; and

after the execution of the operation, give an instruction
to perform a fail-over operation to the other computer out of the
computers.
[Claim 2]

The redundant system according to claim 1, wherein

each of the computers redundantly provided comprises a
processor configured to execute the write process to the storage
of the corresponding power supply mechanism repeatedly at a
predetermined time intervals.
[Claim 3]

The redundant system according to claim 2, wherein

the processor of each of the computers redundantly provided
executes the write process by writing current time information
to the storage of the power supply mechanism at the predetermined
time intervals, and

the processor of each of the power supply mechanisms
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reads the current time information written to the
storage of the power supply mechanism at predetermined time
intervals,
executes apower-off or reset operationif the current
time information is not updated for a predetermined time or longer,
and
after the execution of the operation, gives an
instruction to perform the fail-over operation to the other
computer out of the computers.
[Claim 4]
The redundant system according to claim 3, wherein
the processor of each of the computers redundantly provided
reactivates a function to execute the write process in response
to detection of occurrence of a predetermined event.
[Claim 5]
The redundant system according to c¢laim 1, further
comprising a monitoring computer including:
a communication device configured to perform
communications with the computers redundantly provided; and
a processor configured to send a write request to each of
the computers repeatedly at predetermined time intervals, the
write request being a request to write the predetermined
information to the storage of the corresponding power supply
mechanism in conformity with the predetermined rule, wherein
the processor of each of the computers redundantly provided
writes the predetermined information indicated in the write
request to the storage of the corresponding power supply mechanism
at every reception of the write request from the monitoring
computer.

[Claim 6]
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The redundant system according to claim 5, wherein

the processor of the monitoring computer sends, as the write
request, a request to write current time information to the
storage of the power supply mechanism, to each of the computers
at the predetermined time intervals, and

at every reception of the write request from the monitoring
computer, the processor of each of the computers redundantly
provided writes the current time information indicated in the
write request to the storage of the corresponding power supply
mechanism.

[Claim 7]

The redundant system according to claim 6, wherein the
processor of the monitoring computer reactivates a function to
execute the write request in response to detection of occurrence
of a predetermined event.

[Claim 8]

A redundant system management method to be executed by a
power supply mechanism provided for respective computers
redundantly provided, the method comprising:

monitoring a write process 1in which predetermined
information from another apparatus or another mechanism of the
corresponding computer is written to a storage of the power supply
mechanism;

executing a power-off or reset operation if the write
process is not in conformity with a predetermined rule; and

after the execution of the operation, giving an instruction
to perform a fail-over operation to the other computer out of the

computers.
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