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1 DESCRI PTI ON DATA PROCESSI NG APPARATUS 5 Techni ca
Field The present invention relates to a data
processi ng appar atus capabl e of encrypting subject
data in plain text to render it as encrypted data and
then recording it on a predeterm ned recordi ng nedi um
and decrypting the encryﬁhggRg%tﬁﬁiead fromthe
recording nediumas wel ations thereof. 10
Background of the Invention As security relating to
information is increasingly becom ng inportant
nowadays,  t her epiasr 6 PROCESSING A PPAR&ATIGY dermand
for the above-nenti oned data processi ng apparat us
capabl e of encrypting data which should not desirably
be known to a third party (herein 15 referred to as
Techsighj Beld data") and recording it on a recording

megdium Al t hough various _encryption techniques are .

pr é%%seawa\'ﬁﬂtoni TRkagss i adetapacessivg appagtacsapable jof epcrypting

th ubject data confidential, it is difficult. to
sublegtaata pLitam PR rendsr e 350Gyl ditp AR HiBieesoRtipg if on a

. . . r .

profRRIRL e DR AL Ak 41 B!y B el S A R B Rocording
meditB) RGfelbatpphvatRnpiRaRFer M ned nunber of bits and

recordi ng 20 encrypted data havi ng encrypted pi eces of

the cut data connected as one on the predetermn ned

recording nmedium In this case, the data processing
BmﬁﬁﬁmﬂépﬁgwdéV@ﬁKMB encryption or decryption

processing in . fixed units, such as 8 bits or 16 bits.

ThetSSepidy relating, forinfprmation isdnqraesipely eqomuing ifpRergmt nowadays,

o bR oREESHR L A ood ELEob opns

capitfld E)P@ﬁc?ﬁ{ng(ﬁﬁa ﬁﬁﬂg&ﬁ@hb?&shﬂlﬁ beRiawH lﬂ(fmﬂ]yd ellqe};%/r(rl%grem

br oken X1 sting data processing apparatus p

refeifee t& Bﬁﬂlﬂ{)ﬁ'@ct)ﬂhtﬂi) afl@ EpRih©Nt o reSdram@anslig@d WhhbSgh various
such as 8 bits or 16 bits. Therefore, in the case

encryipéioe técheiqeacary proposedand ie ity pracanalivse esiier wekaep the subject data
the same units as the standardized units, there is a
confidengial, it ks skifficnls tocoraplgishi pravend agodefromdwing rokehe
SPE]E égiie:rﬁgthgas}ibﬁgt dea?asils Ie cr%t%ﬁ %Pld ?eréo?dré?itolglearprg(?étgnnmw recording
medium by cutting the subject data by a predetermined number of bité and recording
encrypted data having encrypted pieces of the cut data connected as one on the predetermined
fecording medium.

In this case, the data processing apparatus performs encryption or decryption
processing in fixed units, such as 8 bits or 16 bits.

Therefore, if such units are known to the outside, there is a higher possibility that an
algorithm and key used for the encryption are broken and the contents of the communication
are consequently broken.

An existing data processing apparatus performs the encryption or decryption in

standardized units, such as 8 bits or 16 bits. Therefore, in the case where the encryption or

decryption is performed in the same units as the standardized units, there is a danger that the
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apparatus. An object of the present invention is to
i nprove a data processing systemincluding two
comuni cati on appar at uses capabl e of encrypting the
subject data in plain text to render 5 it as
encrypted data and then transmtting it to the

C ni.cation aratus .at the other end and al so .
alagfR Ry sk O ik narvarion may o sesiDaboken. i ghqtheg dpin pageessing
app fusSubj ect data so as to reduce the possibility of

QVIhg comuni cation broken by a third party.
D 9G] 5eetof ee frB®nt BVEMIAAS td fnpiBvés Hhﬁ?ﬁ?oée@s%% sffl including
the inventors hereof propose first to fifth inventions

twodeatnutiediongbaratusés cphlsle pf oL Fstinggha sm?muu& in plain text to render
according to the first invention is as follows. The

" .it aRICEY RS gichthen prpnsmitting it toothe domgungcatitue apparatus at the other end

[ nve(gti on i s the one includi ng neans for encryptin
t]

and a{59; decyPHag secely of ensrapied gataapd gendsging it deresublast fatey S0 as to
I it hm..and 15 det er.m k t d it
rea e 380 R os Revin? BRI B P k68t ng  no

encrypted data, and neans for decrypting the encrypted

data read fromthe recording nedium by using the
Dis@bg§2€ bf i [avhtibgY used when encrypting the encrypted

data to render it as the subject data, conprising:

c ufTioi achiene dresotijet, thelinviemors Heeedf phpprReE fiBa t@fittl irdventions described

predeterm ned nunber of bits into multiple pieces of
belgw.ai n text cut data and al so cutting the encrypted

.data. 20 into, nultiple pieces of encrypted cut data by

t hés dHRRrasessing anprragsiaccordmgp dhe ftbinyprtianis agfollosisa
[ t t ; t] .d . [ .-
S50 SRE B s RBEBE e PR R R

. . .11 .
ey B AU TGRS
predelfee el Regit6 derilef it A8 baicrptbdd dhtaCa FRYrdROmadiaR! fol R¥bNHSSthe
when encrypting the encrypted cut data to render it as
enctyptedplagd, and metnsior deaypting tha dhdrgpted datdvead frdinnige reduding medinom
for recording on the recording nediumthe encrypted
by usingthe algorihne ped kesnesed phed epenypteg theenctypisdealdtalsg rerder it as the

enc ting .and decrypting neans connected as one and .
subjegtdnth GOTRES BRI cHar Futiag thegublect daga b2 predetggnined

i ghm f- r.di.ng.medi u connect i ng ans
munfFEE L e BT 860k PR o BRE o g BE Frypred daa
into'RNBBTe ditcedBf bREyHHPLG : {1 i
o 0! nf o?r?&jtli g nr eco@%)g %&n@gr’s arrﬂgggr?lg %%ﬁﬂslég ¢ iv¥1}1%h the encrypted
datal i8 bor Whén &Rripéd; 3ncriypeny arfdydeasypting nidafl 9 fdrlchBlyHE e thepPan text cut
encrypting the subject data on a predeterm néed
datarweitlp fheti key andhti algortithnadwoging in pgdetermintd titdieg ©rendep tited the
data, and wherein: the cutting nmeans cuts the
encrypted cut data and decrypting the encrypted cut data with the key and algorithm used

when encrypting the encrypted cut data to render it as the plain text cut data; reading and

‘writing means for recording on the recording medium the encrypted data having the

encrypted cut data encrypted by the encrypting and decrypting means connected as one and
reading the encrypted data recorded on the recording medium from the recording medium;
connecting means for connecting the decrypted plain text cut data to render it as the subject

data; and specific information recording means for recording specific information for
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subject data so that at |east a piece of the plain
text cut data has the nunber of bits different from
the other pieces of the plain text cut data; and when
decrypting the encrypted cut data, 5 the encrypting
and decrypting nmeans reads th& specific information

B oA T R R -
' . wi t h. | i. ' Lf
5 POy 11 AR LA PR s

subfadbilfe ko dat & Teast 8 pRRE 8F thelpiAn Rb:Alclt dXhasiie nd#@b& of HRS different .
data processi ng apparatus causes at |east a piece of

fromhiee pihen pietesof theyilaidadxa cupdhimvad Wteniealyptingthekhérypted cut data,
different 10 fromthe other pieces of the plain text
the gngryptingandrlesryptiog means renduthelspenifinipfownzation nssociated with the

B T NEN VLN O -
. d th t be. k . .The dat
oA i B R B G5 Pl S
f i : t .
o i i iy 5 A BRBPSE R rocsn

apppiaaGRaugk at Rastpl féde Jf @i plaittetlufdRh tERGMRE REBHof bits different
.data. 15 Therefore, when trying to break a code, at

frorn dzsether gieces of dfe pldip tepit ainddte x t Thexsforka tvithout IeoeingoiRat unit the
cut data requires a process in a unit different from$8
encyjpied data isEnenypiedan, athisd party canhet decrpptohe snirypjediddta esen when the

RRCTER S i o
' i.S.h ly.b kabl b hird

R R T -

of bR RATAREMIrdf B FHhdd PidcBs Bf]?le 'lz{/iﬁ Ecix't BYt&datd &t ?e@g:?/nc:‘ d?t?

the algorithm However, al so change t

Therefoichahed ity Qs bk atcdde,ablcakih pibee SAREpRkd @& Sut @8talo encrypted
t he above-nenti oned case. For instance, it can be

cut data pgsjuies e gravpssandamit diffaceskom@ bHsparsthits ab o gbnsdalndpta
nmeans for encrypting subject data in plain text by
ProGesIRg uRit 5o Habitdy peteasly ablm’wmnaragqamt@x m ned

o A0 B P s TRG B3 e it Bipoming ceaAd o RUdhoreakable

b adﬂ;g. ,Lhg the encrypted data read fromthe recording
Y ne Péﬁh\;y using the algorithmand key used when

enqh¥ AbbRSmbAoRA %ﬁ%ﬁk@&sﬂﬁ% %{%Eﬁ’atﬁ? Q&%f‘dijl# totfe & invention

subj ect data, conprising I ng neans for cutting
changes tistdperdthnd atHoviayves) it ke RN thd b e Mt 1@ thddéHySpossible to
into multiple pieces of plain text cut data and al so
obtagy thej sametelifects s mythe @bokameantionted cazd. t i pl e pi eces 4 of
eni:rypt ed cut data by the sanme nunber of bits by which
t h&OERERPRR: dlrapde sxemplitied hhe Aata pregeyyingeppasates etuding means for

encfin §REMA% FRANRx! 8 uShg & PR AR afeoRitin b b predetermined
key to render it as encrypted data, a recording medium for recording the encrypted data, and
means for decrypting the encrypted data read from the recording medium by using the
algorithm and key used when encrypting the encrypted data to render it as the subject data,
comprising: cutting means for cutting thé subject data by a predetermined number of bits into

multiple pieces of plain text cut data and also cutting the encrypted data into multiple pieces
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al gorithm and the key changing in predeterm ned timng
to render it as the encrypted cut data and decrypting
the encrypted cut data with the key and al gorithm used
when encrypting the 5 encrypted cut data to render it
as the plain text cut data; reading and witing nmeans

* of EmepEaP AR B ARl b by §hict Tt GBS e feut when

encBpeddy @ﬁdr?%%d%@%%ﬁgﬁg g;g:aﬂ?ﬂ)@ %n%@%‘?%ﬁgﬁha‘ﬁ te3f @utzﬂg with the

readi ng e encry “data reco he recording
algoritiintmd ihokeyt dhan %iﬁg? O PredetefBEed @i_hniﬁ%)f&ﬂ%ﬁddr s th®&Eeypted cut data

for connecting the decrypted plain text cut data to
anddeeypting theamctypedsubilsa twithathe kepmell diordtheciséd evhen encrypting the

i nformati on recordi ng neans for recordi ng specific

encypiesh Gvh 718 fo Fepder ianihiepjain éext et datas yeadingchandiveniting means for
rocc i B iy I G- 08 GBS AP gelbagimering sRemERted guscata

encf i by e bl g P R TR PR S ppre TaGEaigE the
enclPid dA@Srebi@ed B BRS reégrdﬂgtrﬁecfyé%fﬁd}ﬁ e ﬁéﬁg?ﬁl% Elgeg?%}ﬂeéonnecting

pi eces of the plain text “cut ta;, an pting

mednk €orasvanyiing dhe dicr ihadbplatnex ©dke B¥R b Rehddbit adfhe subject data; and
decrypting neans reads the specific information

specifie ifommaspnuetdrding encane forpeanddidg tspedifiomforntation feddéntifying the
i nformation recordi ng means, and perforns the

key yaed when encrypting thearbigeg datpionn predrternrieedassoridingrmedinmdy

BT S L B o ot e
f ' ' Lifi.ed,.hel 2

o A 0 RO S AP e

piece8 ofithd plBn RIx@ eRSRtd) Sn P RBEH ﬁﬁ&g?tri]ﬁ%lﬁg %&Lbrgﬁ[e& k&Rt the encrypting

encrypting subject data in pl ext using a

and deeyptisy menedeadsghe sfcbific inftmation adotiafediwvi@th eicriypted data from
render it as encrypted data; recording the encrypted
the sfigridicanfoamapererteonding mewhsy ubpatfomys tediearyptian evith the algorithm
ecrqyypti ng, the encrypted data read fromthe recording
aﬂdﬂ‘@‘b‘f i ibaged: arethe spgsifiic WietaHEoRey used when

oo BBl Brible NS Srioect arif s Hopuc-eikapened st invention
by t@éjﬁfe{}ﬁgs Eﬂﬁnﬁﬁ@d%fovﬁat a by a predeterm ned nunber of
‘bits

Into tiple pi'eces of plain text cut data;

eNEby Dibsane, S adb@iplocckitg nfedloddabautid b
the al gorithm changq??fg i népr edet er m ned ?iti%ﬁﬁg&iégﬁﬁ‘gapparams

exequting steps bf:@acryplisg arbjecy datadn plilin @at By udine ® pride@rhived algorithm
encrypted data having the encrypted cut data connecte

- and goresigterminedikey tetandel ihgs ensuinted datecrecatiling thpenirfpted data on a

information for identifying the algorithm5 wused when -
Predsmw&%i IRgpriing msdgirecandieryphng theaneaytas datawead from the recording

medySRDY U I Heb A ark5S s il eprbhinanint Bierped 8 TS render i
as tHeSuBjedt fifla, TRALIPR IOt Tuding the steps of: cutting the subject data by a

predetermined number of bits into multiple pieces of plain text cut data; encrypting the plain
text cut data with the key and the algorithm changing in predetermined timing to render it as
the encrypted cut data; recording the encrypted data having the encrypted cut data connected

as one on the recording medium; recording specific information for identifying the algorithm
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the recording nmedium cutting the encrypted data into
mul tiple pieces of encrypted cut data by the sane
nunber of bits by which the encrypted data is cut when
encrypted; decrypting 5 the encrypted cut data with
the key and al gorithm used whén encrypting the

S SH L e S B S0 i PSR b fhciain
it withNACEndriptd$ dAiBSeSHRg ﬁi‘etengﬂgg%da@a@éjre EEbY etIQ@ordigg medium from

apparatus cuts the subject so that at [east

the pecondng fnetliven; pufing theuicropibd dath antb agulfiple piid S enefypted cut data
bits different fromthe other pieces of Fhe pl ain

by the same pumbert of bita by witien the@ocyyptednigtat ik eutewmltanyaniceyebtaziy tiecrypting
data, it reads the specific 10 information associ ated

the GRorpplef sudnts yish e kevrandralgorithmaised when encriypiiag the encrypted cut

o e B RS B T Bl
ST s SR b B 5P s

piedUTGhS plath @k QRS dath ha@iheiRiben8r BittifGlentedd dhdloMbBlibees of the
text by using a predeterm ned 15 algorithm and a
plaiprtedetedat,mad ey dearypengtic entrypied e0cdaRliedadadha specific
. .recording the encrypted data on a predetern ned
informgteniassgciated iwity the eukriped dptaifrign thegratetarmiieddecading medium
read fromthe recording nmediumby using the algorithm
and gigloRes e SeervaHieh et & i #d thialzerny i9beiefiaskiscd pithe specific
. -render it as the subject data, the apparatus including

mfotnﬁlgl% "eps of: cutting the subject data by a

pr gslelar i [ ' I.plie_pi ece f e
pl alin S?ég]t ut dat a?atg f:or%%?l} %%E@ﬂ@%h%flgﬁnna cfagﬁﬁmgﬁﬁsmg
appétati ewbdtingRepaba _‘éhbl‘y?ﬁh@ﬁlﬂ)'édﬂ Qath QY pBPRY B\Pudifk a predetermined
predetermned timng'to renéer it as the encrypt g(f
algarithmdatia; predecarmilieddiely e reawder it @t estroge@dftamensdingahe encrypted
encrypted cut data connected as one on the recording
datagmya predeteanined rasgrdingmieliven; iand decrpipting the encriypled datayreartfrom the
t he kﬁ‘gi?l{ ui)ed whe encr_%%tei Qﬂlﬁqt he subject data on a
recqrding gpediym by gsing the aleoritharend kaymped whemencaypting the engrypted data
d a., reading the.en ted data .
to b A OB ERhE et RSP GaRR Y o ofh g G giger dac
b &t8mi i . i
y B b BP0 MEAGHC B 01 B Ll cpryping e
plaifiitdxs chydatdiveth thBgdiithiymdaHe ey éhah%ingliﬁ p¥48@rmined timing to render
encrypted; decrypting the encrypted cut data with the
it asdby caorgiptad gordatd) necosding veasmerypesal dapt having the eptrgpiepicatidata
cut data to render it as the plain text cut data;
conpestReeasiang gnitherecerding pedivmy recordingspecifigtinfpamatiorofor identifying the

render it as fhe subject data; and wherein: the
key &_ﬁ%ﬂ?’g%%ﬂcem@gél?e% ¢t 4o one Medeserainediseording aedipmdy
B8 60 R B 8P Br et e PHERGRA e rconain
medi@ frdih! thedBeddding Bk AR HGES %R EhATpfel QYRS e pieces of

encrypted cut data by the same number of bits by which the encrypted data is cut when

encrypted; decrypting the encrypted cut data with the key and algorithm used when
encrypting the encrypted cut data to render it as the plain text cut data; connecting the

decrypted plain text cut data to render it as the subject data; and wherein: the apparatus cuts
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cut data, it reads the specific information associ ated

wWth the encrypted data fromthe predeterm ned

recordi ng medi um and perforns the decryption with the

algorithmand the key 5 identified based on the

specific information. The dat& processing apparat us
the 36L& to. .t ' ' 'oncnesb%llo.

e RETHalibo el ot  ibed GHAEDL NS00 IFa R R iR of Bl
diffeftat BeinHe BRRP it & ofSRC hMRL eyt S41R) HGt t R ReRk

text by using _21 pr edet e?rri ned ellll gor’l%ﬁrﬁv anéﬁg%tlﬁéa{erkncrypted
cut dagi rexdritiapedifiy informatmdRodidtedeitt i otk d@itd frofh the

recordi ng medium for recording the encryptied data, and
pregedemmynadyerendingemedipmi and petforien theyiptyptiotatvith tieaalghrithm and the key
Lo L recordi ng nmedium by using the algorithmand key

crypted data to render it

ldcwg@‘ﬂ‘ RifiecoreteE sppsitinigfeimationc d d der i

as €,.subj ect. data, conprising: tting neans for

oot b EStinp Piratis Aoy Tind e SVRsimchien B Gllows

bi ts, 1 =ple. . D] . Pl ai ext .cut data and . .

al o SO eE s PEEBRoind Bhlb e PG BE Encrypting
subfect d:fR & plRfn Gk byt RdetbREin MUBLET Ltk Sni

{/\bhfci ch th%1 encrygtugg%fjagft’a ?ts cut %ﬁanS élnagérﬁg‘%té‘g‘;“ﬁgdkey“’
rendsplitasiennrygtedetaed, b DecoRdiag selliim S Gedidina i eYer@ARREPAdtR Gnd means

sol utions which are pseudo- random nunbers; encrypting _
for derayrtegrthpenonypted dats réagrirem themerondmgtrhediphadiyrusingxthe algbrithm and

K dat(f gith the key and the al gorithm generated based
Y Y Waek thryRimgdhe encrypiad data to repdenibasihe sybieetdlata, comprising:

dect ing .t he crypted cut data with,the = _.
curfi B o G el S LRSI e TeRbsrait it e anultipte
ieceHbf i | data. ..
e PRk 0450 oo R80PIl S il peceso
enciy®ear gt B8a B9 ha WinidRingng 6?9&@9{)%fcﬁ th Pepetd'8ata is cut when
encrypted cut data encrypted by the encrypting an(}l
encyptady palution gerersing armac fedeqrendalty gadrat@gdblgiohH@which are pseudo-
encrypted data recorded on the recording nediumfrom
randopp BB NGy PR iandrleqs pptingrmpang fonearyptihg theplainaex f cagdata with
t cut data to render it as the

he decrypted plain t t ]
the %?Ik%c‘\ﬁe %‘%P%E seperaggyb Basedl on the wiuons nrenderd as the encrypted cut

Al ARl Bling B TRELRRA DL e i B BV BB Spes phen gncrypeing

associating it w ncrypte

recordifng ot tifid lRgordigNfeditinsthé BRrypibd 84h hgﬂh? tl%oench{iﬁéd &t data
| east a piece of the plain text cut data has ‘the

encrypteddry theé ersirypingi dnfl eleenyptifig nreisnnidiet as qicendsesfing he

plain text cut data; and when decrypting the encrypted
enciypted datagecarged emtheyprordige medéind omythe rengrding nediwad®nnecting

ecif.ic_infor rmé%lﬁn associated with the encrypted

the s
meays for SPRRHIDE terisorped Rlria toFHeaF P ImARidbaSdhn gubiechista; and
. ' i.th th e
spode R o ek lpf B ik B ailt, < dFisciariation % dentityng the
anoh‘ifﬁrﬁ B&E WREh encrypting the subject data on a predetermined recording medium by

the &MY RES el b, 8 %@e {tt%ﬁ g{e 15h16d cgﬁ%gz:f;g%a{%%\gﬁgﬁ means for

associating it with the encrypted data, and wherein: the cutting means cuts the subject data so
that at least a piece of the plain text cut data has the number of bits different from the other
pieces of the plain text cut data; and when decrypting the encrypted cut data, the’ encrypting

and decrypting means reads the specific information associated with the encrypted data from
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O else, it is a data processing apparatus including
means for encrypting subject data in plain text by
using a predeterm ned al gorithm and a predetermn ned
key to render it as 5 encrypted data, a recording

medi um for recording the encrypted data, and neans for

the 365 j J : read fromthe.recardi
A0 £ RN DSl A S S T2 BBy and e
alg@MG YRR BReEHE IeRbedfid diBrhihender it as the
subj ect data, conprising: cutting means for cutting
t heOrselky, &ds a datagprogessing apste4tas HchRthg WMehe rfopéncp_)gftﬁ subject data
_into multiple pieces of plain text cut data an ano
in plein texi §y uhag armredaieradnetbal gorii thinoanda piredetenpnaties to ferbilr it as
encr (%ed cut data hy the sanme nunber of bits by which
en . fFeeqtdingimediam fof regprding the encyppted date pangt teams for

o B a5 e 5 b i e nd

i [ the. i n text. cut .
kesRE4 ¥Eih plr AT Shor SRR RN P R BB b Lt 58, soporising:
cutify inbhs T CUttiRg thelsObjeBWheL by h pRRAciRRiINEH SLMBESSE Hildlinto multiple

~data and decrypting the encrypted cut data with the
piedes pf phih wkgortidatarndsiésd coktirg the eniorpited Gatd Intb Meultiple pieces of
encrypted cut data to render it as the plain text cut
encgyppedt cut datdibyghesamewmimbargf figahy which the enaypled datais ¢dievhen
recording nediumthe encrypted data having the )
ene &fid; 5‘818301&%@6&%% meaRs fornegeentiplly genestiingsolutiogs whirh are pseudo-

.ng. neans connected as one. and readi he .

ran b e g R A B P o P T s Y Bttt data with

h i ' | t far nNpectin

the AE8ri0 AT ANE MY S PRCITed ORISR 1o TRRNS b f BT BB Spidred ot

datbaild) dectyptiah e @igyptdl &RAGIa With hEkey BRA BBt Qe Win encrypting
nmeans for recording specific information for

the patypted yatnigta toeendeeyt asshelplatneaxeone dytp ieiding Bed §4ihe Sieans for

data on a predeternined recordi ng medi um by
recoyding Ondhe regordingynedivphibe eneryptod datadaving thenehonypedéeut:data

_ th utting neans cuts the subject data so that at
"*“CWYBEF&%HE‘% P‘g%l"&g SGTYRIIAS MeRRS eanpeefed as prgsandiygading the

e g R e S B e
St A o O TR i s

specifit inférnaition rbdréiAg Ghdah§ foreMME sEUtifiCmPdraiafin fRa8entifying the
and perforns the decryption wt he al gorithm and
key ks when é¢ngeyptingithelsibjee data ontayeedanetiidddrecatibigédion by
8. As . these data processing apparatuses generate the
assoglabipe ik with the enerypiadastasa, Byd whivedn: threcuohgmmeamsuthe kubject data so
random nunbers, it is difficul

that 3t Fp B A DR ik O Aot G5t e GWEbet0f it difprent from the other
e 3EHE 44 ey LU 05 SIS SRR AL o
and Gecr9pisd MedliGefRTRe S HiliRfARalifP280Qhted with the encrypted data from

the specific information recording means, and performs the decryption with the algorithm

and the key identified based on the specific information.
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5 the two inventions just described. For instance, it
is a data processing nethod executed on a data
processi ng apparatus executing steps of: encrypting
subject data in plain text by using a predeterm ned
algorithm and a predeterm ned key to render it as

o e bl S Fr BRI MR 4B B SPtpfins by using the
soletitis il ard W PpdeBASlriniBm dutsodr & ¢ dirhbuil & AR me%%orithm or

using the algorithm and key useéd when encrypti ng
sobesiogs o thed tibepiomsibility efhkering & codesbroken udbines lowiahida rdsiiR.
apparatus_including the steps of: sequentially
gerdéisaossiblesby ametinl exghiptified belops tushdain alrdeameraffeotras those of
utting.the supject data by a predeterm ned nunber of
ﬂleg'fv?é“"leﬂF?)“SdHFtt e3fribefli eces of plain text cut data;

en ' t.he in text cut.data with the ke and

£ hotRlssPe iR ot ok hadiimERetrtled b htr e pesSng apparatus

E@REEtedslor ﬁ;ﬁin - : bvlBhecording . the
exeencr‘y p?ﬂesd()fzéaltcg agl%iB f “ggaeﬁ‘g’ﬁlﬁz"g?ééxgbg é? llnggtpgécgcb. .é%e[%ea&gonthm
andasprederaiinédeey BGORdH Nths eABYPiHIdaf2ERbRRNIiHS %ﬁ@%ieﬁ dataon a

information for identifying the algorithm used en
predetenyiptd regordidgemedibing atd devirgpting the eicet®dith fed from the recording

recordi ng nmedi um by associating it with the encrypted

medigmby ysingfhn gleorichra and ey estd dedten enenyptinie the@nctypted data to render it
ec%r.dia nrgdi umfromthe recordi ng medi um cutting
as ‘{‘?@1 a5E g‘ﬁt 8 2Begratus Hickrding the stees of: sequentallpgrnergsing golutions
/ sa 20 number of bits by whjch th
i R R Pen O SR B O s e b el @urmber of

bitSeiﬁl%rlﬂlﬂﬁﬁQ piéddb of ?ﬁ.gl fg@r(]% érh; g?%ﬁ%g ttlgé ?191{11' tg{]tmu\i' tci?tg with the key

when encrypting 0 render

andabe #lgerifhhagenetAed baull of #eolRRAL BFfh &G it NemEBRe dut data;
plain text cut data to render it as the subjeci data;

recrggwhreersiypted Hata hpyiag dieusicoyptes] dubdata ebjneeteddltone 9 the recording

C

-me(i_hat at | east a piece of the plain text cut data has

1IRE; FegRsiéne secibictinfogmation fon identifying the atgomighmpisetwheméncrypting
h tLﬂ)e I atign text cut 25 data, and _when decrypting. the
e é?{? frtagn @ Rredetermined repording medivg by gssqciatingibwish theomerypted

i i ted data f th g
eSS bbb S RS Gk B Bt recoran
medgglg,fe ﬁﬁ%ﬂ%@?lﬁ\ghglggge?ﬁagﬁiﬁhﬁ?h ﬁ%&%‘;h@#&ﬂ’ﬁ ?gttcliafézl@gjthc same

nuntet of Kitsinewhich ghedrichne X as W e whth en@{pRdRIRAPBAL Bk encrypted
apparatus executing steps of: encrypting subject data

cut ¢iata piithithe kesxandolgerithmonsed when ehayplimettic sh@ypiet lkm ata to render it
and a predetermined key to render it as encrypted

as thpRlain teid oyt datacconpectmg dhe dacaxpterbplaindaxtzeut gate deteader it esithe
suble GG aBt wBREFin e TR ST AR oy et JOG0A Pepmof he
o 6 S e TGI8
datd, Bd WHeM @edrfistinB! RO En@pted BRURRL 1ibddd BCHRER ilfbrmation associated

sol uti aons

- with the encrypted data from the predetermined recording medium and performs the

decryption with the key and the algorithm identified based on the specific information.
Or else, it is a data processing method executed on a data processing apparatus

executing steps of: encrypting subject data in plain text by using a predetermined algorithm
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5 whi ch are pseudo-random nunbers; cutting the subject
data by a predeterm ned nunber of bits into nmultiple
pi eces of plain text cut data; encrypting the plain
‘text cut data with the algorithmand the key
generated based on the soluti8ns to render it as the

. ta. s recordi t cencrypted data
oM e ke Bl Bnder RSB s BP0 B ¥R on
refle@emiitbd fhcoftity Heiuhs GAl dbaYpBRehE thGyl | -
P i denti fyi rfg t he keI;/J1 usedq\/\ﬁg% enc%%%%?h%a?%gq%f)ﬁm{l%erecordmg
megiub] B usingthe agorahpraad ke nsednekbn’ e pHnE thd @diypRdVAta to render it
associating it with the encrypted data; reading the
as thp syjpnt ddtad teappaotys deduding tHessteps ofr synentialyl gemardtingrolutions

the recording nmedium cutting the encrypted data into
Wh’r‘f’EIaf G Iﬂﬁe!é&fb-r %‘%@gl bt cying dhe subiess data iy amedetermined number of

. Rits . by.which the encrypted data is cut .

e e o B o, R e e o i e

1ot ' S nGry.pt i t he .

s kR, R ALGLLS NEWASHIER, BAGEPH Blehfpeact

recérdingdht ancrgeied Gsthaihadink ke SREYHR! G dRladlolnd Gt asnk oﬁ%@recording
to render 1t as the subject “‘data; and wherein: the

medipparaordng spesifichinfermbiiet for dddntifying tedteyatsed ®B&t erypting the
piece of the plain text cut data has the nunber of

subject datyypr p Predeterminsghre¢nadiog mendipn by essoofatink é pittaihe ehepypted data;

readifs e RACISPHE e pRdet PR oGt g Tae e s theeardmg anediom:
ent Y S 08 U b T e i pL FRCro4 G e e e Mepmber of
i o RS 0, RSB BN o
vIRB 189200 LR, R s LI Y S
plaindsat cutdatgjavanexiog e dearypiteidaiaftettvat dah gerhdauriahe ofbject

bits thereof and thereby natching the nunber of bits
data; pnd yr@eipin: the-RRpagtus Gués %paubjewteima souhatdd feastsi pikcet dfahe plain text

er.of bits of t iece of the | argest nunber of
cut %gﬁﬁ e &P“lbﬁ’é"fg?% CE&F%S& ireumheseher piggasof therplamderd subdata, and
r ' l..th it nupber of the . .
whel REFDELE the PR s e o e P sp BRI dptOrmahoncagiogiated with the
teld dafa RO NDpreBSteRHi il C i ion wi
O b S ol e it g pe ity el dppppon wit
the ggodthssanmixhe oy tdeatifiédBised bR specifibiffdrRaidnyy cannot
know which data is the original plain text cut data or
endhg deterecessingapminttas aiittle finit dveddbdmniay coR@riskfifing means for
) d@hg so that the possibility of having the code broken
inclpding dpamydta irredevant te the sthisss dafg impisaesofithe plavtesii oug data except
To be nore

o pisch ol s AR S Bl et e@im%‘%b&%%s?taﬁ%@emmpﬁ@s of every
piecTBF ISl (S EhY Bl Rty S BRSO e i Bl By hmber of

bits 6E3helpdain text cut data. Thus, on the data processing apparatus.  All the bit numbers

of the plain text cut data or the encrypted cut data as a unit of encryption or decryption match,
and so it becomes easier to perform the encryption or decryption processing. On the other

hand, a third party cannot know which data is the original plain text cut data or encrypted cut
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render it as encrypted data, a recordi ng nmedi um for
recordi ng the encrypted data, and neans for
decrypting the encrypted data read fromthe recording
medi um by using the algorithmand key used when
encrypting the encrypted datad® o render it as the

i hLShng: ' . CHtti
a2 BEfcn L SROTEY Ul s S e A BRATBL Dl cproten
remaiisdowul ti pl e 10 pieces of plain text cut data and
al so cutting the encrypted data into nmultiple pieces
of Thendatayproeessmgtapgatitas hycdriiag st setorddnvaitioBicis bd¥s follows.
whi ch the encrypted data is cut when encrypted,
enckd/br mete wseifigeit ispdataprocessing dpparagrsdnglpding methefor encrypting
b%%ﬁin text.cut data with the algorithmand the key
subjscE e fyPlain Xt ¥ne? Predeterminag) alegritham ard a predefernpiped key fo

ren e e RO o et elkBrst ffy and means
for B8y OE EXRYFA Qlta rER otk Upd £RGRnd e&ﬁmtﬂggﬁﬁggegg algorithm and

t ex dat a, e nmeans pertorm ng e enc

keytused d@en yidrypiingdhe efdrapea detaiy ier Rhs BlelsibRet dita, com rising:
standard; reading and witing nmeans for recording oR
cutigamegsdodiuttingriheisubjettiatelnca prededrdinied ni@bemd Hit énto multiple
. encrypted cut data_ encrypted by the encrypting and

piecss Of Disin 165t i date and slre sutmghe enveyptad date into myltiple pieces of
encrypted data recorded on. the recording nmediumifrom
encfiRied B Bfta T i, RS IS5 QRBLL Py bsch the BRREVPiag dat is cut when
L.OG: ted plain text .cut data to render,
enchE Ehr Bl b RElpRRhE ool el shF¥ bt o pifaen oy ata with the
1gdrRRAI M TRe RBAARnERE i ' ihd el |
SR KSPTAn S 1 SROF G RALE rehdf ST BTl cut
andsichjyeting dtehcoptedl qat 86 e Tthe Ry ﬁrﬁPﬂF&ﬁtﬂﬁl WEed kiheh B¥crypting the
associating it with the encrypted data, and wherein:
encrypéedeaut tiatado randeisit euiths plaie text bitadzita, dat medny petfening Meadncryption
of bits shorter than the standard nunber of bits; and
or thedecryption,pch standass sumbernfdits @e d stapdardhesading end fvriting means for
of bits of the plain text cut data .

rocdief il Fedp R RGP e edh il
enclleR P il bl REHRE Rt @by pt S o e

encitypRJIQIAE NePbrdBd o At Ig&ﬁ'ﬂi}ﬁ@tdl&ﬁulﬂ R eﬁ*ﬁ&ﬁ&in% I?l‘fediuéla; connecting

specific informati on associated wth the enCrypt

meania fer donoevtingehes deeyptedpliih tettuod st RNIESE S @k Rbject data; and
nmeans, and perforns the decryption with the key and

speqifie in{pgantiontrecoriing meahs ot réxasdiog specifieingenitibn for identifying the
[ formacLi gn. The cutting neans of this data processing
algoa@aaﬁla% when encrypfimedhe ubdect date gnippredasermingdyecordingsiedium by
rter than the standard. nunber of bits. However, the
ass RSk 5 with s fee s b, Mg et g gtahg subject data by
' S t-a.processing unit :
e s ik Mk ot T L 5o
provi@&bfor the¥aR6 8f Blatchih@ thé Ahdibdre¥birs UF (31 fn Wxt BRCHXLHAN the

cut
standard number of bits by including dummy data irrelevant to the subject data in the plain

text cut data; and when decrypting the encrypted cut data, the encrypting and decrypting

means reads the specific information associated with the encrypted data from the specific
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data requires a process in a processing unit different
from8 bits or 16 bits as a general data processing
unit so that it is not easily analyzable by a general
conputer. This data processing apparatus conprises
the m xi ng neans for matchinglhe nunber of bits of

inf : P | the. st andard nu r of .
EiRadg rioRlfle hls il pdRi e fec iR BOL e S8 8T g Seoritom
ideftiRidaibedad thel sPedifi€ iftb@hdliohext cut data. Therefore,

this data processing apparatus is consequently able

t o Ferdutting hemseof diiy (ith procassindlggayadid cuits BE 96 idag Yythe

the processing unit used by a general conputer so
nurgbegof biteshories than thressendaod nimabgrefibits. hHpeerarethe standard number of

.. conf ation from a conventional one. On the other
bltSH%%‘l?eg & bithr 6 piss Which anthe same 862 genesal data proessing emit for instance.

T 5 B B DB B 6 54 o2 2
G iy OB ORISR g o

pro€d3siAg agittsh ehaR O hbt dA8lly hrlaly¥le B SLenbfal EHBp@BE s data
changi ng the key. For ‘instance, it"is a da?a

progassing sppargtus ppiapades shd midinglinegnsfennstitchafy Be aaMbér dTits of the
subject 20 data in plain text by using a

plaip texd sbedatn wéldr the sandardnwabet of bits by dncduding the dapymy data irrelevant to

render, it as .encrypted data, a recordi ng nmedium for )
the Suhice griagn %lwé?V&b@t@at Hhergiiore, fiafya prcowing Jperates is
conl e AL B FInG SR Bk OA P e i
use®B§ b BBAGH ARl Qo R Wakre istr}oarf‘eeh I?(? ?I?a%gla ?t%émgﬁ%?ee%otnﬂ guration from

conprising: ‘cutting means for cu

' a cofl@émitiond] GneP! Olethe biieR Bshd) 4ied Pafty Binh8t kddPwlith daR i8 the original

25 pieces of plain text cut data and also cutting the
plaib text gpt deda de¢rarypiecheundhtai apt evhicledas isahe demayydatesd daf the -
data by the sane nunber of bits by which the encrypted
posgibilisy pkhaving (i ende upkengsmadns lower ypt i ng and decrypti ng

means.. for encrypting.the plain text cut data with the
al 3@5&1‘% ﬁ&agﬁ\se%g%u%%gl deﬁéﬁ@?qﬁgng APRAr el changesbe algorifhig, it may

t [ ncrypted cut data and decrypting
_alsot thé Bﬁicef'or ch%t?@nlé &%é{?

e encrypte Y with the key and al gorithm used
W8 BRERYYH B9 dibirdcessifRS i Hid S{&gg ing subj
it as the p!lali n teiqr CS% gﬁ’%@?‘tﬁﬁ‘é‘%}n@é’ﬁ@%ﬂé’tﬁ?‘é‘ﬁm ting subject

datat inlain eaxy by ubig aPiedRemURAAEriRM RE A pRéRBIAATEIUEYRS tender it as
of bits as a standard; reading and witing neans for
encryptedrddtan g renerdihg nredivam thirmecombids wina driaeypeaitdayptaad nebahafor
havi ng the encrypted cut data encrypted by the
decrypting Elei engryRind datciepd fronthatenesding medivmebtly asing the algatithm and
ed

r eadi t he 5. encrypt ta recqrded on the recording .
ey S8 WAh FUSFITnG Uil P i ROCebIDE EFNGE: dABapmprsing:
I ' rivpted plain text c d t ;
cuttfrng nrgééa?i@ ?@C{ggﬁ%ﬁég gtb chg g%&c])gt aaigregﬁ e& nuzlﬁllger o?‘i)%s into multiple
pieces of plain text cut data and also cutting the encrypted data into multiple pieces of

- encrypted cut data by the same number of bits by which the encrypted data is cut when

encrypted; encrypting and decrypting means for encrypting the plain text cut data with the
algorithm and the key changing in predetermined timing to render it as the encrypted cut data

and decrypting the encrypted cut data with the key and algorithm used when encrypting the
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specific information recording neans for recording
specific information for identifying the key used
when encrypting the subject data on a predeterm ned
recordi ng medium by associating it with the encrypted
data, and wherein: the cutting neans cuts the subject

encgfﬁtai B éi%gl thREndty F%g :'tl%egélajgir%ft P 4th Ghe H@%& ﬁrfr:e;]%ﬁnsling the encryption

andard nunber o having m Xl

or thé a¥irdpor pur stanBardaleentef of Bt CAY I\Garlddfi: af i
of the pl aﬁ text cut da?a with the stand raél1 rﬁfﬁ‘lggr%neamfm

recorfdirty disthi yedondihg chied final thergy celpterl datd ledvauotht eh@yptB@ cut data
subject data in the plain text cut data; and when
encggried by thegnetypting end geceyptingtmetas apnrcoteden ony pid regding the

decrypting ans reads the specjfic informtion )
encrgpted daip é@oﬁwnt%r%ﬂ@%%@u%ﬁ@n@%ﬁpﬁﬂmm@hmi gonnecting
i nf g tion recording.ngans perforns _the .

med b0 bR P 720t BT TR s B R Tl 5t ibiepias and
e A S s PIR el o n P g
keyappé et 88crypling the se§eamta sy frebié@fnilYd 6w HOdSm by

exenplified below For instance, it is a data
assqigtingsis with) theeerivoyptek datatand wiersin bt autih® @®a6d £1@s the subject data by

apparatus 20 executing steps of. encrypting subject
the ghmber; of hitsgherterdhan ty stavilard naberdbbits; andlbaying wixing means

{

prog@d!?orp edeterm ned key to render it as encrypted

rtBe Ao 1A Hen g dw&béﬁ%'%iﬁaoféh? @ainﬁ%cfgt W@&he
s GEER S PR B ing R SR iy Sl iuietsBid i pian

tex e dgtﬁyaﬂéﬁ\?ﬂed’ﬁb%glp?ﬁg e L cRhedd Gt QOGN %teﬁgryﬂgg Padddecrypting

render it as th j ect ta, the épp_ar _
mednB3ee4dRithgspebEicihRPmaiin as6odihted ¥ithhRe it MEd d4R EBrPihe Rpecific
. 25 predeterm ned nunber of bits into nultiple pieces
infogfagibmierording means, aat perfoens typddcagptionavif the algotiehth asdithe key
data wth the key and the al gorithm changing in

idenyied agechpmihg SP?%ﬁ‘nglfmaﬁ@tlandard nunmber of bits as a
tgndard to. d it th t ed it data;
T T IR N—

invéio Y MORSHDs ?}?(?ngﬂfﬁneﬁ%eiohe recording medi um

recording spec ornation for identi fying the

al gRF irfshimcelSeR a%@ibr@%gﬁiggﬁér@)ﬁ %ﬁa}c@ﬂi@bﬁ %tdafin;%rlé'cnegg]flg apparatus

13 predeterm ned recordi assocl

- exeputind stdps ofn@ichpliag sﬂﬁjé(ﬁ;dafaqﬁgﬂldiﬂ tdx0 By uSing b pRidRfbriaied algorithm
i

recorded on the recording nediumfromthe recording
and peutedetermiord keygo trévsler #ms enpyptdd datagrecotdingnthe ehgrieed data on a
i eces of encrypted cut data by the sane nunber of
Pfef@?‘%@"&ﬁﬂ regprdeng meivmnand dacexptingtibe ¢nerymied dateread from the recording

ncrypt ed; . decryptin he encrypted cyt data with the .
meRRITHE BF St i AL il R erorybiihg e sacrpien fptica render it
i r . of jts, to.re r.it
e (b2 Bl e - E BEALE T B B cnfimii Gkt
pred¥hétiinddPitimbed of 84 fitd Multiple pieces of plain text cut data; encrypting the plain
text cut data with the key and the algorithm changing in predetermined timing per standard

number of bits as a standard to render it as the encrypted cut data; recording the encrypted

data having the encrypted cut data connected as one on the recording medium; recording

specific information for identifying the algorithm used when encrypting the subject data on a
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render it as the subject data; and wherein: the
apparatus cuts the subject data by the nunber of bits
shorter than the standard nunber of bits and matches
“the nunber of bits of the plain text cut data with
the standard nunmber of bits By includi ng dunmy data

et SRt 0 50 e B S o
enchptéB@S rdcbRled DR febSrdin) AEABE £8n m%r@ﬁ%qn%ﬁﬁ, Lifing the

encrypted data fromthe predeterm ned recording

encrgpdédudataindo pritipde piecdshf eflespialdudBatdiby thd RmekRnRAGS bits by
the algorithmidentified based on the specific
which tlesr engrypied datk iseus when endrgpted;dieceypping tesnirygtedathdata with the

executed on a, data processing apparatus 15 executin
keysﬁ“@ﬁgg%\%?mélﬁﬂ ypen ﬂ%ﬂ%@jﬁé@@ CagayBies putslata per thexgtangprd number of
. [ . predeterm ned al gorithm and. a predeterm ned
P B B TS B LS e B e b S5 o
n eher.m r dj i
S5 HPLE el Bty RO USRI B e e

of Bits 6R61ekrian tHE Slabdard ukhbErer Bifina nSRHek P thek 8Y b#SEthe plain
when encrypting the encrypted data to render It as
texttdue dstalyithcthe dahdard habeapgfeiatbysinélading dufignyt duga Bted®&nt to the
of: cutting the subject data by a 20 predeterm ned
subjeghdata ingthe |plain tex hews datal aidpivhepderyyingfthepérairyptedmt datat, it reads the
encr text cut data with the

dat a; ptin t{{:e_ | ain | _
.SPe%{fl@ PR Sqoiate %’9‘? engrmied datpfremebe predpiseminetergrding
medifn B BREB ot o WS icH withySe b it Aol ebiioaged on the

spe@ifit tiBaNidig. t he encrypted cut data connected as one on

the recording medium recording specific information

f o0ri elkeitiis ¥ 108 ptdtessiDymbHhed eXE@iedeitCd Jfth bRRedsif apparatus

subj ect data on a 25 predeterm ned recording nedi um by
exeangoteps iofigenctypting buttjére deradn phiie texdby asing @ peide@rinbiRd algorithm

encrypted data recorded on the recording medi um from
md@%ﬁ%é@&l@ﬁdr@m@ eunde it gsiendrypfed Heta; rsnondyngt thelentaypted data on a

| ti.ple pieces of encrypted cut data by the sane )
Pfe#ﬁ%@?“&ﬁ’g% ﬁ?’g %%Fflummf@ﬁem@ﬂéﬁ dhe snceptedata yead gfpm the recording

/me%fﬁé%yﬁ%@gétﬁ%glg rd%lr%}c ﬁ%&gﬁ%ﬁé I&ﬁlge r:elc?r%géiﬂeﬁd tlh% grtl%r%ﬂtteg d\ellvtiattlg render it

as fRNGbydRE 84la GHE 2 ﬁu@ﬁﬁluﬁﬂi{'g At 8@ %613 Fﬁ‘t‘ﬁﬂ? fle s‘ﬂi).i:e%fdaég Pg%

as a standard to render It as t al n“text

predecerinsd ivgnbiee 3Nbitd iAo BORPRCHiES I PRin BREEMRILAS eitdrPphg the plain
text cut data to render it as the subject data; and

textwhbdash withtthealgprithmeandsthe key chanigimgsin lpraietermiitied thying per standard
nunber of bits shorter than the standard nunber of

number of biffpsfentandas] torendenitias dhe afcryntedcw dataheeopitdingithe ercrypted

e e B S b T e
. A . wh d ti t .

spedti@litoinfiion i it GimetHE L 8B RERD ERE P R cubisat dagpon o

prodR&s A cA!rBbriting ndditfin 89 GEsbRiaBilg §A% fh e ¥Mbrypted data; reading the

encrypted data recorded on the recording medium from the recording medinm; cutting the

encrypted data jnto muitiple pieces of encrypted cut data by the same number of bits by
which the encrypted data is cut when encrypted; decrypting the encrypted cut data with the

key and algorithm used when encrypting the encrypted cut data per the standard number of
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the predeterm ned recordi ng nedi um and perforns the
decryption with the algorithmand the key identified
based on the specific informati on. The data processing
apparatus of the second invention can be as foll ows.
10 To be nore specific, it id4% data processing
; r Y :
bitsARARNRNR 0 Al A TR PR B R S P cfleBing the
decipediailgneAiedt &ey o enddranslahe kiibjas dRRACHIPVRGealiR apfaratus cuts
recordi ng medium for recording the encrypted data, and
the sygens datadny thecurgipdriaf itk isoreat chianpthe stankhirdnnmbel Sfrbdsand eatches
recordi ng medi um by using the algorithmand key used
the ppahered bty pf theplain dexs autdats withdbe standard muraler of bitaby iteluding
P subjdect at a, ctgln'pri,si ng: 15 cutting nmeans for cutting,
unyiy daig releyang i e sybjgct th¢ RiamdigX i Hen, B whengecrypting the
' L p ' Of .plain. text cut. datg and al so
enciyed b biea b g Plg G5 ofidtghiabiastifa.ih e B85ryPied data from
the BrGERARCS RSt Aeilnd 10 PR SR Blgf Vil Y i and he
key dduntifietl bagdwaans sgepificSfp@atib@l | y generating sol utions
whi ch are pseudo- random nunbers; encrypting and
de dihg daiarpgocessing aperatenof thp sécogd tilenfibmean beeastfollows.

data with 20 the key and the al gorithm generated based _
on Torhs meye §pecilis itis adatadrpcessing appavetus inshudingaeanstfor encrypting

o B S B R o e S B

d i1 { [ { { t d , h
el MR O OB 5 e
for EdcAfIREIneHIPRItePlatPlda fAsn ﬁlé%@&éﬁlrg%ecﬁﬁg;%zg'ﬁgi#g%an%goﬂmm and

witing nmeans for recording on the-recor

key nb&] whar stiigiing Alicerdtastiteddith @ RABENPLEHe subiject Dafdtdmprising:
encrypted by the encrypting and decrypting neans

cuttingrmenes éet cudtingthe sirhjeat dathi ytp predetermmioed pirabkrad bits into multiple

recgrded on the recording nediumfromthe recordin

pieckpaf Rifin texiibeatn Apd akie sREing dhe ersrimtet datyingmeuliinde piseescof
enci Bl 4 pF e s o P BE b DR S £ e
. i or S . > e
enctyF SRR TSR s AL ! et e

randREAGHBEE MBS PHRE Ahdl Iy PRI HBRYorlScryphi Q%eaﬂlm%ﬂtcut data with
‘with the encrypted data, and m xi ng ngans”for mat chi ng

the kdyeandiuthib elgotithnbgdreraéd bisbé opliad sohithub terehdedt & M thcrypted cut
the standard nunber of bits by including dummy data

- datajandgleenypting the enciyptedisio} data wdti the key arivealgdrithm used tvhenencrypting

dat a'ecﬁnd wherein: the cutting nmeans cuts the subject

the eperyptedicntdata th gender itas thi Rlaindews chbdaty, iagmmesns perfamaingthe

enc 30y Be oPoreBisnli sEARRAI Lot D derie OB ol goand wrting
s SEE  IRHHaASRE AL 40 g g o
data@R@iprediicthe encrypting and decrypting means connected as one and reading the
encrypted data recorded on the recording medium from the recording mediuin; connecting
means for connecting the decrypted plain text cut data to render it as the subject data; and

specific information recording means for recording specific information for identifying the

algorithm used when encrypting the subject data on a predetermined recording medium by
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perfornms the decryption with the key and the al gorithm
identified based on the specific information. O

else, it is a data processing apparatus including
means for encrypting subject data 10 in plain text by
using a predetermnined al gorit¥m and a predet er ni ned

assé@¥ridelit ;@?Qﬁé eﬂ&gflﬁ% d:t?rﬁ,%%ﬁﬂm&qg%ﬁa g@a@,ﬁ ﬁég HEhym er of bits of

medi Um recor e encry and®nmeans

the @R JeRt binGlatd Witk iersyRiderd daier beBik by BBl dReRY i Srelevant to
medi um by using the algorithmand Key used when

the snigiestplatanig theplaimrtextyaot dataptaidavliepeinethe entting nfe@iné b@s the subject data
subj ect data, conprising: cutting nmeans for cutting

by the sumbsy elchitsghprershamtherstrndardmunberofhitshend whembi¢csypting the
into myltiple 15 pi.eces of plain text cut data_and

encrypiesl Qif detanhecperyating ypt degrypiing meappreads thespecific edeignation
A ta by.the sanme _.nunber of hits b

ass{ia EUTRERE b A ol i BerdRHAAE R rfprag Tk, and

rﬁﬁhﬁftﬁgﬁﬁ'ﬂm rgﬁﬂ&'- | D
pe sol ut ieg(%g [ iéﬁ‘tlar ee gggu o@lgra1 om nmfhgé%%b%gﬁgﬁ%% %b%aﬁc
infafdtickecr ypt i ng neans for encrypting the plain text cut

data with the algorithmand the key generated based

on Qrvdses dlisia data pracessiegararitts inslutling necans Ypteadryptihg 2bject data

. data and decrypting the encrtépt ed cut data with the :
in plaiy texk §Y 458 pipredeiaminedghgarittmang piprevdgtermineddioy ty pder it as

tat d it th | aj t ext t data, th
encyled it arrirciing ot Sivctymiig tho e rseithin,yie sopgnp i
oo M brcHHRE oo reBll oo 3o Gk AP et st P PG il gpritom
keyld38d #R6h Uikl fstirdahdch@Yhig dhd %o iééi&g&yi%@ﬁile %%jectqﬁgf comprising:

encrypted by the encrypting an ecrypting ‘nean
cutthgymeaisdor astigntebjesieRei hga hlredmiBAE hiiAb& b Bk dnto multiple

_recorded on the recording mediumfromthe recording
pieges of plain evhens dataragd alsoanttinggdhe eremyped datg irttd envdéysle pixcedof
plain text cut data to render it as the subject data;
enceypéed ch data by dhe soms nmbes of bise by wihich theenvsypted data is cut when
recordi.ng specific information for identifyjng the,
encygPd SUBCGH ESEBIE PR fPr @Stipf % sqncgping shiptins which are pscudo-

oI ) i ' ssociating it W th :
rondtf B0 AR R 30 LB IEEY bt GRPERR T Mot data wit
the AlSBABM Bfd e kSy @énetfted bRRARL i#ad¥
o Untey 8enerted oakd i?é{%%%sgﬂkmﬁgﬁﬁgh%n%mm
datd amisleessprihg tiee enchtelint data vile die kBy htBalpbrthih §R¥ twielencrypting
data; and wherein: the cutting neans cuts the subject
the grarypted guttdata towensler itols th plgingexircuedats,theyme s warfomnidngthe
nunber ﬁ% bits; and when decrypting the encrypted cut
encrypign of the depryplion Peigtandarduumbies of hids aremwandard; deadingand writing

L PR T
G S SR k5L bR i e
encrypted data recorded on the recording medium from the recording medium; connecting

means for connecting the decrypted plain text cut data to render it as the subject data; and
specific information recording means for recording specific information for identifying the
key used when encrypting the subject data on a predetermined recording medium by

associating it with the encrypted data, and mixing means for matching the number of bits of
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i nformati on. As these data processing apparatuses
generate the algorithmor solutions by using the

sol uti ons which are the pseudo-random nunbers, it is
difficult to analyze the algorithmor 10 solutions so
that the possibility of having a code broken becones

I ' [ ... QY. a. net hod .

the g%&ﬁ(?ﬁtgg&bevg% we s{t@dg%ltlgl?lﬂ?e{ ﬁt Elgsa?%mgpgﬁ}vgt ummy data irrelevant to

the @fibjedtiMatal M SHIARNEx{ Y Bith] AASwidrsih: §lE %ﬁlrctjihg &kan§Bls the subject data
instance, it is a data processing nethod executed on a

by thamambeoefdsisi shartethal tlelsnddemutbendf HitsSRed ®héen decrypting the
encrypting subject data in plain text by using a

enc ws datanthd eatrypting fd debBymsing neeaps sads therspeaific kfyrnhaion

rendgr .1t as encapt ed data; recording the encrypted
assepipted with thoencawted data Sem e spenifigjinfraiation repemding means, and

ecrypting the epc ed .data, read from.t recording ..
pery 5 MR A5 pbPR 5 BleSBrTE i G dex dilbed Bawd on the spbei
nf@RGahYRt i ng the encrypted data to render it as the

subj ect data, the apparatus including the steps of:

S e quedealaty/pro 682 apPatafts deh&Rf: th¥BigbRRA Br solutions by using the

pseudo-random nunbers; cutting the subject data by a
solytioad sthérhrire e paeudeerandbm20ntbietss itliNdificaM tbiaphKzOiHRGESorithm or

of plain text cut data; encrypting the plain text cut
solufiona sqvihehthepessibiity efitviriga erldg brokenbegemes lawer abamsult.

on_the sqgl utions per standard nunber of hits as a

st Ah3ZPEsible Py 2 mgiodiexenplitisrhbelow  tp btain thersamgesfects as those of

i.ng.the.nunber, of..bi.ts of the plain text cut data

the\%?(ﬁ g&f)ﬁemsvflétﬁ%r]'d&ﬁﬁ%@? of bits by including dumry

datey ifstHke Ve 0] | gg LAih 8%
| cut GEPLRLE IR (ol S SR A0 AEAubd of 10 BB Sbparatus
exeQIRRIPS G GAbryPEh 3 sl it AaiaaH phin &Rt BYEsiRE a pR&etermined algorithm

recordi ng medi um recording Specific informtion for
andiadredeitérynimegl Kelyeto adrgler ittak encrypted duhaprecerdiigyhe engype data on a

subj ect data on a predeterm ned recordi ng nmedi um by

 predeteraunagireenydingimedinm; unkdesryptipg tharengeyned dasattiad gronh ghe recording

cfncr]%’pt ed dat r.gqcordded on the recording. mediumfrom )
medtiyg él?l%‘ﬁ% SREENTR AR Rt e 7hen enarmpiingthe gnerxptedidatago render it
1 [ f..enc ted cut ta b he sane .
s bRt Gy 5 Bl ElpB1ace it 7 gl EnE g seiptions
VERRYS BT AR Sk U AOEEBAER, € ekt b
bits@ito myyltipld pseks ollhin tBe cut BfaSdod 8 TR tetfcubiidtd wif the key
render 1t as the plain text cut ‘data; connecting the

and desealggritbth generated: tesed cnithedaheiohoperanmdard tunster bhBits as a standard
subj ect data; and wherein: the apparatus cuts the

to rengsy i 8¢ thesnerypiediowe dafarmalchiag the numbdnof bigs of theplaiméext cut data

witttsflilg g%?é%ﬂ%gﬁg eﬁl{»its&i&{ %Cﬁég}g?(ﬁéﬂﬁ%ﬂ%é ?r%%;p\?aéq?fgtihg%gbjgcfzt data in the
P A6 ALY 5Bl b SaeShl 2 pfcrs

one 0B ARSrebHRinEABEN linC recording specific information for identifying the algorithm

used when encrypting the subject data on a predetermined recording medium by associating
it with the encrypted data; reading the encrypted data recorded on the recording medium from
the recording medium; cutting the encrypted data into multiple pieces of encrypted cut data

by the same number of bits by which the encrypted data is cut when encrypted; decrypting
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i nformati on associated with the encrypted data from

t he predeterm ned recordi ng nmedium and perforns the
decryption with the key and the algorithmidentified
based on the specific information. 10 It nay al so be
a data processing nmet hod execut ed on a data processing

the I%ﬁﬁgPl%H ‘48t dftg thﬁ@ﬂerfgrﬁpﬁgcg{&ié%gir@% %r@%fl; g;?%-gé{ .get%b e aggﬁed cut

aln text by using a p
dat@p@itRe Statddill RBFDKE Bi tb BRMBF it hb HRDIAR &xY it bfecting the
recording the encrypted data on a “predeterm ned
decryptal plaingextanit dam tardideieic ayheisobjedtiatag acd wherth: dal dpparatus cuts
read fromthe recording nediumby using the algorithm
the suliei alata hyethe Whmberefdritsshomer thirethe stangaot edmibet of hits so that at least

.rendﬁg‘ i{.15 as the sulgljlect dat a, the apparatus )
4 PIEECPIIOP H[f“t foat eytdpta hos thesumbssof hits Jitfgesnt fram thg other pieces of the
t] ich are eudo- r and n ers; cutting.,
plaiteeiE R M itbn e B ERR PR Foh it gt Mspeific
infdrffaBofHesbti ' ' ' i i
o DU SRUFEE enypu B i Inetba B hined gegording medium
andaRefothe tealécAphsh aitdhdReEshdMe hid8rifdh Jeh8ASI PRAE on the specific
standard nunber of bits as a standard to render it as
infarlatiemcr ypt ed cut data; matching the nunber of bits of
the plain text 20 cut data with the standard nunber of
bi tsmpy alsp e adlatigpracassipg deathod exceuted ame data preessing peraratus

data in the plain text cut data; recording the . )
EX TS YPS T FRCYREE Sh e?trﬁgtaén&l%ff‘éabz geing gipsedetermined algorithm
w3058 A Ot 155 SR SSHEM DB e 68505 0R0 aaa o
e ae ikl 1 OO LS R R eoning

mediaindiy Ws&gcthe glgofienk B6d Ko} @Rd $iHed ch@SPhikethe MclyPRd data to render it
recording 25 nmediumfromthe recording medi unt cutting

as thdhenbgant dytp; thel apperatus mctuding thie steps pf: seentiflly ganeraying eolutions
cut data_ by the same nunber of bits by which the

=)

- whigh are\pseudp-trademingmbers; Aing thenswbjest data byle prefdstarmined mymber of

orithm and, key used

bits G R e ﬁﬁﬂeg{‘@ft %@gflalgcamﬂ_llaéheaplaﬁrte%tlwéﬁ data with the
e BRI U el LSRRy borHipoeB Rt of s o

stanid@rd 8 R&RTer itlas ¥ dleBypiatPbf ‘aﬁtagﬁfaégjyﬁpﬁee ﬁ%&lﬁ%‘gﬁrbgﬂ? BE Itlftetsb?am text

apparatus cuts the 'subject data

cut ddtamtith thé bandird aumbanstaie bykdhaihg ahmbiy gats Rrdlf\aht Bithe subject
| east a piece of the plain text cut data has the

 datariprtheplaisf teist qus datdj fefending the enmypthe data hevingitecasryfted hiet data

plain text cut data, and when decrypting the encrypted
conpgrtedprone onithe pegarlingymedivay reqording sescifie infmation firddendifying the

key Mt b SRR 6 P50 CFBH BRI TBER e AR iRy
ass@%ag%%:‘i% \?iﬁil %&gerntﬁgﬁt%ﬁc?ata; 'rga“?ﬁﬁé fnle %lqcr?rpat%g YaBeldded on the recording

medium from the recording medium; cutting the encrypted data into multiple pieces of

encrypted cut data by the same number of bits by which the encrypted data is cut when
encrypted; decrypting the encrypted cut data with the algorithm and key used when
encrypting the encrypted cut data per the standard number of bits to render it as the plain text

cut data; connecting the decrypted plain text cut data to render it as the subject data; and
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In the case of cutting the subject data by the nunber
of bits shorter than the standard nunber of bits, the
cutting nmeans of the data processing apparatus of the
second invention may either cut the subject data by a
predet erm ned nunber of bitsIdr cut it by different 10
hERE It | IS easier i h
W BicpfiraPlchrs B0 RuBLELERT e hgPei i gorts Brap g standard
nuBbR e Bith So AR ledsha e bt Hiaift 85& cud dhtd %ﬁlﬁn i
_the cutting nmeans cgts the ubjectcgata @§t§ e BE S Bics
differeptifroay the nthdr pieodsast theplald st b @hith Sind Wik debBypting the encrypted
standard nunmber of bits, the m xing nmeans may either
cutidatal i eeads e spdeifiminfoanationt associaedwithahd emmnypeéd ddhefrom the
&%ain text cut data or include the dummy data at a 15
preggteipehrecordingmg negierms the degiyptier Withithe dgerithahand the key
. in text cut data. .The processing is "easier in the
‘d"‘?‘gﬂ%ﬁg’ﬁs %%ﬁ\mm If jpfo Phility of having the code
br qk @k d b et .SOb UL |
br B ke U el Ak by o8Bl DRy he standec
nunien of Bit thd\utthSO ek sUT (BG4 bfd@@ss_ﬂéea&%%uﬁcotf 5%@0%c§invention
encrypted and the encrypted data is crypted or 2
mayjeitter atiethe hebjeat|data tora pedéternin®d tlrabé ofibits bexit it different
data is encrypted and the encrypted cut data is
nunghers §idhitsd. The pravessingsis catierin théormeroasd whibe hrt possibiiag of having
thth sg%utj?n generating nmeans, the m xing neans of
© Pofle trakegtia Iewerdn troteRsASeleci de t he predet er ni ned
posi t:ion for includi.ng the u dat a. based on the .
Dot F1eGse hetoit SRR misiSs e Sy EIE e E g Bredetermined number
of Uitd ¥Gdtdr PRhn Y staH Sihise Lih8,
sol uti gn SO tﬁat&aér{mﬁgg)gﬁ a %i @%ﬁ%@‘ﬁ%ﬁg?‘?&ﬁ ! %rx]fmlude the
dun@tiy dstatafa bafie pHGtio &S plagf teRi &t ddialJreh@ide the ﬁ’gﬁa}rgﬁi ta at
__other pieces Ic))f t he pl albn text cut da{ta. Tehe thir aaata
diffeneviepredaserniisedipositini fonsachiecetdfitlicplaitivesd dubdaths Thélgodessing is
processing apparatus including neans for encrypting
easigy iy the former gasewhileghepessibilitypf baving the qude Hetken s losdr in the latter
al gorithmand a predeterm ned key to 19 render it as
A%ncrypted data, a recording medi um for recording the

en d neans, for decrypting th

enant Sbof BRI e HenfteRigmritar alfiepgenserinhe
soluftioR cAHIR she | q

encrypt edbg%{gggl[kgt (rlégﬁ%llgeérﬁélg?t as tH ﬁfé@%%f;it%c{'ga a?s adegr é%d or
genérateahe solplion Eachttink @e PlAC R%t Aft dahSs ShdtlyFel af@HR ehlrypted cut data
_ render themas the encrypted data and decrypt nmultiple
isdgryptedes of the encrypted data in the same order as

the order used on encryption thereof, conprising:

cufn thsgasswhere thy seeond inyentionchas thy soduticiagenetdyingimeans, the mixing

re&term’ ed nunber of hits into . . .
S ¢ second mvention may decide the predetermined position for including the

dummy data based on the solution, and the cutting means of the second invention may cut the
subject data based on the solution so that at least a piece of the plain text cut data has the
number of bits different from the other pieces of the plain text cut data.

The third invention is as follows.

The third invention is a data processing apparatus including means for encrypting

subject data in plain text by using a predetermined algorithm and a predetermined key to
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 dataPavingdhe gRiTYpic
confiy ' Fh i B bRphERE ym seieon e réREdigpmegium from the

mul tiple pieces of plain text cut data and al so
cutting the encrypted data into nmultiple pieces of
encrypted cut data by the same nunber of bits by which
the encrypted data is cut when encrypted; solution
generating means for sequentil# |y generating new

ren%éi‘l ibhd éi‘ﬁ?y;ﬁ&f@atﬁ,iar[%ctfrgiﬁjigmed?t?ﬂjf&qec%ag% the er?c@@tgf Elaﬁg, and means

y assigning past so ons 10 a pfr er m ne
for dedrypligithg RAEyPlel Wata BADRE Mt HETEBRANY Re@hnORNEIRS ¢ i
newyggﬁti on@g?/ assigning at | east ongleglﬁl t He pasﬂthgglg%mﬂmland
keyspkd wihonencriyhtmgthe enériyptet] datago téderrit@e ey sabjeBd MRaNS to encrypt
for sequentially generating new al gorithns each tine
mukiple pigessed thejabiect data trepderdbiernys dhei engrypieel dptanrdateenypt multiple
sol Eti ons; segcond, al gorithm generating neans for

PIeCEs G i ymsF it fyne Aieles o eler Ao eAEPtig thereof,

congtife- S5 Bl R obinle s, e ot 37 mrpT R e of it o
mulipld SeddISF pBed ?e&@[?ﬁ‘ﬁaﬁl%ﬂtahs%%ﬂhﬁ}gé %{i’%&ﬁg? gx info multiple pieces

decrypting nmeans for encrypting

of eglaiyptedwdut Hath ibe thejant whrithee ofbAOBY WABHIBO LM MRED BMa t&it when
first algorithmgenerating nmeans to render 1t as the

enceyptady polotion genedating raemis dacseymintially heer sty nent @dutink each time the
data with the key used when encrypting the encrypted
subjegt data isengpigptachley assigpingl ngstrsolutiona & 2 predetemnidedvbeintion generating

I e T
I L A ' Wt . f or,

therBlo e o At e St s SO Pl o ROt ol efitams cach

timé eI sOBjeb Bt LREYRPRA th'lsifiaha ﬁgﬁé‘féﬁﬁﬁ’ Etﬁgﬁ%; {dd6nd algorithm

encrypting and décrypting nea connected’ as one

generadng igahifor seQielRiIBOgdiatatin g BEOIabRtheWal kOthinR @9 kifbs® Gencrated by
medium fromthe recording nedium connecting neans

the fiesit algonithes genrgatingemelns eygt Guie thesdmoryipted dataiis ddatyptetdyafsing the

render it as the subject data; and wherein: the
gengrgied; splptiops Recrypiing apddepnyntingimenns forsmerspsing he plaindext cut data

.a.pi.ece of the ain text .cu ata has the number of .
witfR AR5 Spd InelalforRh i dtntrieg b g{% algorithm gencsatmieneans to render it
t R ta. processin
as thebleriith 4R o i 3 Boins e PodpfeAl Ry BB SGRIERey et gen
enciyptiig idenk A0t Hdth REd theNaRR ST &I i grp"ﬁn
g?edéeterrlrli?gge key to render i1t %@%%@gﬁig?%&%&ﬂ%@ ) g the
encryptedaiaraigengrangbh e edond alpektih gehdittiN@EMRIE teridiet R as the plain
and neans for decrypting the encrypted data read from
texticnbdatageading andrwditingmisanafoir nepotding ah gerdetdrdingnoedikayhe encrypted
sed when encr%/lpti the encrypted data to render it

n
a8t dia ncaRptedbi Merepty ping ind dceypsingaaesns

i Dy - Qr 'y sed_on .encrypt i
recofThP shhalt AT e B e TR e SRR R 8he o
rended B 8 @he €dctt Bitafand vARSLIRY (BL BRAING WIRRE oAb ¥ duBieblifa so that at
least a piece of the plain text cut data has the number of bits different from the other pieces of
the plain text cut data.

Or else, it is a data processing apparatus including means for encrypting subject data

in plain text by using a predetermined algorithm and a predetermined key to render it as
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mul tiple pieces of plain text cut data and al so

cutting the encrypted data into nmultiple pieces of

encrypted cut data by the same nunber of bits by which

the encrypted data is cut when encrypted; solution

generating nmeans for sequenti@l |y generating new

: . nery

eGP AR Rt MR ol ReSHRI L el el B fUfloeAS for
decs@tinlgi thE el HRERBALR Gead iR mé:@&&&.?%écﬁuﬁfbygﬁﬁ%&ﬁé 4188rifhm and

new sol ution by assigning at |east one of "t he past
keysised twhen encriyhngthe enérypet datyto gamiet itas (g siBROSdAtDEo as to encrypt

sequential |y generating new keys- each tine the subject
mulfpiepieeesar dhe prbjagt data trstendertthem ge theer enceptesialage andnderrypt multiple

PiCTS A S o eoh SR B167 e RURE IR Shcexptivg thereot
cor%{%ﬁs? g gﬁ%@g%%@gt&%gﬁés i tﬂ%sal.{iﬁ%’:% ggﬁ% é{yléxtr% é]%flﬁ%%b%g of bits into
muRipi %i@&és'lﬂ plAR & g@ﬁrﬁ&téﬁﬁ%ﬁ%ﬁ%ﬁgg Iiﬂ% ﬁ%&%%@?h@%ﬁté}?&ltiple pieces

plaih text "cut data wt .
of genptal @d db byl Re Sanfestunfify o8 BREHRWhLS (B ARTYHE] AR LS ut when

it as the encrypted cut data an decrypting the
enceypted; solation genatating mednk forrseqadngially emeratipchewheilutions each time the
encrypting the encrypted cut data and the same key as
subjeshdate isencpynies hassigpingmyst sedutions typpredetdemined eolutian geherating

- by the second key generating nmeans to render it as .
'alg?%ampqagfziﬁepg ReneEafneAeR sqlitien bassisaing 4t {qasiPneed fa past solutions

. i on the r.ecordi medi um.t he encr ypt.ed .
thers 8 S AT RSy SRC bR TE g S RS e the subjct
dat£13Een¥RptddD £ ;-

0B, SRR L b B B for
sequ@diallingbh@ming e cARONEW ROy BhoH cchSARAVy tHE fir s REP Senerating
for connecting the decrypted plain text cut data to
meangedelr tiine thserchepteliditetstdednped andimhtheigenceatad sélhons; encrypting
cutting neans cuts the sug{ ect data so that at |east a
andeeryptipg means for snerypiéng the plain tat entidlaty witle thewplgseithofand the key

I
e DUE P HeER] e B ol b Bl el s BB Brervpea cu

datd £R1 thé &Sthe k&Y 8hhQRed DAY Eﬂry]?tédgr}thik ?i;‘n/‘%rrs{gltmt'l ﬂgﬁ%eg@ateﬁ% the

the specific information for orith

secatd keg)ypenisatnyheansth reiiee itap theWainex soub 86 reflfih @ and Wiifing means
is related to the fact that the data processing

for eegprding ors thefrecardin g miediwin irevematyipemd dachayidstheehtrypled cut data

pieces of the subject data to render themas the
enciypésd bt g caeryRting i dglesTypiing naans eqiinected et ere afd repding the

oL 5o o B S
R e L U R R e T S
whdréifi: fhe@Qftink A8 duts AR J6BYecBR 5§ {HAPal P&t § PRICEOF adHifn text cut
data has the number of bits different from the other pieces of the plain text cut data.

The data processing apparatus of the third invention is similar to that of the first
invention. It is different from the data processing apparatus of the first invention, however,

in that it does not use the specific information for identifying the algorithm or key used when
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Is encrypted respectively. And when performng the
decryption, the data processing apparatus of the
third invention generates the sane al gorithm and the
key as those used when perform ng the encryption. 10
Therefore, the data processi il apparatus of the third

e AGEACTIETNEE' Y NIOES B B TR s o
e o ot o T Pon 5 P el GRRCL SFR b om as g

encrypredars yupd écbrypiaimmltipie plaeeSeltRe e @teddath REMOKARE order as the
used on the encryption thereof. It I's also possible to

ordginsgfl ontthreencaypsionfthercefs as t hose of the

aboﬁ%&?nti oned third 15 invention by the follow ng
met 29rghm; geaergiag mens l the key gpeitinganeans of the data processing

o0 S5t sl 1 » Sori it el e gubjec dat

‘o ol [ y i eterm ned .al gorithm and,

is chetyDleR sihpb Ao AIR! PP ot B d0Gpih A5 dplploDessing

appaRBey of tROthirdSn RAGEY BERFate  AleBa AR ai’qﬁoﬁﬁﬁﬂ Gh& fH@]%? %s fhose used when
recordi ng nmedi um and decrypting the encrypte ata

perfommdhgf the emdriggtict) r ecor di ng nedi um by using the
al gorithm and key used when encrypting the encrypted
datlhereferer badeta proceasing hppasatng ef the daitchinvedtmndatygentially generates
rocessing apparatus including: a step of cutting the

the sape %]&’Hﬁ'giséxkkfy%asdh@%feseéﬁwm theupask and o Bidoss notneed to use the

o e A S B et ncrped

 datPiaRthE SdmIGdBr 4hE gﬁige% Pgeﬁdonbﬁlle RSS! I’}{ntg&§B§St sol uti ons

to a predeterm ne ut’ion gene orithm

capeilaboqossdble 8 OB th Yarfe BENS R UMbt tﬁa/amifrgfgﬁgaﬁed third

at | east one of the past solutions thereto; a
invexitign bytthefodlemdngmithgdsfoe pnspdnceequent i al | y generati ng
new al gorithns each time the subject data is
endoygstieerespeditic. iis atatapmessaing dnatiddixeontsd on asihmprofessing
encrypting the #ain text cut data wth the key and
aPP"FﬁE“&E g ﬁWP@E SPGRYBHNG fbyecs datain plain ek byt waing a predetermined
it.as the encrypted. cu

RN
o S o ey SROTGE B8R B O o o
recordia® heteiitnd By ubihg thePA1 8615kt AarBly Wit d (A5 Eﬁ@y%t?fg%g Efypted data

medi um a second al gorithm genérating step

- to rendquig s thel shipjegedata, did diga prfveessigmppaiataligdtdih fEBstgSof cutting the

those generated in the first algorithm generating
subjsetdatabys o predatrmined spmbemofdts deto anultipld gdecgpobplainytext cut data; a

¢ gﬁi ng t Eal}gener ated solutjons; a 5 step of cutting the
step gt spgHsP B ERErA RE SR pPltoNs Sisihdises therulieeidapt s anepied by

- nunber. of bits by which th
wssifihE ol s Hap R Bl TRRind! ooy siberitng dleppiion capable of
genéify Phéw dolulién by assigning at least one of the past solutions thereto; a first
algorithm generating step of sequentially generating new algorithms each time the subject
data is encrypted by using the generated solutions; a step of encrypting the plain text cut data
with the key and the algorithm generated in the first algorithm generating step to render it as

the encrypted cut data; a step of recording the encrypted data having the encrypted cut data
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encrypted cut data wth the key used when encrypting
the encrypted cut data and the sane algorithmas that
used when encrypting the encrypted data generated in
the second algorithm generating step to render it as
the plain text cut data; a st4dp of connecting the
i : .4 .ender it e
cor Y Bt S5k L B Tec R blocthe £ 858 SRR i cnpiygh dafrecorded on
the 2RRAdiAL UiediBh FovPhe il ' it i
dat a t% render themt??ﬁ%ﬁ%ﬁ%&f%ﬁ&f&%@t@%%e@%&mg step of
sequertiallylgen@ateethechmt hewalgrityheds thateigdntratditin S8 Brst algorithm
order as the order used on encryption thereof and
gengrptmg istep esclbfimetthedencaymed ditais decryipéaidty wing) the geafratbd eolutions; a
| ain.text cut data has the nunber of bits different
Stel? ?gﬂq“%thSteﬂ%fﬁpﬁﬂé‘é@éﬂ@fmﬂﬁ@bmlmeﬁ of encrypied cufalate bylthe same

el et P S G R S S e e in e
L ST S N N T e —

data on a predetermned recordi ng ne and
geneeating ptep g rénkder i acthy plad taatar dead step@Tcbitfecting HedieBHpted plain
medi um by using the al gorithm and key used when
texteqyé fgta e Fydemis asthe sybieetdlatia nd wwheresm die dadta p2Oeszngtapparatus
ata, the data Erocessi ng apparatus includin

enciybl} ‘glﬁft' © Rifitasioh o whIes Lt o & regderdhem gs thegneryptedrdatan decrypts
ol of B’ el vBled b i s PR S8 ot R sec s ameigation
ther@8Cihd duit®thb @ﬁ%jéé{qaﬁicsto AR 1dast aﬁ@g&ey&{tﬁ%ﬂ?% 82549 g%t?xglas the

past solutions to a predeterm sol utt on gener

nunitieg Of bitddifferde o ME oBRABIeBEd dTdhSpRRYex IRt HihON DY
assigning at | east one of the pas{) sol utions thereto;

a fOnealte, Kdya dameratisi method ekedifedssrtidants pRickising apparatus
generating new keys each tinme the subject data is
CXCEH I DS AT ISPCIIPAG sylyect dgearip plaie tbxs by using a predatesmayedagorithm

oA RO e 8 e g o

. it h ) d d X f )
BN A T T
medg?h%y%ﬁfg%«tz SkoAfhnP AR Eggr LBSE& wheh Qﬁ&gg%gotﬁg ?héef%teﬁ d%aSB render it

réadi ng the encrypt ta recor
as thieeaubjeadi dga el damptdoesBit ' gppdtatud iﬁ&lﬁﬁﬁ*ﬂg!ﬂﬁ stBF Of tifting the subject data
second key generating step of sequentially generating
by & predesenmenedbmumberyd bits inttd apadtirge pieces @ plain téxb eur datgta kyof
generating step each tinme the encrypted data is
seqyratially, generdipg nepniglutioas gachetime 81¢ subjeat datmis eneryptedbyofssigning
d data into multiple pieces of

cutting the encrypt )
pusbe e ot -Sip e sevond ool lecering anew
o8 SR 8 5 B MBS P s o

seqdb‘ﬁﬁdllytg?ﬁ;ast ; e¥Alelyl ga € ﬁférs‘tﬁ%gfjdaw%s ﬁg&tyﬁteﬁrbqr sl the

sane at uSed en encrypting
generated solutions; a step of encrypting the plain text cut data with the algorithm and the key

. algorethfteds thit vasd fReH ¥ fstindahe endr@sed dhd %ie%é}m%e& AEMYRE&R algorithm

generated in the first key generating step to render it as the encrypted cut data; a step of
recording the encrypted data having the encrypted cut data connected as one on the recording

medium; a step of reading the encrypted data recorded on the recording medium from the
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encrypted data generated in the second key generating
step to render it as the plain text cut data; a step
of connecting the decrypted plain text cut data to
render it as the subject data; and wherein: the data
processi ng apparatus encrypt$3nultiple pieces of the

ekl ok Spd S0 iyl O SRR e

keys aithodé @eieratébint the fiedt 48Y obke@atind st Gkl BideRe ERGYROA data is
and cuts the subject data so that ‘at | east a piece of

dectypted byt wding the generated dalutiohs a stdpeofruningthoéndbypted data into multiple
_different fromthe other pieces of the plain text cut
Piegesof encriipied Rutrdata b dwtshma nombebef bits Yyovhiokwhe ebbrypond data is cut

instance, it 1S a data processing apparatus including
whep BV 2 irpia) Jerging Beaperypiediat fi phihithe plggrthyused when

xR LA SRy LA

enc{?gigéd&fﬂtef BnefRELIThO Eecbhg kg)g géﬂépétﬁig s?e?f)t?n ref‘rﬁl@p it T§ %qu%]g "text cut

rypting the encrypted a rea e recor
datayediaprofiepnmieting thedecRlpsa plhireandt A48 H8d i e subject data; and
encrypting the encrypted data to render it as the
whereibj the tdatiqiracessing appavates enorpits Abltiple piepésoffthe sitgecdBata to render
the subject data to render themas the encrypted data
thery3g theessiepyptedidata, ideerapts praliiple nagees pbthe wuerypled daticin shd same order
éhe same order as the order used on encryption .
as eIt Fsed op RGP Lo thereofi g FiyYs foawbierisfate i Wahy leaska piece of the
plaf 430 6 42 B u GBS ARG O RE o o piige gf B Bl txt cu
datcutting the encrypted data into nultiple pieces of
encrypted cut data by the same nunber of bits by which
t h&@he nigird/ ipwverttioihada besis Esllowden 25 encrypted; first
sol ution generating neans for sequentially generating
newos Bistinew litsis ealata procaseing hppaaing actuditgt meirs fonetaypitig subject
by assigning past solutions to a predeterm ned
dataggplam gt by Apiag apredstesminad; algnvithmsng a@reseteymmesddeeyrtg render it as

ol Bl A e B B

bl A S50 0O WD i
key Q8PN BEEhcPYptinB ShedneryptbPlats &) f&lﬂl]%qt &58¢€ rsﬁi'l‘e&gﬂafﬁ‘}%% to encrypt

second sol ution generating nmeans for sequerit|

mulgplegriees 0fthe shigjectalaen tewnded thdm & he efcriypes aROna S Ht multiple
by the first solution generating nmeans each tinme the
piecgmef the enerypigd datagn decyapst ardering thseidgnised oh leacqyation thereof,
solutions to a predeterm ned sol ution enerati ng
comprigne; FHiRE means far eytting fhersubieptdate heaperdetermingd mpmber of bits into

AR i 58 3R o R TR RS o e e
o ST SRS 5 U R SR B ct when
enciyPRASTiRASdutidr Eenerating means for sequentially generating new solutions each
time the subject data is encrypted by assigning past solutions to a predetermined solution
generating algorithm capable of generating a new solution by assigning at least one of the
past solutions thereto; first algorithm generating means for sequentially generating new

algorithms each time the subject data is encrypted by using the solutions generated by the
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the encrypted data is decrypted by using the solutions
generated by the second solution generating neans;
encrypting and decrypting means for encrypting the
plain text cut data wth the key and the al gorithm
generated by the first al goriism generating neans to

: ' V. C dat a and decrypt.i .

i et e PRS2 B o her P DBt o St Bialy gencraring

the SABE %W isOBtibACA ARG RInerAIy @8 FRst 3P b Eerfe% means each time
al gorithm as that used when encrypting the en ryﬁPea

the dadrypigd dewds detripyed be ase@ong thelyaorsolufighg rllétBEnined solution
means to render it as the plain text cut data;

genepating algosifum grpablenef genamsing e mewesohtich by assigiihg at least one of the
regordiggznediunwihe encrypted data having the

Pask3pdy Tel0t SegaRhalgntihph eaerasipgirang frsogrentiglipaeherating the

' 15 t ed .and ding th :
sanf T B hted Vet drtrdtion b v Rt damih e R b Frepingach time
. . ) - ting
the brkTpfEE At BEerREH B i RGO FERad Bl pRPRTE' pfiion
genetatihg leanla eAcryphitk MPdREYhtink ety fdrieﬁ&ygﬁﬁé‘ Ele‘iﬂ'zi(iﬁ tdxt But data
I f e plain

_subj ect data so that at east a piece
with thetkey and et dgdrithmt geacratsditar the firdd algdridish g@{@zﬁlﬂ &S to render it
the other pieces of the plain text cut data. 20 O
as thg encrypted ¢uf datagatlsleprypting Hieragcryppedreat data i thelkegused when

nmeans for encrypting subject data _in plain text by
cn %é%%&%&%é@& itmAs ghas yeadewhinrengrypting the
t it as encrypted data,.a recordin . o
encBi et OBl b 88 s SR A p B S GRUS l epooe i

.textd:ﬁf:ﬂéft@,tﬂeﬁlﬂné R&1 GRARY ch%ﬂs ﬂﬁ’%%ogcﬁgg 0{2 éf%'?ﬁéogrgm\r%ﬁté(%figyﬁ% encrypted

medi um by using the algorit
dataeimvingthe Bgcrihred encdayPéReysiad By HR chéRPfhe htd %ﬁﬁl

subj ect data so as to encrypt y25 rrua?,?i p% e p?ic(r: S g eans
conndrtedsastsine end demtlingtthe erorgipied dhmmeasdddrd Mo esopplifgn@aiuen from the

and decrypt nmultiple pieces of the encrypted data in
recorgipg mediin; papecingimeans fetayonnensing dhre deecypyeat ploim text cut data to

hereaof , conprising. cutting means for cutting the
fe“dtfa btjaéglfe %‘Qieg%a’:f"grq‘é‘&é%% the GRng (pgay cuss thei subjeridaga so that at

' Lee pl.ain text t ta d al.so )
teasT bl 2 bR LREE RS oy gl o hrttof B epndsln g ot pces of
the AR ¥Rl @Eamyt data by the same nunber of bits by which
the encrypted data is cut when 1 25 encrypted; first
soDuwtelseyit Bendtapiotessifaippata@is iRAGHRY trdehd por Qﬁéﬁ%ﬁlﬁpﬁﬂ'ea data
. hew solutions each tine the subject data is encrypt el
in plain xEhyRinga predetesoingd iatposithn and pprdetaniticd &dy to render it as
solytjon generating algorithmcapable of generating a

- encrypigd dlafay 2 rgardige medivgnfongecprding thetenoryptedidatend pras for

dec Rl i S B g B gt s
key gggrelﬂé‘?g%n eﬂ%l%tlklg g%?ﬁl:c}éﬁ)‘ieg&gﬁlau Fogr%hge% ii;t at}a e g&blj‘écjt %Qt“:i 8o as to encrypt
multiple pieces of the subject data to render them as the encrypted data and decrypt multiple
pieces of the encrypted data in the same order as the 6rder used on encryption thereof,
comprising: cutting means for cutting the subject data by a predetermined number of bits into
multiple pieces of plain text cut data and also cutting the encrypted data into multiple pieces

of encrypted cut data by the same number of bits by which the encrypted data is cut when
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. ans.; .
timg the sybjertdata isencyptegyusia e sply

generati ng neans; second sol ution generating neans for
sequentially generating the same new solutions as
those generated by the first solution generating means
each tinme the encrypted data is decrypted by

assi gni ng the past solutions 2% a predeterm ned

L TR S

tim8 e HubRBEd4tA BY HcAiptRBBPAT Y pﬁ@ﬂ’k%[lﬁfohg th d'pdlcterntihed solution

sequentially generating the sane new keys as those
gengentieg atgerdthy chpubld off ghetatiig g aBRTsBLUGBH bYRBASIRA G ehdt BBe of the
the encrypted data is decrypted by using the
past gnlytigng ﬁéer@f@h@lsﬁk@ﬁ gingrating meeaoe fh ssqlentinlbnggengingtoewdkeys each
encrypting and decrypti nfq means for encrypting
1

ensEsnexatadh baribe firgssolution
. ted fi t .k ti ] t
enfling FREHE 8 nbholuiBp eiphrini e g Saeisy genpinmge same
ne 0 a | i Re d '
o RISt BicRp gEtra®a b o it SR SR PR e e e
ench¥padd diseRt deBEPteANS/ ABizhing thd\SasE Rt 88 2 SRR IBRRE D Rton

by the second key generating nmeans to render It as
genetaging klgorithine kapablit ofdeheratin@adew golation B iabdigtGn AREABS one of the
for recording on the recordi ng nediumthe encrypted
pastisplutions hepjor sesorthkeygsmeriting medng for sequentidtyegknbsatin ¢he same new

encrypting and decrypting nmeans connected as one and )
ey B ORR PR e Biksy Hentr st eacis e es nerspled data i

' [ f h di di. [
e B B OB P15 G ot RS HOF bsteree s

enchyptih$ Eﬁi@ﬂeérirptﬁ% &Q&s?&%n@@fp&i@?&%&lgﬂqeﬂ%ﬂg{lﬁg ?v:ilihttﬂee alggrithm and

cutting neans cuts the su SO t eas

the Reegenetited hiethefakikely @shertile méaisdo RaRlet 18s HEEARFYPRI cut data and
bits different fromthe other pieces of the plai'n text

decrypting thesencifipesiecud data withothe aEjorithna peiralhense@®ryitig the encrypted cut
different fromthe two data processi ng 25 appar at uses
dataangd the, sams keshanthat used when enqayesingthe envoypted datagenerated by the
erating.means corresponding to the first algorithm
secqnctkey Zenefding aansindedet tia e RiEP It ShEe Tead g aRbERGng means

| i d d k
for SEalh ! 68 ook Bte RRARL e A cp R BB v i B Bneribed et
f ; | adi
R R e et oA AR g e

enctypeedidaty réedrded bR ARS8EGIGINERESINER FRKLIRIrkdr@iFlg RRldRMN; ddAnecting
obtain the sane effects as those of the two data

meaps freonnegng thradeatysekplhinstxtdas dath begtnddidt hethewilgect data; and
specific, it is a data processing nethod executed on a

whegeinthe cuting s19ags cutp thersabisst dataeuthatag leastppieos of the plain text cut

oo 3B PRt S
18l s OSSR B0 SR g P RS
app&aksPreviBudly ShAit n/RhGferd At St oS fuonYht Aifing means corresponding
to the first algorithm generating means and second algorithm generating means or the first
key generating means and second key generating means. It is thereby possible to obtain the

same effects as those of the two data processing apparatuses previously shown.
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recordi ng medi um by using the al gorithm and key used
when encrypting the encrypted data to render it as
the subject data, the data processi ng apparatus

including: a step of cutting the subject data by a
predet ermi-ned nunber of bits dmto nultiple pieces of

D) bl B e LR B P BERESBE B o
sanid EBectd R thoRi F e twiAdAa b&c@é&ﬁfgg@hﬁﬂu@s g@wegémg past

solutions to a predeterm ned tion nerating

al gbu b¢ morecaaificeitdf a gan ?fcﬂ:bﬁsﬁ}ig ReMBWeRQutid i B¥a processing
assigning at |east one of the past solutions thereto;

appargRy execyingotiension genmtagisngjestidam infplaia gexe by usihp W predetermined
ge erating new al gorithnms each tinme the subject data
alg ‘%'E@h%‘ﬂﬁpﬁfééetméd key torrendss it asicapryptyd slataatasdrdimg thhencrypted
' splutio ener at i 15 step; g step of
daty b B prieel BATRE eostfcE oo zbiyviipd e neroetsd datread from the

kRS SE10 8 T B5bEpe coce

to réhideR it a3 (5 QibjRt A48 CAE QEtﬁQ)roJeQﬁnﬁﬁkgfanRﬁﬁﬁcﬂﬂ%r%:e Q@%b BBcutting the

the encrypted cut data coOnnected 'as one on

subjeet datalbp g prektiarminedausitep odbits BAMINABIpId BieQRAGE PRELRxt cut data; a
_ data_recorded on the recordi ng nmediumfromthe
first sodugion gegerapingisiemof sequentinlly seobuting newenkntians exgh sinenthe subject
of se uer&ti ally generating the same new sol utions 20

datas epgrypled Ry AsPigRidg Pest soRiions fost Predetenmined spdwéomaganagting
tine the encr ed data js., decrypted b .
algq:\ﬁstglﬁlgcng ng° ng%neg%%ai r&f’ﬁ‘gg’ﬁ'ﬂ)mél rEgerEeAt § Qi qgt“%d??“ solutions
QAL . ratj-ng a new. .
i L TS T —

the subljedtidaasgs éﬁt@?g&@by ﬁsing @O0 tRIng S r VI HEME TR sﬁ%éiﬁg g&lerating

of sequenti al generafing the same new al gorit

step; lnctp of geeryptitetheiphain kext tutrdaita with eHel Keying @nes1g6ritheh generated in
step . each tinme the encrypted data is decrypted by 2

the figst algorifiun genagetingrstenyionender ddisithe ertveymetandatioh siep ofirecording

N T O
. i ich t,h ted datg i t .

o S A BTy

medi@itha sétohd S(Sltiﬁorlfﬁéheyﬁﬁlg;l g%r | tsﬁﬂfehﬁ g*g%&ﬁg‘%ﬂ%e 8 &84 solutions

cut data and the“sane as use

as those gypdrhted i e fﬁﬂ%ﬁ@bﬁ%eﬂ@h&ﬁﬁéﬁé&h%ﬂné !Beteﬁéi?rﬁéﬁ Q8 is
al gorithm generating step to render it as e

decyyptedrbytassigningtpastabhitions &t epredétertsinabsilineh gdh@rating algorithm
decrypted plain text cut data to render it as the

capahle plogancriing a ngwosolttiandiyrrssighio g dbleastpmne of $wi pagt solutions thereto; a

e RGBS e e st s e
i ' . he.. ted.d in th
s 1 LA b5 GRS RLSHIR b R oot

using e SHECH: Yeheritn BR 1ol Blurtof3Bherdifly RES. sl Mg the
encyptethdateintol iahipl fi6@s o0 Endriste® b datd X theGitthe AakBer of bits by

which the encrypted data is cut when encrypted; a step of decryptin g the encrypted cut data

with the key used when encrypting the encrypted cut data and the same algorithm as that used

when encrypting the encrypted data generated in the second algorithm generating step to
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O else, it is a data processing nethod executed on a
data processing apparatus executing steps of:
encrypting subject data in plain text by using a
predeterm ned al gorithm and a predeterm ned key to
render it as encrypted data; 27%cordi ng the encrypted

e B S T R e TR o g

rend&4i B Y¥ubjeéiRGid Bea @hg:gfﬂ: Eﬁyﬁa@ﬂmgﬁsﬁi@f@pa&{gg @?%rgpts multiple

encrypting the encrypt data tore : _
piesdshojf @i subficBdath Reredladrahérh QS BfeSnBEy pRANEHA dBS yh R GhlEH10 Pieces of
a step of cutting the subject data by a prédeterni ned
the enerypted dhatalin tse $antecorder dsithe erdpi wed snehcrypbm thefdof adiduts the

data, a first solution_ generating step of
subjsetdrin 69 Hiat ot lgesi apince 9§ theaain dexichibdata bascthe nimbertdf dits different

' t data i 15 | ted b ' ' t
froG 4, S865%45 of s BT RHE 01 wt s on goner ati ng
| ' . . ti lution b
s it Fis A BeeeRhm BHACR s Bdufo GFH iR sHdefing thpgeaes
exeButirg difs JEC3hBRMRLRLHRE HELR mg@{]ﬂ &Y %ihglalyget:dgteinsrﬁned algorithm

generati ng new keys éeach ti e subjec

andenmredeéretn@ykessionended & =8 @hétypen daBeRRbASHtht BnéYSted data on a
first solution generating step; a step of encrypting

predéiernpned recondintg medivokatad dictyptingahabmoypteddata rehdtffoen Beytecording

‘?enerat ed in the first key 20 generating step to ]
medigpdyrusing the algosithin and beseused when gnerypting theenorypted data to render it

as (SIS il e AR et ey SRl dhey e 0 tae dhecgybieet data
. : d. th . .

o S A SO ASELER e B g i

genéfr?ltiﬁg k@ o8 SafeAlidlNdschbi@Rn S hew SGMEBAS @zichhé&eilﬂﬁ El?rh'%& Yata is

t he sane new sol utions as those generate
encfypresi bysasbighingrpagesohitivil Rga pledpreAnRbd kbITRol RéhePdimib iR im
data is decrypted by assigning 25 past solutions to a
capgile gbgenemtingh neov salithom yeaseizgainigray leakigmei df e papsaditions fthereto; a
glfenerati ng a new solution by assigning at |east one _
firsikey aeaeratng step of, seqypntiallygeaerating new keyweach yimpehe puhieqigata is
of .seguenti.al | ener.ating the sane new keys as
encipl by s B Silifng g AkalR st aluich pongratiog spe actep of
3 5 e .
enchipfie N pIERIE R Pay s BAd S ESTENEARE R ot BNk Lpr it ey
enétafing £ RPJ& it G4tk eREyHRE cB AP '
& rrulﬁjta% ?Jtlé% pi eces1 of encrg;%t eg %tigu%d%&ggﬁ?ﬁge %ngffg)ted data
havingrtheenaofptbd twst daya sdnedied dsorRngy he tedrding tedfins W step iteading
encrypted; a step of decrypting the encrypted cut
the graryptod data reperdddyur the reeordiegimpfiam Fonrthptdcoglingmedium; a second
encrypted cut data and the same key as that used when
solyfion sengrating SR obsrgpsnitally sgnqrafing e snme agwisalutings asdhesegenerated
e eperatin tep,. to render it as. t lajn te cut,
P SIRPANGT0E Boh el RS v Busd bl YsPairdrasassiening
pas{LUORL P § RrcHeRAfied bolfol el Sfdor il Tap it ot sencrating anew

s_oldttiﬁi;ﬂaiyﬂls fgiihg aCRastiont bEthe Paba6lutidal theko £RE6Md kdYEIBnBRiting step

of sequentially generating the same new keys as those generated in the first key generating

step each time the encrypted data is decrypted by using the solutions generated in the second

solution generating step; a step of cutting the encrypted data into multiple pieces of encrypted
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encrypted data, decrypts nultiple pieces of the
encrypted data in the sane order as the order used on
encryption thereof and cuts the subject data so that
at | east a piece of the plain text cut data has the
nunber of bits different frod& he ot her pieces of the

[ t & The .fourth i nfi.on i s as
cut Bt & ¥ ol s By e B ehihyp A By Snpgypted: a
PONRCA Pl ﬂéglhﬁ 5’32 g@
Stei n plain {g é@ét:é by ug%%{g%g&p%%gﬁg?%%%?%%ﬁﬁ% n %ghe
encpypeetbiridaiandd theyanickey R kR uséd whén SReFPRLERE SRt vhteddata
recordi ng medium for recording the encrypted data, and
gengrataskin thosecded kgypgineptingatepric remlerit ad deaplainackt bondatd; hstep of
recordi ng medi um by using the algorithmand 15 key
conegiingthe ae(‘é ¥ited plaithigxt ¢y datade yenderit@athe subjeetedatis and wherein: the

as_the,subject data so as jo.encrypt ultiple pieces
dat g Brop Ging PP B PP AP RFQNEGeh i e DIGE! Aol ioy BRdes them s the

ti. f f
i 2 0 S o S B e e
e i OCE Sl 0440 SRBCSUL0R 64 e i e

cut duthhaptte ninteeof bits gitfafent fr6i the BtheflfledestiTAhAPIAM text cut data.
cutting the encrypted data into nultiple pieces 20 of

endigpowth inyentiax ia abfollawe. same number of bits by which
the encrypted data is cut when encrypted; solution _
gent® Re P speeifis. it ihra datyPropessHIg appyahis irgluding means for encrypting

s SEL PBBIER et PEE] ook sy o
rendt? %s%bf}%tedada%? E'ré&q&iﬁg ﬂfegg.{;t‘? ?(;r rggor}&ﬂlghféen%g&pqul\ﬁata, and means

sol ution-Dy assrgning a one o
for 86U ytin@NBe ehdr9HBd QatarbddSod HOfl Uy i i
. f orwseque%?i a??y ggﬁer at i%g %@b@@?ﬁ?ﬁ{&@ﬂwﬁ{@ggﬁlgonm and
keytusedewhée esarippténgt thel ahaypted e iy pinder #)s theisaBjetthRita so as to encrypt
generated sol utions; second algorithm generating
mulgplerpiedes of egubisct datd ip ngadee tlam agthelvaciypted datvmnd decrypt multiple
. al a rithnms as those generated bté the first algorithm
piecgs, %@ﬁf@’l’#@ﬁ%ﬂ Bdhqsameprdetas the erdepised asngryipgion thereof,
rypted by usi the _generated sol utions; . .
confy e ine e 58 e 4 iRt St BY antcsdHitiningdamanber of bits into
| 1 . )
mulBpR eS8 Bl LR anl bt bRt BOM RS HATIS e picces
of eh@PPRd cut dt@by @ dafiR RAHeY Bf Bitk BHvhIAIRe AMP1 ¥ when

the encrypted cut data with the 'key used when

enceypedy palitien gdneraing myqah e fbreedueidibily aetrdtig rea@]lutions each time the
algorithmas that used when encrypting the encrypted

subjget datayisvaerypted tyyassigeing @esirsdlwiogsta 4 predeferined solgtion generating
neans tq.repder it as the plain text cut data, the )

alg §a33341?8 FHNSTRUPE @ neWciondy aspighing af kaptyomeiob thepast solutions

o Ao b o B
timd A8 subBEF J}ék%ﬁ?ﬁﬁéd I?@\ﬂsﬂl%gtﬁga geal%géé%(%/ )&}%ﬁ%n&%ecgﬁi fgorithm

encrypte ncrypti n
generating means for sequentially generating the same new algorithms as those generated by

the first algorithm generating means each time the encrypted data is decrypted by using the
generated solutions; encrypting and decrypting means for encrypting the plain text cut data

with the key and the algorithm generated by the first algorithm generating means fo render it
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means connected as one and readi ng the encrypted data
recorded on the recording nmedium fromthe recording
medi um connecting means for connecting the decrypted
plain text cut data to render it as the subject data;
and wherein: the cutting near®® cuts the subject data

e bit.s shorter than .the .standard

i R R T Gk

HPing S i | Py
cnchEn Eeifn T 11000 1 W G 30 skl ol Bl e
enctyptédidhta gerfbdted byl Bledetdndell gt deferhhify fildhi Q6 reriRE & ak fhe plain

the plain text cut data. O else, it Ts a data
textyp date stha gneappperfirosng the lendiyptjorrenths déayptidicpey plandgd number of

. Subject data 15 in plain text by using a

bits s @chtandand; Frading agd riting means fopieeerdingram theteckeling medium the

ench B St bR HE REr Y Bled ubih enchiifSq By s Sempting and Qecrypting

' d f h dj. .
oSBT S S 5t
frorB S 4BbidRT: MBRuRDESMREGD MBlf ﬁ)PccfnﬁE&ng tlﬁlé %‘%@@‘g‘? p{awetcxt cut

subj ect data so as to encrypt nultip

datswolpeddr icatthe fubjdoedates arldnelersis: HheQueng mydahe Sutd #eduBlRd: data by
decrypt nultiple 20 pieces of the encrypted data in
the piwaberznfdits shienter glant the standbed number efrbisnardtplvingnmixing means

t her eof conEri sing: cutting means for cutting the
provides fou thejsaks objpatchinashe namberefdits oftherplain textrut dat with the

[tiple pi.eces of plain text cut data and al so . )
stangfieh il BE DS By slidip imamy e retey s o hgisabest daggin the plain
text@UEANRt €d cut data by the sane nunber of bits by which

the encrypted data is cut when encrypted; solution

geRleMel f9s irﬁéﬁﬂ% ' | i ;

sol utions eggﬁa? }:Jﬁg&st he %ﬁ?glﬁ?ﬁg%ﬁ% gﬁgﬁw&%g)bjea data
in phyn texs by nsing apasietesminetiiatigithing add B pedRtcRiHied &y to render it as

solution generating algorithmcapable of generating a
encrypi¢dgistas airegording aedivgm forgeenrding st envryeptaf dath end asdans for

sol.utions thereto; first key generating nmeans for

deciygHne i erptedetisr ged Fgmhibarecoyding medium hipusing theuigasithm and

o S AR e 5, B S
2 At p { t .

PS5 90k BT ool 5 9GRREN S i i

piecd@bBthe enbl§pedaR0n e dadleFdihR RERAEALRE of %h%ﬁ&ﬁ thereof,
encrypting and decrypting nmeans for encrypti the

compriaing: twtitg metnsdet euttih§ thetdobjead gied by hptedegrhiied w¥ber of bits into
generated by the first key generating neans to render

mulfiple piccep ef plyinr tpprautidataend alsa caitidg thtemcyyptéddnts ineo multiple pieces
encrypted. cu ata wth _the_al gorithm used when

of eBeTPFH Pt 87t e erfamg BUBIeE of bits hywhich Hie SPRTPS ALK put when
enc el R ST e ey et aiao figons cach tme the

_subjE&rH?iﬁf is!ehc@?ﬁg RS 20dighiAe bggftsoﬁﬂgn%taapre&é?&n{&e%ﬁs%lution generating

perform ng
algorithm capable of generating a new solution by assigning at least one of the past solutions

thereto; first key generating means for sequentially generating new keys each time the subject -
data is encrypted by using the generated solutions; second key generating means for

sequentially generating the same new keys as those generated by the first key generating




encryption or the decryption per standard nunber of
bits as a standard; reading and witing neans for
recordi ng on the recording nediumthe encrypted data
having the encrypted cut data encrypted by the
encrypting and decrypting nmed&@®s connected as one and

el SR e W Y] S iRl W e ehutonsy gueryping

o render it as th ata; an
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genetiitdd H}gthﬁﬁast&eﬁ gbrforathfy BEAIsQ6 reriiet R adihelelEryPiaREF dAS and
bits shorter than the standard nunber of bits; and

dectypiing ghendnciypgecha datapridy ihd etizokitim tube] whéteerefyptiag el ét@rypted cut
the nunber of bits of the plain text cut data with '
datg ppd the sppakey #thpdrsed When eaciyptingibe guénypted Hatdgengrattd by the

irrelevant .to the subject data jn the plain text cut i

seogpd Ky Gepciating pieantfodendsy it atdhcplaident cuk e the msans performing the
: s e ef fect s those, 0 t he .

enchipBitor 1 ALY BOATRRRY RIS f b5 a0 MRiand apslif ud writing

dnls fbsSredord i -
med fére Bl ORS8Oyl cncrypred cu
datsetey yptéd biathe encrypling fnd @tkygtingUidane coniReRdal BhdhmtEdading the

20 algorithm and a predeterm ned key to render it as
enceiptadydatengcorded on theaecaliling mébumrfrony fteadcatding ntedivm; connecting

predet erm ned recordi ng nedi um and decrypting the
meads fproonpertiag the desrypted glmlx trEt cut date teitengenip ey thmsblject data; and

o T S RSt LR U e
R 58D ORI I8 AP B A e
numibek 81 b dfi thé Fllaﬁi' et AhtaRlitd e ts%iifiarﬁ WnfbRf G¥ tﬁétbl%r’fingélpﬁ@ g

of sequentially generating new solutions eac
dunsupilsa tirrelavamt tsthe sabjygtdach iBhe giami 18Xy da@d@ast - sol utions
to_a predeterm ned sol ution generating al gorithm
c aptiB pessdile, hyghe netliody esemplifissidieliw,an obiairathe isaune effedtt as those of
|.east, one qQf the past solutions thereto; a first

the%mﬁ@ﬁ¥¥ FQﬁWEﬂ&PWﬁ&“&%ep gf segyentiagly generating
AR OIS R, L N E R ——
i . . bi . . ' L ext t .
R T L T S R —

algoritish g ﬁ@r&iéfﬂﬂ%heﬁ%? t(%j Fen@bSY 80ncpid @t 4P i EQ?%%crypted

in the plain text cu ata; a step of encryptin

datapined pretfiertmined tecoialingg medibnt; bed By thbenddygted BatFead from the

- generated in the first algorithmgenerating step per

recogding aradinm byrvsing die Agerithmoanddkegarsed wherserichgptimgahy aicedpted data
cut dat a; step of recording the 5 encrypted data )

to fﬁl‘ﬁgﬁ‘ 1 gs ﬁ’ﬁéu ﬁ%trfﬁ& the data Pr@gessingGRREAtIS @cﬁ@dl@g}'@ wep effantting the
£ec LN LU siep qf readi t he encyrypt ed

sub SRt p B Htihed b v ulle st Sralain toxt cut data;

step'd?SOquhfifly generating new solutions each time the subject data is encrypted by

assigning past solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions thereto; a first
algorithm generating step of sequentially generating new algorithms each time the subject

data is encrypted by using the generated solutions; a step of matching the number of bits of
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medi um a second al gorithm generating step of
sequentially generating the same new algorithns as
those generated in the first algorithmgenerating step
each tinme the encrypted data is decrypted by using
the generated solutions; a stgp of cutting the

encr ed data, into 10 nultiple %lieces of encrypted
ibit

ﬂled’lhmg%{t SUisats with m’é\‘m r off bits awstwtd%d]br reluding dummy
AR B30 k3 £ SR S S e
e T S AP BB il
stttk En@aPE FbRd td RnlifiG: 64 Qﬁc@g&ﬁ e dHi: & rh&ﬂdl?lg%

13 s the plain

per standard nunber of bits render it

encrypitd dath haih@ the@nstyppedafut demrefidchd & bae 6 Hetet@ding medium; a
plain text cut data to 15 render it as the subject

stepiaf reading theneryptedt dathrecdaled opribeeseiding matiamatos the recording

_me&gcrypts ltiple pieces of the sutgbect data to

b @rseqand Al gesithp @epsrating step of saguentisdy iggnarating dhe ispe new

B the encrypted data.jn the sane order, as_ the
e % Bloge BEET 1Bk Sietafesisb espiatis Set ach b Shorvpted
datg gt ' r..than t.he st andar .

o B EePOL B DHENGE offored Soibfighs € IF b il EAMIA data nto
mulipldFiceR 08 enlir9phed BuPdabRb R tH AR $Rhiber SRR Wick Fhe_ encrypted data
_executing steps of: encrypting subject data in plain *°
is coewherbgncugitety aateprod dietiypting det eabgotedicariatalGthahe key used when

predeterm ned key to render it as encrypted data;

eNCEPEBE dharperyniedegid dgiatand thikasaanconlgarithpras diett @sed wheh encrypting the
[ and decrypting the encrypted data

reg%{(?l nggf madictjm ] ) .
CICEYRAY tAbESICHECt BdBe &ergd alsonthmmeeneralingepnes sandadinnmber of bits
sad. n rypting.the encr ed da to
o s 5 B O B S5 RSP A B cur
. Weles e .

e SRR RIS 00 B ML B0 WS RLASbpt i

piedes bf il sabjetedestoGbndtr #hdin hE e cabilypaidia, &eé%ﬁ?(@ Itﬁ'.ﬁtﬁple pieces of
sequentially generating new sol utions each ne the

the endrypted datatimthiesameordgptas thebyrdassed o Beer theRbflirddifs the
to a predeterm ned solution generating al gorithm

subjegiydata by dre nyarhsr af bitgshartoethan gl swmiderd hyntes of bits.ng  at
Ieg%t onﬁ.of the past solutions thereto; a first key
genareke: Fids 3 datp prsices I%Pﬁéﬁ?fylte&éwr data prpcpsing@pparatus

] 1 | egt. ta. s,encrypted by using th )
exeGR6R skopl B BBk Fitind B i P i R Y gk i apeorithn
d ¥fpridds t j . WLt R T I
snd it ied g 51 S inbell bk e R ARG on
predeteratigedastortingtrialisn PaRCdectipii g thderlchfid Bitdirda@ ftont e recording
data; a step of encrypting the plaintext cut data
mediimpytusingthe algotithm amtket ived kédiyn grergptiigettic efcrybrd dfadb render it
key generating step per standard nunber of bits to
as thefilpiset data e 3att1 REOCEfinE pnpataten including; a step pEpuitifig the subject data
recordin he encrypted data having the encrypted cut
by e TR 9L DB ite AYSRIC PIeCe RliPHD RBAFAaE cofanypt

' seq%ﬁﬁﬁfﬁéﬂ%%tﬁ%%e%%ﬁ%&g %acg'latiir‘ﬁe %0 J%gtdda?anis encrypted by assigning

past solutions to a predetermined solution generating algorithm capable of generating a new
solution by assigning at least one of the past solutions thereto; a first key generating step of

sequentially generating new keys each time the subject data is encrypted by using the
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the recording nmediumfromthe recording nedium a
second key generating step of sequentially generating
the sane new keys as those generated in the first key
generating step each tinme the encrypted data is
decrypted by using the generajxed solutions; a step of

cutt] n% 10 the encrypted data into nmultiple pieces of
86@%?%& wipns A stgp phmaichingthe awmbenafbits obthelzilain texy cut data with the

sl 35 4R S50 5 1t A 8 R s e

; | . ' rypted .cut data

in B (R0 (S BUEE of BBt fe bRF BRECA! BB g aoRienm ana

the &g eyitired dafhe reane ; ! i
stgg per standard g%bngée%?mg%§t€$¥§%&%ﬁ%gﬁ%&?tgpgl§ﬂ?ﬁgﬂaltas

thepharyptetient datatta sigt of recordingh®énct@eEE4th Ravihp the encrypted cut data
decr%pted plain 15 text cut data to render It as the

conggeip@ 8% ontennathe gendrdihg neidinm;tawepeitraading thessicrygted data recorded on
a%%g&_at us . encrypts nultiple pieces of the subject

the giggording med e fropHberecording meduyny s seepnddiey generatiygstep of

ed data in the_ s

N A T g NV T —

£ s hbEnS Y r it horter .
cafi: e3R8 Ol 1280 o DN sl PR S o curing
the BhE9PRA 18G iﬁBﬁﬁﬁlﬁ?l@i&%@ Of bttt Mt URE Rarh QU ERD&YT bits by

is simlar to that of the second invention. It Is
whith filieesrerytptédnddthistcut whetw escripsibd;aste dfttcBpaak HicCencrypted cut data

information recording nmeans. The reason that the data
with thecedgarithy uspdwben ercrapting e socrypred bet datauartdthe same key as that used
i nvention does not have the specific information

WhenensrYRting thrsereynied ¢4ta eqngraedin the seqord key: senerpting siep per standard

RN ST e
text{'BI?Y dﬁﬂﬁ 0rnA%Et h¥'Re %Qi)j‘é{:t't d%]fhé glg(.g %glltefﬂg \%Bé@a%] gré)t%gs st eﬁl)paratus

e third 1nvention.
encHpC@ARIpRIpiSRRIT e ubidat s i @ndBaRsn hOtheRRErYRId 03, decrypts
subject data in plain text by using a predeterm ned
multipteopietel of trecnarypreddizteinthe sdnkerdert 0 the oeliRf usdd odsencryption
encrypted data, a recording nmediumfor recording the
thergpfangduisthe sebiect sata ietha Qumgﬁr efduis gheriterdhanhtbe standarg hethber of
bit 33 data read fromthe recordi ng medi um by using the
a3l gorithm and key used when encrypting the encrypted

d . h ' d . . ,
e 0k Ao RS s S R
the t&¥8n€ ﬁﬁ%‘éﬁﬂ?&ﬁd IgPs_t(ﬁfféﬁHt HGBLPIoTYbE hath Frdd %gﬁﬁ iﬂifongl on

encrypte data in the same order as the drdér "use

recerdingyidanon TREfeQstn, th&CHP QS b&ﬂ:’ess‘ﬁg AppReatkRReSrdifY toFhe fourth
cutting the subject data by a predeterm ned nunber of

mvdgitioy does wothale thelspeqifie adsrnadtioplredonding xiean< istthel ainge &ndle reason
al so cutting the encrypted data into nultiple pieces
thatdhe dafa PiseEIng APt ssacggrdingdo the third invention does not have it.

The fourth invention may also have two solution generating means as with the third

=

invention. It is as follows.
A data processing apparatus including means for encrypting subject data in plain text
by using a predetermined algorithm and a predetermined key to render it as encrypted data, a

recording medium for recording the encrypted data, and means for decrypting the encrypted
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same nunber of bits by which the encrypted data is cut
when encrypted; first solution generating neans for
sequentially generating new solutions each tine the
subject data is encrypted by assigning past sol utions
to a predeterm ned sol ution ggnerating algorithm 10

., ..ca |l e of generating a_new sol ution by assigning at
daty é@?f"&h&% Corfipe ardium by yeingiie alavidapand kdyrused when encrypting

o050 3 S SRS RIS W
u 0 ' ' . t h
PEERARLSfobi Hhd A DBASIEE e of e e

datgiithe 8drhé GrdeBad e bfder ASSLREr A ion IRABSCELABLGRE A
new sol utions as those genefg$%dnby thé #?E%%ﬂf R means for

cutgng the isubjegeiatrtat a pgdeeanine@acibér ofbits igo @nARYIB pRe Il fain text
i.s 15 decrypted by assigning past solutions to a
cut gata@ad alspicHingdbg @nome%m o vgtiple gimces dihencompaliue data by the

s B T 5 A e
s S0 L TSR0 G D e b i

o o 8 b s o BB g

~and decrypting neans for encrypting the plain text cu
firstrd gerithint genetating eneannfibr séxmenddllyogentiuting e ra¢eihBy cidhaime the
first algorithmgenerating nmeans to render it as the
subjertcdajpiseacrypted hyisingthe selatiensgenergtadty the firstsolation penerating
used when encrypting the encrypted

medy & W‘%&g\#{g)%t sobalie MERBHIO peAmeRdalbhganetatiag thiiame new solutions
s AR DTS TR oEFET es
dectypted Hitssi@Aing pabtB1ARAN B aﬁ@‘g?%hfnﬂh Ekﬁul:l&ﬁ%@g&rné&talg%ﬁthm

or the decryption per sta nunper o as®a
capatilaofigandrating @adiwn@laive by dstighitg FERASt dnelof HRCMHEIIISIRS thereto;
the recording nediumthe encrypted data having the
secandagqriterd gentratiag meencioy piquentinflytdeaermating Yt sang n@wchlgorithms as
decrypting neans connected as one and reading the
thosg gensrated by dbg Hrst algorithay zensrating mesos eaihriimerthei enovyptedrdata is

eGSRl s hseald Sr%_éé?e%o%‘%?&iﬁ&iém%?a@%z%g%
o o B o LB o e
algorifien SEAGERA By IBRE al@briftint §e’neﬁ3ﬁilﬂﬁ gﬂ%ﬁh@@b f@hﬁ%ﬂg%ﬁg ?ﬁ%’rypted cut

provided for the sake of ‘matc e nu

datacfdtdeeryptiag thetettyptdicutiaita withtihe kbpushianitardciypiRe the@hcrypted
bits b i ncluding dummy data irrelevant to the
cut datpprd-the game algorithe apthat wsetlavtien entrygtih@ theen@ypeddsiata gdnerated
t%% a data processing apparatus including neans for
by thereecqpd Hlag U gacratamBcAnS fp TSRARTHt ascihe Pl teat g data, the means
hm and a predeterm ned key t

redeter m ned. al ggri 0 '
perf?ré%%.%&hel qicLyption of the &ecryptlon per standard number of bits as a standard;

reading and writing means for recording on the recording medium the encrypted data having

 capile of gaRRAing Gl iiéiw WRt@NWY Rkishiho e RASE ordOr PACHAP §dll§‘t%nstﬂlereto;

the encrypted cut data encrypted by the encrypting and decrypting means connected as one
and reading the encrypted data recorded on the recording medium from the recording

medium; connecting means for connecting the decrypted plain text cut data to render it as the




10

15

20

25

encrypted data, a recording nmediumfor recording the
encrypted data, and neans for decrypting the
encrypted data read fromthe recordi ng medi um by using
the algorithmand key used when encrypting the
encrypted data to render it as the subject data so as

to encrypt 10 nmultiple pieces of the subject data to
subjegh R SREwReTEI e OHine BtE Cuathe SHpiEchigyn PpfhomtiopbEbits

j fh ted.datg.in the der .as th
<o IR et SR o B i i it sake of

i ] edet erm ned, .
AR AimBULISR 5 b RASE AR R BERAES SRS b
inchiding (ﬁﬁiﬁn?\ﬁﬁﬁ ifellevari % tHRYUBIREN 4R ﬁ%@'gfa& el Qe A1 1 Pl €
pi eces  of encrypted cut data by the same nunber of
bi tQr diye, uhis aldatayroessiny ppelatda in@ludinCrbansifénentbypting subject data
. encrypted; first solution generating neans for
in plaip ik b atsing ageredaterniingyl 2lgovitbul andiagmedeteratined keayeo rdudler it as
sub%{s t data i.s enc(gypt ed by assigning past sol utions
encyypied data, feeqrdmsdpediin fos spordgg fhe snorypied Hefar andpmeans for
I ing.a new sol ytion ssi gni at :
decfyRRE e SlorATRELRA KO8 A i oP Gordinei s 35 g e goricim ana
k BEGALh Bl i L ke
Y3838 WA B TRAEE QBB i PEIEHA LR B Ko encr
mubiplabib@RSf oy ibjicedatdib feherithdrd bs 8R! ddbiyPRd%fta and decrypt multiple
_generating means; second sol ution generating neans fygr
piecee @l Sretanatypyedydateinathe sagnd rdesanthe ordeywusadl ot dneRption thereof,
those generated by the first solution generating neans '
COMPAHIS FREng mreang i cyibing dbejsubject datd by aywedeterimned number of bits into

BB e oo L Shit
' i gni | h .

RECHAN O oA —

encSPEde fikdt Ablu¥iol Eg&]{rﬁdﬁ}ﬁﬁdg@ Ford r%dtilﬁjr% 2endi St r?e?:«hg({l\?t??gls each

generated by t y gen neans “ea

timé fhe sebjecyditet cladyptadby sehnippast sBhutiad Rt prBfetermined solution

sol utions generated by the second sol ution generating
genenating algodthum yapablegpfzenierdeng y pévw nolution bg afsidnignNalypt digof the

the plain text cut data with the algorithmand the
Pasw@tﬁ’aﬁ Heagtadfivgykevhgenerating meays foa sequentiially grmarating aew keys each
. rendey. it.as.the engrypted cut data and decrypting .
timg s SBhiepy iy caguP LAY tningbe prlutimg gensmisd Bhe firsepolution

: ' . ut 35 ata and. fhe same k

sen36h B b R SOREAR LRt P B Pofolial i piihe B same
newdRNA{oAk 6l tHike LhRraSEEPR e 2 nd i

render it ase Fherapl aiﬁ%) t eﬁ%t& Sggﬁﬁgﬁg‘%lgt _ %%gsnés?gh time the
enciypteklatand is getdypted ®ycisy Piin @ Pa kolulienFOG PHEAdtQMiRGT solution

standard nunber of bits as a standard; reading and
gengpating algorithea papablsrof igensaatiignem solnton by assifinige ardetistone of the

t hg}t,encr ypted data having the encrypted cut 5 data
PastsqItiops Brg: seprendderyrappenating meansiot ssquentindlyrgsaskating the same new
kevSQnpect ed as dg%(e aréld readi ng the encrypted data )

Y} ST HRFIGIShY e 4R gonriaingReans sr¢thime desmerymied data is

dec:r'?ﬁﬁ*—:'cl%‘fl ustiYWE 6o1b86hs generated by the second solution generating means;

encrypting and decrypting means for encrypting the plain text cut data with the algorithm and
the key generated by the first key generating means to render it as the encrypted cut data and

decrypting the encrypted cut data with the algorithm used when encrypting the encrypted cut
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means for connecting the decrypted plain text cut data
to render it as the subject data; and wherein: the
cutting neans cuts the subject data by the nunber of
bits shorter than the standard nunber of bits; and
havi ng m xi ng neans provi ded i®»r the sake of matching
the, 10 nunher of bits of the plain text cut data with

datp gRd the ey 48 sk pscs wWhsn ancrypting dha aricrptedilathgengeated by the
i h bj ect.. da [ h | ai n .t ext t

7 g R o A R rmn o

e el e a ard: mt writl

nc P! e AAEyHRATDE Mafd ROt O o sl BadlE Snd writing

mesysefot fdcording on thedeRgRRIRAR Hhd G PRI LK d |
data processing 15 apgar at us exeggﬁtng st e%;s;]y%@: efibtyBted cut

date serypted by teerjceyttingand deerypiieg Meireydonhdctédasigieand reading the
predeterm ned algorithmand a predeterm ned key to
encrygrbdatp recgrded npy the resarding mediverfoui theyrechelirgunedipe donnecting

e By R S R 5 itk v 1 ropdt s it g and

whifBl: W hYidihBihe IR B 8P A W3 Bl 1 S than the
starfaRl REbardits! PR KR REAESISIR q,a@gg@c{)f;a} i JaRELHAL Mfing the

a step of cutting the ™20 subj ect

nurpbe &F bits of the Glatin BIxe EutQfatdivits e duibed oPbREGFinefuding

plain text cut data; a first solution generating step
durpny sletyiontevatity thyesabjeat datginthevplail tekt antslagach time the
subj ect data is encrypted by assigning past sol utions
tol lswéﬁhkebméaeth@f exemeifigd heloatt, itmgbtaml the samdefifects as those of

apabl e of generating a new sol ution by assigning at
thelg‘gggf“aé’ﬁ%ce(ggng ﬁ@a&gggesé‘bglt ?ﬁcﬁﬁ‘é‘i{ thereto; a step of

mate 0 jts of the ain xt cyt data .

w10 2ol BT HFls Lot bloPeSnaigninbd Exulsi b ctp Ripocising
apphfils SHEARirUERY AnRrplins b Ging8bRedefbrmi
PRl RN Rt Ay P SR mines
algarithm ankl aseedaterniindd Meygo nede itag eﬂ&p%@h dafal #0BR1ingBRE Bnerypted

tinme the subject data is encrypted by using the
data;ef @ predatsryined recoeding mettiven;fand stecrypting iherenciypted data regl from the

step; a.step of encrypting the plain text cut data

recorfiing rpethumdly using thealcarier mdkay used sihan encryptinghtbe eherspted data
to rfelPle o, 8 SBREE 8l e 848 Brd2lsiy dbparines iBHIBARE: CEeR bf cutting the

biaat @t bR | .encrypt ed .dat a.havin )

sobft i B 8 B RS Rmheg 2 ltaol IR FURbEi%8 By it &% cut dan; o

first SRR geglerxBA) Asetfubiptif i - :
recor deggﬁon % @ r0 e (S:eoil?di ng&%gﬁﬂ%@?%%g?lﬁg%%%gg gf‘%g‘{‘@s“bje"t

datais @ncnypted byessipoing phsttsbRiiogenel gt ddemsh&Pso;ition generating
sequentially generating the sane new sol utions as

algarfbmecapgie phgangrating tamewf solwionshyl assiigning 5t lastematof dg: past solutions
step each ti the encrypted data is decrypted by

therg@é Eéﬁpﬁ nﬁg ing the numbgiof; bitsof the plain text cut data with the standard

number of bits as a standard by including dummy data irrelevant to the subject data in the

~ plain text cut data; a first algorithm generating step of sequentially generating new algorithms

each time the subject data is encrypted by using the solutions generated in the first solution
generating step; a step of encrypting the plain text cut data with the key and the algorithm

generated in the first algorithm generating step per standard number of bits to render it as the
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predeterm ned sol ution generating al gorithm capabl e of
generating a new solution by assigning at |east one
of the past solutions thereto; a second al gorithm
generating step of sequentially generating the sane
new al gorithns as those generaed in the first

endPlgh b0 e BEREE opPaiti Ml ivhucd e bty on enerymiad ot data

i ' t ep:; t f
et L I TRy AR i
the@Boriing eekdruth bl heB¥cdifiBg %%ﬂ%%m?éoé&i@s e?érgmd# gtgp of

the encrypted data is cut when ‘encryp

sequentiallytdengratihg thersamy peedolitionslas Mold dnetdial i ehe #5€8hIution
when encrypting the encrypted cut data and the sane

gen@r"ﬁj@gi stapraagh timigdhe erseyptothdata éndacyypttédisy ddsnmpaytotiions to a
eéj ta . g&n@r ated in the second al ?ori t hm generating
pr ‘%E‘Bmﬁ SQPHORygFEratingslgorighm sppable of genaabing  newsolllion by
' ext. cut data. a step of connecting the _
assféﬁ%@i’%?%ﬂ téﬂea‘ff Rt Selition ereloo  esqad plaoritiya gengeating step of
SeHHABGT ' iR ocess).n . .
seafiLng ecAding Bl RbF olkortis 1B, I ARERf e st agoritm

gendaitiag s@preatlflme RCAcRHit I\ @td RV RHEA i
mul ti pl e pieces of tﬁ’? encr ypt ed%Qat‘ga}sﬁlg(tﬁggéslgﬁ%% generated in

the seaderd saktivh germarating stged sep ERAfNRIthOMA1IREES 6l nfaliple pieces
the subject data by the nunber of bits shorter than

of eppryPiad data by thdsamegtuniher of bRObwhithshe endrypted data i @it when

rocessi ng t hod executed on a _data_ processing

BHCE}EE &St fﬁ%@@ﬁ?’?&@"v‘@%ﬁtﬁé@t eate pyibithaiseysusefl adien gacrapting the
| | b A redeternj ned al gorjthm and

enchfbu Sl ol Sk P WU TR ot o B e AR sperypied dat

genb@E Ml s Bisd ﬁ%&riglﬁ{ e%g tsl%ﬁ d:%{ F}t&ﬁ(?agg by eerg)%g)étts fo render it as

recordi ng medi u ecry e encr

 the phirdtekt aumdatag a 5@p OF Boricriniedhe iR pteld DR tex b @ut%ﬂaﬂiotg LU it as the

and key used when encrypting the encrypted data t

 subjeehdpda; antl vBreis: thédats phjcessinglapparati e ceptomPRIPESSisteABF the

apparatus including: a step of cutting the subject
Subﬁa{)%afa Weadfartbmﬂ%gﬁenerdfpmm dedrypts mmilfiple pienes ¢fithé encrypted
dat iﬁﬁes of plain text cut data;, a first solution

o i S gy des e, Prcoe e o cacptige fhsrenf ang owe fhe subject data by the

umR ' ' t ubj,ect .data is encrypted by
" asgyghﬁi%oggé@aé%ﬁngﬁgﬁu baerﬁfg’a%term ned sol ution
geRiefel 19 AHSL b ef @l new
sol ution by assPg%?%%@%gg%%&%%i%éﬁ%ggﬁsmg apparatus
exeauingtstepe of:tenerypting swbject dataiif EIaiﬂ(féXt Sjﬁﬁ‘ﬁﬁgﬁ bfetehfife hlgorithm
sequentially generating new keys each tine the subject

and a@redeteymingddiey e eshdbyit as emyyptbd data) retirding theaRE RSN datd on a

he first solution generating step; a step of
PISWWE?%émmmWMeFWg theeenot yited dagactead fibnotht aecording

o T L S g S bt
o Rl 8 o U800 i T S0Pl it
by agfeddtanffled frhR® of bitSinto multiple pieces of plain text cut data; a first solution
generating step of sequentially generating new solutions each time the subject data is
encrypted by assigning past solutions to a predetermined solution generating algorithm

capable of generating a new solution by assigning at least one of the past solutions thereto; a
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key generating step per standard nunber of bits to
render it as the encrypted cut data; a step of
recordi ng the encrypted data having the encrypted cut
data connected as one on the recording nedium a step
of reading the encrypted datarecorded on the
. ding. medi um_ fromthe recordi ng nmedi um a second i
fest EET BT S i eioB Tl GmeliiBaent ket gachdives te shiget data i
d | hos nerated in the
encifled 6y SOAEURRMARLULLANSR Fy BUBEE ERFL SRS 4417 o st of
mahiighé BEmBELTE bis of B pIAh Bkt AUt BRS Wil P8R8 number of bits as a
solutions to a predetérm ned solution generating
starzdagbby invindiegpdinhey dhtagerelen aititd thedsuBRot G424 1 th® PladVtext cut data; a
assigning at |east one of the past solutions thereto;
stepokneBding dhe plaindexitcuhdats vdth thé akperittmnmiddhb ey generated in the first
K enerat i ng the same new Kkeys as those generated in
e gracraiipg $IOp pgr HantlardeymberHif bifs ixrender ifres the enaypied puiatita; a step
i decrypted b sing the solutions generated
of S8 ik She SRR TEd s Povitg et G dia cameeieg aspac on the
Srdinlg &k ' LRl e .pieces of.. .
encr vpt ed (’:ﬁtgl% gg%{ggag'&gt eaédéﬁég%%éérc%%d ogﬁﬁgreggrdmg medium
fromhheRebidn gredining 8 decdall dohubiof onMbial: ti -
of decryptgielﬁg t he encrypt edocgtn dat as@%?:éf%’s@{uﬁéénaﬁyg&f‘e?aUngthe
samgl npwr fofutinng se thosh gmeemned Hithé figst sBRLON GERPIREG stdpteabR tithe the
and the sane key as that wused when encrypting the
encempigd oty deertynteg biyassigeing pasttshlutises trupredatergenat sufliticn
St gﬁ E]%r .ﬁ%ést %Bld?tard nunber of bits to render it as
EeNpRTENS pigoH IR capaplsiof ggmerating 3 ney selution hy essignieg atdeast one of the
lain te cut data to render it as the
past SRS Bba Rl Bobifo g ofof oled o reniatbiihgrating the same new
keySRPAOEE SheRRIS] HRhS ! ' e bl ect . data,
¥ sene f'l.ﬁgi(%)h g&lﬂ%ﬁﬁigg%g’ te%h {1 & the g{cgyptec‘j &35 is

to render themas t a, ecry

order as the order used on encryption the

cuttingthe etreryptad flate intd andtiply pidoes oilsreeyptaf clRidhe bSBE Efhie number of

. than the standard 25 nunber of bits. The data

bits by yehdehs the gnerypied slatads ont wivn dnotypted; arsteprof decrypting fhe easrypted cut
follagws. To be re specifjic, it is a_data processing

dataa%féﬁ%?ta&%of}‘hf& Llﬁg(F Wg%g%ﬁﬁ@t%th%ﬁmﬂﬁﬁi A datn Aydebe satae key as that
' ' t ' predet erm.ned al gorithm and a

used B Bl R it s B B S Seocpien someagetep per

stanfRAHEHHRE of Bitd 8 RARE it ' ,r & b i
nmeans 38 Of or dec rd;%%tiagg%{@gﬁgﬁ%&s f)?%%’ %sg%pagfrceﬁaeqtpggﬁe

dectypedipdaio takit 6@t d#dioyBndey itlss ithdsubiR: BhaOHdWHEr &R dthe '8 processing
used when encrypting the encrypted data to render it

appgatus kecrypis padtipld picacsaf ths sttgecrarafp renddt theintdsah®bRGGsted data,

of the subject data to render themas the encrypted
decrypisnuliplegicses pf thawnerypled datsi in dessante arfler astlor gydeeuked on

dat.a j,n the sanme order as the order used on encryption
encrRifhufireob Suc HIF EishEectifna P ghormuanbet pEbLBOTET oA fhs Sandsrd
numbePhEGls data by a predeterm ned nunmber of bits into

- decrypked thl i the eSluBénst defe RN M L IRT Slhtibnt ‘ﬁe%ﬁﬂ% §fep; a step of
eof a

The data processing apparatus of the fourth invention can be as follows.
To be more specific, it is a data processing apparatus including means for encrypting
subject data in plain text by using a predetermined algorithm and a predetermined key to

render it as encrypted data, a recording medium for recording the encrypted data, and means
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mul tiple pieces of plain text cut data and al so
cutting the encrypted data into nmultiple pieces of
encrypted cut data by the same nunber of bits by which
the encrypted data is cut when encrypted; solution
generating neans for sequenti® |y generating new

é{gct data i s, encrypted

i, h fi h b b
for S8tvb i he SR plek it AL FPH S FrconB bR NG U fherilzorithm and
a

SRR A
mukipietbicedtof tlﬁé“ﬁlbj%?ci?datﬁ d Rdnddy @Okl & :?ﬁ@ &%{Sﬁ)‘i&f 40 #F@%ﬁgt multiple

for sequentially generating new al gorithnms eac

piecdserf shibgrecyptetbdaaa insthe Rery pERE adihe WSddp tsdd \6h &ﬁeﬁf rﬁh%ﬂereof,

t
sol utions; second al gorithm generating neans To
COTRRI#R RS CRUINE ynegas Eor guiting tht subjentdatadw agirgdetérhting] @Bnber of bits into

&E} se, generated by the first algorithm generating

ol piegis of plamiext 6 decmAlSLri e snatppied friednioynultiple picces

of &R ol R L T B Rl S PG O ML T Frorspied dile is cut when
T ' ted.by th .

encf e, St R 00 0L ERlah g RARE R Sotgonis e time the

subRREAMD i LhcHipteddBf AsAhedRE! WRlddAS tf § Freﬁ@l%%@& golﬁfﬂ%ne generating

data with the key used Wwhen encrypting the encryp

algarithmdapablentigéreeatimgrimen gulitidd By &8ighiiatat WHeCond i@ Bhe past solutions
encrypting the encrypted data generated by the second

thergioy Siryttalgeridun gerarating meamdot sequentibély gieherating hew plgatithms each
. Z&te I tgcrqtt data, the nmeans perform ng the encryption
time, they sRICHEAAR IS ERERTPIsE Yisiethe genruntpd polutionshiacendalgarithm
: ing.and witing neans for, recordi ng on
gen?rtﬁéﬁﬁg g%egl;lsd#oﬁ ggqllflglg[il gell?g%aulgﬁ gl?wpgglea/aql g0 . Sﬁllﬁ tl%qq@ generated by
the BF¢ B3Rk %bﬁer%ﬁ%qn%% el gﬁ!le BYe é&%g)ﬁ%ic&raézgt :cﬁgryia)ﬁ; by using the

decrypting - me connected as one
genenmdypheidnsiaharyp e astede @Pptindiné A6 %Ida'neggﬁﬁgk laih 190 cut data
_the recording nedium connecting neans f'or ctonnecting
with the ke eng freedgquitminrgenerateddiyt the Sirsd algarithon e Mmg theas to render it
t he subject data; and wherein: the cutting neans cuts
as thenceymipdent datatand dpcryptieg thereberypted cot daga stitbrthekeyt ined when
t he st.andard nunber of hits so_that at |east a piece
encryplipg Iie agiyplsdeogdata apd o eelsmBRbm 65 M Resdbhmesmeripting the
he. subj ect . dat a; and ha%in

kA BERRE 1) Sl o D5 P D e

i i t t ith th
g, by, 5 B o e o
bits ias b etagiladf rebding BRd $4#in8 Gheans 8drdeddidihPen %@%e@oﬁdﬁ@ méE&thm the
u

data. O else, it is a data processing apparat

encriypteddidtatgvingzahs efiaypted cuyditd ergraptd] BethedatSptih@al @dcbypting

text by using a predeterm ned al gorithmand a

‘meag$ eQpegierian ane {lreading thegwncryptedadatSreeonded ph ¢k waom@ingamedium

fromk cordigg_ne Lum f or recordin% the encrypted data, and
e (e FOPAGCHISINEANS fonRoppeciing dhe decaymtedplainfext cut

data"t6 SQIR} P9s FRUHIT Yot ShA $HelSn 3hI %tltl}lg LU subject data by
the number of bits shorter than the standard number of bits so that at least a piece of the
subject data has the number of bits different from the other pieces of the subject data; and

having mixing means provided for the sake of matching the number of bits of the plain text
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. gendriated byhhe fis kéhgenetdiig 16d=a8 Brelddunhahe Sfcr

key used when encrypting the encrypted data to render
it as the subject data so as to encrypt nultiple

pi eces of the subject data to render them as the
encrypted data and decrypt nultiple pieces of the
encrypted data in the same or¥er as the order used on

kon.thereof ., 10 ris . cutting nmeans for .
cu SRR MR dRl Binpoct ar BRERY bnehidBiefisimy i Trolepa Rothe subject
datRiid fhe pHif rex@biiilda] € Pi eces of plain text cut data and

al so cutting the encrypted data into nmultiple pieces

of ®nelsyptied datspré@dsAnk Yppetus BTk i :
whi ch the encryp% ed da apllss cut whe g%lggérp%é%ﬁ)tﬁésubﬁadma

- in fahdeitby uynger predaigniirahsl gbrthns@Ubestdedrin RRS/ 8 rdd¥r it as

new sol utions each time the subject data is encrypted
encgypteddata i eeorgingtmeditmtfporesordingthp ewatepted dateshd means for

dec g BT DA Becl tro P Tt T Bggnecire bofus P aigoniim and

| Wt : c first k ti f
ey 3Rl LB S PGP i e cite JEREL B PR subiemcaastty asco encrypt
muﬁﬂﬁ@pib@es%@%é@%&@t fa WieHGer! &nggﬂl%reﬁarsrglte Fc*ayat e'm%n(fé.brypt multiple

second key generating neans for seque
piegs R tlat dndeypidiied SAHEthE SMnK8MBr AStht BREE u ST @Ay éﬁéEé‘of,

first key generating neans each tinme the encrypte
comjyismng: suttieg mepbetbr oyttingithgsibieet dan 8y atpestet@iiddaiiber of bits into
encrypting 20 and decrypting neans for encrypting the
muiiipig pices el Pladt tegbeut dajatandtalve cattipgrthe bnorgpted dite ilveynultiple pieces
means to render

o R o o e o S e

ith.th | ith d wh . .
L W T
subjeBfdatd RRAHPRA %Eiggﬁgﬁ%sﬂéaﬁuﬁﬂg f&f}%rgg?tér%%igecgg rigtrggut gGe%erating

y the second Key ting neans naer- |
algdrithmpiapable b gdneftingdateds solft®onBARS P T Mhe R B t soluti
encryption or the decryption per sggﬁgard nunﬁer g%ﬁssouumm
thergto §irst ke gentenatibhgrmicans dackieqaenaintly wericithg neweladys eheH time the subject
n the recording nediumthe encrypted data

: r_ecordiqréa on | ;
dataig $pergpicd by awing fhe senemted sadationsesecondkeyqzebyrating means for

R R O .
e e el s O TR BT on R Eeris P s encrypting
st et S o 8 01

tﬁﬁ ciQatd&ld

at |east a piece of the subject data has the nunber o
decyypting th¢ientryptedtcuf dasamtithahotlgerithn ewdsvinh ehbepatPiRGncrypted cut
data, and having m Xi ng means provided for the sake
datagndihe samaleyiardhat wsesbwher ensrypsingfthe éensrysited data gmerated by the
with the sta3§ar nunbg& f, bits 5 by including

t
secci ity it ol nEtnd et PR ealip s oo the Tpeisipesiopming the
. ' i b b h had .
eyt S p ST RO it BT n v
means for recording on the recording medium the encrypted data havin g the encrypted cut

data encrypted by the encrypting and decrypting means connected as one and reéding the

encrypted data recorded on the recording medium from thé_recording medium; connecting

‘means for connecting the decrypted plain text cut data to render it as the subject data; and
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those of the two data processi ng apparatuses just
descri bed. To be nore specific, it is a data
processi ng net hod executed on a data processing
apparatus executing steps of: encrypting subject data
in plain text by using a predeterm ned 10 algorithm

whelRh: PheR B RS CHES th s oo 0 the Bt O B sk fg the

i i i ng t he. ted dat .
sk GEBAHRR PR U BB RS RO B 8o
differelt kB ts Bthe\PRBesITGhY mﬂééw dﬁtgeaﬁﬁr}%(f%ﬁ U e g:«imﬁtgp%vided for the

render it as the subject data, the da pr oces
sakappmacchitgy theahmbernsfbig of terpleih tSitlchi dia WitB thSsARE number of bits
data by a predeterm ned nunber of bits into nmultiple
by wckidiayg dwimipy dita itrelevant i the atibjectadatabinshepladf text cut data.
sequentially Penerati ng new sol utions each tinme the
suld} Balsopessiblesby hereshedexsyplified bglowi do phisin the bame effects as
to edetermi ned sol ution generating algorithm
th"%"'a”ﬁB‘?{é”"o ata proGass g W@aﬁuﬁﬁﬁﬁ‘%‘%ﬁﬁl@ﬁ- by assi gni ng at
l e -Re .past ' ; firs .
| SR ORBheE PSRN MIRLEL Ry Ayl procesin
app&@ﬁsaéxgﬁfﬂn%@fé@s 82GACiYpRBg bitfedt WRiaGh Plaiﬂj%k@bﬂr ﬁsin% a redFtermjned
encrypted by using the generated solutions;” a s eB 0
algorithmhindg prédetertiingy kegfto Berdder Dfas 2feriyfied Bh@] Recbidg B bncrypted
data with the standard nunber of bits as a st andgard by
datg g pepdaigriinadyecortling miedivgg; emd decryptinighibe snbryptet] detatraad from the
iH_the lain text cut data;, a step_of encrypting the
recosflime mediym by wsing the alzqrithin anrbkeyaised when preripting the gnerypted data
eperated in.t figyst algorithmgenerating. ste e )
to rgRRE 30 85 AoRisk{ st st oo PR s Gingi Hgbptenting the
, : ' . rypt )
sufet 267 gRBERL 00 A0 G 0B 0 DLl e s

teff GOsEEbnfigH {TB& ettt gthedOsothtRis Qhcll BRE|
i I{jat aqrélcorded on tgﬁle recordi ng rrtg%i %%PF%%%{SV&E%mde

assigeing pdstsglutioesliounpredetsieainedisalhi@ar genbiiti g ARosithinn @adbRof
of sequentially generating the same new algorithns as
genelging a gev sphitien by astiging at least ahgof (he ipastgehtioas therptastaciirst
each tinme the encrypted data iis decrypted by using )
alg‘t‘ﬁgmzfé?ﬂ%fﬁ'a%ﬂe% Bfiﬂqiu%tﬁéa,ll%eg%ré&sngﬁeve priffgng ¢ash time the subject

e a_into ltiple pieces pof encrypted cut .

dacEEAABHEH o e EonsEhled ichiion! 58 afonchite B et bisof
[ r : f VRt
the PRl eut o SHin MO Sap ERAAELof (3 BRuBU IO MBS dumy
datEif@lexpiit t thd f1BjeRN@4tY B @6 ek i i
* al gorithmas that used mpgﬁﬁéncrgﬁﬁa%ﬁeﬁégﬁrﬁ%% glgplalntem

cut dzte svithethekeyt @l the atgoeittan ganudatad gothe finat@nitiiatgengati ©ftep per

per standard nunber of bits to render it as the plain
standasdknugher ghbits togerdes it asttheenengded ey dataca dieprof peoedding the

5 render it _as the subject

| ain text cut data t
enmgrgfeg;d vwgeti-‘% PREIYPRE cRLdat2 smpeesd F‘%‘gﬂf‘dﬂbﬁ'ﬁé{’%‘iiﬂg medium; a

e R NI S —

mecﬁﬁlﬁ?@ fecBhd algorithm generating step of sequentially generating the same new

algorithms as those generated in the first algorithm generating step each time the encrypted
data is decrypted by using the generated solutions; a step of cutting the encrypted data into

multiple pieces of encrypted cut data by the same number of bits by which the encrypted data
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_the SRR

the encrypted data in the sane order as the order used
on encryption thereof and cuts the subject data to
have the nunber of bits shorter than the standard
~nunber of bits so that at |east a piece of the plain
text cut data has the nunber gof bits different from

. the ot hery}gtie(ices of 10 the plain text cut data. O
is co when poryiied; aenfflesEEiae iy reniminl @k detaeth bakey used when

R S R TN R N——
o428 Pl Ol U S IS i ot i

to 1éAdeR it0R the plAFERRE @t Ahnes stef 6PEHnBS i EEE | § plain text cut data t
decrypting the encrypted dgta readugf%m ?&ﬁgﬂr@eggﬁldtleﬁgcu aato

rend& inadthe sutjyctuaiangnd Wheming did ddnnprodeksingappsacs ehiaRpts multiple
.encrypting the encrypted data to render It as the
pieeqsisyf e suppchdate eresiderdhem as dsinarypradptata desypts ohultpla gieces of
a ste dgl; qutting the subject data by a predeterm ned
tagn fhe yameprden asiths erder wsed on ghenyptipmthersef apd guts the
: nt i al ener at | new sol ytion
sut 2t o BB b Rl oot (BOR Bondfa b i P Tt
lea i | ' b i .
AR hece S e AR PR oy UEHES B BB TN I e e picces of
the phidn @Rt &g data. | east one of the past solutions thereto;
a first key generating step of sequentially
gerfdrass, itgs adatalpeyeessng hethodexbhiredsatbi ath petaessingSapparatus
encrypted by using the tbigenerat ed solutions; a step of

EXSRRHING iRy of rRRCRBE subjectslatasingiain kaxt by abing aexedetrumintdtalgorithm
dwiththe.s ndard%unber of bits as a standard b
and;a prededermyn O Jefer 1635 SREVRIGH datg:; Faqerding ihe spcrypied data on a

i in.text..cut a.. a. st of encrypti th .
ped e B L, 00 BB P R R By econding
SRR th8 alddirh b8d k L3 i
lmst an arsg%nunbeéra of Di ts&?%serggﬂ%{é?h{:&gg@ ﬁjt%hegargﬁ%ep fg%aeta render it
as theifubgkart dataathe Ue@ podcet 46O ﬁ}ﬁidﬁz&ui heluaHzk ¥ Ricp&f d@kifg the subject data
havi ng the encrypted cut data connected as one on the
by & predeteinrigedreainben of bits firep nofltiple piticegof plainaext eypdats ackdpaof
recorded on  the recording nmediumfromthe recording

seqyRifplreeneratingcied rdytiqge saeintiime ghesubjecodats iscrmerypted tyyassigning
past RGOk i e e S Honer e aor i AEan o §ipetiing a new
ot G LS BT A BT ) Rt oo
sequtin@i g&ferﬁﬂxC%LﬁéW s eldh Gak ?e&?b}e@?da%@[ﬁ%nwrbﬁjsmg the

bits by whi the“encrypte ta 1s cut _
genemed\splueidns;a siépegf mitchiag tedtunitter bhBiteOThY platiegtibut @8advith the
with the al gorithmused when encrypting the encrypted
standand nyumber ahtits aen gandark by imbndinpdunisg dat imklenant to the subject data
. encrypting the encrypted data generated in the second
n “F@elglfi'éé?f’ércaif 3t astemOirncryptiag dhe plainiextisot dasa withithe algorithm and
in text cut data,

the fé%ﬂgeg%{a;u%ggﬂﬁh% Puﬁsé g{ajs @gﬁﬂtﬁgéﬁg per standarg msntn%gr (())ffbits to render it as

the encrypted cut data; a step of recording the encrypted data having the encrypted cut data

connected as one on the recording medium; a step of reading the encrypted data recorded on
the recording medium from the recording medium; a second key generating step of

sequentially generating the same new keys as those generated in the first key generating step
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for deraynting;the encryp

text cut data to render it as the subject data; and
wherein: the data processing apparatus encrypts

mul ti ple pieces of the "subject data to render them as
the encrypted data, decrypts nultiple pieces of the
encrypted data in the same orger as the order used on

_eacﬁglglréé/tgtl on 10 thereqof and_cuts the subject data to

REPFTYRISEdats Beqripied By vaipg thragrneriedsolinigapid step of cutting
oAl T s T ch STV B Bl

_ whfcﬁ%h@éﬂ%?fcpt&i 845% Qk \Jhla{? eﬂérgfni&llj;ts a[e &%% Sfjaec&@gﬁg atll-rxll-eh% C}')\é@ed cut data

data processing apparatuses | Scri
with éhd Aperithih M Wgn ‘éﬂ&ygﬁ@ b 'eﬁ&gﬂéﬂ%ﬁ?&dti‘ Shd@1%me key as that used
To be nore specific, it is a dafa processing apparatus
whemeronytiting theemsypted daia geygpitedin thesbioddiked gbmerhtingXté er standard
text b usingeq predeterm ned al gorithmand a
1degs the plareiegeeutidatans step of ypriredtingatha dearypted plain
ecqrdin dium for_ recording the encrypted data, and
tex{ﬁé% ﬂ%ta tp gﬁﬂrg‘g’é’éﬁy thei sHyectata sad yehersin:dhe éﬂtﬁ BERseISingADPAGIIS
i ' - WS the algorithmand ke se
enchfiehildac BBCC TR itk ot Rt ahery 3% itpoopiel. sty decrspts
Riphl Si6desR R/ ' f ;
i) SEles QAR SRrfed BUERCHY Bime Bl ORI LEEER Gyprion
thereoflariiesny e sibjebt dakLto Have BRwalbel BEDRY WHoYE Bbn BR®ind%d number
the sane order as the order used on encryption
of hitsep dutt At leegmpieiafghe plainttextgurdan had the nothbed GRbitsiieferent from
subj ect data by a predeterm ned nunber of bits into
the gther pisees fithe xifuaidatat ext cut data and al so
cut.t i the encrypted data into nultiple pieces of )
e nbﬁv&% a&Rm&f‘a%'gg BPPaAlses dust dasrsthed ce bgns follpys hpbaying two
S°h&E§&$H&£ﬁ%%ﬁgag$ta is cut when 25 encrypted; first
SO I on nera

i ng means for sequentially generating

nevroX MbicQPsci is 4 d | b ;

by assign?ﬁ%égggﬁﬁ?EP%??%%E&?@@Ebgééﬁg?@?ﬁ?ﬁ gﬂﬁﬁ&ﬂ}%&xypung
subjeot dith nplagaseytatisig aaﬂnﬁ@étblhhﬂé@ﬁ?@ﬁihﬁl &ld zﬂ%@&ét@ﬁl’ﬁﬁ&i Rey to

new sol ution by assigning at |east one of the past
rendgpg liftasicongyptedataty, @ redording needgm farraccyéing et drrgypy@bdiaa, and means

for sequentially aenerating new algorithns each tine

tgd flata gepdriygim éhe negordingmgeding byotsing tbeiglgorithm and

o RN By B B RS BRES S s
ol B! 161cS I, BTNER e 87 e Hie b B3 afiiRE R mutipte
piec®B 6f ﬁ)@teﬁ&y?&td%akasin‘ilﬁ@.{a)ﬁﬁ &Qﬁ Otﬁtﬁéfdgph&g (ﬁ)lae?lkrylpﬁ'on thereof,

- solutionsto a predeterm ne tion generatrtng

comprigmgt tdtting apahd for ohttig AeY bjedtdaa BEW piéletdrin®{tdImber of bits into
assigning at |east one of the 5 past solutions

multiplerpagass of pleimgxtdug datatahdalye wettagithgermegptad dara into multiple pieces
seggegtially generating the sanme new algorithnms as

of epfryRis

Geh&rabE thegspmetpaimer of bif yowhich theeneeynied dafa is cut when

neans..each 1.ine . . . .
encryp?eﬁ; FifeE scﬂuﬁon generating means for sequentially generating new solutions each

- time the subject data is encrypted by assigning past solutions to a predetermined solution

generating algorithm capable of generating a new solution by assigning at least one of the

past solutions thereto; first algorithm generating means for sequentially generating new

algorithms each time the subject data is encrypted by using the solutions generated by the
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the encrypted data is decrypted by using the solutions
generated by the second solution generating neans;
encrypting and decrypting means for encrypting the
plain text cut data wth the key and the al gorithm
generated by the first algorighm generating neans to
it 10,as the encrypted cut data and decryptin

fir LG B B RO KO85 DS BP0 ion sequentaly gencraring
e R oo O P MR P figop Rttt g gach time
e e SR Ipie ] S REP pn OO IRl sotution

generAing abeorithimnrdapgblé bﬁ%@ﬁﬁdtﬂi@tai R ﬁluddﬁ%y%ﬁ@ﬂﬁ%ia%)ﬁaﬁ%e of the
standard nunber of its as a standard; readi ng and

‘pashpolutions therstvs séoond alzorithin geneititg@esns for @gﬁ@tﬁﬂﬁ lgbiBrating the
e

the 15 encrypted data having the encrypt cut data
sameew, learthngs asihossigensgipter by thefirst algosithni peperatingmseans each time

the F RIS ARG P ER by 45 reenl s Eeparaten £, le Spenchiplution

' ) ks {i the decrypt ed
e s WAE Pk i AR F P et e dta
I WS A AT e S 8 e

as theiaiarypted cbi dta awl ddonyiptiap thedrfypledéR A8taQ¥itt 8 k&Pused when
subj ect data has the nunper of bits different fromthe

enceypiag the enseypted cutidetaswidj the santtedlgorithnrcks thavised) whe emtgypting the
mea%is provided for the sake of matching the number of
enc d1ta generyed by theszeondalgorithmagenprating msams f@eladed it as the plain

AT R s
e . s nel udi ‘
bits g o FrfafiE oo ek BRI MPolele R ol p pedfum the
. I ( / '
encPipesied 44 RAARE thal g ey idBupdda an f egg? gt?@ngl%g\gg@g r;#l{j’ decrypting

render it as encrypted data,

meang conukong! dstome and repdingdhel aicyptad datiBaddedddn the recording medium
decrypting the encrypted data read fromthe recording

frorprtlan igaending rmbdigm; hennebtg inednm fancbnnketing the deotkptad plain text cut

encrypti.n he encrypted data to render it as the
datas‘BHF%‘@‘tr %agt‘ge gblect data; andovhigsein: thelcuftinganesne cwts tlf subfest data by

e B G I R SR GBS B
o L .
BRI 8 185005 YBE I AT FIFLLED B s o s

haviighhiidg e giyvidedfof @t s%k@bf‘ﬁ@cﬂﬂ%&?ﬁé n@hbdd c{f%iﬂ's BE fhe plain text

mul tiple pieces of plain text cut a and al so
cut date withthe Wendard nymbebftatsdyiinélodiag duphyed R 8EQSvanPio the subject
encrypted cut data by the same nunber of bits by which
daty indheplain fexeentdatea i s cut when 5 encrypted; first
so{gjt' on, gengrati ng neans for sequentially generating
new SoT°ul' i Hh S8 REMFCS M EapParE ssngliding trang lareneryptipg sudect data
in p%’f %%? i())g Hélﬂg a rEJ)IaﬁSdtetesl'Iollll ll%tdlaj)g%%tﬁllgl a%d grp?ed e%eertrxmmleg?(%y to render it as

encrypted data, a recording medivm for recording the encrypted data, and means for

decrypting the encrypted data read from the recording medium by using the algorithm and
key used when encrypting the encrypted data to render it as the subject data so as to encrypt

multiple pieces of the subject data to render them as the encrypted data and decrypt multiple
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generating al gorithm capabl e of generating a new
sol ution by assigning at | east one of the past
solutions thereto; first key generating nmeans for
sequentially generati ng new keys each tine the
subject data is encrypted by asing the solutions

. generated b P{)Rﬂe first solution 10 generating neans;
piefesy %‘Hﬁfﬂ% % 8hiBp sie grder ah therster sisel @hencaymtipn thereof,
R e e e e

- mufiie YREQDIGRIR tdx? c%gftégaye?lnﬁﬁgsgbésﬁéﬁ?ﬁf;hg %h& @aﬁattaih}]ta multiple pieces

solutions to a pre nera
of etlcgypred diNdaRNAhe sidhe HRARSHF bRY bR whEM B bidriRBd B¥ta is cut when
assigning at least one of the past solutiohs thereto;
encsyyded) dirktesplugion eeadratiy meanof ssquettiiligehahling new solutions each
. generati ng the same new 15 keys as those generated by
time e fubjest date s epermieskhyragsignmgpastsolutionste 2 predetamingd selution

data i ecr d usi.ng the sol utions generated by
Eeng g alegrE GHADGH GBHBHAS 7 AW SO by SRUEYRE Atlgasibs of e
‘ [ pting.the plain text cut
past St e T kP borR ke cor g o Bl ket nepkeys each
timé kHeSdubleY a8 ' Béﬁ% ' ; i
me ncrypted c u?e{jng{yg%n 3@8&3 S{"ljﬁﬁgﬁ{ %é(rel Eré‘ﬁe?r%ﬁ% grsé 3?11“10“
gendaitiag wdahis;tsbeondl solitioh pEhdrs@th MBAR B éé"qﬁéﬁtia!llg gbh&ating the same
encrypted cut 20 data and the same key as that use
newkdutienses yipise gendrated by theyfirtsesblutiinogep eracing iveanddach figne the
second key generating neans to render it as the plain
enceypigd daig isglectyptadrhy astigpiag pastisohwtions tot tpredeseremiyet sodutior
the degcryption r standard nunber of bits as a
ge“%'iagﬂé s-fgam}fﬂ saﬁaﬁge %isr%?ﬂwwg A gew sahution by assiging o Igdpt epe of the
WAl ' ncrypted data I ng the
past DA AL KT AP B Ton e Ra St flgTalf the same new
keyd @€ thod badrABARH thedh i ' i
O RO L TS BRI BAN ol R PR daa s
dectypeed pCusinti thg soREAbLYFene QRIS thd GecoRll R0RHR berkRHRGhéHS;
the decrypted plain text cut data to render it as the
encryipting @nd deargptingrdeansiien apicrypting ¢hecpitini text coredats wathitthe hlgerithm and

ubj ect dafa by the nunber of bits shorter than the
the ke gepsraiethbmhefirsrkenigenerating maansdp renslgs it as thei epceypted cut data and

B G 158 5 SEDShRb Yiin ls od us

a9 TR RS, Y B RO B e Bt e Bt B e

seciidMy DeHetind fleadt to Redder it¥ tﬁé}%ﬁﬂ%ﬁ%mﬂ%ﬁh?@tﬁ%s Cpuetrfornﬁng the

. irrelevant to the subject data Int
enciyption ot theideciyiption pessindhue, nudyber BEbHLASWeaRIETTREddin £5hd writing
bel ow, to obtain the effects of the two data
means Sraeedrdmeapihe tacosiing jnodinmothe enérypied d5talliaving the elatypted cut
rocessj ng._ net hod executed on a data processing
da %M&@@BG{WW fddesrypbing regqes gennepigd ssppeatd gading the

encil))ﬂteﬁl (ﬁkanreggr)égd 815{ thlésriegogdi%g Rhet 111?1:tc1 {orrrlil ee':drecaolr 1?1;; irrtlerc]lri{]lrg;nc%nfalecﬁng
means for connecting the decrypted plain text cut data to render it as the subject data; and
wherein: the cutting means cuts the subject data by the number of bits shorter than the
standard number of bits so that at least a piece of the subject data hés the number of bits

different from the other pieces of the subject data; and having mixing means provided for the
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predeterm ned key to render it as encrypted data;
recording the encrypted data on a predeterm ned -
recordi ng nmedi um and decrypting the encrypted data
read fromthe recording nediumby using the algorithm
and key used when encrypting 4he encrypted data to

0 as, the subject data, the datatge:ocessi ng

repder it > : )

sakg gF HAlching s apmherRf bitg of theplan texiout daja wild thesiprsterd number of bits
. Db r.edet er mi ned nunmper of bits jnto multiple
by P g Wt LR PTG PR g b elyh PG calh
e 3 .

SEE RSP eSS TR DBl ey gr e e
datapﬁcmhjg@pp&amsspjugﬁd@&%gdo a predeterm ned sol ution

generating algorithm capable of generating a new

sollusi aaiatzbyroa&singrliletQO(hEXdc&aﬂtonQart&ta)iﬁrobéseinE apparatus executing steps
solutions thereto; a 15 step of matching the nunber of

- of: gRaryptigre suhiectyaia in platattexshy usitga pieddtermtinedsalgorithmoand a
nber of bits . as a standard by includi ng dumy data
predeisigringd

kY tpoendspitagsperypied ek Tasording the sherypled datagn a
‘. I st i eneratjng st f .
pro8Bbine ol ALSREL ARSI Eh 2581 B oo e reconting
it B3Csi |oBri | lo W i
e S OSPRS00 aga o encei
as thé abjeat danohy dhta podebin® hppatathetbiuditly: § e ottlting BR subject data
key and the algorithmgenerated in the 20 first
by aprgdetetmhinedypumebartaf bifs dtte puyitple piceadof ain usthent dta; i fizst solution
to render it as the encrypted cut data; a step of
genprating gep §f sequentipdly asnenating new isalutions ¢k tigredhy patgebt data is
%a connect ed as Fn on the recording, medium_ a step

d
ool NG e Srioions & MBFdciaEBrbeRlum merating aigorithm
f . ' ' di d
o ARy GE8EHd OFRR a
stepl dFan&ShRg ARMuRHeH bf BltSofibe Eﬂl@é %ﬁgﬁﬁﬁﬁﬁtvﬁﬂl {hd s{aﬂg%régﬁlﬂber of bits

sol ution generating step 25 each tine the encry

‘as adtdndaidsbydaclipielinby ass 9wt RRAGE sekitidafng tﬁé)plgiln text cut data;

predeterm ned solution generating algorithm capable
a firgt algenibmeganatpting stew of séquentallsbgenamsing new gl gotrithreasdchatige the
of the past solutions thereto; a second algorithm
S“b@@&%%wieﬁgygwﬁyw%g sxlutions generatedrin therfirst sobsionegreerating step;
ew al gor.it hns .as .t hose, gene ed in the first ]
a sich ol e DRPg B}?é?l%ﬂli‘?rg GEL ik Fereand i algpiihppeengrated in the
. ' sol.utions generated in
ekt ASELHRS i e ASLAR DR V0L B2 00T e o
datag Hstep o8 rddofdifs) ﬁfe)éﬁ%ﬁ%téé@ia?a haVid Y h’,@%‘?b%? Bgﬁfagé%cgﬁected as one

encrypted cut data “by the sane nu

on thdrechrdifgemediony pisep of atalingthe YherybRn deRGENRI&AToN the $b@Rding

of decrypting the encrypted cut data with the key

 mediara droph e reensding miadguiniveseeond sqiutich gameratiap atep @b Sedueatially

gorithmas that used when encrypting the

S i éhmt%@ ' i

83“%’&'?%/@1?@3“18 REW spHiensahosgangeatesi in t saligfion gemaerating step
neratin t er. standard nunper of bits to render .
cact RS % RAgReq Bl B deible tasieminepmiyo Bitogs poiesigrmined
i [ to render. it as.th

soluglgﬁ Jggxgﬁt%‘% zggorﬁahn%' AphfEbs géﬁerﬂﬁltg% nieWw SoTlticH by dssi3ning B least one
of the past solutions thereto; a second algorithm generating step of sequentially generating
the same new algorithms as those generated in the first algorithm generating step each time

the encrypted data is decrypted by using the solutions generated in the second solution
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wherein: the data processi ng apparatus encrypts

mul tiple pieces of the subject data to render them as

the encrypted data, decrypts multiple pieces of the
encrypted data in the same order as the order used on
encryption thereof and cuts thge subject data to have

t he, nunber of hits 10 shorter than the standard nunber

gensratyg:sieps 8 step Qf cating éresencaynsededata o mialindt pieeestafetcnypted cut data

ata has bits different fromthe other

h i
by fif s Tmeen et Bl vhich toecneetpisd Bk cu wBen sncryrgeds a step of

' L exe n,a data. progcessin
e Bl e B RO R e B O Bl ol oot darn
and fhe BABE AlobAitim BYthdsi r ' Iy i
a predet eg?rri ned tl?gflﬁ%g @gﬁ(ﬁ?ﬁ@&%@@ﬁﬁ%@gg{%}?g@% in the
second algdrithin fdrerainglskpiped stiadad A0mberlst Hits e6!RnGEM BEfhe plain text cut
recordi ng nmedi um and decrypting the encrypted data
datp;eatielf ploronnestingdbodatirypied pladi text duy data itovgntlérdt ad hesibjbendata; and
and g;y used when encrégt ing the encrypted data to
wherging the data processing appaypeis enerypts mulfiple giaces of the sehipgtglata to render

e Py B i B iaiecs ot ieiecryRed din it game order
os e 8RR PP Ikl R e Wil gl e nomber of it

shostet thinh GRSstARAGH fun¥Rer b 8its MPIEESt 1881 RpiesSe SORE ggﬁﬁ/ R&@6ut data has

by assigning past solutions to a predetermn

the soiber ofbiggelifferant fagm alhgother flees o8 frRiPlAn @dxt gen@kaAL i Ng a
new sol ution by assigning at |east one of the past
solWrslem it is hdplamoocessing methodleaycwgerhar adita gracessmgdpparatus
sequenti al | ener ating new keys each tinme the subject

eXChLng Steps of; i8g seicci<iafiymmben st by neing a gesrlsteaméntd atgorithm
t [,LSt. ti ti tep; t f

and et ip ek R ERAE R s Rheried 0! pPorinediog encrapted dota on a

S S R e in

medibm 1! @iy theXigofitim edd Rey dsed SHHRA eﬁ_&?fﬁﬁ?g he tehﬁgp{fg?/iata to render it

plain text cut data with the algorifhmand t
as thesubjent dataj the dhte piocesding kgparganizehidingga sfepBf Pating the subject data
standard nunber of bits to render it as the encrypted
by g predefaminednembey of bits inte onudiiplg pidees efirdain s dutidata a first solution
haﬁiggg thﬁ encrypt ed cut, data connected as one on the
BenpIaling §CR T RRAYFRAA LY Seasraing nev salutions qagk timedhe pibiert datads
r . r di nediumd47,. fromthe . )
ench B RN s Ml 1o SR B PG b ELeper ine jposiom
-apS6lBL BreBdtin GRARL ' i | - :
Capt hose%ener tae [ rﬂ%@%ﬁ%&?@gﬁ%e??ﬁ%gkyf ?ﬁsé) S oélﬁ thereto; a
firselagipehbiating bep ofsugbyitialg gdataihSnde kEystaesl G the subject data is
assi gni ng past solutions to a predeterm ned sol ution
encryptedrbyt using the golntiongenaymsdil ie tiof figesuitiin gegerating btep; a step of
sol ution by assjgning at |east one of the 5 past
matghing thegiynhier of bitpor the pladmieat wutylaggeridr deismgdatiewndler of bits as a
¢ g%l;t}en.t :g@ldﬁé enerating the sane new keys as those
§ “f@ Y3 ¥ 913 T leYAng ihbp sHRipe datiap theplpm eyt data; a
stept cﬁ%n@fgz‘bﬁﬂg Eh%%lﬁﬁ‘tte%{t Lt data with the algorithm and the key generated in the first

key generating step per standard number of bits to render it as the encrypted cut data; a step

~of recording the encrypted data having the encrypted cut data connected as one on the

recording medium; a step of reading the encrypted data recorded on the recording medium
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S
- the pthgrpiscas o thegtlaindextgut

decrypted by using the solutions generated in the

second sol ution generating step; a step of cutting

the encrypted data into nultiple pieces of encrypted

cut data by the sane nunber of bits by which the

encrypted data is cut when encrypted; a step of

de r%/pt]%#g the encrypted cut 10 data with the '
fromy tE% SOOI eI & Foeamel sption generating wen of ssdueniially generating the

n he sanme key as that., us when encrypting the
sanfiiet Do 150e AnatBihin the i SoBion aoadhing ten eh sipe the

& BRY i r r ' ender it as.the

= pltai n te?t&g%?%aﬁa#y%ﬁglggggto@&é%ﬁ% goc ?]'r?get?ﬁémegsomgon
genderting RIgoditizh Bhphble! pehbilatifgh Bel Qo lBBHDY aklipfife bIE

subj ect dat a; Iglnd vvhgerei n:gt hg agpar at B’g %ﬁggypt %Stone()fthe
pastredlotiquis ¢hgretoce secohd kb gaiebjtgtstepasfaeduntieing génefzfiﬁ?tﬁé same new

the encrypted data, decrypts 15 nultiple pieces of the

keyg ag thpse eeneeniedhini the fins ke genavatitay stepsearh ¢ineerthe enargpied daa is

encryption thereof and cuts the subject data to have
decfiﬂ’ée%‘%wﬁ%‘?g the SBfuPQH%Waéﬁ‘ad nhesacped selufemmganeratimg step; a step of

' .at least a piece of the pJain text cut
cutfle b krSPreh O3 1Bl m BBl el BF FacPinted Sl B3 bS St pumber of
hitsHvasEe | . t i I nvention
ltsar%ﬁ& f plllj ?{ehetni 84 rﬁlﬁaga nﬁ%ﬁwﬁ%ﬁ/% \ r?dd-lglg i agr}:c{f? riygﬁgg the encrypted cut
datgie ik the@goraBmtRed Fheh @ﬁcr% the RH& bl RuPdHa SRFABYame key as that

i nvention respectively. e tfifth invention Is as
used wihen wscryfiting the Bhdryptei datai generatedan di RcqidIe8S®hAAting step per
system configured by including: nultiple first data
stangagsauahen g1 bisplorrandes éas theplageteninit datrpa gep obswinegting the

d %E)E‘%;Igt.uses and third data _processing apparatuses of
ek 8 iAo repdert gsthe gviect daigeankheyein: the apparatus
use kN 5 f wth,the multiple firs
encyRRA A RS bF bbb Re it ¥ Edssiont Bt e afrapiedilop decryps
K P1etes BF it f ' i
e B R e R, B o B By L BB encoyprion
therbef mdentstthe sibjéct daBab Aaid O aSHIbBLARRNSMShA e sBBdard number
second data processing apparatus, and conmuni cation
of bity sorthanat lodst & ipeece objleqilaid adxa cpeddohasete hebhaesT il different from

cond data processi ng@gppar atus and the third data
- The data processing system

has.a f.irst aratus having the first data processin
apfﬁ‘P shitsLineent}on zad Soghiny G0 a8V ¢ %GNS veriations deppribed as to
eSS ses and.the third data
the ﬁ%Eﬁgg‘é‘?&n’g&%ggor‘%p‘ﬁ?‘é@ﬁéS%H%g‘E‘f?&’ ‘first Iolat a processing

ap e dtwSnAndoh e SBASRE data processing apparatus of
5 the data processing systeminclude: cutting nmeans

f ofThe tifthi imgentibe isSaiite procdirdy H¥tet, cORREREELHPINEMing: multiple first
nunber of bits into nmultiple pieces of plain text cut
datagpypeessingl appasatusast andngpeotitbdata processing apparatuses and third data
processing apparatuses of the same number as the first data processing apparatuses pairing
off with the multiple first data processing apparatuses respectively, and having
communication by means of encrypted data having subject data in plain text encrypted
performed between the first data processing apparatus and the second data processing

apparatus, and communication by means of the subject data performed between the second

data processing apparatus and the third data processing apparatus.
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encrypted data into nmultiple pieces of encrypted cut
data by the sane nunber of bits by which the
encrypted data is cut when encrypted; solution
generating neans for sequentially generating

sol uti ons rendered conmon betawen the paired first

dat,g pyocessi ng apparatus and 10 second processing _
appﬂ}e %‘?spfaﬁ%“’g'igfsggt@@rhawrf"gﬁﬁ APREeEs havipg shedfiitsedats progessing

A R K -

thirf @RS rH ssin€ A6 ¥ RALERY the plain text cut data with an
al gofpithrsnsnégnglisate based on the sol utions received

f r Both e et @dth PROCES bifdhis
bet ween the fi rg{b da?%ragj})ocessr?ﬁgﬁe %g%%%%?og%gﬁw&ms of

the dete pretepsing estim inchpleaciatting nieany o0 G&kin %1 theambiebedata by a
encrypted cut data and 15 decrypting the encrypted cut

predptermingd nirpbes of pifs inte mwltiple gienkreof pdain texpCirndpta drel also cutting the

encrypted cut .data to render it as the plain text cut
en %“aﬁy ‘P%Wﬁ%’(“i“ﬂge Rigsstofregeryptad rat data by theesamsayyhes ef bits by

ol a render it . as the subject data, .
whih Bl e lha SR b ARG iulhn Pttt Rintot fagentally

afting SEIRHM &8t : | i
geIlpr océessi ng Sgg%%‘{?gc% us o%ﬁ?ﬁg‘reggiﬂge Pg}%@é%%d%% p%?/‘(téet%séuﬁg pRparatus and
secditeprdedssing Qppdrane a6d BififepdiR Foal hdsSGGRE Jinkdrit? 4l %r&@%ing

of the data processing apparatuses described in the
apparafses angl seoend duta proeessingreppanwhised) esargpoiy and deryptiz @&dans for

rated on the second data processing

dat.a gener, i (
encrypHBgE Eﬁlﬁmﬂ}e’ﬂéﬁ Jase Wit anrpdeasitlem\gonerated asedemcthy paledons received
pparatus, records the

trod e e first d?ta rocessin _ _

o e pfition arTaBR RIS HECERdRT LS IRRBPL bicen fecisidats processing
f th ' di

wpolri e SA T PR hE el $PobaLe) By Mpenetidst ma

decriptild thedALBPRIIAGE aft i i |
Kggt agpr oce?gi ng agﬁlg?‘gﬁ%%té%m&’gé‘% rﬁl&ggvglmél oe%?fg{p %%ﬁev\%ene ted cut
data theerider ittas alpplainttesst chedatBGonfi€ctink medan FrRoRAQERS M Wecrypted
.apparatuses and the second apparatus having the
plain ¢exd At diget t rpndey dissithgsulja dah medrasditting aed fheti@ing means for
rogessi ng apparatuses, the first data processing
“angﬁﬁ'&‘?%%l@gel?ﬂ% therencsypiedhdataat a processi ng

appar t.uds(ﬁ exchange the data by radi o or by cable.
The %ﬁ’d? 2413 RROCRS IS ARPERMS Of APIRECSADE syppuyiatheslata
40] ived fr. first .. .
proch &g Sk ot Ry Ik Br bR Rl et BB bsestigribed n the
firstted €our@ciay ehitides, Rk Badr ok ans subjekt dlaiab eéehet?%&ggé X &e@ind data

the data processing systemto be a rmsuc

procassmeapiporateslyy decogeiig. thSeddiyéd Bas ehdrppre@Bn Mhe £iRBdata processing
Drawings FIG 1 is a diagram show ng an overall
appaEafs.itgenTds therenofypteddiatacorpthe cerosding neyimiheand deegtsiibegncrypted

todafir t enbodi nent ; ..
data read from the recordmg medium to transmit it to the second data processing apparatus.

The data processing system is an application of the data processing apparatuses
described so far. Between the first apparatus having the first data processing apparatuses
and the second apparatus having the second data processing apparatuses and third data
processing apparatuses, the first data processing apparatuses and the second data processing

apparatuses exchange the data by radio or by cable. Therefore, the second data processing
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FIG 2 is a diagram show ng a hardware configuration
of a first data processing apparatus included in the
data processing systemshow in FIG 1; 10 FIG 3 is a
bl ock di agram showi ng a configuration of a

communi cation apparatus inclagded in the first data

SPIBESES GHTSF A G D7) SRR GebH P R Bt i latgyprocessing apparatuses
o AT e 5t e
progésﬁﬂg SR WHE Iblehs pBAG QLR actﬂl@fti)-glge{eng'tﬂlrg&s f a second

ata processing 15 apparatus 1nc n thHe data

processing systemshown in FIG 1; FIG 6 is a block

di agram showi ng the configuration of the encryption
Briefdpescription of the Duakethgs n t he second data processing

apparatus shown in FIG 5; FIG 7 is a block diagram

shdFnd it hdiagwmt shewing mbevesill eonfigueationref rydata prncessing system

ool BAlE iR G 5. 20 FIG B 1< 8 block
di W . ' ti f .th i cati
appar T tEr YA bR bR RReank O LRl ing

 appaRRATALNEC AN 4R gﬂc@,sh%'ssgﬁeﬁ sh%winan ;| pwehart

showi ng a fl ow of proc executed in tHe data

pr d4@s3 isngblosly iaghins ing A chilfiaurdtiondf@ colfinhsicaion ap%aratus

. flowchart showing the flow of a process executed in
inclad@l igtthafirst datEip@cessdide Sppafit@ shbdmiis FAGS 2;0wchar t

showm ng the flow of a process executed in S130 shown

in Fﬁ‘ﬁe’? is 2oblogl djagram showing the\wenfiguratieroed anenchwptibh eppasétus
. a.Pr.OCes ecuted i.n S 140 shown in FIG 9; 50 FIG
m"lﬁgf{@ﬁe %Sgéﬂtﬁ RFRCCETRR FRPgrasshegin E1G 2ipr ocess

ex t ' 5 : kn FlG . FI.G 14 is .
X380 Bt B a D b o st g rocesing

app@ARis RIRANA 1A RRSIAL PocedsBiE! syStemh éhHwﬁliﬁFg?tﬁ processing
apparatus of a second enbodi nent; 5 FI I5is a

f | GG h@ista bdndiagranhshoiinmihefcoffig R sy B the Bndih:)‘t‘&ﬁ‘ﬁai) aratus
executed in the data processing apparatus of the P

inclydasdon dhesrsonl] dasaprocesstag dppatasusashbwnise FEE.L5;showi ng t he
fl Ry of . a decrg,pt i on process executed in the data
G. 7 is a block diagram showing the configuration of another encryption apparatus
included in the second data processing apparatus shown in FIG. 5;
FIG. 8 is a block diagram showing the configuration of the communication apparatus
included in the second data processing apparatus shown in FIG. 5: |
FIG. 9 is a flowchart showing a flow of a process executed in the data processing
system shown in FIG. 1;

FIG. 10 is a flowchart showing the flow of a process executed in $110 shown in FIG.
FIG. 11 is a flowchart showing the flow of a process executed in S130 shown in FIG.

FIG. 12 is a flowchart showing the flow of a process executed in $140 shown in FIG.

9
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processi ng apparatus of the second enbodi nent; and
FIG 17 is a diagram show ng the hardware
configuration of the encryption apparatus 10 i ncl uded
in a deformed exanpl e of the data processi ng apparat us
of the second enbodi nent. Dedpail ed Description of the

Pr red Epbodi nents Hereunder, a first preferred )
en‘f};c}g‘{' e ﬂgﬂg'éﬂ%@e&ﬁ%g e dlogit plcaiproness exerutad i8S 15 ghown in FIG.
9. present invention will be described in detail by
referring to the drawi ngs. The descriptions 15 of the

firmeG, egipogdi %ﬁviﬁ%ﬁﬁ'ﬁ%ﬂ@@ %Jﬁ%}%ﬂ%ml of ﬂ:rks&cf}%ggﬁ Upparatus

synbol s as to conm ortions an overlapp

inclided In the deaprocesdihg Spparthosk MRRSMPebsiiRnRr 0OCessi ng
systemof this enbodinment wll be configured in
outHIGnéS &sa Btneolrt showiig3he Tlow26l ahfenctigtion pressiefded in the data
systemincludes nultiple first data processing

Proggspiag appaatts of thesgcondrpmbodieent; dat a pr ocessi ng

12 mytual |y ted, vi network 13. The
i U T R W T O
ki ' : ' first dat i
probciie SFRAG Bl tne SR BEnGedne proceseing

aprRGA IS aldzaga%@bkvgnqgge m%wﬁfew%ﬁﬁgmﬁ%mn%% i8R apparatus

25 The networ ma ve another contiguration |¥
inclodghinl defbrotall ek afpld GMBE dA8 brReing &fpatnisSif tBeledond embodiment.

processi ng apparatuses 11 and the second data

processi ng apparatus 12. The configurations of the

first data processing aEpar atus 11 and the second data
Detgileslaessriptonphthe KreferradEmbpdingatsdescri bed. First, the

confiquratiqn of the,first, data rocessi ng appar at us

75 HerfHh, At arpls e oahSdipient and £1r5aT wentras Amaodisnent o the

- [ t.] 0 he Jf.1 st .dat kOCessi apparat u . .
pregfind Al b oste B i K86 80 Sr Ge A ARRE Thé Sescripions
of thOfifst EibadiRABard et dHabadifBM wiliGfE Eg}m%os '

unit) 21, an ROM (read onl; nenn%y) 22, an &E%ﬁk%gpaaxmmon
portidsland pimie)veZRppiap dBMptibiandom access nmenory) 24, an

i nput apparatus 25, a display apparatus 26, an
<<Harst Embodiorens>>appar at us 27, a communi cati on appar at us

28 and a bus,29. The CPU 21, ROM 22, HDD 23, RAM 24,

i npudata BERcessingssystsm of thisieabodment axill be penfiged ippuitline as shown
in paratus 27 and conmuni cati on apparatus 28 can
excthange data via the bus 29. The ROM 22 or the HDD 23

hagha dRfaGRELSEHY SRtk Mcﬁ@nﬁl‘l]tgplg ked %ta%rp%ge%gn S g]_:t)p%ramses 11 and
one second data processing apparatus 12 mutually connected via a network 13. The
network 13 is an LAN (Local Area Network) according to this embodiment,
The multiple first data processing apparatuses 11 and the second data processing
apparatus 12 mutually perform encrypted communication.
The network 13 may have another configuration if capable of data exchange between
the first data processing apparatuses 11 and the second data processing apparatus 12.

The configurations of the first data processing apparatus 11 and the second data

- processing apparatus 12 will be described.  First, the configuration of the first data

processing apparatus 11 will be described.
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(the predeterm ned data may include subject data as in

the case of this enbodi nent, and 10 includes the data

necessary to execute the progran) recorded therein.

The CPU 21 controls the entire first data processing

apparatuses 11, and perfornms ghe process descri bed

| at ased n the program and data stored in the ROM

22 O TROHHB hariware go gion;of thasiarst daga processmgzapparatus 11.
ocess qQn . the CP

21 Tt A B inp s 1 5ol S s getaping s CPU (centra

rot ; ' 04415 40
P ) 20 PO FL ) 3y A Yo 30 Y0 84 of 0B}, an RAM
(racod h@eseRebyrHRALSPbhI Mkt i : -
(cat hode ray tsgbe) ang s%ﬁonfusgznﬂdﬁitdzépb e%ﬁéﬁa%izgﬁnge)g&ypmn
apprRhducShamothmunicapion tapphraiat 83 and pbASeSSi T SPERISROM 22, HDD 23,
described later and so on. The encryption apparatus 27
RAM: 24yigput apparagisi?Sedisplay appasatys 36,canyryiption Appayatoe?y aiat a
MW Ll be descrjbed |ater. 20 The communication

as
cOmMBMCaYRAPPATANG 48 1o chimge Ariaatia & bis 2% ¢ he second
dat ' tuses 12 via.the network 13. |
e OB FE 0 B8 O30 B S Rl e
thdpre888ThiNed ARRAAi - ! lr Gl | el
( the first dat a%% o]%gggﬁ %%Je%gg%gra g?ﬂu%gs ?)f\%llﬁ ga(ﬂ?’ﬁce’Wm'mt’ and
incledésnhe idathhecdiexly, to bh@ufORE | #h) RBoRkd tHiGein,
conmuni cation 2zflltp}){par at us 28p€#1&| ]be %Iescri gee]:%l ’II;}IICGCPI?{ 21 controls
the pgtirstfwidate triooessingiapparanmsef1 1t hed perfoniisi thépiodess described later based
apparatus 28. The conmuni cation apparatus 28 is
on g Rregyumnand igptastorpd incthe ROM 28raritenHDBY23. arlThe RAM 24 is used as a

th i ti d ti ti 282 d
StoRg G R o 5 OB T BN B8 ProPRes b AL SLno. t | on 281
-pet t,h 2 dth )
cortiens abptai o3 0 EnlESRa oy Ko i, SBuis 9 ot is wsed to
inplif PHFakr Ad¥ed-80C rﬂﬁtcﬁ%}ﬁg}a@aﬁ&s JE8 %bﬂgg%%dr % Eggg&iauid

29 to the authenticati a generatin
crystaldligils0, 4 CRIS(ehthede fapeutRy ahd B 6 Malidude8ss uﬁgﬁyfﬂ{@mmmmd,
~ the comuni cation portion 283 to the bus 29. The
mpyfteditats, aeaedessingl stams desveibed lang apdrsbioon 282 adds
aut hentication data to a header of the transmtted
e ng[ihﬁﬁfl%‘a’PH%‘% apparaps 2 hepcaymisthej sybjeptedatmansl delorypts encrypted data as

. C t.ed.data is transmtted to 5 the second dat a
Wll@%&o%%&qeﬂdatﬁ’bpar atuses 12 as will be described Iater.

o] eadi identifies the fi |
T o5 AP A B e
procdeRéing Q%;di!ﬁﬁ&dsquié)&e%ﬁ@orkih?‘s §h8 G@ﬂmggicgﬁ&haﬁarfft@sezs of the

first [

ta processing apparatuses 11

secadrdan protasing appartitieesSECRAfbrae t8mRTACAESH AathaRPAFAHMA processing
12, and is recorded on the ROM 22 or

apparatuses 11 via the network 13.

Next, the configuration of the communication apparatus 28 will be described. FIG. 3
shows a block diagram of the communication apparatus 28.

The communication apparatus 28 is configured by an interface portion 281, an

- authentication data generating portion 282 and a communication portion 283.

The interface portion 281 exchanges the data between the bus 29 and the

communication apparatus 28. The interface portion 281 transmits the encrypted data
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the HDD 23 for instance. The authentication data
generating portion 282 adds the 10 authentication data
read fromthe ROM 22 or the HDD 23 to the encrypted
data. The second data processing apparatus 12 can
grasp which first data processz ng apparatus 11 the

reck TR RERFOLD s “Sieticotion Chs Senermyas Baton48A fad also tansmit

ot G 21 ARSI b8
havigidiidstidiedi Edlelfiflg %%P dt Qﬁix&h{lalgﬁa 5438 o a header of

comuni cation porti e conmuni cat |

thepantmined 288 ypredrdiaty, fe ihdighcee@mahy 8sle CEtPIR B24 R taBsmitted to
the second data processing apparatus 12." Next, the
the seremidglateeprivoassiog apprratesesriPptsiveill teplescritied$atd? Whelauthentication

| datg%cri bed. FIG 4 shows a bl ock diagram of the

piies B iy dataaroeessing agprsatendt yendingtha pperyptedida@y The
oS3 el A5 B3 B b e e ss 11 by
B RS e PR 5B g B vt 22 o
e e e althoffcuriin BOIRAEHLAGPRRbh 8 affthe

authensic@roduth tehé HoaNe MOMI206 the B 28 USthd %na%?ce'dr l08ta. The
interface portion 271 receives the subject data from

secensedatipprogessinigapphratisug caf graspaviittefiesn daty proedssitgt @ppbraois 11 the
he. communj cation apparatus 28 via the bus 29 so as to

L,
recqiyhRFrIPied frta sdpusiiedrasm by thejaiithensicatimodagpadsied dathe encrypted
ot P SSRREIRL o Rr R ORr B <alt tie s Jacmenits he
enoHp RN b A BT 7 €588 ion porion

283Thahk RbRbTRERLER ?blitiaﬁ 283 Lrah GhRE m%%eée'fk%d%ﬁbﬂﬁgeg o%%tf% tRL second

the encrypted data fromthe connecting por
dategprdcessmgspparatusHE. r ecei ved subj ect data or encrypted
data to the bus 29 as will be described later. The

pr &}sEb dbseandiguppsioniof thexneryiption apparatns RO wilbbe describag  FIG. 4
t he u? ct dat?lﬁger encrypted 5 data received from
showRa blrk diagrom ot Shecenoripiion SBArBos &on 271 by a
t 1 ped f bit enerate plain_text
C i s TBRSE AT AT s soridirat Bn i SRe R 2Tl At o
i ' 1 27 It will be .
preg s g R fon 2 A encifink A 8RBl g 373, spffiion g¥ferating
portiIcY i tue el gofl i@ gbrier e poPSGPITH, a@ce{g g?ﬁé?atﬁlg‘é%ﬂ%g(?i{ 8'nd a

the preprocessing portion 272 has unct |
connecting portion 277.

The interface portion 271 exchanges data between the bus 29 and the communication
apparatus 28.

The interface portion 271 receives the subject data from the HDD 23 via the bus 29
and the encrypted data from the communication apparatus 28 via the bus 29 so as to transmit
the received subject data or encrypted data to the preprocessing portion 272. When the
interface portion 271 receives the subject data or the encrypted data, it transmits the data

indicating reception thereof to the solution generating portion 274.
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i ncludi ng dumry data irrelevant to the subject data in
the subject data by a nethod described 10 later. The
encrypting and decrypting portion 273 has a function
of receiving the plain text cut data or encrypted cut
data fromthe preprocessing pgytion 272, encrypting
the plain text cut data if received and decrypting

t hethsriBtepigeeportion Zdhioseives tecebiseidataprdhe prarypsed dafa drogn the
conf ke B P e et e S et it o the bus
29 %flpﬁéﬂég&iﬁépﬁa focessing of the encryption and

e

ecryption. standard nunber of bits of this
enbr pFEtbcdssing pbi t Itfon | Ry
thereto. Det alﬁlpsfd&‘ﬁ ?Eelﬁ gﬁ?@}%{".ﬂé’ﬁ °§ﬂﬁg gi ot E%tg t data or encrypted
datpreoeiesd frog the bhis e vidabe mitdrede lpattim. 27T a5bddiér@lined number of bits
generating portion 274 sequentially generates
to gentratei Wiy texTigut datd ot énoryptefbrid dataiang tyaosthitting iR Bithefentrdypting and
first data:frocessing apparatus 11 and the sol ution

decrypiipg ROTHAR 2730 HovHl bsrflesgubrddpter rictodiwcihel selieat data or the encrypted
| t 12 i bed | at t
a5 ARBTG5 S AR BT Bciono

; § : . SQl 4. f i .
incIAE N REE0 00 AR AAT o AR A8 TR sublect Bl by g msghod described
late8Ol utions are transnmitted to the preprocessing
portion 272, algorithm generating portion 275 and key
gerldeantrygtipg and duerypling.poRtfonl2%S tals @ dmdtidiod estelvadg e plain text
portion 275 generates the algorithns based on the
cut dyp of pagiypted seidajefiomnthapreprocessing patiomy278: eadriypting the plain text
ortion .274. The al gorithnms are used when performng
cut flata ‘fetﬁf:?lyiﬁ astdesrmting dhesngrimted st dp@At ﬁ?ﬁ@&@fg s The engeypting and

I B A WO e W
oS AR EGRHER I BRLUDAN AL LARASNSATbLpien oo

standBey nipkibe? Of BItOSEER MHbAAA&TIPE bAYARURESE HSs hék ihiRed thereto.
encrypting and decrypting portion 273. The connecti ng

Detgiby ofi thbeyer7 Fptivmsnd decnyptiom prootssimpnniiciel degerited lakai n
text cut data 5 generated by decrypting the encrypted
cutThgaehitipn genpsatirganoyipen 2%t sequentiadly epnératgs puntiorsn  Th8 solution

s PR B A g e o S e
R R
solufiBAH &S thabhe ROKutib e%zlzcltéy ﬁ%@?agneaorﬁ%tbbﬁ? é%f %g/ne. The solutions

connecting the enctypted cut ata genera

of iR efmpplinf@t hldslddlBnddy hufibbrsdatrfe bndrht8d SNGHYRLHr® Fansmitted to
and decrypting portion
the preprocessing portion 272, algorithm generating portion 275 and key generating portion

276.

The algorithm generating portion 275 generates the algorithms based on the solutions

 received from the solution generating portion 274.  The algorithms are used when

performing the encryption process and decryption process in the encrypting and decrypting

portion 273.
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10 273 to render it as a set of the encrypted data.

The encrypted data is transmtted to the interface
portion 271, and is transmtted fromthere to the

comuni cation portion 283 of the conmunication

apparatus 28 via the bus 29, sand is further

trapsmtted fromthe _communication portion 283 to the
secoKdey Kencrptingportipn g 76 gensratesithe keyobasathen tersobtiohsnirpceived

. ion. 277 d . h functjon of
froR g bR PR R BPYiSP o fou e ¥ e athed beslopging the

oI, S S D SRR bon 275

encri¢boffectivh pdAiod 279 med¥&idoa ok X%ﬁrfe@fﬂ%@hrs hﬁgn {et EtSiata
conmmuni cation apparatus at the other et 1n order in

genehiteelby dectyptiap dieygicegbted sutidaa is Centh@hifg bh@® decrypting portion 273

. connecting portion 277 is as described above, me

in ogigina) prdstitooendatat 2 acmhobthe ditbjecttdata. t (Ehesobjedtelitd io ttahemitted to
co nication_ portion 283 wthout going through the

the gy POHP s anshis Sransmistpd ge aecessans toha HIR 23 tor dre GPU 21 via

. e T T T AT ——

o e POt S AR REPRRL R, R4 B B8 cbcupite T B porion
27348 résflebR %L 8841 of thdsh dstat MPe %Cr et &d'fn{ ﬁttragﬁ%‘ﬂ.ted to the

processi ng apparatus 11. It is di rom-t
inteffacsportian 271, nd desaisagitappomandts @S the bonMMeoaton pbition 283 of the
that it has two kinds of the encryption apparatus 27
conpgunigAtion apparatus 28 viathe hup2®cedss fuythapparsatitte] frdmtthes
only one and there are an_encryption apparatus 27A and
co FRUOD POFIR 20 e the sesondnts pipeessing appataises 3. tThe connecting

po@@cﬁﬁcﬁ\ﬂ'eg ?Eotfgl 1?(%@ chaflg%paaﬁéf@S%cEgg?:gﬁg ﬁlﬁgﬁ qzj.g dggi,[?generated

: ' 2 .
o A LS R o
case Miednetyptedlcht ddi §s QRAGEMRIlYIANFARREIS B c%ﬁﬁmﬁﬁ%tiorsl apparatus at the

encryption apparatus 27B have the functions o
othereod yporidegintwisicls iths entrypied.a Ianke ciee wtetd the céifecting portion 277 is
- encrypted data as with the encryption apparatus 29 of
as desesibed phavegihe sneypted syt daja appbe ditestly Tinsthitted o thercontmenication

confj,gurations of both of themw || be described.
P"“ﬁ‘ﬂ’ggé‘ ithoufgping thrgugh, theycopnecting pprtionrdides 27A, t hat

N PN B S R s
; . bl . ; .

Bt e e

enThy hhddoaragpdicataton 3 theaBsbridnRed ﬁrb§éssﬁ§taﬁ¥d}?tﬁtg §554 Bibically the

apparatus 11 nutual ly associ ated can decryp
same as that of the first data processing apparatus 11. Jt is different from the first data
processing apparatuses 11, however, in that it has two kinds of the encrypﬁon apparatus 27
while the first data processing apparatus 11 has only one and there are an encryption
apparatus 27A and an encryption apparatus 27B provided instead of the encryption apparatus

27.
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encrypted data generated by the other by encrypting
the subject data. Inversely, each of the encryption
apparatus 27A and the first data processing apparatus
11 not nutually associated cannot decrypt the
encrypted data generated by tite other by encrypting

th LB Gt ryption appar at 27A is
bopREb A, 8B SEpT %, SOG LBNLARROAR A B0 SBparas 26,
' Lo j f L] .
SR L S R 01 0 8 R s o

progégingRibpagueant i on 273A, a solution generating
portion 274A, an al gorithm generating portion 275A, a

k eyIlyemeryption gppoattis DA add eAcrgpribreapparnned7Bigave did fulBtions of
277A. 20 The interface portion 271A receives the
encsymingthe spbjest data gnd decrupting the icneryplpd datatas svithaEBendrpption

the b nd .t he encrypted data fromthe i )
PRBEH A, 2db BTt G SroReCuR B APTFAIoR e HUESeuar She eanfigsrations of

] Ladde ~eived subject data or encrypted data
bo*%ﬁpﬁéﬂ&pﬂrﬂe%r%%‘g@%dhg portion 272A. Wien the interface

POrtHe i ' | 0

T e N b C s AL

prot@sieptappatatubarigof Badh bhthewabibliona b DA iPsheidRd with one
274A. 25 The interface portion 271A receives the

of theifij s deta geacassing apparatmes |t pt e@o datworé seifid)each of the encryption
connecting portion 277A, and transmts the received

apPaRFHIs ¥k the BFst dptepyeresting apparatts 1 hmubiadly as®@ciatedniah|decrypt the

be . d ribed | ater. The_ preprogessing portion _272A has
enciy Ryt A Bxperod Y e quper Y cSrypERE e atieehdatc dpiresty, each of the

AT j § 29 via the interface .
enckEn aFBEYNTS A BT Ri e itk B BT 1B Pty agsociated
canBSREAPLtHe B p Rl Natdn

oo oot Mo lalithe id 18 offer by EncE B E Sl ata
dedhgeherygtipoappaemuy BRis AnciudRg shdwit il Gegbodi nent ,
the preprocessing portion 272A has a function of

i ndihgg¢nenyptivreapharatys 2024 s ¢onfigined diytan tintetfhee [Rutipre2T1A, a
data in the subject data by a nmethod described |ater.

Prepfoqessing REFUARA 744 am encIxpREANdrigcpBting partien2Z3Aas selution
fupnction of ceiving.the plajn text ut data or | .
ge“%ﬁ@?%ﬁ’@&“ 2148 i dleg %?\Ef%ﬁngﬁpatogs?s”gﬁga Y gensating portion
124, ing. lain text cut data if received

276an%ﬁdri e%?g}%ét@%ﬁ gﬁdgh%ﬂ'

ncrypted cut data if received. The

N aihy R terSedidetionBLIA Rick s BR'shbRf égaf’f?%@fﬂ%é gﬂc%éption apparatus

enbodi nent has a fi xed standard "nu its as th

27Bpvie testsis2g anditie dnerypet das fofotht BemBiARGESH Biha@itut PBvia the bus
encryption and decryption. The 10 standard nunber of

29 sgias 40 yansnhit the gedsbatdrsuhject dat8obéncsypedd duaighthe preipsocesding portion
Limted thereto. Details of the encryption and '
22Qecr &g‘ﬁ © pitertacs PPTPNG 1A Tsecivessthe pultiert datacr the encrypted data, it

transmits the data indicating reception thereof to the solution generating portion 274A.

The interface portion 271A receives the subject data or the encrypted data from the
connecting portion 277A, and transmits the received subject data or encrypted data to the bus
29 as will be described later.

The preprocessing portion 272A has a function of cutting the subject data or encrypted

data received from the bus 29 via the interface portion 271A by a predetermined number of




The sol ution generating portion 274A sequentially

generates the solutions. The solutions generated by

the solution generating portion 274A becone the sane

as the solutions generated by the solution generating

portion 274 of the first datasgprocessing 15 apparatus
sol utiQns are

i AR 0 S S B g 0 e

i ' i 0 75A and .ke neratin .
oy IR ITA, TP B PRRE S eorocesing
pogieN 272A &8s h fighclibA OF idchiBn P@RE A nty dNEirredQlatt doocgé; subject data in the
received fromthe solution generdting portion 4A:
subjéne dath dpyra hbthed deseribedliter20 when perforning the
encryption process and decryption process in the
enc ncrpting dnd deeryptingpprtion 27k havB8funciitreofrlegeiving Whesplain text

%earner ated by the al gorithm generating portion 275A of
cuttaa o ERERYRtEY LUh R SO PEEPEQASSYIRg DRrtion 2324 censryptiag the plain text

oS B O, RS S A Ayt
dec@ﬁﬁﬁfggw%n%wof kS ¢BGE gi%éd ;g;%gdaﬁcfﬁ%%%frt Itit|8 39 the

portion 27/6A generates the keys base n
rot@RRRig\@k fof peBriniey 0 ptideNinHENRE BhdrPstidCd! 1A
P The I%eys ar% used V\,he? pgrfoéﬁm' ngé%ﬁglga enc?ydgﬁ%éé& The
staptaot membard bite of thid érabodimentsis § biit altheughneisyipt iipte@ Mireto.
decr gti ng portion 273A. The keys generated by the
De%tlgf% fEREyDYen put ddcrption processingwilbecdesdribiat later.
pr essh‘g% 57 apparatus 12 becone the sanme as the
ke?@"egf@ L12SRCIRYNE PRIt v 74 fequentially gsaeratestho ydutigns.  The
fi a cessi ng,.appar.at in the same '
soldths ebhériiba SO IRRT SoPAnERD3HPA B¢ A beectu i atas e
RIS -G ; Lon.as that
soLBIGHS BE i B R Shiton Kendfind BELRA 294 o Y Rl Broblibing

‘appaninieldt inle f0dd drder. 2 The gon&aRi 86kufiohd\Ge RlagihitkXd mEut
data generated in the encrypting and decrypting

preprocessing pRTIER WA, digoriyiph igagerathey wintion/ p132d akdkeydgindratisg portion
a set so as to generate the subject data. The subject
27%ata is transnmitted to the encryption apparatus 27B

! heTHe Aol Eoiorf o e ACH A Beberites (s alarithiap brseg onree
i i . A by. tl t l.ai n. text
sl RS 2048 G891 b R0y BB EEAPL T LRy e o
whé&diedformite the elgegggtgcgi ;i célghid H&r%%ﬂﬁ%&e{éﬁ% th® eh§pting and

first data pr appar at us \
deccypiiy PO RLIXTBA. 2P aflorithrSgenthREEby the MY o¥itll Eenerating portion

encryption apparatus 27B.
275A of the second data processing apparatus 12 become the same as the algorithms
- generated by the algorithm generating portion 275 of the first data processing apparatus 11 in
the same order.
The key generating portion 276A generates the keys based on the solutions received
from the solution generating portion 274A. The keys are used when performing the
encryption process and decryption process in the encrypting and decrypting portion 273A.

The keys generated by the key generating portion 276A of the second data processing
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The encryption apparatus 27B has a function of
re-encrypting the subject data which the encryption
apparatus 27A generated by decrypting encrypted data
which is generated by 15 encrypting the first data
processi ng apparatus 11 the s%bject data. The

encr jon apparatus 27B records the generated, .
DIEREDY Bt bAoA BE sing R Dpdspysecteriadiy 8K acarattins portion 276 of the
: ' . Th cryption apparatus 27B
G 126 TS s og BRAIE i e g ot

al so“has a ryp l'g the encrypted data

r eafihd scameéh fdakd T i '

confi gur edétgg% shomlﬁgﬁé Eft&%@%é&ﬁgtga%{%%g%g%yﬁ a(r)%tzgli Bas the same
funappaesthasofAHBfirs deapro@ssieg apparats 1 Nt eriAGRAnBQnkipdRion 277A

271B, a preprocessing portion 272B, an encrypting and
conggets yh plag tprsrout data 2@BBated itsthk ehérypting@nbdeatyptigg portion 273A by

ortion 274B, an al gorithm generating portion 275B, a

de‘E BFRAYRIES B if 2 Y Bas @ generedhe sepienddataon The subject

il T IR —
i j- . 25 .
27BN BRSO A A5 R i

27306y wdreptirthatha plaiP ikt O dlaRs23et B asttg geﬁ&ﬁf%ﬂe %ﬁ:&ﬁ)tﬁd data, The

processi ng apparatus 12 via the bus so as t
encrymaerbdats ist thamsméteeeli to el Btsbilas broce@iy MpafIfey VIP¥ie thed@haunication
to the preprocessing portion 272B. en the interface
appIERS B 271B recei ves the subject data or the

en ted flata, it transmts the data indicating
reg@%’F‘? 15900 PRy AGEYPgn gpRarayp g Bon generating portion

2748, The interf ortion 271 B recejves the .
2 ttie AlryphAS abieilt 78 bROA handRor Greréristy phng i fHbjagedata which
i . r ata. from
e SASSURY ApRRELRL LAY B NI R i g
typaing ihd Srst 88a pRGBIHRCApPHRINRG] aftadud; cr rifito
encto t%e bus? ZSPas val be desgri begjeleg(tigg'. %%Tﬁg ﬁapparatus
27Byreepuds tesgenamgitqroemictype 2di2Bom g RDDW3GhithAse@bnd Bith bRftessing

the subject data or encrypted data received fromthe
apppigsAg. v The eperyphiereapatasupdiB alomhas7d fmbtiomof decrypting the encrypted

redet erm nber of bits to generate the plain
da T&%‘?%emt@eiﬁg') “the encrypted cut data and
tr L L ' t . enc ti.ng .and d ting
portr aheybith sk P i ORhERn B3 R BIo P
pr b i 7 2Bc:| funct f .
norear S PiQRan Rl ST £oRnges By o ATHIAL Riripn2718.

prejtaéassing pbftion 2V BS b bRGprdl MdWcEpiBs Podione8R! Pe&Sution
later. The encrypting and decrypting portion 273B has

generafingpotition 23# By acalporithgy gdnerapibg iportion’d75B; Wked @gérerating portion
encrypted cut data fromthe preprocessing portion

276B7» ponnegting pertian 27 B apd gispe(ﬁfgs(mformation generating portion 278B.

The interface portion 271B of the encryption apparatus 27B receives the subject data

from the encryption apparatus 27A via the bus 29 and the encrypted data from the HDD 23 in
the second data processing apparatus 12 via the bus 29 so as to transmit the received subject

data or encrypted data to the preprocessing portion 272B. When the interface portion 271B

receives the subject data or the encrypted data, it transmits the data indicating reception

thereof to the solution generating portion 274B.
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cut data if received and decrypting the encrypted cut
data if received. The encrypting and decrypting
portion 273B of this enbodi nent. has a fixed standard
nunber of bits as a 15 processing unit for perform ng
the encryption and decrypti onsgrocessi ng. The standard

nu r.of .bits of s enbodjment is 8 bits although
it n?‘ge 'r‘?g*‘t‘fﬁcf’ RPTHOR Qtt;li Errsf%vesm@t sHbjest data fieen the sennasting portion 2778

o R LR b P SAS B o
et SR80 13BN KOS SBSELDBRo B o s

using the algorithnms and ase
29 spwill B¢ described wdri on descri bed later. 20 The sol ution
generating portion 274B sequentially generates
sol The prprocadsggwirtion 2728 hayenfenetid@chfytingahs Qb 85 or encrypted
enerating portion 274B are the pseudo-random nunbers.
datgﬁf‘é’ewﬁé Aoy thedbus 3P \via b interfecetnoation? H1Bsloly & pretibermined number of

SRS G B 1R il v B o e

i ti . di ; j [ .. 25 T
encgﬁ:gig%;atﬂﬁ ﬁég@ﬂé&%ﬁ&%&g ggr IS oﬁ% . glglgg(g ﬂtgf %nggdlﬂqut, the preprocessing
porfibA o721 REFa RARE6N BinkR@ineSAb g@%@{%ﬁfﬁﬁ;{eﬁﬁt t%t?rféglu‘gfegt data in the

sol uti on generating portion e al gori

~ subjesedata bpenmgthod desaribgl latee. encrypti on process and

decryption process in the encrypting and decrypting
porkhiesmerypsBg a8d decTymtingmporem2T 3B hng: faactionost rédéhBng the plain text
enerates the keys based on the solutions received
cut %P‘E}mf CRerYREA G0t ¢iHa eredthe prapeposssing portion 2E2B, Meryipting the plain text
i.on process and

oo BB R ARG e il ik raehed y oo sigrypting and

T R -
professif P ARROSpeHOrRBRONE eﬁé}?;i:ﬁcﬁf%dac&c%&ﬁ?ﬁ B fHe" g‘é}%gtandard

by the key generating portion 276

nunghreo o£biss o thirmabiodiment 148 bits hlteugBiEs A60@hited hereto. Details of the
connecting portion 277B of the second data processing

encrypiian and decryptivasproerssing will bie dascoibed tatere ¢ Wik iefformingi the
cyt data, generated in the encrypting and

t ext
deca'i’ﬁ?gp F ARCIYRSE 2 leorypting porien 27 B ipstforthethe deeryptiendby using the
T4 R AR B o S S BB
. : ion 277 t .
P e L, SRISESHOL BRI SRBRRG. Sp staions
genetaRH W the GolRAGH b@Rraif3 Bokion EAB AP Eﬂef]%eﬁcﬁﬁraﬂhéﬂn%ghﬁ?&s. The

cut data as a set so as to generate the encrypte
genefated solfitiens earappmittddatie dlgoritReQenad 08 pérlien PEB 23d koy
t he second data processing apparatus 12.
generating portion 276B and to the preprocessing portion 272B in addition according to this

embodiment.

The algorithm generating portion 275B generates the algorithms based on the
solutions received from the solution generating portion 274B. The algorithms are used
when performing the encryption process and decryption process in the encrypting and

decrypting portion 273B.
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The encryption apparatus 27B i ncludes the specific
i nformati on generating portion 15 278B. The specific
~information generating portion 278B adds the specific
information to the encrypted data generated by the
connecting portion 277B. The specific information is
th information for i tifying the algorithmand, key
s TP eBRHSE pordign 2GR arnekyls e Keat ited on R Hpticms received
Lt Gad L.an.: i e Q. be nor recise, .it
froARE o] S0 8RR AR s KRy e TRAE R i the
enc ﬂm}iﬁ’@d&sﬂi}ﬁf YeRbyptdn pRSce SR P LRY ﬁ'{%% i
ib?stel_ used when engryptei ng the e%@r pt gg@g;’?g%/g]g%gonZBB.
Theskdystgeneratetl Hgthe ksegtneratige peftdhi 276 BidTehedc86Hd ddiMhRkessing
the key used when encrypting the encrypted data or
apparaguy 1 bacomeithmsanmisahe keyy gehertedbylthe keyggamerating gortion 276 of the
\ s&%uti on iis the solution. According to this
firstdaie Brogessing anperatys i igitapsamegrdend  the key change,
and-so the specific,jnf tion st specify both the
ol E ORRCRE Doton 7Bt B Scoppd, fata raresing dprgestisr s the
funt &l & L i er in which th :
Ll O SRR\ Br 8 g 6 e s Ra Fceyping
porfibig 2738 Bndaddp K @Mcrypie 9&Sdard QYRS ze érQ@_tﬁtﬁﬁl%iJci& ta. The
i nformati on needs to specify only the a?gorlt m Or t‘%e
subjee/datin &t tranismitgreisto tieamrrylitiog apparhivs 27800 QHE BBiectifdgortion 277B
specific informati on generating portion 278B adds " the
congerds: thejepcnyptedravhdite genepatediin tha engryping atalt decryipting pertion 273B by

t he s&)}g&itf;ic i nformati on nmay al so 60 be stored at a
encrypfipg fheplaip Jexfiqubdata agasetise ag egspstaseithe sneryplei datap e Thy

oL BT B35V B 4 o s LA

pr j . ' rQxl. the sape.as .
e B io AL T ol e B B AE N ol oF 8B portion
2788f the first data processing apparatus 11. The

functions of the interface portion 281 and the

corfilmspedfic mformertion @end8nppatiow 2785 bildy the pdcifRmtdiRston to the

of the communi cation apparatus 28 of the first data

encypldaiass srpeeateshlnthe sonmecting portiom2I7ABc alThe speaifjrainfirnmtion is the

. .28 of the secaond K data, processing apparatus 12 is

infogroation %’ﬁfdf’PPgSHW the %}mﬁ!ﬁiae%%ﬁseéwMMg de engrypted data to
4 pst essin pparatus 11 in that_ it has an., .. |

whidh iR smectAL B RERTH Bied5 TP B fanuh Poreiersd Ko ntoltiadon indicating

the AZbAGA {t&At 150l wiRh %n%‘?gtgﬂpggt?]le @Hcr?@trfh idﬁf%hélg%ﬁ:? btsdiP§sed when

frrst data processin atus

enciypting tel enadyp@id daed, theRIARA ifsERASe P BRI M oG Ah or the key
of the encrypted data received fromthe frrst %ata

usepwheresmirypfingythe eadrypted data oc thedefbrinatibh mdivatife twhat number
according to this enbodi ment, and determ nes which

gengrated sokytion isthe selytipmg Appeading tasthislernbraslimenty Yothele dgomthm and

the key change, and so the specific information must specify both the algorithm and key or

the solution used to generate the algorithm and the key or the order in which the solution was

generated.  When only one of the algorithm and the key changes, however, the specific
information needs to specify only the algorithm or the key that changes. -
According to this embodiment, the specific information generating portion 278B adds

the specific information to the encrypted data. However, the specific information may also
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comes from The encrypted data is transmtted to the
encryption apparatus 27A associated 15 with the first
data processing apparatus 11 as its transm ssion
source via the interface portion 281. Next, a
description will be given as ¢® a flow of the

be R 5.1 RrBE o HPE Cimet e Prieipres ek b bopE scsabiated with the

g ,ng systemis as follows if 20 described
enrgﬁdﬁﬁéhby using FIG 9. First, the encryption

; i . _ i t .
SSRGS PUE S B SRE RAR  fsns

appihiatent? jspipprdxiatslyahe simélad e $onAgurhfondTIRE &rBmbiNBation apparatus
encr%pted data (S110). Next, the first data processing
28 abhadastdatagrocesaing appaatub ¢ 1 e nThy itnetiortkatf ahd tdrfage portion 281 and

second ., 25 data pr ocessit{r;i(_zf apparatus 12 (S120). Next,
the spmnpmicaonPeTtionS3 appmetshifensptirom hese of ths domnundcation apparatus

Q dat a _processin apparatus 12 having received
28 S o B 50 e SR b sy Gt h scond
' ving transmtted e .
oo BB oD T 0 e
dt@E@Q@m'éphﬁaﬁks R iR it :
at e gncﬁi&iion ;gggratbs E?E%&ﬁ%?%%?é§P%§Q%é@?%%%%@%kﬁm
authsanication difd gereratinggoaias282 ofabe fifve diibProl3sdiny %\ﬂgﬁ{atus 11.
X

second data processing apparatus 12 (S 140). , the
enckippithentiegisamerion 28ARcadcawlpnticativa dancofithe entraseddata
i.n%{)geﬁnrH{é)D 23 and changes it back to the subject data
recefuehiram e tigst datapprssting apprathel ¥ inchded i the heastsr setiondjng to this
r at 11 .for _J.nstance (S 150). Next, th
e dMRBRY A Borfrib  wiiES BT GFpees i oL g smervated dara
ni&'iﬂﬁiés ' r 5160). Next  t .
s econ dg%ang%dgg%giﬁa% %@%ﬁ:ﬁrﬁ%ﬁ%ﬁ% CF%@%@@”?‘H@ 374 associated
witle s et @fia Prdcass frafds"13tas i MaRsRIsA6R SRIrpY ﬁg@@ﬁ?&fﬁ% i
11 (S 170)?ﬂ%0 kgi?? t he encrypti%nsapparatug I'n € portion
28lthe first data processing apparatus 11 decrypts the
encrypted data and changes it back to the original
suByexéta dpseriptionngidl)be givensas, toa fibet of the gratessing pirfoomed in this data
will be given by referring to FIG 10 as to the above-
ProGRSPIPR 8HEeMst ep 5110 in whi ch the encryption apparat us

27 '[‘i’lfe fR)rJ\?oif tht %}ocggs'ﬁ?g rfdEmed in this data processing system is as follows if

described roughly by using FIG. 9.

First, the encryption apparatus 27 of one first data processing apparatus 11 out of the
multiple first data processing apparatuses 11 encrypts the subject data so as to generate the
encrypted data (S110).

Next, the first data processing apparatus 11 transmits the encrypted data to the second
data processing apparatus 12 (S120).

Next, of the multiple encryption apparatuses 27A in the second data processing
apparatus 12 having received the encrypted data, the one associated with the first data
processing apparatus 11 having transmitted the encrypted data decrypts the encrypted data
and changes it back to the subject data (5130).
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apparatus 11 out of the multiple first data processing
apparatuses 11 encrypts the subject data 15 so as to
generate the encrypted data. First, the subject data
is read (S1101). The subject data maybe any data

what soever as long as it is dihe data necessary to be

traﬁs '@%ed fromthe first data processing apparatus .
11 NEH) g Encrabiof Amparains;F b eicsyaig the slsamRicd suljpet data and records it
[ ' i ment, the subj data is

on g%g?%? %%n:[ﬁeege% %B%gss%p@aaugﬁa@% *al so be the
dat : ' H?qi
extlg?ﬂ:gtiﬁgf gfzrg?%i ngirredlsfj?nfﬁt)%&tkﬂgs ajlgres {aé? 51% %ﬁgé%?éuﬁﬁbg% and

chanpe@sit bhdksio tHe subfeot dath SE@idiflg tb & r@ueQFEN theFirt&iatd ol &sing
“transmt the subject data fromthe input apparatus 25

appatatashiel e awteice E8180pr ocessi ng apparatus 12 is i nput,
the CPU 21 reads the subject data fromthe HDD 23 and
st N the eRaypliNADPRRAN S Tthencrans the. sulljeet datsindoendias i as the

i itted fromthe HDD 23 to th ti
encied SEBINT. e bus 29. To be more 25 preci Se.

th ' i itted 1o the. | _
 portannESisoia e phocob M el L i B R0 ARG 88 o the fir

da@#l@c@ﬁhlgda%P&ahfs 194511, @ predet ernined nunber of bits
into the plain text cut data in the preprocessing

porNéxn/th éder(SichlParatublDg iptRPHREERS bftﬂeﬁﬁfgtdp?ﬁkaalpll decrypts
i ncludes the dummy data in the plain text cut data as

the ererpipted datagad climgesitiagk twethe osiginaheibjeet Baxd ($80).

geri;er ating.the plain text cut data fromthe subject
dattdrst Adektilaf dgscriptiom wall bergiyen bemeferringioFde, 10 asetoghaibove-
Xt .cut a is.generated, fromthe _subject data by .
meffobea b 50 B Whigh T toaionaPisass 2&p! vhe it dga grocessing
Giahlsl 1 ' ta.i lain text cut data ..
app bl M OF 18 AMBGe 148 Bl A0l Buleflat T onphiny’ B ubiect dar
soﬁtt@@éﬁﬂemaé?ﬁfyrp@dd&i& and including the dummy data
at respective fixed positions of pieces of the plain
t extirst; the sidfert ddth isabad81¢01havEhetshBjebIiREMaPbe all 8fta whatsoever
shorter than the standard nunber of bits. B) The case
as loyg a8t isithgdath seceatiine bt baearaniinedfroinahefisst dath pricessitig apparatus 11

dat a b% a predeterm ned nunber of bits shorter than
to theqsecard da ProcrisisenPaRitsi s, Asqerdingctoubis sqbodisncatthy subject data

oy i A R T2 2 P ES55 S B fcin
a y - ' Q) .Th
e ¢ PO ST MR s 1.

o By Rl 0] 0S5 BT e o
apparams25dathe second data processing apparatus 12 is input, the CPU 21 reads the
subject data from the HDD 23 and stores it temporarily in the RAM 24. The subject data is
transmitted from the HDD 23 to the encryption apparatus 27 via the bus 29. To be more
precise, the subject data is transmitted to the preprocessing portion 272 via the interface
portion 271.

The subject data is cut by a predetermined number of bits into the plain text cut data in

the preprocessing portion 272 (§1102). The preprocessing portion 272 includes the dummy

- data in the plain text cut data as required.
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respective pieces of the plain text cut data having
the nunber of bits shorter than the standard 15
nunber of bits. It is decided by the solutions
generated by the solution generating portion 274 as to
whi ch of the above-nentioned dg2hree net hods shoul d be

i AT TR TR KNS IR -
: k ] t] Lon. 274 t
caf ENIRELAPRERRER PYRISbA SR Vi D e om
subjeleq bl 85% ol Jolls iy iee Btta2, the sol ution

generating portion 274 receives that information from

t heA) Theatab@cLoupmig the RuBiédt dalhdtS Mk pldid fexOaR Vo iy Wpredetermined

portion 274 takes this opportunity to start genérating
nunatpes of bids shtorten than Arcsamiandnimbérhif bitgrind didhetihg tHehimmy data at

sol ution generating portion 274 generates the 25 -
respegfive fiwerkpasitions of piecesrf the blaictextent datagllof ediishdatvbyhe number o

.. the_ interfac ortion 271.. The solution of this
bltsésﬁ,glggﬂh%rh{heisgmaarwm To®1S% th 8 rows and 8 col utms
al t ' ' . Accordi,ng .t o thi .
2 oHRald of S ok LS A HBEEE i BEPL109 A% b ermines
nunSRR 8f BiteshokiBEthas AR SHABE ST biE M @.&q&m%ﬂle dummy data at
nonl i near transition thpugn it does not always have ¥o
different resitiona o€ pietéscofad plairoRst R AsRGUITWHICHIRR e fihifber of bits
pseudo-random nunbers. 63 To generate the sol utions
shogeicihas thestingardgwinfber of bidn| | near transition, there are

t hi nkabl e techni ques, such as (1) including
exFondriRsn ofcating the peeq datariatoghe plaintert ¢ug dataiby thevaumber of

o B L P bl T oy
RS TR AT B L TR OB e s

nuniRk of bigd generating portion 274 has a 0151 sol ution
(X01) and a 02d solution (XO predetermned as initia
ma i is desidéd by thesslhuzinnegerehttedby theselutivh aneratﬁl% po#fi6h 274 as to
solution are recorded in a predeterm ned nenory such

whigly of the abps-mentimmed [fereRa@mtheri2 shoulth be nsadt to generatertheplain text cut
each first data processing apparatuses 11 has are

dat ?Ifléll“’eﬂ’tsbleﬂaﬁ?- one another, and so the solutions

ene . by the f.irst dat rocessj ng apparatuses 1
2 BN LYBR vahioha: & BhEE SOlulin 2Bl5qi Bordon 274
gendPleh iR SLARREYPL I Oon apparatuses 27A of the second data
processing apparatus 12 has the sane initial matrix
as Wikl the intérfikee poftfin HRAtBcdVQAGRS _§1Hr'i'él:t BRAFHM t bhd 29, the solution
associ ated with each of the nultiplfe encryption
generpling portion 272 vekeives that information from the interface portion 271.

The solution generating portion 274 takes this opportunity to start generating the
solutions. According to this embodiment, the solution generating porﬁon 274 generates the
solutions each time the subject data is received by the interface portion 271. The solution of
this embodiment is a matrix (X) with 8 rows and 8 columns although it is not limited thereto.

According to this embodiment, the solution generating portion 274 generates the
solutions successively as if in nonlinear transition though it does not always have to be the

case. The solutions consequently become the pseudo-random numbers.
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The sol ution generating portion 274 assigns the

initial matrixes to the solution 15 generating

al gorithm and generates a |Is' solution (X1) as

follows. 1s" solution (X) = X02X01 + a (a = matriXx

with 8 rows and 8 colums) TdEs is the solution

generated first. Next, when the interface portion 271

r ect? SEETHRICOBIioRE supeessielin if funonligeardrangifign, there are thinkable

R S Y. -

of gendraihBitheAdotion8 aeh hfcidﬁlaé @?gﬁﬁ%ﬁfoﬁﬁﬁ”%g ggido?ﬁgﬂ Solutions in the

receives the subject dat e bus
proseds of igawergézethakdlagdoR bk h 6emBAdHEESRN 2% d, 4d',

... N solutions as follows. 3°d sol u?ihglrsl( ?XS) = X2X,

+ aAcoprdipg kauthissemiodiment, 8 Xdlution getbatingporGal 214 ks a 01% solution

(XN), = XN - 1XN - 2 + a The sol utions thus generated
(Xogr i3 Fn ssply 0 Predetesmingd ge dutialmatrzes farngare, the®l* solution
an &gprithm ener igg $orti on, 275, the key generating

£ JOBNHOB7BS el 4 3 Peeframined miqogy sadh) asthe HDD 23 or the ROM

22)% i;‘{g‘ié ﬁ%lh?gn%%)gd%%n% %1?34 Sgé&;rgﬁegghggf;ﬁtrﬁieyl ; %%1 %in-tei&ﬁﬁerent from
one afidthet, M0G0 e oMitiond ene?ﬁ’tilem gi{balf%%%g%og%‘%htgjhagﬁﬁaﬂﬁes 11 are

two sol utions generated .
diffétent frfborame dnothgener at e t he new sol ution, the solution
generating portion 274 nust hold the two nearest
pr degehioh theoiltiplesneryptine nppazatusas 27Aco s second deth peocessing
the t sol utions, must  be held by sone other portion
ApPRRRS k2has o tamedRitigh matri asiated the Bist dataprocessing apparatus 11
lnversely, the,solyti.ons older than the fwo nearest
ass%crlaé%%giﬁlﬁgca%lb?ﬁhf’ 69‘}@“%18 FRFEPRen ?HP"‘WW%%Q& are not to
be [ on..fromnow, on. .
T Pl EERT i D7 SR MR el P8 e sotation
gen8Rtilih oSt ahd)GerkPdibd d PNsIRTRN &L | RFoAGKEL T ON 274. _
However, this enbodi nent erases the solution which is
nov*tshimtibh (X g =nEaKe sk ofeiecRdirkovIoR whw OmdBieohnthe
generation of the new solution but was the secon
nedméssis thy sdetyinggnemtedifirsth til| then from 10 the

predeterm ned menory or the like in which it was
r ej\gﬁ"&éﬁheﬂ ﬁ%ﬂ%fﬂl?? iPBTHOn I} Jeephves tha wjesk data firgn the bup 29, the

soliiloeh&lind bafith 2" Ripefilfs £ 22 ol oS os BRSNS 18"

thizﬁu@mtﬁm(%egx?ggqj&i ng the Ne solution, to

Similarly, each time the interface portion 271 receives the subject data from the bus
29, the solution generating portion 274 generates 3, 4® ... N solutions as follows.
3 solution (X,) = X,X, + o

4" solution (X,) = X, X, + &

N® solution (X)) = X _ Xy_, + &
The solutions thus generated are transmitted to the preprocessing portion 272, the
algorithm generating portion 275, the key generating portion 276 and are also held in the

solution generating portion 274. To generate the N* solution (Xy), this embodiment uses an
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use the follow ng fornmulas other than the

above-nmentioned forrmula: N's solution (XN) = XN _ 15

IXN 2 + a. For instance: (a) Nh solution (XN) =

(XN-1)P (b) N a solution (XN) = (XN-1)P (XNN_2)Q

(XN-3)R (XN-4)S (c) N' sol utdson (XN) = (XN - OP + (XN

- 0 P. Q. R.,an Le predeferm ped constants,
(N 48 AR A BNt o e s gt oriet Bt Shaiqns generted
¥ LRt tri ' of usi.ng t foroul a .
imi ety okt ol " rhERAE, S nGAR T e S e s Bperating
porfibn 274 AllstHMRd THRMtie| R akel) preddith %Yﬁh??&#e!r&@@ fle :pgst or else, the

constant. However, it nay al sO be speCitic changing
twoesohitions messt be held be some beier pdiiien @i the BbFefAéRbenerating portion 274).

information is the information naturally 25 generaFed
Inverselyetla solytionssoldéntbarethapwe sicanest pravedingl sylutioha perebital iatthe past

di stant p|aces, such as the information determ ned
are Ba%tegv%ﬁe Henetateothe yewsekition fronspaw en. | Fhey, this pohodiment always

b0, A s S B i BT o
et TSI, PR B0t B B o e

genéfibh BLMhE ndlyi soMitidh Hub§as M el @8t ﬂ¥c&iﬁ?§§o‘l&tﬁgﬁttﬁ?ﬂmﬂ from

above-nentioned a in series and generating co
the prefleterminkd meniary bs thellke i edsdhlat ®as @sorlednt t er of
course, to add a (may be generated fromthe
envibe spltiprsihus pénsrated argrchacts ininghlinesi tressitidn, tahé are also the

formul.as (a) to (c). 5 As descri bed above, the
Pse‘ﬂf&’é'ﬁf‘f;‘&%ééﬂ?ﬁrsporti on 272 having received the

o et bt Rty BTN et PR ORI soyion, o
o b ST 0B DB 8 NS bl o=,

ata. According to this

X Cltoflata is generated by the method A) in the case

ere, in dividing the sumof adding up the nunbers
colibr ppstahesy the matrix with 8 rows and 8 columms as
the solutions by 10 3, a renainder thereof is 0, by
théﬂﬁ%t*ﬁkﬂqwﬁﬂx=ﬁﬁéwdﬁse where the remainder is 1

Po N selinn oo 33 b Xt Rt be (e case.

RS R R oL P Bk R por 1 on 272" cuts 1 he

E; b% ok £18'5%6 BRAbMAHinLE RO RS B REila5e BRE L418R0r ddnerating
portion 274 has two initial matrixes in the case of using the formula () or (c), and has four
initial matrixes in the case of using the formula (b).

The above-mentioned o is a constant. However, it may also be specific changing
environmental information. The environmental information is the information naturally
generated in sequence as time elapses and commonly obtainable at distant places, such as the
information determined based on weather of a specific region, information determined based
on the contents of a TV broadcast of a TV station broadcasted at a specific time and

information determined based on a result of a specific sport.




10

15

20

25

15 predeterm ned nunber of bits (7 bits in this
enbodi nent) shorter than the standard nunber of bits
in order fromthe head to generate the plain text cut
data. The preprocessing portion 272 enbeds the dumry
data at a fixed position of tdte plain text cut data.

Th osi tions.of. the plai ext..cut data for . .
e ntib BaRsUPRHE Aoy marevs ShA Al OF dic Sommtiasion by creating the
L) . 0 [ he posi.tion at which the

abo&s%ugg%ha&:ﬂgszﬁégéhgégfe?é@ goéémfrﬁ% Wé%aﬂ%‘f’nt he end of

20 1t R RIsSblecid a fildlt '

i nter rrediEgitSe posi Etli onelgﬁcﬁuﬁg’gaggg@ﬁq%égggmaedt%qr? gle
envirohmeiThbinthrnmyionpoaighe yidbeofdy felaidasds) boqey as it is

irrelevant data to the subject data. For instance,

t heksedegerbadbaka shepisprressaesporsorc 27 2bavingusteined the solutions (that

. enbedding the data of 0 or the data of 1, or
is, GiF pvePENPREA BRHIPHY desidesubish of the abve-GieniAaned methods of A), B)

A
e PAAREOR 0401 2R B M1, DU O UTAEHE e oo

configuring t matri x” wt

| addindaup the hiinberRToafgi@tholBe nfatdh Wit 8doRY afd 8 REILER as theosolutions by

remai nder thereof is O, it is possible to continue
3, agemhinder tBeref is®, bP the methbd B én the wasendligdre itk rémainkded i 1, and by the
ossible to put in 1 alternately, such as 0, 1, 0, 1

- method C) in the gaseophgra theremaingler ist2, fougl itsiobs rottabwysthave talbe the

at every third place, such as 0, 0, 1, 0, 0, 66 1 ...
Ca%-i kewise, it is possible to put in 1 at every fourth
pl [ remai nder i s 3 [ at ,eyery fifth )
o1 el asd e nERRPR AR o1 5t o By hehgnf Kooy prebrocessing
orfiGH1 7D Gt EME shibjeliiBid RLRN | i f
P generating tsheléptlr% nﬁ?@?é@@ﬁﬁnt@%ﬁg &;e&)ﬁgloneézt%ﬁg ﬂ@ﬁ
predetsrmiicnivntRs of Bigs (T8fstih @ils dhBoditiefit) lshOrtGURMEHE sBAEAd number of
_ by the predeterm ned nunber of bits (7 bits for
bitsjim etdenfrein the bbat toegentratertht phirsteandadatanuThe prepfodessie portion
to render it as the plain text cut data, and includes
272embedytherdpmmy data at gfikedpesitionnidhe pleinstent cut datpe c The/positions of
i eces of .th of , whi ch _ _have

| aj d 1
the Phi R e o folresad g the AURARIo 1102k b itk ToHEIDEF hoed. I the
f e . R . ¢ q
latt-% 'g%%, Itﬂgrbgn,iggg gggﬁﬁcgytfl%gw_ ?%g&&hglg] %P]ggéﬁeg{hrriaézyh@,@g él]e%gg?/ the end of
the ﬁmeﬁsquﬁema%a!p&de%ﬁ{ed t_ehﬂ&li{)té E)t%iti@ﬂ Eucgsag.%%%nﬁ't}u or a third
ird bit ... eighth bit, first brt, secon it, L.

bit. eiThbidambiyt dat® tnadGeraan dofil ¢ 161436 RETASvAR dRRGH tH B6Rct data.
of the plain text cut data. If the positions at whi‘ch

O

- For iistance| dhery attathinkinblegmdiedsbs dsuch aglconsianth andeddih § éhe data of 0 or the

positi ons may be deci ded based on the solutions for

data gi s gﬁ@@mg@l%rfembeglﬁi@ g1iee ¢rselobt ambli dim g funtter paaplecit is possible
o o S BT 5 pE d Sors. ror
s BSER% 00! B3R5 ki SRR G RARE B s
solutibfs Sidledub 9NGivRARAY 9 and the remainder thereof is 0, it is possible to continue 0,
suchas0,0,0,0... If the remainder is 1, it is possible to put in 1 alternately, such as 0, 1, 0,

1 ... If the remainder is 2, it is possible to put in 1 at every third place, such as 0, 0, 1, 0, 0,
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- soh],tsé)ﬁ.a

up is divided by 8 and the remai nder thereof is 0, the

dumy data is enbedded alternately at the head and

the end of the pieces of the plain text cut data. If

the remainder is 1, the plain text cut data having

the dummy data enbedded at thss head and the plain text
1 cug dat.a dumy data_enbedded_at the end

ar LK%, R pORite Kot Loy overy Feise f Ve emeinge s . putin 1o
oSBT i
CUtIndRd @asb Y g&ﬂarétﬁl% {2 e c{éﬁﬁ ﬁgf?gvg'gﬁg Tn?.[htohgﬁ, {hd %re%'fc?cessm g

arranged to be at ever our

portiem@Vhaes thessubject fta by Seprédtdrnfinkd sldhiser BAMIDG BilkFor instance)
dunmmy data enbedded at the head and the plain text
shogtgr them the standardynurhlecr ofi brity tocenderénivatiel phiratext dve demdandrificludes the

arrggged tge beat every ninth place. It is also
durprgy dpts at ditferentnopidipnsof aespertivepierasiaf tke plainvikrtehit @Ba alhof which

ata. ks enbedded yathe han fixing the_ . .
ha 48R B bt S S iaacd Rbeniok Wik 1l cage,the positions
' ' b e t hod C ..
w AR A B B 1543 R S B e v i
ordB dfsh®first BR, feubREit, Wirdbi S, W 1 ;and '
nunber ]ISof ﬁ’bi ts. T!hi smghi:tt [ ﬁgﬂgé’? E}eSlE gg? %eggnrﬁse%eby girgﬂth bit, or
randarblyi chgngihg as thjaek piedebiithe Plain (kb 8@ takL N A the OGRS at which the
than 8 bits. For instance, if the sum of the nunbers
dunggyi lptg by ¢mbedded randonily chvingh, the posiiomnmaybe d&idedl baseson the
as tFe,squtions added up is divided by 8 and the
Hdefal%Kereof is 0, the head of the subject data

i e 3o Bt e e st ey g fypanbeaced by
Al g 15 S Bl Qe detedrn
meRof e’ BIAITE iR heBSoEie pefordh Bk roljowink gD MiEbrtyg 17 me

sunCéfith® fuBbérs RynfigiRinpShe hatrixhRith 8 T8O 96d 8 icSlufms bLb ﬁ'l)eg’s%%itons added

of 5 the subject data at that point in tinme can
up iy livideui tiys8 i@ thielhempihdérrthéreottis Opthe datiany Bats is GEBMAAGE Sbrnately at
t he preprocessing portion 272 enbeds the dummy data in
the hepdrngd ithe-endaf thepiepesaifithe pleiattextuut datha Hfthevreinedinden i the plain
¢ toft%)itg .S ﬁgﬂ{ter than the standard nunber of bits. _
eXticHt {4ip bavipg the dumyny dpfa ¢mbaddad s the hnad gnd theeplein ten cabdasa having

ition,such as the head or,. e en r
the S} ah SANEIIBLR Bt B S SR aREec e dERY ry Bhird a1 the
i s L, aj ex
rem AL 01 phin AT EMIES hldhl e bR 6B 3l e HE nc e
plaie it yd dafoh Bk the AahnBf dAdeBBEdde Rt ﬁ%%n@%r@ar&{n?&?m Bt every
order of generation. In parallel wth the genefration

fourdf plabee  Jf theremeintdecist?, tatplain tdxe cal dped hdvig e dafiddy dda embedded
portion 275 generates the algorithmused on encrypting

-at thefhsad g theplatp texg euighatashavingctbo duinmy data embedded at the end are

arraER0P A BL (e AT o f YN ERSOeGR Torbergome(hopesitions at which
the dummy data is embedded rather than fixing the positions such as the head and end.

In the case of generating the plain text cut data by the method C), the subject data is
cut to be the standard number of bits or the number of bits shorter than the standard number
of bits. This cutting can be performed by cutting the subject data to a random length shorter

than 8 bits. For instance, if the sum of the numbers configuring the matrix with 8 rows and
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According to this enbodi nent, the algorithm generating
portion 275 generates the algorithmas follows. The
algorithmof this enbodinent is defined as "in the
case where the plain text cut data as 8-bit data is
considered as a matrix Y witheld row and 8 columms, it

o< S BOAE Y Ao s
. . [ ' . " He .
o B R B T LOEVES b, e

of 88 Bstjedtidata A R4t SbMPid @mt BiSb I yENt ler R 2!
a nurerer changi gg based on t?}e S Iu??onlgg{%glf\gﬁé@dﬁrol?éz’ the head of

the spigjectfdaey at thatodit gorimt ek BE clittys2 Bt 04T AR HmERAAAES, the head of
based on the solutions. For instance, a can be 25

the gelpjpetalatany thatgoing imiimd ean beicutty Thise df thé platti tegt duy dita thus
t he nber acqujred by adding up all the nunbers as

Bengy CSPIEPIOEREINGROFHOR 1 T3cmakkedd therdunpray datadn paghepiedeiof the plain

xR pETRG e B o sSSP S 1

O)an Fi1R4 = ' j et ern ned. nunmher
case, ea%lien o %{i}%{jﬁgﬁ%ﬂé )(/)i’ ﬁ'{é}%{]ﬁg§ ézét’é nlﬁ)&érq) 4 sgaggg Sqogﬂ{onr?ﬁ%b%srtpe head or
the Bnd 8r 4 pre@6terried SR sRRn! cciﬁ@c‘l"ﬁﬁf_ﬁ{e’ solt®nk BF instance.
changes based on the sol utions. To be nore
spduiahy casef thieplain tdxs outatagnpes ghrsaed RArahhRitea!w tHeQRsrypting and
according to this enbodinent. It is also possible to
decypting @oBipnadydtasarstrgarg dn prdenpf genewatithng to this

emjodi nent, .t he al gorithm generatin ortion 275
c oRparial vith tiasenfiation phibe OaR & A i, fhsgdsersbmtgeerating
j fromthe .sol uti,on generatin ortion 274,
porfgH 74 BB O hESHTER: Hieah ASTNEIRE S B der Pt Frte
orgd : I ' . ration o he
b <O i hlsbyfiBlhe, bl (ARDAHE dopBn27 Pgrates the

alg@githmrtakebol e skRyionsed on encrypting the plain text
cut data. The key generating portion 276 generates the

key\dsasing wrihiskmbtedimdntohe algbfithie garedithig doptidr 2 generates the
enbodi nent, the key generating portion 276 generates
algarifbmiasgollews.ne  fol | owi ng. The key of this enbodi nent

t nd PEPLEREIES o6 i Fbeiemeiis LRGRGkRSn fhichies whtre Ghacplin text cu
datdfflscBie 866 if Ao o6 o Mblhe Y BRRT B ol G i ncquied by
mulBSEA Y ﬁ@uﬁﬁiﬁ%ﬁf&ﬁgg%d 8 doturhhs hSthBsSREBLSERY & the a-th

to deci'de on anot
power and turned clockwise by n x 90°."

Here, there are the cases where a is a predetermined constant, According to this
embodiment, however, a is a number changing based on the solutions. To be more specific,
the algorithm of this embodiment changes based on the solutions. For instance, a can be
defined as the remainder in the case of dividing by 5 the number acquired by adding up all
the numbers as elements of the matrix included in the solutions which are the matrix with 8
rows and 8 columns (provided that it is a = 1 in the case where the remainder is 0).

The above-mentioned n is a predetermined number defined by the key. If the key is

a constant number, n is fixed. As described below, however, the key changes based on the
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According to this enbodi nent, the key generating

portion 276 generates the key each tinme it receives

the solutions fromthe solution generating portion

274, and transmits it to the encrypting and

decrypting portion 273. The gwrypting and decrypting

ortion 273 encrypts the plain text cut data received ]

SOI‘S‘H’WSr o P D6 &QyE SPRCHice Shis H@PSB shangns baseg apdbe spluionsigecording to this
en &ﬁo%ithn1received fromthe algorithm generating

go P8 275 and the key received fromthe key

e B3 oo QA B bt horiy, desr bed above,

1
the alg mis I ne e case where the

pl aAdtotdiif t s erfstidma, e *ﬂl%forﬁﬁlﬁ%eh&aﬁ%ﬁrg&{ 85 Sshefates the

matrix Y with 1 row and 8 colums, it 1s acquired by
algonithtn gichiting: ioyec¥ivetithe alukibis Mot thd s@lutici\gend¥ing portion 274, and

colums as the solutions raised to the a-th 25 power
trangadts i forthelendrppting avd dpgrypting partion2A3. n as the key is

t he aboye- nenti oned nunber. |If is 3 and nis 6 for

Raradlel wih the-gangraion Af the Péﬂél*ﬁ%rt girags tha kewigsnerating portion
' L ext t tat tri ith 8 d
276 epiAen B BhDofeRth BiPplift Brs iR it i wi th o rons
L : N . \
00 5 g TR R € Noreh BB Kl bRl e Do
CUtAdtatding fPthiskiboanténtPhe ﬁefrgénéﬂm podtidd] ZISEBnbiagd t%p?key as the

t he connecting portion 277. e connecting portion 2
followmgect s the encrypted cut data as one, and generates
the encrypted data (S 1104). Sorting order of the
endipdes@f this embediment is ifhesnupabay acgquinadrhyesidongdipg] the numbers as
the sorti order of the original plain text cut
the § P‘Ssoffﬂ%gl,aﬂ‘fwclg#@mém gplptiongyligh aredhe matix with § rows and 8
ess| aratus 11 encrypts the. subject data to, ..
colBhfE ” SRR P BRRY KParsa BRSO VB e io1Einah 3Ptcrdine Sl cefbodiment.
enq”égﬂﬁdpog%gtg,Qg&dg&p%%ﬁ&ﬁ(e&s transmtted to the
[

communi cati on appar at us the first data

pr Quessding toahRamodiment, the Rey BohePiHgqdrtion 27 ERREMRISERE key each

data is received by the interface portion 281 in the
time greagines dbé soiutigms droat the salitibn ghwerhtimgysortivi 274, tand tragsrdi it to the
- authentication data generating portion 282. The :
encypting and deqryplingpariony@fier at i ng portion 282 adds t he

32:@,% g},}#&%ﬁg Hﬁ%cgéﬁgtpge i 26{510%&)&{ tgg pff!?l{: {%P ct:u(?cccliata received
fro S RIRREEHRR PSR R Lo S LTI ECLBIER i oritm
sBLIGERSARS Y5480 Wty SR RO g Flion 176 51100

As described above, the algorithm is defined as "in the case where the plain text cut
data as 8-bit data is considered as a matrix Y with 1 row and 8 columns, it is acquired by
multiplying by Y the matrix X with 8 rows and 8 columns as the solutions raised to the a-th
power and turned clockwise by n x 90°," and n as the key is the above-mentioned number.

If a is 3 and n is 6 for instance, the encryption is performed by multiplying by the
plain text cut data the matrix with 8 rows and 8 columns acquired by turning the matrix with
8 rows and 8 columns acquired by cubing X clockwise by 6 x 90° = 540°,

'The data thus generated is the encrypted cut data.
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In the second data processing apparatus 12 having

recei ved the encrypted data, the step S130 of

decrypting the encrypted data and changing it back to

the subject data is perfornmed. Hereunder, this

decryption step will be descrgdbed in detail by

referring to FIG 11. 20 The encrypted data

tr neEPEd yt faa iskmsptterhtodhe pamestingwprippaiat (JEhekpnnecting

[ eived by the c nj cati on portion 283 of the
porfi A0 o s s S SBagE opand depsralen e snorypted data (S1104).
' 0 . T 0 ni.cation.

SorBl BREP oD the SFATRRUE: i bR chle s KGRI 1f i Bfting order of he
origihtl] pedih ksk@bhtQata, POrtion 284. The aut hentication

portion 284 determ nes which first data processing 25

ap s} the st S be irewhici phefirst aita peReRsing ApparaRRsIA brefypts the

the authentication data added to the encrypted data
subjegt datg ) genatatethesnetypeddiatacs finished firsti s made by t he

autélﬂénti cation portion 284, the encrypted data is

t r dNSFREPREFdidata s geneertechisdrapemitied i thecomppmication apparatus 28 in

the PR Sl SR Rhl il L eBIREbi 2 < e Eotyblaochia aseelved by the

integﬂg&? &m‘ﬁ@ﬁ 28 PiPHE S Bn{Qtiof Qﬁ?}{r%ﬁly 98 golbed%téngﬁadn%{]d: d bt@/é)

e transm ssi on source O e encryp

autheh€cativat deNEdneAkinS PoRRIZN FBE audhBRidARSH | i
portion 272gA in t%g encryption g%par at us g%%%ggl%\ge%omngz

adds the augrotiygioadlatabahe/hendehef the bsirimed dma) dnidarandmhkAthe®ncrypted
The preprocessing portion 272A cuts the received

datadte the pRragugisatiorbgortiopR83iet er mi ned nunber of bits, and
generates the encrypted cut data (S 1203). In the case

of CECPTIYTEGREOR REMiPH2Ed trmsmita e eyemyprodidatafotipesecond data
dat t.h [ t) 7
prociRihy BhEE iK1 NG pertps B ¢ OIS RN klehod e STt gy

perfbfiied.CONNecting portion 277 of the first data
processi ng apparatus 11. To be nore specific, the 10

endi el secordiedata procéiding Rigparatiis 1 hal BB bty 8RedPyiISd data, the
divided into multiple pieces of the  encrypted cut

stepdHit3f). of Hestyptinghthe encnypiet eldtacmt ctlaiging & baclamsht sitgekiidata is
the encrypting and decrypting portion 273A, where it
perfpEgnetbcr ypt ed and rendered as the plain text cut data

F Peraintir, g FBot bl od dron g i el B TeREEOFAG: 11

SP g"(l:lg gfsitlgr%g{eg g%taar aa%%réﬁ%g%g ?sfe{;t dafte;. [r)r%tces%%tgaapparatus 12 is received
by the communication portion 283 of the communication apparatus 28 of the second data
processing apparatus 12 (§1201).

The communication portion 283 transmits the encrypted data to the authentication
portion 284. The authentication portion 284 determines which first data processing
apparatus 11 the encrypted data comes from based on the authentication data added to the
encrypted data (S1202).

After such a determination is made by the authentication portion 284, the encrypted

data is transmitted to the interface portion 281. The interface portion 281 transmits the

encrypted data to the encryption apparatuses 27A associated with the first data processing
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reason, the second data processing apparatus 12
requires the algorithmand key required on performng
the encryption on the first data processi ng apparat us
11. The algorithm and key used for the decryption are
generated inside the encryptimn apparatus 27A

t her.eo be descri bed. 20 The information

Wor Ki | | _
appapalys P ﬁ@etm%? ok e rangRission sousee efithe enraysted flafa by the

QRAL 1A, eceived the encrypted data is
au ran%ﬁf;ilf(lgl#J %rglo{l%s%he sol ution generating portion 274A.

Th WaTsl fq ' ' necei.ve

R s R TR S T A R S
encyifted Gt viz0R6 iR@GbelpoRfon 271A6CeI ves this informati on.

The generation of the solutions perfornmed by the

sol Thd prpesssingtporipn @A ans tié4écdived eAbryphed danctyPpredtermined

agepar atus 27A of the second data processing apparatus
numberiof bifsrand geaerates hegmgryptadecus date (81203).as the step

pe;ﬁ‘?tﬁrred by the ﬁ%I ution generating portion 274 of
t he G §15¢ Of SHUNS S CBSTPHY dafhaidgensrating theenerypiad; edata, the

; . SO j eratin ortion 274A has,. th
pro@i8Sing i A PRRARR LuBbPT otk e b orsselb et the
nBs - | Al | i 74 of . .
0 t hcet I'r stl&g%a?;&fptrﬁgg%%g?lﬁé apgga‘?%%ﬂ%rﬁsog%s%%{ég%vﬁpte ﬁlﬁc’ the
enctypeec>dta jiut B 8RR &odd the hédd tobeAdivided dith BEIPIE pieces of the
sol uti on generating portion 274A. Therefore, tRe
enceyyited ¢wdgtagenerated in  the encryption apparatus 27A

of the second data processing apparatus 12 are the
sariexdsthe pacrypted owt defsis granemigted do the enbrypting arabdrenyfiting portion
ncryyption,apparatus 27A of the first data rocessi ng
27330 $UieSs 1545 deghymred g roifesed s e it o da (51205
ge ' 1S The gener at sol utio ar
AR FERIRAREL 3y £ prhEs SENE IS S SRy the
enciyptinkRRd BEGRPRESSHiIRD2 PP5L the %&ﬁ%ﬁrprgéegﬁﬁgﬁ atps 11. For that
generating portion 275A and key gerferatin portion
reasdfGthe sédundalagosrotdising @peiratu 19 réRiires e alobeithif N8 k8y RSuired on
the al gorithm based on the received solution each
performing the eregrgpticason the fisss|data prosessiip epsiratps th whi ch t he

al gorit hrrgglgner ating 10 portion 275A of the second _
dat e ardniang kay psadder e fecryptien aeesnerned asids the aneryption

LS ol he step,in whjch the algorith
appl Rl A o oV s teobiribbe festbed t "a b or ooeesi ng
: j.t.h Th ted

o P et mddor PR AC RS HACR ORI R end D S, s 274

reced QAL bhdtgpRa Hhia G uAfafut Pro BE sQRGSY BlrlePli i
decryptiﬁgpportiaon 27S3A. The kgy geﬂngérdae%g%gg%"ﬁ%ﬁ“" The

solwlivBAegemengpasion RB4K dyving sedived this enfoRfionaakesdhid bpfteunity to
15 each time it receives the solutions. The step in
gengpafecthe splatifes eagk timedt senejvpothis infor@i@6dn. of

The generation of the solutions performed by the solution generating portion 274A in
the encryption apparatus 27A of the second data processing apparatus 12 is performed
through the same step as the step performed by the solution generating portion 274 of the first
data processing apparatus 11.  As described above, the solution generating portion 274A has
the same initial matrix and solution generating algorithm as those of the solution generating

portion 274 of the first data processing apparatus 11 associated with the encryption apparatus
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the second data processing apparatus 12 generates the
key is the sane as the step in which the key
generating portion 276 of the first data processing
apparatus 11 generates the key. The generated key is
transmtted fromthe key generjating portion 276A to

the _encrypting and decryptin ortion 273A. 20 As for
274 fncduding eﬁPb’%@@ SPRAFAAGRATPD debis oTberefors ther solutions generated in
the PR EPrEr oA b e ring Bt MOPSEgRPITHaS £ i he same as the
' . ti .
solffi sShAZRE IR coR BB nb PR P S 2 s BT e
probessRaGppiraii 11 ri?th%Qlafétih%saﬂ%ﬂ&tc?%gﬂ&a{i&?ﬁgbgnéﬁmqgt a

processing apparatus 11 are decryp on t cond

dat Bhepgeneasi sotutionp areatansmitted fAsn desnitRadeaiars pddidn 274A to
sol utions generated by 25 the encryption apparatus 27A
the preprogsssing pordion 272A palgerithei paperating pattich 273 Azme Kelg@enerating
sa the solutions generated by the correspondi ng
POIE(HJEE}%& on apparatus 27 in the first data processing

ap tus..l1 if the data i he sanpe order, of )
OBl Sih bty B nnshind Ay e et tassdam the received
: ' ertai 0 subj.ect . data .gn the .
SOl R B R SOCHY RO P T ey 3 NS E APy pffigacng
rE06l 27N Bf BRNEEHIRAIDASEE BB apPad lgfd Qs AR
pe 72 match with the Eg%lﬁut iso%s?bgen@rszgggﬁ%gtegﬂg ¥ the same
as therstey jri whichalppapadithen gefbraving tpoaicmeX?3nd thiedindt data processing
processi ng apparatus 12 and the algorithns and keys
appgeatesy bt genersiesdbe dgotithos e Bl genematesl algurighmde transotittedyfrom the
thtg encrypted data _generated on the first data
AOHIGTRIPRGNE pREIcRATS AL thyencigiting apd degrypiéng parHen 3REA.
ke nerat ed based he sol utiqns. These . . _
ci Py el B85 Aled §Fﬂ%@f@%hﬁ@ﬁ¥ﬂ?aﬁ?&n&hﬁ Farptved folutions
: : e r
cach SR e e Ro o ARG SRLERERS) B RREY RS 2764 of
the REORE HataPo@PAAE Abpisatdd 12 ASnePRSCHhk RBFiAROVAne 44 8e step in which the
encrypting and decrypting portion 273A perfornms the
keydgeoemfing portipn @26 o theyfirssdatgprobessinlggpparatuanl 1 @egérd@e the key. The
- fromthe al gorithmgenerating portion 275A. To be
gengisied ksyde frapsmitipdiremcthe ey genematinggoction iedgtopbe enappting and
the 10 decryption process by generating

273A perfor
decméﬁglpala}ogltzﬁﬁﬁf or performng the decryption process

defj . wh h d d
Nt A
a3 {ti . rypti . e | . a esSi
ol a1 A S BSC GO WY B g

appa@kusils ailbndw) Sol 6@bstar® fllsé géﬁ@ﬁed 6n SseBorld URPHRERMS apparatus
turned clockwi se by n x 90") based on the algorithm

12 ¢agh timedtie solotiertsigenedatpdrant therfige deta girdoegsidaparituonl ZéTcerypted
rggef ined as "in the case where the EI ain text cut data
on the seropfl dagprocepsing appsiafuy 8y As described above, the solutions generated by

the encryption apparatus 27A of the second data processing apparatus 12 are the same as the
solutions generated by the corresponding encryption apparatus 27 in the first data processing
apparatus 11 if the data in the same order of generation is compared. Therefore, all the
solutions generated when encrypting certain subject data on the first data processing

apparatus 11 and the algorithms and keys generated based on those solutions constantly
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|  defigition by s

as a matrix Ywith 1 row and 8 columms, the encrypted

cut data is acquired by multiplying by Y the matrix X

with 8 rows and 8 columms as the solution raised to

the a-th power and turned clockw se by n x 90") and

perform ng cal cul ati on accordjyng to the

above-nentjoned definition by using the key. Thus, the
maich orifhhthe sglutines graerajest bydresoenypten amertesitA of the sérond data

20 encrypted cut  dat rovided as a streamfromthe ]
profR e gREaiq 236 EhcH b HBISGRE kAT Encraisaginel o ogksalgions

t ' t cut data. N the encryptin
whGERRE Rl RE el DR ool BTt N e DSRFgAPRrah 11 by
usitg NalgoRi | LR Q

dgescr iéggéhlg%%&/%éy?ﬁgnggfegﬁ)? %)%s&;ﬂe]% g‘?gét“;er%' b)(/r'ﬁ % %eégcunﬁ%ﬂces are
the Sahe tvanwhanhe aherptigOIstpeefdrmddén feRedondiatd frb&&sih® apparatus 12
t he preprocessing portion 272A. These 25 solutions
andfbe dearspiibnviis parfombeskoni thie fiystilaty proeessingappagatial vas
enbedded in the plain text cut data in the
pr bt eedbsdaboye the eprremtingamdideerypting portian 27pA peennnthe

1. T ific, th ' held
BT e
90D 0 B TR
decB@tioR PRodRELSY §e§1eréti§i§ ?Eﬁ’é AoBrifnXfor Uttf%p?aﬂ%?ﬂfv\%ﬁegﬁ%tibﬂ Process

encrypted cut data s encrypte _

(defiiasin e chge Whett siashct@ited@it A8taRSESRIFERA Rra thaksik A Rith 1 row
be perfornmed) by the encrypting and decrypting

andfogolymns, 2r3plainftextoat date enatquedibp nobtipdping by Abaaivatiss matrix of
12. ., The rgpr ocessing portion 272A transmts to the

the %P&&Wﬁ‘g EOWS B Glupng ap thetsphsion paiged to e a-th power and turned
Lnf.ormat i Qp., where in the plain text cut_ data .

clogkVife Iy o 405 et b Blecmihun sepenvsd e s i gngithm sengating
Gty : ' . T NG YR ior d. .

PO T BB, 12 % WHBHE Bl 5% G SAMBA B B considerea

as alii@riR Naivith 1t9%t anell coliddnfs, e itrided A8 a0 LORE: i
plain text cut dat act husS geener aﬁgd I's tra{nsér%t teggvytngﬁiﬁplymgby

Y thehreatriari edthi igwaaintl Baohiddises thd Bdutiaied tdtheROhtpodr and turned
277A connects the received plain text cut data as one

clockmtsectiamy&9°'and perfiyanig calctlatios sdrprting tethe abowvetientioned

orjginal . state before being encrypted on the first
bflé!s‘g? & apbRisaihg enqrypiing amderrypting Portiome2 /3dedecrypts the

encrpleiot St b VS IR SRRt Vi ehceraos Do P gpe afer
anofiBf s b GeherdfliRe '%laj.riﬂ'eﬂ &h9gt,. The generated subj ect

data is transmtt romthe connecting portion 277A

t 0 NeR€ theléncryiitRk 28 Ae@9plih PPorééd 473 R Bhbves thedu my data from the

transmtted to the encryption apparatus 27B via
plaibytesxt cut data as required (S1205).  As described above, the solutions generated by the

solution generating portion 274A are transmitted to the preprocessing portion 272A. These

solutions were used when determining how the dummy data was embedded in the plain text

- cut data in the preprocessing portion 272 of the first data processing apparatus 11. To be

more specific, the solutions held by the preprocessing portion 272A of the encryption

apparatus 27A at that point in time indicate how the dummy data was embedded in the

encrypted cut data (to be more precise, the plain text cut data before the encrypted cut data
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. encgfpée

29. Here, the encryption apparatus 27B perforns the
process of the above-nentioned step S 140 of
re-encrypting the decrypted subject data to render it
as the encrypted data. The encryption process of the
encryption apparatus 27B is pgrforned in 20
approximately the sane flow as that of the first data

Wab?‘%&‘é&%@ﬁﬁ “&Bﬁh@%’@?ﬂsﬁl@]}s fimistzed (P peing Prdomus ergustdabe performed)

T ot S—

i nt f [ sm.t t to the . .
or ePieiE 8?‘%& Dl Fioia BRI chBrsbiiBe e desrynting porton

27@%&1‘&&&@ .

BLAR iftblmabdifon BREIcIR heplThit: Al e piBl 6 Bihiyiffls ana
deotigiting (pBHAN2) 73 ATihe diainipdat@ls Gnbidddan the subject data

in this case does not have to be the sane as that of

t helterroepypting ané geayptingspazion 278A senervep thieatunanp dsta fiosn the plain

27A.. According to this enbodi nrent, however, the sane
texpy daedy using; the infermaationped about t he encryptl on

aratus 27

por s 16ef ffeef e SBhgrae & mﬂﬁfﬂé‘) “e‘iﬂ“&é‘é@&ﬂ?@“‘m 277,
T AT 0 B L0 g
back 6 kHédab dfebﬁdéﬁ'ﬁ?ﬁie dabRal étﬂe%gﬁr@i)fﬂh%gr% Sﬁlgte& bh bl

require Next, the plain text cut S transmtted
protassing apparatuy pi i(RR0BHA decrypting portion 273B. The

encrypting and decrypting portion 273B encrypts it to

r enldws.dlie atep 5130 énwhichitealsecand dita pakessiFlRPadatusHerdecrypts the

t he orithmand key to be used for the encryption
iotnd Jinag 1t Fadkto Sesilocpgate Mighedyne | oo

A il i ot e
o oty 0 0 TSNS 5 A A P
29.hereunder. 10 Wen the interface portion 271B receives

the subject data fromthe bus 29, the solution

gerbrgtthaienopypticnaippZradis 27Bqeifoess thagirodeds of fiBab&Ve-meMiBned step
the interface portion 271B. The solution generating

S1400 re-encrytirg hih dg(crdptg,é sebjettalatalte rawlenitias the éncrypted data.

GRCDYpUen Brocesyiof ﬂb‘h%am%ﬁ fPpaeEs ¢ &8 iy pesformed in
bj d fr
onk RO B SRR B B TR .
15 '191% 3&bj gft%a%arﬁmlﬂéd ﬁr{ﬁe e ohtsaRgéra{ulg %7890 BN LE By the

of the solutions are the san¥ ‘as
interface portion 271B (S1301).

opriate timng. t he solution generating
poﬁfhe :

The interface portion 271B transmits it to the preprocessing portion 272B.
The preprocessing portion 272B cuts the received subject data by a predetermined

number of bits, and generates the plain text cut data (S1302). The method of cutting the

- subject data in this case does not have to be the same as that of the encryption apparatus 27

and encryption apparatus 27A. According to this embodiment, however, the same process
as that described about the encryption apparatus 27 and encryption apparatus 27A is

performed to cut the subject data. The preprocessing portion 272B performs the same
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descri bed about the encryption apparatus 27. The
generated solutions are transmtted to the al gorithm
generating portion 275B and key generating portion
276B. The al gorithm generating portion 275B and key
generating portion 276B generate the 20 algorithm and

ke bﬁmgerf ormng the same process as that perforned
Pff’svys £ thal flessFibedy ARoug HieeansryPHEN ppRATatBH 2P 76 apiedneluge the dummy data
. nerat i ortion 276 of the encryption apparatus 27.
mt&%gﬁnﬁgﬁgﬁéﬁgéa&rw hm and key are transmtted to

th I : ' i 73B fromthe .

al gt e Pl ExE A SETE R HsERLNE Bers i gnd RSyl porton
273RNETRLdnBEPBAE bh@BeckfSithg PRBorLIEIEY Bldrfists /1 |

portion 273B gecei ?/es tl";gep al gorit hm#ﬁgﬁn tﬂg&gglgeﬁ% tHe%ncrypted
cutdhgdBi30%n generating portion 275B and the key fromthe

key generating portion 276B respectively, and

sedirsnatthe pigprithme aydkey torhe usedifon theeoncrypionciat genepte asdnl the case

ft[}r om the preprocessin portion 272B (S1303). Details
of the CRAEPLORAPPRRAUSE Tar d D¢ sRlutignmarg glspigereraied defore this as in the case of

the SR poRFLE, - The RBERRRPEeFEraon s el 2 i generaion

of tAOMREHD PRI Bbe deldifbed HifefBONECLI NG POTLI ON 2778

connects the éncrypted cut data as one to render it as
t hewhenme yib@scedtirod SLFDfekeivid e SMGENRIEOHGRR: bk 29, the
transmtted to the specific information 5 generating
solygontgenera@iGportivh @74 P eadeives than irdormdtionTr@e #ey idterfage portion 271B.
portion 278B adds the above-nmentioned specific
The selusionsenerating pertien Ré4Bshould gendrate thensodytions in gpropriate timing.
recei ved encrypted a (S 1305), The encrypted data
the ﬁ@%% g?ﬁ?éat@ﬁé’g’ﬂf%zdf‘fﬁi’r %‘éthﬁtﬂin&qdmwé geqetvisp Ehegnfosmation on
Lited. bus.29 . .via the jnhterface portion .
recgb RS WSOk Codl Bamdl sigripBon i 71BN S5 it opmtimiey o
genditdthOSORE6RT IRATHrYRe %f}lega%ﬁ bt tﬁ@'l%fhtfc?gg a{e' th barft®Ahose
ends data

processi ng apparatus 11 t he secon

desqitededbsuttbe e fohl dpparkdasdy. | Nstruction to send back
the encrypted data recorded on the HDD 23 in the

sedbngenatad polutiessarn granppigted taithe hRorithrh pendratiss pat6@275B and
processi ng apparatus 11 for instance, the second data
key geperating pestigng26Bt us 12 performs the fol | owi ng

rqcess. 15 First, the en ti on apparatus 27B reads
P ha B8 Aoyt SehEEHing TR ALSIEES B2y SAaradng portion 2768 generate the
algorithm and key by performing the same process as that performed by the algorithm

generating portion 275 and key generating portion 276 of the encryption apparatus 27. The
generated algorithm and key are transmitted to f.he encrypting and decrypting portion 273B
from the algorithm generating portion 275B or the key generating portion 276B.

The encrypting and decrypting portion 273B receives the algorithm from the
algorithm generating portion 275B and the key from the key generating portion 276B
respectively, and sequentially encrypts the plain text cut data received from the preprocessing
portion 272B (§1303).

Details of the encryption are the same as those described about the encryption

apparatus 27.
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decrypts the encrypted data to change it back to the

subj ect data, thereby performng the above-nentioned
process of S 150. Details of this process will be

described by referring to FIG 13. To be nore

precise, the interface portiojy 271B of the encryption
apparatus 27B of the 20 second data processing
appHitcagensrater encpvpted ons datads sqamenfiallytteansmistedto theldDEnBing portion

27.ma the bus 29 (S1401). The interface portion 271B
‘fansmits the encrypted data to the preprocessing
POIi o TE si;n ortion 272B cuts the .,
Fecoietoaneking potith £IERNRGES HaBBakea e 4 B AP roper i as the
encBypte&d d4a gSTHOARL B mflfd & i
olbj?the case o Slc;%léﬁacti ng%géfn‘a%%ypt egogﬁt$§§%gng§énauon
genetrting porticne2 28MCr ypt ed data, the preprocessing portion
272B performs the sane process as the above-nentioned
pr odweswpecifie iformatibngentiatng perion @78 Biadds e mbbwrmaeiitshed specific
. .Oof the encryption apparatus 27A on performng the
informatign {q e headerofer istaace gétherreecivedrenceypied dute S 18880 | s
head.to _be divided into

e T Er et i e i P aion i ot nasmsmittd tothe
b e R Bitiof 318 kos PR bh S B i epp e

proéésing @fpatRiukNg. portion 273B decrypts it to rendered as
the plain text cut data (S1403). The decryption is

perNaxt,welitnothe fing daarmeoqeEaae spaddtud NP schdeuR:-s8BHd @AEstocessing
process 5 performed by the encrypting and decrypting
apppfisi Igranpingtruationt He sendragl theomcayppat ddtaiecadiddd onthe HDD 23 in the

‘FI}%Q orm n% t he decryption. To perform such decryption,
sec ata, saa{gtagpéqa%éggpﬂg:fug R BrogsssinE appefatusdd fohimstance, the

sm‘glsfﬁfazt): rgn\r%‘gs%ﬁ%r%%m:ﬁ &%lg%%%% g?ﬂﬁ%%@ié%%qcae% g generat ed
e T ok Al SRS 27BSEI i LT ARPA LR PR 85 23

dectyplsothehdr9prell Aatal 16 @Rdrigh Yi Bk td e sBbROF d éi’ﬂ:gr i
used when encrypti ng tghe encrypteesd J%atda? g“r \ﬁ%ﬁﬁgn{nﬁmgthe

abospernfioned protas vAS1 301 Didath dfhkis Pistess Wil b Edsaritsed. byl réferring to
the case where the specific information is the
FIGaﬂéorithm and key thensel ves used when encrypting the

enqr ted data, the interface Eortion 271 B reads the
15 ‘QItSIPPERRE s theahteriacsartien AR phthe @nerxptiomprparatus 27B of the

sec&r{dadﬁﬂgl%éestsﬂl%@pﬁgra&g 258 Hl?et énrclzgyp%gc{j data from the HDD 23 via the bus
29 (51401).

The interface portion 271B transmits the encrypted data to the preprocessing portioh
272B. The preprocessing portion 272B cuts the received encrypted data by a predetennjnéd
number of bits to generate the encrypted cut data (S1402).

In the case of generating the encrypted cut data by cutting the encrypted data, the
preprocessing portion 272B performs the same process as the above-mentioned process
performed by the preprocessing portion 272A of the encryption apparatus 27A on performing
the decryption. To be more specific, the encrypted data is cut by 8 bits from the head to be

divided into multiple pieces of the encrypted cut data.
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decrypting portion 273B via the preprocessing portion
272B for instance. The encrypting and decrypting
portion 273B decrypts the encrypted cut data based on
the algorithmand key. In the case where the specific
information is the solutions @wged to generate the
al ritﬂg and key used when encrypting the encrypted
dat 3°%% HE nRpyetedsubdya is ransmitredgorthaenerymingtand decrypting portion
[ fromthe encrypted a so as to transmt )
27 52t TR et bR 1B eSS il rmdsasaghe plin text cu
erating portion 276B. In this case, the
datf €31485
al.gorithm generating portion 275B and the key
genBlicddchghtidnrit pétfordédAs ARNGHR ?056@? adfng 9[)6\{(:'—%@&)‘?16& Bocess
based on the received solutions respectively. e
perfirgedibytthe enutyjting amdtdebryptit$ péiiion 279Q10 i emRARtiok GYparatus 27A
used when encrypting the encrypted data having the
on peffering thedeanmtioner B perfatiresizh dabuyption, hthe geost @dth p@cessing
orti 275B and. t he key generating portion 276B
ap a&?}%ﬁﬁeqllﬁ%s tgﬁélﬁ@ﬁﬁ’(“éé“‘bﬁ@brithm and key to the
en ' ecryptin rtjon 273B. The encrypting
angméeg%:lgy}pﬂ{]&l %dg%yta%gg%fmf‘%ﬁ%oﬁfe%ﬁ?w's the encrypted cut
dateheif et cOforkibs 2 e ook fhe case where.
the specif v cﬁ(i) n? or %@ ?’g Hh?‘gﬁl?(ﬂcgnﬁ%ﬁ%/%@%# @ﬁ sp%ﬁccx\ﬁfqrﬂaémon
addel) a8 theleRbEHLedIRBET AR ApSRfit! fOMStRNS N385 identifyi
used on generating thepal gorithm andsglggn%gfg%ﬁd\ﬂwqgﬁldwnfymg the
alganitbrmyaydi key usbwher encpyetithgdbé encriied tava €6 [R6gRRE bheRiFic
271B reads the information fromthe encrypted data so

infoymatign pddgddheretoi t to the sol uti on generating portion
27%8. .The sal Lé]%LFIf on enerati ngf_ portion 274B havi ng
r e CEF VBHICR N thi Gretsiibe sppsttia information i the plgprithopandokey
h wth those

it AR S T -

ertryp _ R
e R e AR e B e 1y Bndiing anc

decnyipting ortloni 273 Bevia 8RpréRoédidihg pbRicRD7IB BPRsBRAET Atedncrypting
in the sane order are alwaysS the sanme. The solution

and geprypting portion 278 Be@ AR the ansypted cltatageRed &t 8@ aloorithm and key.
solutions to the al gorithmgenerating portion 275B and
t hdn ks cagewhersithegpegifictinformationis thersrdutidng aised torgenerate the

ﬂgcgf}%%rﬂgltg :]gg? g?ﬁ‘g{ \%/ f‘glnq)él?)%%ag det %{gﬁe Ke 5 r%g%gg;fnagﬁ ggngjgh%g 1B reads
' ' ively, . ith d k

e S S LR el e B i

portidE2 BR indthe ﬁeﬂﬁ%@glﬁ%g pﬁt&h&l{@l 6B:° lItf i@ @g‘seﬁﬂg gggot i %Ex?eraﬁng

respectively. m generati ng po
porta2 1iBearidatie kge gﬁfeﬁdﬂn@g)oﬁﬂfnt 2708 2AeRtd thRAfBkhrh BRd key based on
generated al gorithmand key to the encrypting and
the eeivgd selndonsarspieotivedyr. 3 BrheTigorithnr andtkich gnActwilE Sieydbdritim and
or({i n 273B decrypts the 15 encrypted cut data based
key gFF Wgerh?wgtmg@%mry{ggﬂ data having the solutions added thereto. The

algorithm generating portion 275B and the key generating portion 276B transmit the

generated algorithm and key to the encrypting and decrypting portion 273B.  The encrypting
and decrypting portion 273B decrypts the encrypted cut data based on the algorithm and key.
In the case where the specific information is the information indicating what number

generated solutions are the solutions used on generating the algorithm and key used when
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The encrypted cut data is changed back to the plain
text cut data as descri bed above. Next, the
encrypting and decrypting portion 273B renoves the
dummy data fromthe plain text cut data as required
(S1404). Here, if the dummy data included in the plain
text cut data is included at an 20 appropriate

enchygding; the ensaxptad dafatthe infesfaseinontion 2H® reads thpirfognagiod from the

Bt W L T o

i . t.a, 1 wh th .
s g MO A48, A AL oS vt e
. i t i .t
indRh@k drddre X The Yo tufidsSn B wilhGhy R Lﬁtg?wLeVﬁé% F%cﬁ%ﬁlg t{f%el%c}%ptcd data

interface portion 271B transmts
havirgcthy pbbvigmentbrdd Glifparhatish 46l iRfets.” 3 thisadd) 8t £k $he initial
where the specific information is the 25 information
mafryxgs shovildhbe héld twithonbisringemssdadoettlatahd sdlitivas gafi@atetl én the same
solutjons used when the plain text cut data was
ordgh 7 phyayd thessame: | ke sekytion genarating pretien T4Mgarporitsitbegenerated
ions to the

74B transmits the ener at e | u s ]
solfions o, the HeOriibim penergSps P@tlﬁag?glgﬁn thepkey RRRETAIE BISHPR §76B.
. Lt i 7 renoves t.he du. ta
R o 80 0 RN A7 e e
Jgdiethi dn@d&y DhsddSdn e Fr8iveR st ivd(§, ¢
e P e R e Riyqld. [T 85T and key
matchiwithathe alpbriehim appkenised whep @féryb@iy me%ﬁ@fm@d dB@ having the
solutions, it is not desirable to render e specific. .
solytiong addad theretosrestrestivdlgor Thédabgaridinkganetisiag puhipn 275B and the key
' enqrépting the encrypted data, It is because, if
gengiafpg pariiod 2 7oBrenam i thggmetntethel sorithmyand key tp thetanorypting and
B_cannot t he ions, so that_the dummy

dectyppite SRRE 2708 7 ahe sehveinind decRisk porsn 214B AoFIpH te
encﬂ’}%'téd%u& Rt PR o ARL ngaﬁﬁm? gg&;];g moved is transmtted
t rtiron .

t he connecting p The plain text cut
datfheiencSpoacet 85a ASchafedbs k'&?tlfégﬂ‘:ﬁﬁ | LdeQ0
277B to 1%;2 change%l back  to tche subj ec?é}%g%a{ia Sgsldfgé_)lb.edabove'
Th&Nepk, aherericeygitinguind daérgping prtion 2788 eshnbwes ey 48ta from the
Vvia the interface portion 271 B, and 10 is then
plain texd skt dateds requiréde(SdA@4y pt i on appar at us 27A associ at ed
Wi the first data, processing_ _apparatus 11 which
r e§lfEsdbtedy ata inelpdgd in the nhaia (s culaghs ancluded at an
rce of. the ain text. cut data,. On ceiving this
app Rt heblish el e sotitionsy ResoEnting apd Escrypting bortion 2738
BRIYEs ' : .1 ng .t he .
roq ERR R RN orl e the it SF Pl emoving me
dumbie dBCT JDht @RscAPRAE HeWpedifhOiltEihAIoNSs (' sSIURHAS £RE viRen the plain
the sane one as the process
text cut data was encrypted last time, the interface portion 271B transmits the solutions to the

encrypting and decrypting portion 273B. In the case where the specific information is the
information indicating what number generated solutions are the solutions used when the plain
text cut data was encrypted last time, the solution generating portion 274B transmits the
generated solutions to the encrypting and decrypting portion 273B. The encrypting and
decrypting portion 273B removes the dummy data included at the appropriate position based

on the solutions by using the solutions.
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described in St 10 perforned by the encryption
apparatus 27 of the first data processing apparatus
11 on rendering the subject data as the encrypted
data. The encrypted data generated on the encryption
apparatus 27A is transmtted 4 the communication
apparatus 28 of the second data processing apparatuses
12 Rithe ease obinsluling the dumpry daga includedin the dldfin toxt citatag at an
to the comuni cati gn apparatus 28 of the first data,
aPPﬁ?%’&aé%E‘?shtg"gua‘Eﬁﬁff R ﬂ? SQRUtioRS.dhis ek desirallg t9 Feaderthe spesific
: : r [.a 4 network 13. Thi .
mfééinra?lgg Sgﬂ%s %o @H%ﬁggﬁ’% gf&%‘%ﬁ@oﬁﬁ%&wg}’g seglcfﬂﬁeg dpfy. Itis
beckii, FHERALRIERD, HRleAciyprifS Shy BLS | i
ctyptih %t 4 thgllg n%@’&hh%b&%m the

apparatus 27 in the ata cessi’ng appar

solitions Faitisat itfe duemp bend 2afibe efiaevddr ocess of S180. The
encryption 25 apparatus 27 perforns this process as

t helhegrain exd cotsdatafomhehiph deshsmdg dataibhebeante B 3& is transmitted to
erfornmed by the encryption apparatus 27A of the

P ! .
 the SaRRGHNGBYTHOP 24 ¢Bs s ThePlapierbau datnds emneeted nypna byythelsennecting

dat a t. ubj ect dat short, the
porfE 21 o Qe To BB Rb Gt BnghBh 0 e F v st
datygh.Rf [ 1 .0f ~thi.s,enbodi nent .an :
¢ et BB RRARShHETo e s 202 uE NG T By 2718, and
is tHRNQEASHItRE t8 BRAGREVHHES 38 09 Ak &rliaMd Pidh BRteiti '
data processing apys)gr a?%émll are capgﬁ{‘blﬂgpénfﬁtgﬂu%ﬁE/’mcessmg
appatusylitwhigh tdupesed i chictabche Bacry @ datd Ys hRI6ured BEthe plain text
The subject data decrypted and generated on the
_Cutéﬁtérypti on apparatus 27 in the first data processing
apparatus, 11 is the sanme as the data which was on the

H CPHgHRist hp sRorgpling: apnraiesSiA Ry fupsdhaahoye mentioned
ol B A LSRG o AP LT e
PT G4 SRER PSP RSP S2 p\f:r%m.isnrﬁfs."’b?&%m dfe LS é?eggst ffle process

processi appar at us can use | as appropri

desciitRadn 8d 1 rpaestniva by the Jﬂlﬁﬁﬁidnsapgﬁﬂa)hs%%f W Igrst data processing

processi ng apparatus according to the secon
appanabsdil mentnderih@ tHhsubjeet davane theemtiygwdataeon of the data
processi ng apparatus of the secon enbodi nent is-the
sarkbegaciyptgd dgta generafedontthel encaypticacappaiang 24Apiatmhsinited to the
of the first eg?oginent. However, the data processing
comImBUration APBAraR &8 ob B iacndshin Progessg@ppaatseiclldvia the bus 29, and

s oS bR RSP 2SRl A g
BRI e boud i aby IR CREEIG e IS poraz. o
corresponds to the above-mentioned process of $170.

The encrypted data is decrypted on the encryption apparatus 27 in the first data
processing apparatus 11.  This is the above-mentioned process of S180. | The encryption

apparatus 27 performs this process as the same process as the process described in $130

performed by the encryption apparatus 27A of the second data processing apparatus 12 on

‘decrypting the encrypted data as the subject data.

In short, the encryption apparatus 27 built into each of the first data processing

apparatuses 11 of this embodiment and the encryption apparatus 27A in the second data
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' app, \
ProgqFsingapRArayaasal 2nserceated mithe

a CPU 21, an ROM 22, an HDD 23, an RAM 24, an i nput
apparatus 25, a display apparatus 26, an encryption
apparatus 27 and a bus 29. The functions thereof
basically match with the functions of the CPU 21, ROM
22, HDD 23, RAM 24, input appayatus 25, display
paratus 26, encryption apparatus 27 and bus 29 of
E@ieﬁrgtdgg procesgiog Fpparatus 11 are capable

configuration of the engryption paratus 27 of the
of riPafyfiecryniie e spspupted dath Gporypisd by despienbodi ment i s
al t figuyation of the encr ] .0
o e SRR B R L2 oS e s
dat# AingSappa ' i 1
e S s 1 Uil S ARAR T SR S D53 i the i
datappacsaingapgaratb 11 hefdré st procd2o 8f SENM whspdrfddined NeThe subject data is
al gorithm generating portion 275 is replaced by a
recgriledon thedBPDtA3nin genbirstdata gropessingappardbis ldnfdr ABtadce. The first data

second al gorithm generating portion 275Y, and the key
ProGRSHBE aPPHYUH b} EbPSedyss appromtaced by a first key

neratin ortion 276X and a second key generating
<<%§?’?({%Wlb%%8£°n%él G. 14). The data processing apparat us
of Rk ; ﬁﬁﬂﬂl ggag : rog th ocesses .of . ..
encr y%tl?ﬁg the su Jé%?glégt% gﬁirrgtgg? %Fé’&ﬁlag{(’( 'ﬁg Spigpd smbodiment.
Wi tTthe hARIVAIRS EMRPRIORRR TAIMS probessis '
encrypted data generated by tRe %Sﬁcﬁ)%gﬁ%lghﬁ%ﬁqﬁ%gc%
emi@jmelnds thptshmg as that 80the EirsUdipt woceddih@ apReand edobmhetrhs
HDD 23 with the encryption apparatus 27 and recording
embogdémensy bHeweverathe dgtrmametseingbpparhtes dethe sptdndrentodidient does not
DD 23 as, Wil Dbe described later. According to the
need - eRmuRisYe; it itdpes gt bavsi the eqmgpnicaioneappasaised® provided to
are decrypted d the order of decrypting the
the @ﬁ%?ﬁ%é’é%“asé‘%%g%{%‘?ﬁe@m th the order in which the

en t ' f j ect. data...
SR et 0 BRECIB ST IR, B o s
a CPOI21] an ROMVRE,"antHIBDETS; b IRA N4, &P
dat a ?)nrocessi ng apparatus of the gl E‘?ﬁﬁ%ﬁ%ﬁ" %tgﬁlagnagparatus
26, sthenceyptionpppanatus 2Fpad atbus 207 Mué finclitdsahédest lSdsi@nyr%@Jt@ with the
e

processi gﬁ? apparatus 11 of the first enbodi nent.
functiogs 9hthe %SBERM, HDDBR23t RAM 24 dnputepparatus @5, display apparatus

apparat us of t second 10 enbodi ment has the
26, %‘%ﬁl‘ﬂ%’&r@?%ﬂ‘sgﬁéﬁ%ﬂﬁ 2% pithefisiataproesssibg apeasate 11.The

en ' aratus 27 in the da rocessing .

oy B R R e Snckpucd b a7 R i prCesingapparatus of
e 22544 Ao RRRY RSSAIM LT o B cpepon oo

27 tRé0 i@ the' T stk proBesding apPatafs A9 B0 Bl firBCe M dileit (dfofwn in FIG. 4),
whi ch have basically the sane functions as those In

However, étis diffdreriromp fierenttptidd apparithie?T bf Gk fikh eddHodiment in that the
processi ng apparatus 11 of the first enbodi nent. The

~ algorithma ERRRralgpartiorn 275 s repleersppesfirst algorithm generating portion 275X and

a second algorithm generating portion 275Y, and the key generating portion 276 is replaced
by a first key generating portion 276X and a second key generating portion 276Y (FIG. 14).
The data processing apparatus of the second embodiment performs the processes of
encrypting the subject data recorded on the HDD 23 with the encryption apparatus 27,
recording the encrypted data generated by the encryption on the HDD 23, decrypting the
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the data between the bus 29 and the conmmuni cation
apparatus 28. The preprocessing portion 272 cuts the
subj ect data or encrypted data received from the bus
29 via the interface portion 271 by a predetermn ned
nunber of bits to generate thg plain text cut data or
the encrypted cut data and transmts themto the

encEYRiFq it Frgorivd opchelBL) g3 Ml thoendryptiop zpparsitve 27 and recording the
st PR SSTRRR P AR o e R Ry o2

y i t i s th lain text t
AGEERER, LB coitbanheh RARbER:re{ i Bs Boffn el duf e cecrypred
andRé bidep oﬁae%gy;ﬁﬁ%rtu@éﬁcr%]ﬂé‘d 8418 nfhidn@X bvithhe GAEAin! Which the encrypted

[
recei ved and decCrypts e encrypted cut data 1f
data waeenegbted remethe syljedtrigtaand decrypting 25 portion 273
has the standard nunmber of bits as the processing unit
f orThses e ihendifferencesy inocmgwiotign efithtthis peirty ypweannthasacryption
decryption fixed at 8 bits according to this
aPPéWBb*&%rf%fﬁ{: > dats peocesiing Jrparages afithe sesondembodimentzand the encryption

i all he sol utions.. A i
el e AR VPR miodPrelieaparsgti a of iecirstetubodinmeet
i et . : .
ot 2R SRYPEGT SO ) bPRBAE ord ST Bkl 811Bk 500,
embEAMAEHHAB theltOhtip@atidd hdWASinFIGY 14 5%@&8%‘3&%5}8“ i ng

the plain text cut data generated ecrypting the
endiygpheyption aaraus 27 tnhte dma pydtekdig MOCHHMRE bddBnd
portion 273 in original order to render it as a set

embyrdiment hop by derfatg partionidy 1c e prepoidessingoportibm 372, 4% eabsypting and
has a functign of connecting the encrypted cut data

dechofiBg RPEINEY Seheqlytion srycraias ppion X7d.ind ewensecting goitin 277,

whibh R RESIRY i AR PHiiob R BB B the, SVt sbpigaiis ot the frs
i i t it d

o BT R 0 BT SARLANSE, 155 ISR e

the gta ®eaddenl theUis1200id M eonlMBnidh dppikisogused when
perform ng the encryption. The second al gorithm

ge e prépnopepsing pamiod 23Y ciniey aib@st d4te or alagpsted Bita baeped from

on the solutions received fromthe solution generating
the By 29 v therinterfane partion 129 b by atpmedetermined nuineher pEbifotorgenerate the

the decryption. The first algorithmgenerating portion
plai fas it A grhe gRgeted cyistat %ﬁ@it&%l%todbﬁﬁn‘@w%md

. S algorithmin.th case of nerating. .

dcc@ﬁﬁﬁ%?%%ﬂh?ﬁ%ﬁ by BieRPepin Appion 512 pg fctudehe fimay dhea in the
plaih%tggmgti ng portion 276X generates the key based on

the solutions received fromthe solution generating

pofhi encrfdng atdeddsBpting Euﬁﬁ’ﬂ M QEcPRS HRY PThiddek it dAR or
encryption. The second key generating portion 276Y
encyyptedreat data fiom the prdyasedsing podiion 272, encrypts the plain text cut data if
received and decrypts the encrypted cut data if received. The encrypting and decrypting
portion 273 has the standard number of bits as the processing unit for performing the
processing of the encryption and decryption fixed at 8 bits according to this embodiment.
The solution generating portion 274 sequentially generates the solutions. According

to this embodiment, the solutions are generated each time the preprocessing portion 272

receives the subject data. The solutions are pseudo-random numbers.
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solutions received fromthe solution generating
portion 274. The key is used when performng the
decryption. The first key generating portion 276X and
the second key generating portion 276Y generate the
same key in the case of genergting the key by using
the_ same solutions. 20 According to this enbodi nent,

t hell qoapecting giortiong s edunstipnss connseting g plaid texieut data

f i K o ti ti 276 te th _ ,
senebd oy Foera B BUES SRaer bl s s dir o megn ecryping partion 273
in EfEndl B KPRnbdt Y B PLE O i Biociith. . he iR ting partion,?77 also
hasgemacidn sTeoRfdiing thelctR Yy &l Ak g‘éﬂ&a@h%@nﬁ:{ﬂ_ Vﬁﬁ%e :ﬂ';[eﬁ)géin text cut

each time the preprocessing portion 272°rec
datgiicthy phagpiited and dSrypiag Poitns278fto ket b a REAT ISR Bypted data.
appar at uses of the second enbodi nent will be
desHre fiystrl garithe gegeratiag posionFZ76 Xt genedates shibilgartithdetizaed an the
1read SlSQ&%i The subject data is read fromthe HDD 23
solupans refefygd £9m Hesobiigs geneating nrton g1 cThegalgerithm is used when

] t henencrypti.on. apparatys 82 . 27 om
perf BRS¢ 558ybSnt n e GECsel BB nftaltis BinioR 275K @oherates the
alg St PSAse dg the!sBIbADRY - 635k
oS ked il SRATRLAE hobine LGB SOLOREIIR 7 e
algéiith ik Bselibhddypefopmtiehe GedPeshi U Vf‘h%rﬁrﬁ’tfal%dﬁtﬁmt #nbting portion
rendered as the plain text cut data in the
275% wopt the exond glgorithn genedtth g [HBIEALY 75 YT Béncpite Biconarl@dithm in the
portion 272 5 includes the dummy data in the plain
cas¢ akgengrating shegl gerithevfey weng thtisemeselhtonsof gener ati ng
m t he subject data is the

the,plain text cut data frg _
saﬁ‘é“%gfgsf K ECRGRURS PHEAR PAOX gensyptepherkisy bapadsan the solutions
reed PRI oort A8 b Rptudl 27k, cTPR ke g5Pd FERS BeioHhing e
oy L .
o Ror tuntty o gerer et ERe R TEE e AR hfey baed on e

opportunity to
soliivinbl tdceived ffayn the sgRifieh abmia@acidriiéd®74.h emeuéatng hsedafifen
. Inth

is cut in the preprocessing portion 272 i s case,
perfoppingdhederymionof Thidirstikiey @eteratiigopdrtion DPEX and the second key
preprocessing portion 272 is synchronized with the
gengfaHag BeLHen ZBthg%ergtﬂ the pameskeninttheecase bl genemating the key by using the

engr.ating portion 274. The nethod of generating the
Smgogf’ﬁ‘ltﬁog%s of this enbodinent is the sanme as the method

L B o SR AR G
first RelyPen&atREhoTRh 206X ' RhIRR thiR 6Ny Rid 195 each time the preprocessing

portion 272 receives the subject data. And the second algorithm generating portion 275Y

and the second key generating portion 276Y generate the algorithm and key each time the
preprocessing portion 272 receives the encrypted data.

Operations of the data processing apparatuses of tﬁe second embodiment will be
described by using FIG. 15.

First, the subject data is read (S1501). 'The subject data is read from the HDD 23

according to this embodiment. The subject data is transmitted to the encryption apparatus
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The generated solutions are transmtted to the first
al gorithm generating portion 275X, second al gorithm
generating portion 275Y, first key generating portion
276X and second key generating portion 276Y. 20 The
first algorithmgenerating pogdion 275X and first key
eneratin ortion 276X having received this generate
27 tgifﬁel the 5%?13 tZE Fiathg tREY9r e Tpbe moyepiecisgithe mbi¢nt datefis transmitted to
enerati.n t he orithm and key of_this enbodi nent
the PERFE g potrdt e Vlrk HregBemrMate By the. al gor | ¢ hm
ge ' [ eneratin rtio 76 .
aheri bR Bk AR oY (o8l BiegITRTLTL B8 P ird’s e plaim
text &t FhtaQR *ﬂ%jﬁbrﬁﬁﬂ% B3GR ori
‘The first algori ?%m ggﬁ%(?g%ﬁr?glg%%i gﬁ@g}?@g{%@%?@@ 212
incloglys the danaity dga potheipliin 246 ¥ut datagBiplirdghe gener at ed
al gorithmand key to the encrypting and decrypting
porthegnethg@ of gearteeatimgdhe plaintgx aoud date droppthiersgbjpotrdatoi the same as
3 encrypts the plain text cut data received fromthe

2
tha eéﬁ?‘i?@é§§1ﬁ82 pbheiltt expopdifaed on the al gorithm

S R e i R
porfl&h ?’? Al Q)lﬁ’t‘?&f}%e?l@ra%ﬁg éoﬁ?bn 2(72?](38% %t]}éet c;li)g):pﬁgﬁ]&g “Genetate the

pertor med as t Ssane~process as

_.Solld:ﬁﬁlﬁ.r | PR&sd1BtidMenay b SdneRARPSIHRMe thd Bifhi&R ah4Rt &6 18 Hie

data thus generated is transmtted to the connecting

prepocessing fR7fore?R. domhiecisedtha gesiationirthe ubjdte dna el efeed
as the encrypted data (S1504). 5 The encrypted data
prepenessImERgriaen 2ok synchronizaoh with thergenéretitiDEl (B8 selntibiisein the solution
dat.a rocessi ng apparatus via the bus 29. Such an
ge“@W@P?BBF%‘?%ﬂocess i s performed a number of tines in

hi dj nent . _.The data. ' at

PR OF BreroB B OE B S RRBA W o e methos
peEAEY 086 i Al 291 XA bl b Brpcsspgsoprss 1.
of thefifsy Binbodinieht férfdrhRd thyet@ytdg. t he encrypted data

recorded on the HDD 23 rea by the encryption

appaegenera@d spBtiond jre tahsimhedps terfasedgirithmiRhéiatig pdion 275X,
in the encryption apparatus 27 receives the encrypted
secenst Zlg9rithm generatpp pegion; 29 Sh Eirst ke gérecatingpottiwr2 76Xand second key

senEEPE BPRRRGI0Y by & pr edet o mi ned nunber of bi s Lo
9enge Eﬁr& aﬁ&%tﬁl@lcée}/lgrtaﬁgg f:)clyjrt’t'u)lcli §I7§‘X 31(1(‘? %1?99 %)ey generating portion 276X

having received this generate the algorithm and key respectively. The method of generating
the algorithm and key of this embodiment is the same as the method performed by the
algorithm generating portion 275 and key generating portion 276 when the first data
processing apparatus 11 of the first embodiment generated the algorithm and key.

The first algorithm generating portion 275X and first key generating portion 276X
transmit the generated algorithm and key to the encrypting and decrypting portion 273.

The encrypting and decrypting portion 273 encrypts the plain text cut data received
from the preprocessing portion 272 based on the algorithm received from the first algorithm
generating portion 275X and the key received from the first key generating portion 276X
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In the case of generating the encrypted cut data by
cutting the encrypted data, the preprocessing portion
272 perforns a process reverse to the process
performed as the above- nentioned encryption process.
To be nore specific, the encrygpted data is cut by 8
bits from 20 the head to be divided into nmultiple
(S190dk e sThis PrOseSSanPEQsMEd 26 the samerocess as ihaoefeild 03 descibed in the

ﬂhiang &roc ss as that of S 1203 of the first
CATIEM. Next, the encrypted cut data is

tr ] t ' nd decr i n ortion..

273 sk ted G B BB O BB 1P i PP Btion 277 ana
corin@ted G4 bnditker thPe toiRted hfe 9&91{%{9& H44 é%PSOQ?.r formed as

a process reverse to the above-Trention encryption

25 Theomesyptabdfto pemtatty ad dove odeydribd on SRATOBCIYiRthd dhta

portion 273. For that reason, the encrypting and
progessingappargtusona thebu@28. requires the al gorithm and key

used on perfornmng the encryption. Here, the second
al AR ENGOREPR PIOSESSH® Perfesied Agwmnghen of ties int this embodiment.

e A LR
S0t U g AR R o o

16.encrypted data was encrypted fromthe subject data,
the algorithmand key generated by the second
al didrel deoryppgion éy stiditatiohyolgvin gofle & Yptaa dataRec@&stthK 80D 23 read
enerating portion 276Y are generated based on the
by thelenenyptien spnesatwhh(860typt i ng the encrypted data
abqut. to be decrypted. It neans that the al gorithm
gerlt RSRIEPTRGESFING DOEHASTT 250 et DHAN gBPREatEs gﬁ geosbies therencrypted
n ke enerated b e _second ke )
da‘ééﬁé‘ﬁ? ?‘%‘9 I pEpisTey ey fi RERRIOF 5B RPRIRNATA cuts the
q r Wale : out
e i B By Rl il R B B R Baee P Hloriea cut data
(S160®. sol ution generating portion 274, the second
al gorithm generating portion 275Y and the second key
gede thxt dasg op gerterating ASehorpyted df) dgarter ditting the eadrgpiel R the
and key in any timng before the encrypting and
PrepreeesyweiPREiqins 12 renfopms a peepgby reverstito the gocessperfanded eythe above-
e sake of perform ng the decryption. The

f h
mensfined PR HIHIPSES Y £ OF RIDTS SossHie, Hieaeripia dgeris cat by bits from
' . d t ke ted by t d k }
the BELd b GRVIaka B0 el Biboc R e it ey o B proceks is the
smﬁrﬁaaeegamamn@%mtfgg@;emdﬁ&l 273. The encrypting

and decrypting portion uses e algorithmand 15
- keWdxe, tie et Aitb@btiateis iARimitBe tLihe reiri&ty?ﬂn§ Ha &’&E@nﬁg gi;ortion
render it as the plain text cut data. hi'S process i
273pwhémrihisdeaypteddand zemleppdos dissplat tthwcupdae €SE03escri bed
in S 1204 of the first _
The decryption is performed as a process reverse to the above-mentioned encryption

process performed by the encrypting and decrypting portion 273.  For that reason, the

~encrypting and decrypting portion 273 requires the algorithm and key used on performing the

encryption. Here, the second algorithm generating portion 275Y generates the algorithm
and the second key generating portion 276Y generates the key by using the solutions

generated in advance.  As the order in which the encrypted data is decrypted matches with
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enbodi nent. Next, the encrypting and decrypting
portion 273 renoves the dummy data fromthe plain
text cut data as required (S1604). This process is
performed as the same process as the 20 process in S
1205 of the first enbodi ment.g4The plain text cut data
thus generated is transmtted to the connecting

the ggder ithhich the engrgpteddata stas pocTppted ifom the Bubjeefriat thetabgorithm and

el s ctend lap im setyeHEIAB L ST LB Wacerond Koy

] i n ortion 277 to the 25

Bkl Bt 0 L b O RS MR E RS Sl BB the
enciypted datd Rouk fIPFRk ‘

lE)};ri)oces,s,i ng agf)gerzgetcayspi%?etlﬁe sectgﬁgﬁg %%éfhﬁwég?&?r&a% l-t’?éthe second
algatithor geedradifig pbRioh@ISY Bd thelke, ghnbmtdd ICBE SéddEd key generating

apparatus of this deforned exanple has a configuration
porten LHeY enatabywith the algypihmtand k2y usdd win enceliptih g fendncfypesh data

the data processi ng apparatus of the second
abouhigduideerPtedoy herwi se, it is the same as the

It
aboyve- nenti gned,dat a processi apparatus qof the
oA Dafiyg dhe ations seherated By ik sclifion gsnpialing porrop 74, the
d | fi.gured shown i.n Fl

secdy AR R KA Boiioh 275 2 ittt SRS e kb pifiop 226 may

&t (1o higdfithik RAd B i 1S 2 i i
genappar at lﬁgg of the s%%oaﬁg tfg&n%%gi@fr?gﬁ?@ﬁg%ﬁg?%%ﬁl&gﬂgmg portion
273geduiteis ke ggorithat andckeydoi the Rake2otpetforhin@ithd dedpgstiohWo

sol ution generating portions of a first solution

gerde algonighp generated by 4b¢ seaont] &l gedthomgenerting iportion 275Y and the key

engrati ng portion 274Y. 10 Both the first solution
gen%@w by the, gecsaii £PYgenzrating pertioneisivgars srapsmitisd de Hereactypting and

decibl BaiioRter ot PR BoR MAASFAIBnE R OB agAUse the algorthm and

' VA t i.nf | t.h
ey R BRIl Pt RSB Pl B0 of BB Byt dat
Thid groeéskspdritniet Bk ffetsafdtocebdIfs the bidceSUMEAIRM in S1204 of the first
generating portion 274X takes the opportunity 15 to
embypdimendt e t he sol utions. The first solution generating
portion 274X may al so generate the solutions each tine
t h&Next pheencryiding and deerypting pdrtiopR ébremyess theglupony data from the
.272. The sol utions enerated by the first solution
plaify (58 put ot assAviresh 3608 abisirasrshismesarmes e4ie same process as the

_ proc%lssgﬁré 1t2|6§10f the first embodiment.

The plain text cut data thus generated is transmitted to the connecting portion 277.
The connecting portion 277 connects the received plain text cut data as one and generates the
subject data (S1605).

The generated subject data is transmitted from the connecting portion 277 to the
interface portion 271, and is then recorded on the HDD 23 via the bus 29.
<<Deformed Example>>

The data processing apparatus of the second embodiment may be deformed as

follows.
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generating portion 275X and first key generating

portion 276X. As in the case of the second

enbodi ment, the first algorithm generating portion

275X and first key generating 20 portion 276X having

recei ved the solutions genergfg the algorithmand key
respectively, and transmt themto the encrypting and

dec Jinprogessimgappaals of s deformped exampdnbasdeonfipuatign of the

e B e RS o o S e s
jth i ti 27¢5X and .fi Kk X
R A T

the sbcmdtebolith&lif ace portion 271 that the interface
portion 25 271 received the encrypted data, the

S eCTHeCbn®HIptibh APpBLNSPALT e defiriricARx AR 1988 AteA%s shGwn in FIG.
sol uti ons. However, the second sol ution generating

17. pcoFhtis ercrptivr appyrais 3 igdifferatt éronhthe cholyptibONBHaLAGY7 of the data
time the encr¥pted data is cut in the preprocessing
ProgRsFINE GRPErZRAS of e seeningianahedimend havimgenlbgnetsobitive gemetating portion
ol uti.on generat.in ortion 274Y are transmtted to
21 lﬂéﬁ%té@&ﬁ OéPﬁ%Pﬁl gﬂ%fﬁ&&é}oa@?wf FdHE, sointionponegating portion 274X
. gener at.i [t 276Y. As in the case 86
andgafe&?ﬁgd %g%%%ﬁgﬁ%%gﬁ%%@nb?gg second al gorithm
O TBYIR tHe/ ¥ s Pt efdratin AO9RY K8%ecod 6 uitbi g%lecrating portion

portion 276Y having recelved the solutions gener

2740hgenatgo thetsbhitiandas@ith tHeQBRASHI QéBEtttin@Pshtibh NS 6 the kBRI
to the encrypting and decrypting portion 273. The

embodémenst i ng and decrypting portion 273 perforns the

decryption process by using the 5 algorithmand key
r e U1 TreEiVinEdhe ipamation mnatgtganﬁerfnm pratien 371 that the intexface portion

275Y k i i 276Y. Th
271345l v e SERE Gate it AR OB GEETaRs Btion Y%k Eiket egpportunity
_ _ _ :
to gB¥rhtedfe SiorR °ThOfed 8frior Bt Bl oRior A% may also generate the
solwtibAXeadh dhetHRQubfebQRe is SRNR AL E{ipf({?:teﬁli}gg ]?(ﬁﬁ@ﬂ o4 eg[élﬁ-:rs%lutions

nmut ual |y conpared. On this pol e same

geneaeedibyr the fitsd selntio perRpdtinglpRE@in 2 1436 a% AaubhiRd to the first algorithm
generating portion 274 in the encryption apparatus 27
gengrgfing portion @7 Kanfl ifirss tkeyl gemer pirgrmstiom 87 60 p aA s inuthe tdseasfdhe

the sol uti on _generating portion 274A in the
s AT B S ABOT I ZBRAP D PRTBOR RS dod st e gencrating
porfi e hfod RAR &L HR P uon” Sttt e plerishigna keptespectively, and
r jf.l Cthe second .
van Bt SRR il 10 B S50 ot D56 o ecyping
portis 213 SHoBRe BietdncRPtidR pRRESY 1B uskdF e Qj%ohtﬁﬁn died ﬂfe{%gnreceived

exanpl e have the same sol utidn generating al gorl

froma e fadssaigorithwegenbmating portion 275K anderirkl Rey gbh&aiid portion 276X.
processing apparatus of this defornmed exanpl e perforns _
t hEnsepeivipe daeingermation from the interface portion 271 that the interface portion

- 271 received the encrypted data, the second solution generating portion 274Y generates the

solutions. However, the second solution generating portion 274Y may also generate the
solutions each time the encrypted data is cut in the preprocessing portion 272. The solutions
generated by the second solution generating portion 274 are transmitted to the second

algorithm generating portion 275Y and second key generating portion 276Y. As in the case
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as the data processing apparatus of the second
enbodi nent except the processes of generating the
'sol utions and generating the algorithm 20 The
encryption apparatuses of the second enbodi nent and
t he defornmed exanple thereofgdqray be replaced by the
encryption apparatus 27B of the first enbodi nent. 87
of the apdomd pmbgdimans the speend plegrithm generafingiportiand 45y mnsisesond key

s PRSI A S By ot e oo
! ; M nea ey
resf ERIE, ld AR S e BBy afe fEREmedPrGRLA Dy 1 TG
enckiRINGAA YRES Hrifkeb b ads E&RM e mﬁ&gﬁﬁun o&%éﬂbg mlp% the
e e en e

using the algorithm and key us ryptin

algexihinyfridecbydateivdddrdit ikedecond @ASotitheh Sehra@il p8oA 275Y and second
conprising: cutting nmeans for cutting the subject data
keyrgengraging pertion@76¥d number of bits into nultiple
pieces of plain text cut data and also cutting the
nchipsebiions genaredbythersepons splusiongenaratieg pestion 24 ¥ dre the same

‘ e
sotffop 75 R® et B e Hifcom o sy und paioh gt g seluions

Ot.4 in h ain.text cut .
sen R RS AP S Rt P AR i e Same as thefis
emBydRASAIFRErSiAdhd idNit ' i i

data and decry Sjﬁl % %e%gfagﬂg ?’%@ﬁ lﬁl ae;ﬁ g%ﬁt% g?%ag&hs 27 built
intokthy fiastdatl gotdstihgupimesunvi e an® BersPRItivA Gend?&inkBportion 274A in the

encrypted cut data to render it as the plain text cut
encripiign appardius g7 Ahgiltunite thegecmainiats processing mppargmess 2hgenerate the

r eci)r,di n% medi.um t he encrypted data having the
samgfeffione i the,solatigns senerategiie thespmerpadesiacs pptvaly campared.  To be

ecrypti means ,connected, as one readi_ng the .
molgSRF e PR SUBEMEPeGHiner R, W e o Mo generating
. ' [ i ns. faor .
porkiif 27 £ BF e tortFR ctithpl€ B A MulI5R Bl g gopifym and also
have thedinieiqitiahairgct data; and specific i nformation
recordi ng means for recording specific information for
| ddikeidata procdskiag apgeatus bmhisddoniteexempleiirfions tHSsame processes

subj ect data on a predeterm ned recording nedium by

as thesdafe peacesning appwiatus of itlee ssoond/ embollihentexceptdhepiecessas of
ans cuts the subject data so that at

25 the cuftjn >
genpratjug ﬁ? S}?i‘@@ég#‘?gqﬁ’émﬂ“ait@ tlgathalyt data  has the
' i ff f h h [ f th
Bluarﬁlﬁ refug{y%)g'%rh %pp%'léf{nés?ag §ﬁ hw S%gorpldt emebo%tlmgr{t agcli %feecfefgrmetd e?;ample
thereof may be replaced by the encryption apparatus 27B of the first embodiment.
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when decrypting the encrypted cut data, the encrypting
and decrypting neans reads the specific information
associated with the encrypted data fromthe specific

i nformati on 88 recording neans, and perforns the
decryption with the key and tge algorithmidentified

" based on the specific information. 2. A data

processi ng appar at us i ncl udilayM®ans for encrypting
subject data in plain text 5 by using a predetermn ned
al gorithmand a predetermned key to render it as

enc : rding medi ym for recordi he .
L CncBl:God Rl e afhark BECHaR, MR AOR Sty e vt Bplan texe
by 8h@ a PRt MR lRoriiih Ghd  Pe TR HTH ' i
yaI g%?irpt hm and kfg)lﬁused%mggﬁ)g%ncr ypti %)géy @%gg%}nlg?sy%}cgg’ted data, a
recodirgg medinenide recoidigsthe RAcpRIIMRLa, Sl MearsFOPAPY g the encrypted
cutting neans for cutting the subject data by a
datp readdram therrechrdingiyesdivah byiusingi the algafithmdrid kelyerspd ehes encrypting
of plain text cut data and also cutting the encrypted
the gnerypieddgtaprendsr i ap thecwbjectdate somppisiag: cut dat a by
the_sane nunmher of bits b ich the encrypted data is.
cutc“iﬁ%@eaéﬁrrg?wﬁ‘éfb% thg ﬁegléﬁtﬁ]af?gbyame@‘émla@ Roheridits into
' . inqtext { ta wi.t he . .
maltfple SR LR P01yl o585 ity 7 b pdantp g pces
of énrypRditest dhth HShd BRnEREHNRLE i i
decrypting tﬁg encrypted cut ggy%w&??ﬂh?é@xﬁ@§d3ﬁ31scutwhm1
enceypged;i t hm used when encrypting the encrypted cut data
to render it as the plain text cut data; reading and
wr i SOETygting and déasyptingooeais fior emaryiphieg teeqdaiditexy coedtitamith the key
tHe enQé%gted data having the encrypted cut data
anddhe pLZgREMN shangme 1B pegdppsrmined dineing éxiopgderiihes the snerypted cut data and

nected a ne .and .r.eadi.ng the encrypted data .
decfygjg%llgg%ede St?fgc'ﬁé%%r%‘iﬂh erlfggiaﬁ&?]ﬁf’ﬂ MEes@rgting the
roe: YelNVTer BataTelp=To A1 necting the
e crypt egiap?a%gfféggglg[ﬁagg?%%{“o&a?%nder it as the
subp&liig M@ wiitiA the@Fot fdcbrdind O MRUEQRINE GG b BREDt
for recgor di ngugg]peci fic i nfrorlﬁrr%ti on rf or ggg}tg"l{r?% ng od data
havirgethk eycrypted cuhinta areypiad byitheteheryptibg aut dedafplin@inéins connected
predeterm ned recording 25 nedium by associating it
as ofje aRd repdingrfbe gpnrpefed data recondedsinathe revordilgemeditim frgm the recording
(ﬂeans cuts the subject data so that at | east a piece
MePP ™ he plain text cut data has the nunber of bits

BTG e AR o i S Em it R B el o he

subfRBFAMPIIAY and decrypting means reads

specific information recording means for recording specific information for
identifying the algorithm used when encrypting the subject data on a predetermined recording
medium by associating it with the encrypted data, and wherein:

the cutting means cuts the subject data so that at least a piece of the plain text cut data
has the number of bits different from the other pieces of the plain text cut data; and

when decrypting the encrypted cut data, the encrypting and decrypting means reads

the specific information associated with the encrypted data from the specific information
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the specific information associated wth the encrypted
data fromthe specific information 89 recording
nmeans, and perforns the decryption with the al gorithm
and the key identified based on the specific
information. 3. A data procesg ng apparatus including
means for encrypting subject data in plain text 5 by
recofginggueans, wddcEermn e dergwtipe Miththelkey mddtie algorithme iflentified based
ey to.render it as encrypted data, a recording
OnﬁﬁﬁPﬂﬂﬁq?#Bq%%%Wding the encrypted data, and means for
decrypting the encrypted data read fromthe recording
medi um by using the algorithm and key used when
2. enA WithipRebesdik}Earafd t i i i
subj ect Pd at Zsl’iﬂ?;% npr %ﬁgﬂdg%tltﬁ?%g fé%‘:eglgé&’%%% S@ﬁ ‘ta'étt :aﬁtél in plain text
by tdiep s plejlereimidad algbyittan ph®a picab®ihimed Ry RAfendr iPstehcrypted data, a
into 10 multiple pieces of plain text cut data and
recerding roedivindor teberdergthy pragiptdd dataj atdaneans forpdeerypiting efse encrypted
of encrypted cut data by the same nunber of bits by

datgead frophie sFrOFdipe Stedaam By veing the alb@ithmemdgpmeel when encrypting
the SRR 48 2 nafE Y e et gO BB v al o |  him
h ' ' ] i1 t der it the., .
8l S e 08 0 e
muliple fléded ofplath deREcut AYtaaRd aﬁb%ﬁﬁingrﬂtﬁo KT JM‘&&& into n:tl%téple pieces

encrypting the encrypted cut dat er 1t as

of eptgptedicardats by tohadane riudtheBAbits Bewhidh Mhddhckfifed data is cut when

- encryption or the decryption per standard nunber of

encyjiptesl; as a standard; readi ng and witing neans for
recordi ng on the recordinggnediun1the encrypted data

haPPFYPHRpand teciypting rsans fyteacyptng headaip yext gut data with the
engrypting and decrypti nmeans .connected .20 as one
e Bl S a” ERE F betiofRas G0 Gaandsh iaabe onciypted cut dta

r j ' f r ' ' .
wd GEQHNE B Aol BRI g e prmin
encyPrdd cubBiatd @l enlEr i ROM8IpldiA tA® citiRita; SUDj ect data; and

specific information récordi ng nmeans for recording

s p ecadirigandnfritingamears fHorecdfdlinglsihe Fatofding Ae:daing tel dnb¥ipted data

used when encrypting the subject data on a
havingdaeenorypteentdetaangdl ypged brethe eneryptigsaulodentyphigg inteans cénnected
t he Encr%gt ed data,  and wherein: the cutti ng_ nmeans )
as opg pad fepding, thy enceyried datg yecopded on fherecerding medigpyiremthe recording
deﬂﬁﬁp t he standard nunber of bits; and 90

connecting means for connecting the decrypted plain text cut data to render it as the
subject data; and

specific information recording means for recording specific information for
identifying the key used when encrypting the subject data on a predetermined recording
medium by associating it with the encrypted data, and wherein:

the cutting means cuts the subject data so that at least a piece of the plain text cut data
has the number of bits different from the other pieces of the plain text cut data; and

when decrypting the encrypted cut data, the encrypting and decrypting means reads

the specific information associated with the encrypted data from the specific information
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havi ng m xi ng neans provided for the sake of matching
the nunber of bits of the plain text cut data with the
standard nunber of bits by including dunmy data
irrelevant to the subject data in the plain text cut
data; and when decrypting thegencrypted cut data, the

encrypting and decrypting nmeans reads 5 the specific
recpiiing; Heans oindRestoems thelegrypion thethe plgprithan s the key identified based

he spgcific information recording neans, and
°“E’§rs¥’%ﬁ")ﬁ%“if?fé“ﬂ§’é’8rypti on with the key and the al gorithm

identified based on the specific information. 4. A

dat a processi ng apparatus including neans for | _
3. encA VRkhipeeSdiRE § iy A ' i

predete ﬂn'& ned %I %%af#ﬁ%"%ﬁﬁ@a’ﬁ%@’é g@igélrcr r#P %‘ég ¥'ﬁ'§§/&t{agtaqn plain text
by usingla preidetennined algopitian at@h predetermBe@ ke AOrelB&H it4B dnefypted data, a

recording the encrypted data, and neans for decrypting
recerdmganediypiietirecduling the aucrypehdatacandeneadifogdavegitimmtiyencrypted
usi the al gorjthm and_key used when encryptin t he
datgpea ?r@peﬁleaaqoadmg meghiyga by jusing she Mgorithiy @@ltkearaw,? when encrypting

| si,ng: ' ,f [ h bj d
the ECFabIST 0 o Fidet %5 (i cPiesoast compritioEs mul tiple
' i . | ' h .
encramediedls B butild o hui e Readlpiihld GiphdlSepies o
muRiplefpiBdes ob BlasR Rt SRR andlaldd! dubirt MY B G ebd Bars BEH YRIEHe pieces

. 1
data is cut when encrypted; encrypting ‘and decrypti
of emeypeedfcot danby yipt sang: fiuiebedbabits bewhichUhe etk @piwd 8dta i ®it when
al gorithm and the key changing in predetermned timng
encgypledender it as the encrypted cut data 2o and

decrgﬁpt i.ng th(ge encrypted cut data with the key and
al GBFYPHRS aberchrtingdneany o snsrypHes Bediyip texd ctdatawith the key

andtptf(ger @g?&nﬁ% ‘I’I{aﬂgﬁléﬁlg %ffgllf’%i nmteg)éitniuﬁgttcﬁ%gﬁ&%ﬁ{ qtls{}..ﬁe %g}g’ted cut data and
eIt Bt 8 0 DB i A

enciypeedesie Ay k@fendal i as 1hR\JIAA tdx0 BuRed, WRIRehns PerfdRhRg the encryption
encrypted by the encrypting and decrypting neans

or thodeveyitiod peR Stamdard nembacfitéRdi agtahti@dencr ypt ed data
recorded on the recording mediumfromthe recording
medfading Bdrding mgansdantecoutingemntire cedondjing heedilex themnepted data

lajn text cut data to render it as the _subject data;
ha"gﬁah@im%%‘ﬁ FY 2ty Shcpmied Pothe coegpins g1 ddesRgting means connected

as hE AR Hali e IRE Al fied BRTIRIAADn R cOitd i¥alith £O5 hiScording

meddf@det erm ned recording

connecting means for connecting the decrypted plain text cut data to render it as the
subject data; and
specific information recording means for recording specific information for

identifying the algorithm used when encrypting the subject data on a predetermined recording

- medium by associating it with the encrypted data, and wherein:

the cutting means cuts the subject data by the number of bits shorter than the standard

number of bits; and
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medi um by associating it with the encrypted data, and
wherein: the cutting neans cuts the subject data by

t he nunber of bits shorter than the standard 5 nunber

of bits; and having m xi ng neans provi ded for the sake

of matching the nunber of bitgg of the plain text cut
data wth the standard nunber of bits by including
durBfyingaixing meqns\preiidedsior the sakeipf wetchingithe nymberef bits of the

l.ai.n t cut,data; and en..decrypting the encrypted
plafp Fegud g%%a FHD 5 é%‘iﬁr‘? Rimbsrot duts RS IRdingduamany; dagigrelevant to the
. Wfde i nf.o on associated with the
Subﬁé?%%@%gg)glg? lﬁgﬁrﬁ({aﬁg%}%&geci fic information
 eGptiedli deeryPRAS the HRFpREY ARHIE, HhD NP ot
algorithn1and§tﬁ% ké? ident?%?edg%gggﬁﬁf%ﬁﬂgﬁﬁhhﬂgBaﬁnsRmds
the speifiid information esbtiated with the @aédpRH AeRIPdM ThedPRaiFid intfdSrmation
i ncluding means for encrypting subject data in plain
recording medds mndpsifiogme therde deyptiomimithdhakegyoarid theralgorlthan identified based
géedeternined,key to render it as encrypted data, a
on {hg SREHfGBIGRNAIOM f or recording the encrypted data, and

nmeans for decrypting the encrypted data read fromthe
recordi ng nmedi um by using the algorithmand key used

4. Wh g ?g%egéégggl%gpta}gagunsp%ﬂ&wﬁgig%aﬂg‘%oﬁn%&@gﬂg § rbgi?ctt d%R in plain text

the s Firsin

by Weitid 4 R@détBENRED hREHARAR PYredeRRRHEL Eéﬂ%ﬂd&%iz{hg%ted data, a

bits into 20 nmultiple pieces of plaintext cu

recardihgahetinm doit tedgrdingathe endrytt® datd 2dnd thédn® fodectyphifg the encrypted
pi eces of encrypted cut data by the sanme nunber of

datgyepd fipin thiireterding medowmy by esing htecalgaritbmtandiken used when encrypting
encr géﬁd; sol ution generating nmeans for sequentially
the gaarupted (313 tQ ndes i as hampbirctsata, pempdeing: andom nurber s;

25 epcrypting and. decryptin ans for encryptin e .
or T R Ao S it ¥t B = oo Worbeg A into
. ) 44t i ' he.. .
SRR e BRAPAs 1L ELI ORI ERPURLS bl B i s
of efladyptedichilddth By KRYsagRGudiHEPbf il By R REL WREShcPFHidd #leh R%ut when
the encrypted cut data to render it as the plain text
enciypteddat a; 92 reading and witing neans for recording

on the recordi ng nediumthe encrypted data having the
enERYHPURE Yk degaipiing mnaypfos éndryptingthepdaiy pexic ngt datciwith the

e EhF Ko 08 MIGRIGEE PG G i e eyt cut dat
andtdggryf)gr?goﬁl%ieﬂgrypgﬁ%iuy dta with the key and algorithm used when encrypting the
encrypted cut data to render it as the plain text cut data, the means performing the encryption
or the decryption per standard number of bits as a standard;

' reading and writing means for recording on the recording medium the encrypted data
having the encrypted cut data encrypted by the encrypting and decrypting means connected
as one and reading the encrypted data recorded on the recording medium from the recording
medium;

connecting means for connecting the decrypted plain text cut data to render it as the

subject data; and
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5 connecting neans for connecting the decrypted plain
text cut data to render it as the subject data; and
specific information recordi ng nmeans for recording
specific information for identifying the algorithm
used when encrypting the subjeact data on a

predet.erm ned recording nediumby associating it wth

t heSPEYEF YPPERatipRrgcording mgaap &mrecording ispecifie information for

sl B2 o35 S

: < Dl ' ext. cut data; and
me%lgﬁ%%g?é;%tl léwgﬁgﬁiﬁﬁwﬁ%gﬁé’ﬁnﬁd‘g{eg%mt he encrypting

andhée@riiPhicass ERaMe siBRatd BEths RefibkE 6f lﬁf’sfsﬂ{)ﬂgr_tt?ﬁﬂhe standard
associated with the encrypted data fromthe specific

numbef of bitt;iand recordi ng neans, and perforns the
decryption with the key and the al gorithmidentified
bad@Hng mixig means ppesiddd for ihefsokeraf metching. the\nwkaber of bits of the

processing apparatus including nmeans for encrypting
Pl Byt EBF o2 pdth the ppuadand pusaber aiypitg by e leding duwnst danglevant to the
I zp@ redeterm ned key to render it as
S“‘”@"ﬁg‘?‘{yt% e ﬁg’?‘%%"g‘“ﬁr@@oﬁgﬁl ng nmedi um for recording the
enGFneRt Bk thaeggﬂ,gpeg H% the encrypted
20 data r ggd ?r gmt r (reb?})?%%’ntgg‘r%%%em yducgefﬁ'g&f‘%%eans reads
the 8pegifid inforimarien k@Wciiea dvinh e e_ﬁﬁ??ﬁé@'dhﬁgfrmﬁ R SRGHY MtSHnation
data to render it as the subjecCt data, conprising:
recardingimgmsead pefformethie ideayptitre with bheslgorihhpartdtha key identified based
redet erm ned nunber of bits into nmultiple pieces of
on the spasificipformationat a and al so cutting the encrypted

data into nultiple pieces of encrypted cut data by
the sane nunber of bits by which the encrypted data is

cut .encr ed: solution generati.n ans for
5. <ot SUE PracP DAL ot mefs RERRERPLPE ST o 3 plain text
b (LR | _ . : o f
4 esncr ypti ng th‘zd %lgglﬁ%%?&e%(({w%%ta agaé ag%mﬁ%*&%ﬁggégﬁs agsgg‘lgrtyﬁtr%d data, a
re(:(ﬁdl'ﬂgtdmﬁthﬁfom&ﬁ'ﬂa;gﬁﬂe oasAie®Bath NRASR 44k T e chwtih
it as the encrypted cut dggg 9% and decrypt icnygtt%g{é%crypmd
datagead frpmettie cesording mediunhby heink e adgditigmdikied iseds@lkn encrypting
when encrypting the encrypted cut data to render it
the encrymed data frendeayit agthe gubject dataacomprisingt wri ti ng means
“for Lecor di n&lron f he re%or di %g medi um t he encrypted . |
daFRHNE MAIAY Trrattng dhe spbicet dIE by aipsedetermipadammRer pfbits into

R N WS -

of eh&@§pied cHOIAEHY Y shiBRubdber 6OGRHY Wlich the encrypted data is cut when

encrypted;

solution generating means for sequentially generating solutions which are pseundo-
random numbers;

encrypting and decrypting means for encrypting the plain text cut data with the key
and the algorithm generated based on the solutions to render it as the encrypted cut data and
decrypting the encrypted cut data with the key and algorithm used when encrypting the

encrypted cut data to render it as the plain text cut data;
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medi umy connecting nmeans for connecting the decrypted

plain text cut data to render it as the subject data,;

and specific information recordi ng neans for recording

specific information for 10 identifying the key used

when encrypting the subject dagta on a predeterm ned

recording nediumby associating it wth the encrypted

dattgadipg andyysitiag means for geording onghareconding médiumuhg extypted data
so that at |east a @iece of the plain text cut

d

havigs Ghe Sy Pler o uh ot Encrapied by GheAMorEFBRDS AesryRiRE DA conmected
' . i text ! ta; d,.wh d t] .

L T SN

med®A3S reads 15 the specific information associated
with the encrypted data fromthe specific information
I ecndédigg RS foradendt@ing @id TeckiftedBIamiBt AP tdrehfl&: it as the
algorithmand the key identified based on the
subgasedathj andi nf ormat i on. 7. The data processing appar at us
according to claiml1, 2, 5 or 6, conprising mxing 20 .
e SRecifig infpraatinn reeprdingymeanafor reeqrding\sperific miermation for
lain text cut data

. k At m i ?
e lgribe S5 it ufed e Bppiie MsrivbiectdatnPh § prefiegiined recording

| - At ¢ h f, .bit. f
o0, S S RSB B,
bi tfe @ljtﬁ.ﬁ% gleghéeéAiﬁ% e shbiBed dAEORSthat 4 WHRES %igée & égllajr{ngtext cut data

t her eof . ata processing apparatus 1nclu

hasieemambearof dits Aiffirért Grosnithie@EHer bNthB lpBlitek Lt dafdy and
using a predeterm ned al gorithm and a predeterm ned
keywhen deerypting ithe asryptealropp tiatd, thaeacrypting agiatedivpting means reads
medi um for recording the encrypted data, and neans for

the geecifiemforgnatinn asseetalgdiveith the gnerypted dlata foom theespeeifio information
di um by usi ng.the_al gorithm and k used when . L
recolF e A BREOUHE iy sEGyplict 3 by Eé the algeriibge idontified based
| eCt nprising: 94 cutting neans for
On%g?#i&%ct e sal?%ﬁﬁéct data by a predeterm ned nunber of
bits into nultiple pieces of plain text cut data and
al so cutting the encrypted data into multiple pieces
6. of Aedatyppicessing!hppaedtas iyluting rocHe forbRbBptng skljéd A in plain text
whi ch the encrypted data is cut when encrypted; 5
by usinga prsdetganioed algotjthre amba predetsoyined kentd igndprieasancrygted data, a
sa] uti%oigs \¥hi ch are tgseudo- random nunbers; encrypting
recoring FaeiymdPT s cordipsthe eRcrpied (late; ang means Sprdesrypéing thagncrypted
dat

dats'fead fr\g'n{ %etrgc%rtlfﬁg medium by using the algorithm and key used when encrypting
the encrypted data to render it as the subject data, comprising:

cutting means for cutting the subject data by a predetermined number of bits into
multiple pieces of plain text cut data and also cutting the encrypted data into multiple pieces
of encrypted cut data by the same number of bits by which the encrypted data is cut when
encrypted;

solution generating means for sequentially generating solutions which are pseudo-
random numbers;

encrypting and decrypting means for encrypting the plain text cut data with the

algorithm and the key generated based on the solutions to render it as the encrypted cut data



10

15

20

25

and the al gorithm generated based on the solutions to

render it as the encrypted cut data and decrypting

the encrypted cut data with the key and al gorithm used

when encrypting the 10 encrypted cut data to render it

as the plain text cut data, tdwe means performng the

encryption or the decryption per standard nunber of
andifjeceypiing shesengrviiedicut datagvitlytherkey wnd aligntjthmeased when encrypting the

ench b R R 8 1o 4 et e cd byt he N
" oabiihe BRLORMnS SipElon taRRER B BRIOSHORR il gFypied da

b L G000y 45 AL S B e

as onende keddingithe i@ yped dh@GbcddadPon MBFecdBEiA} ile@ium from the recording
i nformati on recordi ng neans for recordi ng specific

medinfor mat i on for identifying the algorithm used when
encrypting the subject data on a predeterm ned
r e COPRRGHYE mocpnpEdicopRasiing sheolscesptedgplain tewticht dteto render it as the
benﬁ%%g_te data, and m xi ng nmeans for matching the
SUDKGhYED bits of the plain text cut data with the

st TP Fts by jRpcl udi dumyy data .
" RRAHE RO ontooih rpotn, R -l S, ARirBupion o
iderfti PR IR | ' i
e By e B0 e Y R YR chATpli iR PB4 el BB ibraing
medibrrhyrdsesciatingit tvith denehoied des aatiiReihhe encrypt ed
cut data, the encrypting and decrypting neans reads
t hdhsputing meansnduty tha sulgactalatomi thated least dpitdesofahe phjt €k cut data
data fromthe specific information recording neans,

has thyngaber of hits diteerens Soppthe etheripisses ofcth plaimisut euidata; and
algarithmidentified based. on.the specific .
PR R RS ghe OITRIEY £ B SR HRfE A s Typting means reads
o N [ i€et. d in_.plai .
e LA AR AR 5k OB B N B R P BB
recXiRGeh&IEA] MMADekB¥nd Me'dREYBHion %vitﬁ%h@ﬂ%&ﬂtﬂh?&ﬁ& e ﬂentéfied based
recordi ng medium for recdrding the encrypte ata{ an
on the apexifiomfddeacitippt i ng the encrypted 5 data read from
t he recordi ng nmedi um by using the algorithmand key
used when encrypting the encrypted data to render it

as .t he subject, data, conprising: c.uttizr;% means for o
7+ cuttiPdigianrecesting apparys acpydme By gt brrred, FmpEnpmixing

meafl 55 b Gt o Pyt i e sy <Bfvin ffces Bt B ol text cur

data except a piece of the largest number of bits thereof and thereby matching the number of

bits of e\}ery piece of the plain text cut data with the number of bits of the piece of the largest

number of bits thereof.

8. A data processing apparatus including means for encrypting subject data in plain text
by using a predetermined algorithm and a predetermined key to render it as encrypted data, a
recording medium for recording the encrypted data, and means for decrypting the encrypted
data read from the recording medium by using the algorithm and key used when encrypting

the encrypted data to render it as the subject data, comprising:
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of encrypted cut data by the same nunber of bits by

whi ch the encrypted data is cut when 10 encrypted;

sol uti on generating nmeans for sequentially generating

sol utions which are pseudo- random nunbers; encrypting
and decrypting nmeans for encrggpting the plain text cut
data with the algorithm and the key generated based

on WHiIngBeansiferiting the sukiectdataky a predeiaumiped wenbertof bits into

o 5 BT ! T i e
o GRS L Bl Rl WS REp S whe

encéféd/pt i on per standard number of bits as a standard;
reading and witing neans for recording on the
r e csotution gengrdiingmint ity 6N Sdqyib Rl yahéaratihay6 bk Rfhich are pseudo-
encrypted cut data encrypted by the encrypting and
randremypibersg neans connected 20 as one and reading the
encrypted data recorded on the recordi ng nmedi umfrom

t he&EIFYPHRE Rt decrating Hieans horcanctyping themain dext cohdase withdhe key

t ec ted plain text cut data to.render it as the
and i SR b Eerde a0 6 ecsblutiods Radenor of 6xibr anorgiss Aedata and

: ' LEI Cal nf i f.or 25 identifyi

decpfping T LRFAR Salafioh BeReT I Aguifin £ 1R oppli e

cBipRsipdiR URas fendB LR hel iR Plail ek ARSAES H‘ﬁrﬂ] o' t
o the encrypted data, ang)?n' XI r%gmn%gaﬁs fo‘%in%l Itec |ngg}ﬁ‘ﬁéeé:hcrypmn
or theiddreyptivh per sendird hbebpd ¢fi Yitstastst@dirddat a wi th the

standard nunber of bits by including dumy data

i r readingand witinhmeansdpercontngon thetrbmrding medivne e enatypted data

data, and wherejn: 96 the cutting neans cuts the

havingdie eRcryied oWt RICRIIEEDY Be enppystinmand decrymtiag medses connected
o B AP B B A 500Nt B e reconing

ns reads the specific informati on associated with

medIfA . atron .
the encrypted data fromthe specific information 5

I eehftchiflg WRANS or eMtheRBhd MeMRclyBRdPRGH YR bl?ﬂﬁl‘ﬂ folteddi® it as the
algorithmand the key identifiéd based on the
subjepeditd;iandi nf or mati on. 10. The data processing
apparatus according to claim8 or 9, wherein the
c utSPeGilc Infenmatiop neoording meahy ¢ recgading specific information for

. redet er 'netigll nunber of bits shorter than the standard
1dexﬁ§mg@ gorithm used when encrypting the subject data on a predetermined recording

medium by associating it with the encrypted data, and

mixing means for matching the number of bits of the plain text cut data with the
standard number of bits by including dummy data irrelevant to the subject data in the plain
text cut data; and wherein: |

the cutting means cuts the subject data by the number of bits shorter than the standard
number of bits; and

when decrypting the encrypted cut data, the encrypting and decrypting means reads

 the specific information associated with the encrypted data from the specific information

recording means, and performs the decryption with the key and the algorithm identified based

on the specific information.



10

15

20

25

10 bits. 11. The data processi ng apparatus accordi ng

to claim 10, wherein the mxing neans includes the

dummy data at a sanesane position of the plain text

cut data. 15 12. The data processi ng apparatus

according to claim 10, whereigy the m xi ng neans

i ncl udes the dummy data at a predeterm ned position

di fferent for each individual piece of the plain text

cut aata. 13. The data processing apparatus according

9. t o 4 2R PSSR ALY MElGmErmeRns feransTypiing subjectdpta in plain text

L W R .
rec%lgtﬁlé%&ﬁﬁm@ble&@&dﬂ% thb @n(&kﬁfg@ g%%;(éndcx%igmq %radecéa)t%:grtﬁge encrypted

processi ng appar at us ng 1o claim
dat®feal fromh e @edording nsediuth b9 Rsin ; &N i
t he sol utions ea%h time ?he g%ﬂ%ﬁ%@?g§gncrygﬁﬁﬁmmg
the anatypted datd 3o esnderypuethedabject dut4)eomygtiag: 15. The data
processi ng apparatus according to claim5, 6, 8 or 9,
whenEng meras S quitingrthe gahjeat drtarhy apredetergenet mireler o bits into
t.ions e in text cut data is

DQJ ch time the pl ¢ i L
e Bipces 4 BIR okt S aba cufiinedhe snoreptetdaty fte anultipe picces
of e rypl AT E A PR LR GRR A BRREERLAT RS Hierhrict Gl But when

et erm ned position for including the dummy data
based on the solutions. 5 17. The data processing

appaludibhl gerkeAMictndhs For @qadiRalld gedbiStinf) dnitRs WHidH £8 pseudo-
means cuts the subject data so that at | east a piece
randgm nhmbgisai n text cut data has the nunber of bits
different fromthe other pieces of the plain text cut
dattBcTyRERgans-dechmtinsimaans for engiypting thetpdaip text estsdatgwith the

s B TR T A BB S s et
. ' . d j t d .
end 6Bl BITERTIATH AT whfh B RFEing dfimriaed Rop prergpin the
encEPtedl cu@Bsta IR ARAed iPhs #E giﬁﬂgﬁx? Budtdd, ﬁ{é%é(z{ﬁ% g)grf?%hg the encryption
I ng nedi al gor vt hm

read fromthe record um by usi ng

or thndeckgption peflstuditiid fi@baUfibMg as hREneadr ypt ed data to
render it as the subject data so as to encrypt

rru lreadin goangdi veitirg weantsifer resoifdjinapdn datecotrding erdiim tHeenrapted data
the encrypted data and decrypt nultiple pieces of the
having the srcgipptadcy slate gneryprst l%\%g enerypiingand: desryptitlg megn e gonnected
on _encryption therepf, co i.sing: cutting nmeans for .
2 OB P Trgt o NS 5TV Yt SPoplyled opybeescRRHRE B d B thy recording
qgs into mltiple pieces of plain text cut data and
me !I'J 5 . . ( .
- also cutting the encrypted data into nultiple pieces

connecting means for connecting the decrypted plain text cut data to render it as the
subject data; and

specific information recording means for recording specific information for
identifying the key used when encrypting the subject data on a predetermined recording
medium by associating it with the encrypted data, and

mixing means for matching the number of bits of the plain text cut data with the
standard number of bits by including dummy data irrelevant to the subject data in the plain

text cut data; and wherein:
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of encrypted cut data by the same nunber of bits by

whi ch the encrypted data is cut when encrypted; 20

sol uti on generating nmeans for sequentially generating

new sol utions each tinme the subject data is encrypted

by assigning past solutions tgy a predeterm ned

sol ution generatin al gorithm capabl e of generating a

nevihe WtHBE Bieans cus gie@ﬁbﬁgt Gata bethetnumber off bitstshorserghan the standard

ol utions .thereto; first algorithm generating neans
nuﬁi§?°&bﬁﬁ@ﬂgially generating new al gorithns each tine

25 ' ' ted b ' t .

2 408, SRS L A B AL o s
oo O] ( _
-
recordingane:ms harid peefot e theRRREFPELE iMah@ aleSriMar indthe Qg? ¥entified based

usi ng the generated solutions; 98 encrypting an

on e epsnifi¢ informedis. f or encrypting the plain text cut
data wth the key and the al gorithm generated by the
first algorithmgenerating neans to render it as the

0N e GRS B S UBLht mcns
t P . it h t.hat wh
R T L e T A R S

bitssecond al gorithm generating neans to render it as the

plain text cut data; reading and witing neans for
recordi ng on the recording nediumthe encrypted data
havi ng the encrypted cut data encrypted by the
11. endihy slatarpyocassing eppayptins acronding 0 clemm &0, tvatetrein shcomiximgisheans
. feading the encrypted data recorded on the recording
inclydes hefrme datatdcagiesimg posidomeldhe plaincskiad datag  means
for connecting the decrypted plain text cut data to
render it as the subject data; and wherein: the

2. USRS o B O 0L, 5. 4 i

incladdssthé thiafyaihta dtraqieddi@nRh o RidRRFeRht foP adhl ﬁ&ﬂ@b& Iﬁiri iece of

cut data. 15 19. dat a processing apparatus inc
the pleantexf art detacr ypt i ng subj ect data in plain text by

using a predeterm ned al gorithmand a predeterm ned

key to render it as encrypted data, a recording

medium for recordi ng the encr yPt ed data, and neans for
13. de gl]?p@oqqqgn% maygp%gccordmg o claim 10, wherein the cutting means cuts
the subject data so that at least a piece of the plain text cut data has the number of bits

ditferent from the other pieces of the plain text cut data.

14.  The data processing apparatus according to claim 5, 6, 8 or 9, wherein the solution

generating means generates the solutions each time the subject data is encrypted and the

encrypted data is decrypted.

15.  The data processing apparatus according to claim 5, 6, 8 or 9, wherein the solution
generating means generates the solutions each time the plain text cut data is encrypted and

the encrypted cut data is decrypted.
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data read fromthe recordi ng nmedi um by using the

al gorithm and key used when encrypting 20 the
encrypted data to render it as the subject data so as
to encrypt nultiple pieces of the subject data to
render themas the encrypted glata and decrypt nultiple
pi eces of the encrypted data in the sane order as the
order used on encryption thereof, conprising: cutting

16.TE3RS é r cutting the subject data,b% a predeterm ned

a4 PFEINE PRSI A6t g5 02 b oim 13w htrainyfhe Exking eans
h ted data int Ltiple.

e Andiig b bodih for il e mr fua s s Rfions

bits by which the encrypted data is cut when
encrypted; solution generating nmeans for sequentially
17.gerHiedatngrobeing Appira il ScQREMe td BRirh 1, wRdtBInGRE ciftBh@means cuts
is encrypted by assigning past solutions to a
the snigjeestdatandortbat as ddast 4 pincgefithe plaimgxO&it datadas tieimber of bits
..capabl e of generating a new sol ution by assigning at
diffiegegt frogfle gther piecesfithe plai tewiat dathbassdon the salutidrey
generating neans for sequentially generating new keys
each tinme the subject data is encrypted by using the

Ut ons; o d k N f. .
18 R PR AR (RO PnE SR e f i e
B et Y p AR AR RO dffpred daa. o

recepdingrmediaimSor tecordiify the Bdry el Q6tadid MG YOH dddfypiBa Me encrypted
for encrypting the plain text cut data with the

- datayregd fionnthe aendrding medjnny by esiag ik digorithm dnidriey uk&ywhen encrypting

enerating neans to render it as the 10 encrypted cut
the gugrypiad da@de Fapdes i gs thesubiset dag sorsdo enetapmultiple pibess of the

| gorithm us when encrypti the encrypted cut data
S“"Eﬁg‘?‘%tﬁ fscﬁﬂ% ﬁ%‘? aﬁ@%%ﬁfﬁﬁ%ﬁg eEHYPF Jisttinig Pichgs of the encrypted
datERGhY second key generating
w ERERYBERSoRE! & MEDFERER BB BESRIG Sgoa
r eaditiig radls Yor dutti HE SMedt AhtatR GBI nARed Db
[eco[dlng medi um the encrfypted dat'a 15 having t
muléiplerpipdes df plain @at cut dataranpato chyinge @Reypd #1418 idd thultiple pieces
decrypti ng means connected as one and reading the
of eaerypipdtcatidata by thessamedwanten of bits yewbichiithegenveyfitethddts trout when
the recording nmedium connecting neans for connecting
enceyplediecrypted plain text cut data to render it as the

' wand wherein: .
su %ﬁlﬁsn %gﬁe%atmag Igeans eforeslequentlally generating new solutions each time the

eﬁ é’f bits into

subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithm capable of generating a new solution by assigning at least one of the past solutions
thereto;

first algorithm generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions;

second algorithm generating means for sequentially generating the same new
algorithms as those generated by the first algérithm generating means each time the

encrypted data is decrypted by using the generated solutions;
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20 the cutting nmeans cuts the subject data so that at
| east a piece of the plain text cut data has the

nunber of bits different fromthe other pieces of the
plain text cut data. 20. A data processing apparatus
i ncludi ng nmeans for encrypti i subject data in plain

or oty Abd By Rt s dbr S e Bt data it the key

S SHERNE PR A5 S APy e

encrifted QEAAGI MG PBBIPHAY e nsiypididiedath 9 hd R PiRdd Kﬂiéntencrypting

used when encrypting the éncrypted data to render |
thezpcryhted subjax andithe aame akgoritton e thayped MHehicabSpih@dR%ncrypted
of the subject data to render themas the encrypted
daty generatediby thersppandmlgarithinezoperating mefing theemter itygsttisriplain text cut
datol.ata in the sane order as the order used on encryption
¥hereof , conprising: 100 cutting means for cutting

it Efr 8;%% ﬁ&pwlg@%s g’%’é%sa%? rr%%g.iﬁgr E’n’é eq’8€ﬂ% e&ggfél}fgit%qsg}grypted data
hayGil DI BHCIAELREVAR By ol Acfblint RhPafl R mns cpmnected

as dole@né R el chl@ipted attbcolon BB $ERIBS medivinh fr8in the recording
sol ution generating nmeans for sequentialTy generating
medivm; sol utions each time the subject data is encrypted
by assigni ng past solutions to a predeterm ned
S oICQPJilQP%ng arcanpfor ggonestins thetdearyptedatitin text cybdasa ttiendprat as the
ne ol utign hy assigning at |east one of the past
Sub’se(‘}i/v%q%‘?’c?ﬁgw eto; first algorithm generating neans

| g SREE B s LSO P04 e bfFen ot g
has ¥R Mirh¥ Of GROEHRLER Y IS e @?e&é&* tHE tsaﬁ;hogﬁ{‘aﬁ Ahtang

means; second sol ution generating nean
sequentially generating the sane new solutions as
t hose generated by the first solution generating neans

- 19. eadndath processin gapparaty seidcliding means feenyrypeitdg Bybject data in plain text

assigning the cgast .solutions to a predeterm ned
by usyg A PisActgameed aigagthm arst 2 predetenniveg kel o ropdegdiasreaciyptpd data, a

rec e thefiut Fivoactind e Hinatas GuR: PRGOR SR the drencrypted

i ALl i | gorj t .
ol i ROGHSELLEKt ARGFH AU U SO 3 B nming
the BRAVRCASH 16 FeiBed {085 thERGHKALEH Qakdo bﬁcr?%ﬁﬂi?%%ﬁg of the

using the solutions generated by the se ;
subjgendit:atol rogdoreleuns as @ eaBGHIAdaR0NA B cHBE AYiRi1E Eiea@safﬁhe encrypted

for encrypting the plain text cut data with the key
data in the same order as the order used on encryption thereof, comprising:
cutting means for cutting the subject data by a predetermined number of bits into
multiple pieces of plain text cut data and also cutting the encrypted data into multiple pieces
of encrypted cut data by the same number of bits by which the enérypted data is cut when
encrypted;

solution generating means for sequentially generating new solutions each time the

- subject data is encrypted by assigning past solutions to a predetermined solution generating
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and the algorithmgenerated by the first algorithm
generating neans to render it as the encrypted cut
data and decrypting the encrypted cut data with the
key used when encrypting the encrypted cut data and
the same algorithmas that useEd when encrypting the

J ata generated by the second al gorith .
alg Y BleiRle o BeRatEE] Shvicoroiton B o aferlf one ol past solutons
thefedo;dat a; reading and writing means for recording on
the recording nmediumthe encrypted data having the
encligpke3henbiatif @ hikafifor ¥BquRAtAY $dACraGRS h¥@gdeﬁzgea%ﬁ fime the subject
decrypting means connected as one and readihg the

date irosnyryipéad et sing the @enkardted Bolutens: ecor di ng medi um from
the recording nedium 101 connecting neans for
corf§eend key generating mepnsefdr ptquientidllyxgenenating itessate neerldgs as those

it the . sybject data; and wherein: the cutting
ge“ﬁ?é@%@‘? “f‘ﬁ@lﬂfgﬁ’a?fé‘é‘%g Bgans eaeh timgtheaenoryyed daa 5 dseeypted by
usﬂ%%%@n&%@b@oﬁﬁ“ .cut data has the nunber of bits

a ren P

romthe ot her pi eces of the plain text cut

datecrypti i ' d ' :
roecryp it andultElii ERS TorhAPRE Mk iEtedl B yin e
algorsthigand the RELEaIritaEhly MedRsiked ggbﬁéisim?g RESAG) Sl RYs the
key to render it as encrypted data, a recordi ng
encrptiéd ent deta and decnypting theenenypteyd ptiedhtd o/fith, thaitdotibanssell When
decrypting the encrypted data read fromthe recording
encrRgding thespcrpdtetout datazang dhe samme keyds Kiey useslesiheshanerypting the

encrypting 10 the encrypted data to render it as the
 encffpgdida 6"*3155?%%@%&1%580%&%@ SERGFAING Pr@sgp sender Bs theelain text cut

ubj ect data to render themas the encrypted data and
dat
decrypt nultiple pieces of the encrypted data in the
S aBad I WaHAS e IS rdd i etdgﬁﬁ Qf
conpr i sgljng: cut%]i r?g maﬁsaﬁ?g%ﬁ@?%#{hhg%u | ec ec&ﬁ’fygtcddata

having the picegisit@ cin daederetypied bptheRhéSpling Shd daékyptinbSneans connected
pi eces of plain text cut data and also cutting the

as ogp @ng prdimgdhe endrypted dathréqrdedpinathe secofding®fnedines fPinakle recording
ut data by the same nunber of bits by which the
MeEWLr ypt ed data is cut when encrypted; first solution

2o PR RSHEE miRR P ROMEFENE GG aaPed Bl e GHloppaendsy it as the

bfeetdat NG widsdin S0l utions to a predetermned sol ution
*u gener atalﬁng gﬁglborlthm capabl e of generating a new

S Olth# dutih doye AR T I t :
solutio nsgbmgo th guég g[;ltﬁéct aAish 1o Rhst arbqe"%ﬁtthe plain text cut data

has the number of bits different from the other pieces of the plain text cut data.

20. A data processing apparatus including means for encrypting subject data in plain text
by using a predetermined algorithm and a predetermined key to render it as encrypted data, a

recording medium for recording the encrypted data, and means for decrypting the encrypted

- data read from the recording medium by using the algorithm and key used when encrypting

the encrypted data to render it as the subject data so as to encrypt multiple pieces of the

subject data to render them as the encrypted data and decrypt multiple pieces of the encrypted

 data in the same order as the order used on encryption thereof, comprising:
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first key generating nmeans for sequentially generating
new keys each tine the subject data is encrypted by
usi ng the solutions generated by the first solution
generating neans; second solution generating neans
for sequentially generating tthe same new sol utions as

t hoge.. ge at.ed the first,salutio enerati ng neans.
cachtir BETdBE el (e sobiaegafiby Sprdediypeaaugger of b into
& G o | 2 B ned ol bi

mug%’l? u?‘i on géner ge?[l% %‘5‘5%%56{9?@%%“ ?%Iggptglg%gagg{eggﬁ%&?i {gtiple pieces
of eneyypsal dit 48R BIh@ SEhOMMBerdF bit€ B3 Whth thérgﬁteﬁ)?% is cut when

sol utions thereto; second key genherating neans for
encsgdebnt i al | y generating the sane new keys as those

generated by the first key generating neans each tine

t hdighyolyfinegenerating msaniclor yesuentifly gensiatigg héw solutions each time the

sol ytions generated by the second sol ution generating
S“"JF@E#%‘? 151?5‘293’17(5 by psisagnannat splutiops te ﬁgrqqlé@ﬁslgnﬁ@ golution generating

' lain text .cut data. with the al garithm )
SRR AEAAE of Ben el ] Sotfton ¥ esdieRing g dshat St ghe past solutions
thef¥RANS to render it as the encrypted cut data and
decrypting the encrypted cut data with the algorithm
us gtstvligorith@nenyiiih § ehe ol BEfubRiAH) sebrafifh fed o}i'ﬂﬁrés each time
sane key as that used when encrypti'ng the encrypte
the gahject getads enarsiptog by neing deosatutiony saeistea bl g HRe®Iutldd generatin g
render it as the plain text cut data; reading and
mealsi ti ng means for recording on the recordi ng medi um
ted data. having the encrypted cut data

the en rép % ( : .
en@Ff?ﬁ'glee‘ WHOD SRRCTRMRE PEMSHRL sequeniidly\eeneratng dgsame new solutions
.readi ng the encrypted data )
o A S B b iR P nr B gneRigd dara i
deciptdiEs)i 448fen ' f Lo i i
AR en T st SRS SRl Mgy vt
capshlb pLgdnetiating;a rdsoM@nty tissigh oG dabithe B MSp RS ctu A€ thereto:
subject data so that at |east a piece of the plain
t execopd talgtuitlan ghaeratigemeanstfer seqfiertially pdhérhenethc shmne few
the other pieces of the plain text cut data. 15 22. A
algqyithmys ¥ thoss, g{?qﬁ:@atqb%ﬂjgtﬂ;gt algorithmigeperatiag siefuy each time the

encig PR R R GAPle P s sl onseReid gution

&8 pt..as encrypted data, a recording nmediumfor
genre@gggﬁe%s’the encrypted data, and neans for decrypting

t hen@gstinyirechting nRas for @ | |
usi ng the al gor g?hmgand Skey ﬁ&srggﬁvé]@%%gﬁ% &%ﬁ?.ﬁﬁdga%ﬁ‘he key
and tiieeal gorithygencratial ey the fie@ ALLRFittirh ]gaﬁerathﬁg D96 berfdat R aSthe

as to encrypt nultiple pieces of the
encrypted cut data and decrypting the encrypted cut data with the key used when encrypting

the encrypted cut data and the same algorithm as that used when encrypting the encrypted
data generated by the second algorithm generating means to render it as the plain text cut
data;

reading and writing means for recording on the recording medium the encrypted data
having the encrypted cut data encrypted by the encrypting and decrypting means connected
as one and reading the encrypted data recorded on the recording medium from the recording

medium;




10

15

20

25

subject data to render them as the encrypted data and
decrypt nultiple pieces of the encrypted data in the
same order as the order used on encryption thereof,
conprising: cutting nmeans for cutting the subject data
by a predeterm ned nunber of 1biits into nultiple

e e e forr st S st BeLpR e ok e Jpcader it as the
Smﬁaﬁdggtgﬁpwh&gﬁisane nunber of bits by which the

ncrypted data is cut when encrypted; solution

gendie ahiting nitaad suth e sHBREED & ih¥: S908F é‘bie@egof‘lﬁ%vgléﬁ:bg?xt cut data

sol utions each tine the subject data Is encryp

“hasabs hgmberpfibits Wiffabnitfion shetthe fiscRe6f @ Flde thx6 Bktléata0N

generating 103 algorithm capable of generating a new
sol ution by assigning at | east one of the past
soIXti ons thereto; first algorithm generating neans

2Lt or/ SBGUIERRESHPE PPREHET MEUdipeTavRng fgbmeryPving salrctidataein plain text

by b TR ek iRt Rofricimibpa Py Srudhrdt imerypied o, a
i:al| - ot § it .

e RSy BEOEA RO, DR LD e ncpe

datai®ad $rop@ e rbédfBink Me=difA %? Yibin8 $h&abaritnth zgﬁq{e%rglts&fjwﬂé(n encrypting

"~ using the generated soluitions; enCrypting a
the dearypted idag toeemisr ftas thersabjept datgsd fetoRhéiybt ﬁlﬁmé)lélpitaces of the
data with the key and the algorithm generated by the
subject data i woden them ge thereactyptpdrstmand decrypn dedtiple pasest dfahe encrypted

' 10 encrypted cut data and decrypting the encrypted cut
datad’a‘?ttge Wﬁﬁo’ﬂ%%a% o &SW@%}%{W Fept, @Q@Pféﬂ)i/ﬁlpﬂ!ypt ed

h I ' .
B G RS T S o
S 09 SIS Sl A e e

of ehbgprbday fith OF dRefanfl RAMIRE 8f BITBEWhRY (i btrfbteddata is cut when
standard; 15 reading and witing neans for Tecordi ng

_ encrypteadhe recordi ng medi um the encrypted data having the

encrypted cut data encr yfpt ed by the encrypting and

de &8t selutign generatiemamstfedsequentinlley genetatiemmtiv golutiens each time the
benqhﬁgred da ] recaorded on the recording nmedi umfrom )
SUDKRS F&P&Wﬁe DyAtsighing pashselutions o prdetepnined salutiqn grgerating

i n_text t data to. render it t he .
e GNP Rk B R Bl soions
therbfoe subj ect data by the number of bits shorter than
t he standard

first key generating means for sequentially generating new keys each time the subject

data is encrypted by using the solutions generated by the first solution generating means;
second solution generating means for sequentially generating the same new solutions
as those generated by the first solution generating means each time the encrypted data is
decrypted by assigning the past solutions to a predetermined solution generating algorithm
capable of generating a new solution by assigning at least one of the past solutions thereto;
second key generating means for sequentially generating the same new keys as those
generated by the first key generating means each time the encrypted data is decrypted by

using the solutions generated by the second solution generating means;
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nunber of bits; and having m xi ng nmeans provided for
t he sake of matching the nunber of bits of the plain
text cut data with the standard nunber of bits by
i ncluding dummy data irrelevant to the 25 subject

data in the plain text cut dabg. 23. A data processing
appar subj ect data

atus includi ng means for encrypting. i
" SHCYRHDE R SERyPS Weans fOF SRrEYRIinG theplais (§1quE Het 21 the
. R render it _as.encrypted data,
algBrif A e RebBinctila bY dleSHF ey donBRuR R T as
G atL86r j . r
O ol o er B e, AR et MRen
enangetthghe sn@psted piit dagh arld'the Sdifié K AAhSalsad (ied BREGStirolthe
as the subject data so as to encrypt nmultiple piece
encpyptedhdata gemgrated by dheasetond kaydgnetatiagnmand eende ingettiRdplain text cut

data and decrypt mnultiple pieces of the encrypted
dat¥at a in the same order as the order used on encryption

thereaf, c r.ising: cutting neans faor cutting the
SUBFETRE a5 AHYE wede s feiord RO an ferSerdie Tidium e @hcrypted data
h ' | ' cut data and al so
B b RnCyRleaTaRad eREMle b Ho S ik B d 95 megps comnected
as R REREh £ eﬁéi?ﬁt B¥iataEcor A | . i
t he encryp%ed da aei sacutC eno %%ﬁﬁ%geggﬂngﬁ)%@emmmg
medjangr at i ng means for sequentially generating new
solutions each time the 10 subject data is encrypted
by cesBéaimgmeeapsirr comagting e deoryptal plaiattextrindda to render it as the
sol ytion generating algorithmcapable of generating a
sub AR PAHWIFIEY: assi gning at | east one of the past
solytions thereto: first key generating neans for.
s et hEe BT e et e B Best meca midhe Bt cot data
has ¥R Burl | .geneyrated.sol utians; 15
o BBy S Pl Bl R Dol G B Bl gt 0
generating the same new keys as those generated by
the first key generating neans each tinme the encrypted
22. dat/ndata pdeessipg frbatipus insludggthicang %ﬁh@f}@ﬁﬂ% QlHédt @RSy in plain text
encrypting and decrypting nmeans for encrypting the
by ysing spredsiermined algorithm aid 2 peedeteirgined kéyrtoandddr fieasleayrypted data, a

nerat ed the first key generating nmeans to render
mc‘%ﬁ‘“ﬁé“ﬁ?%‘“%bfﬂéﬂé‘mﬁh% enEyRted data, andamense fgniecripting éhe encrypted

dacRG8 BBl SondiRl Melullnd hnd it tiin o e AePd sbenancryping
' d .
the Eﬁlﬁ‘gl?th'& ﬁﬁ’ta‘g@f‘%ﬁﬁ&ni‘? LYRE gﬂggéth%ta S sl Qﬁ&ﬁ%t a‘ﬁ‘éﬁ?{? pieges of the

gener at ed the secon enerat i ng
subjett dfia tdendkrahdin heitle eAbiypted data and decrypt multiple pieces of the encrypted

data in the same order as the order used on encryption thereof, comprising:

cutting means for cutting the subject data by a predetermined number of bits into
multiple pieces of plain text cut data and also cutting the encrypted data into multiple pieces
of encrypted cut data by the same number of bits by which the encrypted data is cut when
encrypted;

solution generating means for sequentially generating new solutions each time the

subject data is encrypted by assigning past solutions to a predetermined solution generating
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data, the nmeans performng the encryption or the

decryption per standard nunber of bits as a standard;

25 reading and witing neans for recording on the

recordi ng nmediumthe encrypted data having the

encrypted cut data encryptediby the encrypting and
al decr tigl% geans connected as_one_and reading the _

B4 g‘tpé‘ PALENGIRIENE YRV splutipr by assigningyf leastionaefithopast solutions
thekdts recording medium 105 connecting nmeans for

corinecting the decrypted plain text cut data to render

it : ' . : ek N . ti . .

recne! ST nEng M RASEIAEN bonk iing bl ibrithms cach time
theshbjettatatd i3 @icryPRd blyaRMa tHe coitphed sftidist s; and 5

havi ng m xi ng neans provided for the sake of matching

t hesepenvbagorghmbgeneratifig tivans fur dequenfially gankradiap theatdd new

the standard nunber of bits by including dummy data
algorithgseas shase genarafied by thy) fest algeitithm generating nzsians eashttingaithe

data, ,24. dat rocessi ng apparatus including nmeans
cncfwe%ﬂ%? M%W@“@Jﬁﬁ e geansrated seluionsext 10 by usi ng

a erm rithme.and a predeterm ned key to

" acBlifE OGBS e AR AIHG R pL Bith the Key
andltBé Qlgbti i 11

e e pARASDY Wedh s T AR bBARE ieals ATEHKR I e

encryyitetyeut dataahd deériypinomd ekeiypteaed: Whs WidHke ¥ised wHeh @ncrypting
encrypted data to render it as the subject data so as

the eacrgpied ppt dataidnd the earpe elgerithuf ag thet used hjkes enétgpting e encrypted
render themas the encrypted data and decrypt nultiple
data,genegatedsby the seqond algarishin penerating meanste rewleritas therplain text cut data,
he order used on encryption thereof, conprising: ]
the e Rt Bpcrdien oE HeCra bRt SpReird pympe of bits as a
stadbgpet erm ned nunmber of bits into multiple pieces of
pla’n text cut data and al so cutting the encrypted

Mot i 1 ; b
atrgadintt shdWHifihPiBaty BF Fe%ordv\ﬁflh% g:ﬂﬁ@f'@éo?ﬁ’ing %"g@ﬁ glet%wf@ted data

the sane nunber of bits by the enc a
havingt thevaarypted cutyfateshcrded by tie chblypiin® @RSk Means connected
means for sequentially generating new sol utions each
as opp fad raedingdleh prseyptehdata recosdedronpthe tecbydimgs micdinnnomané recording
olutions to a predeterm ned sol ution generating
med¥Bori t hm capabl e of generating a new sol ution by

assj.gni at |l east one.of the past sqlutions, thereto;
71 i Fleo8 oS e BBt oot g BHda Pyender it a he
subj&%zﬁtahﬂgvh@f‘e‘ﬂual gorithnms each tinme
| the cutting means cuts the subject data by the number of bits shorter than the standard
number of bits; and
having mixing means provided for the sake of matching the number of bits of the
plain text cut data with the standard number of bits by including dummy data irrelevant to the

subject data in the plain text cut data.

23. A data processing apparatus including means for encrypting subject data in plain text

by using a predetermined algorithm and a predetermined key to render it as encrypted data, a

- recording medium for recording the encrypted data, and means for decrypting the encrypted
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the 8f g{»@& 1R 2L SRk
-~ solttion by

25 the subject data is encrypted by using the

sol utions generated by the first solution generating

means; second sol ution generating neans for

sequentially generating the sane new sol utions as

t hose generated by the firstiesl uti on generating neans
t he gner ted data is 106 _decrypted b

each .ti y .

a§ RG] pior e v 08 PR GALY Boina Ui AT BY SR P encrypting
' of neratin ew
assi glitl ?ér%he%? le% géas - %onigsetgg DEryRe 'é@’?ve pieces of the

bfeet ddth B@enddiqhéh Qs | B9 4 0 Gie PR
™ Fgr sequeﬁt ially agng?lg{@;}% %ﬁ%@?ﬁ%ﬂﬁ’gﬁuﬂ}ﬂg%ﬁ I't hrrvoih‘3 encrypted
datain thbesre geiseasthe drdey ubdicon énctiptioh daiédthdongaRaiat i ng

means each tinme the 5 encrypted data is decrypted by

usicHiingiiaeans fertquting the salrjert ddtatby a predeseronmel mohberiof bits into

eper.atin ans; encrypting and decrypting neans for

mulliple Biges OB PIEHbIeR} At Aataape alfocutieabepRCRy Rt bt jato amdtiple pieces

o A SE G of B B s ot e

k&y. and decrypting the encrypted cut data with the
y used when encrypting 10 the encrypted cut data and
t hgoRtiDR gaeftirialhEand Fort Rahertna M@&;’@Wﬂﬁﬁ@ teléh 1
encrypt eg datagtgenerat%g %y tgég second al gorit Sm ime the
subpendataisiengrypeedriy dssignioggast solutiofs ioheprali@tbrmih@Kioletitin generating
data, the means performng the encryption or the
algogithinyogpatdpobganerting darew solutivorbyofssigning atkeast ons é fekgradt, solutions
th reading and witing neans for recording on the
®cor di ng medi um the encrypted data 15 having the
en t cut..dat a _encrypt ed. t he encr i ng and .
oy eT R RurtOh gt FEhetall shuufii neibleigathfime te subject
datFRERARHRE LR HEE LLERLRIRS! eCOT di ng Medi Um f1 om

the récording “medium connectihg nmeans for connecting
t heedbadkyppesbritid edn®fbr ellierfAlR gbRorAtBIIARE sdrhe ASw kBEs as those
subj ect data; and wherein: 20 the cutting nmeans cuts
genemeddyshefitst Hey geneyatingeneansbsvh tirhe thetefciypriidata ik dacrypted by
.the standard_nunber of bits; and having m xi ng nmeans
using the; gepegpiedbsoletipmss ake of mat chi ng the nunber of bits
of the .plain text, cut data with the standard nunber

of SRGTYRting and decrynfing I GRECXPIingG P plaimtext entdata with the
' ' l.ai t t data. 25 25. A d
o SR A A8 B LT L B0 1 02
enciypRI%GE AR R A& rRtRloMhd Exdrypted cut data with the algorithm used when

encrypting the encrypted cut data and the same key as that used when encrypting the

€nc

encrypted data generated by the second key generating means to render it as the plain text cut'

. data, the means performing the encryption or the decryption per standard number of bits as a

standard;

reading and writing means for recording on the recording medium the encrypted data
having the encrypted cut data encrypted by the encrypting and decrypting means connected
as one and reading the encrypted data recorded on the recording medium from the recording

medium;
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by using a predeterm ned al gorithm and a predeterm ned

key to render it as encrypted data, a recording

medi um for recording the encrypted data, and nmeans for
decrypting the encrypted data read fromthe recording
medi um by using the al gorithapgand key used when

encryptin the _encrypted data to render it as the

sutf ?Ct’é'gtnée‘@6 foreoppecting thgdecrmted prin tertaubdatato render it as the

ubj data to render them as the encrypted data
mﬁi%%daet$§§¥&ﬁﬂptiple pi eces of the encrypted data in

th I on
t hereopingBitals s beSuBleblack B the Hnr LRl Rfrtes hon the standard
nurgbdjofbits;datla by a predeterm ned nunber of bits into
mul tiple pieces of plain text cut data and al so
c uthaving rhixingemeanspreddetbdon the¥ake 6Finkiching thé B€MBer oF bat of the
encrypted cut data by the same nunber of bits by which
plainexicyt dtp path the standasd sumbehefibits drydnolpdieg dufninnsdata irrelevant to the
sol ytion_ generating ans for sequentially generating
subjeeh faty iy, @ngn Eééﬁuﬁdlf?e the subject data is encrypted

by assigning past solutions to a predeterm ned
solution generating algorithmcapable of generating a

24.ne Welo® . the.past. . ..
ol e SR AR Pl RS T Blink S B Shinp plain text
by Wpﬁeaahmwa%bﬂmnmaw@wﬁs&ﬁnﬁe@w toRnddit & ted data, a
data is encrypted by using the solutions generate
recarimgfmedivm ot recordingthe enaypod damaarl meHe CONdbcBPii k¥ encrypted
generating nmeans for sequentially generating the sane
datreqd &oruthe sererding mediwn by peing thechlpyrithimeantlikeg isebivhitr erypting
s each tinme the encrypted data is 15

the glgcg‘}eré}gcﬁ Iggtg Btg,n}seg@gq if ﬁs.r Wﬁ sBlé]g@t cgig SR LR ) gnqr.gptamultiple pieces of the
R R T R RN W—
dati thd QRGeS tHE bﬂilélﬁ u§éa‘?fneén9iyp§18§ ﬁ%gecif,eé’or%%ﬁ\%{ ting

means for sequentially generating t sanme new Keys as

t heaginggesnas firedith thé utfjédt Ahtab§)a (FENRERLASRONITRBR S bits into
- each tinme the encrypted data is decrypted by using
mulfinls piesies of plain igeinet detadndwlsb letting tonghcsyitett da into multiple pieces
enerating neans; 2 0 encrypting and decrypting nmeans
of eg‘éWPfé’HGP 3 by therpamsingmber eXbitsdit whigh gheninctyptévbdata is cut when
encral %gri thm and the key generated by the first key
an tating neans to render it as the encrypted cut

d : | t dat ith th .

o PR SR S ot e

. Eldi t f . i N + v
o Loy N S e —
algomitiam sapable ef gbaeratihg asetvidlutioniby asG¥hing 4t ledst A8 LA thelgASt solutions

nmeans perform ng the encryption or the decryption per
thergtoandar d nunber of bits as a
first algorithm generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the solutions generated by the first solution generating
roeans;

second solution generating means for sequentially generating the same new solutions

as those generated by the first solution generating means each time the encrypted data is
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standard; reading and witing nmeans for recording on
the recordi ng nediumthe encrypted data having the
encrypted cut data encrypted by the encrypting and
decrypti ng nmeans connected 108 as one and reading the
encrypted data recorded on thegrecording nmedi umfrom
medi um connecting nmeans for connecting

th di n
deﬁ‘]ﬁ?‘%gg g%f g pashqlutiensito agredgiarmined sphyiign genarating algeyithm
corp o o8t BV sORFRE bR ammmimn 5t anStGhe Bt sekions thereto

‘h 0 hite: . o

or e ot BT Rking Tyl fr sBnBRl) Cheliubl B BREGRw
algofithidsers tidsaigendratel byhe Hikt ﬁg@ﬁfhﬁ; éé?ﬁr%g '?)S’é%hge&ﬁqﬁ?é the

of bits by including dumy data ifrelevant to the
enceypii¢cedata tadearypted teusihgibe sblukbnCgtnehitddby the sé@nd AoREbR

processi ng apparatus including neans for encrypting
generpingd@eag @t a in plain text by using a predeternined

algorithmand a predeterm ned key to render it as

o SPi7plRR 4aE EerBbtmecueind e ng thecplandescat g wie the key

. for.decrypt.ing the encrypte ‘

018 1080 B R Do RS e
encAIBQT it QAR RE deE)pHS | i

encrypted data t&é’preéglgr ?&pgeg%t{l %@ﬁéﬁgﬁhﬁ?ﬁ%sgd g‘gl epgncryptng
the encrgpied ypt datuibid b SaBb QLBE M ad MGt ussd WA bnddbén

render them as the encrgrfgt ed data lfemd decrly}%?f)nuéﬁegfl%rypted
datpgenseatedoby theseemclrajgiraghim gintratingimihes 6 aolepitde theyslaih et cut data,

order used on _encryption thereof, conprising: cutting
the meapssperfrming the ggcriyptions oibthe decrsiption poy stendard detnbermitsts as a
urH_Jer of bits into nultiple pieces of plain text cut

4 and also cutting the encrypted data into nultiple

. 5588 4 O EUR 6 AL oDl B S

havE1zahy Bicfpted ChitiatLih e i
avgener at i ﬁ%tenew sol utcigsgﬂggd E%c %? ﬁﬁ@ﬁ?%%ﬁ%%gﬂ)ﬁg%g%memd

- as ons aedomyliipalle brycrgsted gita Recop@@lonShé FcbRIASe @d@m from the recording

20

25

)redet erm ned sol ution generating algorithm capable
me@pmgener ati ng a new sol ution by assigning at |east one

of the past solutions 25 thereto; first algorithm

geﬁ%‘i“?lcg-"% I cofnesting e deenypted gplae kext cwiglateety render it as the

subﬁk%&ei;taﬂﬁr%vhglae%]: time

the cutting means cuts the subject data by the number of bits shorter than the standard
number of bits; and

having mixing means provided for the sake of matching the number of bits of the
plain text cut data with the standard number of bits by including dummy data irrelevant to the
subject data in the plain text cut data. |
25. A data processing apparatus including means for encrypting subject data in plain text
by using a predetermined algorithm and a predetermined key to render it as encrypted data, a
recording medium for recording the encrypted data, and means for decrypting the encrypted

data read from the recording medium by using the algorithm and key used when encrypting

the encrypted data to render it as the subject data so as to encrypt multiple pieces of the
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the subject data is encrypted by using the generated

sol utions; 109 second al gorithm generating neans for

sequentially generating the sane new al gorithns as

t hose generated by the first al gorithm generating _

means each tinme the encrypted7data is decrypted by.
encrypting and

busi E :the %entglr at ed sol utions; . ) ) '
subjret %ﬁ ? FpUFRRRD asdhe enceynfen daty anddecsynyimpltiple pieses of the encrypted
' nd. the al goritjhm generat.ed b

datf i e bl ohdoF o B orer 308 O nc Bt KPR FRRRARSE  a

th : ' ted.. .

cut ARl IO Gt B SuBRH B E el e b S Bicsino
muktipls yiptesthf plitin etat dutatath dnden SadRi 10 bhérYPleddatalidh nSiBHle pieces

when encrypting the encrypted data genérated by the
of enerypiad cut dataibytthe gamenehbargf bitabg whichrthe eedrypied dsta it when

plain text cut data, the neans perform ng the
encE¢dipt i on or the decryption per standard number of

bits as,a. 10 standard; reading and writing means for )
r ec% F‘&“Hﬂ“’&rgetiﬁfé“?% e b fﬁa S*‘rﬂé‘glilttﬁ%g?@er@ﬁez Yo selutiopseach time the
g t encrypted by th . .
S e A pr T E Y Rl @imingS sptiop generaing
algéraBe dAPaBlB Of 88MRizerh SO ' i
s medi umg:f1 rom ? he recor dﬁgﬁuérem u%ngﬁg&c% ﬁgﬂ@%ﬁ%ﬁ%{%ﬁgsoluuons
thefear; connecting the decrypted plain text cut data to
render it as the subject data; and wherein: the
cutfirstrkgyrgeneratingimsansfor saqopmidlygeheratiyg héve kayidaeli tiafe the subject
bjts shorter than the standard nunber of bits so that -
data,ds epgrypied bygismedhe solatienssagnprated bythefitv solutien genetrdingaicans;
bits di.fferent from the ot her pieces of the subject )
datss‘f°n§r?8ﬁ‘£'8nr$5{’ﬁfﬁ{jﬂww Owaﬁ&tﬁfwﬁea@at%ﬂmtsﬁ@e ggw solutions
j t . . | of the laip text cut .
o5 e e O ARE i o e Ploghy Skl Bl g ed data i
decipiambydaknineRked6itont B 4 PRAeSHRhES Eolgﬁ&ﬁ"gédéritﬁg algorithm
plain text cut data. 27. A data processing~appar tﬁ%
capabie bfigimetimgantev elutoncyyabighiheSd MagCdnedd il pait f@idhs thereto;
text 25 by using a predetermned al gorithmand a
pr éerond key gereriiéng meansdomequértially gemeratpyy thel salat acw &eys as those

reéﬁrdigg_negiun1for,recordin the encrypted data, and
gengrated bythe figst key generpjingriaeans eachinae| theaerypradatatd is dastyhted by

. e di ' h I ith d k d
usieg e Sl ks R et E o P erlenetamediiaar | ¢ as
: Egnc;rwh?g:éndj@écﬂrp?ﬁg Aeah st %ﬁér%ﬁngﬁllletpﬁaﬁﬁ e biC it v%}cth the

| algorithm and the key generated by the first key generating means to render it as the

encrypted cut data and decrypting the encrypted cut data with the algorithm used when
encrypting the encrypted cut data and the same key as that used when encrypting the
encrypted data generated by the second key generating means to render it as the plain text cut

data, _the means performing the encryption or the decryption per standard number of bits as a

© standard;

reading and writing means for recording on the recording medium the encrypted data

having the encrypted cut data encrypted by the encrypting and decrypting means connected
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subject data to render themas the encrypted data and
decrypt nmultiple pieces of the encrypted data in the
same order as the order used on encryption thereof,
conprising: cutting nmeans for cutting the subject data
by a predeterm ned nunber of 1pgts into nultiple

ieces of plain text cut data and also cutting the
as @W&F@ﬁ%{}nﬁ thegnenypted data regprdeq o thegecadipg neqsdivny froguthe recording
mefitliy-data by the sane nunber of bits by which the

encrypted data is cut when encrypted; solution

gengmadd HEA | ragin e .
sol uti oérfié]l %eachgt? ?Jn%%%ﬂg?%?%gﬁ%%@gﬁ t§§ Hecﬁgfié}ﬁﬂeﬁngv it as the
subjexs dgmj 4@ Wwiestinsol utions to a predeterm ned sol ution

generating algorithm capable of generating a new

solthe rathinp yneass cugnihegubjecd daasby thiequaibet BEbiRASbrter than the standard
solutions 10 thereto; first key generating nmeans for
numales @ Rith;@ly gener ating new keys each time the subject

R I T S .
j . Kk h . t b
BB M P SR o

subfidt @ath i HRPIMHRERE cVatal ® USi Ng the generated
sol utions; encrypting and decrypti ng neans for :

encrypting the plain text cut data with the algorithm

and the key generated by the first key generating
26. me dndata processieg apparass inbledingmeans fectnetyiptidgbebjendata in plain text

decrypting the encrypted cut data with the al.gorithm
by yring prsdrtcraingd plgoritin anda predetppnindd key todmnderatas enbeypted data, a
1@a§§"e K%ﬁ ai t hat used when encrypting the 20 encrypted

Jaiis Teiun doerecording fhe encrypiad dak. ufarans fforgdasemtiag the encrypted

' | ext. cut .dat t nmean )
dat{ S84 Bon te Fesch e BBl b WiipE B 81 oGV pard when enceypting
the SicR{ystad datd YrRSehk alihk SuBitcatS{ PR3 Eﬂérygﬁﬁgiti:éga o(ﬂ@c%s of the
the recording 1 um

writing nmeans for recordi'ng on

subjebiedatnrrypderdheiabathehawiyp@didac: MATerRpe thultiffle BRES of the encrypted
encrypted by the encrypting and decrypting neans

datacig the ganesdordiasdbe order used anemdiviptioh ferenfcconpirihgdat a
recorded on the recording nmediumfromthe recording

me VRS RSRR EX e tharbigcs date dirmauedateyminesl niwatrey pf bids into
in tex ut data.to render it as the subject data;

m‘ﬂgh% e of platt e el @ﬂ{f f’ﬁﬂ gu'i?@g%ae A Ptechdata i awitiple pieces
of eﬂ&&ﬁte@ Yout diffa By ﬁﬁesﬁmgfnum&e? ofsl;}%rﬁye\grhitc: e énlgleyp éda ang{s %ut when
encrypted;

solution generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithm capable of generating a new solution by assigning at least one of the past solutions
thereto;

first algorithm generating means for sequentially generating new algorithms each time

the subject data is encrypted by using the generated solutions;
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nunber of bits so that at | east a piece of the subject

data has the nunber of bits different from the other

pi eces of the subject data; and having m xi ng neans

provi ded for the sake of matching the nunmber of bits

of the 5 plain text cut dataleeth the standard nunber
cludin

of bhits i. du ata irrelevant to the
subjEd ”gg?rétﬂfnrﬁ?lﬁrél £ &i‘%ﬁ g&{tsewpﬂai& generaging feggmg new
. [ i [ means_for encr i.n
Ao BORESS ke JORAAEH U5 (i} e AR BR6! SRk me
enoR 064 BRI RRAPUHCMEIBRG kA Yo ohgnder 11 as
encrypted data, a" 10 tecording mediumfor recording
t heenerypting tad deayptin gaﬁebmtfm&ﬁﬁmgw PRl 8t cif@ata with the key
encrypted data read fromthe recordi ng nedi um by using
and; the atgogigm genarated by e firsedgaviithm gemerayipg inregns tohrender it as the

enca;&tr ed data to render it as the subject data so as
encryptedhaftylata and derryptng the casrypredimedats wifhetbe kepansed wdien encrypting

r th as e encrypt.ed data an ecrypt nultiple
the s o eSS B8 508 aleBtiEim S o e e e e eperypted
datD G R atklP r f rising. 15 . .
oo P U R SRR foRRREL BB o I plin toxtcut dare,
the pieafiep@fathiHethe LIRS hHisH ofdht YedrPbon Ftshd '

pl ai nptext cut data andoal soecrg%t inﬂ%&ﬁsﬁdg@éﬁgﬁ?&%ﬁ@flﬂ& asa
starglatdg i nto multiple pieces of encrypted cut data by

the sanme nunber of bits by which the encrypted data is

c utredgiegandews g medns for resording on ihemecpediag atddgn teansrypted data

for,sequenti al I&/ generating new solutions each tine

having the ETGCrgPFBji &k %?%%e%b&ﬂlﬁﬁp&yp@g ggcgqlwmigg egans connected
os &3 ol e B SpPUET AR e e e e Bgm the reconding

medif®t gni Ng at | east one of the past solutions thereto;
first algorithmgenerating nmeans for sequentially
' genefimicting nidaié fr @il tHR e Brybtcd®laih At SHIUBF rélﬁde? it as the
is encrypted by using the solutions generated by the
subject data;swot mhieoain:gener ati ng 25 neans; second sol ution

generating neans. for sequentially generating the sane
neWsSiting maans s the sehjecs da@rbyt thenbmberrnf Hifs skarter than the standard

ol ugj.on nerating neans each tinme the encrypted data
nurrﬁag (l“)lﬁféxgsr iprgf?‘@tdat E@;Jstaegglp%q,ﬁfﬁae ggg@ct @éqalhap gw@mﬁég of bits different from
me%ggéﬁgésgfﬁegs@%c%&gn gener ating al gorithm capable

n ffew Sttt i on by assigning at | east one

of hhtif [ﬂﬁﬁﬁlgslﬁ’éaﬂﬁ .Pﬂﬂ’fﬂeti%f b gﬂf%%%@%gtﬁ%n%{é 'ofé Ei%of the

gener ati ng neans Tor sequenti a

plain @t @hgduta tithshesaddanbn RN OF 8ite By Melddiss 8dhRY data irrelevant to the
al gorithm generating neans each tine the
subject data in the plain text cut data.

27. A data processing apparatus including means for encrypting subject data in plain text
by using a predetermined algorithm and a predetermined key to render it as encrypted data, a
recording medium for recording the encrypted data, and means for decrypting the encrypted

data read from the recording medjum by using the algorithm and key used when encrypting

the encrypted data to render it as the subject data so as to encrypt multiple pieces of the
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encrypted data is decrypted by using the sol utions
generated by the second solution generating neans; 5
encrypting and decrypting means for encrypting the
plain text cut data with the key and the algorithm
generated by the first al goriitthm generating neans to

d ' h ted, cyt d d ti

subfiR 058 18 rafrhfhes B Pt e sl ulBinuligh Peces & e encrypred

dat® HCth¥ RhhB8rdet B he sanme

! al gorithm gs? tﬁglt%%%%gltsgﬁ%%%cﬁ%fgﬁﬂ%go% ﬁ%mg]ﬁ%?%pt ed
datcatgRnecaisdor Riftind e S850AUR BPA gfeﬁg?eﬂﬁiﬂ@& ﬂ‘ﬁﬁl?% of bits into
neans to render it as the plaintext cut data,_ t he

multiphenpiepasrof plain meyt titelatrmidyddd @ity the Becrdped Makindd th@fiple pieces
standard nunber of bits as a standard; reading and

of epenypfadcutdatadyriae samsonrber of bits b evhichctbe ciargptad datas cut when
thg encrypted data having the encrypted cut data

enc fF‘gpt ed by the encrypting and decrypting neans

co . and. readi t he encrypted data .

- o OBffiE bendt B AN of SequARl Y BepFiahing B sellitonh qagh time the
subjeet ARSI UWHerGRRFsS 111:%% . h i i

jélegcr ypted plain tesxilggc t gtzstoglﬁ{ogg ?@%E%?E@ﬁn%§§§ﬂguon generating
algarithinampalila b gerfdinghiaiedy S1udidith Easkionhte ARAK o i

subj ect data by the nunber of b)ict siggglgrter thanld)tf16:%!!1é<91m§tSommnS
theretoandard nunber of bits so that at |east a piece of

the, subj ect data has the nunber of bits different from

20 f’crﬁé(eéftgﬁ’é‘?faﬁi%@é@s(fﬂr saquentifblyegcherdtingneva kielysreaoh tite the subject

m Xi n ns praovided for the sake of matching the
da%ﬁgg%p@%gﬂs gdhe generated salptignsic cut data with the

st .of bits by including du dat a

ir r%e e\E/l g(ﬁ %tg}g&%tﬁgg mgadlgjsf T eq}ﬂ%\‘}ctgﬁ?'rgeﬁ?{@"% RAPEREW digys as those
enéldied.b i ' di
B byt At Ky BlIcRu RIS LAt BBl Rl s Brvmtea by
usingshe gersergred sidltigsrisi ned al gorit hm and a predet er mi ned

key to render it as encrypted data, a recording

me ghenypting andedaoryiting nidaes farenyqypting thatplain axd corReswiib the

decrypting the encrypted data read fromthe recording

algqrihamiang the keyi gegenated by the first hay generating eand tovteader it as the
encGENBE e pnd dEriielfe Fisvyimed ik darpmoh recemitom vond when
encryping SO bIEP bR P B S R St Ry S RS Pung e
encr:yE@dSﬁfmgeﬁéﬂ@Jd 1Behé B&ofl B8y 5&%%%@ Y {é%lll;lgrgit a5 the plain text cut

ereof , conprising: cuttin or cu

datas thigjreens gertfarnhiytg themerption Bt HRUBHFREH p&f stiidht AuMer of bits as a

standard;

reading and writing means for recording on the recording medium the encrypted data
having the encrypted cut data encrypted by the encrypting and decrypting means connected
as one and reading the encrypted data recorded on the recording medium from the recording
medium;

connecting means for connecting the decrypted plain text cut data to render it as the

subject data; and wherein:
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mul tiple pieces of plain text cut data and al so

cutting the encrypted data into nmultiple pieces 5 of

encrypted cut data by the same nunber of bits by which

the encrypted data is cut when encrypted; first

sol ution generating neans foritisequentially generating
j ect data Is _encrypted

Bt e B P24 5 ot
B0 908008 08kt EPPIIAG o B50T 40 o o

thessthertpieues of & shibeEiags; ahdi ' St key generating nmeans for
sequentially generati ng new keys each tinme the subject

dat baviisg midng pteent iy vidsd g thé1eaks @ wlaitchins ©6 ABKBEESE B of the
the first solution generating neans; second sol ution

Plajpeteat eittidaty withthe standardeyadet phbitybygieniadaidogrbhdats ateevant to the
new sol.utions, as those generated by the first solution

subject dptadn (e PRBASKtCHEA i e the encrypted data is 15

- decrypted by assigning past solutions to a
predeterm ned sol ution generating al gorithm capable

of j ' i gning. at Jl.east one. .
28,01 AR OAEE ROkl 30 B 13 o Sy i et
by nEiaga ptaletea@esamdorithiv aHE Fﬁ%ﬁ'éﬂe'téﬂ&ilfehfke? W RnBEY SEYRritRed data, a

those generated by the first key generating neans
recemigig miedvnt foe resnnliypthe dndgpeedi datal esd peiedobdecrifingdhe encrypted

the solutions generated by the second sol ution
daty gedrfEam thy eecrding msliemdyysinigrhe algdrither anddteyngedrahas encrypting
thfor e%mting({?he plain text cut data with the :

c &P GaPIeCiaan dendse 18 fhegubischdate shgs torractypt ultipkg picces of the
' ns to render it as e encrypted cut

st 2552%% RRGET OB o st e é&ﬁl i S8 SRR PipoEhe! he encrypted
dat? D@k ishRB LIRS Qse g@%?der%géif SPLA RO AGn GRS Xﬁ)ﬁlgsx%#te dat a

and the sane k as that use en encryp
- encguytiigedeatntfor gRigy Mk 8abiBit dabfbPL NGtk SN BRNEPE I ks into
means to render it as the plaintext cut 25 data, -the
muliipdnpicgrsrof plain eyt citelamrmidyaito iy the Becrgsted b o rPEiple pieces
standard nunmber of bits as a standard; reading and
of eReryptsslcutdatabyithe samecmimaben gf bits bnwhichdbe eionypted datas cut when
en trg 2ncrypted data having the encrypted cut data
‘e t?‘(gpt ed by the encrypting and decrypting neans

COISEL ke R LR eSS KBL S e e
SRR SORIRC s RS OEAGRADSE L DB SEEHBY  onerain

algaitimdapalsle 0f generating a new solution by assigning at least one of the past solutions

thereto; _

first algorithm generating means for sequentially generating new al gorithms each time
the subject data is encrypted by using the solutions generated by the first solution generating
means;

second solution generating means for sequentially generating the same new solutions
as those generated by the first solution' generating means each time the encrypted data is
decrypted by assigning past solutions to a predetermined solution generating algorithm

capable of generating a new solution by assigning at least one of the past solutions thereto;
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5 the cutting neans cuts the subject data by the
nunber of bits shorter than the standard nunber of
bits so that at |east a piece of the subject data has
the nunber of bits different from the other pieces of
t he subject data; and havi ngiakxi ng nmeans provided for
t he _sak alof .[Eatchi Qﬂ%ﬂt he nupber of bits of the plain
t extc FREMFPRTAIRG MGALs I8 SeaucoHY b eeperaing ghaipme new
j j I IF vant to the. 10 subject
elg AR RN MR D hd i} B4 riing Tpeay PR s g
encByfitEdta GORLhudasy Bingd e !sHRikiBes eél%l(‘#téd B fhe bbdonli s9RtiBn
processi ng appar at'uses; and secon ata "processi ng
genapphimgatasaes and third data processing apparatuses of
the same 15 nunber as the first data processing
appaEcHPlng anpdéaryptingahéansiforhenichytinis tist pldiatiextpnodats siithghe key

at.yses respectively, and having: conmunication by
aﬂ‘ﬁ@%@%ﬁ*ﬂé Aenegiedhy thetfirshalgonithmsgenprating theees torrepdeaiitras the

t I d bet the first dat :
enchiiid R R g Derriplins b enBIdSobiin wihhokocied wign encrypting
' L f th bj ect
oS5, 8O 55 BP0l L e
dat2PARFALABy BRGeddd g tRmIRh&RAO RN B Qeﬁépﬂragﬁ%ai?ﬁgxt cut data,

configured by including: a first apparatus havi

the fmeas$ patfirainyy the esalypgorappthe dbdt§ptioraptd stindad dehber of bits as a
apparatus having the second data processing

stanglaikir at uses and the third data processing appar at uses,
wherej.n: 25 hoth the first data processing apparatus
and 3%4'1%% By msaser Freouhingem thegeqonding arediung theténarypted data

na RS e B b b Pl b cproBua it Biebiningameans onnected

n
; ' r .a_1nko [ tiple .

s A8 Ld AR B0 eflnt Btk PEeo R P SRl b fpibotyihe Feconting
meditns by which the encrypted data is cut when

encrypted; 115 solution generating neans for

s egomcling meagrefive cainentng tedetgPedpliin @xe dutc M render it as the

between the paired first data processing apparatus and
subjeetcdatl agd vdeinicessi ng apparatus and different from

thaose of the other first data processing apparatuses

and™s s LutsBe sdest Jatadyfhe Bembel bifs shertey shanfhe standard

a w
the other pieces of the subject data; and

| nurtg)g,? of’ﬁfét’ %ﬁnﬁg leg's?taanf?iecf:eocgf (hic glgt}jgctt 'dat htap tehe%u%ib%r E)F éltts (?iytterent from

having mixing means provided for the sake of matching the number of bits of the
plain text cut data with the standard number of bits by including dummy data irrelevant to the

subject data in the plain text cut data.

29. A data processing apparatus including means for encrypting subject data in plain text
by using a predetermined algorithm and a predetermined key to render it as encrypted data, a
recording medium for recording the encrypted data, and means for decrypting the encrypted
data read from the recording medium by using the algorithm and key used when encrypting

the encrypted data to render it as the subject data so as to encrypt multiple pieces of the




10

15

20

25

al gorithm generated based on the solutions received
fromthe solution generating neans and rendered
common between the first data processing apparatus and
the second data processing apparatus to render it as
the encrypted cut data and decsBypting the encrypted

ata wi.,th.the | gorithm used en encrypting the ,
subfed B ot s o ARymied G4t an ecRpt BTN pisees et fhe encrypred
: ' nn [ t he .decrypt ed

it B sfile SRIEFCHieRBadFIROT of B ARG ER 0P oGR8 U5 o
an coultir Y& Barls o Eht BREhE 86 Bjed dith BER fe%& birlds i
and receiving theﬁlg%cr yptjgd datlglsfa B%ﬁé e?@ﬁﬁﬁb%%def%s mio
muitiple pieckstod phaio texs sutniatpa@iailRy ¢iitingStht Becréhed dRARB SHUIAPle picces
apparatus according to any 15 one of clainms 1 to 29,
of eneTyPkedeant Agtptby thdreanse mjmbar of bita by ehichahe dnaypted data is cut when

second data processing apparatus by decrypting the
DR dpt ed data encrypted on the first data processing

e 5% O e e SR s e e
L TR Y e —
alg@ritfiliapable Bf ferfdadtihold ML ST BPRIAINIS: R48CHe! It ngypast solutions

steps of: encrypting subject data 1 n plalin text
thengi;ng a predeternmined al gorithmand a predeternined
key to render it as encrypted data; recording the
endByides genrretingmeansfor seeuentivliyetnerating oéw feyseaich time the subject
and decrypting the encrypted data read fromthe .
datg ’é&&?@?ﬁ&%ﬁlﬁ&%ﬂ%ﬂﬂ@%@ﬁ@% hydhe firsfrsolpton geperasipg means;

S B e LS 0 b o
0 . ti . i . t ] :
o PR B O D8 P SR

dectigtad; byladsSignBiagraytoliitdnk kea pledbRrhidgd s@ifiond @ér@réﬁn? Fﬂ n%o?iglm

key and the algorithm changing in predeterm ned

 capale pbgeterating aaewt sedutinchy psiedingtt lastde of eigOopadt stQutidii thereto;

encrypted data having the encrypted cut data connected
as SepRddsy gpreratingwedisdgr sequentially gencratingithn garmp eewikieys as those

oIS ol ek Bt o
: e ' iat i it with th ted
iR Kl AR B AR PORRE N BlonbrbtPaceia ho.
r eeREghi AR pting Bdahe fdr @Ry PifPthe plain text cut data with the

algorithm and the key generated by the first key generating means to render it as the

encrypted cut data and decrypting the encrypted cut data with the algorithm used when
encrypting the encrypted cut data and the same key as that used when encrypting the
encrypted data generated by the second key generating means to render it as the plain text cut
data, the means performing the encryption or the decryption per standard number of bits as a
standard;

reading and writing means for recording on the recording medium the encrypted data

having the encrypted cut data encrypted by the encrypting and decrypting means connected
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medi umy cutting the encrypted data into nultiple

pi eces of encrypted cut data by the sanme 10 nunber of

bits by which the encrypted data is cut when

encrypted; decrypting the encrypted cut data with the

key and al gorithm used when em¢rypting the encrypted

t .to.render i,t, as th | ain text, cut data; )

as @ﬁ%@?@@#& PREngaRIEd S efﬂfﬁ o the recarging medivng frogy e pecording
melifunfS the subject data; and wherein: 15 the apparatus

cuts the subject data so that at |east a piece of the

pl ajoAnédl mdihs GRtdnh@sin H?P&f i Pt ilche & -

fromthe gt her pieces of g:ﬂ!ri}h?%l in qlg%ttg%tlf?tg%{lgo,e{eg%ﬂasme
subjdredatagedrwiptréing t he encrypted cut data, it reads the

specific information associated with the encrypted

datthe FtEng meanpewslthespbiectatita e dimberetbitsnshamnet than the standard

erfarnms the decryption with the key and the
m“ﬁ'i’eé 8? F”ctfﬁﬂ iha%%&‘iﬁs galeﬁ%%@leéhblﬁﬁéla@dééitm rumber of bits different from

[ j .32., A data processing nethod executed
theggﬁegﬁgg%éa&&l%g%é%cl%%éaﬁar at us executing steps of:

engy: It ' | | a4 S| a .

o SR ROy e Aot s B B o oo
plaineatent dita d5thahe sotbdLdnaba: of HRS BY Shheih ﬁuﬁgﬁr QR fefllevant to the

data on a predeterm ned recordi ng” nedi u and "25
subjeetdatpin thg plaireteancutydataed data read fromthe recording

medi um by using the algorithm and key used when

encrypting the encrypted data to render it as the
appa us. i ncluding the steps of:

30 suH ct data, the - at

"cu 5??@9{%835%?Yé@fﬂa&a¥ég%9d‘aymcmgérm ned nunber of
bi B i Dl i eces of lajn text cut data; 117
enmgﬂ%% t a[ealgp}f)g‘?sgmgél%arﬁtﬂfesgﬂlada with the al gorithm

1 0 RS0 o L S e

nunttet as thafirstglatd Woessiny ﬂbgﬁatﬁ%s P SPOABGhEHrsRdat? BFocRing
the recording nedi um recordi ng specific

appprafusesmgspestivélpr anddeminigf yi ng t he key used when
encrypting the subject data on a predetermn ned

r e CRIURAHER Py MeBYS efseneripiad daga having subjech date ircplajt texit encrypted
Pertrglg%%i, laqtﬁggn?@g ?ﬁ%‘ﬁh Fagﬂ:g%%g}lg gggﬂi%:ﬁﬁ %1%: t%ggggon?lr:iaiahperocessm g
apparatus, and communication by means of the subject data performed between the second
data processing apparatus and the third data processing apparatus, and configured by
including:

a first apparatus having the first data processing apparatuses and a second apparatus
having the second data processing apparatuses and the third data processing apparatuses,
wherein:

both the first data processing apparatus and the second processing apparatus include:

cutting means for cutting the subject data by a predetermined number of bits into

multiple pieces of plain text cut data and also cutting the encrypted data into multiple pieces

- of encrypted cut data by the same number of bits by which the encrypted data is cut when

encrypted;
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medi umy cutting the encrypted data into nultiple

pi eces of encrypted cut data by the sanme 10 nunber of

bits by which the encrypted data is cut when

encrypted; decrypting the encrypted cut data with the

key and al gorithm used when enerypting the encrypted
der it_as the ain text cut data;

cut ta to ren ! )
cortPAReR, 85ReiBRG Bleay: B dedyei il asher-Gne solatians rsndesteqmmon
' ' ’ erejn. 15 the apparatus
ber o e e ® AR Bk 0o Abhar P Rl o s BogB ecapparatus and
diffeteait frotthbs okt the Bihd Fgﬂ?% ' ' -
from tohe otsher pi ecggﬁsg?at%ﬁgo% al 5%%&&%%?[1%%{0%&& g%éprocessmg
appatedmses;decr ypti ng the encrypted cut data, it reads the
specific information associated with the encrypted
dateRnPERE and desrgplintgamednsdar enecyptinigrihe plaihi texo candata with an

erforms the decryption with the algorithmand the
algg%@ffi groAtated Rased aa the solntionerespived] fiom thafsolution generatitl means and

t ocessi t hod executed on a data
rentlted ol vRIMERTR Bk Tib icnrios spparesss anddhe rappnd diga processing
parHRISAs b i | i a.predet erm ned .
P L B R A Y aD B R Ep &) Pl 5t dara with he
alg@fthim)ibe hdalene ihdicAsyhirg i ;
predet er m ned rrgg%?%i ng meygi u r%ﬁpg{% R;Z%H%%?Ir %@?H‘S““l ﬁwe}e(t cut data;
encpypecadg dataas feradnidctng teeleeApeddiilng R FutdatI eRAR G as the
the algorithm and key used when encrypting the
subjegtdasiaad data to render it as the subject data, the
apparat us including the steps of; cutting the subject
dat W@%@@P@Vﬁgﬁwﬂﬁ ihrenswyitting ard regeiying the psirgpted data,
' .of plain text cut data; 118 encrypting the
mmgwggﬁﬁtext cut data with the key and the al gorithm
Chanoinpe d ] 47 t.andar d nunber..
ath Iﬁﬁ&gﬁﬁ(}g r%@d?ﬁlﬁs g nglag:%ce s[%apé)ﬁgarr%ﬁcggrdmg to any

of bits as a sta to render as

* onetftlaiias &to 2%,00Kich BRLrYHS tRNGbIEE &fa PaicRatB RNl AR dehhd data

encrypted cut data connected as oné on the 5

progeggrng apprgatnetly deqryptigothel engypipé dithicticiypiedronBhé Bkt % processing
identifying the al gorithmused when encrypting the

ApPIFS JEEOTgH - ATy iask datreore theiresuding eweddim gndrdetirypts the encrypted

associating it with fhe encrypted data;
dataRAPHOR the (lgecordmg medium to II‘anSI)I/]% it to the second data processing apparatus.

31. A data processing method executed on a data processing apparatus executing steps of:

- encrypting subject data in plain text by using a predetermined algorithm and a

- predetermined key to render it as encrypted data;

recording the encrypted data on a predetermined recbrding medium; and
decrypting the encrypted data read from the recording medium by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data, the
apparatus including the steps of:
- cutting the subject data by a predetermined number of bits into multiple pieces of

plain text cut data;
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readi ng the encrypted data recorded on the recording
medium fromthe recording nedium 10 cutting the
encrypted data into nmultiple pieces of encrypted cut
data by the same nunber of bits by which the
encrypted data is cut when enamsypted; decrypting the

enc t _data wi t he Kk and al gorithmused,

o esRBp et pE Bt ol B 4y ndind afgoritim ghaning in

cAbRAARE 'ﬂHH’% | r.it_as the plain text
I)rcut data; ¢ ﬁ{lrgg{i?rﬁ{géﬁég%égﬁggfggoé ain text cut

dat ecodigeme efictiybted ate Mavingthe &l : SRS RIh

t he appargg?us cﬂl)j%s t he sﬁbjgect dczf\ﬂg&gg/ut?ﬁ%%ﬁn er ag,fo'ﬁeonthe
rechiding slediugr t han t he standard nunber of bits and

mat ches the nunber of bits of the plain text cut data

wi tIeceudingsipgpidia informativpelor tentifyig thy algocithml s wiheincrypting the

bd%{tﬁ irrel evant to the subject data in the plain text
SUDIRH datg Q4 Pregiderntaed gedins medjumhy asproiapipgdtwithi thectatrypted data;

It h cjfic information associajed 20 with

the‘regﬁgg %%&Eg’g?daéaﬂ T5P¢ op theferurdimemedivm Sy thegecording
medfgi;um and perforns the decryption with the key and

the algorithmidentified based on the specific

| nfomttirgy the Bncrhted Aadlan®d iIAFRTIARY pP@ﬁc‘Pﬁﬂe@&ﬁ?ﬂfaﬁﬁ R same

a data processing apparatus executing steps of:
nurabgsof bits hy vehidij the enatgptad idatais aitwhedxhelyptedsi Ng a

predet erm ned al gorithmand a 25 predeterm ned key to

r erfl§ERYPLIng S aesinyesh @l dafaveith the koy dinha gorithnewsed yhen éncrypting

redet erm ned, recordi ng nmedi um and

d
the 813%?’9%? icﬁ 4, b repdstitasdhe plaintexe@ dataom t he recor di ng
' ; ' | i.th d key . whe
L B0 A S B R

wh&bigl ect data, the apparatus including the steps of:
119 cutting the subject data by a predeterm ned

nurtheappataths &ts ihetsobjatt datPdoath i £ ¢GSt égﬁiecé)&ﬁh@ pfaﬁfltexf:éhtt data has
data; encrypting the plain text cut data wth the

~ the argben afthits alifferetterue sheoithergiisngs b thefplfial €3x€ til 34 and when

tim n?h per standard number of bits as a standard to
decrypHing the enceypted eut dafer i peadsl thegspecific deformativacssatiatgl witk the

enc%?eglﬁgtagﬁo%%g pl:'?ea\é%&glptﬁg ?qé&%egg@ggﬁ gggftoglpg &nepdigigy%?ion with
the lé%f: @i;/d;itﬁlt: hg&tn%lgﬁ idedfRLA b 9n %‘eesp%g ¥iciny ogmxt@o%r.]
32. A data processing method executed on a data processing apparatus executing steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data on a predetermined recording medivm; and

decrypting the encrypted data read from the recording medjum by using the algorithm |
and key used when encrypting the encrypted data to render it as the subject data, the
apparatus including the steps of:

cutting the subject data by a predetermined number of bits into multiple pieces of

plain text cut data;
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subj ect data on a predeterm ned recordi ng nmedi um by
associating it wth the encrypted data; 10 reading
the encrypted data recorded on the recordi ng nmedi um
fromthe recording nedium cutting the encrypted data
into nultiple pieces of encryptted cut data by the sane

nunper of hits, by whi the encrypted data is cut when
oncoying st Bie Vi ® fate vaite s pleBuithm ndsibe ke hsnsiagein
MEN ARG | ? rypting 15 the

pr encryptggllngg‘%t&d%{lg&gg%tpggﬂs nt%gié&tgdaﬁ"%nber of bits as
a Sifedfidaigtkht endrPPEe UatathadSicihee t&4 cule @S OHhectH R'one on the
connecting nmeans for connecting the decrypted plain

recosbmg medivdgt a to render it as the subject data; and
wherein: the apparatus cuts the subject data by the
nunfiseerdare speeific informasiont fonidentifying tha étay dsedAthenlnbspting the
bbit%l and mat ches the nunber of bits of the plain text

subjert dafaon a predetermined reperding medinmdyy assodiiting ipwith the encrypted data;

in ' du irrelevant to the subject data in
t nereHthg e Db bty Ged R N eorie st v dhe recording
me@Rigf;ypted cut data, it reads the specific information
associated wth the encrypted data fromthe
pr enheriy ik eRctypes ankiing mmdhlpiaad P&{}?g@
decryption w ty?] the algorit mrﬁénd ?he y gE?%‘etﬁtgtlafblyetge same
nurhizs od banby whichphe bfidrgpted Hatmimeitarhen2bc3piedA dat a
processi ng nmet hod executed on a data processing
appRFEPHBg ecngryping et dpts with the &ey prychalgomthauinied ether @herypting
in plain text b si.ng a predeterm ned al gorithmand a
the spersmted o ‘??é‘?jt(’l%)éi}gqrdt FdheRlam extentdpter ypt ed dat a;
re ' e.encrypt.ed data, gn redet er m ned
ccanticlle WSRO UTNER 58 Ge o o Fhgerihes G o data: and
wh&dsiha read fromthe recordi ng medi um by using the
al gorithm and key used when encrypting the encrypted
datthe agpatatadeits the sabjebtRtS4eth&CH 18 Apictd ' thé PR @kt data has
including the steps of: sequentially ‘generating
the gwinber afrhits\dififarbntarom reethe-picoed oMb WAL tet cbt datd, bhd@hen
t he, subject data by a predeterm ned nunber of bits
decyyRiige th sucpntedyius dats, ibfeadp thei specifiz infounatitmt asociated with the

[ |.ai d ith the k d
encS Rl Bt olnSeinb mebelinsmedumpakpatiors hadseryption wit
the 2180Afm hdd A8 KeP S1RRRLY BLET oS e s‘i')%éfﬁc information.

33. A data processing method executed on a data processing apparatus executing steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predete_rminéd key to render it as encrypted data;

recording the encrypted data on a predetermined recording medium; and

decrypting the encrypted data read from the recording medium by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data, the
apparatus including the steps of:

cutting the subject data by a predetermined number of bits into multiple pieces of

plain text cut data;
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recording the encrypted data having the encrypted cut

data connected as one on the 10 recordi ng nedi um

recording specific information for identifying the

al gorithm used when encrypting the subject data on a

predet erm ned recordi ng nmedi umgby associating it with

t he rypted data; reading the encrypted data o

r oc T DHIGIT R S hiRg e kFY RhIE iEoF Ege maing in

j B [ cr d data jnfo nultiple

preQBhRe ik hor SPAITENEE LPE o Byl B et encrypred
cutldatss by which the encrypted data is cut when

encrypted; decrypting the encrypted cut data with the

k eyreeording] the endriypred dstd hwhiﬁﬁ tiRNEcyyped ¢t dh @oftketedRls@de on the

cut data to render it as the plain text cut data;,
receigiiHE®edingL t he decrypted plain text cut data to render

it as the subject data, and 20 wherein: the apparatus

cutCeARESResIES (nfermationdor antifying the elgotithm used vdfentenerypting the
' t C dat a has .. the punber of bits different
subficB it b o fherfitieR BB tin e i as eianost widh o eapiypied date

wh i i t C ata, jt reads the .

Spaci iR HokRbs i af EBGUNPOF e o ey 55 B aconding
mediatld from the predeterm ned recordi ng nmedi um and

perforns the decryption with 25 the key and the

al guttingtthe enteypypted detd inte sadtple pidtes SPERHPE cut data by the same

information, 36. A data processing nethod execut eg on
numbea of hithpywhickithg cnmpyptedius iengothenvgcrypieds of :

enc ti.ng . subject data in _plain text by using a
pr é%}é'FYBP%q hengiygbdicundata h‘a&athe ewend dgorithmdiské yhew encrypting
[ n te ata; 121 recording the .
e BRF5ES b &y BOSHY B AnT B0 Bhor i FEROATIPG sttt cu
anGoRAeek i : d.fr t he
ocoRTHp AR PR AB R 68 ARGt s bispt dwayme
whastien encrypting the encrypted data to render it as the

subj ect data, the appar at us including the steps of: 5
se qﬂ;ﬁeanpammsycumhe settject gdattiyuhe QBSbebfBiks héter than the standard
)

eudo- random nunbers; cutting the subject data by a
“"ﬁ?eé aEbity andfeichasthenumberisif bits pfithe plaih taxp et dateewith thaf standard

| ai p text. cut.dafa; encrypting the plain text cut
munfbePoF T inflcinedimy ta Melena ieihe geiestdeiadn Soe plgincaxt cut
data, hia &zﬂlﬂyﬁéc?yﬁtintg%é gl{]cg%tecll tcutad‘?':ltat, E}ereae sctﬁe}/ gpteg' icqulxjtton(ljlg%igﬁ associated

with the encrypted data from the predetermined recording medium and performs the

decryption with the key and the algorithm identified based on the specific information.

34. A data processing method executed on a data processing apparatus executing steps of:
encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;
recording the encrypted data on a predetermined recording medium; and

decrypting the encrypted data read from the recording medium by using the algorithm

and key used when encrypting the encrypted data to render it as the subject data, the

apparatus including the steps of:
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10 recording the encrypted data having the encrypted
cut data connected as one on the recording nedi um
recording specific information for identifying the key
used when encrypting the subject data on a
predeterm ned recordi ng nmedi uppby associating it with
t he, encrypt ed ta, reading the encrypted data_. .
r ecol f‘a‘éﬁg ﬁ‘ﬁm‘fg %F‘t@cbg R tﬁ%’&‘P?ﬁﬁFW‘?ﬁh"f ks inde Brinie pieses of
plam%d?ﬂl“ ng the encrypted data into nultiple

pi eces of encrypted cut data by the same nunber of

bi tehcB)ptind tHehl4ih A ' .
nCryar et G Bt ol At G, Db ind PRy chapeing n
predayruznet] tingpet brandesa dunibenoFIE ¥Rl staddard!th SerRBE 1t VB R Encrypted
cut data to render it as the plain text cut data; 20
cutdatdhecti ng the decrypted plain text cut data to render
it as the subject data; and wherein: the apparatus
c utrECr g dpsmsepieidan Baying the eaeryptedsut datperarecis as hee on the
xt. cut data has the nunmber of bits different

, i -
rec&%l%ﬁ%%@ur& her pieces of the plain text cut data, and

WNBor@RE Sy i6R BB [ Biced bunbeads. e
S S N B S A e S
subjéat dutf 6@ AptdletePh R rIRINE thedfiR bk ﬂﬁgg} i :
perfornms the decryption ngth thega%grl t h#nr%ﬁgﬂfﬁ%qypteddata’
keyeaditethe eneiptod detd recorddibors e ¢édording Re@lui@ oAl the ALording
A data processing nmethod executed on a data processing
mediWBar at us executing steps of: 122 encrypting subj ect

data in plain text by using a predeterm ned al gorithm
an§U4ng F‘%‘u@@ﬂ%ﬁ?‘ﬁ%ﬂ ol mulfinle pigees aftengryped cny gate by the same
¢ 1 r g t he enc ted data on. a predetermn ned
nun?%% gfr %‘lisﬁéépvﬁglglﬂ g}ﬁ eng’ﬁ?@tecf{e%d?i‘/bqtq“ﬁ B’E]F‘h ENERPYpt ed dat a
re j ' i he algorithm .
5 Sec YRR B et TRl LBt 1 R0 42 R PE 4% hen Grokypting

the eremngeed cit dag g theSstdidasd ndfbed of bli€as LRRRLAL ibsrelédcr it as the plain

including the steps of: sequentially generatin

textgyt datd;ons whi ch are pseudo-random nunbers; cutting the
subj ect data by a predeterm ned nunber of bits into
muFPIsrEngmeansdoneonngetiigihe drerypted phidn @xt 0 datwo yaidenis as the

S“bjtg‘:‘g}?ﬂ@%?}é@wbem cut data with the key and the al gorithm

g58Y on the solutions per standard nunber
SL ttﬂ%iflg:?%rﬁﬁls %u&ttﬁg]gl%ﬁe%t Elgta li)(jerqgg rrlurinéer%% b}tp ) O?trt]?% Ely ttﬁg standard
number of bits and matches the number of bits of the plain text cut data with the standard
number of bits by including dummy data irrelevant to the subject data in the plain text cut
data, and when decrypting the encrypted cut data, it reads the specific information associated
with the encrypted data from the predetermined recording medium and performs the

decryption with the algorithm and the key identified based on the specific information.

35. A data processing method executed on a data processing apparatus executing steps of:
encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data; |

recording the encrypted data on a predetermined recording medium; and
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. th
subjefdafaan

mat chi ng the nunber of bits of the plain text cut data
with the standard nunber of bits by including dumy
data irrelevant to the subject data in the plain text
cut data; recording the encrypted data having the
encrypted cut data connectedi1as one on the 15

R K orinE ol dechl i resording rysghitn Gy b the algorithrm
. : di a4
ndEFIREd wileh EndipddhE LRI M A TR A9 b Gy the
aprﬁmlﬁsyjﬁblﬁﬂiﬂéah@stgﬁgiﬂﬁ ded on the recording nmediumfrom

the recording nedium 20 cutting the encrypted data

i ntsequenitinllp kenapatipesdlnfons WHidhire Pseuidb-riidiot Rymbde same
nunmber of bits by which the encrypted data is cut when
encitizabe seljectypta yp priedetemcinghbwdberof bitairgo wiliiple Pices of
ey and al gorithm used when encrypting the encrypted

k
Plajpfextent dataer (he standard nunber of bits to render it

o S e S BRI S BB et

_ the@t?]lqti&%tm&{&. ﬂ:asiﬂghﬁ%lﬁ%&f%#%a&“ts the subject data by

t he nunmber of bi er than’the standard nunber
of rbidr&ing thd dRbypaéd HRRBAviAe B t ' t
dat a hasgt he nuyr%éer of ﬁ%‘irlltagsmege?lf&fygﬁegncpﬁ?%%’t e‘ienigt g’irféonthe
rec@ilmgagedifimt he pl ain text cut data, and when decrypting
the encrypted cut data, it reads the specific
i nRROEENE specifisinéormation fiprt ientifping iy alporétintiated viben Bhcrypting the
e, 123 gredeterm’ ned recordi ng nedi um and perforns

Fedstrrmined reqoading ynegdifm by essarigiing ithrith the encrypted data;
i deqt i f ] t h i fic inf, tion. 38, A
ol <R3 9P JBE b s o

med@R@ar at us executing steps of- 5 encrypting subject
. data in plain text by using a predeterm ned al gorithm

an@uaing phedRtRited aa8 it Ynli@ple BRUES of dnc te%rl‘éﬁ WA Y the same

data; recording the encrypted data on predet er nt ned
nunyhst of bty whith ting erenybtetbdaty ptdun ghthenepgeypt ed dat a
read fromthe recording medium by using the algorithm
andewEptinghy enprapted sut &m ity thenkeyoandrajgirdbimdaediwhen encrypting
render.it as the subject data, the_ 10 apparatus
the ?I}?glﬁﬁq Ay d?‘Fi‘eto SE5E “Jé'ﬁ thesplamdexticyt dafaigener at i ng
o) i [ seudo-random nunbers; cutting the
sy et 'l R e (I AR T thf Eioch s and

whefdthi i pl e pi eces of

the apparatus cuts the subject data so that at least a piece of the plain text cut data has
the number of bits different from the other pieces of the plain text cut data, and when
decrypting the encrypted cut data, it reads the specific information associated with the
encrypted data from the predetermined recording medium and performs the decryption with

the key and the algorithm identified based on the specific information.

36. A data processing method executed on a data processing apparatus executing steps of:
encrypting subject data in plain text by using a predetermined algorithm and a

predetermined key to render it as encrypted data;
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plain text cut data; encrypting the plain text cut
data with the algorithm and the key generated based on
15 the solutions per standard number of bits as a
standard to render it as the encrypted cut data;

mat chi ng the nunber of bits af2ithe plain text cut data

W t st andar d er of hits , by including du

dat gkc}){hﬁn {é‘\‘?&ﬂ‘t“y?@ﬁ% W APrg termingd reRoRding BedppL; e

cut gdali | ed data havj.ng,t he, .

encryp eldngtr:tgg Qﬁd%%’é}g% g%%éce[agﬁg?worﬁ 8°r8’r?gt’ﬂgilmﬁé’é’ Jistherfle algorithm
andreelf wEd vaAln AESHEHE the RS piddUatd (b ' Odubi

i denti fying tﬁl(e%kg usedﬁ,\?hen aenc?éﬂp%? #&gtﬁgeegub%eﬁbﬁiaé%tthe
appiaatas melhwliny theeteps of:ned recordi ng nmedi um by

associating it with the encrypted data; reading the

enciipeiinlly geaeraiag sadetibne whitteare psarddimgdome dimabedsy om

t he recording, dium cutting the encrypted data into

nul ‘f‘}fﬂ'i‘?eﬁ’ﬁisg%sgt@a Bhe Predetermingd namber afbits fingo smrttiple Pieces of

181940 bits by which the encrypted data is cut when
Plaencr‘ge/%uttg%t?’ decrypting the encrypted cut data with the

al oQciipinl KfVetiSS . e.encrypte

cut data per &Ehe st angg%%ﬁtgéél%g%{hggﬂ&&%k%ﬁ atf"?basedon
theaslutibas @l rahder iLastth sicrfstbdeur dapnect i ng the decrypt ed

plain text cut data to render it as the subject data;

andrecatimgehaencigpted tite hayipg tiat ensrypeddscut Hgta SHMMLEd A& on the
t he nunber of bits shorter than the standard nunber

by
receyding wedivm; t hat at | east a piece of the plain text cut

dat a hgs t he .Pu’rll;ger of bits different fromthe other
pi SCEHIRE spratip miormation doridentifying thekey wied whea cngyptimgythe
Jt data,. it reads the specific
subfiaf 4R Sh NP b rer o8 R i BX S ppiang itavih thesmerypied data;
t haeflifd BdeheH gl ' L.um and. perf.or the ..
door ot A IR FEAHM O AT YR 58 Prreipraing
mediamed on the specific information. 39. A data
processi ng met hod executed on a data processing
appaftingibe enceypied dafa stepsultble piceacstiichypieddR 186G by dRE Sime
i.n pl gj n text g%eusi ng a predetermned al gorithmand a
number gf Biigbwewhichdhe kcyynted dasa ifequt whemenapptegpt ed dat a;

recQr di he encrypted data on a predeterm ned
' o8P ﬁ’@&Pﬁ%@w&ﬁ&tg@% tthekest and algprithmtused whem encrypting

e e O R NP Py et Dt ed e o

r erofectihg R debSpidIBA texd Rhfdatd B ender it as the subject data; and
wherein:
| the apparatus cuts the subject data so that at least a piece of the plain text cut data has
the number of bits different from the other pieces of the plain text cut data, and when
decrypting the encrypted cut data, it reads the specific information associated with the
encrypted data from the predetermined recording medium and performs the decryption with

the algorithm and the key identified based on the specific information.

37. A data processing method executed on a data processing apparatus executing steps of:
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apparatus including: 15 a step of cutting the subject
data by a predeterm ned nunber of bits into nultiple
pi eces of plain text cut data; a step of sequentially
generating new solutions each tine the subject data is
encrypted by assigning past 1gelutions to a
pre r.mned. sol ution .generating al gorithm capabl e of
ge n%?lgt%l n égggjﬁ %\Iéagaolplﬂl?’g Eexé ;‘73’ é‘§'§‘g Grireiyterminedadgorgiya apd a
relif@roRRed kSPldeh d oy, @ first algorithm
P generati ng)gstep@ég?t%s%g%?qda%?ay generating new
al gemrtlﬂlrg&h@aﬁdm%tbdﬁﬁatabh%, ];ﬁé%tﬁ’ﬁﬁné@re@o[?ﬁl Ghafv! g by
using the generated solutions; a step o gncryp in_g
t hedeptypting tleénceyptedidetareat front e rk&ydiaB dnddiin @ltv %’i‘h? 1gorithm
enerated in the first algorithmgenerating step to
and keyqsed when gnerpiptingrtbe ypergpied datada renderit as #e sabject data, the
recor.ding. th encr%pt ed data having the encrypted cut
apD Ipgiting the;sters Fne 25 on the recording medium a
st . | t he encr ed data recorded on the
e BB i o ERY Wi 5 hfongS reriommpobests o
S eGafthgahd MR Mg edfﬁ:,%b Grnsih nt @l Yiote ni
gener atgiadr%g t Re sane%n a‘flgor | %ﬁlﬁ@{l%%%gﬁgiﬁgt%gﬁ'@%? Bigees of
plainrtextivat dati;st al gorit hm generating step each tinme the
encrypted data is decrypted by using the generated
soleneiyphisg the: paie pexo Cundsdta With thidleeyemariid41gorighat %edefh&éa based on
mul tiple pieces of encrypted cut data by the same
the solptiens ror standard pymn @fibitstee astandgdtte deruiat i ai sheomicrypleedieut data;

encrypt.ed;. a ste f. decrypting the encrypted cut data
i RIS (hsyPuBRlet o} it PLE Pl EREE Hata vt stapdard mumber of bt

ST .
al Qﬁokdiﬁ@ﬂ%?ﬁfﬂé{f&tasﬁ%@%%ﬁﬁe%ﬁ . {]edltchte &3% SEe éga 'atl one on the

text cut data; "a step o nnec Cryp

. recquilimg mddéugh; cut  data to render it as the subject data;

10 and wherein: the apparatus encrypts nultiple pieces
of redeeding bpasific nfireation farndenifying theadgdrihm 1686 Wheh efcrypting the
data, decrypts nmultiple pieces of the encrypted data
subjeqt CfﬂF?eO%B@dsWea@meéseqor@n@ mg¢dium by essociatienit mitit the encrypted data;
th%rgof fnd cuts the sub(jlect ata so that at least a
pi E@8mgrtny Facrypted data zegorded i the recording medivgy fraay the fecording
meddiths different fromthe other pieces of the plain text
cut data. 15 40. A data processing nmethod executed on

a gitting EHeQGREPIAIIAPRAS AMHISHEEMN e hATuP bita by the same

number of bits by which the encrypted data is cat when encrypted;

decrypting the encrypted cut data with the key and algorithm used when encrypting
the encrypted cut data per the standard number of Bits to render it as the plain text cut data;

connecting the décrypted plain text cut data to render it as the subject dafa; and
wherein:

the apparatus cuts the subject data by the number of bits shorter than the standard
number of bits so that at least a piece of the plain text cut data has the number of bits
different from the other pieces of the plain text cut data, and when decrypting the encrypted

cut data, it reads the specific information associated with the encrypted data from the
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encrypting subject data in plain text by using a

predeterm ned al gorithm and a
render it as encrypted data;

predeterm ned key to
recordi ng the encrypted

~ appdeatus indndingtteelstegs afne

data on a predeterm ned recordi ng nedi uny and
decrypting the encrypted datazpead fromthe recording
' usi.ng the algorithm 20 and key used when ]

preBE oS FUR mil Db crloris ¢ cmipsion vt keyoand the algorithm
idefHht E6dsedah s including: a step of

cutti ngset heﬁéeu jegcqlglg)?ﬂégtéoﬁl‘a predet erm ned nunber of

bits into nultiple pieces of plain text cut data; a

step of sequentially generating new solutions each
38.t i ni datagprecdsjing mettideexiesuted 64 Y Mh@GhrocasiRy apparatEdexdButing steps of:

past solutions to a predeterm ned sol ution generating

al JECTYPiRge subjae datagh plaje text by using a prelbtesolingdi dgoritlym and a

assyin%gigg at | east one of the past solutions thereto;
pregeteroupgd kex togendsr 4t ascgepied datas sequent i al |y generati ng

data is _encrypted by

AR S B S S

e T T -
andtieyieedi¥hen En@§ptrdehe BRErYLE Hata 4 réiilﬂ&ﬂii a@th%tsﬁ%e&f ata, the

recordi ng the encrypted data having the encrypted cu
on the recording nmedium 5 a

step of reading the encrypted data recorded on the
r e 6A¥MHaEencgtingrsoltione whichcoe psendo-medionmumbesecond

key generating step of sequentially generating the
s ar‘fﬂgﬂ@vﬁ[‘? glg}ggcggaqamsa@re@egmdé@mwmﬁ bit$ inte multipfe pieces of

Iai rai step each tine the encrypted data is
pm%?%&fgt%%g’by using the generated solutions; 10 a step

f is . | i . | ti [ f
!, 90 8, 0 B AR 0B s

the wéliidnstfee s@ndani BBt MitsiaS aGtihd¥Aas rt?if(‘l‘é{1 ﬁ{ﬁ% gg; enfrypte@Rtut data;

of decrypting the encrypted cut data wt
al geatehihgtheswhbehefibienafitheplaiigrext dve de@ 6Filhe Stafidbrd daiBer of bits
.and the sanme key as that used when encrypting the

by igrlading demmadata el eeans toetbie isebjedtalatein drcplieyte genediati ng
step. to render it as the plain text cut data; 15 a
st é%"ﬁ‘?m% (FOCEYPIRY ‘fqt?eﬁl%i’é'%ﬁ peRerypledicnt dasa conmgeted as ene on the
rec&@in@%ﬁ%mf t as the subject data; and wherein:
recording specific information for identifying the key used when encrypting the
subject data on a predetermined recording medium by associating it with the encrypted data;
reading the encrypted data recorded on the recording medium from the recording
medium;
cutting the encrypted data into multiple pieces of encrypted cut data by the same
number of bits by which the encrypted data is cut when encrypted;
decrypting the encrypted cut data with the algorithm and key used when encrypting
the encrypted cut data per the standard number of bits to render it as the plain text cut data;
connecting the decrypted plain text cut data to render it as the subject data; and

wherein;
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the apparatus encrypts multiple pieces of the subject
data to render themas the encrypted data, decrypts
mul ti ple pieces of the encrypted data in the sane
order as the order used on encryption thereof and
cuts the subject data so thattz2at | east a piece of the

Gi S PR G e BiRL R p Hetuibet et Sors b thepandnd
nurHBdrdf bftd so fhaggttléas?ﬁﬁfe%é of E%lﬂr%}ll&%q chit cFa?éJ flaesgh%ﬁvglﬁ%??g%its

pr O_CeSSI ng appar at u_ exec S_ eps o _
diffeténl Goin Mabeher PicBbsd1thd SPaln 0¥t Mt IR, £hdPy edre%fﬁhgg the encrypted

al gorithmand a. predeterm ned key to rende
cutdatay if peasld titadpecific dformativn dshecignd wWithitbdemtaiReddat@ from the
predeterm ned recording medi um and 25 decrypting the
Predstermyinedeeceriing medivnf andmetfooms tealediypiomedhithe Myorichimand the key

.ot | gorithm angd key used when encrypting the
ldﬂ@ﬂ§¥©%§gﬁm@ éPFBg?éﬁ@%F“WP-as the subject data, the
apparatus including: a step of cutting the subject

data by a predeterm ned nunber of bits into nultiple

39.Pi &€ @sta PhodRbSh P el eﬁéﬂut&%ﬁ gzllg[ IOC%S%%%%%&%S%XEQU%g steps of:

generating step of sequentia genera

solentryprifig @@géct datBn phen &bbPGiingdaprdeRrERRE é%%ﬁﬁlrménd a

assi gni ng past solutions to a predeterm ned ution

predpteroningd kay toabmyler ittah enargpiath detapf generating a new
sol utign by assigning at | east one of the past
solfeRor¢ing the enskypiest daga en 4 pregieteniniped iredondige peedatm; agd
st of .sequenti al | enerating new al gorithns each

i ABCrYPHRS Bieivpied ot pad fam P tecardiye merlivgn byusing the algorithm

' in th L rst solut.on, generating
a8y A DRAERTEAL L B e iy AP 2005502 e
appiifiafil} iﬁélﬁdihgy and the algorithmgenerated in the first
al gorithm generating step to render it as the

enarsygpldutin thabibject datd bylaGReMterhBEQ #inbr bPBits into multiple
encrypted data having the encrypted cut data connected

piecgs obplain fert edatapcor di ng medi um  a step of reading the
encr}/pt ed data recorded on the recording medi umfrom
t hé Stepf spgiientjaliegrngrating newsohtions pachi time thersabjattidatn is encrypted

by 508 SO B e T S e o
B B Pk o B L A AN o B B sl terero
Pr adR{QNSOrIRG seRbilihd e QLRI Y PeAQh il R RBR dach time
the subject data is encrypted by using the generated solutions;
a step of encrypting the plain text cut data with the key and the algorithm generated in
the first algorithm generating step to render it as the encrypted cut data;
a step of recording the encrypted data having the encrypted cut data connected as one

on the recording medium;

a step of reading the encrypted data recorded on the recording medium from the

recording medium;
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generating a new solution by assigning at |east one of

the past solutions thereto; a second al gorithm

generating step of sequentially generating the sane

new algorithnms as those generated in the first

al gorithm generating step eachstinme the encrypted 20
the sol utions generated in

dataiscﬂcr t ed b}/.usin I
t he* EELY %‘gg% £BGYDR steRat ﬁ@ql@tlté%,y SEVSTAHBE Hie amemeHy
N . : ! ; \ q
g SR ST R 855 G SRSTR! B cnc
dat® BCdeyBlpesdl slaldng the GeieriR oIBAGAY Pt €d; a step of

decrypting the encrypted cut data with the key used

whenstemnef gupling e eherypred datiphinelbplediéas 8N shdiiReBaiata by the
al gorithmas that used when encrypting the encrypted
sampetuanbep 5f hishby whish thmendngpted datads @it gdeh ehenyptedier at i ng

step to nder it as the plain text cut data; a step
of %%?R]‘_é{‘chﬁ@mpﬁ éhf‘of'élé’fmsqualt rtaivrith dirkeg ysedduhen anerypting the
e A B o B0 O i st
. ta. . .
s YRS BRI BEARL o S84 AR o
or df¥tepSt dofifle@ingd@he d&%pté@%%@xtedﬂx@ AYRd féﬁd&ﬂ?ésil?ﬁ: tsﬁggct data;

cuts the subject data so that at |east a piece
andpVlzreint ext cut data has the nunber of bits different

fromthe other pieces of the plain text cut data. 42.

A dbg appsrasesanstyngs meltiplepiesesaithrdsubjecadatatarepdardban ian the

R N L -

. edet i ned k t 0. |t ypt .
o s B BERSPARECAL et B0 b oS CLE g
o S BT U ASEEABAO Ry eSS B By e

40. anch Hau _pt:tﬁﬁﬁ%h!{:@@tlﬁﬂ exdtRtddth 4 8fta BRIchIHLPpIRAhR dxBeuting steps of:
render 1t as the subject data, the 10 apparatus
| nehenypting subjet dptadd plaitt tekrigy adigg 5 pleideetmihed algbyithin and a
redet erm ned nunber of bits into nultiple pieces of
Pre‘%tmnftdek@ry te gendgnitas encrypted datgpl ut i on generating step
of seg{ilenti al lgyp enerating new sol utiong each tine the

subyRE{Ing teFoe QT8 PERFlCIEERIngf rocgrding fﬂeléﬁmmapﬁns
ede j ' ' 15, I, .
EH T A A —
and [k8¢ ﬁﬁe&ﬁﬁerpénchgﬁiggfl'ﬁé enﬁgyh{féd to lteﬁc%rqt ?S’n%lg rs]:féﬂw&ﬁ tgga}é?ﬁle

generating ste seq ially genera
app&anh iiidlednghe subj ect

a step of cutting the subject data by a predetermined number of bits into multiple
pieces of plain text cut data;

a step of sequentially generating new solutions each time the subject data is encrypted
by assigning past solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions thereto;

a first key generating step of sequentially generating new keys each time the subject

data is encrypted by using the generated solutions;
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data is encrypted by using the solutions generated in
the first solution generating step; a step of
encrypting the plain text cut data with the al gorithm
and the key generated in 20 the first key generating
step to render it as the encrypted cut data; a step of
ed data having the encrypted cut

recortdi nﬁ t he enéﬁ%@g ) ]
dat 2B RhERT WIS In t5XE u datagifl e algoritham and the key gpnerated in
j . r ed a recorded on the

e el B0 G 2 P Sl 25

sec® 8Pkdb; | tep:.Qf i Al

Gorr o PR G BRCT0E0 3 R e AR Al dlia copygpted as one
on ithe retrerdinignaddis@] ut i on generating step each tinme the

encrypted data is decrypted by assigning past

sol ustepakreading ther endetpeeddaiecbconled b alie gendindtrhédum from the

al gorithm capable of generating a new sol ution by
“mgiﬁ%ﬁFﬁ@ﬂﬁt | east one of the past solutions thereto;

129 _a second key generating step of sequentially
geribRPRE oY sracetind SKo ! respentalll sroewting eramemevrkaynes those
' : . ing. st ti t he encrypt ed dat .
gerlbi] i 68 SREREY lehiind b S8 Pl R h BT S by wsing
the pef@aEdd S6IubALN generating step; a step of cutting the
encrypted data into nultiple pieces of encrypted cut
datastégyof dvetingsths aneypedidera itk Iﬁdllﬁﬁlegﬁedé@ bfhckiifted cut data by the
encrypted data is cut when encrypted; a step of
sampauRher ohbits bie whichthpenedypred dataiscuivthon eheypdedor i t hm
used when, encrypting the encrypted cut data and the
sarfeS R TYpHAE thessigrxptrd cus datayyith the algesithem usegpviesh encrypting

n ted in the second ke enerating step to
the $0r 3o ARG GiLhE sakSEaT e selaflen cacupdie B chorypied data
cRRER . I n text cut dat o render
ecnSARRER hORARPLASRAIRY s % Rkt B o Bl B "
ency Y of odtthddtink ehedRERTePlainExiTuP RS to {éﬁh@: it & the @ﬁ*@&a data;
themas the encrypted data, decrypts nmultiple piece ’
andofheréis: encrypted data in the sane order as the order
used on encryption thereof and cuts the subject data
so th@Rpagatuy eagsptempitipleepiotestof ¢hepiubjeat data to renddr thiah as the

ha.? ltE? r&un‘oer of bits different fromthe other pieces '
enegp % SETHPE Ayltiplg pieggs af the snopgpted datatin ther semesuiiergps the order

ol R SO B Ry B R SERSACLer ga inet

cut 88% haPthe Bahiber &f REs&HELEH r&ﬁﬂ?@‘g@g@%%gg?gg pgacHl dext cut data.

predeterm ned key to render
41. A data processing method executed on a data processing apparatus executing steps of®

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;
‘recording the encrypted data on a predetermined recording medinm; and
decrypting the encrypted data read from the recording medium by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data; the
apparatus including:
a step of cutting the subject data by a predetermined number of bits into multiple

pieces of plain text cut data;
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recording the encrypted data on a predeterm ned
recordi ng nedi unt and 20 decrypting the encrypted data
read fromthe recordi ng nedium by using the algorithm
and key used when encrypting the encrypted data to

render it as the subject datagp7the apparatus
of cutting the subject data by a

i nc| uding: .

:OPZ%I Brsteiidy gé{gﬁ%@ﬁ stp HiseeuenHally gericratipe @ewsiobitions efch time the
idBeal; . 2 of i al | . .

i ik 00 PSS B s snrni

algBfity BARble inghd - ol ,
o ahararele peRaRARL oy BRNoR BY Ml deledhs onc ofthe by soluions
theg@orer ati ng a new sol ution by assigning at | east one of

the past solutions thereto; a first algorithm

genetest plgorithine genstatingoptaprifisaluentigen genetating ne@Vilgorithms each time
al ,oridihrr.s each tinme the subject data is encrypted by
the §ublieet darels sReRIPIRADY usbiathe srlutionsyenerated tiw fhedfirshalutivinrggnerating
Ste]é,he nunber of bits of the plain text cut data with the

't andard nunber of bits as a standard by i ncluding

L e e P —
the Rsttal Eothid ?feﬁer%ﬁ stbifo deRderdnsl thl Smg&@g& bidyggener at ed

in 5 the first algorithmgeneratin tep per’the

st andey of mecortigig thé elvryted Gath BRARE thel endBypiddout BRGCHRNEREE as one
cut data; a step of recording the encrypted data

on thgyeqesding enedivomy pt ed cut data connected as one on the
nmediym a step of reading the encrypted data

recordin >
re @oﬁt‘iib‘afg%?’ﬂ"% thercpeyptadriptansgondad o B re¢enadingOnedium from the

Fiﬁ%rlﬂéd}@?mdi um a second al gorithm generating step
equerittally generating the sane new algorithns as

th ' . Lr Lgori t hm generating step, ..
cacres RPN heb ok sbb BF bRy P PRsABHE B f mg olutions a
thod n@ﬁt@ﬁﬂ&l@fh%@édl&ﬂi&ﬁ% Fati h%? ' -
Sr%r ypted data into nu nﬁpluéégfi%g%g% 0 E%n)%{é&éeél %alﬁ is decrypted
by agsigainigypastselutibhs seapr eﬂ&ﬁiﬁtﬂhe@ﬁolbﬁéﬁgcﬁ%ﬂﬁﬁ?%ﬁ’gcﬁ'ﬁl@m capable of
encrypted data is cut when encrypted; a step of
gengralng p Py golutien by @ssigning atigast oat af thie pasttsbmtiony thesset

when encrypt | the encrypted cut data and the sane
2l GOPTENHAERTIIR gencraiine sine At saeeyiially ggnemking fherspmb odw

L N AT -

data is decrypted by using the solutions generated in the second solution generating step;

I CC(;I
o

a step of cuiting the encrypted data into multiple pieces of encrypted cut data by the
same number of bits by which the encrypted data is cut when encrypted;

a step of decrypting the encrypted cut data with the key used when encrypting the
encrypted cut data and the same algorithm as that used when encrypting the encrypted data
gene;'ated in the second algorithm generatiﬁg step to render it as the plain text cut data;

a step of connecting the decrypted plain text cut data to render it as the subject data;

and wherein:

the apparatus encrypts multiple pieces of the subject data to render them as the

encrypted data, decrypts multiple pieces of the encrypted data in the same order as the order
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as the plain text cut data; 20 a step of connecting
the decrypted plain text cut data to render it as the
subj ect data; and wherein: the apparatus encrypts
mul ti ple pieces of the subject data to render them as
the encrypted data, decryptszgultiple pieces of the

crypte d@tﬁg in the same order as the order wused on
uscgf O GARTYPGAD dhpiratind s the publach data g fhat ot lgest & pispe of the plain text

' ' t t 25 standard npunb f
oL (50 itk of BAS bfterket Wb 08 oie? miecetiot e B eghgul data

processi ng apparatus executing steps of: encrypting
subject data in plain text by using a predeterm ned

42.al gArdatalyro@Rsing meticteaitsd BEH dk@Yhré@séif ahs &&cut -
encrypted data; 131 recording th?rengry%?}?cfrcfg%a glrlluna\gStcpSOf'
pr edstypting welbjectalnbr idiphan tex by iking B @retRe inttddngdritem and a

| PreSncry_pt ed data read fromthe recordi ng nedi um by using

Hermangd ke rrendgrdt asepciypted dssen encrypting t he

encriY(pted ata to Snder it as the subject data, the
appSrafms %%‘r‘iﬁmtﬁ@. afg og agredetesminedreedsging meedinr| ek

dat : ' er.of bits into ltiple X

o b BB A BT 2 il B b oy oo
andJesyaisad vhen By st gihe Qﬂér\g@& Bath 19 FenkiBEit ?E&Je%ﬁﬁjegta&a?a, e

encrypted by assigning st solutions to a
apparattkeihelndinged sol uti on generating al gorithm capabl e of

generating a new sol ution by assigning at |east one of

t het siepsef augting tho mebjedtadntathy, a irédaeriiinad nisalyerd€ bk aitb Rgiltiple
. Ste f sequentially generating new keys each tine the
picgasisf plagn

tegbew da: encrypt ed by using the generat ed
t he nunber of bits of

solutions:.a step.of matchin

t hél%prls a*i"i“t{" enE‘?}Pn%l seR Oﬁ%gmﬁélys%@a%a%wﬁ SelyEensgrach time the
bhict ] tha d ta irrel evant ,
subRst 8RR PR arbtine et Wk e ntncd S48 generati
algsrithm @batde6f yder el iR wPichitibnt i | e :
~al gori ?hm an% t he %eay gener atne |Sﬁlﬁﬁ%ﬁ%@;e%?snterlg)(gt)tlﬁkpaswommns
thergmer ati ng step per the standard nunber of bits to

render it as the encrypted cut data; a step of

r e @37l ey ceperadng styp oEsbquentimlly genergtingweve keysyeatle dmelhe subject

dat a conH%ct ed as one, on the recordi ng nedi um
data’is encrypted by using the solutions generated in the first solution generating step;

a step of encrypting the plain text cut data with the algorithm and the key generated in
the first key generating step to render it as the encrypted cut data;

a step of recording the encrypted data having the encrypted cut data connected as one
on the recording medium;

a step of reading the encrypted data recorded on the recording medium from the
recording medium;

a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution generating step each time the encrypted data is decrypted
by assigning past solutions to a predetermined solution generating algorithm capable of

generating a new solution by assigning at least one of the past solutions thereto;
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20 a step of reading the encrypted data recorded on
the recording nediumfromthe recording nedium a
second key generating step of sequentially generating
the sane new keys as those generated in the first key

generating step each tine thezencrypted data is
enerated solutions; 25 a step

decr tecﬂb usi n, the% : ]

of ac%”??‘i‘ 5“5{ %ﬁ'éle@ﬁ'gaﬂ%é’é ereRtiglht gﬁnngﬁmg Elreesamee@éfskeas as those
e R AEOB e Bt U o ST AERRendly s Blosrgpy s
the @hludi8d %é%fdﬂéﬁ ot GR6HY E&lﬁﬁo&%{éneﬁﬁéggn' th the

al gorithm used when encryptin typted cut data

anch dtéreofsaumin kb cAGypRadatSAG HIEple bRy
encrypt ed datge(\ 132 generated in ?h?i‘g%ggﬁﬁ keytg@cmdatabythe
sampanriarber oA bitsbe phipbrthe erecrgitechdatn & cusniten enérypiels t o
render it as the plain text cut data; a step of
corfrddh Prflscryméing dhsr sporymiedstug datatvastt the algodithim ubal whadmcrypting

o et S b S
genbiRA e Reon PR SEETEUeR 1o LR Bk i Pl o i °
us chtéifbf%ﬁﬁﬁéﬁ?%? ke &é&ﬁgﬁtg{ glﬁﬁdfe)ﬁt;éﬁ{? ?%1‘2 % %#g%rjgés dtﬂgglﬂ)j ect data;

by the nunber bits er t
andrwheoein: of bits. 10 45. A data processing nethod
executed on a data processi ng apparatus executing
st digsapppratuseeneryptt mnlyipda pipees tof dat sabjeot i@ ioreh@sttthdiM as the
usi ng, a predeterm ned al gorithmand a predeterm ned
enc 43, dperaptsimultiple pircey pf the eaerypted datagn dicsgnterveder as the order

o 5 T G50k BB e e
' ' DV 1S I i.th 5 d k
R S

as the subject data, the apparatus including: a step
of cutting the subject data by a predeterm ned nunber
43. of Abdats piovessinpuntthpd execdied@Bs dita plodkddi aitlls ed@dufing steps of:
a first solution generating step of sequentially
ge ARSI subisst dok in ploinstextdyhusingvepreieteri@fied algpeitim and a
ta.is.encrypted by assignin ast solutions to a
prec%% ezlrlﬁ?i”ﬁ%)ﬁlep"élﬁ‘f ﬁ?%/%f&ggfbﬁf&g;i gg al gorit hm capabl e

of > [ a ol ution by assigni at | east one
of re%ﬁfelﬁﬁpgéh[e%ggﬁyg%%\é&ﬁ on a preHete e(? re%ordjn(iJ g medium; and
decrypting the encrypted data read from the recording medium by using the algorithm

and key used when encrypting the encrypted data to render it as the subject data, the

apparatus including:

a step of cutting the subject data by a predetermined number of bits into multiple
pieces of plain text cut data;

a step of sequentially generating new solutions each time the subject data is encrypted
by assigning past solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions thereto;

a first algorithm generating step of sequentially generating new algorithms each time

the subject data is encrypted by using the generated solutions;
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thereto; a step of matching the nunber of bits of the
plain text cut data with the standard nunber of bits
as a standard by including dunmy data irrelevant to
the subject data in the 25 plain text cut data; a
first algorithmgenerating stigp of sequentially

gener at i new al gorithns each time the subject data

is BAEP yﬁ g“é‘&c?'ﬂw fbg PH@%PIHEf bits|ofi thegplaindest sntdasai with thehssandard

' Luti er.at.i step; ,133 .a step, of . .
nuipbb e 8 o b B R clhERL 47 Hrly B Thegublesd dat in the
plaiRxfh@hatt hm generated in the first algorithm

generating step per the standard nunber of bits to

r engeep of elsyptig the PR/ Rkt Gbl wia! de kBy SIER i i

recording the encrygt ed data havi ng ?ﬁgyencr)?g{gggthéﬂlgenemtedm
thedfirsteal ganithexgopdrating siep peStho Btahferd MAEDBEbIT s tinde? it @s the

step. of reading the encrypted data recorded on the
engrRied gvbtaredi um from the recording medium a second

sol ut.ion.generating step of sequentially generating
t he? Yepgt ’%89@7 tb? %B%P'gg datp hgiag dagencaynsedl ¢ut detasonnected as one

o Sdord : generating step each tine the encrypted
Ongiaetra oirsﬁgeﬁéryptéd 10 by assigning past solutions to a

pr epgées et s IR dicl Eg@a@{ ' Loorit hm capabl e of
gener altgi ng a %ew ésﬂgll—}g?? on glifggllsdglggﬁit%glregér Pé&%?ﬂ%fﬂif%‘? the
recoddingpasdiug®! uti ons thereto; a second algorithm
generating step of sequentially generating the sanme
ne segdigbzlzotitm genetdhiog stegefi esqiepdaliyngenbeitih Bl same new
al.gorithmgenerating step each tinme the encrypted
algepigfms;ag thpse egpsraigd by the dirstglgomishs geutriims stgeerchainedthe encrypted
he, sec sol ution generating step; 15 a step of
dat%:lﬁ’t%ef:rﬁ'g%ﬁﬂs’é’ BifE Btgﬁ‘gerﬁtﬁil OIpHONS: rul ti pl e pi eces of
engyr : .sane er of .bits b
oL bt B8 bl el U 158 i BRE Ricsrt P icbipredions da by the
san@finddfiR YpbieI6y HRRNIRCEURISALL Gith i3k dth bhlabfiggkey used

when encrypting the encrypted cut data an e same
al gotdptdfidearyptibg thelsmesprtesit G it the ey BRASHELYRLS Bting the
data generated in the second al gorithm generating
enceypiad qyé dataiapd sheaatwraligarithiness theft ubsd whéroenceypiiag thd encAfpted data
as the plain text cut data, a step of connecting the
gcn%fé@ﬁyﬁﬂgeose Pgl #leerathm ganerafing step @er agtandird nasbehef bits to render it

as (RYPhRGL xRt Gaa, AND Wher ei n:

a step of connecting the decrypted plain text cut data to render it as the subject data;

and wherein:

the apparatus encrypts multiple pieces of the subject data to render them as the
encrypted data, decrypts multiple pieces of the encrypted daté in the same order as the order
used on encryption thereof and cuts the subject data by the number of bits shorter than the

standard number of bits.

44, A data processing method executed on a data processing apparatus executing steps of*
encrypting subject data in plain text by using a predetermined algorithm and a

predetermined key to render it as encrypted data;
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the apparatus encrypts multiple pieces of the subject
data to render themas the encrypted data, decrypts
mul ti ple pieces of the encrypted data in the sane
order as the order 25 used on encryption thereof and

cuts the subject data by the ypunber of bits shorter
46. A data

thapecgrhe ﬁ]tﬁ%ndard Elurrber of bits. . )

pr ot S GRENHSRted data praypredeterninedirespidingssedim; and

appas ' . 134 encryptj.ng_ subjec .

ot S e el S R o ¥ el By Sl aleorthm
andRel GsclMARARETHARSIHERY ' r

dg‘?’a; recor di nlgb?ﬁ% enc(r:y %eg?ag)g%gé%dﬁggagrﬁ%a%ﬁgrgﬁﬁi%&he
appasatos thichglimgedi um and decrypting the encrypted data

read fromthe recording mediumby using the algorithm

5 ahefeRr ef cuitinglthetsahjectnbuta/ng & predeteemingd nymbechfdads dntb enultiple
.renqter it as the subject data, the apparatus _
plepe At RiRiRext §utdadls of cutting the subject data by a

re rp ned nunber of bits into rmultiple I eces of
E| aﬁFI %Ef 8&”&%&“@‘3@8@%@% neYy salgtions;sgeh ggﬁéh@a%bﬁgt data s encrypted

by &si L ald: i 0g. | utions.each tjne t
3 SR e BE BB Bl B R ol gyt capable o
gerRedtinlp a0y dduttbnByeAsihmd | i .
al gprgi t hm capabl eye%fiigge%]ear gétaisﬁgieyrﬁ%@aggﬁﬁt?%ﬁﬂ%ﬁm’
assi Gt key genetating stepioé sél;fuehﬁihﬂlypg’ﬁbraﬁﬁ% B RBFs edch HnRl Be subject
a first key generating step of sequentially generating
daty s goRexpiedacysing the getratedibplations; dat a i s encrypted by

using the so] uti onsrgbenerated in the first solution
R Pigaiching themmber of itsef tha plain reyt cutelatumitiethestandard

o D8 Bl b Bl a5 bl iy it dat in the

plainté@ @Y ash. to the subject data in the plain text cut
data; a step of encrypting the plain text cut data

Wi tastéper calogting BB R i ukeia %ﬂ%@@%gg%m %ngﬂg? [d'?t §nerated in

key generating step per the standar er

the figati ey generatmn gt dtep n chieyparRlarCalimbeat Qf 8RS & reAd&i€R tBE encrypted cut
recordi ng the encrypted data having the encrypted cut

aYata connected as one on the recording nmedium a step

of r?adciﬁng tlg}s encrypted data recorded on the
r e &S HJerading the srighipterkdats badngithegnemyptedent data connected as one
on the recording medium;

a step of reading the encrypted data recorded on the recording medium from the

‘recording medium;

a second key generating step of sequentially generating the same new keys as those
generated in the first key generating step each time the cnc_:fypted data is decrypted by using
the generated solutions;

a step of cutting the encrypted data into multiple pieces of encrypted cut data by the
same number of bits by which the encrypted data is cut when encrypted;

a step of decrypting the encrypted cut data with the algorithm used when encrypting

the encrypted cut data and the same key as that used when encrypting the encrypted data
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25 a second solution generating step of sequentially
generating the sane new solutions as those generated
in the first solution generating step each tinme the
encrypted data is decrypted by assigning past
solutions to a predeterm ned s3d uti on generating
Is of. enerating a new. sol ution,by )
e AR ih WP SORRLT e horaify o berle St ita bRl ol o tonder it as the
pldiB fext BusRERANd key generating step of sequentially
generating the same new keys as those generated in the
firattebey coaretind ihedestyprRdgMiR tdA t i
is dec_??ypt ed b;ﬁ%si ng&ty?he sol G%}%tgﬁ%daga:tg:rglgegga?%‘h{ﬂ%yj’ectdata,
and aberedn:sol uti on generating step; a step of cutting the
encrypted data into nultiple pieces of encrypted cut
dat $eRprupRs eacrypirantipls@icoss obthe subjpctwlatach réier them as the
t when encrypted; a step of

nc ted.data is.c
e“%é%% @eﬁangec%s BRlmispiseesafitheisncayripd date iethe sge prdenas the order

: ' the encrypted cut data_apd the
s e R M e e R B e s e Bl ot than tne
stafl@ird nufiBBEsAsiRd i N the second key generating step per
t he standard nunber of bits to render it as the plain
text cut data; 10 a step of connecting the decrypted
plain text cut data to render it as the subject data;

45.andAwlatarpepeessinp enctipploaxatuted en ardypimodadtihg PhfRrRi€&suig steps of:
the subject data to render themas the encrypted
dat TR ypRIscdara inplain fixs by aisivg atpredeterminedtabgbrifmand a

1rei %ef-nhe ggmet order .as the order wused on encryption

prefplerrined Keytogp Titps epmypiadidatiat a by the nunber of

bi t.8cShRk 15 standard nunber of hits. 47.

A drgtca prgggéglgﬁg%e&rrg%ﬁ 88 %@{%%ﬁ?we&feﬁm esiyRaAg ng

ap RRCAIpHS g SRS PR ' pect. data, .

in plain tgext by usi%ﬁ%ag?%&gg?%&r@éé%% é@rﬁ#ﬁ%ﬁﬁ@%ﬂgmm

andolreydstad whicm enbriggtingt the esdidigted dhtads réiaef ¥ A 8 s0B8: datf the
recordi ng the encrypted data on a predeterm ned

appeestyy iaflugingedi um and decrypting the encrypted data
read fromthe recording mediumby using the algorithm
and ﬁmﬁﬂ n%lét&lg/me Aubiert dptathyrypredetermmioed puraber @dibits frdo multiple

. -'| the subject data, the apparatus
pleée(r%@?gfl nge?{?éutgf' p of cutting the subject data by a
pr ' Lts into nulti.ple 2 i eces, .
b %gﬁgﬁoﬂtg?%egﬁm% §tg]§ og ke g%@%]ﬁr gggarabﬁg ey F@ugons each time the

sub%ﬁzﬁ%%sgdggrw 80lssighRE pasdeihtion® 4 BRaSERhGES sHfkidh .éé?herating
algorithm capable of generating a new solution by assigning at Jeast one of the past solutions

thereto;

a step of matching the number of bits of the plain text cut data with the standard
number of bits as a standard by including dummy data irrelevant to the subject data in the
plain text cut data;

a first algorithm generating step of sequentially generating new algorithms each time
the subject data is encrypted by using the solutions generated in the first solution generating

step;
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by assigning past solutions to a predeterm ned

sol ution generating algorithm capable of generating a
new sol ution by assigning at | east one of the past
solutions thereto; 136 a first algorithmgenerating
step of sequentially generatizg new al gorithnms each

ti ecsubject data.is encrypted by using the |
onB sieBDr e R b B ES hBireieh e gy aR hediassitbrp generated in

thdfitsB 2195y LAk t data with the .standard,
s aBbEe ke LY bet e SiBGhimbt Bl fetisea e
enttiypRieMAdHta;t 0 the subject data in the 5 plain text
cut data; a step of encrypting the plain text cut data
Wi t & stehef keeyrdamgitht becrgbedrdataiivBRNRE alc@fbtidcutlddty (foh%&;ted as one
al gorithm generating step per the standard nunber o

onphe recerdinganeftiumi t as the encrypted cut data; a step
of recorgi ng, the encrypted data having the encrypted
cut 2 P 91 8RE hetncamteshdata reporsied ondhe reconditigmgedionti fovm the

f reading the encrypted data recorded on the
rec?%&gﬁog%eﬁl diumfromthe recording nedium a second

al gpkd 3 [ f tially generatin .
£ e SebLARRH Rk SEB o se S0 Bl Birafi et sotusions as
thobé paterAbdmIthd fiFk 85086 LA i -
encrypted 15 data is gecr y%l?ggépgeégﬁgﬁﬁgﬁ? %{Ie}“%&’et%de(rl% ésodecrypted
by seianinprst scintkis o @ preduterni@d sbRLEA SENPARE Meirfhithapable of
mul tiple pieces of encrypted cut data by the same =~
ECNSTABE R e elutionthy askigningtah leastrome b thechasiadotutions theretdhen
encrypted; a.step of decrypting the encrypted cut data
Wi t%yefﬁ‘gpﬂg?}“gg’e@nﬁmﬂg &16810§ pedusptiallyezenemnting fhesdmemew
Sadha t same. al gorithm as that used when
alg it v %? ?thogs : gﬁréerégg% FS/%F st flgonith genaraingstenieach tinpgethe encrypted
dat$ RRBA LA i - At | p_per the standard . ]
S BB ILUO RO He LB O, S Efraing sep
dataasterpotaugtingthe 6RRVREA UAE kB Gmd |
cut data to rgg%der I't as the subjﬁglgﬁg?%féﬂaﬂ)é&ﬁ& data by the
samgtgingtien of bikebyawhizh dieenceyped/@its isouk wheh endime®s of the
subj ect data to render themas the 25 encrypted data,
dedrssp e decAypling tepnenyptedotut tite wathothy kéyeased attnienctypeing the

a order as .the order,  used on encryption thereof
enc’i’ﬁ’ Ot g‘“ﬁ‘ﬁ@ thsspme algesithmas thag peed; whenrametymting thepinceypted data

t-er e.standard nunber of bits so that_ at )
son R iR e 0B AL BOHfinf $5 Bt B stz gy FembReor Bt to render it
as tieIBRMteBfcut data;

a step of connecting the decrypted plain text cut data to render it as the s.ubj ect data;

. and wherein:

the apparatus encrypts multiple pieces of the subject data to render them as the
encrypted data, decrypts multiple pieces of the encrypted data in the same order as the order
used on encryption thereof and cuts the subject data by the number of bits shorter than the

standard number of bits.

.46. A data processing method executed on a data processing apparatus executing steps of’:
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bits different fromthe other pieces of the plain text
cut data. 137 48. A data processing nethod executed
on a data processing apparatus executing steps of:
encrypting subject data in plain text by using a
predeterm ned al gorithm and a34apredeterm ned key to

render it as .encrypted.data; recording the encrypted
dat ACHRUGE SPhicklCairn R foSt BY BHRE 2 PRI IFHTINEA @l g9tithm and a

BT B8 ey RSl o2 [ e 1ocoro o
enGeyRiingdhd GRrACT itk B a YR8 NG anb g?eziél{%fmd

subj ect data, t appar a i ng:

C utdecryptihf) ehesenlbfypedd dhdd Ra®From ME e&lot @A AR BT AGhg Rfe algorithm
bits into nmultiple pieces of plain text cut data; 10

andzkeytuserd whens enprgptinigathe ynayepted dite ngrendey isad it isobjscteRed the
time _tae Ssubject data is encrypted by assigning past
APPANYHINGHAIngs a predet er mi ned sol ution generating

al gorit apabl e aof enerating a .new sol ution by )
2 0 ol aPo e, Syt TG e e i o biieinte sultiple

ie@sbF hBin rating step of sequentially generating
pleneszw Eeys&gg%ﬁ%?@he the subject data is encrypted by

US iafrst 0BtRANRA ' 1t | :
t he nunber olfk% blé%gﬁgo%e]% ﬁiéegjlﬁgfilthﬂ? eg%rtl &%ﬁ% Ig%“tl g&l bmﬁﬁsrquﬁ%ume the
subgredrtaisencryprdddly akighing pasisomtidh@daprddétirnhined #slifléh generating
dupmy data irrelevant to the subject data in the .
algcmtbmrvap@l% ot ganeriting :a newstobpionfbyemssigying ianpattime pif dierpast solutions
text cut data with the algorithmand the key generated
therefd} the first key generating step per the standard

nu r..of bits.to render it,as the encr ed cut . 20 )
datqgfmé‘e&gs CIENg YRR PTGy SRRTTHiR Vig ¥ 638l fimg the subject

sl S SIFIR o LSBT B WSu Rl emng

r eQGTePRA nRicHiRES the@RAIbET BObIEEM i mABk L 'flata &A@k B@ndard

medi um 25 a second key generating step o
numberjohitsi a2l syanglarielyyainc ndirighingaydatl evelkeins tthe lsiBjEEt data in the
generated in the first key generating step each tine
plaip fRxt effdafast ed data is decrypted by using the
geney a%?d soluytions: a step of cutting the encrypted _
Gt 1P of GSTPYNEDE Dl tsat clidata ity freatiasithmead shken grperated in
the first key generating step per the standard number of bits to render it as the encrypted cut
data;
a step of recording the encrypted data having the encrypted cut data connected as one
on the recording medium;
a step of reading the encrypted data recorded on the recording medium from the
recording medium;
a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution geﬁerating step each time the encrypted data is decrypted

by assigning past solutions to a predetermined solution generating algorithm capable of

generating a new solution by assigning at least one of the past solutions thereto;
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same nunber of bits by which the encrypted data is cut
when encrypted; 138 a step of decrypting the
encrypted cut data with the al gorithm used when
encrypting the encrypted cut data and the same key as

that used when encrypting thezencrypted data
in the second _key generating step per the

t
ot gi%g?fgg'ﬁ‘a’n%‘@fm&ﬂg tep Of peduentialiyrgeneraging theesamgingwvrkeys as those
: f i h d
el 6 8 B B B R e v
the AORhBAELE Rk Phted ﬁ%@&%@ﬁ@gﬁgﬁﬁ %Jn%%ﬁg glééb}i pl e pieces of

the subject data to ren m as encr ypt ed

datastetefsuytiigstheehéryPle@ dRiaGRBI A fiple M RO 6f éiﬁ%(%ﬁ}tﬁata by the

in the sane order as the order used on encr
sametrsinelsk ofibids oytvhichithe antbjeed dataiscut ovhBRwgeripednunber
of bits shorter than 10 the standard nunber of bits so

t hat Step of| degssipting phecenerypred: dvé dptia avith the algoritttm dssdawlmsencrypting
thethe nugbe{zii (ﬁ&;s different fromthe other pieces of
EREYRIEA it qala and the syrge key asthatasgd whep P@%Btéﬂmge gRerpplgd data
: : . .
senGRAh T QoL L PeoRliROE R Rh B BRRAN R S Rr o gonder it as the

plai$bi@ubddis;edet erm ned al gorithm and a 15 predetermn ned
key to render it as encrypted data; recording the

enarsypt dfdotigdoting thead fof el SR tB& Guf &P HRGer TEAN HEkubject data;
and decrypting the encrypted data read fromthe
andrvges?ii ng medi um by using the algorithm and key used
when encrypting the encrypted data to render it as the
sutficrpagliisencrypss myliiple pieess of fhel subiiepiglat2® randdr élpenofis the
(™ t.he subject. data by a predetermnm_ned nunber of
encfiled (i, goype Afiipte pccEeat tBF epmirind despdn dhosameroaderas the order
d b st to h0Q St f. _sequenti al
used b, Sher Tt h R0 BAREA R SuT e BRESRb et shoe than the
standardaR@sePbeBitdY assi gni ng past solutions to a
predet erm ned sol ution generating algorithm capable

of generating a new solution by assigning at |east one
of the past solutions 25 thereto; a step of matching
47. t hé danprocessingonethod exechied pnai datt protessing apipdratugiek cuting steps of:
standard nupber of bits as a standard by including
dufRFYRIESUPISCE Ay nplaindexthy using) epredetenmingalghidthm and a
pred%teﬂnﬂ'leﬁ%gr t& fjetndgraitt 8 enlc%?pted data;
recording the encrypted data on a predetermined recording medium; and
decrypting the encrypted data read from the recording mediuvm by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data, the
apparatus including:
a step of cutting the subject data by a predetermined number of bits into multiple
pieces of plain text cut data;
a step of sequentially generating new solutions each time the subject data is encrypted
by assigning past solutions to a predetermined solution generating algorithm capable of

generating a new solution by assigning at least one of the past solutions thereto;
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a first algorithmgenerating step of sequentially
generating new algorithns each tine the subject data
is encrypted by using the solutions generated in the
first solution generating step; a step of encrypting
the plain text cut data withighe key and the al gorithm

gener.a e%Pi. 5 the first algorithmgenerating ste
peraf’ﬁia Hﬁ’&%gﬂ‘eFﬂH%éFeP&f sgieatially gesertinginewzalgarithms each time
: .a. St of recording the encrypted
thegsg?ng g\?a?l ﬁ%ﬂ{’ﬁ%’g@é‘n ru?%etgggfﬂer%%\cf%?h&tbqﬁéct ed as gﬁe
on 4 &ep 6%@&%@%&&%@@%@ hgﬁlregﬁflaiﬁ ggl%g Sﬁﬁj@%ﬁp fhe standard

encrypted data record on t cor

‘nutitber of bits nes standa@ biadiludihg dusAGAUith FRlHAGD REQRERE dDin the

step of sequentially generating the sanme new sol Ut ons
plagstexgappdetagenerated in the first sol uti on generating

stgo each tinme the encrypted data is decrypted by
as st Y¢h PlFneaating dha plpip exticyt datp mitidhekey arelthe algotithon generated in

ting al gorithm capable of generating a new
the RPN ing e ST it dirs b s agrmaor it s the
encPfed & Aseal Nereto; 15 a second al gorithm generating
step of sequentially generating the same new
al gofdd dHFBcRBink RS b ' LLam. s
gener zﬁi ng st e% ea?lﬁgﬁ}ﬁde&%tﬁga%ﬁ%%&né%&ég ag?%ﬁ%{!si chilifeted o5 one
on the ceoppdiegindedivmsgi Nng t he sol uti ons generated in the
second sol ution generating step;, a step of cutting the
encérsigh Edeatingitheencryptedidapl recqiet @s thefrecnding pickhs Bom the
data by .the sanme nunber of bits by which the
f“‘&ﬁ’@ﬂ d¥Myata is cut when encrypted: 20 a step of
degr enc data, wth the key used

i-ng t rypted cu > y
&R e MR et B scqirnia lysencraies ks ey
alodH | . encrypt | t he encr.ypted
GBS bl SO Rerclithe HARE A X TR KBkt i GPR AR R cnceyprea
datzsis dpcrppted by @isigaRe 3draAsTRAARE; Di ts to render it as

the plain text cut data; a step of connecting the

deersieptof dugpingithe erexyptedidata aite niudtiple pRess dilen@Syptddeout data by the

subj ect data; 25 and wherein: the apparatus encrypts
samgnlnbpr of hifsdwyexhieh thetonceypbidetata i attewhen erengired;t hem as

t he engrg&t ed data, decrypts rrul_t;gl e pieces of the

endSIFBEL dotaping the eperyRigdsutdateith ¢he key used svhen esapipiing the

enrg RUKEL A8l B 30 AErRLD 5 IaFostdoVef racolnahecnerypied data

gendH@B a{ ﬂﬁfse&nﬁ%ﬁ@éﬁrﬁ%ﬁﬁlﬁ%ﬂg &%oé p& RS §G8a2h nhiBe tlafat;itg to render it

text cut data
as the plain text cut data;

a step of connecting the decrypted plain text cut data to render it as the subject data;
and wherein:

the apparatus encrypts multiple pieces of the subject data to render them as the
encrypted data, decrypts multiple pieces of the encrypted data in the samé order as the order
used on encryption thereof and cuts the subject data to have the number of bits shorter than
the standard number of bits so that at least a piece of the plain text cut data has the number of

bits different from the other pieces of the plain text cut data.
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bits different fromthe other pieces of the plain text
cut data. 50. A data processing nethod executed on a
dat a processi ng apparatus executing steps of- 5
encrypting subject data in plain text by using a
predeterm ned al gorithm and a37predeterm ned key to
recordi ng the encrypted

rengef. it as encrypted dat a; )
Byat % (%lrthi éf"ﬁ?sé’al&”é%‘ﬁ?‘ﬁ%‘ifcil@g SP@d3ER PreeRSSE appaTatus executing steps of:

decgydptd ta . read fr the recordin '

o Gy ORCPRELHNER S ST ek hruied et Haa
predioRimiped Rey tdRnBEGE R AL &4:4.0 render it as the

subj ect data, the 10 apparatus including: a step of

cut tecogirtgthe sndriypiet ddaton dprederanafial REGIRRInENHERE N

bits into nultiple pieces of plain text cut data;, a

f i rdecrgvingttheoencgypted data repdStom thefresdinghédihrh Yy using the algorithm

(?Ener a%li new sql utions each time the subject data
anG Xeyte VE’%B&HWP%%%&P%PE&&N@@ rerdepitas the sabject data, the

i ned solution generating 15 algorithm

apﬂég%ggﬁgfug#]&gener ating a new solution by assigning at

l e : : ' hereto; ,a first key. .

gorcr s Peciting 8 SBAEl LI 4 BSerskmBEE hiinb: ek e e
piceaadf pldireext bgt ubj ect data is encrypted by using the

sol utions generated in the first solution generating

st epstepoistegpentiallygendratig ddvesdliidifleack tifk e Qbjdch@ata is encrypted

plain text cut data with the standard 20 nunber of
by pisteningspast solufinns tela pyedereohingil nolutiomgynetating lgorith@\vapdble of

' plain text cut data; a

~ to.the subject data in the
gengaine 8‘1“%#?‘&}}51‘% (PSEIRBING |k leastioag of ghetpagisodutions Fherdte;

al gog i ne key.generated in .the first key )
9 e%ﬁfs{ ‘%Hé’ﬁ?rg%mg éérép t%ﬁ ge‘%lﬁ‘éﬁl?é@rgfnﬁ@%% peykeys gagh figie the subject
datd BRe&fipt irfgeth it .data; 25 a step of
y recor gPr?Stf}ﬁles enc?%ﬁ%@%%lg& AV ng the encrypted cut

datassteposiirattigitg #5e MitEber N bISE the PRI {eﬂgcﬂfﬁgﬁéﬁ‘m fhe $afifard

of reading the encrypted data recorded on
numteg of bithap asabidand by orltdivg: durene ideltariereRR et s thelibjecBdata in the
second sol ution generating step of sequentially
Plaigdexdcat 98k t he same new sol utions as those generat ed
e first sol erating _step each tine the

Ie 2 é T’S)Baﬁtog FoHAPHnE itel %Pg‘%& &4t dagy, with ﬁ%gmm the key generated in
the gf%lé g{:;? gﬁ%r%mgl Egsgﬁvgpe(ag ?hteesrtarrnldgredd LB bk B SEnsiay asthe encrypted cut
data;

a step of recording the encrypted data having the encrypted cut data connected as one
on the recording medium;

a step of reading the encrypted data recorded on the recording medium from the |
recording medium;

a second key generating step of sequentially generating the same new keys as those
generated in the first key generating step each time the encrypted data is decrypted by using
the generated solutions;

a step of cutting the encrypted data into multiple pieces of encrypted cut data by the

same number of bits by which the encrypted data is cut when encrypted;
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generating a new sol ution by assigning at |east one of
the past solutions thereto; 5 a second key generati ng
step of sequentially generating the sanme new keys as

those generated in the first key generating step each

time the encrypted data is deggypted by using the
second, sol ution generati ng

sol ut ong enerated in th . _
st b B OLALTYRImE R Ichtptedeitaitryish e dgerbm weel when cncrypting
j ' f en ted cut data by the  sane

the iyl B e RN hEmal ey 37ied emiting t pcupeg daa
erRPREY Y BE sechlld Reyp bERrA o6 bl e UL der
& dat a vvithS? he af%%ri trh%g%g%(f%\%ﬂen erﬁlclazlfedyp m%ekﬁﬂse render it as the
plagnextyqaitdatacut data and the sanme key as that used when

encrypting the encrypted data generated in the second

keya gjemer cannpgfingttbpd@eyptediplaiit texdar danuabaideoit adihe Subject data;
am{jggder it as the plain text cut data; a step of

&% i ng the decrypted plain text cut data to render
it as_the sub4 ect d wherein: the apparatus

endhS Rl Pofiae %%lt?pégp%?e%géh%m@é fiaiendey emasiv
encitt A daErypRIEIBleecd®bRme EF Bl el iy ey the order
uset S8 EnYpAARE théRor A Lt ﬂ]%%flbjg X a@é‘{osha:iqrg Fhey n'g%g %)fa ﬁlgéagigrter than

to have the nunber of bits rter than

the standbard nofnbbi dRbisaotihatat Rhstlagasde of the Sla@ ©f: ub8atPhad @ ber of
text cut data has the nunber of 20 blfﬂts di fferent frgrrrlwum ero

bitstdifersntizomtheether pifces o€ thel phain texxut dars. dat a.

49. A data processing method executed on a data proceséing apparatus executing steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data on a predetermined recording medium; and

decrypting the encrypted data read from the recording medium by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data, the
apparatus including: '

a step of cutting the subject data by a predetermined number of bits into multiple
pieces of plain text cut data;

a first solution generating step of sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithm capable of generating a new solution by assigning at least one of the past solutions
thereto;

a step of matching the number of bits of the plain text cut data with the standard

number of bits as a standard by including duramy data irrelevant to the subject data in the

-plain text cut data;
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a first algorithm generating step of sequentially generating new algorithms each time
the subject data is encrypted by using the solutions generated in the first solution generating
step;

a step of encrypting the plain text cut data with the key and the algorithm generated in
the first algorithm generating step per the standard number of bits to render it as the
encrypted cut data;

a step of recording the encrypted data having the encrypted cut data connected as one
on the recording medivm;

a step of reading the encrypted data recorded on the recording medium from the
recording medium; |

a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution generating step each time the encrypted data is decrypted
by assigning past solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions thereto;

a second algorithm generating step of sequentially generating the same new
algorithms as those generated in the first algorithm generating step each time the encrypted
data is decrypted by using the solutions generated in the second solution generating step;

a step of cutting the encrypted data into multiple pieces of encrypted cut data by the
same number of bits by which the encrypted data is cut when encrypted;

a step of decrypting the encrypted cut data with the key used when encrypting the
encrypted cut data and the same algorithm as that used when encrypting the encrypted data
generated in the second algorithm generating stép per the standard number of bits to render it
as the plain text cut data;
| a step of connecting the decrypted plain text cut data to render it as the subject data;
and wherein:

the apparatus encrypts multiple pieces of the subject data to render them as the
encrypted data, decrypts multiple pieces of the encrypted data in the same order as the order

used on encryption thereof and cuts the subject data to have the number of bits shorter than
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the standard number of bits so that at least a piece of the plain text cut data has the number of

bits different from the other pieces of the plain text cut data.

50. A data processing method executed on a data processing apparatus executing steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encryrpfed data;

recording the encrypted data on a predetermined recording medium; and

decrypting the encrypted data read from the recording medium by using the algorithm |
and key used when encrypting the encrypted data to render it as the subject data, the
apparatus including:

a step of cutting the subject data by a predetermined number of bits into multiple
pieces of plain text cut data;

a first solution generating step of sequentially generating new solutions each time the

subject data is encrypted by assigning past solutions to a predetermined solution generating

. algorithm capable of generating a new solution by assigning at least one of the past solutions

thereto;

a first key generating step of sequentially generating new keys each time the subject

- data is encrypted by using the solutions generated in the first solution generating step;

a step of matching the number of bits of the plain text cut data with the standard
number of bits as a standard by including dummy data irrelevant to the subject data in the
plain text cut data;

a step of encrypting the plain text cut data with the algorithm and the key generated in
the first key generating step per the standard number of bits to render it as the encrypted cut
data;

a step of recording the encrypted data having the encrypted cut data connected as one
on the recording medium; |

a step of reading the encrypted data recorded on the recording medium from the

recording medium;
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a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution generating step each time the encrypted data is decrypted
by assigning past solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions thereto;

a second key generating step of sequentially generating the same new keys as those
generated in the first key generating step each time the encrypted data is decrypted by using
the solutions generated in the second solution generating step;

a step of cutting the encrypted data into multiple pieces of encrypted cut data by the
same number of bits by which the encrypted data is cut when encrypted;

a step of decrypting the encrypted cut data with the algorithm used when encrypting

the encrypted cut data and the same key as that used when encrypting the encrypted data

generated in the second key generating step per the standard number of bits to render it as the

* plain text cut data;

a step of connecting the decrypted plain text cut data to render it as the subject data;
and wherein:
the apparatus encrypts multiple pieces of the subject data to render them as the

encrypted data, decrypts multiple pieces of the encrypted data in the same order as the order

used on encryption thereof and cuts the subject data to have the number of bits shorter than

the standard number of bits so that at least a piece of the plain text cut data has the number of

bits different from the other pieces of the plain text cut data.




