- 1 - SPECIFICATION Shuffle-decrypting legitimacy certifying apparatus and method, shuffle-
decrypting verifying apparatus and method, program, and recording medium 5 Technical field: The
present invention relates to the art of certified shuffling and the art of certified shuffle-decrypting for
use in constructing an anonymous communicafl'or?‘péth. Background art: 10 [Related art (1)) The
certified shuffling technology of the related art includes the invention disclosed in JP-A No.
2001-251289, for example. Fig. 1 shows an arrangement described in the above publication. In the

drawings accompanying the present applicgfeis IR dhgt are joined together mean 15 that all of
information from the sources of the arrows are put together and sent to the destination of the arrows,

and arrows that SeUbtariéeeny phegriaatimacyrcerifyotdrdprasaiors och thettsolirsbsfiiethe arrows are
sent to the deatinati ns_of the.arrows. R?-encr ption shuffle referred to in the above publication is
called shuffle meﬁ%‘%ﬁl&gﬁfr%ﬂ@&ﬁgﬁﬂfﬁ.%ﬁﬂ%ﬁ?@%’n@rﬂﬂm%@ﬁ@ﬂm&@}ﬁm input to
shuffling step 101 where it is shuffled. Encrypted text and public key 100 that is input and shuffling
information 102 which specifies the shuffling are sent to identical conversion certifying step 103, and
shufflig infoFprdtiocal G2l sent to substitution certifying step 104. Identical conversion certifying step
103 25 generates and outputs identical conversion certifying text 105, and at the same time sends
random number 106 used to'§episeratiipmniiaroeiatesitm the art of certified shuffling and

the art of certified shuffie-decrypting for use in constructing an anonymous
communication path.
Background art:

10 [Related art (1)]

The certified shuffling technology of the related art includes the
invention disclosed in JP-A No. 2001-251289, for example. Fig. 1 shows an
arrangement described in the above publication. In the drawings
accompanying the present application, arrows that are joined together mean

15 that all of information from the sources of the arrows are put together and sent
to the destination of the arrows, and arrows that are branched mean that all or
part of information from the sources of the arrows are sent to the destinations
of the arrows. Re-encryption shuffle referred to in the above publication is
called shuffle in the present specification.

20 In Fig. 1, encrypted text and public key 100 is input to shuffling
step 101 where it is shuffled. Encrypted text and public key 100 that is input
and shuffling information 102 which specifies the shuffling are sent to identical
conversion certifying step 103, and shuffling information 102 is sent to
substitution certifying step 104. Identical conversion certifying step 103

25 generates and outputs identical conversion certifying text 105, and at the same
time sends random number 106 used to generate identical conversion

certifying text 105 to substitution certifying step 104. Substitution certifying



certifying text 105 to substitution certifying step 104. Substitution certifying - 2 step 104 outputs
substitution certifying text 107. Response generating step 108 is supplied with identical conversion
certifying text 105, substitution certifying text 1Q7,§hg encrypted text, public key 100, and shuffled
encrypted text 109, adds a response to identical conversion certifying text 105, 5 substitution
certifying text 107, and the encrypted text to generate shuffle certifying text 110, and outputs shuffle
certifying text 110. In combination with the response, identical conversion certifying text 105 certifies

that it has thet&pclikedgépotshulfbhitutibthesitién@téxpd0 TexRcapd the gemersithosaients of
encrypted texts, and also that if an input 10 encrypted text comprises elements of a plurality of

integers, thenASSrSPHIE e drrnHsal SEENERE) BRE R fehd 05 Siebstitiftivm of the same order.
In combinatj i re. e, substitution certifying text certjfies that, shuffling of the order of
input encryp%&t}?giaé I%%XSt gsggr?t %gr%]r?n%p %cr%%éﬁf Wg l%?%%@ﬁuﬁfé& %Uﬁﬁqneﬁ@yf ans that the
order of inpuex5 0PCBRIE S R4E dh SRR ANchIRAY AR TBrERSHIRIRE: (ERCRFETY that the above
process is performed properly, the above document employs two certifying steps, i.e., the identical
converSion catigfiiviistepeatiyitigeteubd Oittmmdciwifyigystep. tE ket dapnaesteasthidiies efficient

generation of zjgwffle certifying text by dividiaﬂ objects to be certified. 20 [Related art (2)] The
description FEIPYANR4EYs1 383876 qufrkarmpiiescerdhing 18Xkl Pespect to the certified decryption

) cnanne o TSR S ARRAS ST S BRI o
text 105 certifies that it has the knowledge of shuffling of the order of input
texts and the converted contents of encrypted texts, and also that if an input

10 encrypted text comprises elements of a plurality of integers, then each of the
elements has been encrypted depending on the shuffling of the same order. In
combination with the response, substitution certifying text 107 certifies that
shuffling of the order of input encrypted texts has been performed properly.

The term "shuffle” shown in Fig. 1 means that the order of input

15 encrypted texts is shuffled and they are re-encrypted. To certify that the above
process is performed properly, the above docﬁment employs two certifying
steps, i.e., the identical conversion certifying step and the substitution certifying
step. The document achieves efficient generation of a shuffle certifying text by
dividing objects to be certified.

20 [Related art (2)]

The description of JP-A No. 08-263575, for example, is referred
to with respect to the certified decryption technology of the related art. Fig. 2
shows an arrangement described in the above publication.

In Fig. 2, shuffled encrypted text 200 and secret key 201 are

25 input to and decrypted by decrypting step 203. Shuffled encrypted text 200
and secret key 201 that are input and also decrypted text 204 that has been

decrypted therefrom are sent to decryption certifying step 205. Decryption



25 input to and decrypted by decrypting step 203. Shuffled encrypted text 200 and secret key 201 that
are input and also decrypted text 204 that has been decrypted therefrom are sent to decryption
certifying step 205. Decryption - 3 certifying step 205 outputs decryption certifying text 206 from these
items of information. The term "decryption" means-that an encrypted text is partly decrypted using
some of the secret keys that are owned discretely. The 5 encrypted text is completely decrypted by
repeating decryption using all the secret keys. [Related art (3)] (a certified shuffle-decrypting method

of the reIated:@:mi)'yi@q@@téﬁezbsmuttﬁ:dﬂ%:}mﬂdﬁ@@ﬁ iRy Reepteiechilyccambiningelated art 1
f

and related art 2. 10 Fig. 3 shows a certi shuffle-decrypting method of the related art. The certified
shuffle-decrypfignaiéaRod is accomplished simply by combining related art 1 and related art 2.

Encrypted text and public k(f 301, shuffling step 302, shufflin %‘lnformatlon 303, shuffled encrypted
text 304, identical conversi é?{'f?m qyRdiey 30eag UERRVRIS 188hRcRREShversion

certiing e S0gp PRI i Sen SR TSR UG RGR rfgsponse

generating ste nd shuffle certifying text 3 Ig. 3 are identica ectively to encrypted text

and public keyndQ st iditing St&‘pp]l@fbI§5lm@‘&mgteﬂfbyff@@ﬁt&@?débqfiﬂﬁ@rﬁﬂgﬁy@@iﬂti@(t 109, identical
conversion certifying 20 step 103, random number 106, identical conversion certifying text 105,

substitution é&@lﬂﬂ@ﬁep 104, substltutlon certifying text 107, response generating step 108, and
shuffle certlf{/weq é 1ﬁ0é ag .?egre}\ k%}/ 3(5)
ated a n] certified shufffe-decrypting method of the related art)

A certified shuffle-decrypting method can be achieved by
combining related art 1 and related art 2.
10 Fig. 3 shows a certified shuffle-decrypting method of the related
| art. The certified shuffle-decrypting method is accomplished simply by
combining related art 1 and related art 2.
Encrypted text and public key 301, shuffling step 302, shuffling
information 303, shuffled encrypted text 304, identical conversion certifying
15 step 307, random number 308, identical conversion certifying text 309,
substitution certifying step 310, substitution certifying text 311, response
generating step 312, and shuffle certifying text 313 in Fig. 3 are identical
respectively to encrypted text and pubiic key 100, shuffling step 101, shuffling
information 102, shuffled encrypted text 109, identical conversion certifying
20 step 103, random number 106, identical conversion certifying text 105,
substitution certifying step 104, substitution certifying text 107, response
generating step 108, and shuffle certifying text 110 in Fig. 1. Secret key 300,
shuffled encrypted text 304, decrypting step 305, decrypted text 3086,
decryption certifying step 314, and decryption certifying text 315 in Fig. 3 are
25 identical respectively with secret key 201, shuffled encrypted text 200,
decrypting step 203, decrypted text 204, decryption certifying step 205, and
decryption certifying text 206 in Fig. 2.



shuffled encrypted text 304, decrypting step 305, decrypted text 306, decryption certifying step 314,
and decryption certifying text 315 in Fig. 3 are 25 identical respectively with secret key 201, shuffled
encrypted text 200, decrypting step 203, decrypted text 204, decryption certifying step 205, and
decryption certifying text 206 in Fig. 2. - 4 The rﬁ“et%oa shown in Fig. 3 shows in that shuffled
encrypted text 304 is included in shuffle-decrypting certifying text 316, shuffled encrypted text 304 is
input to decryption certifying step 314 and is not input to response generating step 312. 5 [Related art

(4)] The description of JP-ATNe.r280>34dd4m foFexadngtivs iretareshiofidthaaspesttp the certified
shuffle-decrypting technology of the related art. In the above publication, a shuffled encrypted text is
not added 1&?6%Q‘hmacmpw%ﬁbmﬁwtmﬁéymmmd%cméﬂaﬁ thsapiee
publication, gn i lete commitment of the shuffled engrypted text is added to a shuffled decrypted
text. By mod?ﬁi(r?g @gllg?e‘apé]rf{ﬁ gﬁ& WQS%&%’E@'}'BQ %ﬁréﬁ?&ﬂ,*%’é%@ﬁiﬁiw %?%‘F\nu?fﬁng and
decryption cajeReragrgraRlished if the commitment of the shuffled encrypted text is incomplete even
when 15 shuffled encrypted text is absent. The term "incomplete commitment” refers to a commitment

whereis inforiilatairdidan4ihject to be committed, i.e., the shuffled encrypted text, partly leaks. It is
thus possible to attack the encryption system using the data that has leaked. Disclosure of the

invention: 20 Problems to bENSoRREFBRtAR Fvdhtfbito. 2002-344445, for example, is
referred to with respect to the certified shuffle-decrypting technology of the

related art.
In the above publication, a shuffled encrypted text is not added
10 to a shuffle-decrypted text. According to the invention disclosed in the above
publication, an incomplete commitment of the shuffled encrypted text is added
to a shuffled decrypted text. By modifying related art 1 and related art 2 for
improvement, the legitimacy of shuffling and decryption can be accomplished if
the commitment of the shuffled encrypted text is incomplete even when
15 shuffled encrypted text is absent. The term "incomplete commitment" refers to
a commitment wherein information of an object to be committed, i.e., the
shuffled encrypted text, partly leaks. ltis thus possible to attack the encryption
system using the data that has leaked.
Disclosure of the invention:
20 Problems to be solved by the invention:
The related art described above suffers the folléwing problems:
A communication path will be reviewed which shuffles an input
encrypted text, decrypts the shuffled text, outputs a decrypted text, and
generates and outputs a text certifying the legitimacy of the above process.
25 Such a communication path can be provided (related art 3) by successively
employing related art 1 and related art 2. According to this scheme, the

legitimacy cannot be verified unless a shuffled encrypted text, that is unwanted



The related art described above suffers the following problems: A communication path will be
reviewed which shuffles an input encrypted text, decrypts the shuffled text, outputs a decrypted text,
and generates and outputs a text certifying the legjtimacy of the above process. 25 Such a
communication path can be provided (related art 3) by successively employing related art 1 and
related art 2. According to this scheme, the legitimacy cannot be verified unless a shuffled encrypted
text, that is unwanted - 5 information, is output. The shuffled encrypted text causes part of the
knowledge oinficsetrtokelp usdolfor Treeshpiifie doeleatyplicth isegbnamswicaticroftath is used as part of an
encryption system, then the securi'ltg of the encryption system may not possibly be maintained due to

the knowledf@MaEdsa A fpaRe@t KRiause Aol gesnaiania lnakdlicihs srmmisiiseieeaked

knowledge b ding_an incomplete commitment of the shuffled encrypted tex{ without adding the
shuffled enc%/paﬂ%c'is tgﬁ%fjoatﬁé) %’gr% ?ﬂge{‘eCX'%’.HHS\?vé\Yé%Bhr Rgf‘t kit fﬁa&%fﬁ leaks in Related Art 4

and this art doRs o ayerh i HIED POBTIMRIIRT ARSIREACR RIS TR O kHBGMGRIRNnHRe present

invention has been made in view of the above ‘problems. It is an object of the present invention to
providésa shhffieleddeypting verifying method which is made more secure by not allowing any
knowledge of secret information to leak when certifying the legitimacy of 15 shuffling and decryption,

and an apparatus based orf¥H@EHAAdE SYRRRTS W iyiRg yrEm boe AReowRiRbeakRAded by the
Zaeosneyr::l :&Y%%W@%@%Q é%%%ﬁé;bb%t%&%%%%t E5ANANYEIR S FMYRHRiSRton aﬁlgegat\g)%g a higher
without adding the shuffled encrypted text to the certifying text. However, part
of the knowledge still leaks in Related Art 4 and this art does not provide

10 complete permutation and concealment of decryption.

The present invention has been made in view of the above
problems. It is an object of the present invention to provide a shuffle-
decrypting verifying method whiéh is made more secure by not allowing any
knowledge of secret information to leak when certifying the legitimacy of

15 shuffling and decryption, and an apparatus based on the shuffle-decrypting
verifying method. The method provided by the present invention makes it
possible o construct an anonymous communication path having a higher
anonymity.

Means for achieving the object:

20 According to the present invention, there is provided a shuffle-
decrypting legitimacy certifying apparatus for being supplied with a plurality of
encrypted texts, a public key, a decrypting secret key, and a random number,
encrypting the encrypted texts with the public key, shuffling the order of the
encrypted texts, generating a plurality of decrypted texts produced by

25 decrypting the encrypted texts with the secret key, and certifying the legitimacy
of the encryption, the shuﬁiing of the order, and the decryption fo a shuffle-

decrypting verifying apparatus, wherein data to communicate with the shuffle-



Means for achieving the object: 20 According to the present invention, there is provided a shuffle-
decrypting legitimacy certifying apparatus for being supplied with a plurality of encrypted texts, a
public key, a decrypting secret key, and a random number, encrypting the encrypted texts with the
public key, shuffling the order of the encrypted texts, generating a plurality of decrypted texts
produced by 25 decrypting the encrypted texts with the secret key, and certifying the legitimacy of the
encryption, the shuffling of the order, and the decryption to a shuffle- decrypting verifying apparatus,
wherein datadectyphimg iy ngithotrer stusfileciugl ader yptmgivedhting aphafiddsanchydesda
eommitment of a shuffled encrypted text which is an encrypted text)&ré)duced by encrypting the

encrypted te}%‘whi%'@ @bﬁ@%?@ﬁé%’ﬁlﬁfﬂ%’ﬂ%’ SHUBRETKRIRE _@F&H@f@ﬁﬁ@’ﬁ?éﬁ@ﬁt inv_entic;n,
there is also mg\ﬂgﬁﬁca\?% : f@igﬁ@é%régo\(ggmkg}%%gparatus for being supplied with a plurality of

encrypted texts, a plura ecrypted texts, a pu ey, and a random number, and verifying the

legitimacy by a shuffle-decryginesiagitenneypeardhtnoapnarirerf & eisificaliggdadcating that the
decrypted texts are data produced by encrypting the encrypted texts, shuffling the order thereof, 10

and deéryptisiuiitcetreeyynttgesasfying apmraiukdpcbaiagpsupirigdoatiie sppliialiteyfwherein data to
communicate with the shuffle-decrypting legitimacy certifying apparatus includes a commitment of a
I sl

shuffled encryPrEdPiE (FRIEniC'Y YRIED SR PHPER S BtiARd"BRERTBted texts with the
public key apdsdfflinadie ffiRg e Refithab) 5™y UifsfEDRLNBIRG gAY £ Tving apparatus

may comprise:
certifying apparatus of a certification indicating that the decrypted texts are
data produced by encrypting the encrypted texts, shuffling the order thereof,

10 and decrypting the encrypted texts with a secret key corresponding to the
public key, wherein data to communicate with the shuffle-decrypting legitimacy
certifying apparatus includes a commitment of a shuffled encrypted text which
is an encrypted text produced by encrypting the encrypted texts with the public
key and shuffling the order thereof.

15 The shuffle-decrypting legitimacy certifying apparatus may
comprise:

a shuffling apparatus for being supplied with the encrypted texts,
the public key, and the random number, encrypting the encrypted texts with the
public key, shuffling the order of the encrypted texts, and outputting a plurality

20 of shuffled encrypted texts produced as a result;

a decrypting apparatus for being supplied with the shuffled
encrypted texts and the secret key, decrypting the shuffled encrypted texts with
the secret key, and outputting a plurality of decrypted texts produced as a
result; and

25 a shuffled encrypted text commitment apparatus for being
supplied with the shuffled encrypted texts and the random number, generating

a commitment of the shuffled encrypted texts, and outputting a shuffled



a shuffling apparatus for being supplied with the encrypted texts, the public key, and the random
number, encrypting the encrypted texts with the public key, shuffling the order of the encrypted texts,
and outputting a plurality 20 of shuffled encrypted texts produced as a result; a decrypting apparatus
for being supplied with the shuffled encrypted texts and the secret key, decrypting the shuffled
encrypted texts with the secret key, and outputting a plurality of decrypted texts produced as a result;
and 25 a shuffled encrypted text commitment apparatus for being supplied with the shuffled encrypted
texts and theeRgidptachimbermyaieeiniercal doehsisnsers=ufithe shuffled encrypted texts, and
outputting a shuffled - 7 - ecﬁgpﬁd }ex commitment produced as a result. The shuffle-decrypting
legitimacy certifying apparal(®é ma T EsHFsHERINIGEHMATH CIIKIG BRAMSIRENpparatus for
being 5 supp@gﬁi,mgb@he random number, generating a shuffle commitment which is a commitment
with respect to a substitution representing an association between the order of the encrypted texts to

be shuffled and the shufflecacrglestifition entfypigdipisignerinagpatans fomkendor encryption,
generating a substitution certifying commitment comprising the shuffle commitment and a 10

committnent BIRRBesEifiE Afie iastdae knsuhedgeeskiating mmitdle opamitoanandigieisemmitted

e A en S comaet et
key, the compdmRIErArilit: encrypted texts to be shuffled and the shuffled order of the
encrypted texts and the random number for encryption, generating a
substitution certifying commitment comprising the shuffle commitment and a
10 commitment of the certification of the knowledge of the committed substitution
and the committed random number for encryption, and outputting the
substitution certifying commitment;

an identical conversion certifying commitment apparatus for
being supplied with the encrypted texts, the public key, the commitment of the

15 shuffled encrypted texts, and the random number, and generating and
outputting an identical conversion certifying commitment which is a
commitment of a certification indicating that the committed shuffled encrypted
texts are generated by shuffling the encrypted texts using the substitution and
the random number for encryption which are committed by the shuffle

20 commitment;

a decryption certifying commitment apparatus for being supplied
with the commitment of the shuffied encrypted texts, the decrypted texts, the
secret key, and the random number, and generating a decryption certifying
commitment which is a commitment of a centification indicating that the

25 committed shuffled encrypted texts are decrypted into the decrypted texts by

the secret key,

a challenge value acquiring apparatus for sending a shuffle-



15 shuffled encrypted texts, and the random number, and generating and outputting an identical
conversion certifying commitment which is a commitment of a certification indicating that the
committed shuffled encrypted texts are generated g)yﬁshuffling the encrypted texts using the
substitution and the random number for encryption"which are committed by the shuffle 20
commitment; a decryption certifying commitment apparatus for being supplied with the commitment of
the shuffled encrypted texts, the decrypted texts, the secret key, and the random number, and
generating adisoyitranaeetiffyinpcoomibiteent ouwic s iset benpanitmariaita e eitifigatirrdndicating that
the 25 committed shuffled encrypted texts are decrypted into the decrypted texts by the secret key; a
challenge vaRI¥a6yaHiH Sy pheshy T semumigne shdife Shrsirismeastifriying commitment

comprisno e ML LR A ToR, enmed s e st sonpiert, e subsiuon

certifying commitment, the iden 0 %Iecryption certifying

commitmentdecHye i el B RHOMASIMBHE A0 ANGA DIRg iRisititge challenge

value as a sequence of random numbers from the shuffle-decrypting Verifyihg apparatus; and a
response gensdhweitiagdaraod fecgamegatingadcegeonseendyichdsgapreseofediyodata that can be
calculated from data including the challenge value, the random number, and the secret key, and

sending the NYTRFSHRY FRgsindlararsverinaeiyipstmppasalmgagparatus. The

shuffle-decrypting verifying S may comprise: a challenge value,generating apparatus for
waiting for a shuffle- éapé’é";géh%e ge era@rpg apparatus fo generat%g aresp %Y

which is represented by data that can be calculated from data including the
challenge value, the random number, and the secret key, and sending the
10 generated response to the shuffle-decrypting verifying apparatus.

The shuffle-decrypting verifying apparatus may comprise:

a challenge value generating apparatus for waiting for a shuffle-
decrypting certifying commitment comprising a substitution certifying
commitment including a commitment of a plurality of shuffled encrypted texts

15 and a shuffle commitment, an identical conversion certifying commitment, and
a decryption certifying commitment, to be sent from the shuffle-decrypting
certifying apparatus, selecting a random number having a given length as a
challenge'vaiue when the shuffle-decrypting certifying commitment is received,
and sending the selected challenge value to the shuffle-decrypting certifying

20 commitment;

a substitution verifying apparatus for being supplied with the
shuffle commitment, the substitution certifying commitment, the response, and
the challenge value, and for generating a verifying result indicating of either
"legitimate” or "illegitimate" depending on whether the shuffle commitment is a

25 commitment of substitution or a random number for encryption;

an identical conversion verifying apparatus for being supplied

with the identical conversion certifying commitment, the encrypted texts, the



decrypting certifying commitment comprising a substitution certifying commitment including a
commitment of a plurality of shuffled encrypted texts 15 and a shuffle commitment, an identical
conversion certifying commitment, and a decryption certifying commitment, to be sent from the
shuffle-decrypting certifying apparatus, selecting a’random number having a given length as a
challenge value when the shuffle-decrypting certifying commitment is received, and sending the
selected challenge value to the shuffle-decrypting certifying 20 commitment; a substitution verifying

apparatus focbaingtsupnlsfdheitthilfeesheiie peraritme ihdhrusub Reylign Gegingcammitment, the
response, and the challenge value, and for generating a verifying result indicating of either
"legitimate" dPSIIHIgREE Vabarfifgenamiétber wesibingllesoihimiticatingsod @heommitment of
substitution of 2 randﬁm number for encryption; an identical conversion v,erifging %?é)aratus for being

supplied with T8Nt CURIEVTRIS cARRGRYNDAMIRRIRE HRESRINESISAS™RE - 0 commitment
of the 5hUﬁ|e@n%%Y@ée@£st§et§ﬁLﬁHQB%§ﬁ¥% the EFRATEs D IR AR A8 %8“%}%%9 generating

a verifying result indicating of either "legitimate™ or "illegitimate™ depending on whether the committed
shuffled encrgptaxhteximbes Ghuiedpsing thejcommitted substitution or the committed 5 random
number for encryption; and a decryption verifying apparatus for being supplied with the decryption
certifying text, commitment®EgEHIFA e Biysgraesaesdss ties biiog punbtiedsvithdipublic key, the

e L SRR AR e Al e et o
decrypted texts, the public key, the response, and the challienge value, and
generating a verifying result indicating of either "legitimate” or "illegitimate”

10 depending on whether the committed shuffled encrypted texts are decrypted
into the decrypted texts;

wherein if all the verifying results from the substitution verifying
apparatus, the identical conversion verifying apparatus, and the decryption
verifying apparatus represent “legitimate", then a verifying result indicating

15 "legitimate” or "illegitimate", that represents that shuffled decrypted texts are
produced, is output, and if even one of the verifying resuits represents
“illegitimate”, then a verifying result indicative of "illegitimate" is output.

A program according to the present invention enables a

computer to execute the steps of the above method, and a recording medium
20 according to the present invention stores the program.

According to the present invention thus arranged, secret
information can be concealed more strongly when certifying shuffling and
decryption.

Brief description of the drawings:
25 Fig. 1 is a diagram showing an arrangement of related art 1;

Fig. 2 is a diagram showing an arrangement of related art 2;

Fig. 3 is a diagram showing an arrangement of related art 3:



into the decrypted texts; wherein if all the verifying results from the substitution verifying apparatus,
the identical conversion verifying apparatus, and the decryption verifying apparatus represent
"legitimate”, then a verifying result indicating 15 "legitimate" or "illegitimate", that represents that
shuffled decrypted texts are produced, is output, &Rd if even one of the verifying results represents
"illegitimate”, then a verifying result indicative of "illegitimate" is output. A program according to the
present invention enables a computer to execute the steps of the above method, and a recording
medium 20 according to theigrasen) NBRAIANSHIRAT IR RIPIFYERREYCNGHGHiae present invention
thus arranged, secret information can be concealed more strongly when certifying shuffling and
decryption. Biesfriptiog pegitirofitiyecertifyingsai2iaFagud ds codifggam shenwibgdimaraobément of related
art 1, Fig. 2 is a diagram showing an arrangement of related art 2; Fig. 3 is a diagram showing an
arrangement’SFPERLENVERISN: 269Fig. 4 is a diagram showing an arrangement of a shuffle- decrypting

legitimacy certifying appar ordj an embodiment of the present invention; and Fig. 5is a
diagram showing an arrangfeﬁe%rﬁg oéid%%ig %ﬁ &;Pﬁpﬁﬁga\irearﬁg%@%%é%ﬁgtag%&igérding to an
embodimentdidhprgsentnimeapparAesdiiediel 8fareBrmetarasterst dlrddurality of encrypted

texts .
invention.

Description of reference characters:

401 a plurality of encrypted texts
402 public key
10 403 random number
404 shuffled encrypted text
405 shuffling apparatus
406 decrypting apparatus
407 secret key
15 409 shuffled encrypted text commitment apparatus
410 shuffled encrypted text commitment
411 substitution certifying commitment apparatus
412 substitution certifying commitment
413 common reference base
20 414 identical conversion certifying commitment
apparatus
415 identical conversion certifying commitment
416 - decryption certifying commitment apparatus
417 decryption certifying commitment
25 418 chailenge vaiue
421 response generating apparatus

422 response



402 public key 10 403 random number 404 shuffled encrypted text 405 shuffling apparatus 406
decrypting apparatus 407 secret key 15 409 shuffled encrypted text commitment apparatus 410
shuffled encrypted text commitment 411 substitution certifying commitment apparatus 412 substitution
certifying commitment 413 common reference base'20 414 identical conversion certifying commitment
apparatus 415 identical conversion certifying commitment 416 decryption certifying commitment
apparatus 417 decryption certifying commitment 25 419 challenge value 421 response generating

apparatus 42RGesponse - $AuBOdiuiiititieormming wifwnrguwepparatus 501 challenge value
generating apparatus 502 random number 503 substitution verifying apparatus 5 505 identical

conversion veKfying apparattialisnreactnpaenam@tinaepasiatasus

502 random number
503 substitution verifying apparatus

5 505 identical conversion verifying apparatus
507 decryption verifying apparatus

Best mode for carrying out the invention:

Embodiments of the present invention will be described below

with reference to the drawings. The embodiments will be described with

10 reference to an example using elliptical Elgamal encryption. Matters serving as
a basis for the present invention will first be described below.
[Elliptical Elgamal public key encryption system]

An Elliptical Elgamal encryption system belongs to a public-key

encryption system. First, it is assumed that q represents a prime number

15 having the relationship gmod3=2, E an elliptical curve whose order is g, Go a
generating element of E, O an identity element of O. In other words, point P on
any desired E satisfies [q]P = 0. [x]G, expresses an x-multiplied point of Gq.

The elliptical Eigamal public key encryption system comprises
the following three algorithms:

20 [Key generating algorithm]

A random number is input, secret keys x are selected as random
elements of Z,, public keys Mg = [x]G, are calculated, and secret keys x and
public keys My are output.

[Encrypting algorithm]
25 Plain text M € E and public keys My are input, s are selected as
random elements of Z,, and encrypted texts are calculated as C = (G1,My) =

([s1Go, M+[s]Mp)} and output.



Best mode for carrying out the invention: Embodiments of the present invention will be described
below with reference to the drawings. The embodiments will be described with 10 reference to an
example using elliptical Elgamal encryption. Mamt_te%sgrving as a basis for the present invention will
first be described below. [Elliptical Elgamal public kéy encryption system] An Elliptical Elgamal
encryption system belongs to a public-key encryption system. First, it is assumed that q represents a
prime number 15 having the relationship gmod3=2, E an elliptical curve whose order is q, Go a
generating elgheentmifrig, Hganiidentity element of 0. In other words, point P on any desired E satisfies
[q]P = 0. [x]Go expresses an x-multiplied point of Go. The elliptical Elgamal public key encryption

system comprises  the follomm@@éﬁm@:%rﬁi&ﬁgéﬁ@@aﬁmgmrﬁ?mair&ibm number is
and socret KesR R STy Rk AR, TR G AN S Kt IBAME  and
ool v I R LR G R
¢ and sécret Wsena}epi@mjaindmmmed text M' = M,-[X]M, is output. From M' = M,-[X]G, =
M+[s]Mo-[x][s]Go = M+[s]Mo- [s]McIO, It is clear that output M' of the decrypting algorithm is in
agreement It is assumed that secret keys s are owned discretely. In other
words, Zj-¢"xmodq is satisfied and each x; is individually owned. According to
the present embodiment, x; is referred to as decrypting secret keys.
For completely decrypting the encrypted texts, the operation to
10 successively subtract [x];G1 from the value of M, calculated using each
decrypting secret key is performed with respect to allj. Since only one
decrypting secret key xy is handled in the present embodiment, it is expressed
as x'. Public keys include Mg and Y where Mg = [x]Go, Y = {x']Gq.
[Encrypted texts]
15 n encrypted texts that are input to the present system are
expressed as (G,M;); = 1, -, n. The elements of each of the encrypted texts
are elements of E.
These encrypted texts are produced by encrypting n encrypted
texts (G,M)i =1, -, n as ([s]Go+G;, [siMo+My) (i = 1, -, n) with public key M,
20 shuffling their order, and thereafter decrypting them with the decrypting secret
keys,
[Permutation matrix]
A permutation matrix will be described below. The permutation
matrix is defined as an n-row, n-column square matrix where only a non-0
25 component exists in each row and each column and its value is 1 on Z,. For
example, the permutation matrix is given as:

0,1,0,0



5 with encrypted plain texts M. It is assumed that secret keys s are owned discretely. In other words,
Ej_,mxjmodq is satisfied and each x; is individually owned. According to the present embodiment, Xj is
referred to as decrypting secret keys. For completely decrypting the encrypted texts, the operation to
10 successively subtract [x] G, from the value of I\/Il,%arculated using each decrypting secret key is
performed with respect to all j. Since only one decrypting secret key xm is handled in the present
embodiment, it is expressed as x'. Public keys include MO and Y where MO = [x]Go, Y = [x']Go.
[Encrypted textg] kb m encrypted texts that are input to the present system are expressed as (G;,M;); =
-1, n. The elements of each of the encrypted texts are elements of E. These encrypted texts are
produced by @n@ryptfhg n encrypted texts (G;,M;); = 1, , n as ([s;]Go+G;, [s;]Mo+M;) (i = 1, , n) with
public key Mq, 20 shuffling their order, and thereafter decrypting them with the decrypting secret

keys. [Permuta or?n?atrix] A permutation matrix will be described below. The permutation matrix is
defined as a@%g&&«ﬂ%ﬂ&*m” square matrix where only a non-0 25 component exists in each row and
each column and its value'is 1 on Zg. For example, the permutation matrix is given as: 0,1,0,0 - 13 -

0,0,0,19, O, {EMbodiment (1)]

Shuffle-decrypting legitimacy certifying apparatus 400 according
to an embodiment of the present invention will be described below with
reference to Fig. 4 which shows an arrangement thereof.

Shuffle-decrypting legitimacy certifying apparatus 400 shown in

10 Fig. 4 is supplied with a plurality of encrypted texts 401, public key 402,
random number 403, secret key 407, and common reference base 413, and
outputs decrypted texts 408, shuffle-decrypting certifying commitment and
response 422. Shuffle-decrypting legitimacy certifying apparatus 400
comprises shuffling apparatus 405, decrypting apparatus 406, shuffled

15 encrypted text commitment apparatus 409, substitution certifying commitment
apparatus 411, identical conversion certifying commitment apparatus 414,
decryption certifying commitment apparatus 416, challenge value acquiring
apparatus 418, and response apparatus 421.

It is assumed that n encrypted texts are shuffled and decrypted.

20 A common reference base which is a point randomly selected from E, Fy (u = -
4,1, -, n), and My are input to the apparatus according to the present
invention. 1t is assumed that the apparatus can be used from all steps (inputs
to the steps will hereinafter not be explicitly described).

Shuffle-decrypting legitimacy certifying apparatus 400 is

25 implemented by a general computer system including an input device, an
output device, a memory, and a controller. Shuffling apparatus 405, decrypting

apparatus 406, shuffled encrypted text commitment apparatus 409,



1,0,0,0 Embodiments: 5 [Embodiment (1)] Shuffle-decrypting legitimacy certifying apparatus 400
according to an embodiment of the present invention will be described below with reference to Fig. 4
which shows an arrangement thereof. Shuffle-decrypting legitimacy certifying apparatus 400 shown in
10 Fig. 4 is supplied with a plurality of encrypted texts 401, public key 402, random number 403,
secret key 407, and common reference base 413, and outputs decrypted texts 408, shuffle-decrypting
certifying commitment and response 422. Shuffle-decrypting legitimacy certifying apparatus 400 -
comprises sHHBif Einratais/ngpromeniptient apparatus 406, stherfticd! I®evergipted text commitment

apparatus 409, suhstitution certifying commitment apparatus 411, identical conversion certifying
commitment 3%@@5{@&2&1{1“%@% @G SrhMRERN eapf YR ROBItRMenge value

acquining appggtadl i 8ICHARIMISEARPARPAS bln At Il Ingt ALggred texts are

shuffled and decrypted. 20 A co reterence ba iIch isa poiht ran y selected from E, Fp

(P = -4, 1, nappdrbtud 4Pe iapuiitadlly 2ppataltRacaardingiaphePEssasHin Eiosaf this assumed
that the apparatus can be used from all steps (inputs to the steps will hereinafter not be explicitly
described). SKUTRQBEBE PN R diRPREBGEEHRIRY Bplsaratus 400 is 25 implemented by a general

computer syg;gehmiﬂcludin an.in gt{&%evice, an output device, a memory, and a controller. Shuffling
apparatus 405, 4 é%tﬂ?g? A 406, shuffled encrypted text commitment apparatus 409, - 14

n encrypted texts 401 (G, M;)(1, -, n), public keys 402 (Go,Mo),
and random number 403 are input to shuffling apparatus 405.

Then, random n X n permutation matrix ()(i,j=1, -, n) and

10 random numbers ng(i=1, -+, n) €2, are generated from input random number
403,

Since the permutation matrix and the random numbers are
uniquely generated from input random number 403, they are considered to
have been included in the input random number. In other words, when random

15 number 403 is input to the apparatus, the apparatus can again generate data
produced from a random number such as (m)(i,j=1, -, n) and ng(i=1, -, n) €
Zs.

Then, shuffled encrypted text 404 (G, M™)(i=1, -, n) is

calculated as (G',M")=Ep=o"[nu]Gy, Su=o"[mm]Mu. It can be seen, as described
20 below, that the shuffled encrypted text has been shuffled, i.e., encrypted and
thereafter the order thereof is shuffled.

If the relationship between j and i where =;=1 is represented by
a(i=], then (Tp=o [nuiG, Zp="[npIMu)= (Grg, Mn ). Shuffling apparatus 405
outputs shuffled encrypted text 404.

25 {Decrypting apparatus 406]

Shuffled encrypted text 404 and decrypting secret key 407 are

input to decrypting apparatus 406. Decrypting apparatus 406 calculates



substitution certifying commitment apparatus 411, identical conversion certifying commitment
apparatus 414, decryption certifying commitment apparatus 416, challenge value acquiring apparatus
418, and response apparatus 421 are virtually_co?!?trg_cted in the computer system. Each of the 5
components will be described in detail below. [Shuffling apparatus 405] n encrypted texts 401 (G;,M;
)(1, n), public keys 402 (Go,Mo), and random number 403 are input to shuffling apparatus 405. Then,
random n x n permutation matrix (7Tjj)(i,j=1, , n) and 10 random numbers no;(i=1, n) EZq are
generated froecinypirdaedtnd 08 mbéG 403-8B\(ext|@ petndtationtmat ideunghel taxtom numbers are
uniquely generated from input random number 403, they are considered to have been included in the
input randonfffmber. In other words, when random 15 number 403 is input to the apparatus, the

apparatus c | ta produced from a random number such as (np)(i,j=1, ", n) and

7[0j(i=1, n) é@%@%&@%ﬁ%ﬁ%ﬁ %P&%%QM@& f’@‘?,%a;t)lflsgl, n) is calculated as

(G,M,%)=Epshiimedemdrpied idVinl-torrR Amere Boamsianeiped paPAsionodhat the shuffled

encrypted text has been shuffled, i.e., encrypted and thereafter the order thereof is shuffled. If the

relatiorfship between j and Shh#techentrigptedresdrted (', M Xj~then (B ani[ngrim Ep_o"[mp;]MN)=

(Gntp, Mn tq). Shuffling apparatus 405 outputs shuffled enciy ted text 404. 25 [Decrypting apparatus
9

406] Shuffled SRASHELP 18 AL ITiiosprcaseied ket '

gpaceaiment commitment
apparatus 409. Shuffled encrypted text full-concealment commitment
apparatus 409 selects random n.yEZ(i=1, -, n) from input random number
403.

10 Shuffled encrypted text full-concealment commitment apparatus
409 calculates commitment 410:Ni(i=1, -+, n) of the shuffled encrypted text as
Ni={rylM.+M"(i=1, -, n) and outputs calculated commitment 410.
[Substitution certifying commitment apparatus 411]

Permutation matrix =;(i,j=1, -, n) indicative of the shuffling of the

15 order, random number ng(i=1, -+, n) used for encryption, and random number
403, which are used in the shuffle apparatus, are input to substitution certifying
commitment apparatus 411 [m(i,j=1, -, n) and n,i(i=1, ---, n) are included in
random number 403].

Common base 413 is input to substitution certifying commitment

20 apparatus 411. Substitution certifying commitment apparatus 411 selects
random nipo € Zy(u=-4, -, n), "HEZQ(P=-4, -, n), TaEZy(i=1, -, n) from input
random number 403. It is assumed below that these values are also included
in random number 403).

Then, substitution certifying commitment apparatus 411

25  calculates

ma=Z=1"3 mo® mmodq(i=1, -, n)

4=t 3 mo mimodq(i=1, -+, n}



input to decrypting apparatus 406. Decrypting apparatus 406 calculates - 15 decrypted texts 408 as
(G",M")=(G';,[-x']G";,M";) and outputs decrypted texts 408. [Start of the shuffle-decrypting certifying
apparatus] [Shuffled encrypted text full-concealment commitment apparatus 409] 5 Shuffled encrypted
text 404 (G';,M")(i=1, n) and random number 4'031"§re"|nput to shuffled encrypted text full-concealment
commitment apparatus 409. Shuffled encrypted text full-concealment commitment apparatus 409
selects random rc-1;EZq(i=1, n) from input random number 403. 10 Shuffled encrypted text
full-concealment commitmen{;appargfus, 08 cajculaigs commitment 410:N;(i=1, n) of the shuffled
encrypted text as N;=[7c-1;]M-1+M";(i=1, n) and outputs calculated commitment 410. [Substitution
certifying commitment appdrareEviLift' PEwnutation matrix rri(i,j=1, n) indicative of the shuffling of the
15 order, random number no;%jl,,, ) used for encryption, and random number 403, which are used

in the shuffle apparatus, ar¥irgtit & ststittfi0ATertifying commitment apparatus 411 [7rp(i,j=1, , n)

and 1ro;(izlvﬂ.}eqéefj. cluded ng f?%ﬁﬁbﬂ%@%ﬂﬂ%h gmgﬂgﬂse 413 is input to substitution
' Jpar 1. Su i i

certifying commitmen 20 apparatus bstitution certifying commitment apparatus 411 selects

randons poEZa(p=-4, ), FiipEaebitutb earfyiagEshrikiiem Kppsraandami number 403, Itis
assumed below that these values are also included in random number 403). Then, substitution
certifying comutiteshaffsarsmsritiaent F'i(i=1, -, n} and F'o, F', and w as substitution
certifying commitment 412.
[Identical conversion certifying commitment apparatus 414]
Permutation matrix mi{i,j=1, -, n} indicative of the shuffling of the
10 order, random number ng(i=1, -, n) used for encryption, random number
mo(j=1, -+, n), random number m.(o(j=1, -, n) [these values are included in
random number 403}, n encrypted texis 401 (G;M)(i=1, -, n), public keys 402
(Go,Mp), and random number 403, which are used in the shuffling apparatus,
are input to identical conversion certifying commitment apparatus 414.
15 ldentical conversion certifying commitment apparatus 414
calculates G'g=Zv=o [rvo]lGv, No=Eva.s"[nve]Mv.
Finally, identical conversion certifying commitment apparatus
414 outputs G'y, Ng as identical conversion certifying commitment 415.
[Decryption certifying commitment apparatus 416}
20 Part G{(i=1, ', n) of n decrypted texts 408, public keys 402
(Go,Mp), random number 7.4, and random number 403 are input to decryption
certifying commitment apparatus 416.
Decryption certifying commitment apparatus 416 selects random
teZy(i=1, -+, n) from the input random numbers.
25 Then, decryption certifying commitment apparatus 416
calculates Y'=[t]Go(i=1, -+, n), N'=[n.10]M.1+Zi= [t]G.

Finally, decryption certifying commitment apparatus 416 outputs



25 calculates 7 C-3i=Ei_1"3 njo2 7i;modq(i=1, ..., n) n-4;=E " j_13 nio 7rpmodq(i=1, , n) - 16 -
F'p=Ev=.4"[nvp]Fv(p=0, n) F" o=Ev=-4"[C v]Fv w=Ei=1 "nips-nao-rt -4modq where F';(i=1, , n) is
defined as a shuffle commitment. 5 Finally, substitution certifying commitment apparatus 411 outputs
shuffle commitment F';(i=1, , n) and F'o, F" o, and Was substitution certifying commitment 412.
[Identical conversion certifying commitment apparatus 414] Permutation matrix ni;(i,j=1, n) indicative of
the shuffling of the 10 order, random number no;(i=1, , n) used for encryption, random number

nioo=1, n), randern runies R thesepruassaisying loseditnmamdent number 403], n encrypted texts
401 (G;,M;)(i=1, ;n), public keys 402 (GO,MO), and random number 403, which are used in the
shuffling appHraRisngeeviaie acqubingapsenetrsidhidertifying commitment apparatus 414. 15

No~Ev: fimvolity. Fnally, (HERA A SER LR ARE MR A AR Ao AT Bhputs o, No
s nticel ORI GRS, IohD o SRR Plfuen shppratss 10
5 substitution certifying commitment 412 made up of F'g, F', w, identical

conversion certifying commitment 415: G'y, No, and decryption certifying
commitment 417: Y'(i=1, -, n), as shuffle-decrypting certifying commitment
420 to shuffle-decrypting verifying apparatus 500, and waits for challenge value
419.

10 Chailenge value acquiring apparatus 418 receives challenge
value 419: ¢, Zq(i=1, -, n).
[Response generating apparatus 421}

Permutation matrix m;(i,j=1, ---, n) indicative of the shuffling of the

order, random number ngi(i=1, -, n) used for encryption, random number

15 nvo(v=-4, ---, n), random number n'v(v=-4, --- n), random number n.q(i=1, ---, N},
random number n.x(i=1, ---, n), random number {i(i=1, ---, n), calculated number:
wa(i=1, -, n), and calculated number n4(i=1, -, n) are input to response
generating apparatus 421. These are all included in input random number
403.

20 Challenge value 419: ¢(i=1, -, n) and secret key 409 X' are
input to response generating apparatus 421. it is assumed below that ¢p = 1.

Response generating apparatus 421 calculates response 422:

rv{v=-4, - n), r'v (v=-4, - n), r"(i=1, -, n) as rv=Ip=o nvcumodg(v=-4, -, n),
rv=Sies"mvicttn'y modag(v=-4, -, n), and r"=x'ci+timodqg(i=1, -, n).

25 Finally, response generating apparatus 421 sends rv(v=-4, -,
n), r'v(v=-4, - n}, M(i=1, -, n) as shuffle-decrypting certifying commitment and

response 422 to shuffle-decrypting verifying apparatus 500, and then finishes



(Go,Mo), random number it., and random number 403 are input to decryption certifying commitment
apparatus 416. Decryption certifying commitment apparatus 416 selects random t;EZq(i=1, , n) from
the input random numbers. 25 Then, decryption certifying commitment apparatus 416 calculates Y';
=[t]Go(i=1, ..., n), N'=[n-io]M_1+Ei=1[QG";. Finaﬂy,ltfigec“ryption certifying commitment apparatus 416
outputs - 17 Y';(i=1, n),N' as decryption certifying commitment 417. [Challenge value acquiring
apparatus 4181 Challenge value acquiring apparatus 418 sends all of shuffled encrypted text
commitment i BN, N), shuffle commitment F';(i=1, n), 5 substitution certifying commitment 412
made up of F'o, F"o, w, identical conversion certifying commitment 415: G'o, No, and decryption
certifying cotntteleshufiiz-degivating ceatfgnafappaatystiAfPertifying commitment 420 to
shuffle-decry in%é/{?rifg'%%é paratus 500, and waits for challenge value 419. 10 Challenge value
acquiring ap i\ ves challenge value 419: cjEZq(i=1, n). [Response generating

apparatus 421] Permutatiorsmﬂﬁgggéiégyﬁgn Q&}%ﬁ@%\ﬁﬁ%ﬂg%@%&%ﬂﬁtg@ﬁr random

number no;(i=1, , n) used for encryption, random nvo(v=-4, n), random numberriv(v=-4, n),

randonsnumbetbodiménnpf e gessambesntibnAii berdetantded twigwerit{irsterahcsatrulated
number: 7T.3;(i=1, , n), and calculated number 7T_4;(i=1, , n) are input to response generating
apparatus 4F1gThese are all included in input random number

Shuffle-decrypting verifying apparatus 500 shown in Fig. 5 is
supplied with a plurality of encrypted texts 401, public keys 402, decrypted
texts 408, random number 502, cofnmon reference base 413, shuffled

10 encrypted text commitment 410, substitution certifying commitment 412,
identical conversion certifying commitment 415, decryption certifying
commitment 417, and response 422, and outputs challenge value 419 and
result 509. Shuffle-decrypting verifying apparatus 500 comprises challenge
value generating apparatus 501, substitution verifying apparatus 503, identical

15 conversion verifying apparatus 505, and decryption verifying apparatus 508,

Shuffle-decrypting verifying apparatus 500 is implemented by a
general computer system including an input device, an output device, a
memory, and a controller. Challenge value generating apparatus 501,
substitution verifying apparatus 503, identical conversion verifying apparatus

20 505, and decryption verifying apparatus 508 are virtually constructed in the
computer system. Each of the components will be described in detail below.
[Challenge value generating apparatus 501]

Public keys 402: (Gg,Mp,Y), encrypted texts 401: (G1,Mi)Xi=1, -,
n), and decrypted texts 408: (G',M')(i=1, -, n) are input to challenge value

25 generating apparatus 501. Random number 502 is also input to challenge
vaiue generating apparatus 501.

Challenge value generating apparatus 501 waits for shuffle-



403. 20 Challenge value 419: c;(i=1, , n) and secret key 409: X' are input to response generating
apparatus 421. It is assumed below that co = 1. Response generating apparatus 421 calculates
response 422: rv(v=-4, n), r'v (v=-4, -, n), r";(i=1, , n) as rv=Ep_onvpcpmodq(v=-4, , n), r'v=E;_,nv;
c2+iiv modq(v=-4, , n), and r";=x'c;+t;modq(i=1, ”h).léBS Finally, response generating apparatus 421
sends rv(v=-4, n), r'v(v=-4,, n), r';(i=1, , n) as shuffle-decrypting certifying commitment and response
422 to shuffle-decrypting verifying apparatus 500, and then finishes 18 - its operation. [End of

shuffle-decrygg S6RHBMIRIRREIMIIORE HEMbadImest i Sdfleriecndetlingiugrifying apparatus

500 according to an 5 embodiment of the present invention will be described below with reference to

Fig. 5. ShufflesttfyingtiappaseatyindppAmam 666 shalleniga-iglieigeswpptiad aitheaglisrality of
encrypted texts 401, public keys 402, decrypted _texts 408, random number 502, common reference

base 413, shofielPt6eRAHEE ERCOGRtRgRfstiNG coumRiines! teRifisgreimrhmisages12,

identical conyggsi tifyi mmitment i riifyi itment nd response
422, and out\g‘ézggﬂﬁfghge@a?&qk dn@ géﬁ&l%&%%%ﬁ&%&%%&?ﬁ&ﬁ%%@%r% ég%fgrgatus 500
compriges chidlengengadeetigang aiingraragaiys 501, substitution verifying apparatus 503, identical
15 conversion verifying apparatus 505, and decryption verifying apparatus 508. Shuffle-decrypting

verifying apparatus 500 is ifapriiasgeedabyeagenerating apparatus 501 waits for shuffle-
decrypting certifying response 422 to be sent from shuffle-decrypting certifying
apparatus 400. When shuffle-decrypting certifying response 422 is sent to
challenge value generating apparatus 501, the following three verifying
10 apparatus are operated:
[Substitution verifying apparatus 503]

Substitution verifying apparatus 503 randomly select d&Z, from
input random number 502, and confirms that the following equations are
satisfied:

15 Eve s [rvrdrVIFv=F o HdF "o+ S ot de]FY

Ziet "I JEr 5+ 4 +wmodg

if all these equations are satisfied, then substitution verifying
apparatus 503 oufputs "legitimate" as output 504, If all these equations are not
satisfied, then substitution verifying apparatus 503 outputs "iflegitimate" as

20 output 504.
[identical conversion verifying apparatus 505]

Identical conversion verifying apparatus 505 confirms that the
following equations are satisfied:

Zvag [rV]Gv=Eu=o [cU]G'Y

25 Zv=t [rvIMv=Zi e Ny

If these equations are satisfied, then identical conversion

verifying apparatus 505 outputs "legitimate” as output 506. If these equations



general computer system including an input device, an output device, a memory, and a controller.
Challenge value generating apparatus 501, substitution verifying apparatus 503, identical conversion
verifying apparatus 20 505, and decryption verifying apparatus 508 are virtually constructed in the
computer system. Each of the components will bedescribed in detail below. [Challenge value
generating apparatus 501] Public keys 402: (Go,Mo,Y), encrypted texts 401: (G1,Mi)(i=1, n), and
decrypted texts 408: (G';,M")(i=1, , n) are input to challenge value 25 generating apparatus 501.

Random nurghet80245alee 1R 19 AT AGR.KALIG QRIBANNG AORRIRILS 6T, Ghglenge value

generating apparatus 501 waits for shuffle - 19 decrypting Certifying commitment 420 to be sent from
shuffle-decryjifingticest#fy g anpar@ns. 400. As soon as challenge value generating apparatus 501
receives shuffle-decrypting certifying commitment 420, it sends challenge values 419: c_IEZq(i=1, n)
generated frAEraYRItH MEfiveesIPasanetie7h decrypting certifying apparatus 400. Challenge value

generating apparatus 501 waits for. shuffle- decrypting certifying response 422 tg he sent from
shuffle-decrypting certifyinéé%%rﬁgi%g %BH’%%?P@F%]H%%&P&WH‘QH%@& ?8@88’?}% 422 is sent to
challenge va@@gﬁ&%aé}@gsggg@é@ms 501, the following three verifying 10 apparatus are operated:
[Substitution verifying apparatus 503] Substitution verifying apparatus 503 randomly select d EZqg from

input random number 502, gniicorticnis thattheHpldididNediiations are satisfied:

[]Go=[ciY+Y',

if these equations are satisfied, then decryption verifying
apparatus 507 outputs "legitimate” as output 508. If these equations are not

10 satisfied, then decryption verifying apparatus 507 outputs "illegitimate" as
output 508.

If all the outputs of the above three apparatus, i.e., the
substitution verifying apparatus, the identical conversion verifying apparatus,
and the decryption verifying apparatus are "legitimate”, then the shuffie-

15 decrypting verifying apparatus outputs "legitimate” as output 509. if even one
of the outputs of the above three apparatus is "illegitimate”, then the shuffle-
decrypting verifying apparatus outputs "illegitimate" as output 509.

As described above, each of shuffle-decrypting legitimacy
certifying apparatus 400 and shuffle-decrypting verifying apparatus 500 is

20 implemented by a general computer system. According to the present
invention, shuffling apparatus 405, decrypting apparatus 406, shuffled
encrypted text commitment apparatus 409, substitution certifying commitment
apparatus 411, identical conversion certifying commitment apparatus 414,
decryption certifying commitment apparatus 418, challenge value acquiring

25 apparatus 418, and response apparatus 421 are virtually constructed in the
computer system. Challenge value generating apparatus 501, substitution

verifying apparatus 503, identical conversion verifying apparatus 505, and



15 Ev=:4"[rv+dr'v]Fv=F'0o+[d]F"0+E;_i"[c;+dc?]F; E1' [rj3-c3]=r.3+r'.4+wmodq If all these equations
are satisfied, then substitution verifying apparatus 503 outputs "legitimate" as output 504. If all these
equations are not satisfied, then substitution veri%ing apparatus 503 outputs "illegitimate" as 20
output 504. [Identical conversion verifying apparattis 505] Identical conversion verifying apparatus 505
confirms that the following equations are satisfied: Ev=0"[rv]Gv=Ep=0"[cp]G'p 25
Ev=-i"[rv]Mv=Ep=0"[cp]Np If these equations are satisfied, then identical conversion verifying
apparatus S@eniids Jegfimatep seauipansfclithesp paatinds:20rasahebsatishigg then
identical conversion verifying apparatus 505 outputs "illegitimate" as output 506. [Decryption verifying
apparatus 50T¢$seapstietusenfiirthappanpitter Y3 teonfiand thaaaheaifolonddium &oustivoing are
satisfied: [r,]M I+E; i"[r"l]|G'i=N'+E;=i[G](Ni-M') [r" ]Go=[c]Y+Y"] If these equations are satisfied, then
decryption v {£’§Baratus 507 outputs "legitimate™ as output 508. If these equations are not 10
satisfied, then decryption verifying apparatus 507 outputs "illegitimate" as output 508. If all the outputs
of the above three apparatus, i.e., the



substitution verifying apparatus, the identical conversion verifying apparatus, and the decryption
verifying apparatus are "legitimate”, then the shuffle 15 decrypting verifying apparatus outputs
"legitimate” as output 509. If even one of the outputs of the above three apparatus is "illegitimate”,
then the shuffle- decrypting verifying apparatus outputs "illegitimate" as output 509. As described
above, each of shuffle-decrypting legitimacy cgitifying apparatus 400 and shuffle-decrypting verifying
apparatus 500 is 20 implemented by a general computer system. According to the present invention,

shuffling apparatus 405, deeryiffiagoappasttiss | 4gBinshoyfledr ieniaty pissbiextisdombimgnt apparatus
409, substitution certifying commitment apparatus 411, identical conversion certifyin% commitment

apparat§sanigddethy ptioHrediigimpenmiaiivrisappuiatisskere RO I SR ac§ariR 25

tus 418, and tus 421 i Il nstructed,in t t tem.
Cnallonde SRR SHEP e UP AR 5 = R G S 2P SR 605 OGP conversion
verifying AReARRRA0R 9Btba 44 xLCHRRERRING NG ARpPLLRARIAGAS Brietamypr virtually

constructing these apparatuses in thé computér system, and a recording medium for storing the

programd@2ryetind\isE e nisrsintditetabesryptinthte gtmmetoyese rtifdreg fpera the feghiearysapplied with a
plurality of encrypted texts, a public (I;;y, a decrypting secret key, and a random number, encrypting

the encripfteenExlipin e SUBTHINES, SRUATRRY (R Cofor ST ISP RSINMENR QGRS HTFg a plurality
o ey e RIS PSR NS AIRYRIEHLSE WU IR SRE By iR cortving the
verifying apparatus includes a commitment of a shuffled encrypted text which is
prodguced using the random number as an encrypted text by encrypting the
encrypted texts with said public key and shuffiing the order thereof; the shuffie-
decrypting legitimacy certifying apparatus comprising:

a shuffling apparatus for being supplied with said encrypted texts,
said public key, and said random number, encrypting the encrypted texts with the
public key, shuffling the order of the encrypted texts, and outputting a piuraiity of
shuffled encrypted texts produced as a resulf;

a decrypling apparatus for being supplied with the shuffled encrypted
texts and said secret key, decrypting the shuffied encrypted texts with said secret
key, ahd outputting a plurality of decrypted iexts produced as a resuli;

a shuffied encrypied text commitment apparatus for being supplied
with the shuffied encrypted texts and the random number, generating a commitment
of the shuffled encrypted texts, and outputting a shuffled encrypted text commitment
which is produced as a result using the random number,

a substitution ceriifying commitment apparatus for being suppiied with
said random number, generating a shuffle commitment which is a commitment with
respect 1o a substifution representing an association between the order of the
encrypted texts to be shuffled and the shuffied order of the encrypted texts and the
random number for encryption, generating a substitution certifying commitment

comprising the shuffle commitment and a commitment of the certification of the



the encryption, the shuffling of the order, and the decryption to a shuffle-decrypting verifying
apparatus, wherein data to communicate with saidshuffle-decrypting verifying apparatus includes a
commitment of a shuffled encrypted text which is produced using the random number as an encrypted
text by encrypting the encrypted texts with said public key and shuffling the order thereof; the shuffle-

decrypURAdSATaT HRUDAnMmARRA'EU ARMANSRG A=Ru R RARILA SHRlR) Ripplied with

said encrypt xts, said public key, and said random number, encrypting the encrypted texts with

the publiekewteinfEng sheartdey ebitesabstiiptien textsiangd cotmuiitimgat plurality of shuffled
encrypted texts produced as a result; a decrypting apparatus for being supplied with the shuffled
encrypted texts and saé LePECREGOBERIFIRThESREEMEfFRMBNERREARBRISWRHYAESELret key, and

outputting a plurality of decrypted texts produced as,a result; a shuffled encrypted text mitment
apparaﬂ%’\;J ’88??@&&&5%@%@%% fifsd CRY fﬁéﬁ )fei?seacr?ﬂﬁ]éq%%%{o# %&n?é(glﬁ% nerating a
commitragl Bidae shufistane vainfbie ananet oseuddne o e eneppipg ieigempdment
which is produced as a result using the random number; a substitution certifying commitment
apparatusfordosiog seiflied wimsiidsandonein intbeongerienatin @ beehtifibe tommiticentgyhich is a
commitment with respect to a substitution representing an association between the order of the

encryptedi @1 eoseraiiat e diteehersrvmed trdsrsrRevacdiptdy eidhing e sRerdishumber
o e R AR R TS SRR sl commimens
committedsangasn @yrggg {pLBRGYRtIaRNRIH - outputting said substitution certifying commitment;
a decryption certifying commitment apparatus for being supplied with
the commitment of the shuffled encrypted texts, said decrypted texts, said secret
key, and the random number, and generating a decryption certifying commitment
which is a commitment of a cerfification indicating that the commitied shuffied
encrypted iexts are decrypted into said decrypted fexts by said secret key;
a challenge value acquiring apparatus for sending a shuffle-
decrypting certifying commitment comprising the commitment of the shuffled
encrypied texts, said shuffle commitment, said substitution certifying commitment,
said identical conversion ceriifying commifment, and said decryption certifying
commitment, to said shuffle-decrypting veriiyving apparatus, and waiting for and
receiving a challenge value as a sequence of random numbers from said shuffie-
decrypting verifying apparatus; and
a responss generating apparatus for generating a response which is
represented by data that can be calculated from data including said challenge value,
said random number, and said secret key, and sending the generated response to

said shuffle-decrypting verifying apparatus.

2. A shuffie-decrypting verifying apparatus for being supplied with a
plurality of encrypted texts, a plurality of decrypted texts, a public key, and a random .

number, and verifying the legitimacy by a shuffle-decrypling legitimacy



an identical conversion certifying commitment apparatus for being supplied with said encrypted texts,
said public key, the commitment of the shuffled Enerypted texts, and the random number, and
generating and outputting an identical conversion certifying commitment which is a commitment of
certification indicating that the committed shuffled encrypted texts are generated by shuffling the

encryptef. gy SIAg e SUBHIion AR S dandam WEbeIC oL ERAnRT oD Gh fin pommitied by

said shuffle tment; a decryption certifying commitment apparatus for being supplied with the
commitrpesdetddenshaiiieghengrynteshionisiesshid e ceypiihiexts saidstasatokeynand the random

number, and generating a decryption certifying commitment which is a commitment of a certification

indicatingapaifegcoe entsrrsadfreds evithpaastekieiredersppranattdssaifdeep)ptaexts by said
secret key; a challen I irf f di huffle- d tin. tifyi
commit i BRI S E I Rl BRSNS 0 BRI e s Rl U ME Gommtment,
said subgfintion cepifyipaconmitmanteseid identinpl capveisiam setifyiAR cosRmeRly and said

decryption certiftying commitment, to said shuffle-decrypting verifying apparatus, and waiting for and
receivingigich étiengedain e asbeseagiencenafypizdotax i zersriroin s did: endfie e deydting verifying
apparatus; and a response generating apparatus for generating a response which is represented by
data thatinssecRikiateyirsia aaké%mgdaﬁn@rgi&ateﬁ&n@ﬁgt@@/éi%‘ffl%ﬁa%fr%& YRIFHES, and said
secret key, and,sending the generated response to said shuffle-decrypting verifying apparatus. 2. A
shuffle- %%%ugsfeorﬁg?ﬁlaia paratus for being supplied with a plurality of encrypted texts, a plurality

of decrypted texts, a publig, kpyngad Qi iansiaiBranE Rp aRshyerbYing iRyl esitiman iy a

shuffle-decrypting legitimacy
decrypting certifying commitment comprising a substitution ceriifying commitment
including a commitment of a plurality of shuffied encrypted texts and a shuffie
commitment, an identical conversion certifying commitment, and a decryption
cerfifying commitment, to be sent from said shuffle-decrypting certifying apparatus,
selecting a random number having a given length as a challenge value when said
shuffle-decrypting certifying commitment is received, and sending the selected
challenge value to said shuffie-decrypting certifying commitment;

a substitution verifying apparatus for being supplied with said shuffle
commitment, saia substitution certifying commitment, said response, and said
chalienge value, and for generating a verifying result indicating either "legitimate” or
"lliegitimate" depending on whether the shuffle commitment is a commitment of
substitution or a random number for encryption;

an identical conversion verifying apparatus for being supplied with
said identical conversion certifying commitment, said encrypted texis, the
commitment of said shuffied encrypted texts, said public key, said response, and
said challenge value, and generating a verifying result indicative of either "legitimate”
or "lliegitimate" depending on whether the commitied shuffled encrypted texts are
shuffied using the committed substitution or the committed random number for
encryption; and

a decryption verifying apparatus for being supplied with said



22b certifying apparatus of a certification indicating that the decrypted texts are data produced by
encrypting the encrypted texts, shuffling the ordertbereof, and decrypting the encrypted texts with a
secret key corresponding to said public key, wherein data to communicate with said shuffle-decrypting
legitimacy certifying apparatus includes a commitment of a shuffled encrypted text which is produced

using the.r r. ryRi ts. With said public key
and shuf i%&ﬁ&ﬁ%&ﬁgréao%&gwﬁﬁe- %ﬁ%ﬁ%&%ﬁ%@%ﬁgﬁﬁ%ﬁri?’sé.{zn% a challenge
value genesajiita@ppasisisidos it reyosaishofierdecsptingee siingrgenaiimenicomprising a

substitution certifying commitment including a commitment of a plurality of shuffled encrypted texts
and a sHigferatingnaituesifyin ieleult dagicatver siopitberifigadioorienionefiegiimalelecryption certifying

commitment, to be sent from said shuffle-decrypting certifying apparatus, selecting a random number
having ad&%ﬂcf%ﬁﬁqé'g?mﬁll g%%mgfﬁﬁé%@g%féﬁftyﬁﬂé‘&éfﬁgﬁﬁ%e ﬁ%g%%ﬁqar{fgﬁtment is
receivedsggdd%%@dtmmcted challenge value to said shuffle-decrypting certifying commitment;
a substitution veritying apparatus for being supplied with said shuffle commitment, said substitution
certifying commitment, waiskeas ffosis ¢handrifaidgoksallddeoralveichaddsitgéveratintyayerifying result
indicating either "legitimate" or "illegitimate" depending on whether the shuffle commitment is a
commitn#@ResEtEEbsaibtiBRMNIca raATYRRSRMRITIoN @ RO BIRINSaA TdetRicaresRRiiaibn verifying

apparatus far being supplied with _said,jdentical conversion certifying commitment, said encrypted
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properly shuffle-decrypting said encrypied tests, is output, and if even one of said
verifying results represents "illegitimate", then a verifying result indicative of

“illegitimate” 1s output.



or "illegitimate" depending on whether the committed shuffled encrypted texts are shuffled using the
committed substitution or the committed randomzrrumber for encryption; and a decryption verifying
apparatus for being supplied with said 22c decryption certifying text, commitment of said shuffled
encrypted texts, said decrypted texts, said public key, said response, and said challenge value, and

generating a verifying rgsull 'H[,‘?ﬂﬁ fj f “ﬁ; "!?@i[xi te" aF.'| J@g ' . ndi ether the
committed shuffled encgyé(tasd ex%s%%%%@:r tt% mtEgiE%e;%lg%i@gr @?&%ﬂv@%ﬂ%@%@ verifying
results fronm sajsl FaigH B MRIBINE -@PNAMiYEc RIY, Identieaitpryessien Kelifdng apparatus, and
said decryption verifying apparatus represent "legitimate"”, then a verifying result indicating
"legitimatendipiit nepressneschvvagatsR ety tisshipsl veikstaeeniviused. By yitivpetye

shuffle-decrypting said encrypted tests, is output, and if even one of said verifying resulis represents
egiimaBeH LIS BAyHE dEen GRRAbEd S YIS SEEOBI 385 MOSHITRE orypting

'egi“m%%yee%%qme&g@mémméw%'%Vgg@@ﬂi@gﬂ'%8&@?&%@%@%@% a

decrypting s t'key, an random number, encrypting the encrypted ublic key,

shufflingtteentdgsidihehensiufied tektibeueniating! ahpl utatity ol sle coyptes ittaiprogduiteg! by
decrypting the encrypted texts with the secret key, and certifying the legitimacy of the encryption, the
shufflingvéf théngraspaall thevbecaipisiadasiumeteaisptity saismi leparaiéingherein data to
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produced using the random number as an encrypted text by encrypting the
encrypied texts with said public key and shuffling the order thereof; the shuffie-
decrypting legitimacy certifying method comprising the steps of:

being supplied with said encrypted texts, said public key, and said
random number, encrypiing the encrypted texts with the public key, shuffling the
order of the encrypied texts, and outputiing a pluraility of shuffled encrypted texts
produced as a result;

being supplied with the shuffied encrypted texts and said secret key,
decrypting the shuffled encrypted texts with said secret key, and outputting a
plurality of decrypted texts produced as a resul{;

being supplied with the shuffied encrypied {exts and the random
number, generating a commitment of the shuffled encrypied texts, and outputting a
shuffled encrypied fext commitment which Is produced as a result using the random
number;

being supplied with said random number, generaiing a shuffie
commitment which is a commitment with respect to a substitution representing an
association between the order of the encrypted texts to be shuffled and the shuffled
order of the encrypted texts and said random number for encryption, generating a
substitution certifying commitment comprising the shuffie commitment and a
commitment of the certification of the knowledge of the committed substitution and

said committed random number for encryption, and outputting said substitution



produced using the random number as an encrypted text by encrypting the encrypted texts with said
public key and shuffling the order thereof; the shiuifie- decrypting legitimacy certifying method
comprising the steps of: being supplied with said encrypted texts, said public key, and said random
number, encrypting the encrypted texts with the public key, shuffling the order of the encrypted texts,

and outputtipg. %gmw[%f ﬂguffled encrypted texts produced as a result; being supplied with the
shuﬁled%éérﬁl%!?gﬁ% texts an%l said secret key, decrypting the shuffled encrypted texts with said secret

key, and outputting a pleradty afheeryatadadtsnrogicddads idllidingeuppked with the shuffled
encrypted texts and the random number, generating a commitment of the shuffled encrypted texts,

and outpaiyitnentififdherbrffesheastdamitdenenhish it BrrRCeaEREre30R using the random
number; being supplied with said randam pumber, generating.a shuffle_ commitment which is a
commitAERE I LR P LR 5T VSR TS B AL DAL 6 LN BBH S the
encrypted iakts e shufllediqodiieishiiliady ardernal hisnancnceied demds andgajbeardem number
for encryption, generating a substitution certifying commitment comprising the shuffle commitment
and a cerengémerdtefitbe seutficatitecdbeykteiviergaisithaivosubitédisrbatidarand said
committed random number for encryption, and outputting said substitution 23a certifying commitment;

being SUFSSIR@IMVHBRRT ERcATBM IO IVRISH BbReREYIIRE YOSHAIFHEMS CRBRSHTIRGE encrypted
texts, and said random pumber, ad TR AL SN BHPH I HSRIGR LRASISI R RN
said decrypted texts, said secret key, and said random number, and generating a
decryption ceriifying commitment which is a commitment of a certification indicating
that the committed shuffled encrypted texts are decrypied into said decrypted {exis
by said secret key;
sending a shuffle-decrypting certifying commitment comprising the
commitment of the shuffled encrypted texts, said shuffle commitment, said
substitution certifying commitment, said identical conversion certifying commitment,
and said decryption certifying commitment, to said shuffle-decrypting verifying
apparatus, and waiting for and receiving a chalienge vaiue as a sequence of random
numbers from said shuffle-decrypting verifying apparatus; and
generating a response which is represented by data that can be
calculated from data including said chalienge value, said random number, and said

secret key, and sending the generated response to said shuffle-decrypling verifying

apparatus.

4. A shuffle-decrypting verifying method for being suppliied with a
plurality of encrypted texts, a plurality of decrypted fexts, a public key, and a random
number, and verifying the legitimacy by a shuffle-decrypting legitimacy certifying
apparatus of certification indicating that the decrypted texts are data produced by
encrypting the encrypted texts, shuffling the order thereof, and decrypting the

encrypted texts with a secret key corresponding to said public key, wherein data to



commitment of a certification indicating that the committed shuffled encrypted texts are generated by
shuffling the encrypted texts using the substitutiorgand said random number for encryption which are
committed by said shuffle commitment; being supplied with the commitment of the shuffled encrypted
texts, said decrypted texts, said secret key, and said random number, and generating a decryption

certing SIS WCIUR A samuer ol e eerifatimasioaing, Bt l1e pomieg shfed

encrypted texts are decrypte o said de exts by y; sending a

shuffle-destypiingesedNdnghaaremBmepbrantesisingitheiscormitaenispighe shuffleshencrypted texts,
said shuffle commitment, said substitution certifying commitment, said identical conversion certifying

commitniertbangssait eeuwypedriodrifyercosptinguihent orgaiadirrievdtiv sty véafmg

apparatus, and waiting for and receiving, a challenge value as a sequence of random numbers from
aid ShURS ARG ARG B athe SH UErETating B JSHOHBE AL FRBRYERIEd by data

that can be calculated fram t e@ 'gﬁngiﬂg %aé‘?\ﬁﬁ?él%%%%/\ﬁ%‘@c%ﬂ%ﬂgdﬁﬂwm@ﬁ and said secret

key, and sending the gener respoise to said shuffle-decrypting verifying apparatus. 4. A

shuffle-destyptise yeriéyinstirngtoddarpenasuppliedtnith aubluplityehenormiedtextsuapurality of
decrypted texts, a public key, and a random number, and verifying the legitimacy by a

shuffle-detaypiifigdemnatsiceardsingd @pﬁmﬁm@ﬁo@m@@aﬁﬁ@i GRAAEEELTypted texts are
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length as a chalienge value when said shuffle-decrypting cettifying commitment is

received, and sending the selected challenge value to said shuffie-decrypting

certifying cbmmitment;

a substitution verifying step of being supplied with said shuffie
commitment, said substitution certifying commitment, said response, and said
challenge value, and for generating a verifying resuli indicating either "legitimate” or
"legitimate" depending on whether the shuffle commitment is a commitment of
substitution or a random number for encryption;

an identical conversion verifying step of being supplied with said
identical conversion certifying commitment, said encrypted texts, the commitment of
said shuffled encrypted fexts, said public key, said response, and said challenge
value, and generating a verifying resulf indicative of either "legitimate" or
"ilegitimate” depending on whether the committed shuffied encrypted texts are
shuffled using the committed substitution or the committed random number for
encryption; and

a decryption verifying step of being supplied with said aecryption
certifying text, commitment of said shuffled encrypted texts, said decrypted texis,
said pubiic key, said response, and said challenge value, and generating a verifying

result indicative of either "legitimate” or "iliegitimate" depending on whether the



commitment of a shuffled encrypted text which is produced using the random number as an encrypted
text by encrypting the encrypted texts with said pullic key and shuffling the order thereof; the
shuffle-decrypting verifying method comprising: a step of waiting for a shuffle-decrypting certifying
commitment comprising a substitution certifying commitment including a commitment of a plurality of

shuffled t itme i ical VRLSI riifying commitment
?"i'gﬁ:fé‘?i' t68ihdRg !
and a de%?%ﬁ%ﬁ%e%@r%@ﬁn%%%ﬁ%ﬁ%%e% r sai%ﬁ%h%%#e%gg;pting certifying apparatus,
selecting a random nurpbgiréiavingliaigivesifgngtheasias dhalesgrl albetitdiem saidfgmdfiaegecrypting
certifying commitment is received, and sending the selected challenge value to said shuffle-decrypting
certifying@oniteimtiea carsihstantisiilsng mgrstapbebisirdestyplied vatidadsSaoMRPE@SMitment,

said substitution certifyin com[Pitment sgid response, and sagg chaléen e value F%I%g forﬂgenerating a
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conversion veritying step of being supplied with said identical conversion certifying commitment, said
encryptegdextss thempemaitnicsiat eadoshuafitedeeiiging tes tét sepead qnis|itllegytisaitttesponse, and
said challenge value, and generating a verifying result indicative of either "legitimate” or "illegitimate"
dependiﬁ@e@ﬂm’lﬂ@@ﬁ@%dmmtf@&'%@ﬁl‘éﬁe@ﬁﬁﬂ&%&%&%%@ shuffled using the committed
substitution or the committed random number for encryption; and a decryption verifying step of being
supplied with said decryption certifying text, commitment of said shuffled encrypted texts, said
decrypted texts, said public key, said response, and said challenge value, and generating a verifying



result indicative of either "legitimate” or "illegitimate" depending on whether the 23¢c committed
shuffled encrypted texts are decrypted into said decrypted texts; wherein if all the verifying results from
said substitution verifying step, said identical conversion verifying step, and said decryption verifying
step represent "legitimate”, then a verifying result #fdicating "legitimate”, that represents that said
shuffled decrypted texts are produced by properly shuffle-decrypting said encrypted tests, is output,
and if even one of said verifying results represents "illegitimate"”, then a verifying result indicative of
"lllegitimate” is output. ABSTRACT The presesng8wygpion is aimed at performing shuffle-decrypting
certification which is made more secure by not allowing any knowledge of secret information to leak

when certifying the legitimaéf@Psasgihipertidadsypiiosd Atsperffterdamgghtiffidagtinatngertifying
apparatus is supplied with a plurality of encrypted texts, a public key, a decrypting secret key, and a
random numﬁ%ﬁ&?‘?&%t@’ﬂﬂiﬁéﬁéﬂ%@ﬂq‘éﬁgﬁﬁw W&Rﬁi@'@\}‘?ﬁﬁﬁﬁé@%%%f the encrypted
texts, i ing.t texts with th
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secret key, and certifies the legitimacy of the en of the order, and the decryption

to a shilffle-decrypting.veryingleppaigitmdatatiosopraumaate aygataa:sheléiep siecaypiing verifying
apparatus includes a commitment of a shuffled encrypted text which is an encrypted text produced by
encrypting t RIHEN Bt enavpire s eonutkis keyd aisgtmgting sedesttheyeaind a

random number, encrypts the encrypted texts with the public key, shuffles the
order of the encrypted texts, generates a plurality of decrypted texts produced
by decrypting the encrypted texts with the secret key, and certifies the

10 legitimacy of the encryption, the shuffling of the order, and the decryption to a
shuffle-decrypting verifying apparatus. Data to communicate with the shuffle-
decrypting verifying apparatus includes a commitment of a shuffled encrypted
text which is an encrypted text produced by encrypting the encrypted texts with
the public key and shuffling the order thereof.



