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BACKGROUND OF THE I NVENTION This application is related to U S. Patent No.
6, 5b7, 123, issued April 29, 2003 and U.S. Patent Application Serial No.
10/ 371,628, filed February 20, 2003, both of which are incorporated by
reference herein in their entirety. Field of the Invention This invention
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Devi ces)) systems, and in particular, to nethod and 10 apparatus for
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25 different fromthe RAID algorithmcurrently inplenented in the array,
automatically converting the array fromthe currently inplenented RAID
algorithmto the desired RAID algorithm In another aspect, the present

i nvention provides a RAID systemconfigured to carry out the above nethod -
steps. ,In yet another aspect, the invention provides a 2 conput er
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It is tol oregol ng general "description and the

Fol | ow ngegtq{bﬂaledrﬂ?&onmtﬁau are exenplary and explanatory and are
I ntended to provide turther explanation of the invention as clained. BRIEF

DESCRI PTI ON OF THE DRAW NGS Figures 1(a) and I (b) are schematic di agrans
show ng TI?EW@W fter an RAID conversion. 10 Figure 2 is a
flow chaﬁ%??%?i ng a netho Ifqor RAI D conversion. Figures 3(a) and 3(b)
are agfl ow chaetordingly;thetirasend imedritinh isadirested tioimmetieqsl andoppArates fur es
4(a) and 4(b) are g flow chart .illustrating a_netho 0 - |1
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di skgg wher e gaidgiseNTeatiiragasd plvitiapby obthedaventiprowill by sebfoptisinothed
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90  writing data to and reading data from the storage devices, the method includes
storing in the contraller one or more rules for selecting a desired one df the plurality
of RAID algorithms based on one or more conditions of the array; detecting the one
or more conditions of the array; selecting the desired RAID algorithm based on the
detected canditions and the stored rules; and when the desired RATID algorithm is
o5 different from the RATD algorithm currently implainented in the array,
automatically con\.ferting the array from the currently implemented RAID
algorithm to the desired RAID algorithm. . ‘
In another aspect, the present invention provides a RATD system configured

to carry out the above method steps. In yet another aspect, the invention provides a




b 10/371, 628 descri bes nethod and apparatus for providing data recovery in
a one or nultiple disk loss situation using a set of codes simlar to but
different fromthe Wencko codes. Further, an inplenentation nmethod for

i AIDn is described in U S. Patent Application Serial No. 10/361, Al6, filed
February 10~, 2003. The disclosures of the above three U S. patents and
patent applicatio i1, 5L . r i PRSI 1
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the othe lefai LApk hiaaht&y drd drefiffedded to ‘
convent | E‘%@W*}g detil |EEHE%§§£§B£{}%§%§§ a%%lla&%%A% ""RAIDS, RAIDD,
RAI p65 RpfdVdefictiéd Siplanatidoef iheripventionRig Gagneder e any of the above RAID.
types are conbined. "R Amf' is used to generally refer to any RAID systens,
i ncludi ng conventional RAID and RAIDn systens. . . Although the term disk
i's used wmﬁwl@@pmmeJ@gt hod and 20 - apparatus are not
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RAID and a RAIDn 30 system and/or converting between two RA i Dn systens.
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convggsi on whemgyds i KALW st Elmtraingterditdizsed KA @uversian susihedt i onal
RAI D. ' For conveni ence, the RAID system before a RAID convention is _
referred to as the source RAID and the RAID system after the conversion is
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decr ease mmgg@pmetqmﬁiaaealuwﬁ}tzw?@ H"#é‘?feg]saq?ﬁgml%?ﬁﬁj%ﬁ%%gf of
di sks that f Al ls it of ariekss | Bachae of
£JFY kRt LRPLordd RochBetivdl alARS tHabRuralig o 0

transl at e” rent | Dn speci es whose physical
char act eritgth datd groepingsivexprides deddtequrtide ansea fatreredindgncy gapion.
it inth : L Lhi Jexibilit :
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and conditions. In particular, RAI D conversion magbe u%adqtﬁﬁ% erifrm sel f
heal i ng afthavaitalde,ovhenerlsmicivi The digk strrage sRRATRY © P&1¥ Fat i on
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tho source array wll .he.t i R ' AT Ofe rom
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whi | erformng e conversion, or in an off line fashion, where the 25
systemw || not accept arid process usergl/O requests while perfornming the
conversion. Referring nowto Fig. 1(a), a RAID systemincludes an array of
nl storage devices 14-1,1~-2, ... 14-i, ... 14-nl1 connected to a controller

12. A controller useful in enbodinents of this invention can be either a
physi cal "Hard Ware" device or a 30 virtual "Software |oadable nodul e"
managi ng the RAID functions. Fig. 1(b) shows. the systemafter a RAID
conversion, where the array now conprises an array of n2 devices 16-1,
16-2, ... 16 j, ... 16-n2. The controller 12, wh'ieh preferably includes a




processor or logic cirrcuits, inplements a plurality of RAID al gorithns,
controls the read and wite operations of the devices 14-i or 16 j, and
carries out the RAID 5 conversion. The controller 12 is also connected to a
host device via any suitable interface device (not shown), for receiving
read and wite requests fromthe host, and transmtfiing or receiving user

data to or fromthe host.' The invention S not i;npose_any. [ HRenent on
t he phydesetibsscraewipmely qfﬁeg%mr%geééeiﬂég@ﬁi%riF’-%H%?‘EF’H&‘%SE‘S%IQEGLj .
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mul ti-step sequences at. APl Qif sQivahld e,
duri #§ mﬁmaﬁ%hﬁfuﬁ'nﬁggygﬁﬁ%puggg%%g?g RAI D%{dgﬁdrégi}fl?%a??% bg lost if a
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i |1ustrat® 4 no” conversion nmethod. Both methods are E‘fed i c exanpl es
of the nogmplipatienalsesthdiztmdblisk”, ddve el evice m‘@rélb‘?ﬂﬁ'éfi Yo hod

according to enbodi ngnt s t he..pres ' | = I i Agda b tHesefm
det ai3b bé@ﬁf‘ﬁ?ﬁﬁge‘g‘ﬁ@%@gﬁgﬂt @%ﬂ{é 9 gﬁa ¥§P§t}%§%érfsgpg%?t I's 116 assuned
that the auuhes QiR HelfdeRstdby t6l sheorapamkall suahleworage devicesindnding, the
data chunks, chunk sizes, chunk boundaries and byte offsets may be of any )
defi ned vishimet lmited e thesedistied pRh9¥htion is not iinted to the specifics of -
this exanple ghy ' KrRintRE: FrotiRORATD xetyerision metissisreed

that a | argerg%n?gd%ﬁ;%ﬁﬁ)ﬂgpvqggr B0 ne

s starts on chunk boundary ny .sngl.ler
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of chunk size. It js also,assuned that o4 i drul tiple
of tHr eyste ARG s%‘f%hﬁﬁietﬁ??%gﬁ’ R/"Hﬁjﬁ @(SFF-?[% S F?%gﬁésﬁtggfiﬁ‘s an

integer nmultiple of a chunk size, and therefore any two abstract R AID s
(conventional Ii, ATD or RAIDn), have a |I€ast common nultiple which is an
exact integer nmultiple of both their chunk sizs. Watermarks of fsets equal
to integer nultiples of this |east common nultiple are used as virtual
stripe boundaries for both abstract RAID s. These are referred to herein as
"shared stripe boundaries”. For exanple, a virtual stripe on a 9:2 RAIDnis
63 chunks, while.a virtual stripe on a 9-disk RAID5 is 8 chunks. The | east
common nultiple will be 504 chunks, or about 2 negabytes w th 4Kbyte
chunks. 30 Conversion is preferably carried out in units of virtual

stripes, as follows.




7 First, a subset of possible shared stripe boundaries is defined as
"step watermarks". The step watermarks should be spaced so that full
conversi on between nei ghboring atop wat ermarks takes a desired anmount of
time, such as on, . the order of |1/10 second, or |loss. The controller 12
alternates (e.g. on the order of 5 once a second) between a converting
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may involve snmall pauses. in data availabjli.t 0 the.user |

rel ati veWOMV@bWP.HPWF%Wg‘QF’? EiéY%}?‘ﬁi aE?FB%‘P‘FL?éC% (g')é’t %ﬂé’? SRR ty

is to be jomi i g 06d. 104 4 QEME ShPbityd rERYid e thidAl BlibiliZs oRMD10, or
sone ot hgg%%’gegggtlg%%%faci ng ﬁéblleygst tWwo stops nmy bgﬁgﬁpl enment ed,

pr ef gpablsystem allsepimplemeatatioge 'uglv'rh?@e% FDreconligpralioudal di sk or . .
ot ween ARPHEHPN SSRRE POt pfh ool i HERLAL bl oh AfRR IR Lol (Riche
oper at i 0Rq;fdahsiPaniditicns. cln partiztber, RATDpohsatsicd magdre uged tonesiosm self-
bauses. | uealinsatRRIBE S5 REPSITIR St Aot HEI IR Bbab SOV Fiptpa e sth8e i
Convent | GTER il B 8 e B e R ey Aot o1 - 2o 2

wth any desirable n:m pargneters. a
resuls, tdae BeAteBomunwded); endithe haxiet errayewilbbe eliher gé?@Pgﬁ“F?ﬁ E%&ﬁsqﬂt can

| npl ement _a contract.ipn as.5 well as a ' ] |

decr easedbgSapar EIatIE SFYARRE qrr%%-arg.gg.h gﬁ’%@“@%&‘ﬁ“;ﬁi@% ggfﬂi;j%%rance.
Furt her, ico TRYddigioRafHd ehvettios inidyche parfomeed eiphemincen by liner of f

i ne. Thi@??ggﬁﬁi ty all gws practi ca? ap& | cations.for rgt&g&{i/@ur_i ng RAID
syst ens niaghiohf(be cdymsigaiivie megs she li)ﬁccﬁgii%%g}'oca‘{e catégory of

such appl i cationg . ﬁn-ﬁl;%sm h ot FiosfasBidie wieeredhd 0 ~
reconf i gut& F%tﬁ@?rha%e ellfl{’rrp ne%tcgﬁb%f{f%g?%gua sot_ of rurlges in 'the

cont rgy | egyst@n will rmitiaceqmsemd proetssusssr L) pequests while RRAOEMIBE SRS aut omati ¢
conversion (reconfiguration) of the RAID system when certain conditions
axe. met ¢OHVETEI®}- Sonme exanpl es of rul e-based RAID conversion include:.

Capacity utiligati9R hewad Ml B®), DRWIDAs0AR ihdiadenns ertagvell nietprage
‘devices 14-1, 14-2, .., 144, ... 14-n1 connected to a controller 12. A controller useful

in embodiments of this invention can be either a physical "Hard Ware” device or a

30 virtual “Scftware leadable module” managing the RAID functions. Fig. 1(b) shows.
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16 automatically-adjusted, between a mnimum and a maxi num | evel set by the
user; based- on capacity utilization (i.e, anmount of total device capacity
that is utilized by user data). For exanple, a 20-drive array may be set to
have a maxi mum i nsurance |level of 5 disks arid a m ninuminsurance |evel of
2 disks. If the utilization o available capamty of the array is at or

bel ow 60% the RAID is nf i red as, 20: if 20 the c aC|ty utl|il tion
i s bet weldre sygtem afies goliali go "Pi"PsW]c"B’Fﬁ’? Y Bew s 58?3]13,5:5%'? l%)%al' ly

idle driyes, i?eléléded%ﬁg MBigha Th@%&ﬁh&lm (Whidh gréfesMpnetudys d1Si ng a

predet erm ned nunber o ‘drives and/or idle drives know as Q obal

spares. proaedso bﬁbﬁmemeqm nmeﬂdasaepiumihie’s)fm algerithmpctanseolitheRa D s
have 25 d| ffer erfornanc n forms pFor

exanpl e, r%dlwe Pﬂﬁr‘ﬂfg’t‘g gﬁ“’p@?‘?ﬁ% b%r ??fﬁwne%gs %gegﬂ%rll tes hut no
saf ety. Jﬁﬁrekﬁxﬁl Thb AB¥INE! 08 $ 1136 eb@RscBed b ﬂ%ﬁdevwefﬁa mywuiﬂahle :
performance to a certain degree and affects read performa é}%g%@gesser

degree. interfaee degicdnatshonad f@brﬁcﬁw@&’é@a%ﬁn@@ﬂtéaquﬁ% | evel

based f t T [P ONY-Tely)
ok of PREGTATEROTRE PERRSRRE it dide o' (i MGyt MAfRgp b6 Bkgng on2

per f or Mg BodeMS) redfuiffieniion fhe ﬁ@similiﬂemitjrofﬂmmrmdmcmlhbm then the
devi ce- Ioss I nsurance be set as high a 0 R AID ma

aut onmt i tarigey dedeeni6 '@upééﬁ N iherForRe HERY apﬁé%eéﬂlfgeg e&%&ﬁ@ﬁ@e Sel f
heal ipg ] Xegﬂ{a@%ﬂf 306Ges coPrdiEn SRR 88dEMath TRuRALRINS df sBme

aut ofti & devi'ces "and/ or borrow usabl e capacity fromthe arra to
mai nt ai n daviees (zai soureydévicds) dedvoiting deta trsunused moripnief ihefpmephysical,

i nsurance, | evel -of 3. y. in a

9- devi ce Y’I"ﬁ?/(af%arﬁet %C%%Pdg‘egn‘gmw Cej%ggl/@ﬁ ﬁggog}er\égﬁa?gd into an

8: 3 RAI Dpgbamts Hha Aidididt lz@aﬁabﬂéﬁcass tl&dﬂ@][ﬂtcﬁhver@dﬁ ey dtel m&tryed tofam spare

device is avail able, it rra be add ﬁﬁi f1‘l?f%1remsu ni n eyl ces nd

r econf| guaphmtmn@aadgﬂgom @PYSEEP wren|d @&?P'h ?"Wﬁ%ﬁpﬁg’ct@ '5‘%% system
Ilig %;S%gl&y qué ﬁEﬁréﬂn&g& SaiffdrenfRAIDI tial high level of - .

|nsu nc e ced

self healing is performed to reconfigure, the
remai nin g dev RATE comvertion mathpdshciordingdn eshodiaentsl of the preseah iy %ﬁi"é‘h

triggers a maipten all., This :
pr eggntl \EETRER aﬁ’ ﬁﬁﬁ‘ll]"’%{lg RE n(nggﬁ Eagflhg é‘igggﬁt&%e nu er of
mai nt enange, gatd frohPrHeuteddeitdsaceaiting to ﬁhd B.MDmigmﬁthm o@leroeriied in
performed at a desired tine during a w ndow jnstead ch(sf ﬁrg
ol | re. ibasanme 4T3 () Yopine the Wres AEUREQHSLbeT o0 FduaaRE G AP IGY be
aut o Ic ||)A5§gq1(fé cggmaﬁme%%@ e AU PoRRHAintEsBMd BV Ele taefetby the

user, asew on e inportance of the user data: Such rul e-pased settings

will dynmtlai dnd (Daelpesingopnrbiogh éf theraurendevicdsoroniaingng: F}ﬂ@r thakhagheay (o

I I t ant dat it
e B i B e PSR o UEERP R a1
user, theg Sstlf %mfncﬂides Gstvaéﬂ; aﬁpidpaeiater@ecdaﬁjagmmdemad Hagmemcordmg rtarhb@

Ievels s mar ked higher priorities etc, a reaenc
repetiti omsdmmlg@nﬂm\tp ebtain et Aata- a'ﬁ'é‘éwlr@@é’lte ipghn cal ly

adj ust ed, betwe. St {3680, thed ton
receney ?‘RP‘]OBE W@ﬁ%ﬁ%ﬁ@%@i‘%ﬁ at a. %ucﬁlalr%ﬁ at:‘}:‘Hggsed 0settlﬁlg?g;% will
dynam cal Rapha OMbaivgfiey step sphmiudd ostdp oiveriffeg) theclats metten

i nsurance (for lTower R3zR)_and vice versa. R&R may be ne surgdoroghe%gu&ed

by any sutmtedhe tamget W@To@é‘r%ﬁ’né{grsﬁ% hy i ’?%1? Wover a perod

f’f time apdlar, thE MR coRlediSPERRSodtl THIE allowitthe rbinll asdowdte stepetd loxl of
i me.

carried out for & unit of data at a time, so that user I/O requests can be handled

30 during conversion. The read and write steps are repeated until all data is
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Devi ce vul nerability-based rul es. Device-loss insurance | evel may be
automatically adjusted, between a m ninumand a maxi nrum | evel set by the
user, based on the device type, vulnerability of the type of device, and/or
| ocation of the user data (for exanple, the location of user data nmay be in
renote | ocations such as nobile offices, home offices, renote offices etc.)

or a managed data center). Such rul e-based settin wi | ]. dynam cal | y change
from hi ghererted UFmcapacityrelespesten (Ahmay ke ‘E&?Pé@gfﬂf’ﬁl {nﬂ}%tf”q‘—ll%g dfance (for

| ess vul nerabl e devi ¢es) .and_Vj,ce | SoifPRVEher idddedicRl~1 D
conver s ORI "g dte ?%léhes%%gﬁlngfnﬁsgggg Rﬁl | Ds rralglﬁsgle a

convent i onal 1R} PwRite dtdpHEENdatal mny e dpeioapiy vetiten to 8 hoséclsRr9a®d in the
art- that various nodification and variations can he. aﬂelﬁis,\x,:}‘tf 1.’OIR’AI D
conver sigynidbrtitaisolad A ppevapreblgm STEES TEH? PR W T Hout departi ng

f the spirijt | ' tegrityl t h h
ot Bt anpls wteaBont o SRl PHePRka et Bl el O R (o These

rul es ang B Urdddiatngly) deridpyriting efeddathiaisipe iacrdss A RATG agravh data e
present "I nvention cover nodificatiqng and arita ioqis- t@%\)@%@?%thi n the
scope ofmahbeelm%ﬁﬂww@rgﬂi%’eé’ﬁﬂ“tﬂﬁ@? e@h‘l‘ﬁ{‘{}?ﬂ‘e fte bip b S CLAI MED
S 1. |0 S0SE s (A bitrOkerigee Wetip epdiftul toa séiRAtDyresosmimtasitinln

hd a plura

control I8 Ity of storage devices for storing user data, the
cont r ol | @fynisaes tige wripé holelnrohlens. RAID al gorithis to be inplenented for

writing data to ?ﬂgbﬁﬁshﬂ%@%ﬁ%@o{;@ﬁ%ﬁ ALASG ARVASE andFigeidafahdr -

RAI D&onver si¥ogs ontroller one or nore rules for
sel ect i ngb?lmlgg‘t}ﬂ&ch;p&ﬁliﬁé céip@rgion radthiog. BotRandhatle are FraeiorEasaPleh cbne or
|

nore con ons of the array; dﬁtﬁ&gt'?ﬁ t he one or nore.conditions of the
array; sﬁieembrmgenﬂrelmhqdeéw mb’ ‘%hm based on the detected
conditions arjigd the si S8corditt MWaAbIdifhetts bf B Résdrtingentiomis i s

di fferent fro’:"‘r]iq? ﬁ%nevﬁijrlgﬁgq%tgy#t h‘fﬂrcurrent ly inplemented in the i_?rray, ,
conver t i geedrtddnmyrefdetail balevcusing st sppeifieramiee in s 5XaMPe ¥ Hin to the

desired RAID al gorithm .. _Fhe net h o PUKRERE R, {(GeneRiyeEHe NY
steplﬁionﬁﬁﬁ%g‘.i%%aé‘)ti‘f:"m%ﬁ' %Wﬁﬁoﬁ%ug%tﬁ atcg11 rom t he stgrage devi ces

accor di n%ﬂ{%ﬁw WREER &g | diank Tahderiedabdiyte oifsehsmin e gbany A

wat er mar | catl.ng the position wherge the data is. nt
RAI D; andralwds and thHernyesentinpenBerpif ﬂ’r’B’ﬁP&ﬁ? gh%?%ar%{ééaoggasg%gﬁgg%%ﬁg to

the desi Iix%ge.%gelq lcﬁﬂﬁkts% are not fixed, it is-assumed that a larger size chunk
arts on chunk boundary of any smaller size chunk. In fact, absolute byte

=

always st .
00 offset of chunk étaxt is 2 multiple of chunk size. It is also assumed that virtual

stripes start at a multiple of their size in abeolute byte offset.

Any virtual stripe size is an integer multiple of a chunk size, and therefore
any two abstract RAID’s (converitional RAID or RAIDn), have a least cornmon
multiple which is an exact integer multiple of both their chunk sizes. Watermarks
| o5  at absohite byte offeets equal to integer multiples of this least common multiple are

used.as virtual stripe boundaries for both abstract RAID’s. These are referred to

herein as “shared stripe houndaries”. For example, a virtual stripe en a 9:2 RAIDn-
is 63 chunks, while a virtual stripe on a 9-disk RAIDS is 8 chunks, The least
cornmon multiple will be 504 chunks, or about 2 megabytes with 4Kbyte chunks.

30 Converaion ig preferably carried out in units of virtual stripes, as follows.
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3, The method of claim2, further conprising: alternating between
performng steps (a), (b) and (c), and processing user |SO requests. 4. The
met hod of claim 1, wherein the desired RAID has fewer storage devices
storing user data than the currently inplenmented RAID 12 5. The met hod of
claim1l1, wherein the desired RATD has nore storage devices atoning user

data than the,cuyrrently i.nmpl nt ed | D. 6. _The t f,alaiml; wherein
the conditi oﬁ‘s‘rﬂ?%n% Isﬂiiﬁe}étﬁgg%e&l%@%‘?r g@ﬁ’cﬁ%@“ﬁ?ﬁ?é@t%ﬁe&aﬁ ﬁgépg]r ray. 7.
The met hpghe@fnatkat MTHe steheFRbMmbNE MOl bé ffead B6 khisiefudl @ewvbrricmnce

requirement. $. The nethod of claim1, wherein the condjtions include a
change ibrtwieen meighhorivr shomestymearie snlere desiTedeamppnt ¢fdimey siech & onrpe

met hod of, cl gi m i4N c | L] ' i nunber
oF Bvai g arde by GRS ol B CRRE chh 8! [ aihated G SB Rl Akl
wher gj n e £aRdhd) stoveen @l cifleedting stateandaset HO statdéWheh egriatihg bhe

storage devices in the array,. 11. .The thod of claimJ, erein th
condi t1 omsverions dkate, tessnieller Dashes ll perding HESr ToAVPRS t&%ﬁ“—“’ﬂ%‘%&? 2. The

apet |t | B opbPirtiop I hEBpbyERRli: bRl e Rufthaliet B, 3 thepscy and
condi ti OU® torthismieap issaset whilk thelstaeabisinyconverting.sPorerpblndhiecaper
level driver either sends a pause, which will nef return until, or the driver can
10 queue user requests until, the entire conversion to the next step watermark is
| completed. The controller then converts the data from the source array to.the next
step watermark. The new watermark is stored in the controller, the controller
flushes watermark data and the controller enters the user /O state. During user
1/O state, normal user /O takes place to the array with the watermark fixed atits

15 new location. Since the watermark location indicates which portions ef the data has . .
been converted and hence exist on the target RAID, and which portions of the data
have not yet been converted and hence exist on the source RAID, user read requests

. can be handled appropriately by reading data from either the source RATD or the
target RAID. User write requests are preferably handled by writing datg onto the

90 target array with an appropriate watermark indicating the boundary of such data.
The above steps are repeated until all the data is converted.

The above-described method may involve small pauses in data availability to
the users, but is relatively easy to implement. Alternatively, if smoother data -
availghility ia to be maintained during conversion, a moving RATIDO, RAIDI1,

95 RAIDI0, or some other RAID section embracing at least two steps may be
implemented, preferably on a separate storage device such as a solid-state disk or
battery backed memory. By placing an intermediary RAID device and/or cache
betweon new user /O and the target array during the step watermark I/O operation
substantially eliminates all potential user /O pauses. Additionally this would

30 eliminate “write holes” even if there are pauses.
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14. The method of claim1l, wherein the converting step is perforned on
line. 16. The nmethod of claim1l, wherein the converting step i & perforned
of lane. 13 16. The method of claim1, wherein at |east sonme of the RAID
algorithnms stored in the controller are characterized by a nunber of
storage devices in the array (n), . and a device-loss insurance level (m
.such that n 0 m devi ces,of . r L1 data is
fully recover B‘BTIPOWﬁ@mPeF@F}mdn%&%}%&%g%?@e@?y\%\éﬁghg@lg?eﬁ?gﬁ% and

wher ei n dg(ﬂ&c@ﬁhs%fga FATEP:s fRldefnyagediesiof BAID, andudingzbuestiawdd on t he
detected conditions _and the stored rules. 17. The nethod.of. clai.m 16,
wher ei n RAEDBeandBAIBavith any sissisableym pATameierfe A5 B 1esehh A9 eater than

e e e krsion phpARe ekl PLaldigl SLALEH Lih ik aERD hatnflbn as.

18: The FEYREHBATA erern vice-10ss. i nsurance |evel of the
desi red RAIRS gn bgsmsidgwithincdlessed erldesmabed usahle sapanidy ang increasedorent | y

i npl emented 19, The nethed of claim 16, wherein the,candit | s ecrease
in the ndetreasestdevigg/lgss amw%%f%g&ﬁa%wewwﬂ PRE bﬁf?ﬂe%ﬁ‘gt %lglé&c@si red
RAID aft ' it RS- 1 licetieis fa® t he-

fihe (Gfitdihftal ) BASENNE, TMPNEALIRG dIRwe frastiedppli »

currentl 0. The nethod of claim 16, wherejn th
condi t i opedonfiguringRAER systetisaiot offbead kot convantignprlcosversigemeiadt ddne n t he

d the degsired, | fi ' | GEs
it anceiogge SLTREh ATRLCRRPRLRCYS PR R ci R . Rl Blsadae ¢

cl ai 16 v MABEE M ib dy heimslefienteby Boiingne setvifaalddnshe entreles(or énel
and & m ninum-device-10ss. insurance |l evel for a %i ven n,val ue, and ono or

mof e condntippes leved dgenapplinationd Hash cesHAHERAELOWHE I ance | evel is
determ ned, t s b 88 5 O%sn | r b@VEBLohahté REtIRIVERN t he

maxi mim ?r%ﬁxaﬁﬁ?%'%r)nggew ce-i c?%e | n{s’v&r%grfgg_ﬁ?ével s, =K 22, In a

r edundantSeaid @yarafles néxpersised Rddil ewayersivn Dycledsipri sing a controller and a’

plurality of orage devi ces,.for,stori usqr er storing
a plurality of2RAf é‘lggi?fif‘zll’ﬂﬁ?s?%nblgs‘i % c%ﬁ?%ﬁ%#%ﬁ@%ﬁgg%a to and
readi;By QRlkombtieany Rjuwtsd, datwetevi adaimwheand o mixireastleedmet by thehusenl D

al'gorithns are characterized by a nunber  of or,age devj ces_ in t.he ray
(n), and hasedvhecepeatEuiiisatiombie IaB’v‘-%!nt("ﬁf"@ﬁéﬁ“F SRPARS BhﬁF%‘gé}'ces

of the aniayqsars ¥a\ahhilil,% q0:88hvedfkey inhyltildet 14 BG0K albkianimdiiigce

remai ni nd5fit ices, where - I'D conversi on net hod
conpri si Nevelichsl dslenand g mirfinst ifRrines lpyel ofthiisks: fethewalzatign efcting a -

second RAID al gorithmcharacteri.zed b N e ' iand. a
devi ce- | (fé@ﬂiahgiﬁ%ﬁ‘fﬁ]yl"gglé‘? arpgy iﬁﬁggﬁéeﬁy %@h%hese ec%gi e;ggég%g?g\%rl?i ng
the agy aythfercaghéihﬁuﬁhi_&ﬁﬁoﬁm Bht¥e@a50uh ahl 60U ¢hs RAlidisRanDgatgbas 8dy t he -
converting step conpri si ng‘n (a) reading. a unit of user data fr _mthéance
storage dsvi ddsithenadbuidigdrives e be pddedio ﬁ’lag’biiail?!l?ﬂﬁ‘ eyECHar ivie’y
water Al ko) BShg% hietdhiRos bbb NG defiesdaion 14 @ded kAG LBGIbbAIS!

: spares. ' C
" Performance requirement-based rules. Different species of RAID's have

o5  different performance in terms of read and write speeds. For example, RATDO had
the fastest performance for both reads and writes but no safety. The level of device-
loss insurance in RATDn affects write performance to a certain degres and affects
read performance ta a lesser degree. A rule may be defined to increase or decrease
the insurance level based on performance requirements. If, for example, from

30 RAIDO each one disk of insurance increase results in a write penalty of 10%, and if
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(c) witing user data on appropriate storage devices according to the
second RAID algorithm 2% _ The nmethod of claim 22, wherein the witing step
includes witing updates to a sem -permanent cache. 24. . A redundant array
of inexpensive devices (RAID) systemconprising: a plurality of n storage
devices for storing user data thereon; and a controller connected to the
storage devices fox controlling witing and reading data_to and fromthe
storageaqﬁ*hﬁgﬁuﬁ@dawﬂkﬂ60ﬁﬂﬁ&hanuﬁm@Mg®P@ﬁwwwﬂﬂﬁéﬁE%ﬁ??ﬁﬂ% e’ it ing a

plurality of RATA algorithns to be; .igple e I .4 and
r eadi ng Wﬁ-@&ﬁ#ﬁ?ﬁgﬂc&‘ﬁ?}é ﬁsﬁte’?ﬁelﬁlg ,aslg%% ﬁ"éﬁlgcglrl\ét(wg% ?@%ﬁﬁl@? storing
one or rrggo%oﬁzfggggévh@ﬁ e! fRetdrRfinte Safuiféfletthadfed he plurality of RAID

al gorit hins on one or nore conditions_of the arraty F&é}ffg ntroller
havi ng st or e@ejflomiing fixestinguransas Rodessmpy b sl pp so ihatdhe "6 det ect
the one or nore condi,tjons of .the array. %o sel 86 gfthEdin

al gofi t ratpEa&ga ﬂgﬁéieajé’%@flg}&r 8%3?"‘[6‘%%3#28 %cﬁ?@g}%ﬁﬁl es, and when
the desi r&gﬁiﬁ'ﬂé}%@l' HUekicBTbdsSndifdnes.e For bxanplehif sRAnBusingedévehof @ r ent | y

i npl emerit éd i'n the array, to convert the err%fromﬁt&{le %urrglnt.l. 8

i pl ementlesyRob Be ahgjotaingda ansl envedeyaes e Sdarice SR PRV I8 ANRESR st em of
claim 24, wherein,the cont 2] td1ehpaEty t8ns or -a | ogic
circuit Q?ﬁ'é?egﬂ?%yp'(?rg%oﬁw e gr;l?%?/ Ey: (g) ree}gi ng a Eni :;Yof user data
from t he, foiad@e Alemmativelys tfar sparg devicehieavailaldeit payrhe addeditedhRA) D

algorithm (b) definin wat er mar.k | ndi,Gat, t he position where the data
i s rdad #@nﬁﬂ%ﬂ%d@}F?%%fﬁ&Pﬁgg%é'f‘tﬁa\?ﬁW‘ user data on appropriate
storage devi c&5¢R6 élhﬁguﬁg inberars) AEHARAsPsizhgosytherauppbied Byer syst em of
claim 25, whefein the controller has_stored progr | nstructions.or .a |ogic .
circuit gpeliylandsstabeoriniiad mmehoﬁéﬁﬂwnéﬁggwﬁ %%1‘*}] Be}%"%’r?& Be);

and processj ng er r/Qr es 20 Y, inkhall idedébnesherein the
desired Wﬂfﬁ"?‘%\g %‘?ﬁ@?ﬁ)ﬂ%ﬁaﬁgﬁ%&‘@%ﬁ én%ﬂl}%sg{l data than the currently
i mpl emenigdsRANEs rédchedhshial triggemafa maiitengdce ek Biia mawbe 889 YRAI D has ™

nore storage devices storing yser data titan th rr |
RAI D15 29usaﬂubv&%>f§t9emeﬂﬁnw%gfrﬂ1§§ﬁn%ﬁ% Partpacts i it tﬁagﬂ%‘?ﬁﬁ%%egﬁ?%gep
current capaeidv.ubd LdIEAL 18 wRkr k6, @id/ayalldwis maintenance to be performed at

a desired time during a window instead of at each device failure.

Data criticality-based rules. Device-loss ingurance level may be
automatically adjusted, between a minimum and a maximum level set by the user,

90 based on the importance of the user data. Such rule-based settings willl dynamically
change from higher insurance (for more important data) to lower insurance (for less
important data) and vice versa. Data eriticality may be measured or defined by any
suitable metheds such as the class of uger, the use of directories that dre degignated
at higher insurance levels, files marked with higher priorities ete.

25 Data recency and repetition-based rules, Device-loss insurance level may be
autornatically adjusted, between a minimum and a maximum level set by the user,
based on recency and repetition (R&R) of _the user data. Such rule-based setting
will dynamieally change from higher insurance (for higher R&R) to lower insurance
(for lower R&R) and vicamveraa. R&R may be measured or defined by any suitable
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80. The system of claim 24, wherein the conditions include a performance
requi rement. 31. The system of claim 24, wherein the conditions include a
change in the nunber of available storage devices in the array. 32, The
system of claim 24, wherein the conditions include a decrease in the nunber
of avail able storage devices in the array. 33. The system of claim 24,
wherein th ondi.tiops includ n, | ' I D+ HEREA /P khaMahdbeb b

st oragena%*s'f) pEuGH28 ﬂ'ée Iélf‘?‘g?/l: %@EBW%Z%eﬁﬁﬁdﬁltal m g%/ wherein the

CO”di“%@e%s%bwife@rﬁe@asﬁreeneérépbﬁodmmmity of the user data. 36. The
system of clalm 24, wherein the copditions inc]ude a geaslur Qé recency and
repetition ofDavine vBeerahility-besed rtips. L)avicedoss MEPLGReI9Ye \ﬂ’i@el n the

condi tions inclugde. a. r : | Lid ¥ pixihiien Bvel agdycibeies, 37.
The syst%ﬁ?%%@%ﬁﬁ?ﬁmﬁgﬁéﬁngﬁe coﬁgieéﬁi% step i s performed, on |ine.

38, Fhe skl emihb devivertyfs} vubhenbility ol the typeet devige,snsion locgden ehthed of f

line. 39. Th t f claim 24, in.at |

| gor i + hinsr dets lar FRARS. Hotiorarpe Pt ape ol s i R Jontitfs Bt e

st-orage de&#geﬁacle& HdiGe BfeaY, refhhie Siffded eflS\irGemhfsged distarcent=). Sueh (m)
en up

such thd to mdevices of the array are unavail abbg, user data is
fully resiupassl ssttingawilieynemicallngange fpbigher ingurangg Op™MOTE 0 < and

wherein the sel ecting,.st det er m ' NG Uea asass®n -t he
det ect ed"@é‘ﬁbﬁitl? gﬁ‘é‘cgﬁﬁ"’ ?‘ﬁ%ers‘[n&]’“éﬂdﬁr%ifugg.géaz ) i e s?/éslotle%b of claim 39,
wher :gj n the dgViHeSHIRE FuictSased RAID enalersibn mhathdéds ieack ofdhepdugegypadit or t han
t he devi ce-1 oss i nsuriance | evel , of %{@qcur r ﬁ&hi%‘r i npl enented RAID 41. . The
system otargthMQS,m%b?éicﬂn‘f%wG@ H Pt ance |l evel of the desired’
R D 1S 55 TV Bl s 1058 ckiTRMIIANGS drpilelt vakioheneitfestite ynd

variations can be made in the RATD conversion methods and apparatus of the

present invention without departing from, the spirit or scope of the invention. For

16  examples, although a set of possible rules are described, the invention is not limited
#o these rules and any suitable rules may be used. Thus, it is intended th_at the
present invention cover modifications and variations that come within the seope of

the appended claims and their equivalents.
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.42. The systemof claim89, wherein the condition is a decrease in the
nunber of avail able storage devices in the array and the desired RAID after
conversion has , the sane device-loss insurance level as the currently

i npl enented RAID. 43. The system of claim89, wheyita the condition is a
decrease in the nunber of available storage devices_ in the array and the
desired RAID after conversion: has a | ower device-loss insurance |evel than
the cur rWHATIS LAIMEDIS: RAI D. ~#4. The system of claim 39, wherein the
rul es define.a max I.GEeF i FVE)) caRfhridifg Aicohiroller

devi ce- 1bss iIﬁﬁﬁeéfﬁlg%%g\g/ﬁaﬁ%ﬁ@aﬁiﬁB%H\G/isldue, gndﬂ%ne or npre conditions
based onyhi plualidest seeagiolévies fasgoring meendata, Hyerontrollessbemngad, t he

desi red devi Ce-1 oss_i nsurance | evel falling.bet i ;3apd m.ni mum
devi ce- IpigsalﬁﬁYser%E%ﬂJE’é‘Fgﬂ@? to be “ﬁ‘B{e %8%?&%%‘% o&gartag%ggé%guct ?orrpri si ng
a corrputgr tg@lg'tﬁefgeﬂiaﬁahm\fégm Aet®BATs RAID @afivdrsncmaeprisihedi ed t herei n
for cont %tlﬂl ng a redu

dant array of inexpensive devi ceséé_eR‘?Al D), %{}ae RAI D
conpri si ng a storibg éh lthe cantuolterping oamary refesfer PR deeiLed gp of ng user

data, the contro stori | yral i 3 2bgoLialis to be

i mpl emnp@aﬂhﬁoml?ﬁ&%ﬁ%ﬁ%ﬁ#ﬁ?&%ﬁfﬁ%@%ﬁd‘ﬁg&% he sto?age devi ces,
the conmputer gy &;@m&m&tmgmﬁﬁm:oﬁthéaﬁmnputer readabl e program

- code configured to cause the controller to stori ope ke ru for. -
sel ecting a deséctigr Giecdegired RALR %W&W%ﬁﬁe&ﬂ?@gﬁﬁ%ﬁ?@%bﬁ%ﬁ% one or
nore condi ti,ons, of. the Frray; second conput er readabl e program cods

confi gur et ¥ r?fjaﬂ'élas’t%e controller to detect the one or nore conditions of
the array; thighdn¢ReHetiesd RaiDalgeithooiy diffecertdrem the RAWY algsrithse t he
controller to selecgt the desired RAID al gori QReldlcradgiect ed

condi ti onmﬁﬂYtlﬁ@(i%@SP@le Eyﬁnﬂoq‘vﬁﬁﬁf‘ﬁ%%np%u?er&Peagab i grryggr am code
confi gur RANT aheRthel thehe dadireh BAIDhsgadtimed RAI D al gorithmis
di fferen?ﬂpgeg%&ﬁg RAI Da'gg{agori thmcurrently inplenented in the array, =
convert the array fromthe currently inplenented RAID algorithmto the
desired RAID orith Th Rl coRV QG Rteh Qeinpirisek: Cl ai m 46,

wher ei n e f -ﬁeéig%gg%?mrlégvgggﬁ%u%r gctgr am ﬁlé f(g.orrpri ses; fifth conmputer
readabl e pr ograrpeaaiis s anigfueer datadsorodhe storegn fevicpeAc ingdg theunit of

user data fromthe stor ?gfggmggs ccording to the currently-inplenmented
RAI D al gonirtenély implgmen Orf8%%abl e program code configured to cause

the control | er }@eﬁ}ﬁﬁ%'&evvﬁ:e?@:hﬂ{ PRlibatidgltleapisigon lwhepe she dotn intrend frome dat a
is read fromt,ﬁe currént RAID;, and seventh conputer readabl e program cods
confi gur efietcarnat FATheandont rol ler to wite user data on appropriate

storage devi cgg) aceor g# s‘ré? 8%93 &Jrg?ﬁ%?hra%gs %h abdiesd ALt dig to The desinglit er

program pr oducf’ ¥F conprising seventh conputer readable
progr am cRASDGAsritwi.ed t o cause the controller to process user I/0
requests; and .

3. Themethod of claim 2, further comprising:
alternating hetween performing steps (a), (b) and (c), and processing user I/O

requests.

4 The method of claim 1, wherein the desired RAID has fewer storage devices
storing user data than the currently implemented RATD.
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19 ei ght h conmput er readabl e program code configured to cause the
controller to alternate between executing the fifth, sixth and seventh
program codes and executing the seventh program code. 48. The conputer
program product of claim45, wherein the desired RATD has fewer storage
devices storing user data than the currently inplenented RAID. 49. The
conput er program product of clajm 46 er.ei desired, RAI D.has_mare

st or age @eoviBesmetlnd ofglaisnl, whezein %\IH‘E%’@EMWP quﬁﬁfoé'ﬁﬁﬁflgﬁéﬁl D. 50.
The conput er progr t:u%erﬁiffnﬁ%. AmentERRID. t he conditions include

t he curr%ﬁpngé]ﬁggfl%gﬁ%%dﬁ%atlon f the array. 51. The conputer program
product of claim45, wherein the conditions include a. performance

Condi {1 dbe. | rEMmetRoE ALEES i REE i b ers o el dleirrdlitaghdey 12 | |
the ar raﬁ%ﬁ?%té?%ggﬂ%o%gc er program product of claim 46, wherei.n the

conditio ‘ease in the nunber of avail able storage devices in
the array. . 54. The conputer program product of claim45, wherein the

condi tions inglude an ipgrease iLn t.he, nunber. of . i | e devi ces

is the afray. lBgm ﬁadeﬁ‘ﬁﬁwir%%af‘i PP Hgggéﬁﬁlg{l%l&%egg?ﬁ]\aﬁggei n the

condi ti Op%mém a measure of data criticality of the user data. 66. The
program pr

conput er oduct of claim45) wherein. the conditions include a
measure of recency and repetition of the user data. -20 67. The conput er

program grodug . of fh@bFL1ARn 1ALELE Ha%oR@itfinkliRARAE ALhERe fn the

number of available storage devices in the array.

9. The method of claim 1, wherein the conditions include a decrease in the

number of available storage devices in the array.

. 10. 'The method of claim 1, wherein the conditions include an increase in the

nuinber of available storage devices in the array.

11.- The method of claim 1, wherein the conditions include a measure of data

criticality of the user data.

19. The method of claim 1, wherein the conditions include a measure of recency

and repetition of the user data.

13. The method of claim 1, wherein the conditions include a measure of

vulnerability of the storage devices.

14.  The method of claim 1, wherein the converting step is performed on line.

15. The method of claim 1, wherein the converting step is performed off line.

13




measure of vulnerability of the storage devices. 5%. The computer program
product of claim45, wherein the converting step is perforned on |line. 59.
The conputer program product of claim45, wherein the converting step is
~perforned off line. 60. The conputer program product of claimAS, wherein
at | east sonme of the RP: 1D algorithnms stored in the.controller ass
characterized by a nunber of storage devices in the array (n), and a

devi ce-1 oss insurance |evel (m such that when up to mdevices of the array
are unavgj | abhe, UBSd Q1A §, WHbtein BEEAKERaRE of fileORAT @lgorithins stgred- m
devices, Where 1 <_ m<n, and wherein the sel ecting, step,determ nes desired
n and minafheesnbalied avnchdracizized by vember pfcﬁ'&@r%ﬁglemﬁ i theoyrry Bk, 61.

x' he conput er, program product. of .chai 0 i i

nsur ancid 8 ieFieatiop 2BuERitp gL A Eh B YA B B b et s ARy

i nsurancg.d ,g?/,ﬁgaﬂgmg, e 8itash hlly regeberatis AdnRNeRenti@ninghencdenicaser program
product of claim 60, wherein the céfw ce-| Osﬁgl nsyrangce, | evel

) . [ | f-the desired
RAID i s whsee 1 kan <thandsherein Hesrelopbingaater delevmyngsy qﬂﬁég&?‘?‘ng 1188
i mpl eneng ed ,RAI D. 2]e} duct of claim60) wherein-the -
condi t i of#5ed °§t§1§cc?e§3%%@i%?\ﬁ¥hﬁé“%§%§? 0 avgﬁéabl e storage devices in the
array and the desired RAID after conversion has the sane device-| ose

i nsurance level as th rrently.inml t ed | D. CRIRRer
progr am pf.odutke Wth?gPﬁ?LiBﬁf‘ Tﬁhéﬁ@%nﬁﬁg %W%@&ﬂs‘ﬁénﬁe gagrg} %—g@lg Nt Ee
nunber PhAErEﬂ's 208y $h2% BUCAERYE-FRS théurbhee RVERY theduifumtlcisipleneRddD af t er
conversi on has a | ower device-lose insurance |level than the currently .

i mpl emenBAdDRAI D. 65, The conputer program product of claim60, wherein the
rul es define a maxi mum devi ce-loss insurance |evel and a m ni num
device-loss insurance |level for.a given n value, and one _or nore conditions
based onyghi Cifha mithbd eficldéilte wWhesein therteyicaross inewesincedevd E e desired he

desired devi ce-loss insurance |evel falli,ng,b en t j d m ni num
Govl bot) SN frderiian i lamieelos Hapriqas Vel B EE FrblAy TROISHERART 1
. A A80 . W A053. AL. AOi . AL. AQ AQL. ALnL. A-. ALL2

19. The method of claim 16, wherein the condition is a decrease in the number of -
. available storage devices in the array and the desired RAID after conversion has

the same device-loss insurance level as the currently implemented RAID.

90. The method of claim 16, wherein the cendition is a decreage in the number of
available storage devices in the array and the desired RAID after conversion has a

_ lower device-loss insurance level than the currently implemented RAID.

91. The method of claim 16, wherein the rules define a maximum device-loss
insurance level and a minimum device-loss insurance level for a givenn value, and
one or more conditions based on which a desired device-loss insurance level is

determined, the desired device-loss insurance level falling between the maximum .

and minimum device-loss insurance levels.
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the first RATD; and - | '

(¢) writing user data on appropriate storage devices according to the second -

RAID algorithm.

28. The method of claim 22, wherein the writing step includes writing updates to

a semi-permanent cache,

94. A redundant azray of inexpensive devices (RAID) system comprising:

a plurality of n storage devices for storing user data thereon; and

a controller connected to the stbrage devices for controlling writing and
reading data to and from the storage devices according to a RAID algorithwm,

the controller storing a plurality of RAID algerithms to be implemented for

writing data to and reading data from the storage devices,
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detect the one or more conditions of the array, to select the desired RAID algorithm
based on the detected conditions and the stored rules, and when the desired RAID
algorithm is differerit from the RAID algorithm currently implemented in the array,
to convert the array from the currently implemented RAID algorithm to the desired

RATID algorithm.

25. 'The system of claim 24, wherein the controller has stored program
instructions or a logic cirenit operable to convert the array by: (a) reading a unit of
nger data from the storage devices according to the currently implemented RATD
algoxrithm, (b) defining a watermark indicating the position where the data is read
from the current RAID, and (c} writing user data on appropriate storage devices
according to the desired RAID algorithm.

96. 'The system of claim 25, wherein the cantroller has stored program -
instructions or a logic circuit operable to alternate between performing steps (a), (b)

and (c), and processing user /O requests.

97.  The system of claim 24, wherein the desired RATID hags fewer storage devices
storing user data than the currently implemented RAID.

98. The system of claim 24, wherein the desired RAID has more storage devices
storing user-data than the currently implemented RAID,

29, The system of claim 24, wherein the conditions include the eurrent capacity

utilization of the array.
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.( )- The system of claim 24, wherein the conditions include a change in the

pumber of available storage devices in the array.

32, The system of claim 24, wherein the conditions include a decrease in the -

number of available storage devices in the array.

38. 'The system of claim 24, wherein the conditions include an increase in the

number of available storage devices in the array.

gd4. The system of claim 24, wherein the conditions include a measure of data
criticality of the user data.

35. The system of claim 24, wherein the conditions include a measure of recency

and repetition of the user data.

36. The eystem of claim 24, wherein the conditions include a measure of

vulnerability of the storage devices.

87. The system of claim 24, wherein the converting step is performed on line.

88. The system of claim 24, wherein the converting step is performed off line.

39. The system of claim 24, wherein at least some of the RAID algorithms stored
in the controller are characterized by a number of storage devices in the array (n),

and a device-loss insurance level (i) such that when up tom devices of the array

are unavailable, user data is fully recoverable from the remaining n-m devices,
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RAID is greater than the device-loss insurance level of the currently 1mplemented
RAID. '

41. . The system of claim 39, wherein the device-less insurance level of the desired
RAID is less-than the device-loss insurance level of the currently implemented
RATD.

42. 'The system of claim 89, wherein the conditionis a decrease in the number of
available storage devices in the array and the desired RAID after conversion has

the same device-loss insurance level as the currently implemented RAID.

43. The system of claim 39, wherein the condition is a decreass in the number of
available storage devices in the array and the desired RAID after conversicn has a

. lower device-loss insurance level than the currently implemented RAID.

44. 'The system of claim 39, wherein the rules define a maximum device-losg
jnsurance level and a minimum device-loss insurance level for a given n value, and
one or more conditions based on which a desired device-loss insurance level is
determined, the desired device-loss insﬁrance level falling between the maximum

and minimum device-loss insurance levels.

45. A computer program product comprising a computer usable medium havinga -
computer readable code embodied therein for controlling a redundant array of
inexpensive devices (RAID), the RAID comprising a controller and a plurality of
storage devices for storing user data, the centroller storing a plurality of RAID
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1oL 71058" wﬁ’é/%aé/é et ke i %%‘E%*Hﬁ} AB YRR ™
ig:)/og éOO/ im0 8 ()1)% &r more conditions of the array;
’ secgn%gim(n)ap;tg) I{gaod%bie) PI\'/O%%QI(;{? c%ﬁe Qmﬁ recF'[Tg ganse the controller to
deteet the one or more conditions of the array;
third computer réadable program code configured to canse the controller to -
select the desired RAID algorithm based on the detected conditions and the stored
ruleg; and '
fourth computer readable program code configured to cause the controller to,
when the desired RAID algorithm i different from the RAID algorithrn currently
implemented in the array, convert the array from the currently implemented RAID

algorithm to the desired RAID algorithm..

46. 'The computer program product of claim 45, wherein the fourth computer
readable program code comprises: | '

fifth computer readable program ;:oda configured to cause the controlier to
read a unit of user data from the storage devices according fo the currently
implemented RAID algorithm; ;

gixth computer readable program code configured to cause the controller to
define a watermark indicating the position where the data is read from the current
RAID; and

‘seventh computer readable program code configured to cause the cantroller o
write user data on appropriate storage devices according fo the desired RAID

algorithm,

47. The computer program product of claim 46, further comprising
seventh computer readable program code configured fo cause the controller to

process user /O requests; and
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alternate between executing the fifth, sixth and seventh program codes and

executing the seventh program code.

48, 'The compnuter program product of claim 45, wherein the desired RAID has

fewer storage devices storing user data than the currently implemented RAID.

49. The computer program product of claim 45, wherein the desired RAID has
more storage devices storing user data than the currently implemented RAID.

§0. The computer program product of claim 45, wherein the conditions mncluds

the current capacity utilization of the array.

51, The coﬁ:uputer program p;roduct of claim 45, wherein the conditions include a

performance requirement,

52, The computer program product of claim 45, wherein the conditions include a

. change in the number of available storage devices in the array,

53.  The computer program product of claim 45, wherein the conditions include a

decrease in the number of available storage devices in the array.

54, The computer program product of claim 45, wherein the conditions include an

increase in the number of available storage devices in the array.

55. The computer program product of claim 45, wherein the conditions include a

measure of data criticality of the user data.

56. The computer program produet of claim 45, wherein the conditions include a

meagure of recency and repetition of the user data.
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57. 'The computer prograni product of claim 45, wherein the conditions include a

measure of vulnerability of the storage devices.

58. The compuier program product of claim 45, wherein the converting step is

performed on line,

59. The computer program product of claim 45, wherein the converting step is
performed off line.

60. The computer program product of claim 45, wherein at leagt gome of the
RATD algorithms stored in the controller are characterized by a number of storage
devices in the array (n), and a device-loss insurance level (m) such that when up to
m devices of the array are unavailable, user data is fully recoverable from the -
remaining n-m devices, where 1 <m <n, and wherein the selecting step determines
desired n and m values based on the detected conditions and the stored rules.

: i
61. The computer program product of ¢laim 60, wherein the device-loss insurance
level of the desired RAID is greater than the device-loss insurance level of the
currently implemented RAID. '

62. The computer program product of claim 60, wherein the device-loas insurance
level of the desired RATD is less than the device-loss insurance level of the currently
implemented RAID.

3. The computer program product of claim 60, wherein the conditionis a -
decrease in the number of available storage devices in the array and the deéired
RAID after conversion has the same device-loss insurance level as the currently
implemented KAID.
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65. The computer program product of claim 60, wherein the rules define a
maximurm device-logs insurance level and a minimum device-loss insurance level for
a given n value, and one or more conditions based on which a desired device-loss
insurance level is determined, the desired device-loss insurance level falling

between the maximum and minimum device-loss insurance levels.
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