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BACKGROUND OF THE INVENTION This application is related to U.S. Patent No.
6,5b7,123, issued April 29, 2003 and U.S. Patent Application Serial No.
10/371,628, filed February 20, 2003, both of which are incorporated by
reference herein in their entirety. Field of the Invention This invention
relates to RAID (Redundant Array of Inexpensive (or Independent) Disks (or
Devices)) systems, and in particular, to method and 10 apparatus for
converting between different species of RAID's and rule-based RAID
reconfiguration. Description of the Related Art RAID ie a data storage
system that provides a certain level of redundancy so that a certain number
of disks (devices) of the disk (device) array may be lost 16 without any
lose of user data stored thereon. Various species of RAID systems are
known, including RAIDO, RAID1, RATD3 and RAID6 (known as standard RATD), ~d
RA)D2, RAID4 and RAID6 (known as non-stanc(ard RAID). Methods and apparatus
that provide conversion or migration between different conventional RAID
species have been described. For example, U.S. Patent No. 6,276,898 20
describes converting from RAIi76 to RATDl (a contraction, or reduction of
the usable capacity of the system, referred to as "promotion" in that
patent) and converting ffom RAIDl to RAIDS (an expansion, or increase of
the usable capacity of the system, referred to as "demotion in that
patent). The conversion must be done off line, i.e. the system cannot take
user request while performing the conversion. In 25 the context of this
patent "RAIDl" includes the compound RAID, which we call "R.AID10". U.S.
Patent No. 6,1b4,853 describes a special case of an "even" conversion
(whore the usable capacity in the system is unchanged), by converting an
n-disk RAIDS to a 2(n--1) disk RAID10 and back. U.S. Patent No. 6,624,204
and U.S. Patent No. 5,615,3b2 describe a method for expanding a RAID5 to a
bigger 30 RAID5 with a larger number of disks. The conversion may be
accomplished without   interrupting service, i.e. while the system is
online. These two patents do not describe an array contraction. SUMMARY OF
THE INVENTION 5 Accordingly, the present invention ie directed to a method
and apparatus for RAID conversion that substantially obviates one or more
of the problems due to limitations and disadvantages of the related art. An
object of the present invention is to provide a flexible approach to RAID
conversion and reconfiguration. 10 Additional features and advantages of
the invention will be set forth in the descriptions that follow and in.
part will be apparent from the description, or may be . learned by practice
of the invention. The objectives and other advantages of the invention will
be realized and attained by the structure particularly pointed out in the
written description and claims thereof as well as the appended drawings. ..
16 To achieve these and other. advantages and in accordance with the
purpose of the present invention, as embodied and broadly described, the
present invention provides a method for RAID conversion is a redundant
array of inexpensive devices (RAID) comprising a controller and a plurality
of storage devices for storing user data, the controller storing a
plurality of RAID algorithms to be implemented for `~0 writing data to and
reading data from the storage devices, the method included storing in the
controller one or more rules for selecting a desired one of the plurality
of RAID algorithms based on one or more conditions of the array; detecting
the one or more conditions of the array; selecting the desired RAID
algorithm based on the detected conditions and the stored Tulsa; and when
the desired RAID algorithm is 



25 different from the RAID algorithm currently implemented in the array,
automatically converting the array from the currently implemented RAID
algorithm to the desired RAID algorithm. In another aspect, the present
invention provides a RAID system configured to carry out the above method
steps. ,In yet another aspect, the invention provides a 2   computer
software product for implementing the above method steps in a RAID system.
It is to be understood that both the foregoing general description and the
Following detailed description are exemplary and explanatory and are
intended to provide further explanation of the invention as claimed. BRIEF
DESCRIPTION OF THE DRAWINGS Figures 1(a) and I(b) are schematic diagrams
showing a RAID system before and after an RAID conversion. 10 Figure 2 is a
flow chart illustrating a method for RAID conversion. Figures 3(a) and 3(b)
are a flow chart illustrating a method fox off line replication. Figures
4(a) and 4(b) are a flow chart illustrating a method for on-line
conversion. 16 Figure 5 is a flow chart illustrating a rule-based RAID
conversion method. DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS A new
species of RAID, hereinafter referred to.as "RAIDn", is described in
commonly assigned U.S. patent No. 6,557,123, entitled "Data redundancy
methods 20 and apparatus", issued April 29, 2003. U.S. Pateant.No.
6,557,128 describes a data storage apparatus having a plurality' of n
disks, where data comprising a plurality of data groupings are stored
respectively across the plurality of n disks. Each one of the n data
groupings comprises a data portion and a data redundancy portion.
Advantageously, the n data portions are recoverable from any and all
combinations 25 of n-m data groupings) on n-m disk(s) when the other m data
groupings) are. unavailable, where 1_<m<n. The disk storage apparatus may
be configured for a parameter m which is selectable. In other words, the
RAIDn method allows a user to select the level of redundancy (or
"device-loss insurance") in the disk array. (For convenience, a notation
"a:m" or "(n,m)" is used hereinafter to denote tile 30 parameters n and m
in a RAIDn.) In particular, U.S. Patent No. 6,557,I23 3   describes a new
family of codes, referred to as "Wiencko codes" (pronounced "WEN$CO"
codes), which also enables the RAIDn algorithms. A related method is
described in U.S. Patent Application Serial No.10/371,628, filed February
20, 2003, which is a continuation-in-part of U.S. Patent No. 6,b57,123.
Application Serial Na. 



b 10/371,628 describes method and apparatus for providing data recovery in
a one or multiple disk loss situation using a set of codes similar to but
different from the Wiencko codes. Further, an implementation method for
IiAIDn is described in U.S. Patent Application Serial No. 10/361,A16, filed
February 10~, 2003. The disclosures of the above three U.S. patents and
patent applications are herein incorporated by 10 reference in their
entirety. As used in the present application, "R,AIDn" is a RAID system
according to the principles described in U.S. Patent No. 6,567,123 and/or
U.S. Patent Application Serial No.10/371,628, i.e., a RAID system where the
level of redundancy is selectable or adjustable. "Conventional RAID", on
the other band, is used in the 15 present application to refer to
conventionally known RAID species such as RAIDO, RAIDl, RAIDS, RAIDb,
RAIp6, RATD2 and~RAIDl, and/or compound RAID's where any of the above RAID
types are combined. "R.Am" is used to generally refer to any RAID systems,
including conventional RAID and RAIDn systems. . . Although the term disk
is used in the present application, the method and 20 - apparatus are not
limited to disks, but the RAID may comprise any type of suitable .devices
for data storage, including but not limited to magnetic disks, magnetic
tapes, optical discs; memory, any block devices, servers, NAS (network
attached servers) systems, JBOD's (Just a Bunch of Disks), clustered
servers) etc. This application uses the term "dish, "drive" and-"device"
interchangeably, unless 25 otherwise specified, without affecting the scope
of the description. At bast the term "device" should be understood to
encompass all suitable storage devices including but not limited to those
listed above. Embodiments of the present invention provide RAID conversion
methods and apparatus for converting (nr migrating) between a conventional
RAID and a RAIDn 30 system, and/or converting between two RA iDn systems.
Other aspects of the 4   invention include applications of rule-based RAID
conversion where both RAID systems may be either a RAIDn or a conventional
RAID. 'For convenience, the RAID system before a RAID convention is
referred to as the source RAID and the RAID system after the conversion is
referred to as the target RATD. 5 According to embodiments of the present
invention, the RAID conversion may be an expansion where tho number of
disks in the array increases, or a contraction where the number of disks in
the array decreases. The conversion may either increase or decrease usable
capacity, which is defined as the total capacity of the system usable for
storing user data. The conversion may either increase or decrease 10 the
number of total disks in the array. The conversion may either increase or
decrease device-lose insurance, which is defined as the maximum number of
disks that may fail without the loss of user data. The conversion may
translate between two different RAID/RAIDn species whose physical
characteristics (i.e. Number pf devices, device-lose and/or usable
capacity) remain the same; this flexibility of the 15 system allows
implementation of rule-based RAID reconfiguration that automatically
adjusts one or more system parameters based on a prescribed set of rules
and conditions. In particular, RAID conversion maybe used to perform self
healing after one or more devices in the array failed, in which situation
tho source array will be the remaining devices of the original RAID .(from
which all user data 20 can be reconstructed), and the target array will be
either a reconfigured RAm on the same remaining devices or an array that
includes replacement devices for the failed devices- In addition, the
conversion may be performed either in an on line fashion (i.e.
dynamically), where the system will accept and process user I/O requests
while performing the conversion, or in an off line fashion, where the 25
system will not accept arid process user I/O requests while performing the
conversion. Referring now to Fig. 1(a), a RAID system includes an array of
n1 storage devices 14-1,1~-2, ... 14-i, ... 14-n1 connected to a controller
12. A controller useful in embodiments of this invention can be either a
physical "Hard Ware" device or a 30 virtual "Software loadable module"
managing the RAID functions. Fig. 1(b) shows.   the system after a RAID
conversion, where the array now comprises an array of n2 devices 16-1,
16-2, ... 16 j, ... 16-n2. The controller 12, wh'ieh preferably includes a
, 



processor or Iogic cirrcuits, implements a plurality of RAID algorithms,
controls the read and write operations of the devices 14-i or 16 j, and
carries out the RAID 5 conversion. The controller 12 is also connected to a
host device via any suitable interface device (not shown), for receiving
read and write requests from the host, and transmitting or receiving user
data to or from the host.' The invention does not impose any requirement on
the physical identity of the source devices 14-i and target devices 16-j.
When the source array and the target array share some of the 10 same
physical devices, RAID conversion involves reading data from portions of
some devices (as source devices) and writing data to unused portions of the
same physical devices (as target devices). When the source array and the
target array are separate and distinct physical devices, the RAID
conversion may be referred to as . replication, and involves copying of
user data from the source array to the target 15 array which may be
configured as a different RATD. RAID conversion methods according to
embodiments of the present invention generally involves the following steps
(Fig. 2): (1) reading a predefined amount of user data from the source
devices according to the RAID algorithm implemented in the source RAID; (2)
'writing the user data together with redundant data (if any) to 20 the
target devices according to the Ii.AID algorithm implemented in the target
RAID; and (3) releasing portions of the source devices containing data that
has been converted and making such portions available for use as target
devices. The read step (1) includes, when appropriate, decoding the
received data according to the source RAID algorithm to obtain user data.
The write step (2) includes, when 25 appropriate, calculating redundancy
date from the user data according to the target RAID algorithm. The write
step may include a step of verifying the data written onto the target RAID.
During conversion, a watermark is maintained for the source array to
indicate the conversion progress. This allows the read and write .steps to
he carried out' for a unit of data at a time, so that user I/O requests can
be handled 30 during conversion. The read and write steps are repeated
until a11 data is   converted. The capacity release step (8) may be carried
out from time to time or when necessary, depending on the amount of unused
capacity in the physical device. In the write step, the data may be
optionally written to a scratch area to -avoid "write holes". A known
problem in RAID systems, `write holes" refer to 5 possible interruptions of
multi-step sequences that may cause data integrity problems. for example,
during writing of a data stripe across a RAIDS array, data may be lost if a
power failure, occurs before sufficient data has been written to enable
recovery of the entire stripe. Writing updates to a scratch area
substantially eliminates the write hole problem. 10 Figs. 3(a) and 3(b)
illustrate an off line replication method, and Figs. 4(a) aid 4(b)
illustrate as on-lino conversion method. Both methods are speclfic examples
of the more general method described in Fig. 2. The conversion method
according to embodiments of the present invention ie described in more
detail below using a specific example. In this example, it is 16 assumed
that the number of bytes in any data chuck is a power of 2. (Generally, the
data chunks, chunk sizes, chunk boundaries and byte offsets may be of any
defined values and the present invention is not limited to the specifics of
this example given here.) When chunk sizes are not fixed, it is assumed
that a larger size chunk always starts on chunk boundary of any smaller
size chunk. In fact, absolute byte" 20 offset of chunk start is a multiple
of chunk size. It is also assumed that victual stripes start at a multiple
of their size in absolute byte offset. ,Any virtual stripe size is an
integer multiple of a chunk size, and therefore any two abstract R.AID's
(conventional Ii,ATD or RAIDn), have a least common multiple which is an
exact integer multiple of both their chunk sizs. Watermarks offsets equal
to integer multiples of this least common multiple are used as virtual
stripe boundaries for both abstract RAID's. These are referred to herein as
"shared stripe boundaries". For example, a virtual stripe on a 9:2 RAIDnis
63 chunks, while a virtual stripe on a 9-disk RAID5 is 8 chunks. The least
common multiple will be 504 chunks, or about 2 megabytes with 4Kbyte
chunks. 30 Conversion is preferably carried out in units of virtual
stripes, as follows. 



7   First, a subset of possible shared stripe boundaries is defined as
"step watermarks". The step watermarks should be spaced so that full
conversion between neighboring atop watermarks takes a desired amount of
time, such as on, . the order of l/10 second, or loss. The controller 12
alternates (e.g. on the order of 5 once a second) between a converting
state and a user 1/O state. Whoa entering the Converting state, the
controller flushes all pending user requests to the array, with the
cooperation of the upper level driver connected to the controller 12, so
that no I/O to this array is issued while the state remains converting.
Preferably, the upper level driver either sends a pause, which will not
return until, or the driver Can 10 queue user requests until, the entire
conversion to the next step watermark is Completed. The controller then
converts the data from the source array to the next step watermark. The new
watermark is stoked in the controller, the controller flushes watermark
data and the controller enters the user 1/O state. During user r/O state,
normal user T/O takes place to the array with the watermark fixed at its 15
new location. Since the watermark location indicates which portions of the
data has , . been converted and hence exist on the target RAID, and which
portions of the data have not yet boon converted and hence exist on the
source RAID, user read requests can be handled appropriately by reading
data from either the source RAID or the target RAID. User write requests
are preferably handled by writing data onto the 20 target array with an
appropriate watermark indicating the boundary of such data. The above steps
are repeated until all the data is converted. . The above-described method
may involve small pauses in data availability to the users) but is
relatively easy to implement. Alternatively, if smoother data availability
is to be maintained during conversion, a moving RAIDO, RAIDI, 25 RAID10, or
some other RAID section embracing at least two stops may be implemented,
preferably on a separate storage device such as a solid-state disk or .
battery backed memory. By placing an intermediary RAID device and/or cache
between new user I/O and the target array during the step watermark LO
operation substantially eliminates all potential user I/O pauses.
Additionally this would 30 eliminate "write holes" even if there are
pauses. 8   The RAID conversion method described above may be applied where
the source and target RAID's may be any species of RAID) including
conventional RAID's and RAIDn with any desirable n:m parameters. As a
result, the RAID conversion method is flexible and general in that it can
implement a contraction as 5 well as an expansion, with increased or
decreased usable capacity and increased or decreased device-loss insurance.
Further, conversion may be carried out either online (dynamically) or off
line. This flexibility allows practical applications for reconfiguring RAID
systems not offered by conventional conversion methods. One category of
such applications ie rule-based RAID reconfiguration. Rule-based 10 ~
reconfiguration may be implemented by storing a sot of rules in 'the
controller (or in ari upper level user application), which causes automatic
conversion (reconfiguration) of the RAID system when certain conditions
axe. met (Fig. 6), Some examples of rule-based RAID conversion include:. '
Capacity utilization-based rules. Device-lose insurance level may be 



16 automatically adjusted, between a minimum and a maximum level set by the
user; based- on capacity utilization (i.e, amount of total device capacity
that is utilized by user data). For example, a 20-drive array may be set to
have a maximum insurance level of 5 disks arid a minimum insurance level of
2 disks. If the utilization o available capacity of the array is at or
below 60%, the RAID is configured as 20:6; if 20 the capacity utilization
is between 50% and 60%, the RAID is configured as 20:4; eta. Additionally
idle drives can be added to maintain bath capacity and insuranee by using a
predetermined number o idle drives and/or idle drives know as Global
spares. ' performance requirement-based rules. Different species of RAID's
have 25 different performance in forms of read and write speeds. For
example, RAIDO had the fastest performance for both reads and writes hut no
safety. The level.of deviceloss insurance in RAIDri affects write
performance to a certain degree and affects read performance to a lesser
degree. A rule may be defined to increase or decrease the insurance level
based on performance requirements. If, for example, from 30 RAIDO each one
disk of insurance increase results in a write penalty of 10%, and if 9   a
performance level of 60% of the maximum performance is acceptable, then the
device-loss insurance may be set as high as 4. '1`ho R.ATD may be
automatically reconfigured when the performance requirement changes. Self
healing fixed insurance. Rules may be set up so that the RAID will 5
automatically add devices and/or borrow usable capacity from the array to
maintain a certain level of device-loss insurance. )i or example, if an
insurance level of 3 is always to be maintained, and one device in a
9-device array fails, the remaining 8 devices may be reconfagured into an
8:3 RAIDn (assuming total capacity is adequate). ,Alternatively, if a spare
device is available, it may be added to the 8 10 remaining devices and
reconfigured into a 9:3 RAID. Self healing minimal insurance. A RATD system
may be supplied by a supplier and set to an initial high level of
insurance. As devices fail, self healing is performed to reconfigure the
remaining devices, until a minimal insurance threshold is reached which
triggers a maintenance call. This may be especially 15 useful when a
preventive maintenance contract is in place as it reduces the number of
maintenance calls to the user site, and/or allows maintenance to be
performed at a desired time during a window instead of at each device
failure. Data Criticality-based rules. Device loss insurance level maybe
automatically adjusted, between a minimum and a maximum level set by the
user, 20 based on the importance of the user data: Such rule-based settings
will dynamically change from higher insurance (for more important data) to
lower insurance (for less important data) and vice versa. Data criticality
may be measured or defined by any suitable methods such as the class of
user, the use of directories that era designated at higher insurance
levels, files marked with higher priorities etc. 25 Data recency and
repetition-based rules. Device-loss insurance level may be automatically
adjusted, between a minimum and a maximum level set by the user, based on
recency and repetition (RJR) of the user data. Such rule-based setting will
dynamically change from higher insurance (for higher R&R) to lower
insurance (for lower R3zR) and vice versa. R&R may be measured or defined
by any suitable 10   methods such as the number of files R/w over a period
of time and/or the number of accesses of one or more files over a period of
time. ' 



Device vulnerability-based rules. Device-loss insurance level may be
automatically adjusted, between a minimum and a maximum level set by the
user, based on the device type, vulnerability of the type of device, and/or
location of the user data (for example, the location of user data may be in
remote locations such as mobile offices, home offices, remote offices etc.)
or a managed data center). Such rule-based settings will dynamically change
from higher insurance (for more vulnerable devices) to lower insurance (for
less vulnerable devices) and vice versa. 10 In the above rule-based R1~ID
conversion methods, each of the source and target RAIDs may be a
conventional RAID or a RAIDn. It will be apparent to those skilled in the
art that various modification and variations can be made in the RAID
conversion methods and apparatus of the present invention without departing
from, the spirit or scope of the invention, la or 16 examples, although a
set of possible rules are described, the invention ie not limited to these
rules and any suitable rules may be used. Thus; it is intended that the
present invention cover modifications and variations that come within the
scope of the appended claims and their equivalents. 11   WHAT IS CLAIMED
IS: 1. In a redundant array of inexpensive devices (RAID) comprising a
controller and a plurality of storage devices for storing user data, the
controller storing a plurality of RAID algorithms to be implemented for
writing data to and reading data from the storage devices, a method for
RAID conversion comprising: storing in the controller one or more rules for
selecting a~desired one of the plurality of RAID algorithms based on one or
more conditions of the array; detecting the one or more conditions of the
array; selecting the desired RAID algorithm based on the detected
conditions arid the stored rules; and when the desired RAID algorithm is
different from the RAID algorithm currently implemented in the array,
converting the array from the currently implemented RAID algorithm to the
desired RAID algorithm-  2. The method of claim 1, wherein the converting
step Comprises: (a) leading a unit of user data from the storage devices
according to the currently implemented RAID algorithm; (b) defining a
watermark indicating the position where the data is read from the current
RAID; and (c) writing user data on appropriate storage devices according to
the desired RAID algorithm. 



3, The method of claim 2, further comprising: alternating between
performing steps (a), (b) and (c), and processing user ISO requests. 4. The
method of claim 1, wherein the desired RAID has fewer storage devices
storing user data than the currently implemented RAID 12   5. The method of
claim 1, wherein the desired RATD has more storage devices atoning user
data than the currently implemented RAID. 6. The method of claim 1; wherein
the conditions include the current capacity utilization of the array. 7.
The method of claim 1, wherein the.conditions include a performance
requirement. $. The method of claim 1, wherein the conditions include a
change in the number of available storage devices in the array. 9. The
method of claim 1, wherein the conditions include a decrease is the number
of available storage devices in the array. 10. The method of claim 1,
wherein the conditions include an increase in the number of available
storage devices in the array. 11. The method of claim 1, wherein the
conditions include a measure of data criticality of the user. data. 12. The
method of claim 1, wherein the conditions include a measure of recency and
repetition of the user data. 13. The method of claim 1, wherein the
conditions include a measure of vulnerability of the storage devices. 



14. The method of claim 1, wherein the converting step is performed on
line. 16. The method of claim 1, wherein the converting step i& performed
of lane. 13   16. The method of claim 1, wherein at least some of the RAID
algorithms stored in the controller are characterized by a number of
storage devices in the array (n), . and a device-loss insurance level (m)
.such that when up to m devices of the array are unavailable, user data is
fully recoverable from the remaining n-m devices, where Z <_ m <n, and
wherein the selecting step determines desired n and m values based on the
detected conditions and the stored rules. 17. The method of claim 16,
wherein the device-loss insurance level of the desired RAID is greater than
the device-loss insurance level of the currently implemented RAID. . . ,
18: The method of claim 16, wherein the device-loss.insurance level of the
desired RAID is less than the device-loss insurance level of the currently
implemented I9, The method of claim 16, wherein the condition is a decrease
in the number of . available storage devices in the array and the desired
RAID after conversion has the same device-lose insurance level as the
currently implemented RAID. 20. The method of claim 16, wherein the
condition is a decrease in the number of available storage .devices in the
array and the desired, RAID after conversion has a lower device-lose
insurance level than the currently implemented RAID. 21: The method of
claim 16, wherein the rules define a maximum device-loss insurance level
and a minimum device-loss. insurance level for a given n value, and ono or
more conditions based on which a desired device-loss insurance level is
determined, the desired device-loss insurance level falling between the
maximum . and minimum device-lose insurance levels. l~k   22, In a
redundant array of inexpensive devices (RAID) comprising a controller and a
plurality of storage devices for storing user data, the controller storing
a plurality of RAID algorithms to be implemented for writing data to and
reading data from the storage devices, wherein at least some of the RAID
algorithms are characterized by a number of storage devices in the array
(n), and a device-loss insurance level (m) such that when up to m devices
of the array are unavailable, user data is fully recoverable from the
remaining n-m devices, where 1 <_ m Gn, a RAID conversion method
comprising: implementing a first RAID algorithm on the array; selecting a
second RAID algorithm characterized by a number of storage devices n2 and a
device-loss insurance level m2, u2 and m2 being selectable; and converting
the array from the first RAID algorithm to the second RAID algorithm, the
converting step comprising: (a) reading a unit of user data from the
storage devices according to the first Z~.algorithm; (b) defining a
watermark indicating the position where the data is read from the first
RAID; and 



(c) writing user data on appropriate storage devices according to the
second RAID algorithm. 2$_ The method of claim 22, wherein the writing step
includes writing updates to a semi-permanent cache. 24. .A redundant array
of inexpensive devices (RAID) system comprising: a plurality of n storage
devices for storing user data thereon; and a controller connected to the
storage devices fox controlling writing and reading data to and from the
storage devices according to a RAID algorithm, the controller storing a
plurality of RATA algorithms to be implemented for writing data to and
reading data from the storage devices, 15   the controller further storing
one or more rules fox selecting a desired one of the plurality of RAID
algorithms based on one or more conditions of the array, . the controller
having stored program instructions or a logic circuit operable to detect
the one or more conditions of the array; to select the desired RAlD
algorithm based on the detected conditions and the stored rules, and when
the desired RAID algorithm is different from the RAID algorithm currently
implemented in the array, to convert the err&y from the currently
implemented RAID algorithm to the desired RAIA algorithm. 26. The system of
claim 24, wherein the controller has stored program instructions or a logic
circuit operable to convert the array by: (a) reading a unit of user data
from the storage devices according to the currently implemented RAID
algorithm, (b) defining a watermark indicating the position where the data
is read from the Current RAID, and (c) writing user data on appropriate
storage devices according to the desired RAID algorithm. 26: The system of
claim 25, wherein the controller has stored program instructions or a logic
circuit operable to alternate between performing steps (a), (b) and (c);
and processing user r/O requests, 27. The system of claim 24) wherein the
desired RAID has fewer storage devices storing user data than the currently
implemented RAID. 28. The system of claim 24, wherein the desired RAID has
more storage devices storing user data titan the currently implemented
RAID. 29. The system of claim 24, wherein the conditions include the
current capacity utilization of the array. I6 



80. The system of claim 24, wherein the conditions include a performance
requirement. 31. The system of claim 24, wherein the conditions include a
change in the number of available storage devices in the array. 32, The
system of claim 24, wherein the conditions include a decrease in the number
of available storage devices in the array. 33. The system of claim 24,
wherein the conditions include an increase in the number of available
storage devices in the array. 34_ The system of claim 24, wherein the
conditions include a measure of data criticality of the user data. 36. The
system of claim 24, wherein the conditions include a measure of recency and
repetition of the user data. 36. The system of claim 24, wherein the
conditions include a measure of vulnerability of the storage devices. 37.
The system of claim 24, wherein the converting step is performed on line.
38, The system of claim 24, wherein the converting step is performed off
line. 39. The system of claim 24, wherein at least some of the RAID
algorithms stored in the controller are characterized by a number of
storage devices in the array (n), and a device-loss insurance level (m)
such that when up to m devices of the array are unavailable, user data is
fully recoverable from the remaining n-m devices, 17   where 1 <_ m <n, and
wherein the selecting step determines desired n and m values based on the
detected conditions and the stored rules. 40, The system of claim 39,
wherein the device-loss insurance level of the desired RAID is greator than
the device-loss insurance level of the currently implemented RAID 41. . The
system of claim 39, wherein the device-loss insurance level of the desired
RAID is less than the device-loss insurance level of the currently
implemented 



.42. The system of claim 89, wherein the condition is a decrease in the
number of available storage devices in the array and the desired RAID after
conversion has , the same device-loss insurance level as the currently
implemented RAID. 43. The system of claim 89, wheyita the condition is a
decrease in the number of available storage devices in the array and the
desired RAID after conversion has a lower device-loss insurance level than
the currently implemented RAID. ~#4. The system of claim 39, wherein the
rules define a maximum device=lose insurance level and a minimum
device-loss insurance level for a given n value, and one or more conditions
based on which a desired device-loss insurance level is determined, the
desired device-loss insurance level falling between the maximum and minimum
device-loss insurance levels. ~ ' 45. A computer program product comprising
a computer usable medium having a computer readable code embodied therein
for controlling a redundant array of inexpensive devices (RAID), the RAID
comprising a controller and a plurality of storage devices far storing user
data, the controller storing a plurality of RAID is   algorithms to be
implemented for writing data to and reading data from the storage devices,
the computer program product comprising: first computer readable program
code configured to cause the controller to storing one or more rules for
selecting a desired one of the plurality of RAID algorithms based on one or
more conditions of the array; second computer readable program cods
configured to cause the controller to detect the one or more conditions of
the array; third computer readable program code configured to cause the
controller to select the desired RAID algorithm based on the detected
conditions and the stored rules; and fourth computer readable program code
configured to cause the controller to) when the desired RAID algorithm is
different from the RAID algorithm currently implemented in the array,
convert the array from the currently implemented RAID algorithm to the
desired RAID algorithm. ~6. The computer program product of claim 46,
wherein the fourth computer readable program code comprises: fifth computer
readable program code con&gured to cause the controller to read a unit of
user data from the storage devices according to the currently implemented
RAID algorithm; .  sixth computer readable program code configured to cause
the controller to define a watermark indicating the position where the data
is read from the current RAID; and seventh computer readable program cods
configured to cause the controller to write user data on appropriate
storage devices according to the desired RAID algorithm. 49. The computer
program product of claim d6, further comprising seventh computer readable
program cods configured to cause the controller to process user I/O
requests; and 



19   eighth computer readable program code configured to cause the
controller to alternate between executing the fifth, sixth and seventh
program codes and executing the seventh program code. 48. The computer
program product of claim 45, wherein the desired RATD has fewer storage
devices storing user data than the currently implemented RAID. 49. The
computer program product of claim 46, wherein the desired RAID has mare
storage deovices storing user data than the currently implemented RAID. 50.
The computer program product of claim 45, wherein the conditions include
the current capacity utilization of the array. 51. The computer program
product of claim 45, wherein the conditions include a performance
requirement. 52. The computer program product of claim 4b, wherein the
conditions include a change in the number of available storage devices in
the array. 53. The computer program product of claim 46, wherein the
conditions include a decrease in the number of available storage devices in
the array. . 54. The computer program product of claim 45, wherein the
conditions include an increase in the number of available storage devices
is the array. 55. The computer program product of claim 46, wherein the
conditions include a measure of data criticality of the user data. 66. The
computer program product of claim 45) wherein. the conditions include a
measure of recency and repetition of the user data. 20   67. The computer
program product of claim A5, wherein the conditions include a 



measure of vulnerability of the storage devices. 5$. The computer program
product of claim 45, wherein the converting step is performed on line. 59.
The computer program product of claim 45, wherein the converting step is
performed off line. 60. The computer program product of claim AS, wherein
at least some of the RP:ID algorithms stored in the controller ass
characterized by a number of storage devices in the array (n), and a
device-loss insurance level (m) such that when up to m devices of the array
are unavailable, user data is fully recoverable from the remaining n-m
devices, where 1 <_ m <n, and wherein the selecting step determines desired
n and m values based on the detected conditions and the stored rules. 61.
x'he computer program product of claim 60, wherein the device-loss
insurance level of the desired RAID is greater than the device-loss
insurance level of the currently implemented RAID. 62. The computer program
product of claim 60, wherein the device-loss insurance level of the desired
RAID is Iess than the device-loss insurance level of the currently
implemented RAID. 68. The computer program product of claim 60) wherein the
condition is a decrease in the number of available storage devices in the
array and the desired RAID after conversion has the same device-lose
insurance level as the currently implemented RAID. 21   64. The computer
program product of claim 60, wherein the condition is a decrease in the
number of available storage devices in the array and the desired RAID after
conversion has a lower device-lose insurance level than the currently
implemented RAID. 65, The computer program product of claim 60, wherein the
rules define a maximum device-loss insurance level and a minimum
device-loss insurance level for a given n value, and one or more conditions
based on which a desired device-lose , insurance level is determined, the
desired device-loss insurance level falling between the maximum and minimum
device-loss insurance levels, 22 .AQ.Ac5L .AFnL .Ai.A).AFQ.A.A+i .AFnL
.A.A80 .A.A0U.A053.AL.A0i.AL.AQ.AQL.ALnL.A .ALL2 
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