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 Thi=’ invention l;llltu gencrally to handling loss of pover
in » computariszed appstratus, and rslates uore particularly to tha
optinal handling of s condition of return of powver follpwing the
initiation of the handling of loss of power.

It is comannplace to use s procasser (rypically a
microprocessor) undax storsd progray control teo replace or
augment functions pravicusly performed by mschanical appiaratus or
by dedicatad cireuitry. The many internal s:au:: of the
proeuior. stored in processor registers, are lost if the
procassor loses power. Similarly the contents of a volatile RAM
chip are lost if power to the RAM chip is lost. In dany consumer
preducts using & procacsor there is no particular nsed to sava
the processcr statas or RAN contents, so that turning the producc
off cuts pouver to the procassor and the RAM, and as a rasult the
processor states and RAM contents ars lost. This is the case,

for sxample, vith most personal computars depanding on the

application program being execuved. If ths user has entered data
into the RAM of the computer, to avoid losing the cata the usaer
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apparatus, and relates nore - particularly to the optinal
handl ing of a condition of return | of power following the initiation of
i the handling of |oss of sust cypdwslly explicitly Lbviks « oowming|faccstogingsdate to

processor (typically a plogaestd QQI&?OUS%)"“&C’W M&dﬁéﬁ%_ﬁm&g%‘gﬁh‘t °

repl ace or augnent functions pre erfor
appar atus or by dedi cat 8kf Eha geseuEss. 'm'eWHy'ﬂ‘HMr some omall $BEA(RAS & medme

processor. stored in prpgesaRild eg},'s.t.-fm by proVi8idg0s tnakkugl PiecRi GRS OF

| oses power. Simlarly the con- tents of a volatile RAMchip are.lost if
power to the RAM prasarves the nemory mntlnu.

The integrity of the storad data is threataned nor only by
the possibilicy of loms of povery to the menory devica itself, buc
also by thae pocsibility the CPU or data bus may during loss of
pover give rise to & conditisn that makss 3 -purio;m changs to
the stored data. For sxXample, during the nonzere tine interval
during vhich povar ta tha processor and addrass dacoder drops
froan nominal lsvels ($ VDC) to zexd, thare Is the possibility the
CPU may exscute an instruction that changes important data. This
could oceur if tha procassor vera to parform a “writa" .
transaction on the data bus to a harmleus lacation, with ﬂu
address deacodar (because of less~-than-npainal powar) incorrectly
dacsding tha address to some location cantsining crucial data,
The rasult would be a spurious changa in the value of the crucislk

daca.

In pany such systams the risks :uuiﬁq to possibla loss of
pover sre of little cencern since important’ information will have
bnn‘ backed up elsgwhera, or is capable of heing recanstructad
fxom other sourcys if necessary. Likewise tha prospect of
processor malfunction 'or dsta bus or address decoder malfunctien
that ovarwrites important information fis not psrticularly
daunting, again because it is usually quits straightforward and
workable ©o let tha user racanstruct iamportant dnl;:. if suspacted
of being incorrect, frolk a backup or other scurces.

ona typa of equipmsnt typicslly having information stored in

. nopvolakile RAM is tha mlectronic postage metsr. In such postags

- ' metars the smount of postage avallable for printing is typically
| stored in what is called the "descending register”. In pestaga
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par?illcsg need to- save the processor states or RAM contents. so that
turning the product of f cuts power to the processor and the RAM and as
a result the processor states and RAM contents are lost. This is t he

case, for exanple. with nost perso o de- endi ng on the

appl i cation program bei T§-&E L% 4& "f’f““ #ﬂ Egéﬂ""fﬁi‘g" fﬁ’ég"dé{fa“l Rto

the RAM of the conputer stored tn zvch @ 'Imrstmg theee dat Sintiae DSGI (HALAL of the usa:‘

typically explicitly - | el 023,10 | at i
HtWﬁK palfre Hr% g?or e ¢¢n ﬁn‘i@ :%ff Fﬁr Ilpcl vhe

menory (such as to a magnetic
conputer. In other syst&fit teshe 16r~-"817'$" PF&‘N\MF‘&’ med back) ony dihat ddseending

typically by providing gepatirBebés hve)sh hkhanged value.

Refore the developmant of elactronic postaga metars it was
commenplace £o-usa mechanital méters, thac is, meters in vhich
the descending regicter {s s mechanical device. In a meter
enploying s machanical ragister with value stored in gear
positions, the requirement of ths descending regiscter remaining
upchanged is satisfisd by the simpla fact of the gears
meincaining pogitionm with or without extezual elactric power.
Such a meter mzintains the ragister concents both in tha face - of
a4 pormal termination of powar and in the face of an aceidental or

unintencional teramination of. power.

Ik recent yasrs mechanisms having msny moving parts bave
baen replsced vith simpler pecksnisme in wvhich many formerly
machanjcal functiocns are sccomplished by a processor under stored
Progras control. 1In such cases, pure mechanical rugistars sre
replaced with RAM mamory. This has been the case vith postags
metars and ctheir descending uqis:eu. as in the apove-mantioned
electronic postags meters.

As in gthar alectronic squipment with nonvelatile memory,
with electronic postage matars thars is the nonzers probability
of loss of the information in the nonvolatile memory due to
énunor, addrass decocder, or dats bus malfunction. By
dafinition the anmount of postaga available for printing is a
ptrl:tculat stored valus that is assumed to ba correst. While the

. nvui.llbiu:y Of & backup copy of data is satisfactory for, say, a
' vord-procsssed documant it is not very satisfactory for a postage

pater dascending ragister. Ii\ a postags meter it should not be
within the discretion of the user to daternine unilaterally, for.
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t hreat ened not only by the possibility of |oss of power to the nenory’
devi ce itself,- but also by the possibility the CPU or data bus may
during | oss of power give rise to a condition that nakes a spurious

change to the stored daixanpﬁqr:matml Gascenling regist@riddfcinteZON @nd inBRvalatile
I nterval during which p he ocessor _and address de der dr ops
from noni nal | ev- ?&e 81‘,& ’(?"Q‘é%r) "d[e € '" rsu{-hg B(fé'gﬁf‘ X FoFIE*s cru
may execute an i nst rhnkumﬂ-thatenchwngwmmlt datwidhim thiicontrolcotiche
occur if the processor m;g‘,.yo &ﬁ“:.qgl mi@ =GM-.H¢QS and «he postal authaorities axe

to be catisflad with the -.:ar the stored value must hava an

excerdingly high level of confidance as to its correctness.

Similay zupcrn_:!.vu presant thsmselves in other electranic
equipment whire a storad valua must be correct to a high degree
of confidance and uﬁan ic is af little or no utilicy to consider
external backups and the like. These include gas pumps,
autpmated tellar machines, smart credit cards, and éuh

regiscars.

In an alectronic systen employing a processar and storing
ezucial data in RAM, it is necesmary to ensurs that the systen
maintain jits ecrucial data unchanged agter the pover is tnrned off
and back on, even in the midst of othar obcnt..i.ens. The systen
€ypically has a pover supply vhich givas povar to the processor
snd other circuitry zor a tima interval aftar external power is
switchad off. The powsr providad during this intarval s
sonatines called "resarve™ pever. The systen dasign may have 3
pover-failure varning signal, gansrated by ths power supply
circuitry, which provides vhat might be termed an “sarly warning®
te the processor. The design of the stored progranm for the
system typically provides that arrival of tha powsr-failure
varning signal invokes 3 routine for storing data to nonvolatils
namory or updating information in the nonvolatile memory.

The routine of ths stored program that is responsive to the
pover-failure varming signal, as just mantioned, has ai one of

. ies girst tasks the updating of cruciasl data. The r--;tis Pover,
typically provided by a large electrolytic capacitor together
vith other circuitry, is designed so that the interval during

which reserve power is relisble excesds by a comfortable margin |

- § -
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oA B G D By

_ | ess-than- noni nal
*address to some | oca-

t he address decoder (because 'of
power) incorrectly decoding the
tign containing crucial

data. The result woul d U‘él!atlspu:ﬂui"d for completion of the datarupsiasinghaeepinen,

t he val ue of the crucial

@l parcicular case of a pastage meter, for wxanpla, the
interval during which refaxve powver ls reliable exceeds the tine
sequired 'to update the descanding register as nud.ed. Tha
interval is also _:I.enql enough to peraitc the processor to fndicacte

by a particular sassage that powver wzg lost in the mpidst of &

. postage princing aperatian, {f such be the case. In tha latter

case, upon tha’ rastoration of pover to the mstar the processor
encountars the messtage and updates the descending register

sccordingly.

A dacision facing tha duigun- of an electronic systaa
containing crucial dats is vhat to have the processor do after ic
has finished its regquired tasks responsive to the receipt of the
pover-failure warning, That is, the raserve power will
presumably persist for some time after thae data-updating
activities heve basn completsd pursusmnt to the stored progras.
Vhean tha reserve pover runs out, the processor stops completaly.
But prior to that, it is desiraed thest the processor not causa any
hara te the crucial data such as the nonvolatile memory, =5 the
storsd progrsa vill typically put the processor finto a tight
leop, that is a loop which does nothing extarnally ochservable
othaz than to kesp the processor occupied. This leep, oftan
called a "pover=fail® loop, may be as siumpls as a fev null
instzuctions and a jump. One way that keaping tha processer in
such & loop minimizes risk to crucial data is that few
transactions taka place on the bus, and none of the transactions

are vrite transactions.

Putting tha procesgor into a tiﬁht loop prior to the
eventual loss of raservs pover can give riss to an anomalous
result, from the user's paint of view, if sxternal pover is
raturnad during the tizme that ths processor .ils using the reserva
power. That anomalous result is lockup of the egquipment. The
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| oss of power are of |ittle concern since |rrportant I nfor-
mation will have been backed up el sewhere. i s capa-

bl e of being reconstructed fromother so |f neces-
sary. Likew se the prosp&cE®% ?‘ '%5'0@55%? %'C%? o998, #bd doas not respond to user

data bus or address decomkvhoml tnnnu.l ovent M\:ﬂlﬂ’ Li @ _Apparent power loss
i nportant information iScagis ekl ﬁﬂ#.?{' yor& %Lm % 'kight come about s a

because it is usually qU|te strail orwar
to let the user reconst rietd |‘Hﬁﬁ" P'd‘&faﬁ“#ﬂ"&ﬁ?ﬁéaﬂéww en. Mﬂf-hlr vay

bei ng i nCO]'; rect froma mgiﬂlﬁn@ﬁolﬁt hﬂuESQJiCﬂﬁentaw losz of extornal AC pover.

One type of equipnent t C t‘ avi.n m{ or

stored in nonvol atile RA?%P {;‘ %’e‘é’? &%’Bn g%'s'fage“ﬁef'“' == (i) return ot

ter. In such postage neterernahcpoaen afterothe poiezgtaidvms karning arrived and before
the processor has entared the tight loop (i.a. during the routine
that saves data to the nonvelatile semory), or (i1) return of

R a1 e L A rve TSk 1 el At I ngURRD) QoM 86 b:5T/8T. 1: 14/N0. 3661568309 P 83/1x

external power aftar tha processor has sntered the tight loop and
before Loss of raserve power (i.a. during t-.lu exacution of the
tight loop). In egquipment having such a dasign, tha only wvay to
froe tha maeter from the lackup iz to turn.it off, leave it off
long enough for the resarva pover ta be exhaustes, snd turn it
back en. But tha uger may not knov this, or may be unavare af
the causa and se only percaive a malfunction. An example of such
a loop may ba gean in the postage metar of U.S. Pat. No.
4,875,841 at col. 14, lina 59. In that system, "[t]he main
program can only be ra-antared through a complata powar-up
cycle®,

In elactronic systems having crucial data, then, it is
desirable to minimize risk to the data during the puriod of loss
of powar, and yet to avoid tha problem of system lockup if the

loss of powsr is brnt.

The prasent invention lx defined in the sccompanying claims

to which refersnce should nov be made.

In the squipment -eeonupg to the invention, the lackup dus
to momencary powvar loss iz avoided by use of a combinatian of
storsd program and hardvars, A test performed in the tight loop
checks rapeatedly to sse vhather the powvar-failurs copditien

- comes no longer to ba prasent, and if that is the case the storasd
N Accoreis T to the progru causes the equipment to return to normal function.y jhe
ade ‘u....-(.,.fl' € ““"“ repnud test fcan-td 3 decernination uvhether a pouer-failure

M
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"descending register". In postage neters it is inportant
that the descending regl ster is to be stored in such a way

that there is mnimal Iikelihood of printing post ; ‘
age whi ch has not been pAFEPiPdsiopy ’é)?& % Wﬁ"?‘h §'a concequence, momentary

nmeter .is turned of f and Ipewexr 1éume|dd hbér onieft b ecapetind; wvhether dus to user

ing-reglster is to have e I
Before the devel opnent o?ge#ggmgﬁl g %‘%s °%§: sviteh or othervise, are much lass

ters it was conmonpl ace fékalyccarsetdfilondgpired sleckymer the Netar.
Is. meters in which the descending register is a nechan-

ical device. In a neter enploying a nmechani cal register
with value stored in gear podheiRSpaenc iigzenciopppiEfutotnte praceice in various

the descendi ng register nagRicnk B3 *HIEA DL Ao Be Sakidhed by way cf example with

refarence :0 the accompanying drawings in which:

Fig. 1 is a functional black diagram of a computer sys=am in
‘1(@’ accordance vi.r.tﬂt!u invantion:

Fig. 2 is a functional blogck diagram showing the power
supply for the systen of the examplary embodiments

Fig. 3 ix s flowvchart {llustrating s fragment of a typical
prior art stored program including a tight leep: and

Fig. 4 is a flovchart illustrating & fragment of s stored
program corzesponding to that of Fig. 3, but differing in its
A <®) inclusion of testing and varm starting mccording tevthu

invention.

Throughout the figures, like elemants have been indicatad
vhara possible with like referance mmarals.

Referring to Figure 1, an exemplary puuﬁ RETYr systen
centars on A parallael address, contrel, and data bus 20. A
’ central processing unit (CPU) or processor 21 executaes a stored
progras from HOM 27 by means of the usual process, initiared by
pover-up or by hardvare resat, vhereby instructions ars fetchad
and exacuted starting at s pradeternined starting address. In
the exaapliry eabedinent the péccnsor is a conventional Intsl
8031 procassor, and execution initializes at 0000 (hex); the
. ' addrass space of the processor is laid out so that address 0000K

®' foy, Cw boelivment o€ | -7 -
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wi th or without external electric power. Such a 'neter mmintains the

regi ster contents both.in the face of a nor- : mal
termnation of power andsiiz éfiBiA 268€ ROK. AP QKNI BO5) pFicedbz hf bl QRAln
term nation of power. n recent years rrecﬁanisms havi ng many

I
novi ng RAN and ROM, buf (the | STOESH,REATEIR A6 REEBUGR EIPPLPFLLY Shas
nmechani sns in far more RAN and RON avi| maguizaay Row #2rdnd ROCRarre daane
functions are accom o, jpaicate motn tne snserna sA HEChaRVrdd RILRGESO! under
stored programcontrol. In such cases, pure

mechani cal registers are re L 4.h .
menory. This has been the cgls‘g'g% ﬁ“ﬁogﬁ é:'g“é.'ﬁi'a!“' including the bus 2BAM

ters and their descendi Agpeerifdstrsmsthesusery sone PAStY erdrdasioned spacifically for
tioned el ectroni c post agf BitRkSction. These include a keyboard 22, a display 23, and

zome parts of 8 postage printing spparatus 25, The lattar is
controlled by the processor 21 through an I/0 interface 28, which
connects to the postaga prianting apparztus 25 by maans of a large
nunbar of discrete wirsg, indicaced schamatically by the six
disczete =zignals 26. Also dasigned for user interaction ara a
povar switch, not shown in rtg. 1, torming i:ax.-t ef & powver
supply, alse not zhown in Fig. 1.

The system of the exemplary embodiment is intanded for use
as a socphisticatad and raliable postags metar. As mentionad
sbove it is necassary to stora crucial information such as the
amount of postage remaining to bs printsd == the descending
register. Tha systam 10 allovs such crucisl infarmation to be
stored ip eithar or both of two nonvolatila memories: a CMOS
scatic RAM 29 hivinq a dadicated lithium battary so as to
praserve information in the absence of power axtearnal ta the
syscen, and sn nlcc::tul.iy eragable progrimmgble read-only
namory (EEPROM) 30. Conventionsl chip~select linss 32 and 37
activate ons or anothar of RAM 29 and EEPROXM 30 as centrolled by
_address decoder 31. (The othar residents in the address space of
the processor 21 receive chip-select and other address decoding
-1@.1- fzrom other addrass ﬁlcuding eirculczy omitted from Fig. 1
for clarity, snd the address decoding eircuitry is of known
design.)

Turning now to Fig. 2, there is shpwn in functional block

disgram form the paver supply for the system 10. AC pover i¢

- . -
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el ectronic equi pment with nonvolatile menory, with el ectronic postage

meters there is the nonzero probability of loss of the information in the
non-

providad to the systam AL & pover cord 40. If a povar svizeh 41
is closed {(conducting) than a Erlnltcrn-£7bt£dqe rectifiar 41

* supplies rgc.ﬂﬂcd AC to's ragulater 43, The regulator 43
provides a +14V 5C lovel at & first slectralytic cnpaciﬁar 48.
"The AC power cord 40, switch &), ractifiar 42 and regulator 4)J
constitute a typical interruptibles sourcs of paver for a computar
system. A sacond slactrolycic capacitar 47 carries a somevhat
lover voltage dur to the vaoltage drap of diode 45, A second
regulazor 49 drops the +24V te high quality +5V at a line a4.

In many simple computarized systems a singlc elsctrelytic
capacitor provides filtering in gombination with regulator
circuitry like that of ragulstor $3. In the supply of Fig. 1,
hovever, the two slectrolytic capacitorm 46 and 47 aze prﬁvzded,
dispozed as shown in Fig. 2, acting as r£irst and second powar
supplies rn;pcativcly during significant fluctuations in ths AcC
povar suppliad to the system.

' The "downscrean” second capacitor 47 is chesen to be quits

r lazge in value, large enough to powar the procassor and relatad
circuictry for several hundred millissconds afcar loss of AC pover
at tha povaer cord 40. In the evcnt'ot loss O0f AC powar at the
pover cord 40, tha capacitor 46 discharges vith 3 tima constanc
dstermined by the gize of the capacitor 46 and the impedanca eof
the surrounding eircuitry, shown qcnaricazly as a resistor 48.
The time comstant is selectad to be very short, so that the
capacitor 46 discharges far faster than the capacitor 47. &
raduced voltags lavel on the capacitar copstitutes z first signal
indicativa of tha loss of powver. A comparator 50 constantly
compares voltages that depand on the relative conditions of the
two cspacitors, so that a signal PF at a lina S1 out of the

comparstor givés several hundred millizsconds of advance warning

of imminant povar failuza.

- This Sheet Has Been Reﬁaced
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By definition the ambunt of post- age available for printing is a
particular stored value that is assunmed 'to be correct. Wile the
“avai | abi lity of a back- up copy of data is satisfactory for. say, a word
-processed docunent i t IS npd iWely ﬁagéfmry. éwpﬂapoﬁ:agemﬁerpoa:

descendi ng register. ost age . ne It shoul d not

di scretion of the user f%l 13 é?‘gﬁ‘ﬁe "E’JFH EAYE, &TpTe f’ﬁ”‘gianpfé’"f% f" "
descendi ng regi ster conpewing pererhs o ol Thei sySTen\bE he Bresis Lyreoreah berl
overwritten with supposE,gJ YoreRld qg,;mgw%gdg,;,a,unqn;@gg@.,smugﬁgﬁqh@iubsgw

within the control of t custoner. Instead 1f custoners and the postal
authorities are to be SEIMeET4=il sAFma} hasobemp generaced is also annunciated to the

processor. The arrsngement of Fig. 2 provides such snnunciation
of return of pover. I£f AC powver is restored at 3 tize vhen the
capacitor 47 has not yet been discharged (l.s. the processor 21
is still funcrioning) then the capacitor 46 is again fully

charged, its rescoration te full charge provides a sacond signal

indicative af the restoration of power.

| Contemporanecugly thorewith the capscitor 47 is likewise
racturned to a state of full charga through the diede 45.
'Responding to ‘the increased valtage on the capacitor 46, the
coaparator 30 changas to its othar output value, and the
processor, not shown in Fig. 2, is able to take sccount of chis

transition in the value of the PF signal.

One skilled in the art vill apprecista that whils the
 arrangement of Fig. 2 uses a single lins to convey ta the

processor both the imminent lass of powver and the restoration of
power, the systes would also offer the banafits described herein
iz separate lines carried the two types of information. For
example, one comparator or eguivalent cireuit cculd provide tha
interrupt to the processor indicative of imninent loss of power,
vhile a separate circuit, implemsntsd with s comparator or
similar circuitry, could provide a discrete signal indicative of
restoration of pawlr; The latter signal eoula ke an interrupt or
wvould preferably be polled by the processor. Ona skilled in the
art will also appreciats that for the benefrits described harein
it i3 not neceksary that the tve siﬁnlxs change state
simultansously. To minimize component count aﬁd simplity design,

.- 1“ -
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terp v%ng'tzﬁ)lr;eii val ue must _have an excedﬂﬂlﬁgz)lerﬂﬁgH 5%/\%4“ F/NQ, 39§ 1586700 F, B8/
to 1ts correctness. Simlar inperatives present thenselves in other
el ectroni c equi pment where a stored val ue nust be cor- rect to a high
‘degr ee -of confidence and little or consi der
external backups and the i E"e #'h'egntgﬁ‘a‘u J'%%ﬁﬂﬁ ‘t"‘"é é‘f‘thg ‘?’él*e?’*"‘
machi nes, smart credit car‘deﬂhamecmumgummrisms of ingowmsatfdnect r oni c

system errpl oying a processor and storing crucial data in RAM it is
necessary-to ensure that thenﬁysézeqomlmb&hurt EovariCindl s &-&eusﬂha&ﬁﬁdm

g—};te(:;t It (I‘)]ﬁspm{'\ﬁre Isflst gg’]n'?q'pl (L:Iau gpr:l.]g@ gt ¥?‘ln'. rpoLDz?an L, and cthgegoslble
Yanr tn:urn ef powtr. 'J.'ho samc sequance of evants gccurs in the

event of tha usar turnznq off the pover switeh 41, and the
possible later return at povar due to tha usar's Euzning the

pover switch 41 back on,

Turning now to Fig. 1, thare is shown in flowchart farm a
fxagment of a typical prior art storsd prograp of the type 'vhich
might appear in a prior art systam programmed to respond te
imxinent loss of pover. 1In the fragment shovn, the entry peint
fu' assunas that & PF signal, lika that fumthe comparsteor 50 of
Fig. 2, bas changad from its normal state to the stats indicative
of imminanc loss of pover. This signal change, in many prior art
systams, is a hardware-level interrupt to the processor 21. (Of
c_eurn. in other prior art systams tha entry paint §0 represants
the event of the CPY polling the PF signal und hranching to the
entry point. Whether the branch is polled or interrupt~driven is
©of no importance to the discussion that follevs, snd for clarity
oniy the interrupt-driven case is detajiled.)

In prior—srt corputerizsd systezms the next stup undartakan
by the processor 21 is to update and/or store any crucial data,
shovn by block &1. In systams vhers there is intaraction with a
controlled nchnniellz process, black 61 slso includes steps
intanded to brihq tha mechanical precens to an orderly halt. ror
axample, wvhers tha system is 3 postage mater, the printing of
postags is brought to an ordarly cenclusion, or interruptad along
its routine, through appropriate outputs to X/0 interface 24 of

rig. 1.

- ll -
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af t'er external power is svmtched of f. The power provided during this
interval is sonetinmes called "reserve" power. The system design may have a
pomer-fallure war ni ng signal, generated by the power supply circuitry
whi ch provi des what ni ght besntimuioy tha diggusiomaf ke ary Mifie Jpr veeBTGRssOr

The design of the storegs nwmmxhorzntmcsyﬁtemahwm%l.w. REGY bARS bidkdl via
arrival of the power-fail ure war ni ng‘HSIﬂ%ﬂ ml nvokes a routine for storing
f

data to nonvol atile ne H‘b""tf’dn‘?"ﬁ"ﬁ%é%ﬁﬁﬂf'r‘l’é‘

menory. unﬁ a :tqht lo0p or pover-fail loop. In the cage vhere loss
of AC powar is final (e.g. parsiscs for some time) then the tight
loop contisues to be exezuted until the précassor 21 ceasss

functioning due to inadegquate +5V powar,

The pracise stored program giving risa ta the flowchart of
ﬂq. 3 -ny' be in any of sevaral forns depanding on the
programaing taols usad ta geperacte the code storad in the ROM 27.
In 2 language with GOTO commands, sucsh as BASIC or FTORTRAN, the
construct iz typically a lins such as 1000 GOTO 1000. 1In a
structured language asuch as € or Pascal tha sourca cods construct
&2n ba a 0O=-WHILE loop vhera the condition for continuasd
exacutien of the loop {s an axpression evaluating te T (true).

. In zsssanbly language the prograsnar may use a no-ap opcode,
folloved by a 5uup back to the mamory location containing the
no~-op. Or the progragmax may use a jump instzuction that may do
ne msora than jusp to itsalf. Finally, the prpogrammer may choase
to bhave instruction flow lead to a halt inserzuction ir available
in the instruction ser of the parcicular processor in uss; this
cholce diffars from the praviocus choicas in thar the processar is
no longer in a loop at all.

The particular programning techaique used to put the
processor in a tight loop, als® called a powar-falil loop, is not
satarial to the discussion that follovs. What is Important is to

~ consider vhat happens if pover is restored to the computerized
system 4t a time when the processor 1l is exscuting tha block 61

. 0 the flowchart portions 62 and 63. Staced plainly, the system

| appears to the usar to ba broken, The systam doss not do any of
the things it is supposed to do, because it is either stuck in

-~ 12 =
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povver fallure war ni ng signal . as just nentioned, has as one of its first
tasks the updating of crucial data. The reserve power. typically provided

by a large el ectro-
the tight loap of &1 or 61, or swon will be becmuse it is nov in

block 61.

’
The consaguences of the processor being stuck fn the tight

loop vary depanding on the use ©o which tha computerired system
iz put and the nsture of the user interaction. A fav exanples
will suffice o shav the importance of the problem.

Conzider the case vherxe the computerized system is a postage
matar. Tha ugser has psrhaps recently loaded saveral .chau.sund
dollars worth of available postaga into the metezr, and is
accustomed to deing able ta preis a key sequence at the keyboard
22 to summon up.a report of the stored postage on the display 23.
This key seguence may be invoked as often as dasired to provids a
level of confidence that the stored postage hax not been lost dus
ta, say, malfunction of the memory device containing the digital
rapresentation of the anount of postage.

In ths cass Whare pover ie restorad while ths pracecssr iz
in bBlock 61 or portions 62 nnd_ €3, the mnater is unrasponsiva.
Nothing prasied at the keyboard 21 makes snything change at the
display 23, Most disconcertingly, tha display 23 may bes locked
into shoving some previous contants, which contents do riot change

no matter which kays are prassed.

The only way the user is able to restore the matar to nozmal
function is te cut pover for scme time, sither by unplugging the
setar or by lesvang the povar switch 41 off, By doing this, the
user brings aboutr the condition of sapacitor ¢7 discharging so
far that the processor 21 no longar has s meaningful internal
state, and is no longer exscuting the storaed program,

For sipmplieity it 'u assumed that this nesns capacitor 47 is
completaly discharged, and that processor 21 is sismply unpowered.
In reality processor 21 csases having a meaningful internal
state, and stops fatching and executing instructions, long bafore
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i nterval during which reserve power is reliable exceeds by a confortable
Jsrargin the tinme required for conpletion of the data-updating routine. In

the particular case of a postage neter, for exanple, the interval during

whi ch reserve pover is reld bl SuppEhdSed i [N gpid[_%q L9 upslatg the
descendi ng regi ster as needed. The interval is also f’ong‘. nough to permf
the processor to indicat®8® Fhich B PFIEsear dnsesthds vawhes Seomopne\agddloaf i n

the midst of a postage ppiceteisty EPEiehinl), ardl chl fhacife 100e1C 26 Gt | ipbBGnt to

| atter case, upon the regl ol Al iro‘ﬁ.g_f Sgwer to the neter the processor
encounter’s the nessage ang up(fat es e descendi ng regi ster accordingly.

‘hers is shown in Fig. ¢4, In flovchart form, a fragnant of a
storsd program corrssponding to :hir. of Fig. 3, but diffaring
according to the tsachings ef the invention. In tha examplary
smbodiment this fragment forms a partion of the stored program in -
ROM 27. Refersnce designations of riq.. 4 ars asgignad to
corregspond, to0 tha sxtant pessible, to thoze of Fig. 1.

As with Fig. 2, the entry peint 60 sgsumas that the Pr
signal hzs changed from its normal state :n the state Indicative
of imminent loss of pover. In the exemplary embodiment the snery
point is a hardml;n interzupt to tha procassor 21.

As in rig. 3 tha next step undartaken by the processor 21 is
to store any crucial data and to bring sechanicasl processas to an
ordarly halt, shown by block 61. Also ma in Pig. 3, the
processor 21 does nothing in block €2. Significancly, and

' differing from prior mrt Fig. 3, in the systam of Fig. 4 control
then passes to A dacision block 64, where the condicion of the
pover-fail signal is tasted. In the cass vhers pover loss
continues to be imminent, control passas from that Block via
flovchart arrow &3 back to bleck 62, forming a lecp coxresponding
to the abova-nentioned tight loop or powver-fail loop. In the
case vhera loss of AC power is final (e.g. persists for soma
ting) then the tight loop continues to bs exscutsd until the
processor 21 ceases functioning due to inadegquate +5V powar.
Hovever, if povar has besn restored during tha activicies of
block 61, or during the time that the tight loop or pover-fail
loop of 62, 44, and &3 is baing exacuted, than the test of block
64 vill causs control to be passed to exit paint 65. Exit point

- 14 =
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data I's what to have the processor do after it has finished its required
tasks responsive to the receipt: of the power-failure warning. That is, the
re- serve power, will presumably persist for sone tine after the .

dat a- updat i ng activiti egshayes RGN ssAPLaAl Gl WesSHen Beshe, t;n%'iw 8¢ yaces

program \Wen the reserve power runs out. the processor st'ops completely
But prior to that, it | E*Y&8¢ FANFERY ‘?'Pfé‘mocessor not cause any harmto
the crucial data such as the nonvol atil e ménory, so the stored programwl |
typically put the processor?ifysee g=antdnoukEinspls spcnemd tg dissiramhsi fromes

not hi ng external |y obserysaadtaReOebstink Nafnd 0cdi@Chralcbe BEONG San3ladC Shlit %k
Thi s system vas unpowerad just prior to tha axXscution of the routineg.
All computerized systeas by dafinition have a “eold starc"
routine, whather or not it is so hamed. It is the routine that
the processer sxscutes upon application of powver. Most
processors, at powar-up, sStart with a program copncer (also
called instruction pointer) initialized to zarc, and so the
coid-geart routine is placed starting st address 00008 in the
processor's addzess space. The system of the examplazy
erbodimant daes precisaly that, as described above, with the ROM

27 scarting at QOCOH ;.n the address space.

A “warm start” routine, on the other hand, iz vritten hy the
programmer to covar the condition of the processoar rastarting st
a time vhan at lesst some of the system iz assumed to have basn
satisfacrorily powared prior to the axecution of the routipe.

{In some systems, the same routine may serve both the "waim
start” snd “gold staxt® mm-m:autiu.) Depending pn system
details, the "warm start” routine may omit csrtain power-on
formalities much as chacksunz and systam nelf~tests that would de
- disconcerting to the user or would impose undua delsy. The “warm
start” routine may also omit initialirxaticn of other systam
states (8.g. position of mechanical elaments or contents of
£f1ip~£flops) whera thosa states can be agsumed to be good dun- to
the Fact that pover vas hot reslly lost. The precise Programuing
dacisions udl.in vriting such a Pvarm start® rxoutine ax '
distinguished from a “cold start® routine are not i{mportant to
tha invention and will be readily spparant ta the proqra.--r
utilizing the ifnvention in a particular computerized system.
Naost, if not all, of the banefits of the invention's teachings

- 48 =
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G and a junp. One way that keep- ing the processor in such a
loop minimzes risk to crucial data is that few transactions take place on

t he bus, and none of th L on e. Wit sactions,
the processor into a-tight %Zg%éh o? 615 f"h'e"‘e'ven{ %g % &4 8F Jii9y & eséﬁ)}é‘ p‘b
can give rise to an anomsmé|routinecsu is exkausad tupen peawr-gp.poi Nt of view, if

external pow er is returned during the tinme that the processor is using
the reserve power. That anonmt ms-vasml.&dﬁ'xﬁpekmdxame&%maﬂ: aThe’

processor remains in thq’ Lé@% 19:\&’: 72, shown in Fig. 5, monitors the processor’s
continved funccien. The stored program of the processer 21 is
such that from tiase to time the prucessor 2) sends a signsl to
the watchdog 72 via line 71, shown in both Figs. 1 and 5 if
f.his signal fails to be raceived by the vatchdog 72 at least as
aften as 8 predeterninad fraquancy, then tha wactchdag 72 takes
action to minimize permsnant hara. In tha exanplary embodimant
in this avent the vatchdog ganeratas s reset signal coxmunicated
to the procassor 21 by lina 70, shown in both Figs. 2 and S. The
vatchdog preferably counts To a pradetermined total that
generatez the interrypt, but tha counter is clsarad upon raceipt
of the sigral of line 71 at 3 clear input of tha wactchdeg 72.
Because of tha praesence of such s watchdog 72 in tha syscea, the
"do nothing” block 62 of Fig. 4 thus must contain an inseruction
to sand thc sighal of line 7% to the watchdog 72.

Cna skilled In the art will appraciste thac whila the
taaching of thae invention has bsen illustrated in the particular
case of a computaer system vhic., acts as & postage mater, the
invantion properly construed offers its banafits €0 any
computerizad systeam whers important data or systam states are to
ba storsd to avoid their loss. 6uah computerizsd systams include
automatad teller machinas, banking terminals of all types,
vending machines, gambling machines, and voting machines. One
mkilled in the art will also sppreciate that whils tha teaching
of the invantion Nhss baen f{llustrated in the context of a
pu:i-uz axecuting s storsd progzam, tha invention offars its
benefits as vell in tha case of systeams constructed of randem
logic eircuitry whers important data or 'sys:n states are to be
stored. Thus, although a specific preferred smbodiment of the
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and does not respond to user \%board i nputs, even

tshough there i s no apparent po | oss causing this re-

sult. One way this Iockup mght cone about is a rapid

swi t chi ng 'of the equi pment thdhhaahnoaucémghq ¢
this mght come about is ajmyRRy %oss of exter rl1’aIWE’W"""""d Not be construed as

AC power. The |ockup can happen in el ther oM '\Rb’-%ay@“md in the appended clalazs.

-27 -
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warning arrived and
t.he tight |loop (i.e.

before the processor has entered
during the routine that ves data to

the nonvol atile menory), or (ii) return of ext®rnal power ““I“l"ll““l""lll"l“l
after the processor has entered the tight |oop and before BEINR} TN WS 1R 113
| oss of reserve power (i.e. during the execution of the
tight loop). In equmﬁavi ng such a design. the only

' way to free the net

the lockup is toturn it off, |eave

it off long enough for the reserve power to be exhausted.

and turn it ‘back on.

1But X heompstfernbyystaim K(X0) thavingra processor (21),

may be unaware. of th

mmi function. An -exar@ﬁa%’?&;ﬁ?ﬁcégfggﬂﬁﬁ%‘%gﬁlrnmm' (27), a first

t he pcstage neter of

ePROTREY. PRYST, $EPM 1 (AF] (4pd py second temporary
powver supply (47), the first power supply baeing powered

by an interruptable source, the sacond powar supply
providing powver for a time interval following
intarruption of the said source and loss of power in

the first powver supply, signalling means (50) for
providing a first signal indicative of loss of power

from the first power supply a second signalief “HF
indicative of restoration of power from tha first power f,'é:‘"' K
supply, the processor and program comprising
power~fail-control means inecluding :

first power fail responsive meaans responsive to
the first signal indicative of loss of power from the
first power supply for causing the processor to entar a
pover-down routine including steps in which the
processor makes no further raference to-tha nonvolatile
nemory and remains in the gaid steps until loss of
power frem the sacond powaer supply}_nndl p characieriged
.y @ anel 1o Fhat tue proes « vl ciqenar {urflgs juelv Meg

cecond restoration responsive means operative when
the procaessor is in the powar-down routine and
responsive to the second signal indicative of
restoration of power in the first power supply, for
causing the processor to exit thea powar~down routine.
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re-entered through a conpl ete power-up cycle". ' :

In electronic systems having crucial data. t gn. it is ”“‘“”“I"I“““Ill“|I||
‘desirable to minimze risk to the data during“the period el i el
of 1oss of power, and yet to avoid the probl em of system

lockup if the loss gf pQuetonputiy Wystem as claimed in claim 1, wherdil®

present invention ig, defj ol e acconpany- y
ing claims to whi cHEPE; Er*’gﬁg%“@'i%‘d §o0Fqe - ncludes means (40,41,42,43)
In the equi prent acfex deonpecs-tome tongcpubbic pawer supply. -

| ockup due to nonentary power |oss is avoided by use

of a conbi nati on of.stor aolels n . egt

o For s e $1301 ISP ' o 3, wheresn oo

whet her the power - f SRFRFRRREAR)® SOHTES A8 inFanptablg by a power switch
) {4l) actuatable by a user.

4. A computer system as claimed in claim 1, 2 or 3,
wharein the first powar supply comprisas a first
~ electrolytic capacitor (46) and/or thea sacond power
supply comprises .a second electrolytic capacitor (47)
of sufficient capacity to power the system during an
ordarly shutdown.

5. A computer system as claimed in claim 4, wharein
the first capacitor has a time constant shorter than
that of the second capacitor.

6. A computar system as claimed in any of claims 1 to
5, vherein the signalling means comprise a comparator
(50) with a first input and a second input, the first
input receiving a signal related to tha praesence of
pover from tha first pover supply, and the sacond input
recaiving a voltage depandent on the second power
supply, the output of the comparator prov.td:l.nq' an
output =ignal) (PF), one state of which is indicative of
loss of power in the first power supply, and ‘another
atate of which is indicative of rxestoration of power in
tha first power supply.
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causes the eqw pnment to return to normal function: Ac-

¢ording to the independent clains the repeated test is a um””"l
determ nation whether a power-failure warni n&9signal is no IHIIIII”"'MIH

As a consequence, nmonentary power fossed afld ¢ *

other brief interrupti Orﬁ’cdﬁ%ﬁlﬂ? SQH&E at' ¥ aimed 8R! gu*a{, mgl'af) &pwer

switch or otherw se_ are

result in undesi red‘?oc‘ﬂﬁﬁ’ﬁ n; kb porer~down routine ine “ I Stieps The
present invention ceauging the procgssori te vpdate data in the nonvolatile

i ous ways one of whigkewy]| now be described by way of

exanple with reference to the acconpanying draw ngs

i n which:
8. An electronic postage meter including a computer

system as claimed in any of claims 1 to 7, wheraein the
system further comprises a descending register in the

' Co nonvolatile memory, a keyboard (22), and postage
printing means (25), the processor baing operable to
axacute a stored program whereby postage is printed at
the postage printing means if an amount regquested by a
user by Iinputs to the keyboard is available in the
descending registar.

- 9. A power down -~ power up method for use in a
computer system (10) having a processor (21) and a
nonvolatile memory (27) containing a program including:
providing a first powaer supply (46), and a second power
supply (47) capable of providing power for a time
interval following loss of input power to the system;
povaring thae first and sacond powaer supplies by an
interruptable source? produ'cing a first signal
indicativa of loss of power in the first powar supply,
and a second signal indicative of restoration of power
in the first power supply; zesponding to tha first
signal indicative of loss of power in the first power
supply by interrupting program exscution; causing the
processor to entar a power-down routine in which the
procassor makes no furthar refarence to the nonvolatilae
memory and remains in said routine until loss of power
from the second power supply if the systam continuas to
ba provided with insufficient power from thea
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Fig unctional. bl ock djagram of a conputer

prientton "o S NIRRT g 2 s e o IR
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di agram show ng the

interruptable source: and responding to continued
presence of power from the second power supply, and to
the second signal indicative of restoration of pover in
tha first power supply, by causing the processor to
2xit the power-down loop and to resume program
aexecution. '

10. A .method as clajmed in claim 9 in which the step
of responding to the first signal indicative of loss of
power in the first power supply by interrupting program
sXecution further comprises updating data in the
nonvplatile memoxy.

11. A method as claimed in claim 9 or 10 :I.n which the
step of responding to the continuaed p::uance' of power
from the second povar supply and to tha second signal
indicative of restoration comprises a ‘warm start
routinea.

e e g
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enbodi nent : : Fig. 3 is a flowhart ‘
illustratimg—a=fTagnment of a typical pri or
art stored programincluding a tight |oop: and

Fig. 4is a flowhart illustrating a fragnent%ﬁ a stored

program corresponding to that of Fig. 3, but differing
in its inclusion 0le%&thﬂ and warm starting accordi_ng
to an enbodi nent of e I nvention.

Throughout the figures I|ke elenents have feen i n-

di cat ed where possi [GOMEEH PPRE L RETIRN ROOY

A computerized systam (10) for postage meter
responds to lmminent loss of power storing crucial
data to a safe storage area. The sygtem has a primary
powar sourca (46) and a backup pow, source (47). A
comparatar (50) is arranged t¢ provide a signal
indicative of the loss and regtoration of primary
power. The comparatoxr is respojided to in the event of
primary powar loss by the systgm entaering a power;down
routine in which the non-#olatile wmemory is not.
accessed. '

o - ————————— -
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system centers on a parallel address control, and dat
bus 20. A central processing unit (CPU) or prOcessor i
executes a stored programfrom ROM 27 by neans of

‘the usual process. initiated by power-up or by hardware
reset, whereby instructions are fetched and executed
startlng at a predeternined startlng addr.ess. In the ex-
enpl ary enbodi nent the, processor is a ctonventional 'l n-
tel 8051 processor, and execution initializes a 0000H

(hex); the address space of the pro& ssor is lald out sq
t hat address 000BM falls within the The e | ary 26 2{‘
8051 processor has Built-in RAM ang bup—ttre -1__l
stored programis of | exitly thit far nore RA
RAM INTERFACE PRINTING
| F, APPARATUS
' =G
N —1 -
v kevsoaro 722 | oiseLar |
PF .
51
. T RAM | fwp I ]
70 71 ZRAM |29 | EEPROM [—30
232 f:zés
27~y ROM :
ADDRESS 3
1 DECODER |~

e F1G. 1
40 41 4/2 - 75 45 79 a4
~ = _ +5V _+8V
- . ~ REG | REG
AG .
POWER
+ +* 50 51
- 48| 86 | 47 ___ GND
FIG. 2
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to indicate both the internal and external ROM and RAgi{

K
cealed fromthe -

Al t hough nost of the system including the bus 20, i €
speci fical.ly for

user, sone parts are designed

user interaction. These include a key- board 22. a display 23, and
sone parts of a postage print- i ng apparatus 25.
The latter is controlled by the proces- ‘sor 21 through an I/ O interface 24:
whi ch connects to the postage printing apparatus
25 by neans of a |large ' nunber .of discrete wres,
I ndi cated schematically by the six discrete '
signals 26. Al so design user interaction

PF

60 PF 60
INTERRUPT INTERRUPT
UPDATE
€1~ CcruCIAL SEoar | s
DATA DATA
DO 63
62 DO . NOTHI —
1 nNoTHING —63 62~ (RESE"-',-G
: WATCHDOG) | | POWER
FIG. 3

(PRIOR ART)

72
/
WD CLR] WATCHDOG | INT
TIMER /f —
71 ' 70
FIG. 5
| |||||||l|||||ﬁﬁ]|ﬂi|wd :
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are a power switch, not sho
a power supply, also not sh
The system of the exenplary

wn in Fig. 1,
own in Fig. 1.
enbodi nment is

i nt end-

Ro7s41-¢ 1007 -
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Background of the Invention

This invention relates genefally to handling loss of power

in a computerized apparatus, and relates more particularly to the

optimal handling of a condition of return of power following the

initiation of the handling of loss of power.

It is commonplace to use a probessor (typically a

microprocessor) under stored program control to replace or

augment functions previously performed by mechanical apparatus or

by dedicated circuitry.

The many internal states of the

processor, stored in processor registers, are lost if the

processor loses power.

chip are lost if power to the RAM chip is lost.

Similarly the contents of a volatile RAM

In many consumer

products using a processor there is no particular need to save

the processor states or RAM contents,
off cuts power to the processor and the RAM,

processor states and RAM contents are lost.

so that turning the product

and as a result the

This is the case,

for example, with most personal computers depending on the

application program

being executed.

If the user has entered data

into the RAM of the computer, to avoid losing the data the user

This Sheet Has Been Rep lace




ble brimiﬂlleetﬂagm Reandi ng register. The sys

e
Fows su rmation to be stored in ¢igh Y
both of I e nenories: a CMOS stati @5 Nov mgg |
29 havi ng [ lithiumbattery so as tof pfeserve

information in the absence of power extgmal t

tem and an electrically er l,e a R :
read-only nBREY FYP xgg.fg%(}ﬁvgﬁ %nal CLI posee to a
lect lines Fdndidit2Be Hedmo¥-pl EsuRE a8l t@OmBGletdlc RABAM) before turning
and EEPROM 30 as control |l ed by address decoder 31.

(The ot her péSithencompyterhe IRIALESS SYRIEBS oIoMenOrprbedhe RAM is made
sor 21 receive ghip;select t he S i

signal s fro%"%‘f‘f:leartgé%i’drté{?%ca cyog’ﬁnsg%‘l?{régégt%ybq%%ggt%%tery that
fromFi g. lpféder®ledrtid/ meaby tdtntadesess decoding circuitry

———y

The integrity of the stored data is threatened not only by

~ the possibility of loss of power to the memory device itself, but
also by the possibility the CPU or data bus may during loss of
power give rise to a condition that makes a spurious change to
the stored data. For example, during the nonzero time interval
during which power to the processor and address decoder drops
from nominal levels (5 VDC) to zero, there is the possibility the
CPU may execute an instruction that changes important data. This
could occur if the processor were to perform a "write"
transaction on the data bus to a harmless location, with the
address decoder (because of less-than-nominal power) incorrectly
deceding the address to some location containing crucial data.
The result would be a spurious change in the value of the crucial

data.

In many such systems the risks relating to possible loss of
" power are of little concern since inpértant information will have
been.backed up elsewhere, or is capable of being reconstructed
from other sources if necessary. Likewise the prospect of
processor malfunction or data bus or address decoder malfunction
that overwrites important information is not particularly
daunting, again because it is usually quite straightforward and
workable to let the user reconstruct important data, if suspected

of being incorrect, from a backup or other sources.

One type ér equipment typically having information stored in
nonvolatile RAM is the electronic postage meter. 1In such postage
meters the amount of postage available for printing is typically

stored in what is called the “descending register". In postage
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Before the development of electronic postage meters it was
commonplace to use mechanical meters, that is, meters in which
the.descending register is a mechanical device. In a meter
employing a mechanical register with value stored in gear
positiéns, the requirement of the descending register remaining
unchanged is satisfied by the simple fact of the gears
maintaining position with or without external electric power.
Such a meter maintains the register contents both in the face of
a normal termination of power and in the face of an accidental or

unintentional termination of power.

In recent years mechanisms having many moving parts have
been replaced with simpler mechanisms in which many formerly
mechanical functions are accomplished by a processor under stored
proéram control. In such cases, pure mechanical registers are
replaced with RAM memory. This has been the case with postage
meters and their descending registers, as in the above-mentioned

electronic postage meters.

As in other electronic.cquipment with nonvolatile memory,
with electronic postage meters there is the nonzerc probability
of loss of the information in the nonvolatile memory due to
processor, address decoder, or data bus malfunction. By
definition the amount of postage available for printing is a
particular stored value that is assumed to be correct. While the
availability of a backup copy of data is satisfactory for, say, a
word-processed document it is not very satisfactory for a postage
meter descending register. In a postage meter it should not be

within the discretion of the user to determine unilaterally, for
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backup data from some source that is within the control of the
customer. Instead, if customers and the postal authorities are
to be satisfied with the meter the stored value must have an

exceedingly high level of confidence as to its correctness.

Similar ihperatives present themselves in other electronic
equipment where a stored value must be correct to a high degree
of confidence and where it is of little or no utility to consider
external backups and the like. These include gas pumps,
automated teller machines, smar;_qredit cards, and cash

registers.

" In an electronic system employing a processor and storing
crucial data in RAM, it is necessary to ensure that the systenm
maintain its crucial data unchangéd.after the power is turned off
anﬁ.ﬁack on, even in the midst of 6£h;fioperations. The system
typically has a power supply which gives power to the processor
and other circuitry for a time interval after external power is
switched off. The pdver provided during this interval is
sometimes called "reserve™ power. The system design may have a
pbwer-failure warning signal, generated by the power supply
circuitry, which provides what might be termed an "early warning"
to the processor. The design of the stored prbgram for the
éystem typically provides that Srrival of the power-failure
wafﬂing signal invokes a routine for storing data to nonvelatile

memory or updating information in the nonvolatile memory.

The routine of the stored program that is responsive to the
power-failure warning signal, as just mentioned, has as one of
its first tasks the updating of crucial data. The reserve power,
typically provided by a large electrolytic capacitor together
with other circuitry, is designed so that the interval during

which reserve power is reliable exceeds by a comfortable margin
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interval during which reserve power is reliable exceeds the time
required to update the descending register as needed. The
interval is also long enough to permit the processor to indicate
by'a particular message that power was lost in the midst of a
postage printing obefaticn, if such be the case. In the latter
case, upon the restoration of power to the meter the processor

encounters the message and updates the descending register

accordingly.

A decision facing the designer of an electronic system
containing crucial data ié what to have the processor do after it
has finished its required tasks responsive to the receipt of the
power-failure warning. That is, the reserve power will
p;esumably persist for some time after the data-updating
activities have been completed pursuant to the stored program.
When the reserve power runs out, the processor stops completely.
But prior to that, it is desired that the processor not cause any
harm to the crucial data such as.the nonvolatile memory, so the
stored program will typically put the processor into a tight
loop, that is a loop which does nothing externally observable
other than to keep the proc.-sc-r oc:'ct:xpi.ed. This loop, often
cdlled a "power-fail” loop, may be as siﬁple as a few null
instructions and a jump. Oni way that keeping the processor in
such a loop minimizes risk to crucial data is that few
tfansactions take place on the bus, and none of the transactions

are write transactions.

Putting the prdcessor into a tight loop prior to the
eventual loss of reserve power can give rise to an anomalous
result, from the user’'s point of view, if external power is
returned during the time that the processor is using the reserve

power. That anomalous result is lockup of the equipment. The
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fhe lockup can happen in either of two ways -- (1) return of
external power after the power-failure warning arrived and before
the processor has entered the tight loop (i.e. during the routine
that saves data to the nonvolatile memory), or (ii) return of
external power after the processor has entered the tight loop and
before loss of reserve power (i.e. during the execution of the
tight loop). In equipment having such a design, the only way to
free the meter from the lockup is to turn it off, leave it off
long 'enough for the reserve power to be exhausted, and turn it
back on. But the user may not know this, or may be unaware of
the cause and so only perceive a malfunction. An example of such
a'loop may be seen in the pcstagé métér of U.S. Pat. No.
4,675,841 at col. 14, line 59. Iﬁ.that system, "{t]lhe main
pfogram can only be re-entered through a complete power-up

cycle".

In electronic systems having crucial data, then, it is
desirable to minimize risk to the data during the period of loss
of pover, and yet to avoid the problem of system lockup if the

loss of power is brief.
Bummary of the Invention

In the equipment according to the invention, the lockup due
to momentary power loss is avoided by use of a combination of
stored program and hardware. A test performed in the tight loop
checks repeatedly to see whether the power-failure condition
comes no longer to be present, and if that is the case the stored
program causes the equipment to return to normal function. The

repeated test can be a determxnatxon whether a power-failure
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Brief Deacription of the Drawings

An exemplary embodiment of the invention is described with

reference to drawings, of which:

Fig. 1 is a functional block diagram of a computer sys-zm in

accordance with the invention:

Fig. 2 is a functional block diagram showing the power

supply for the system of the exemplary embodiment;

Fig. 3 is a flowchart illustrating a fragment of a typical

prior art stored program including a tight loop; and

Fig. 4 is a flowchart illustrating a fragment of a stored
program corresponding to that of Fig. 3, but differing in its
inclusion of testing and warm starting according to the

invention.

Throughout the figures, like elements have been indicated

where possible with like reference numerals.

Detailed Description of the Embodiment

Referring to Fiqure 1, an exemplary postage meter system
centers on a parallel address, control, and data bus 20. A
central processing unit (CPU) or processor 21 executes a stored
program from ROM 27 by means of the usual process, initiated by
power-up or by hardware reset, whereby instructions are fetched
and. executed starting at a predetermined starting address. In.
the exemplary embodiment the processor is a conventional Intel
8051 processof, and execution initializes at 0000H (hex): the

address space of the processor ié laid out so that address O00OOH
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Although most of the system, including the bus 20, is
coﬁcealed from the user, some parts are designed specifically for
user interaction. These include a keyboard 22, a display 23, and
some parts of a postage printing apparatus 25. The latter is
controlled by the processor 21 through an I/O interface 24, which
connects to the postage priﬁtinq apparatus 25 by means of a large
number of discrete Qires, indicated schematically by the six
discrete signals 26. Also designed for user interaction are a
p;wer switech, not shown in Fig. 1, forming part of a power

supply, also not shown in Fig. 1.

The system of the exemplary embodiment is intended for use
as a sophisticated and reliable postage meter. As mentioned
above it is necessary to stére crucial information such as the
amount of postage remaining to be printed -~ the descending
register. The system 10 allows such crucial information to be
stored in either or both of two nonvolatile memories: a CMOS
stétic RAM 29 having a dedicated lithium battery so as to
preserve information in the absence of power external to the
s?sfem, and an electrically erasable programmable read-only
memory (EEPROM) 30. Conventional chip-select lines 32 and 33
activate one or another of RAM 29 and EEPROM 30 as controlled by
address decoder 31. (The other residents in the address space of
thﬁ processor 21 receive chip-select Snd other address decoding
signals from other address decoding circuitry omitted from Fig. 1
for clarity, and the address decoding circuitry is of known

deéign.)

Turning now to Fig. 2, there is shown in functional block

diagram form the power supply for the system 10. AC power is
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to a regulator 43. The regulator 43

provides a +24V DC level at a first electrolytic capacitor 4.

The AC power cord 40,
constitute a typical

system.

lower voltage due to the voltage drop of diode 45.

switch 41, rectifier 42 and regulator 43

interruptible source of power for a computer

A second electrolytic capacitor 47 carries a somewhat

A second

regulator 49 drops the +24V to high quality +5V at a line 44.

In many simple computerized systems a single electrolytic.

capacitor provides fi

circuitry like that o

ltering in combination with regulator

f regulator 43. 1In the supply of Fig. 2,

however, the two electrolytic capacitors 46 and 47 are provided,

disposed as shown in
éuppiies respectively

power supplied to the

The "downstream"
large.in value, large
circuitry for several

at the power cord 40.

Fig. 2, acting as first and second power
during significant fluctuations in the AC

systemn.

second capacitor 47 is chosen to be quite
enough to power the processor and related
hundred milliseconds after loss of AC power

In the event of loss of AC power at the

power cord 40, the capacitor 46 discharges with a time constant

determined by the size of the capacitor 46 and the impedance of

the surrounding circu

itry; shown generically as a resistor 48.

fhe time constant is selectad to be very short, so that the

éaﬁicitor 46 discharges far faster than the capacitor 47.

feduéed voltage level

indicative of the loss of power.

A
on the capacitor constitutes a first signal

A comparator 50 constantly

compares voltages that depend on the relative conditions of the

two capacitors, so that a signal PF at a line 51 out of the

comparator gives several hundred milliseconds of advance warning

of imminent power failure.
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power-fail signal has been generated is also annunciated to the

processor. The arrangement of Fig. 2 provides such annunciation
of return of power. If'Ac power is restored at a time when the
capacitor 47 has not yet been discharged (i.e. the processor 21
is still fuﬁctioning) then the capacitor 46.is again fully

éharged, its restoration to full charge provides a second signal

indicative of the restoration of power.

Contemporanecusly therewith the capacitor 47 is likewise
returned to a state of full charge through the diode 45.
Réspéhding to the increased voltage on the capacitor 46, the
compafator 50 changes to its other autput value, and the
prbbessor. not shown in Fig. 2, is able to take account of this

transition in the value of the PF signal.

One skilled in the art will ;ﬁpreciate that while the
arrangement of Fig. 2 uses a single line to convey to the
processor both the imminent loss of power and the restoration of
power, the system would also offer the benefits described herein
if separate lines carried the two types of information. For -
example, one comparator or equivalent circuit could provide the
intefrﬁpt to the processor indicativg of imminent loss of power,
while ‘a separate circuit, implemented with a comparator or
similar circuitry, could provide a discrete signal indicative of
restoration of power. The latter signal could be an interrupt or
would preferably be polled by the'processor. One skilled in the
art will also appreciate that for the benefits described herein

it is not necessary that the two signals change state

simultaneously. To minimize component count and simplify design,
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' the case of loss of power at the power cord 40, and the possible

later return of power. The same sequence of events occurs in the
‘event of the user turning off the power switch 41, and the
possible later return of power due to the user's turning the

power switch 41 back on.

:Turning now to Fig. 3, there is shown in flowchart form a
fragment of a typical prior art stofed,program of the type which
might appear in a prior art system programmed to respond to
imminent loss of power. In the fragment shown, the entry point
60 assumes that a PF signal, like that for the comparator 50 of
Fig. 2, has changed from its normal state to the state indicative
of imminent loss of power. This sighal change, in many prior art
systenms, is a hardware-leval interrupt to the processor 21. (Of
course, in other prior art systems the entry point 60 represents
the event of the CPU polling the PF signal and branching to the
.entry point. Whether the branch is polled or interrupt-driven is
of no importance to the discussion that follows, and for clarity

only the interrupt-driven case is detailed.)

In prior-art computerized systems the next step undertaken
by the processor 21 is to update and/or store any crucial data,
shoyn by block 61. .In systems where there is interaction with a
controlled mechanical process, block 61 also includes steps
intended to bring the mechanical process to an orderly halt. For
example, where the system is a postage meter, the printing of
pésﬁagé is brought to an orderly conclusion, or interrupted along
its routine, through appropriate outputs to I/O interface 24 of

Fig; 1,
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of Fig. ]-flowchart arrow 63 back to block 62, forming what is sometimes

called a tight loop or power-fail loop. In the case where loss
of AC power is final (e.g. persists for some time) then the tight
loop continues to be executed until the processor 21 ceases

functioning due to inadequa;e +5V power.

The precise stored program giving rise to the flowchart of
Fig. 3 may.be in any of several forms depending on the
programming tools used to generate the code stored in the ROM 27.
In a language with GOTO commands, such as BASIC or FORTRAN, the
construct is typically a line such as 1000 GOTO 1000. In a
structured language such as C or Pascal the source code construct
qaﬂ be a DO-WHILE loop where the condition for continued
execﬁtion of the loop is an expression evaluating to T (true).
In assembly language the programmer may use a no-op opcode,
followed by a 5ump back to the memory location containing the
no-op. Or the programmer may use a jump instruction ﬁhat may do
no more than jump to itself. Finally, the programmer may choose
to have instruction flow lead to a halt instruction if available
in Ehe instruction set of the particular processor in use; this
choxce dltfers from the prcvious cholices in that the processor is

no lcnqer in a loop at all.

The particular programming technigque used to put the
processor in a tight loop, also called a power-fail loop, is not
material to the discussion that follows. What is important is to
consider what happens if power is restored to the computerized
systen at a time when the processor 21 is executing the block 61
or the flowchart portions 62 and 63. Stated plainly, the system
appears to the user to be broken. The systém does not do any of

the -things it is supposed to do, because it is either stuck in
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The consequences of the processor being stuck in the tight

loop vary depending on the use to which the computerized system

is put and the nature of the user interaction.

A few examples

will suffice to show the importance of the problem.

Consider the case where the computerized system is a postage

meter. The user has perhaps recently loaded several thousand

dollars worth of available postage into the meter, and is

accustomed to being able to press a key sequence at the keyboard

22 'to summon up a report of the stored postage on the display 23.

This key sequence may be invoked as often as desired to provide a

level of confidence that the stored postage has not been lost due

to, say, malfunction of the memory device containing the digital

representation of the amount of postage.

In the case where power is restored while the processor is

in block 61 or portions: 62 and 63, the meter is unresponsivae.

Nothing pressed at the keyboard 22 makes anything change at the

display 23.

Most disconcertingly, the display 23 may be locked

into. showing some previocus contents, which contents do not change

no matter which keys are pressed.

The only way the user i{s able to restore the meter to normal

function is to cut power for some time, either by unplugging the

meter or by leaving the powef switch 41 off.

By doing this, the

user brings about the condition of capacitor 47 discharging so

far that the processor 21 no longer has a meaningful internal

state, and is no longer executing the stored program.

For simplicity it is assumed that this'means capacitor 47 is

completely discharged, and that processor 21 is simply unpowered.

In reality processor 21 ceases having a meaningful internal

state, and stops fetching and executing instructions, long before
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on the programm ng tools used to generate the code
stored in the ROM 27. In a |l anguage with GOTO com
mands, .such ase PpAGRE suppEORT AN 1tshtS\E pover uwin drops to zero. The Tevel
typicall'y a line such as 1000 GO'[d'O 10@8. In a structured del of
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can be a DO—WA‘EESEP% WRE' Redte af@Nehd ip@Bcf4Y 16081 is not important to
ti nued execution of the loop is an expression eval uating

to T (true). the lassenbisgusabefirage t he progranmer may
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“here is shown in Fig. 4, in flowchart form, a fragment of a
stéred program corresponding to that of Fig. 3, but differing
according to the teachings of the invention. In the exemplary
embodiment this fragment forms a portion of the stored program in
ROM 27. Reference designations of Fig. 4 are assigned to

correspond, to the extent possible, to those of Fig. 3.

As with Fig. 3, the entry point 60 assumes that the PF
signal has changed from its normal state to the state indicative
of imminent loss of power. In the exemplary embodiment the entry

point is a hardware interrupt to the processor 21.

As in Fig. 3 the next step undertaken by the processor 21 is
to store any crucial data and to-bfing mechanical processes to an
orderly halt, shown by block 61. Also as in Fig. 3, the
processor 21 does nothing in block 62. Significantly, and
differing from prior art Fig. ﬁ. in the system of Fig. 4 control
then passes to a decision block 64, where the condition of the
power~-fail signal is tested. 1In the case where power loss
continues to be imminent, control passes from that block via
flowchart arrow 63 back to block 62, forming a loop corresponding
to the above-mentioned tight loop or power-fail loop. In the
case where loss of AC power is final (e.g. persists for some
time) then the tight loop continues to be executed until the
processor 21 ceases functioning due to inadequate +5V power.
Hohever, if vower has been restored during the activities of
biock 61, or during the time that the tight loop or power-fail
loop of 62, 64, and 6] is being executed, then the test of block

64 will cause control to be passed to exit point 65. Exit point
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use: this clgeiraadi £ & SolepMddnewpie\Geans alaicife, | ith WAAEh the system
the processor is no longer in a loop at all.
The parti cukatugnsofe amarmad fundviPiue used to put

the processor in a tight loop. also called a pomef fail | oop,
is not material pfauthe i §€“S§JuQ nk h.f?st sbOhA £ tovﬁ'?gtir@u'igﬁ from a
portant is to consider mhat happens i f power Is restored

to the conptiteXd seadrsysoehimg. aThentcolideatatte! protimns @issumes that the

system was unpowered just prior to the execution of the routine.
All computerized systems by definition have a "cold start®
routine, whethe; or not it is so named. It is the routine that
the processor executes upon application of power. Most
processors, at power~up, start with a program counter (also
calleﬁ instruction pointer) initialized to zero, and so the
cold-start routine is placed starting at address 0000H in the
prbcessor's address space. The system of the exemplary
embo§iment does precisely.that, as described above, with the ROM

27 starting at .0000H in the address space.

A "warm start” routine, on the other hand, is written by the
programmer to cover the condition of the processor restarting at
a time when at least some of the system is assumed to have been
satisfactorily powered prior to the execution of the routine.

_(In some systems, the same routine may serve both the “warm
start" and "cold start" eventualities.) Depending on system
details, the "warm start" routine may omit certain ﬁower-on
formalities such as checksums and system self-tests that would be
disconcerting to the user or would impose -undue delay. The "warm
start” routine may also omit initialization of other system
states (e.g. position of mechanical elements or contents of
flip-flops) where those states can be assumed to be good due to
the fact that power was not really lost. The precise programming
decisions made in writing such a "Qarm start" routine as
disﬁinguished from a "cold start" routine are not important to
the invention and will be readily apparent to the programmer
utilizing the invention in a particular computerized system,

Most, if not all, of the benefits of the invention's teachings
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61. The consequences of 'ng
stuck in  are available even if the tédre dfi hhock Gapoyariy. depeéuhs1g00Ehél1e use
to which the conputerized systemis put and the
nature of tHamggeutine as is executed upon powerqUpreraction. A few exanpl es
will suffice to showthe im portance of the
problem - In the system according to the exemplary embodiment a

watchdog circuit 72, shown in Fig. S, monitors the processor's
continued function. The stored program of the processor 21 is
éuch-that from time to time the proceséor 21 sends a signal to
the-watchdog 72 via line 71, shown in both Figs. 1 and S: if
this signal fails to be received by the watchdog 72 at least as
often as a predetermined frequency, then the watchdog 72 takes
action to minimize permanent harm. In the exemplary embodiment
in this event the watchdog generates a reset signal communicated
to the processor 21 by line 70, shown in both Figs. 1 and 5. The
watchdog preferably counts to a predetermined total that
generates the interrupt, but the counter is cleared upon receipt
of the signal of line 71 at a clear ;nput of the watchdog 72.
Because of the pfesence'of such a watchdog 72 in the system, the
"dd‘hothing" block 62 of Fig. 4 thus must contain an instruction

to send the signal of line 71 to the watchdog 72.

One skilled in the art will appreciate that while the
téaching of the invention has been illustrated in the particular
case of a computer system whic.. acts as a postage meter, the
invention properly construed offers its benefits to any
computerized system where 1mportant.data or system states are to
be stored to avoid their loss. Such computerized systems include

- automated teller machines, banking terminals of all types,
vending machines, gambling n;chines. and voting machines. One
skilled in the art will also appreciate that while the teaching
of the invention has been illustrated in the context of a
processor executing a stored progfam, the invention offers its
benefits as well in the case of systems constructed of random
logic circuitry where important data or system states are to be

stored. Thus, although a specific preferred embodiment of the
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mal functi on of the menory device
containing the digital representation of the anmount of

post age. - 1§ Lthe case where power is restored
whil e the proc- essor is in block 61 or portions
62 and 63, thewgetELin:s unr esponsi ve. Not hi ng

pressed at the keyboard 22 makes anyt hi ng change

i spl 2y 23" may oo FOAKEETPIY Hakemeving a processor, and SRRl Y. 11¢
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no matter which keys are pressed. ) The only
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by an interruptable source, the second power supply providing
power for a time interval following interruption of the source
and loss of power in the first power supply, signaling means for
providing a first signal indicative of loss of power in the first
power supply and a second signal indicative of restoration of
power in the first power supply, said processor and program

comprising power-fail-control means including:

first power fail responsive means responsive to the first
§ignal indicative of loss of power in the first power supply for
caus%ng the processor to enter a power-down routine including
steps in which the processor makes no-further reference to the
nppvglgtile memory and remains in said steps until loss of power

from said second power supply: and

second restoration responsive operative when the processor
is in the power-down routine and responsive to the second signal
indicative of restoration of power in the first power supply, for

causing the processor to exit the power-down routine.

2. The computer system of claim 1 wherein said
interruptable source includes means for connection to a public

ﬁowér supply.

3. The computer system of claim 1 wherein said
interruptable source is interruptable by a power switch actuable

by a user.

-4. The computer system of claim 1 wherein said second power

supply comprises an electrolytic capacitor of sufficient capacity

REPLAGEMENT SHEET

to power the system during an orderly shutdown.

|
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it is assuned tl‘?at ?‘hl S % gglsr Cgstem of claim 1 wherein the fu’gt? po%:hgp i s

conpl etely. ghﬁgiyaelﬂﬁkzéﬂadatf&ﬂthﬁ&osfﬁﬂﬁiblﬁﬁad fapacitor having a time
sinply unpower.ed. In reality processor 21 ceases having
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cuting i nstry LP’O | ong before the power supplied to its +5V power pin
drops to zero he Ievel at which the proc- essor

does this varles from one nodel of processor to
6. The computer system of claim 1 wherein said system is an

electronic postage meter, said system further comprising a
descending register in the nonvolatile memory, a keyboard, and a
postage printing means, the processor executing a stored program
whereby postage is printed at the postage printihg means if an
amount requested by a user by inputs to the keyboard is available

in the descending register.

7. The computer system of claim 1 wherein the signaling
meané comprises a comparator with.a first input and a second
inbut, the first input receiving the a signal related to the
presence of the first power supply, and the second input
receiving a voltage dependent on the second power supply, the
output of the comparator providing an output signal a state of
which is indicative.of loss of power in the first power supply,
and another state of which is indicative of restoration of power

in the first power supply.

8. The computer system of claim 7 wherein the second power
supply comprises an electrolytic capacitor of sufficient capacity

to power the system during an orderly shutdown.

9. The computer system of claim 1 wherein the power-down
routine includes steps causing the processor to update data in

the nonvolatile memory.

10. A power down, power up method for use in a computer
system having a processor, nonvolatile memory containing program;
providing a first power supply and a second power supply capable
of providing power for a time interval following loss of input

power thereto, powering the first and second power supplies by an
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of Fig.

fl omcha mu Eml(mllll st or progs am
corresp 3, but differing
according to the teachings of the iny - tion. In
t he exenpl ary enbodi ment this fragment Torns a

portion of the stored programin ROM 27. Reference
designations of Fig. 4 are assigned to correspond. to the

extent posgihle it 1986x8L, Rifbauding a first signal a state of which

is indicative of loss of power in the first power supply, and a
second signal a state of which is indicative of restoration of
power in the first power supply, responding to the state of the
first sigﬁal indicative of loss of power in the first power

supply by interrupting program execution,

causing the processor to enter a power-down routine in which
the processor makes no further reference to the nonvolatile
memory and remains in said routine until loss of power“from said
second power supply if the system continues to be provided

insufficient power from the interruptable source; and

responding to continued presence of power from said second
power supply, and to the second signal indicative of restoration
of power in the first power supply, by causing the processor to

exit the power-down loop and to resume program execution.

11. The method of claim io in which the step of responding
to the first signal indicative of loss of power in the first
power supply by interrupting program execution further comprises

updating data in the nonvolatile memory.

12. The method of claim 10 in which the step of respondihg
to the continued presence of power from said second ﬁower supply
and .to the second signal indicative of restoration comprises a

warm start routine.

REPLACEMENT SHEET
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As with Fig. 3, the entry point 60

assunesl5$wa}h53&mkqmmmd ' : PF signal has changed fromits
nor mal ﬂBﬂHI ate i ndi cative of inmm nent
| oss of exenplary " enbodi nent the
entry point is: a hardmare interrupt to the

processor 21. - 21 - Asin Fig. 3 the next step
undertaken by the proces- sor 21 is to store any
crucial data and to bring nmechani cal processes

to an orderly halt showchup®ter kpéWER AFSLL BRETURN LOP

Abstract

A computerized system is of the type that responds to
imminent losé of power by storing crucial data to a safe storage
area. In the system, lockup caused by the system entering a
tight loop awaiting power loss, is avoided by a combination of
stored program and hardware. A test performed in the tight loop
checks repeatedly to see whefher the power-failure signal comes
no longer to be present, and if that condition occurs the stored
program causes the meter to return to normal function. As a
consequence momentary.pbwer losses and other brief interruptions,
whether due to user manipulation of the power switch or

otherwise, are much less likely to result in undesired lockup of

the system.
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back to bl ock 62, forming a | oop corresponding to thg HREPLACEMENT SHEET
above-nentioned tight |oop or power-fail loop. In thg
case where | oss of AC power is final (e.g. persists f
sone tine) then the tight |oop continues to be execuf
until the processor 21 ceases functioning due to inagle-
quate +5V power. However, if power has been restoredl _
during the activities of block 61, or during the tine that

——
..

T v g e

10 ' 20 24 26 25
\\ \ \ 1 \
' " POSTAGE
28~ 1/0
21 ' ]
]
CPU KEYBOARD [~ 22 pispLay 22
PF
51 .
INT RAM WD 1 | |
70 71 ZRAM |29 EEPROM |30
32 33
27~ ROM ADDRESS 3
1
DECODER [
FIG. 1
a0, 4 42 43 45 79 aa
/ A +5V \ +5v

] S f :j:~ M REG ' ’Z' REG -
AC. _ A .
POWER . a1

FIG. 2

-



the tight |o

| oop of 62, 64. and 63 is being

mFrdfaH
execut edy; 2 ““of block 64 will cause control to
be passehl | t 65. Exit point 65 leads to a
so-calle routine, in which the systen1re-
turns to normal function. — . T
routine is so naned to distinguish RH%ACEM nsﬂ Ekd d
start" routine. The "cold start" routiRe-as-
sunes that the system was unpowered just prior to the exncgts ﬁ@vomhe
routine. Al conputerized systens by def|n|
have a "cold start” routine, whether or not it is '
so naned. It is the routine that the processor executeaﬁ_” .upon appllcatlon
of power. Most processors, at pow er-up,
with a program counter (also called instruc-
60 PF 60
INTERRUPT INTERRUPT
UPDATE A
61~ cRruciaL CRUCIAL |—8!
DATA DATA
- DO 63
62~ Do 63 N —
NOTHING | [ 62— NOTHING |
: WATCHDOG) POWER
1 FAILED
64
FIG. 3
(PRIOR ART)
POWER NOT
FAILED
65 -
FIG. 4
72
/
WD  CLR{ WATCHDOG | INT
TIMER ﬁ_"
4 70
FIG. 5
i 3 £y oo
i - B %
e ¢




tion p@mg@@&)hgg&ﬁ libed to zero. and so the cold-start-rou- Teresgr-¥ sies

tJne S 2 g at address 0000H in the proces-
- sor' *ﬂ B& he:system of the exenplary em

bodlnen y that. as described above, with

t he ROM 27 startlng at 0000H in the address space.

A "warmstart" routine, on the other kaRd, -is witten

by the programmer to cover the condition of the proces-
sor restarting at a time when at | east sone of the system

i's assumed to have been s§PM?pEFBoPPWFRpEﬁéPeBEﬁpRUr 23]
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Abstract

A computerized system is of the type that responds to

immirent loss of power by storing crucial data to a safe storage

Y area. In.the system, lockup caused by the system entering a
tight loop Awaiting power loss, is avoided by a combination of
stored program and.hardware. A test performed in the tight loop
checks repeatedly to see whether the power-failure signal comes
no longer to be present, and if that condition occurs the stored
program causes the meter to return to normal function. As a
consequence momentary power losses and other brief interruptions,
vhether due to user manipulation of the power switch or

otherwise, are much less likely to result in undesired lockup of

the system.
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Description

This invention relates generally to handling loss of
power in a computerized apparatus, and relates more
particularly tothe optimal handling of a condition of return
of power follcwing the initiation of the handling of loss of

. power.

Itis commonplace to use a processor (typically a mi-
croprocessor) uncer stored program control to replace
or augment furctions previously performed by mechan-.
ical apparatus or by decicated circuitry. The many inter-
nal states of the grocessor. stored in processor registers,
are lost if the precesscr loses power. Similarly the con-
tents of a volatile RAM chip are lost if power to the RAM
chip is lest. In many consumer products using a proces-
sor there is no particular need to save the processor
states or RAM centents. so that turning the product off
cuts power to the precessor and the RAM, and as a result
the processor states and RAM contents are lost. This is
the case, for example. with most personal computers de-
pending on the application program being executed. If
the user has entered data into the RAM of the computer,
to avoid losing the data the user must typically explicitly
invoke a routine for storing data to a nonvolatile memory
(such as to a magnetic medium) before turning off the

- computer. In other systems some or all the RAM is made
nonvolatile. typically by providing a backup battery that
preserves the memory contents.

The integrty of the stored data is threatened not only
by the possibility of loss of power to the memory device
itself, but also by the possibility the CPU or data bus may
during loss of pcwer give rise to a condition that makes
a spurious change to the stored data. For example, dur-
ing the nonzero time interval during which power to the
processor and address decoder drops from nominal lev-
els (5 VDC) to zero. there is the possibility the CPU may
execute an instruction that changes important data. This
could occur if the processor were to perform a “write*

15 JUN 1998



system states (e.g. position of nechanical elenents or :
:cgnt ents of fl i(p- ?I oBs) where those states can be as- REPLACEMENT SHEET
sunmed to be good due to the fact that power was not

really lost. The precise progranm ng deci sions made in

witing such a "warmstart"” routine as distinguished from

a "cold start" routine are not inportant 26 the invention

and will be readily appansaationcon e datadusios hatlesgilegation, with
_tpe i tnvelnlt i onf i tnhg Egrtwep@baressowu?@éri I(B@l:@}é'ét ?Mm IeH?-Stt\an-nominal
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ment a watchdog circuit 7 nimpvguchrsybtegns the nekd talating teepossible
loss of power are of little concern since imporiant infor-
mation will have been backed up elsewhere. or is capa-
ble of being reccnstructed from other sources if neces-
sary. Likewise the prospect of processor malfunction or
data bus or address decoder malfunction that overwrites
imponant informzation is not particularly daunting, again
because it is usuzlly quite straightforward and workable
to let the user reconstruct important data. if suspected of
being incorrect. from a backup or other sources.

One type cf equipment typically having information
stored in nonvclatile RAM is the electronic postage me-
ter. In such posiage meters the amount of postage avail-
able for printing is typically stored in what is called the
"descending register”, In postage meters it i1s important

that the cescencing register is to be stored in such a way
that there is minimal likelihocd of the user printing post-
age which has nct been paid for. For example, when the
meter is turned off and later turned back on. the descend-
ing register is to have an unchanged value.

Before the development of electronic postage me-
ters it was commonplace to use mechanical meters. that
is. meters in which the descending register is a mechan-
ical device. In a meter employing a mechanical register
with value stcred in gear positions, the requirement of
the descending register remaining unchanged is satis-

- fied by the simple fact of the gears maintaining position
with or without external electric power. Such a meter

REPLACEMENT SHEET maintains the register contents both in the face of a nor-

" mal termination of power and in the face of an accidental
16 JUN 1998 | or unintentional termination of power.

In recent years mechanisms having many moving

parts have been replaced with simpler mechanisms in
which many formerly mechanical functions are accom-
plished by a processor under stored program control. In
such cases, pure mechanical registers are replaced with
RAM memory. This has been the case with pcstage me-
ters and their descending registers. as in the abcve-men-
tioned electronic postage meters.




prdcessor' s continued function. The stored program of . REPLACEMENT SHEET
the processor 21 is such that fromtine to tine the proc- '
essor 21 sends a signal to.the watchdeg 72 via line 71,

shown in both Figs. 1 and 5. if this signal fails to be re-

ceived by the watchdog 72 at least as often as a prede-

term ned frequency, then the watchdog 72-takes action

to mnimze permanent har msld diRer SIRIBhR %qh - with nenvolatile

ni i 2 sk
Communi cat ed 1o the proiarel: SIS hoices melel Toem B 1 and 5

The wat chdog pr ef er abl Y"¥EE grabgbyity of loss of the informaticn in the nopr edet er i ned
total that generates twoldti¢ eraropty, dirito phecessor Giduress décadeeadred upon

recei pt of the signal ofathitg mdiféHcuon. By defintion the amount of pos®- C! €ar input

of the watchdog 72. Becpyse AhokEr Blifiig is a particular stored value that
is assumed to be correct. While the availability of a back-

..up ccpy of data is satisfactory for. say, a word -processed

document it is not very satisfactory for a postage meter
descencing register. In a postage meter it should not be
within the discretion of the user to determine unilateralily,
for example, that the descending register contents in the
nonvciatile RAM are tc be igncred and cverwritten with
suppesedly correct backup data from scme source that
is within the control of the customer. Instead. if custcmers
and the postal authorities are to be satisfied with the me-
ter the stored value must have an exceecingly high level
of confidence as to its correctness.

Similar imperatives present themselves in cther
electronic equipment where a stered value must be cor-
rect to a high degree of confidence and where itis ¢ little
or no utility to consider external backups and the like.
These include gas pumps. automated teller machines,
smart credit cards. and cash registers.

In an electronic system employing a processor and
storing crucial data in RAM. it is necessary to ensure that
the system maintain its crucial data unchanged after the
power is tumed off and back on, even in the midst of other
operations. The system typically has a power supply
which gives power to the processor and other circuitry
for a time interval after external power is switched off.
The power provided during this interval is sometimes
called “reserve” power. The system design may have a

power-failure warning signal. generated by the power
supply circuitry. which provides what might be termed an

*early warning" to the processor. The design of the stored -
program for the system typically provides that arrival of
the power-failure waming signal invokes a routine for
storing data to nonvolatile memory or updating informa-
tion in the nonvolatile memory.

REPLACEMENT SHEET
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ence of such a watchdog 72-in the system the "do noth- RHQAQEMENTSHEEF
sing" block 62 of Fig. 4 thus nust contain an instruction

to send the signal of line 71 to the watchdog 72.

One skilled in the art will appreciate that while the

teaching of the invention has been illustrated in the par-

ticular case of a conputer systemwhic.- &aGts as a post-

age neter, the invention properly construed offers its

benefits to any conput eri zedlfey/stutimewhdrestionabp fognam that is respcnsive

data or system states argolife pRwdrdafdel Wad¥R] SidhBfids |uesfnenticned,
Such conputerized systemg el 4he oRHL QPR EEks! fie! (¥dating of crucial data.
The reserve power. typically proviced ty a large electro-
lytic capacitor tcgether with other circuitry. is designed
sothat the interval during which reserve pcwer is reliable
exceeds by a comioriable margin the time required for
completion of the data-updating routine. In the particular
case of a postage meter, for example, the interval during
which reserve power is reliable exceeds the time re-
quired to update the descending register as neeced. The
interval is also long enough to permit the precessor to
indicate by a particular message that power was lost in
the midst of a pestage printing cperaticn, if such be the
case. In the latter case, upcn the restoration cf power to
the meter the prccesscr encounters the message and
updates the descending register accerdingly.
A decision facing the designer of an electrcnic sys-
tem containing crucial data is what to have the prccessor
do after it has finished its required tasks responsive to
the receipt of the power-failure warning. That is, the re-
serve power will presumably persist for some time after
the data-updating activities have been completed pursu-
ant to the stored program. When the reserve power runs
out. the processor stops completely. But prior to that, it
is desired that the processor not cause any ham to the
crucial data such as the nonvolatile memory, so the
stored program will typically put the processor into a tight
loop. that is a loop which does nothing extemally observ-
able other than to keep the processor occupied. This
locp. often called a "power-fail" loop. may be as simple
. as afew nullinstructions and a jump. One way that keep-

ing the processor in such a loop minimizes risk to crucial
- data is that few transactions take place on the bus, and
. none of the transactions are write transactions.

Putting the processor into a tight loop prior to the
eventual loss of reserve power can give rise to an anom-
alous result. from the user's point of view, if external pow-
er is retumed during the time that the processor is using
the reserve power. That anomalous result is lockup of
the equipment. The processor remains in the tight loop,
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~ -14- nmachines. banki ng t.erm' nals of all types, vending ma- chines,
ganbl i ng machi nes. and voting machines. One skilled in t h@ERLACEMENT SHEET

appreciate that while the teach-

ing of the invention has been illustrated

in the context of a processor executing a stored program the invention

offers its benefits as well in the case of systens con-

-5 -
and does not respond 1o user keyboard inputs, even
though there is no apparent power loss causing this re-
sult. One way this lockup might come about 1s a rapid
swilching of the equipment off and back on. Another way
this might come about is a momentary loss of external
AC power. The lockup can happen in either of two ways
-- (i) return of external power after the power-failure
warning arrived and before the processor has entered
the tight loop (i.e. during the routine that saves data to
the nonvolatile memory), or (ii) return of external power

after the processor has entered the tight loop and before
loss ct reserve power (i.e. during the execution of the

tight lcop). In equipment having such a design. the only
way tc free the meter from the lockup is to turn it off, leave
it off icng enough for the reserve power o be exhausted.
and tum it back cn. But the user may not kncw this. or
may te unaware of the cause and so cnly perceive a
malfunction. An example of such a lcocp may be seen in
the pcstage meter of U.S. Pat. No. 4,675,241 at col. 14,

. line £2. In that system, *[t]he main program can cnly be

re-entered through a complete power-up cycle®.

In electronic systems having crucial cata. then, it is
desiratle to minimize risk to the data during the pericd
of less cf power, and yet to avoid the problem cf system
lockup it the loss of power is brief. _

The present invention is defined in the accompany-
ing claims to which reference should now be made.

in the equipment according to the invention, the
lockup due to momentary power loss is avoided by use
of a combination of stored program and hardware. A test
performed in the tight loop checks repeatedly to see

~ whether the power-failure condition comes no longer to

be present, and if that is the case the stored program
causes the equipment to return to normal function. Ac-
cording to the independent claims the repeated test is a

REPLACEMENT SHEET
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determination whether a power-failure waming signal is
no longer present. As a consequence, momentary power
losses and other brief interruptions, whether due to user
manipulation of the power switch or otherwise, are much
less likely to result in undesired lockup of the meter.
The present invention can be put into practice in var-
ious ways one of which will now be described by way of
example with reference to the accompanying drawing§

in which:



structed of randomlogic circuitry where inportant data or system states
are to be stored. Thus, although a spe- cific preferred gIHRACERMENTSHEENE
i nvention has been de- scribed, this should not be construed as I|n1t|ng
t he scope of invention, defined in the appended cl ai ns.

-6 -
Fig. 1 is a functional block diagram of a computer
system in accordance with an embodlment of the
invention;

Fig. 2 is a functicnal block diagram showing the
pcwer supply for the system of the exemplary
emtodiment;

Fig. 3is a flowchart illustrating a fragment of a typical
prior art stored program including a tight loop: and

Fig. 4 is a flowchart illustrating a fragment of a stored
program corresponding to that of Fig. 3, but differing
in its inclusion of testing and warm starting according
to an embeodiment of the invention.

Throughout the figures, like elements have been in-
dicated where pcssible with like reference numerals.

Referring to Figure 1, an exemplary postage meter
system centers on a parallel address, control, and data
bus 20. A central processing unit (CPU) or processor 21
executes a stored program from ROM 27 by means of
the usual process. initiated by power-up or by hardware

reset, whereby instructions are fetched and executed
starting at a predetermined starting address. In the ex-

emplary embocdiment the processor is a conventional in-
tel 8051 prccessor, and execution initializes at 0000H
(hex). the address space of the processor is laid out so
that address 0000H falls within the ROM. The exemplary
8051 proccessor has built-in RAM and ROM, but the
stored program is of such complextty that far more RAM
and ROM are required. ROM 27 and RAM 28 are meant
to indicate both the internal and external ROM and RAM.
Although most of the system. including the bus 20,

| REPLACEMENT SHEET is concealed from the user, some parts are designed
| specifically for user interaction. These include a key-
16 JUN 1998 board 22, a display 23, and some parts of a postage print-

ing apparatus 25. The latter is controlled by the proces-

sor 21 through an I/O interface 24. which connects to the
postage printing apparatus 25 by means of a large
number of discrete wires, indicated schematically by the
six discrete signals 26. Also designed for user interaction




- 15 - d ai ns 1. A conput REPIACEMENT(SHEET

*having a processor (21), and program cont ai ni ng

nonvol atile nmenmory (27), a first tenporary power supply
(46) and a second tem porary power supply (47), the
first power supply bei ng powered by an interruptable
scurce the sec- - ondy power supply providing power for a
time interval follow ng interruptiqn,of the said source
and | 0ss. of are a poygrwitch. pgLsiowa i B,y \QTBBPECPgnal I ng
means a power supply, also not shown in Fig. 1.

The system of the exemplary embodiment is intend-
ed for use as a sophisticated and reliable postage meter.
As mentioned above it is necessary to store crucial in-
formation such as the amount of postage remaining to
be printed -- the descending register. The system 10 al-
lows such crucial information to be stored in either or
both of two nonvolatile memories: a CMOS static RAM
29 having a dedicated lithium battery so as to preserve
information in the absence of power extemal to the sys-
tem, and an electrically erasable programmable
read-only memory (EEPROM) 30. Conventional chip-se-
lect lines 32 and 33 activate one or another of RAM 29
and EEPROM 30 as controlied by address decoder 31.
(The other residents in the address space of the proces-
sor 21 receive chip-select and other address decoding
signals from other address decoding circuitry omitted
from Fig. 1 for clarity, and the address decoding circuitry
is of known design.) .

Tuming now to Fig. 2, there is shown in functional
block diagram form the power supply for the system 10.
AC power is provided to the system at a power cord 40.
It a power switch 41 is closed (congucting) then a trans-
former/bridge rectifier 42 supplies rectified AC to a reg-
ulator 43. The regulator 43 provides a +24V DC level at
a first electrolytic capacitor 46. The AC power cord 40,
switch 41, rectifier 42 and reguiator 43 constitute a typi-
cal interruptible source of power for a computer system.
A second electrolytic capacitor 47 carries a somewhat
lower voltage due to the voltage drop of diode 45. A sec-
ond regulator 43 draps the +24V to high quality +5V at

REPLACEMENT SHEET - a line 44.
In many simple computerized systems a single elec-
16 JUN 1998 trolytic capacitor provides filtering in combination with

L regulator circuitry like that of regulator 43. In the supply

of Fig. 2, however. the two electrolytic capacitors 46 and
47 are provided. disposed as shown in Fig 2, acting as
first and second power supplies respectively during sig-
nificant fluctuations in the AC power supplied to the sys-



(50) for providing a first signal indicative of |oss of
e f power supply, the processor and REPLACEMENT SHEET

program conpri si ng power-fail-control neans ' d

first power fail responsive neans responsive to

first signal indicative of |oss of power from

first power supply for causing the procgssor

enter a power-down routine including steps

t he processor nmakes rtermf.urther refer-

nonvol atile nenory and rEn@aldeatgiream”® second capacitor 47 is choséhm® sai d st eps

until loss of power ft{)é;(gﬂnw%rééﬁf value, large enough to power the (13-

;:power fromthe first

characterzed by a se
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C

essor and related circuitry for several huncred mullisec-
onds after loss of AC power at the power cord 40. in the
event of lcss cf AC power at the power cord 40, the ca-
pacitor 46 discharges with a time ccnstant cetermined
by the size of the capacitor 46 and the impecance of the
surrounding circuitry, shown generically as a resistor 48.
The time constant is selected to be very short, so that
the capacitor 46 discharges far faster than the capacitor
47. A reduced voltage level on the capacitor constitutes
afirst signal indicative of the loss of power. A comparator
50 constantly compares voltages that depend on the rel-
ative conditions of the two capacitors, sothat a signal PF
at a line 51 out cf the comparator gives severai hundred
milliseconds cf advance warning of imminent power fail-
ure.

It is, of course, known in the prior art to have a power
failure signal which gives advance warning to a proces-
sor of a pending power failure. The system cf the present
inventicn has the further advantage that the event of
power retuming after the power-fail signal has been gen-
erated is also annunciated to the processcer. The ar-
rangement of Fig. 2 provides such annunciation of retum
of power. If AC power is restored at a time when the ca-
pacitor 47 has not yet been discharged (i.e. the proces-
sor 21 is still functioning) then the capacitor 46 is again
fully charged. its restoraticn to full charge provides a sec-
ond signal indicative of the restoration of power.

Contemporaneously therewith the capacitor 47 is
likewise returned to a state of full charge through the di-
ode 45. Responding to the increased voltage ¢n the ca-
pacitor 46, the comparator 50 changes to its other output
value, and the processor. not shown in Fig. 2, is able to
take account of this transition in the value of the PF sig-
nal. :
One skilled in the art will appreciate that while the
arrangement of Fig. 2 uses a single line to convey to the
processor both the imminent loss of power and the res-
toration of power, the system would also offer the bene-
fits described herein if separate lines carried the two
types of information. For exémple. one comparator or

I ncl udi ng:
t he
t he
to
i n which
ence to the

power supply,



signal of the signalling neans indicative of res- : ' EET
storation of power fromthe first power supply and REPLACEMENT SH
in that the power-fail-control neans further includes

second restoration responsive neans operative when the processor is in
t he power-down rou- : tine and responsive to the second signal
I ndi c- ative of- restoration of power in the first
fﬁwer equivalent curc@vMM préfide BRdIFhEBUANG tRE pRRSSOT tozeXIAt

e i ne
computer system as cPESTh ladlcaB\?¥‘§{| . @W&\M&Pééts& ower. while a sep-. Fhe

i nterruptable sour ceaﬁﬁﬂ‘ﬂr&é@ H%%lﬁ@e”h’-‘d with @ comparater or similar
circuitry, could provide a discrete signal inclicative of res-

toration of power. The latter signal could be an interrupt
or would preferably be colled by the prccasscr. One
skilled in the art will also agpreciate that for the tenefits
described herein it is nct necessary that the two signals
change state simultaneously. To minimize component
count and simplify design, however, the preferred ar-
rangement is that shown in Fig. 2, with a single line pro-
viding both items of information.
The foregoing discussicn covers the sequence of
events in the case of loss of power at the power cord 40,

and the possible later return of power. The same se-
quence cf events occurs in the event of the user turning

off the power switch 41, and the possible later retum of
power due to the user's tuming the power switch 41 back
on.

Turning now to Fig. 3. there is shown in flowchart
form a fragment of a typical gricr arnt stored program of
the type which might apoear in a pricr art system pro-
grammed to respond ic imminent loss of power. In the
fragment shown, the entry point 60 assumes that a PF
signal, like that from the comparator 50 of Fig. 2, has
changed from its normal state to the state indicative of
imminent loss of power. This signalchange, in many prior
art systems, is a hardware-levet interrupt to the proces-
sor 21. (Of course, in other prior art systems the entry
point 60 represents the event ct the CPU polling the PF

REPLACEMENT SHEET signal and branching to the entry point. Whether the
branch is polled or interrupt-criven is of no importance
16 JUN 1998 | to the discussion that follows. and for clarity only the in-
terrupt-driven case is detailed.)

In prior-art computerized systems the next step un-

dertaken by the processor 21 is to update and/or store
any crucial data, shown by block 61. In systems where
there is interaction with a contrciled mechanical process,
block 61 also includes steps intended to bring the me-
chanical process to an orderly halt. For example, where
the system is a postage meter. the printing of postage is
brought to an orderly conclusicn. or interrupted along its
routine, through appropriate outputs to 1/0 interface 24
of Fig. 1.



(40, 41, 42, 43) for connection to a public power sup- REPLACEMENT SHEET
ply. 3. A conputer as clained in claiml or 2, wherein

t he i nterruptable source is interruptable by a power
switch (41) actuatable by a user. -

Continuing the discussion of prior art Fig. 3, the proc-
essor 21 does nothing in biock €2. Control passes from
that block via flowchart arrow €3 back to block 62, form-
ing what is sometimes called z tight loop or power-falil
loop. In the case where loss of AC power is final (e.g.
persists for some time) then the tight loop continues to
be executed until the processor 21 ceases functioning
due to inadequate +5V power.

The precise stored program giving rise to the flow-
chart of Fig. 3 may be in any of saveral forms depending
on the programming tools usec to generate the code
stored in the ROM 27. In a language with GOTO com-
mands, such as BASIC or FORTRAN, the construct is
typically a line such as 1000 GOTO 1000. In a structured
language such as C or Pascal the source code construct
can be a DO-WHILE loop where the condition for con-
tinued execution of the loop is an expression evaluating
to T (true). In assembly ianguage the programmer may
use a no-op opcode, followed by a jump back to the
memory location containing the no-op. Or the program-
mer may use a jump instruction that may do nc more
than jump to itself. Finally. the programmer may choose
to have instruction flow lead to a halt instruction if avail-
able in the instruction set of the particular processor in
use: this choice differs from the previous choices in that
the processor is no longer in a loop at all.

The particular programming technique used to put
the processorin a tight loop. also called a power-fail loop.

is not material to the discussion 1hat follows. What is im-
portant is to consicer what happens if power is restored

_ to the computerized system at a time when the processor
BEPLACEMENT_ SHEET - 21 is executing the block 61 or the flowchart portions 62
' " and 63. Stated plainly, the system appears tothe userto .
16 JUN 1998 | be broken. The system does not do any of the things it
;’ is supposed to do. because it is either stuck in the tight
| J loop of 62 or 63, or soon will be because it is now in block

61.

The consequences of the processor being stuck in
the tight loop vary depending on the use to which the
computerized system is put and the nature of the user
interaction. A few examples will suffice to show the im-
portance of the problem.



- 16- 4. A conputer systemas claimed inclaimi1. 2

.or 3,

first elec-

second power sup-

el ectrolytic capacitor (47) of

capacity to power the system during an

wherein the first power supply conprises a
trol ytic capaci hgpu((ijNInSHE&T t he
ply conprises a second

S 11 - sufficient
orderly

shut down. Consider thébcaske wharaithe camputernzad syswimed in claim
4, wherein is a postage meter. TheRef hé§beﬂ§¥ﬂ9§ﬂe§:@ﬁtl Radga time

constant shorter than
capaci tor

ed several thousand dollars werth of avaatilagfe ;5 ?aag cond

into the meter, and is accustcmed to being able tc press
a key sequence at the keyboard 22 to summcn up a re-
port of the stored postage on the display 23. This key
sequence may be invoked as often as Cesired to provice
a level of confidence that the stored postage has not
been lost due to, say, malfuncticn of the memory device
containing the digital representaticn of the amount of

postage.

In the case where power is restored while the proc-
essor is in block 61 or portions 62 and 63, the meter is
unresponsive. Nothing pressed at the keyboard 22
makes anything change at the display 23. Most discon-
certingly, the display 23 may be locked into showing
some previous contents, which contents do not change
no matter which keys are pressed.

The only way the user is able to restore the meter to
normal function is to cut power for some time, either by
unpiugging the meter or by leaving the power switch 41
off. By doing this, the user brings about the condition of
capacitor 47 discharging so far that the precessor 21 no
longer has a meaningful intemal state, and is no longer
executing the stored program. -

~ For simplicity it is assumed that this means capacitor
47 is completely discharged. and that processor 21 is
simply unpowered. In reality processor 21 ceases having
a meaningful intemal state, and stops fetching and exe-

cuting instructions, long before the power supplied to its
REPLACEMENT SHEET +5V power pin drops to zero. The level at which the proc-
" essor does this varies from one model of processor to
16 JUN 1998 | the next, and the precise level is not important to the later
i’ discussion.

Where is shown in Fig. 4, in flowchart form, a frag-
ment of a stored program corresponding to that cf Fig.

3, but differing according to the teachings of the inven-
tion. In the exemplary embodiment this fragment forms
a portion of the stored program in ROM 27. Reference
designations of Fig. 4 are assigned to correspond. to the
extent possible, to those of Fig. 3. '



6. A conputer systemas claimed in any of clains 1 to REPLACEMENTSHEET
.5, wherein the signalling neans conprise a conpa-

rator (50) with a first input and a second input, the

first input receiving a signal related to the presence

of powerfromthe first power supply t he second

i nput receiving a voltage dependent on‘the second

power supply the output ﬂéwitH%ﬁ.O@m&aérﬂFy g&aﬂv'géid&umes that the
t put | PF) , wh )
g? IOch)sguofs:og\r/]\gr i(n %h%ﬁglﬁpg{ g&“%@dﬁ?@!'tsﬁﬂgﬂﬁg{q‘{éﬁome state

state of which is indilRHERUNE of imDinest desonl sewgbvierthenexemplary
the first power supplymbeodimentthe entry pointis a hardware interrupt to the
processor 21,

As in Fig. 3the next step undertaken by the proces-
sor 21 is to store any crucial dataancto bring mechanical
processes to an orderly halt. shown ty bicck 61..Also as
in Fig. 3, the processor 21 dces nothing:in block 62. Sig-

- nificantly. and differing frem prior art Fig. 3, in the system
of Fig. 4 control then passes to a decision block 64,
where the condition cf the power-fail signal is tested. In
the case where power loss centinues (o be imminent,
control passes from that bieck via flowchart arrow 63
back to block 82, forming a locp corresponding to the
above-mentioned tight locp or power-fail loop. in the
case where lcss of AC power is final (e.g. persists for
some time) then the tight locp continues to be executed
until the processor 21 ceases functicning due to inade-
quate +5V power. However, if power has been restcred
during the activities of block 81, or during the time that
the tight loop or power-fail loop of 62, 84. and 63 is being
executed. then the test of block 64 will cause centrol to
be passed to exit point 65. Exit pcint 65 leads to a
so-called "warm start® routineg, in which the system re-
tums to normal function.

A "warm start® routine is so named to distinguish
from a "cold start® routine. The “cold starnt” routine as-
sumes that the system was unpowered just prior to the
execution of the routine. All computerized systems by
definition have a “cold start® routine, whether or not it is

( 16 JUN 1998 \ 80 named. It is the routine that the processor executes

REPLACEMENT SHEET |

upon application of power. Most processors, at pow-
er-up, start with a program counter (also called instruc-
tion pointer) initialized to zero. and so the cold-start rou-
tine is placed starting at address O000H in the proces-
sor's address space. The system of the exemplary em-
bodiment does precisely that. as described above, with
the ROM 27 starting at 0000H in the address space.

A "warm stant® routine, on the other hand, is written
by the programmer to cover the condition of the proces-
sor restarting at a time when at least some of the system
is assumed to have been satisfactorily powered prior to




7. A conputer systemas clainmed in any of clains 1 to

.6, wherein the power-down routine includes steps "REPLACEMENT SHEET
causing the processor to update data in the nonvol -

atile menory. 8. An electronic postage neter including a conputer
systemas clained in any of clains 1 to 7. wherein the system further
conprises a descending register - 13 - in the

nonvol atil e menory, a t age
printing neans (23'-'/)), ttﬁ%%%%é@gééﬁ%ﬁg[&‘ﬂ ne. (In some systems. the séite 9

pr

operabl e to execute a '?FB&%&"%% BEVERAR R Hyappsian” and “cold start®

age is printed at the gy@ntuajiiesr) Dependingamssysterardetails, the *wamm

amount requested by a gtaRT rditineMaY Bt driifin k8Wer-on formalities such
as checksums and system self-tests that would be dis-
concerting to the user or would impose undue delay. The
"warm start® routine may also omit initiafization of other
syslem states (e.g. position of mechanical elements or
contents of flip-flops) where those states can be as-
sumed to be good due to the fact that power was not
really lost. The precise programming cecisions made in
writing such a “warm start” routine as distinguished from
a "cold stant” routine are not important to the invention
and will be readily apparent tc the programmer utilizing
the invention in a particutar computerized system. Most.
if not all, of the benefits of the invention's teachings are
available even if the test of block 64 of Fig. 4 leads to the
same routine as is executed upon power-up.

In the system according to the exemplary embodi-
ment a watchdog circuit 72. shown in Fig. S. monitors the

precessor's continued furction. The stored program of |
the processocr 21 is such that from time to time the prcc-
essor 21 sends a signal tc the watchdeg 72 via line 71,
shown in both Figs. 1 anc 3. if this signal fails to be re-
ceived by the watchdog 72 at least as often as a prede-
termined frequency, then the watchdog 72 takes action
to minimize permanent ham. In the exemplary embodi-
ment in this event the watchdog generates a reset signal

communicated to the procassor 21 by line 70, shown in

~ REPLACEMENT SHEET both Figs. 1 and 5. The watchcdog preferably countsto a
! predetermined total that generates the interrupt, but the

16 JUN 1998 counter is cleared upon receipt of the signal of line 71 at

a clear input of the watchdcg 72. Because of the pres-

ence of such a watchdog 72 in the system, the "do noth-
ing" block 62 of Fig. 4 thus must contain an instruction
to send the signal of line 71 to the watchdog 72.

One skilled in the art will appreciate that while the
teaching of the invention has been illustrated in the par-
ticular case of a computer system whic.. acts as a post-
age meter, the invention properly construed offers its
benefits to any computerized system where important
data or system states are to be stored to avoid their loss.
Such computerized systems include autbmated teller




board is available in the descending register. A

9.
.pover ‘down - power up method for use in a com REPLAGHWENTSHEET
put er system (10) having a processor (21) and a ‘

nonvol atil e nmenory (27) containing a program '

i ncluding: providing a first power supply (46), and a

second power supply (47) capabl e of prov+didng

machines. banking temminals of all types, vending ma-
chines, gambling machines. and voting machines. One
skilled in the art will also appreciate that while the teach-
ing of the invention has been illustrated in the context of
a processor executing a stored program,. the invention
offers its benefits as well in the case of systems con-
structed of randem logic circuitry where important data
or system states are to be stored. Thus, aithough a spe-
cific preferred embodiment of the invention has been de-
scribed, this should not be construed as limiting the
scope of invention, defined in the appended claims.

Al
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.system”l!’@ﬂmrmﬂmlznimlrst and second power supplies by an interruptacle

source; « CIT & TIs'S, signal indicative of |oss of power in the
first power supply, and a second signal indicative of restoration of

power in the first power supply; responding to the first signal

I ndicative of loss of power in the first 15 -power supply by interrupting

program executi on: causing the processor to enter a power-down rou-
Claims

1. A computer system {10) having a processcr (21),
and program-centaining nonvolatile memory (é-?—)Ta—
first temporary power supply (46) and a second tem-
porary power supply (47), the first pcwer supply
being powered by an interruptable scurce, the sec-
ond power supply previcing power for a time interval
following interruption cf the said source and loss of
power in the first power supply, signalling means
(50) for providing a first signal indicative of lcss of
power from the first power supply, the processor and

program comprising power-fail-control means
including :

first power fail responsive means responsive to
the first signal indicative of loss of power from
the first power supgly for causing the processor
to enter a power-Cown routine including steps
in which the processor makes no further refer-
ence to the nonvolatile memory and remains in
the said steps until loss of pcwer from the sec-
ond power supply, characterized by a second
signal of the signalling means indicative of res-
toration of power from the first sower supply and
\ Tn that the power-fail-contrcl means further
3
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second restoration responsive means operative
when the processor is in the power-down rou-
tine and responsive to the second signal indic-
ative of restoration of power in the first power
supply, for causing the processor 10 exit the
power-down routine.

2. A computer system as claimed in claim 1, wherein
the interruptable source includes means
(40,41,42,43) for connection to a public power sup-

ply.

3. _A computer as claimed in claim 1_or 2, wherein the
interruptable source is interruptable by a power
switch (41) actuatable by a user.
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nonvol a “;“ mllmﬂumﬁﬁmemal ns in said routine until | os&r'”F—A NT#IBH
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| nSUffICI ent power from the i nterruptabl e source: and responding to

continued presence of power fromthe second power supply and to the
second signal indic- ative of restorafgon of power in the f| rst power

suppl y. by causing tige X Bﬁiﬁ% r op and to
resume program execution. - 8 | %?% &t as tcthqm% b C'Q'ﬂm 9 -whi ch t he
step of respondi ng to t;ﬁéerfafr}ﬁ‘éﬁ@ﬁéﬁerisHHP HAMRYisgs 3 lystelge-
- . trolytic capacitor (46) and/or the second power sup-
ply comprises a second electrolytic capacitor (47) of
sufficient capacity to power the system during an
orderly shutdown.

5. _A computer system as claimed in claim 4, wherein
the first capacitor has a time constant shorter than
that of the second capacitar

6. A computer system as claimed in any of claims 1 to
_5, wherein the signalling means comprise a compa-
rator (50) with a first input and a second input, the
first input receiving a signal related to the presence
of power from the first power supply, and the second
input receiving a voltage dependent on the second
power supply. the output of the comparator providing
an output signal (PF). one state of which is indicative
of loss of power in the first power supply, and another
state of which is indicative of restoration of power in
the first power supply.

7. A computer system as claimed in any of claims 1 to
6, wherein the power-down routine includes steps
causing the processor to update data in the nonvol-

—atile memory.

REPLACEMENT S"gﬁ 8. An electronic postage meter including a computer
system as claimed in any of claims 1 to 7. wherein
16 JUN 1132@ _ the system further comprises a descending register
in the nonvolatile memory, a keyboard (22), and
postage printing means (25), the processor being
operable to execute a stored program whereby post-
age is printed at the postage printing means if an
amount requested by a user by inputs to the key-
board is avaiiable in the descending register.

[re—

9. A power down - power up method for use in a com-
puter system (10) having a processor (21) and a
nonvolatile memory (27) containing a program
including: providing a first power supply (46), and a
second power supply (47) capable of providing
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nmet hod as al med 1sn al m9 or 10 in which the step of responding to

t he continued presence of power fromthe second power supply and to the
sec- ond signal indicative of restoration conprises a war m st art
routi ne. - 17 -

power for atime intervaltollowing Icss of input pcwer
to the system: powering the first and second power
-supplies by an interruptacle scurce: preducing a first
signal inclicative cf lcss of power in the first power
supply. and a second signal indicative of restcration
of pcwer in the first pcwer supply; respending to the
first signal indicative cf lcss of power in the first
power supply by interrupting program_execution:
causing the processcr to enter a power-cown rou-
tine in which the processor makes no. further refer-
ence to the nonvolatile memory and remains in said
routine until loss of power from the second power
supply if the system centinues te be provided with
insufficient power from the interruptable source: and
respending to continued presence of power from the
second power supply, andtothe second signal inclic-
ative of restoration of power in the first power supply.
by causing the prccessor to exit the power-down
locop and to resume precgram execution.

10. A method as claimed in ciaim 9 in which the step cf
respoending to the first signal indicative of loss of
power in the first power supply by interrupting pro-

__gram execution further comprises updating data in
the nonvolatile memcry.

11. A methed as claimed in claim 9 or 10 in which the
step of responding to the continued presence of
power from the second gower supply and to the sec-
ond signal indicative of restoration comprises a
warm start routine.
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Operation of a computer during loss and resume

of the operating voltage.

Abstract

A computerized system is of the type that responds to
.imminenc loss of power by storing crucial data to a safe storage
area. In the system, lbckup caused by the system entering a
tight loop éwaiting power loss, is avoided by a combination of
stored program and hardware. A test performed in the tight loop
checks repeatedly to see whether thé power-failure signal comes
no longer to be present, and if that condition occurs the stored
program causes the meter to return to normal function. As a
-consequeqce momentary power losses and other brief interruptions,
whether due to user manipulation of the power switch or

otherwise, are much less likely to result in undesired lockup of

the systemn.

(no figure)
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