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Description
Title of Invention: INFORMATION PROCESSING SYSTEM, IN-
FORMATION PROCESSING METHOD, AND STORAGE

MEDIUM FOR ANONYMIZED PERSON DETECTION
Technical Field

[0001] The disclosure relates to an information processing system, an information
processing method, and a storage medium, more particularly, to an information
processing system, an information processing method, and a storage medium for

performing anonymized person detection.

Background Art
[0002] Conventionally, there exist person detection techniques.
Summary
[0003] One or more example embodiments of the disclosure may provide an in-

formation processing system, an information processing method, and a storage medium
for detecting a person anonymously without performing facial recognition.

[0004] According to an aspect of the disclosure, there is provided an information
processing apparatus comprising: a memory storing one or more instructions; and a
processor configured to execute the one or more instructions to: obtain a first image
captured by a camera; detect one or more head patterns in the first image; identify a
first head pattern, among the one or more head patterns, as a head pattern of a subject
closest to the camera based on a size of the first head pattern; and obtain a second
image based on the identified first head pattern; and display the second image.

[0005] The processor may be further configured to obtain the second image by
acquiring only facial features corresponding to the first head pattern from the camera
after receiving a consent from a user to acquire the facial features corresponding to the
first head pattern.

[0006] The processor may be further configured to obtain the second image by
covering all of the one or more head patterns in the first image.

[0007] The processor may be further configured to obtain the second image by
covering all of the one or more head patterns other than the first head pattern in the
first image.

[0008] The processor may be further configured to identify the first head pattern by
comparing head sizes of each of the one or more head patterns, and identifying a head
pattern having the largest head size, among the one or more head patterns, as the head
pattern of the subject closest to the camera.

[0009] The processor may be further configured to detect the one or more head pattern
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without using any facial features.

One or more example embodiments of the disclosure will be described below
with reference to the attached drawings.
Brief Description of Drawings
[fig.1]FIG. 1 illustrates an information processing system according to an example em-
bodiment.
[fig.2]FIG. 2 is a flowchart illustrating the outline of the process performed by the in-
formation processing system for performing the anonymized person detection.
[fig.3A]FIG. 3A illustrates an image in which all the head regions are blurred or
covered.
[fig.3B]FIG. 3B illustrates an image in which the head region of the person who has
consented in uncovered or unblurred and the remaining head regions of the all persons
who are not closest to the camera are covered, or blurred.
[fig.3C]FIG. 3C illustrates an image in which the entire frame, except the head region
of the person closest to the camera who has consented is covered or blurred.
[fig.4]FIG. 4 illustrates a block diagram of a hardware configuration of a controller
according to an example embodiment.
[fig.S]FIG. 5 is a first additional diagram and shows a sequence diagram of
anonymized person detection.
[fig.6]FIG. 6 is a second additional diagram and shows an explanation diagram of head
detection.
[fig.7]FIG. 7 is a third additional diagram and shows an explanation diagram of object
detection and object localization.
Description of Example Embodiments

FIG. 1 illustrates an information processing system 1 according to an example
embodiment, which includes a controller 100, a camera 200 and display 300.
According to an embodiment, the information processing system 1 may further include
a gate 400 in a security checkpoint for screening people at facilities such airports. In
this case, the information processing system 1 may further include an input device that
accepts input from a user. According to an embodiment, the input device may be a
touchscreen embedded in the display 300, for example. The display 300 may function
as a display unit that displays various windows to a user using the automated gate 400.
For example, the display 300 may display a guidance window showing how to use the
automated gate 400, a notification window to the user, or the like.

The camera 200 may capture an image of the screening area. For example, the
camera 200 may be a digital camera that captures a front area of the automated gate

apparatus 300. The image may be captured continuously or periodically.
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According to an example embodiment, the controller 100 may obtain the image
from the camera 200 and process the image to detect one or more head patterns within
the image. Here, the controller 100 may use Artificial Intelligence (AI) and/or machine
learning to detect the head pattern without processing the facial features. For instance,
the controller 100 may perform object detection (i.e., head detection) using object clas-
sification followed by object localization. According to an embodiment, the head
detection algorithm may use custom trained Deep Neural Networks (DNN). As DNN,
FAST R-CNN, You Only Look Once (YOLO) or Single Shot Detector (SDD) may be
used for example. See also FIGS. 5 to 7. FIG. 5 shows a sequence diagram of
anonymized person detection. In the sequence, consent to capture biometrics is
performed (Step 1). Then capturing by a camera is stared (Step 1.1). Then, a frame is
captured (Step 2). The frame is sent for detection (Step 3). Heads of anonymous
persons are detected (Step 3.1). The head of the closest person is found (Step 3.2). The
heads of all of the other persons are blurred (Step 3.3). The frame is sent for face
detection/recognition (Step 4). FIG. 6 is an explanation diagram of head detection. As
shown in FIG. 6, object detection requires object classification followed by object lo-
calization. In some embodiments, a head detection algorism uses custom trained Deep
Neural Networks (DNN). The deeper the network, the higher the accuracy of detection
will be. Consequently, the slower the detection speed. Proper tuning of DNN is
performed to achieve correct balance of speed vs accuracy. Part 1 of FIG. 6 shows a
case of an image classification program (Is this image of a cat or not?). Part 2 of FIG. 6
shows a case of a classification with localization problem (Where is a cat?). Part 3 of
FIG. 6 shows a case of an object detection problem (Which animals are there in the
image and where?). FIG. 7 shows an explanation diagram of object detection and
object localization. At an upper left side of FIG. 7, there is shown an example of object
detection. In this example, output is the one number (index) of a class. At an lower left
side of FIG. 7, there is shown an example of object localization. In this example,
output is the four numbers, namely, coordinates of bounding box. At a right side of
FIG. 7, there is shown an example of outputs of DNN. The outputs include “P,” which
indicates whether object exists, “bx1”, “bx2”, “by1”, “cy2” which indicate bounding
box coordinates, and “c1”, “c2”, “c3”, ..., “cn” which indicate object’s variables.

According to another example embodiment, methods different than Al and/or
machine learning may be used to detect the head pattern without processing the facial
features.

According to an example embodiment, after detecting the head pattern, the
controller 100 may identify the head pattern that is closest to the camera 200 based on
a size of the head pattern. For instance, the head pattern that is closest to the camera

200 may be identified before feature classification is performed to process facial
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features of facial recognition.

While face detection and face recognition are less intrusive biometrics
technology as compared to fingerprint or iris recognition methods, the ease at which
the facial images can be captured may violate the privacy of the individuals who have
not provided consent to biometrics capture. For instance, when face detection is
performed in biometrics touchpoints like airport check-in kiosks and e-gates, all the
faces in the frame are detected regardless of whether the faces being captured have
provided consent to capture or not. However, obtaining a valid consent from the
passengers may be necessary to not only protect the privacy of the non-consenting
person but also to comply with privacy laws enacted to provide such protection to in-
dividuals.

One or more aspects of the disclosure may address this by providing a system,
an apparatus and a method which receives consent from a user before facial features
are processed by the controller 100 to perform facial recognition. For instance, the
privacy of the people who have not provided the consent can be maintained according
to the novel features of the disclosure. That is, instead of detecting the faces from the
camera frames, only head patterns are detected without associating the head patterns to
facial features prior to receiving consent from the user. In this manner, objects that
look like human heads are detected from the camera frames without any facial features
processing, and based on consent received from a person associated with the detected
head, facial features are processed for performing facial recognition.

According to an example embodiment, in a case the controller 100 detects more
than one head pattern in the captured image from the camera, the controller 100 may
identify the head pattern with the largest size, which is usually the closest head to the
camera. After identifying the head that is the closest to the camera, the controller 100
may determine that the user associated with the closest head pattern has provided
consent for facial recognition. In this manner, the other heads can be safely ignored
and blurred in the frame, thereby not violating their privacy. The heads region may or
may not include a face and by limiting the detection to only the closest head to the
camera, biometrics of people who have provided consent only are captured.

According to an embodiment, the controller 100 may determine that the user as-
sociated with the closest head pattern has provided consent for facial recognition based
on the head pattern being within a specific distance from the camera. For instance, if a
user is very close to the camera (i.e., less than about 1 or 2 feet), it may be determined
that the user has consented to the facial recognition since the user has taken an active
step to be present so near the camera.

According to another example embodiment, the controller 100 may determine

that the user associated with the closest head pattern has provided consent for facial
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recognition based on a response from the user in response to an inquiry to the user to
provide consent. For instance, the head pattern being within a specific distance from
the camera.

According to an embodiment, even if, only one head pattern is identified by the
controller 100, the controller 100 may perform the above described operation to
determine whether consent has been received from the user. For instance, if the
detected head pattern is within a specific distance from the camera, facial features as-
sociated with the detected head pattern may be processed. If not, the facial region, as-
sociated with the detected head pattern may be covered or blurred.

According to an embodiment, all the head regions in the captured image are
blurred or covered prior to receiving consent from a user as illustrated in FIG. 3A.
According to another embodiment, the entire frame may be blurred prior to receiving
consent. Thereafter, only the head region of the person who has consented in
uncovered or unblurred and the remaining head regions of the all persons who are not
closest to the camera are covered, or blurred, as illustrated in FIG. 3B. According to
another embodiment, the entire frame, except the head region of the person closest to
the camera who has consented is covered or blurred as illustrated in FIG. 3C. As such,
the privacy of the non-consenting persons are not violated.

According to an embodiment, after the consented persons head region is
uncovered or unblurred, facial processing and facial recognition may be perform in the
uncovered head region using Al and machine learning, such as feature classification
(See FIGS. 5 to 7 for example). Based on the result from the facial recognition, the
controller 100 may control the gate 400 to open or close. For instance, if the controller
100 determines that the detected faces is stored in a database and is authenticated, the
controller 100 may control the gate 400 to be opened. If the detected face is not stored
in the database, the gate 400 will remain closed.

The disclosure is not limited to an automated gate apparatus described above but
can be changed as appropriate within a range not departing from the spirit of the
disclosure.

FIG. 2 is a flowchart illustrating the outline of the process performed by the in-
formation processing system for performing the anonymized person detection.

In S210, the controller 100 may obtain a first image captured by a camera 200.
According to an example embodiment, the first image may be an image of the en-
vironment surrounding a kiosk in an airport terminal at a security check point.

In S220, the controller 100 may detect one or more head patterns in the first
image. According to an embodiment, the controller 100 may detect the one or more
head patterns by performing head detection using Al or machine learning. According

to an embodiment, the controller 100 may detect the one or more head patterns without
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using any facial features. For instance, the controller 100 may use one or more of the
head detection methods illustrated in FIGS. 5 to 7.

In S230, the controller 100 may identify a first head pattern, among the one or
more head patterns, as a head pattern of a subject closest to the camera based on a size
of the first head pattern. For instance, the controller 100 may identify the closest head
pattern by comparing head sizes of each of the one or more head patterns, and
identifying a head pattern having the largest head size, among the one or more head
patterns, as the head pattern of the subject closest to the camera.

In S240, the controller 100 obtains a second image based on the identified first
head pattern and displays the second image on the display 300. According to an em-
bodiment, controller 100 may obtain the second image by acquiring only facial
features corresponding to the first head pattern from the camera after receiving a
consent from a user to acquire the facial features corresponding to the first head
pattern. According to an embodiment, the controller 100 may obtain the second image
by covering all of the one or more head patterns in the first image as illustrated in FIG.
3A. According to another embodiment, the controller 100 may obtain the second image
by covering all of the one or more head patterns other than the first head pattern in the
first image as illustrated in FIG. 3B. According to another embodiment, the entire
frame, except the head region of the person closest to the camera who has consented is
covered as illustrated in FIG. 3C.

(Exemplary Case Scenarios)

Case 1: Two or more persons are standing far away from the camera, in which
case, both the head patterns may be blurred or covered and no facial recognition
performed on both head patterns.

Case 2: Two persons standing, where a person on the right is closer to the
camera than a person on the left (and is looking away). In this case, the head region of
the person on the left is blurred so that the head pattern is not processed will not be
processed. And if the person on the right is within a specific distance from the camera
and/or has consented, facial recognition may be performed for only the person on the
right. According to another embodiment, only the head region of the person on the
right is visible and rest of the frame has been blurred so that it will not be processed.

Case 3: Two persons standing, where a person on the right is closer to the
camera than a person on the left (and is looking at the camera). In this case, the head
region of the person on the left is blurred so that the head pattern is not processed will
not be processed. And in the person on the right is within a specific distance from the
camera and/or has consented, facial recognition may be performed for only the person
on the right. According to another embodiment, only the head region of the person on

the right is visible and rest of the frame has been blurred so that it will not be
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[0035] FIG. 4 illustrates a block diagram of a hardware configuration of the controller

[0036]

[0037]

[0038]

[0039]

[0040]

[0041]

[0042]

100 according to an example embodiment. According to an embodiment, the controller
has a CPU 102, a RAM 104, a storage device 106, an 1/O (input/output) unit 108 and a
communication unit 110. The CPU 102, the RAM 104, the storage device 106, the I/O
unit 108 and the communication unit 116 are connected to a bus line 118.

The CPU 102 may function as a control unit that operates by executing a
program stored in the storage device 106 and controls the operation of the information
processing system. Further, the CPU 102 may execute an application program stored in
the storage device 106 to perform various processes as the automated gate apparatus 1.
The RAM 104 may provide a memory field necessary for the operation of the CPU
102.

The storage device 106 may be formed of a storage medium such as a non-
volatile memory, a hard disk drive, or the like and functions as a storage unit. The
storage device 106 may store a program executed by the CPU 102, data referenced by
the CPU 102 when the program is executed, or the like.

The I/0 unit 108 may be connected to input and/or output devices to facilitated
user interface and receive input from the external.

The communication unit 110 may be connected to a network and may transmit
and receive data via the network. The communication unit 110 communicates with a
server or the like under the control of the CPU 102.

While the information processing apparatus and systems used in facial
recognition for gate control have been illustrated as examples in each of the above
example embodiments, the disclosure is also applicable to areas of facial recognition
and body tracking other than gate control by appropriately changing the configuration
of the one or more example embodiments.

The scope of one or more example embodiments also includes a processing
method of storing, in a storage medium, a program that causes the configuration of the
example embodiment to operate to implement the function of the example embodiment
described above, reading out as a code the program stored in the storage medium, and
executing the code in a computer. That is, a computer readable storage medium is also
included in the scope of each example embodiment. Further, not only the storage
medium in which the program described above is stored but also the program itself is
included in each example embodiment. Further, one or more components included in
the example embodiments described above may be a circuit such as an Application
Specific Integrated Circuit (ASIC), a Field Programmable Gate Array (FPGA), or the
like configured to implement the function of each component.

As the storage medium, for example, a floppy (registered trademark) disk, a
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hard disk, an optical disk, a magneto-optical disk, a Compact Disk (CD)-ROM, a
magnetic tape, a nonvolatile memory card, or a ROM can be used. Further, the scope
of each of the example embodiments includes an example that operates on Operating
System (OS) to perform a process in cooperation with another software or a function of
an add-in board without being limited to an example that performs a process by an in-
dividual program stored in the storage medium.

The service implemented by the function of one or more example embodiments
described above can be provided to the user in a form of Software as a Service (SaaS).

Note that all the example embodiments described above are mere examples of
embodiments in implementing the disclosure, and the technical scope of the disclosure
should not be construed in a limiting sense by these example embodiments. That is, the
disclosure can be implemented in various forms without departing from the technical
concept thereof or the primary feature thereof.

This application is based upon and claims the benefit of priority from U.S. pro-
visional patent application No. 62/966,344, filed January 27, 2020, the disclosure of
which is incorporated herein in its entirety.
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Claims

An apparatus comprising:

a memory storing one or more instructions; and

a processor configured to execute the one or more instructions to:

obtain a first image captured by a camera;

detect one or more head patterns in the first image;

identify a first head pattern, among the one or more head
patterns, as a head pattern of a subject closest to the camera based on a
size of the first head pattern;

obtain a second image based on the identified first head
pattern; and

display the second image.

The apparatus of claim 1, wherein the processor is further
configured to obtain the second image by acquiring only facial features
corresponding to the first head pattern from the camera after receiving a
consent from a user to acquire the facial features corresponding to the
first head pattern.

The apparatus of claim 1, wherein the processor is further
configured to obtain the second image by covering all of the one or
more head patterns in the first image.

The apparatus of claim 1, wherein the processor is further
configured to obtain the second image by covering all of the one or
more head patterns other than the first head pattern in the first image.

The apparatus of claim 1, wherein the processor is further
configured to identify the first head pattern by comparing head sizes of
each of the one or more head patterns, and identifying a head pattern
having the largest head size, among the one or more head patterns, as
the head pattern of the subject closest to the camera.

The apparatus of claim 1, wherein the processor is further
configured to detect the one or more head pattern without using any
facial features.

A method comprising:

obtaining a first image captured by a camera;

detecting one or more head patterns in the first image;

identifying a first head pattern, among the one or more head
patterns, as a head pattern of a subject closest to the camera based on a

size of the first head pattern;
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obtaining a second image based on the identified first head
pattern; and

displaying the second image.

A storage medium storing a program which causes a computer to
execute:

obtaining a first image captured by a camera;

detecting one or more head patterns in the first image;

identifying a first head pattern, among the one or more head
patterns, as a head pattern of a subject closest to the camera based on a
size of the first head pattern;

obtaining a second image based on the identified first head
pattern; and

displaying the second image.



