METHOD AND APPARATUS FOR UPDATING GATEWAY
RESOURCE, AND I0T CONTROL PLATFORM

TECHNICAL FIELD
[0001] Embodiments of the present disclosure relate to the field of Internet of Things (IoT), and
in particular, relate to a method and an apparatus for updating a gateway resource, and an IoT

control platform.

BACKGROUND

[0002] In an IoT system, a gateway device is an intermediate device for implementing data
exchange and communication between a terminal application layer and a network layer. The
gateway device can manage an accessed loT device and interchange data with the accessed loT
device based on its access capability, manageability and protocol conversion capability.

[0003] In the related art, the main resource update methods are as follows: manual offline update
by a technician; remote online update; and update in a configuration page of the gateway device
by the technician.

[0004] In the offline update method in the related art, the technician is required to manually
update the resource of each gateway device, resulting in lower update efficiency. In the online
mode, it is necessary to update all [oT devices connected to the gateway devices in a unified
fashion, which requires update of a relatively large amount of data and largely depends on a
current network situation. In terms of the update in the configuration page of the gateway device,
it is required to additionally provide a configuration module service in the gateway device, which

occupies a physical resource of the gateway device.

SUMMARY

[0005] The embodiments of the present disclosure provide a method and an apparatus for
updating a gateway resource, and an [oT control platform. The technical solutions are as follows.
[0006] In one aspect, a method for updating a gateway resource is provided according to an
embodiment of the present disclosure. The method is applicable to an IoT control platform
connected to each gateway device, and the gateway device is connected to an [oT device; and the
method includes:

[0007] acquiring a model change message including a change model identifier of a changed
model, wherein different [oT devices correspond to different models, and each model contains

measuring point information of a measuring point in the loT device;



[0008] determining an associated template based on the change model identifier and updating
the associated template, the associated template containing a corresponding relationship between
the measuring point information and a measuring point identifier in the changed model, and the
measuring point identifier being applicable to a measuring point data message sent by the IoT
device;

[0009] determining a target gateway device that uses the associated template; and

[0010] issuing a gateway resource update package to the target gateway device, the target
gateway device being configured to update the gateway resource based on the gateway resource
update package.

[0011] In another aspect, an apparatus for updating a gateway resource is provided according to
an embodiment of the present disclosure. The apparatus is applicable to an loT control platform
connected to each gateway device, and the gateway device is connected to an IoT device; and the
apparatus includes:

[0012] a message acquiring module, configured to acquire a model change message including a
change model identifier of a changed model, wherein different loT devices correspond to
different models, and each model contains measuring point information of a measuring point in
the IoT device;

[0013] atemplate updating module, configured to determine an associated template based on the
change model identifier and update the associated template, the associated template containing a
corresponding relationship between the measuring point information and a measuring point
identifier in the changed model, and the measuring point identifier being applicable to a
measuring point data message sent by the loT device;

[0014] a gateway determining module, configured to determine a target gateway device that uses
the associated template; and

[0015] a resource updating module, configured to issue a gateway resource update package to
the target gateway device, the target gateway device being configured to update the gateway
resource based on the gateway resource update package.

[0016] In still another aspect, an IoT control platform is provided according to an embodiment
of the present disclosure. The [oT control platform includes a processor and a memory storing at
least one instruction, at least one program, a code set, or an instruction set, wherein the at least
one instruction, the at least one program, the code set, or the instruction set, when loaded and
executed by the processor, causes the processor to perform the method for updating the gateway
resource as defined in the above aspect.

[0017] In yet another aspect, a computer-readable storage medium is provided according to an

embodiment of the present disclosure. The computer-readable storage medium stores at least one



instruction, at least one program, a code set, or an instruction set, wherein the at least one
instruction, the at least one program, the code set, or the instruction set, when loaded and
executed by a processor, causes the processor to perform the method for updating the gateway
resource as defined in the above aspect.

[0018] In still yet another aspect, a computer program product is further provided according to
an embodiment of the present disclosure. The computer program product stores at least one
instruction, wherein the at least one instruction, when loaded and executed by a processor, causes
the processor to perform the method for updating the gateway resource as defined in the above
aspect.

[0019] In the embodiments of the present disclosure, the [oT control platform determines the
associated template based on the change model identifier in the model change message, updates
the associated template, further determines the target gateway device that uses the associated
template, and finally issues the gateway resource update package to the target gateway device,
such that the target gateway device can update the gateway resource based on the gateway
resource update data package. Through the method according to the present disclosure, in case of
a model change, the 10T control platform can automatically package the gateway resource to be
updated to replace a manual update mode in the related art. In addition, the gateway resource
update package to be released corresponds to the gateway resource update of the target gateway
device, such that the IoT control platform is prevented from updating a resource of the gateway
device that does not need resource update, thereby further improving the accuracy and the update

efficiency in updating the gateway resource.

BRIEF DESCRIPTION OF THE DRAWINGS
[0020] FIG. 1 is a schematic diagram of an implementation environment according to an
exemplary embodiment of the present disclosure;
[0021] FIG. 2 is a flowchart of a method for updating a gateway resource according to an
exemplary embodiment of the present disclosure;
[0022] FIG. 3 is a flowchart of a method for updating a gateway resource according to another
exemplary embodiment of the present disclosure;
[0023] FIG. 4 is a schematic diagram of contents included in a current total gateway resource
according to an exemplary embodiment of the present disclosure;
[0024] FIG. 5 is a flowchart of a method for updating a gateway resource according to yet
another exemplary embodiment of the present disclosure;
[0025] FIG. 6 is a schematic diagram of an incremental release process according to an

exemplary embodiment of the present disclosure;



[0026] FIG. 7 is a structural block diagram of an apparatus for updating a gateway resource
according to an exemplary embodiment of the present disclosure; and
[0027] FIG. 8 is a schematic structure diagram of an IoT control platform according to an

exemplary embodiment of the present disclosure.

DETAILED DESCRIPTION
[0028] For clearer descriptions of the objectives, technical solutions, and advantages of the
present disclosure, the embodiments of the present disclosure are described in detail hereinafter
with reference to the accompanying drawings.
[0029] The term "plurality" herein refers to two or more. The term "and/or" describes
association relationships of the associated objects, and may indicate three relationships. For
example, "A and/or B", may indicate that A exists alone, or A and B exist simultaneously, or B
exists alone. The character "/" generally indicates that the context objects are in an "or"
relationship.
[0030] For convenience of understanding, the terms involved in the embodiments of the present
disclosure are described below.
[0031] Internet of Things (IoT) system: the [oT system is an important part of a new generation
of information technology, is an extension and expansion network based on the internet, and can
realize data exchange and communication between any objects. In the related art, the loT may be
divided into four levels: a terminal application layer, a network layer (which is further divided
into a network access layer and a core layer), a device management layer, and a background
application layer. Herein, the terminal application layer of the IoT is the most representative of
the characteristics of the loT, and is composed of various terminal devices. The IoT system is
operating system software that runs on the above terminal devices to control and manage the
terminal devices, and provides a unified programming interface.
[0032] IoT device: in the embodiments of the present disclosure, the IoT device refers to a
terminal device on the terminal application layer in the IoT, and may be, for example, various
sensors, smart terminals, credit card machines, smart cards and other terminal devices.
[0033] Gateway device: the terminal application layer and the network layer are different types
of networks. Based on factors such as different types of networks having different protocols, an
intermediate device is required between the terminal application layer and the network layer to
realize protocol conversion and other responsibilities, so as to realize data exchange and
communication between the terminal application layer and the network layer; and the
intermediate device is the gateway device. In addition, the gateway device also has an extensive

access capability and device management capability. That is, a plurality of IoT devices may



access the gateway device simultaneously, and the gateway device can manage the accessed loT
devices. It should be noted that, in the IoT system, the gateway device specifically refers to the
IoT gateway device.

[0034] Measuring point: when the IoT device transmits data to the network layer by the gateway
device, the transmitted data may be pre-stored data or data collected at the measuring point of the
device. If the IoT device is a wind turbine, possible measuring points may be a geographic
location measuring point, a temperature measuring point, a humidity measuring point, and the
like.

[0035] Specification: in the embodiments of the present disclosure, when the loT device sends
the data collected at the measuring point to the gateway device, it needs to generate a measuring
point data message based on the measuring point and the data according a certain specification.
The gateway device analyzes the message according to the same specification after receiving the
message.

[0036] Measuring point information: for the convenience of data transmission, a specific
measuring point is replaced with mapping information (namely, measuring point information).
Therefore, the measuring point data message generated by the loT device at least includes a data
field and a measuring point field, wherein the measuring point field is configured to store the
mapping information corresponding to the measuring point. For example, the mapping
information corresponding to the geographic location measuring point is A, the mapping
information corresponding to the temperature measuring point is B, and the mapping information
corresponding to the humidity measuring point is C. The gateway device acquires the measuring
point information corresponding to the measuring point by analyzing the measuring point data
message.

[0037] Template: in the embodiments of the present disclosure, the template is configured to
store a mapping relationship between the measuring point and the measuring point information.
For example, if the measuring point information of A is acquired based to a message analysis
result, the geographic location measuring point corresponding to the measuring point
information can be determined based to the mapping relationship stored in the template. In
addition, in case that the measuring point and the measuring point information correspondingly
have a measuring point identifier, the template is further configured to store a corresponding
relationship between the measuring point information and the measuring point identifier, and
uniquely mark the measuring point and the measuring point information through the measuring
point identifier.

[0038] Model: gateway models corresponding to the gateway devices are unchanged, while the

models of the loT devices are different. Therefore, in the embodiments of the present disclosure,



the model specifically refers to the model corresponding to the IoT device. In the model
corresponding to each loT device, the model contains the measuring point information of the
measuring point in the IoT device. That is, all the corresponding measuring point information
may be acquired based on the model identifiers of the models.

[0039] Based on the manageability of the gateway device to the [oT device, the gateway device
in the IoT system updates information of accessed devices (namely, the [oT device information)
and related protocol specifications from time to time, such that the gateway device also has the
ability to update the resource. In the related art, the main resource update methods are as follows:
manual offline update by a technician; remote online update; and update in a configuration page
of the gateway device by the technician.

[0040] However, with respect to the resource update methods in the related art, in the offline
mode, the technician is required to manually update the resource of each gateway device,
resulting in lower update efficiency. In the online mode, it is necessary to update all IoT devices
connected to the gateway devices in a unified fashion, which requires update of a relatively large
amount of data and largely depends on a current network situation. In terms of the update in the
configuration page of the gateway device, it is required to additionally provide a configuration
module service in the gateway device, which occupies a physical resource of the gateway device
[0041] In order to solve the above problems when the gateway device updates the resource in the
related art, the present disclosure provides a method for updating a gateway resource. Through
the method, gateway resources to be updated of gateway devices can be automatically packaged,
and are released to the gateway devices respectively, thereby realizing the gateway resource
update at the gateway devices. Refer to FIG. 1 which is a schematic diagram of an
implementation environment according to an exemplary embodiment of the present disclosure.
The implementation environment includes loT devices 101, a gateway group (consisting of
gateway devices 102), and an [oT control platform 103.

[0042] The IoT device 101 is a terminal device in the terminal application layer of the IoT
system. The [oT device 101 may be a terminal device capable of realizing single data acquisition,
or a terminal device capable of realizing data acquisition based on a plurality of measuring points.
In different application scenes of the loT system, the types of the loT devices 101 are different.
If the IoT system is used for system perception, comprehensive analysis and processing of each
logistics link, the IoT device 101 may be a computer device in each logistics link, and the
computer device is used for monitoring and recording logistics data of a corresponding logistics
link. If the 10T system is used for remotely monitoring a new energy production process, the [oT
device 101 may be a wind turbine, and each device in the wind turbine includes a plurality of

measuring points, such as a geographic location measuring point and a real-time temperature



measuring point. The above possible application scenes are only illustrative examples, and do
not limit the application scenes of the IoT system in the present disclosure. The possible
application scenes may refer to transportation, security, energy and environmental protection,
medical care, construction, manufacturing, home furnishing, retail, agriculture, and the like.
Moreover, in addition to data acquisition and transmission, the loT device 101 further has certain
data processing and storage capabilities, such as classifying and storing the data of the measuring
points.

[0043] The [oT device 101 is connected to any one of the gateway devices 102 included in the
gateway group through a wired or wireless network. Herein, the gateway device 102 can realize
data exchange and communication between the IoT device 101 and the network layer. In some
embodiments, the gateway device 102 receives data sent by a plurality of loT devices 101 and
converts the data into a predetermined format which meets a current communication protocol of
the network layer. Further, the gateway device 102 sends the converted data to the network layer.
Correspondingly, the gateway device 102 can further receive data of the network layer, convert
the format of the received data, and send the converted data to the corresponding loT devices
101.

[0044] The gateway device 102 and the IoT control platform 103 in the IoT system are
connected through the wired or wireless network. Herein, the [oT control platform 103 is a cloud
device in the IoT system, and is configured to receive data sent by the gateway device 102, and
store, process and analyze the device data. Optionally, the IoT control platform 103 may be a
server, or a server cluster composed of several servers, or a cloud computing center. Optionally,
the [oT control platform 103 includes a storage unit for storing loT device information, gateway
device information, and the like. Optionally, the loT control platform 103 may further include a
management unit for managing gateway devices 102 capable of performing data interaction and
the IoT devices 101 associated with all the gateway devices 102; and the management unit is
configured to, such as, update resources of the [oT devices 101, and monitor and manage the [oT
devices 101. Optionally, the IoT control platform 103 may further include a file server for
realizing the function of the storage unit, or for storing data different from the data in the storage
unit. For example, the storage unit is configured to store data currently received and to be sent,
and the file server is configured to store history data during the data exchange and
communication process.

[0045] Based on the above implementation environment, the method for updating the gateway
resource according to the present disclosure can be realized. Different loT devices 101 may
contain different or the same measuring points, such as two wind turbines mounted in different

regions. In case that the device types of the loT devices 101 are the same and the data acquisition



types are also the same, the same template is adopted to store the data in the process of data
acquisition, storage and transmission. Correspondingly, the gateway device 102 can realize
unified management of templates for the accessed IoT devices 101. In case that the measuring
point information of an oT device 101 changes, that is, the data in the template corresponding to
the [oT device 101 changes, the IoT control platform 103 needs to update the template, such that
the gateway device 102 can use the updated template to store and manage the data when
managing other [oT devices 101 that use the template. With the method for updating the resource
according to the present disclosure, if there is the model change, the 10T control platform 103
acquires the model change message, and automatically packages the gateway resource related to
template update after receiving the model change message, without adopting the manual
updating ways in the related art. In addition, the [oT control platform 103 determines a gateway
device 102 whose gateway resource is to be updated upon the completion of the automatic
packaging of the gateway resource. Furthermore, the gateway resource update package generated
by automatic packaging is released on the gateway device 102. After successful release, the
gateway device 102 updates the template corresponding to the connected loT device 101 based
on the content of the gateway resource update package, such that the gateway device 102 can
store data of and manage all [oT devices 101 that use the template by the updated template.
[0046] Refer to FIG. 2 which is a flowchart of a method for updating a gateway resource
according to an exemplary embodiment of the present disclosure. The method is applicable to the
10T control platform shown in FIG. 1, and includes the following steps.

[0047] In 201, a model change message is acquired, wherein the model change message includes
a change model identifier of a changed model.

[0048] Optionally, a gateway group includes a plurality of gateway devices, and each gateway
device can manage and update a template of an accessed loT device.

[0049] In some embodiment, the [oT control platform is provided with a model module
including a model of the gateway device and all models corresponding to the loT device. Herein,
the model of the gateway device is a fixed public model; and in all the models corresponding to
the IoT devices, a plurality of [oT devices may correspond to the same model.

[0050] When a technician operates the IoT control platform, that is, when there is the model
change, the model module sends the model change message, and the IoT control platform
receives the model change message by a listening module. Optionally, the model change
message includes the change model identifier of the changed model, and the change model
identifier is configured to uniquely identify the changed model.

[0051] Optionally, the model includes measuring point information of measuring points in the

IoT device, and there is a mapping relationship between the measuring points and the measuring



point information. For example, if the measuring point information of A corresponds to the
geographic location measuring point of the device, A is the measuring point information after the
device measuring point is mapped.

[0052] In 202, an associated template is determined based on the change model identifier, and is
updated.

[0053] After acquiring the model change message, the IoT control platform acquires the change
model identifier based on the model change message. The change model identifier is configured
to mark the currently changed model. Further, the IoT control platform can acquire all pieces of
measuring point information currently corresponding to the change model identifier based on the
change model identifier in the model change message, and correspondingly query the associated
template based on the change model identifier. The associated template stores a corresponding
relationship between measuring point information and measuring point identifiers in changed
models; and the measuring point identifier is applicable to the measuring point data message sent
by the IoT device.

[0054] The measuring point data message generated by the loT device at least includes a data
field and a measuring point field, wherein the measuring point field is configured to store
mapping information corresponding to the measuring point (namely, the measuring point
information). For example, the mapping information corresponding to the geographic location
measuring point is A, the mapping information corresponding to the temperature measuring
point is B, and the mapping information corresponding to the humidity measuring point is C. The
gateway device acquires the measuring point information corresponding to the measuring point
by analyzing the measuring point data message.

[0055] In addition, since the measuring point information is prone to change if the model is
changed, it is necessary to add the measuring point identifier to the measuring point data
message. Each piece of the measuring point information corresponds to a unique measuring
point identifier.

[0056] In some embodiments, the IoT control platform determines the associated template
corresponding to the change model identifier based on an association relationship between all the
model identifiers and all the templates. The changed model includes the measuring point
identifiers corresponding to the measuring point information, respectively. Further, the IoT
control platform acquires the current measuring point information in the changed model based on
the measuring point identifier corresponding to each piece of the measuring point information,
and acquires history measuring point information corresponding to each measuring point in the

associated template based on the measuring point identifier. The loT control platform determines



a measuring point to be updated corresponding to the associated template by comparing the
current measuring point information and the history measuring point information.

[0057] In an example, if the technician changes a mapping relationship between a temperature
measuring point and B to a mapping relationship between the temperature measuring point and
B1, the measuring point information B is changed in the model. For example, the technician adds
a new measuring point in the IoT device and sets measuring point information D to form a
mapping relationship between the measuring point information D and the newly added
measuring point, there is a newly added measuring point information D in the model. In another
example, if the technician deletes the temperature measuring point in the IoT device, the
measuring point information B does not exist in the model.

[0058] Therefore, the measuring point to be updated is at least one of the newly added
measuring point, the deleted measuring point and the changed measuring point.

[0059] Since the associated template may not only be applicable to one [oT device but also be a
common template for the plurality of [oT devices and the gateway device has the manageability
to the [oT device, the history measurement point information stored in the associated template is
required to be updated after the measuring point to be updated corresponding to the associated
template is determined based on the change model identifier.

[0060] In some embodiments, the [oT control platform acquires an updated associated template
by updating the associated template based on the measuring point information corresponding to
the measuring point to be updated. If the measuring point to be updated is the deleted measuring
point, history measuring point information corresponding to the measuring point is deleted in the
template, such that the gateway device can apply the updated associated template to the IoT
device when managing the accessed loT device.

[0061] In 203, a target gateway device that uses the associated template is determined.

[0062] The gateway device is connected to a plurality of IoT devices, and meanwhile, further
manages templates of the accessed loT devices. Therefore, after the loT control platform
completes the update of the associated template, a gateway resource of the target gateway device
involved in the management of the associated template is required to be updated, and an IoT
device that uses the associated template accesses the target gateway device.

[0063] Optionally, prior to updating the gateway resource of the target gateway device involved
in the management of the associated template, it is necessary to determine the target gateway
device from all the gateway devices. The IoT control platform acquires the gateway device
information associated with the associated template, and the gateway device information

includes the device information of the target gateway device. Herein, the device information may



be an identifier of the gateway device, and the gateway device information includes an identifier
of the target gateway device.

[0064] In 204, a gateway resource update package is issued to the target gateway device.

[0065] In some embodiments, the IoT control platform constructs a current total gateway
resource of the target gateway device based on the gateway device information, and constructs a
current gateway resource update package by comparing the current total gateway resource with a
history total gateway resource.

[0066] Further, the IoT control platform issues the gateway resource update package to the
target gateway device, and the target gateway device is configured to update the gateway
resource based on the gateway resource update data package.

[0067] In summary, in the embodiment of the present disclosure, the loT control platform
determines the associated template based on the change model identifier in the model change
message, updates the associated template, further determines the target gateway device that uses
the associated template, and finally issues the gateway resource update package to the target
gateway device, such that the target gateway device can update the gateway resource based on
the gateway resource update data package. Through the method according to the present
disclosure, in case of the model change, the [oT control platform can automatically package the
gateway resource to be updated to replace a manual update mode in the related art. In addition,
the gateway resource update package to be released corresponds to the gateway resource update
of the target gateway device, such that the IoT control platform is prevented from updating a
resource of the gateway device that does not need resource update, thereby further improving the
accuracy and the update efficiency in updating the gateway resource.

[0068] Through the method for updating the gateway resource according to the present
disclosure, the loT control platform can automatically package the gateway resource to be
updated. Then, in the process of releasing the gateway resource update package, if releasing fails,
the whole gateway resource update package needs to be rolled back to determine an error reason.
To this end, in order to shorten a time in identifying an error when the error occurs in the release
of the gateway resource update package, the method further includes the following content based
on the above embodiments.

[0069] Refer to FIG. 3 which is a flowchart of a method for updating a gateway resource
according to another exemplary embodiment of the present disclosure. The method is applicable
to the IoT control platform shown in FIG. 1, and includes the following steps.

[0070] In 301, a model change message is acquired, wherein the model change message includes

a change model identifier of a changed model.



[0071] Optionally, refer to step 201 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[0072] In 302, an associated template is determined based on the change model identifier, and is
updated.

[0073] Optionally, refer to step 202 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[0074] In 303, a target gateway device that uses the associated template is determined.

[0075] Optionally, refer to step 203 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[0076] In 304, a gateway resource update package is constructed.

[0077] Optionally, 304 includes the following 1 to 5.

[0078] 1. The IoT control platform determines an incremental gateway resource in response to a
change in the gateway resource.

[0079] The IoT control platform acquires a changed gateway resource in response to the change
in the gateway resource, and determines the changed gateway resource as the incremental
gateway resource.

[0080] The current total gateway resource update package contains relevant data of each IoT
device. If the IoT control platform determines the gateway device to be updated based on a
comparison result of hash values, in some embodiments, the loT control platform screens out the
incremental gateway resource from the current total gateway resource based on the device
information of the gateway device to be updated.

[0081] If the device information of the IoT device is a device identifier and the associated
template and the specification information may be determined based on the device identifier, the
10T control platform screens out the incremental gateway resource from the current total gateway
resource based on the device identifier of the gateway device to be updated.

[0082] 2. The loT control platform acquires a history total gateway resource of the target
gateway device, and constructs a current total gateway resource based on the history total
gateway resource and the incremental gateway resource.

[0083] The IoT control platform updates the gateway resource of the target gateway device by
releasing a gateway resource update package. Prior to releasing the gateway resource update
package, the gateway resource update package is required to be constructed.

[0084] In the embodiments of the present disclosure, the [oT control platform first constructs the
current total gateway resource of the target gateway device. The current total gateway resource
refers to a resource that can fully cover the history total gateway resource of the target gateway

device. Optionally, the current total gateway resource update includes loT device information

12



and specification information associated with the target gateway device. Herein, the loT device
information may be a device identifier for uniquely identifying the loT device. The specification
information is configured to standardize a data upload format of the loT device. Before the loT
device sends the data collected by the measuring point to the gateway device, it needs to generate
the measuring point data message based on the measuring point and the data under a certain
specification; and the gateway device analyzes the content of the measuring point data message
through the same specification after receiving the measuring point data message.

[0085] In an exemplary embodiment, as shown in FIG. 4 which is a schematic diagram of
contents included in the current total gateway resource update, devices 1 to 5 access the target
gateway device. Herein, devices 1 to 3 use template 1, and devices 4 and 5 use template 2.
Moreover, the specification used in the generation of the devices 1 to 3 is specification 1, and the
specification used in the generation of the devices 4 and 5 is specification 2.

[0086] In the present disclosure, the current total gateway resource can be automatically
packaged. That is, a first resource packaging task instructing to construct the current total
gateway resource of the target gateway device is automatically generated. In addition, the
method according to the present disclosure further includes a construction task of the current
total gateway resource triggered manually by a technician on a configuration interface. That is, a
second resource packaging task is automatically generated, and is the resource construction task
triggered manually. Herein, the second resource packaging task has the priority to execute. Thus,
the content 1 includes: generating the first resource packaging task and putting the first resource
packaging task in the lag queue; and executing the first resource packaging task in response to
the completion of the second resource packaging task in the priority queue.

[0087] After the first resource packaging task is generated, the IoT control platform puts the first
resource packaging task into the lag queue. After the second resource packaging task is
generated, the IoT control platform puts the second resource packaging task into the priority
queue. Further, the 10T control platform executes the first resource packaging task upon the
completion of the second resource packaging task in the priority queue.

[0088] 3. The loT control platform calculates a first hash value based on the history total
gateway resource, and calculates a second hash value based on the current total gateway resource.
[0089] The IoT control platform further acquires the history total gateway resource of the target
gateway device upon the completion of the construction of the current total gateway resource.
[0090] Considering that if the current total gateway resource update package is released directly,
the IoT control platform will update an unnecessary resource. That is, there is duplicate data

between the current total gateway resource and the history resource.



[0091] Therefore, in order to update the resource more pertinently and shorten the resource
update time, in some embodiments, the IoT control platform compares the current total gateway
resource with the history total gateway resource to construct the gateway resource update
package based on a comparison result, wherein the history total gateway resource may be stored
in a storage unit of the IoT control platform, or may be stored in a file server.

[0092] In the embodiments of the present disclosure, the IoT control platform maps big data
corresponding to the history total gateway resource into smallish data by a hash algorithm. This
piece of the smallish data is the first hash value of the big data. Similarly, the IoT control
platform calculates the second hash value based on the current total gateway resource.

[0093] Herein, the hash value is unique. That is, once the big data changes, the corresponding
hash value also changes. Therefore, the hash value is often configured to determine whether two
pieces of data are the same.

[0094] 4. The IoT control platform determines a gateway device to be updated in response to
that the first hash value is different from the second hash value.

[0095] The IoT control platform compares the first hash value and the second hash value based
on characteristics and functions of hash values, and determines whether the gateway resource
changes in response to the same or different first and second hash values. If the first hash value
and the second hash value are the same, it indicates that the current total gateway resource is
consistent with the history total gateway resource, and the gateway resource does not change. If
the first hash value is different from the second hash value, it indicates that the current total
gateway resource is inconsistent with the history total gateway resource, and the gateway
resource changes.

[0096] In some embodiments, in order to update the gateway resource more accurately, the loT
control platform may determine the gateway device to be updated based on the comparison result
of the hash values. In the process of calculating the hash values of the current total gateway
resource and the history total gateway resource, the hash value of data related to each loT device
may be calculated, such that an identifier of the IoT device having different hash values
corresponding to the current total gateway resource and the history total gateway resource is
marked. That is, the gateway device to be updated is determined. Herein, the data related to the
IoT device includes a corresponding template and specification information. In an example, as
shown in FIG. 4, if template 1 is the associated template, it is determined that gateway devices to
be updated are the [oT devices corresponding to template 1, namely, the IoT devices 1 to 3, by
comparing the current total gateway resource with the history total gateway resource.

[0097] 5. The IoT control platform constructs a gateway resource update package based on the

current total gateway resource.



[0098] So far, the IoT control platform determines the incremental gateway resource that
actually needs to be released. Further, the IoT control platform acquires the gateway resource
update package by packaging the incremental gateway resource.

[0099] In 305, the gateway resource update package is divided into m resource update sub-
packages, wherein m is less than a number of the target gateway devices.

[00100] Before issuing the gateway resource update package to the target gateway device,
the loT control platform tests the gateway resource to be released in an incremental release
fashion.

[00101] In some embodiments, the IoT control platform divides the gateway resource
update package into m resource update sub-packages. For the test process, in order to realize the
gateway resource deployment test by only a relatively small number of gateway devices, m is
less than a number of the target gateway devices.

[00102] In 306, the m resource update sub-packages are issued to the m target gateway
devices, wherein the target gateway devices are configured to perform a deployment test of
gateway resource update based on the received resource update sub-packages.

[00103] After dividing the gateway resource update package into the m resource update
sub-packages, the [oT control platform releases the m resource update sub-packages to the m
target gateway devices in the target gateway devices to perform the deployment test. The target
gateway devices are configured to perform the deployment test of the gateway resource update
based on the received resource update sub-packages. Optionally, the IoT control platform may
select the m target gateway devices from all the target gateway devices sequentially, or select the
m target gateway devices from all the target gateway devices randomly, which is not limited in
the embodiments of the present disclosure.

[00104] In 307, the gateway resource update package is issued to remaining target
gateway devices in response to that the m resource update sub-packages all pass the deployment
test.

[00105] Further, if all m resource update sub-packages are deployed and pass the
deployment test, it indicates that the gateway resource update package has no possibility of an
error in release, and the IoT control platform can issue the gateway resource update package to
the remaining target gateways devices.

[00106] In the embodiment of the present disclosure, after the gateway resource to be
updated is automatically packaged, the content of incremental release of the gateway resource
update package is also included, so as to realize the deployment test of the gateway resource
update package. If there is a resource update sub-package that fails to release, this resource

update sub-package that has an error can be located directly, and then, the whole gateway
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resource update package does not need to be rolled back. Thus, if there is the error during the
release of the gateway resource update package, time spent on error location can be further
shortened.

[00107] Refer to FIG. 5 which is a flowchart of a method for updating a gateway resource
according to another exemplary embodiment of the present disclosure. The method is applicable
to the loT control platform shown in FIG. 1, and includes the following steps.

[00108] In 501, a model change message is acquired, wherein the model change message
includes a change model identifier of a changed model.

[00109] Optionally, refer to step 201 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[00110] In 502, an associated template is determined based on the change model identifier,
and is updated.

[00111] Optionally, refer to step 202 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[00112] In 503, a target [oT device corresponding to the associated template is determined.
[00113] In order to update the gateway resource of the target gateway device involved in
managing the associated template, the IoT control platform needs to determine the target
gateway device based on the associated template upon the completion of the update of the
associated template.

[00114] In some embodiments, the [oT control platform first determines the target loT
device corresponding to the associated template. Since the target IoT device is connected to the
target gateway device, the target gateway device is determined.

[00115] In 504, the gateway device connected to the target [oT device is determined as the
target gateway device.

[00116] Further, the [oT control platform determines the gateway device connected to the
target loT device as the target gateway device.

[00117] In the embodiment of the present disclosure, considering a sending frequency of
the model change message, prior to constructing the current total gateway resource, the content
of constructing a gateway set is also included, such that a task of constructing a current total
gateway resource by the IoT control platform with a high frequency in a short time can be
avoided if the sending frequency of the model change message is higher.

[00118] In some embodiments, the [oT control platform constructs the gateway set based
on the target gateway device. The gateway set is configured to store target gateway device

information. The target gateway device information includes device information of the target



gateway device. If the device information is an identifier of the target gateway device, the target
gateway device information includes the identifier of the target gateway device.

[00119] As explained above, the construction of the gateway set is to avoid the task of
constructing the current total gateway resource by the IoT control platform with the high
frequency in a short time. Therefore, in the embodiment of the present disclosure, the [oT control
platform regularly acquires the target gateway device information from the gateway set.

[00120] In 505, a gateway resource update package is constructed.

[00121] Optionally, refer to step 304 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[00122] In 506, the gateway resource update package is divided into m resource update
sub-packages, wherein m is less than a number of the target gateway devices.

[00123] Optionally, refer to step 305 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[00124] In 507, an i™ resource update sub-package is issued to an i target gateway device,
wherein i is a positive integer less than or equal to m.

[00125] In some embodiments, the IoT control platform sequentially deploys m resource
update sub-packages on m target gateway devices. Herein, the IoT control platform issues the i
resource update sub-package to the i target gateway device, wherein i is a positive integer less
than or equal to m.

[00126] In an exemplary embodiment, as shown in FIG. 6(a), the gateway resource update
package is divided into resource update sub-packages 1 to 4, and the four resource update sub-
packages are sequentially deployed on gateway devices 1 to 4.

[00127] In 508, the i resource update sub-package is cross-deployed in response to the i
resource update sub-package passing the deployment test at the i'" target gateway device.

[00128] After the resource update sub-packages on the m target gateway devices are
successfully deployed respectively, cross deployment is performed among the m target gateway
devices.

[00129] In some embodiments, the IoT control platform cross-deploys the i resource
update sub-package in response to the i resource update sub-package passing the deployment
test at the i target gateway device. Herein, the i resource update sub-package is issued to target
gateway devices except for the i target gateway device during the cross-deployment.

[00130] In an exemplary embodiment, as shown in FIGS. 6 (b) and (c), if the resource
update sub-packages are successfully deployed on the gateway devices 1 to 4 respectively, the
IoT control platform controls the cross-deployment of the resource update sub-packets among

the gateway devices 1 to 4.



[00131] In 509, the resource update sub-package is rolled back in response to that the
resource update sub-package fails to pass the deployment test at the target gateway device.
[00132] In the embodiment of the present disclosure, if there is a resource update sub-
package that fails to deploy, all resource update sub-packets do not need to be rolled back, and
only the resource update sub-package that fails to deploy needs to be rolled back to determine
the error reason.

[00133] In 510, the gateway resource update package is issued to the remaining target
gateway devices in response to that the m resource update sub-packages all pass the deployment
test.

[00134] Optionally, refer to step 307 for the details of this step which is not repeated in the
embodiment of the present disclosure herein.

[00135] In the embodiment of the present disclosure, the 1oT control platform determines
the associated template based on the model change message, and updates the associated template.
Further, the 10T control platform determines the target gateway device that uses the associated
template, and finally issues the gateway resource update package to the target gateway device,
such that the [oT control platform can automatically package the gateway resource to be updated,
thereby improving the resource update efficiency. Considering the second resource packaging
task triggered by the technician manually on the configuration interface, the embodiment of the
present disclosure further includes the content of priority execution of the second resource
packaging task, such that the IoT control platform will not interfere with the operation of the
technician in the process of automatically packaging the gateway resource to be updated.

[00136] Refer to FIG. 7 which is a structural block diagram of a data packaging apparatus
in an [oT system according to an exemplary embodiment of the present disclosure. The apparatus
may be implemented as all or a part of the IoT control platform in FIG. 1 by software, hardware
or a combination of the two. The apparatus is applicable to an IoT control platform, the IoT
control platform is connected to each gateway device, and the gateway device is connected to an
IoT device. The apparatus includes the following modules.

[00137] A message acquiring module 701 is configured to acquire a model change
message including a change model identifier of a changed model, wherein different IoT devices
correspond to different models, and each model contains measuring point information of a
measuring point in the IoT device.

[00138] A template updating module 702 is configured to determine an associated
template based on the change model identifier and update the associated template, wherein the

associated template contains a corresponding relationship between the measuring point



information and a measuring point identifier in the changed model, and the measuring point
identifier is applicable to a measuring point data message sent by the loT device.

[00139] A gateway determining module 703 is configured to determine a target gateway
device that uses the associated template.

[00140] A resource updating module 704 is configured to issue a gateway resource update
package to the target gateway device, wherein the target gateway device is configured to update

the gateway resource based on the gateway resource update package.

[00141] Optionally, the resource updating module 704 includes the following units.
[00142] A first update unit is configured to construct the gateway resource update package.
[00143] A second update unit is configured to divide the gateway resource update package

into m resource update sub-packages, wherein m is less than a number of the target gateway
devices.

[00144] A third update unit is configured to issue the m resource update sub-packages to
the m target gateway devices, the target gateway devices being configured to perform a
deployment test of gateway resource update based on the received resource update sub-packages;
and

[00145] A fourth update unit is configured to issue the gateway resource update package
to the remaining target gateway devices in response to that the m resource update sub-packages
all pass the deployment test.

[00146] Optionally, the first update unit includes the following sub-units.

[00147] A first update sub-unit is configured to determine an incremental gateway
resource in response to a change in the gateway resource.

[00148] A second update sub-unit is configured to acquire a history total gateway resource
of the target gateway device, and construct a current total gateway resource based on the history
total gateway resource and the incremental gateway resource.

[00149] A third update sub-unit is configured to construct the gateway resource update
package based on the current total gateway resource.

[00150] Optionally, the apparatus further includes the following modules.

[00151] A first updating module is configured to calculate a first hash value based on the
history total gateway resource, and calculate a second hash value based on the current total
gateway resource.

[00152] A second updating module is configured to determine a gateway device to be
updated in response to that the first hash value is different from the second hash value.

[00153] Optionally, the first update sub-unit is further configured to generate a first

resource packaging task and put the first resource packaging task into a lag queue, the first



resource packaging task instructing to construct the current total gateway resource of the target
gateway device; and

[00154] execute the first resource packaging task in response to completion of a second
resource packaging task in a priority queue, the second resource packaging task being a resource
construction task triggered manually.

[00155] Optionally, the gateway determining module 703 includes the following units.
[00156] A first determination unit is configured to determine a target IoT device
corresponding to the associated template.

[00157] A second determination unit is configured to determine a gateway device
connected to the target IoT device as a target gateway device.

[00158] Optionally, the third update unit includes the following sub-units.

[00159] A sixth update sub-unit is configured to issue an i

resource update sub-package
to an i target gateway device, i being a positive integer less than or equal to m.

[00160] A seventh update sub-unit is configured to cross-deploy the i resource update
sub-package in response to the i resource update sub-package passing a deployment test at the
i" target gateway device, wherein during the cross-deployment, the i resource update sub-
package is issued to the target gateway device except for the i target gateway device.

[00161] Optionally, the third update unit further includes the following sub-unit.

[00162] An eighth update sub-unit is configured to roll back the resource update sub-
package in response to that the resource update sub-package fails to pass the deployment test at
the target gateway device.

[00163] Refer to FIG. 8 which is a schematic structural diagram of an loT control platform
800 according to an exemplary embodiment of the present disclosure. The [oT control platform
800 includes a central processing unit (CPU) 801, a system memory 804 including a random
access memory (RAM) 802 and a read-only memory (ROM) 803, and a system bus 805
connecting the system memory 804 and the CPU 801. The IoT control platform 800 also
includes a basic input/output system (I/O system) 806 which helps transmit information between
various components of the IoT control platform, and a high-capacity storage device 807 for
storing an operating system 813, an application 8§14 and other program modules 815.

[00164] The basic I/0O system 806 includes a display 808 for displaying the information
and an input device 809, such as a mouse or keyboard, for the user to input information. The
display 808 and the input device 809 are both connected to the CPU 801 via an input/output
controller 810 that is connected to the system bus 805. The basic I/O system 806 may further
include the input/output controller 810 for receiving and processing the input from a plurality of

other devices, such as a keyboard, mouse, or electronic stylus. Similarly, the input/output
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controller 810 further provides output to a display screen, a printer or other types of output
devices.

[00165] The high-capacity storage device 807 is connected to the CPU 801 by a high-
capacity storage controller (not shown) connected to the system bus 805. The high-capacity
storage device 807 and a computer-readable storage medium associated therewith provide non-
volatile storage for the 10T control platform 800. That is, the high-capacity storage device 807
may include a computer-readable storage medium (not shown), such as a hard disk or a compact
disc read-only memory (CD-ROM) drive.

[00166] Without loss of generality, the computer-readable storage medium may include a
computer storage medium and a communication medium. The computer storage medium
includes volatile and non-volatile, removable and non-removable media implemented in any
method or technology for storage of information such as a computer-readable storage instruction,
a data structure, a program module or other data. The computer storage medium includes an
RAM, an ROM, an erasable programmable read only memory (EPROM), a flash memory or
other solid-state storage technologies; a CD-ROM, a digital versatile disc (DVD) or other optical
storage; and a tape cartridge, a magnetic tape, a disk storage or other magnetic storage devices.
Of course, it will be known by a person skilled in the art that the computer storage medium is not
limited to above. The above system memory 804 and the high-capacity storage device 807 may
be collectively referred to as the memory.

[00167] The above memory further includes one or more programs. The one or more
programs are stored in the memory and configured to be executed by the IoT control platform to
perform steps in the method according to any one of the above embodiments.

[00168] The embodiments of the present disclosure further provide a computer-readable
storage medium. The computer-readable storage medium stores at least one instruction, wherein
the at least one instruction, when loaded and executed by a processor, causes the processor to
perform the method for updating the gateway resource according to any one of the above
embodiments.

[00169] The embodiments of the present disclosure further provide a computer program
product. The computer program product stores at least one instruction, wherein the at least one
instruction, when loaded and executed by a processor, causes the processor to perform the
method for updating the gateway resource according to any one of the above embodiments.
[00170] Those skilled in the art will appreciate that in one or more examples described
above, the functions described in the embodiments of the present disclosure may be implemented
in hardware, software, firmware, or any combination thereof. When implemented in software,

the functions may be stored in a computer-readable medium or transmitted as one or more
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instructions or codes on the computer-readable medium. The computer-readable medium
includes both a computer storage medium and a communication medium including any medium
that facilitates transfer of a computer program from one location to another. The storage medium
may be any available medium that can be accessed by a general-purpose or special-purpose
computer.

[00171] Described above are merely optional embodiments of the present disclosure, but
are not intended to limit the present disclosure. Any modifications, equivalent replacements,
improvements and the like made within the spirit and principles of the present disclosure should

be included within the scope of protection of the present disclosure.
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CLAIMS

What is claimed is:

1. A method for updating a gateway resource, wherein the method is applicable to an
Internet of Things (loT) control platform connected to each gateway device, and the gateway
device is connected to an 10T device, the method comprising:

acquiring a model change message comprising a change model identifier of a changed
model, wherein different 10T devices correspond to different models, and each model contains
measuring point information of a measuring point in the 10T device;

determining an associated template based on the change model identifier and updating the
associated template, the associated template containing a corresponding relationship between the
measuring point information and a measuring point identifier in the changed model, and the
measuring point identifier being applicable to a measuring point data message sent by the loT
device;

determining a target gateway device that uses the associated template; and

issuing a gateway resource update package to the target gateway device, the target gateway
device being configured to update the gateway resource based on the gateway resource update
package,

wherein issuing the gateway resource update package to the target gateway device
comprises:

constructing the gateway resource update package;

dividing the gateway resource update package into m resource update sub-packages,
wherein m is less than a number of the target gateway devices;

issuing the m resource update sub-packages to m target gateway devices, the m target
gateway devices being configured to perform a deployment test of gateway resource update
based on the received resource update sub-packages; and

issuing the gateway resource update package to remaining target gateway devices in
response to that the m resource update sub-packages all pass the deployment test.

2. The method according to claim 1, wherein constructing the gateway resource update
package comprises:
determining an incremental gateway resource in response to a change in the gateway

resource,
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acquiring a history total gateway resource of the target gateway device, and constructing a
current total gateway resource based on the history total gateway resource and the incremental
gateway resource; and

constructing the gateway resource update package based on the current total gateway

resource.

3. The method according to claim 2, wherein after acquiring the history total gateway
resource of the target gateway device and constructing the current total gateway resource based
on the history total gateway resource and the incremental gateway resource, the method further
comprises:

calculating a first hash value based on the history total gateway resource, and calculating a
second hash value based on the current total gateway resource; and

determining a gateway device to be updated in response to that the first hash value is

different from the second hash value.

4. The method according to claim 2, wherein constructing the current total gateway resource
comprises:

generating a first resource packaging task and putting the first resource packaging task into
a lag queue, the first resource packaging task instructing to construct the current total gateway
resource of the target gateway device; and

executing the first resource packaging task in response to completion of a second resource
packaging task in a priority queue, the second resource packaging task being a resource
construction task triggered manually.

5. The method according to any one of claims 1 to 4, wherein determining the target
gateway device that uses the associated template comprises:

determining a target 10T device corresponding to the associated template; and

determining a gateway device connected to the target 10T device as the target gateway

device.

6. The method according to any one of claims 1 to 4, wherein issuing the m resource update
sub-packages to the m target gateway devices comprises:
issuing an i resource update sub-package to an i*" target gateway device, i being a positive

integer less than or equal to m; and
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cross-deploying the i resource update sub-package in response to that the i resource
update sub-package passes a deployment test at the i target gateway device, wherein during the
cross-deployment, the i resource update sub-package is issued to the target gateway device

except for the it" target gateway device.

7. The method according to claim 6, wherein after cross-deploying the i" resource update
sub-package, the method further comprises:
rolling back the resource update sub-package in response to that the resource update sub-

package fails to pass the deployment test at the target gateway device.

8. An apparatus for updating a gateway resource, wherein the apparatus is applicable to an
Internet of Things (loT) control platform connected to each gateway device, and the gateway
device is connected to an 10T device, the apparatus comprising:

a message acquiring module, configured to acquire a model change message comprising a
change model identifier of a changed model, wherein different IoT devices correspond to
different models, and each model contains measuring point information of a measuring point in
the 10T device;

a template updating module, configured to determine an associated template based on the
change model identifier and update the associated template, the associated template containing a
corresponding relationship between the measuring point information and a measuring point
identifier in the changed model, and the measuring point identifier being applicable to a
measuring point data message sent by the 10T device;

a gateway determining module, configured to determine a target gateway device that uses
the associated template; and

a resource updating module, configured to issue a gateway resource update package to the
target gateway device, the target gateway device being configured to update the gateway
resource based on the gateway resource update package, wherein the resource updating module
includes:

a first update unit configured to construct the gateway resource update package;
a second update unit configured to divide the gateway resource update package into

m resource update sub-packages, wherein m is less than a number of the target gateway

devices;

a third update unit configured to issue the m resource update sub-packages to m

target gateway devices, the m target gateway devices being configured to perform a
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deployment test of gateway resource update based on the received resource update sub-
packages; and

a fourth update unit configured to issue the gateway resource update package to the
remaining target gateway devices in response to that the m resource update sub-packages all

pass the deployment test.

9. An Internet of Things (IoT) control platform, comprising a processor and a memory
storing at least one instruction, at least one program, a code set, or an instruction set, wherein the
at least one instruction, the at least one program, the code set, or the instruction set, when loaded
and executed by the processor, causes the processor to perform the method for updating the
gateway resource as defined in any one of claims 1 to 7.
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