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DIGITAL WATERMARKING 

·Field of invention 

The present invention relates to digital watermarking of data including image, 

video and niultimedia data. Specifically, the invention -relates to the insertion and 

•Cxtraction of embedded signals for pwposes of watermarking, in which· the insertion and 

ex.tracti_on .procedures are repeatedly applied to ·subregions of the data. When these 

subregions correspond to· the 8x8 pixei bl~ used for MPEG and JPEG compression 

and decompression, the watennar.king procedure can be tightly coupled. with.:these 

compressfon algorithms t~ achieve very signifieant savings in computation. 

Background of the Invention 

The proliferation of digitized media such as image, video and multimedia is 

creating a need for. a security system which facilitates the identification of the source of 
. / 

the material. · 

'-
(--

Content providers, i.e. owners of works in digital data form, have a need to embed 

signals into video/image/multimedia data which can subsequently be detected by software 

and/or hardware devices for purposes of authenticating copyright ownership, control and 

management. 

··For example, a coded signal might be inserted in data to indicate that the data 

should not be copied. The embedded signal should preserve the image fidelity; be robust 

tO common signal tr~sformations and resistant to tampering. In addition~ consideration 

must be given to the data rate that can be provided by the system, though current 

requirements are relatively low - a few bits per frame. 

In U.S. Patent Application S_erial No. 08/534,894, filed September 28, 1995, 

entitled "Secure Spread Spectrum \Vatermarking for Multimedia Data" and assigned to 

_,,.., .... 



~he same assignee as lhe prcsenl invenlion, which is incorporated he1:~in. by reference, 

there was proposed a spread spectrum watermarking ·method which embedded a 

watermark signal into perceptuaJJy significant regions of an image for the ·purposes of 

identifying the content owner and/or possessor. A strength of this approach is that the 

watermark _is very difficulno remove. In fact, this method only allows the watermark to 

be read if the original image or data is available for comp~n. This is because the . . 
·original spectrum of the ~.is shaped to that of the image tbioug!t a non-linear 

multiplicative procedure an~ this spectral shaping must be removed prior to detection by 

matched filtering and thew~ is inserted into the N largest spectr81 coefficients, the 

ranking of which is not preserved after.watermarking.· Thus, this.method doe$ not·8.llow 

software and hardware !levices-to ditectly read embedded signals. 

In an article by Cox et al., entitled " Secured Spectrum Watennarking for 
I . 

Multimedia" - available at http://www;"6ecl..nj.com/tr/index.html (Technical RqJbrt No. 

95-10) spread spectrum watermarking is described which embeds a pseudo-rando~ noise 

sequence into the digital data for watermarking purposes. 

The above prior art watermark extraction methodology requires the original image 

spectrum be subtracted from the watermark image spectrum. This restricts the use of the 

method when there is no original image or original image spectrum available. One 

application where this presents a significant difficulty is for third party device. providers 

desiring to read embedded information for operation or denying operation of such a 

de vi~~-

In U.S Patent No. 5,319,735 by R.D. Preuss et al entitled "Emb_~dded Signalling" 
.· .. 
digilal information is encoded to produce a sequence of code symbols. The sequence of ... _ '·· 

code symbols is embedded in an audio signal by generating a corresponding sequence of 

spread spectrum code signals representing the sequence of code symbols. The frequency 

components of the code signal being essentially confined lo a preselected signaling band 

lying within ~he bandwidth of lhe <l:udio sigrial and successive segmenls of the code signal 
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corresponds to successive code symbols in the sequence. Thc_,~udio signal is 

continuously frequency analyzed over a frequency band encompassing the signalling band 

and the code signal is dynamicall~ .. filtcre~ as a function of the analysis lo provide a 

modified code signal with frequency component levels which are, at each time instant, 

essentially a preselected proportion of the levels of the audio signal frequency 

components in corresponding frequency ranges. The modified code signal and the audio . . . . 
•signal are combined to provide a composite audio signal in which the digital information 

is embedded. This component a~dio sigrial is then recorded on a reconling medium or ~ 
. 

otherwise subjectC!i to a transmission channel. Two key elements of this process are the. 

spectral shaping and spectral equalization that Occur at the insertion and extraC~on stages, .. 
respectively, thereby allowing the e~bedded signal to be extracted wi~out ~ io the 

unwatennarked original data. 

In u:s. Patent Application ~hl No .. osnoS,331, fded September 4, 1996, . I 

entitled "'A Spread Spectrum Watermark for Em~ded Signaling" by Cox, and 
I • f 

inc;:orporated herein by reference, there is described a method for extracting a watermark 
. . . 

of embedded data from watermarked images or video withQut using an original or 

unwatermarked version of the data. This work can be viewed as an extension of the 

original work of Preuss et al from the audio domain to images and video. 

Th.is method of watermarking an image or image data for embedding signaling 
' 

requires that the DCT (discrete cosine transform) and its inverse of the entire image be 

co~puted. There are fast algorithms for computing the DCT in N log N. time, where N is 
.. ·.. . ' 

the number of pixels in the image. However, for N=512x512, the. computational 

requirement is still high, particularly if the encoding and extracting processes must occur 

·at" video rates, i.e. 30 frames per second. This method requires approximately 30 times the 

computation needed for MPEG-Il decompression. 

One possible way to achieve real-time video watennarking is to only watennark 

every N1
" frame. However, content ?wners -'~ish to protect each and every video frame. 

-· 
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Moreover, if it is known which frames contain embedded signals, it is-simple to remove 

those frames with no noticeable degradation in the video signal. 

In U.S. Patent Applicatio~. Serial No. 08nI5,953, filed September 19, 1996, 

entitled .. Watermarking of Image Data Using MPEG/SPEG Coefficients" by Cox, and 

incorporated herein by reference, there is described an alternative ~ethod. which is to 

insert the watennark into n x n blocks of the image (sqbimages) where n<<N. Then the . 
• . . N I NI computation cost is-n ogn = ogn. 

1l 

For N=512x512=218 and n=8x8=26
, the. asymptotic s~ving is. omy a·factoi: of 3 . 
. · . . .· . . . : •.· . . .. 

However, empirically the co~t of computing the DCT. over. the. entire .~ge may be 
. ..· .· ... · . . 

significantly higher when cache. loop unf9lding . and other efficiency · issues are 
. . ., . . . ·:· ..... .· ... " .. . . .· 

considered. Thus, the practical difference may approach a 30 fold savings. More· 

importantly, if the block size· is chos~::to be ~x8, i.e. the s~e sizef ~·that used for 

MPEG image compression, then it is possible to tightly couple the watermark. insertion 
i ' 

and extraction procedures to those of the MPEG compression and decompression . 
algorithms. Considerable computational saving can then be achieved since the most 

expenses computations relate to the calculation of the DCT and its inverse and these steps 

are already computed as part of the compression and decompression algorithm. The 

incremental cost of watermarking is then very small, typically less than 5% of the 

computational requirements associated with MPEG. 
·' 

The present invention improves the reliability of the invention .<,l~cribed in the 
.· . 

08n15,953 application by storing '\>./atermark information into subimages, and extracting 

watermark information from subimages, in a manner different from that described earlier. 

Summary of the Invention 

The present invention improves the reliability of the prior systems by 

systematically varying the order in ""'hich waten~1ark signal components arc inse1tc<l into 

each subimage, by inserting only p:?.11. of the watermark signal into each subimage, and, 
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-
during watermark detection, by combining the watermark signals found in- groups of 

subimages to reconstruct the original watermark signal before testing for correlation with 

any predefined watermarks 

For detection, a reverse transformation is applied to each subimage to reconstruct 

the watermark i1_1fonnation that was .stored "in that subimage.- The resulting signals are . . 
•then averaged together to reconstruct the whole watcnnadc. and to reduce noise. Fmally, 

thi~ reconstructed watennark·is compared·against a ~redefined set of watemuirk sign~ to· 

determine which one was inserted irito the Jmage. 

. • • . 

A principal object of the present invention is therefore, the provision of inserting a 
',•. 

subset of a watermark into a subset of s11bregions of~ to be watermarked. 

I ' ' f 

Another·objCct of the invention·Ts"the provision of a digital watermarking system 
. . 

in whibh a watermark is extracted by averaging the watermarked signal from subregions 

of watermarked data, and then correlating the resulµng signal to determine the watermark. 

A· further object of the invention is the provision of a digital watermarking system 

in which the watermark is composed of two portions, a verification portion and a 

synchronization portion, in order to improve watermark extraction reliability 

Further and still other objects of the invention will become more clearly apparent 

when. the following description is read in conjunction with the accompariyi,ng d~awing. 

Brief Description of the Drawings 

Figure 1 is a schematic block diagram of watermark insertion procedure; 

Figure 2 is a schematic block diagram of a watermark insertion procedure in accordance 

with the teachings of the present invention; 

Figure 3 is a schematic block diag~arri of a watennark extraction procedure; 

--
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Figure 4 is a schematic block diagram of a watermark extraction procedure-in accordance 

with the teachings of the present invention; 

Figure 5 is a graphic representation of a zigzag pattern useful for vectorizing subimages; 

Figure 6 is a graphic representation of rotation of PN sequences; 

Figure 7 is a graphical representation of an 8x8 block shown the spatial relation of 

averaged tenn8; 
• 

0 Figure 8 ·is a schematic block diagram of a method for· inserting watermarks in .. . . . . . 

accordance with·the present inventi~n;_~d 

Figure· 9· is a schematic block diagr8m of a method for ex~g watermarks in 

accordance ·with the present invention • 

. 
Detailed Description 

• I 

R'eferring now to the figures, amfFigures l ·through 4 in particular, there is shown 

schematic block diagrams of a general method for inserting and detecting watermarks in 
. . 

digital data, for instance images. 

In the following description, reference may be made to image data or images. 

While the invention has applicability to image data and images, it will be understood that 

the teachings herein and the invention itself are equally applicable to video, image and 

multimedia data and the term "image" and "image data" will be understood to include 

these terms where applicable: As used herein, "watermark" will be understood to include 

emb.~ded data, symbols, images, instructions or any other identifying infonnation. 

In the following description, reference is made to procedures described in U.S. 

Patent Application Serial No. 08/534,894 for inserting and extracting or detecting a 

watermark in images as INSERT-ORIGINAL and EXTRACT-ORIGINAL, respectively. 

Reference is made to procedures described in U.S. Patent Application Serial No. 

081708,33 I filed September 4, 1996 for inserting and extracting or detecting watermarks 

in images as INSERT-\VHOLE and EXTRACT-WHOLE, respectively. And reference is 

--
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-
made to procedures describ~d in ·U.S. Patent Application Serial No. 0817 I 5,953 for 

inserting and extracting or detecting watermarks in images as INSERT-MPEG-A and 

EXTRACT-MPEG-A:. respectively: .. 

Figure 1 shows a schematic block diagram of INSERT-WHOLE procedure for 

inserting watermarks into images. The watermark signal,. in the fonn of a finite s~uence 

of symbols chosen from an· alphabet, is provided as an input to an error correction . 
·encoder- I 0 which transfo~ this sequence into another sequence that eontains redundant . . 
information. Th~ output of encoder 10 is provided to a PN-mapper 11, which maps each 

. . . 

syinbol of the encOded watermadc into a pre-specified pseudo-random noise (PN) code. 

The output_ of the P~-mapper 11 is provided to a spectral transformer 12, whiCh converts 

the pseudo-random noise sequence into the frequency domain. The conv~ion preferably 
• I "'' 

is by :di~te cosine transform (DCT), however, faSt fourier transform. wavelet ~ 

decomposition and the like may also be used for frequency conversion. Concunently, the 

data t~ be w~termarked _is provided to another spectral transformer 13. The outputs of thd 
two spectral transformers 12 and 13 are then provided as inputs to a spectral shaper 14, 

which modifies the spectral properties of the pseudo-random noise codes from spectral . . 
transformer 12 to mask the watermark when added to the image data. The spectrally 

transformed data t~ be watermarked, from spectral transformer 13, is also provided as an 

input to a delay 15. The output of the spectral shaper 14 is then added to the output of 

delay 15 at a summer 16. The summer output is subject to an inverse transform 17. The 

result of the inverse transform is watennarked data . 

. · .. :: JNSERT-MPEG-A d~ffers from JNSERT-WHOLE by segmenting the data to be 

watermarked into multiple blocks, such as 8x8 pixel subimages or subregions. Each 

block of data then has" the watermark inserted according to the above· described method. 

That is, for each 8x8 subimage or subregion, a pseudo-random number (PN) sequence is 

inserted into the DCT coefficients after suita~le spectral shaping. The procedure is 

repeated for all such subimages or subregions. The size of the subimage or subregion is 

preferably 8x8, but it can be of other sizes, su~h as 2x2, 3x3, 4x4 or 16xl6. 

• .. 
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Figure 2 shows a schematic block diagran~ of a watermark insertion procedure in 

accordance with teachings of the present invention. The watermark signal is processed 

into a noise spectrum signal by the error correction encoder 20, the PN -~~apper 21, and 

the spectral transformer 22, in the same manner as described in conjunction with Figure 

1. However, unlike INSERT-WHOLE or JNSERT-MPEG-A, the watermark is ~hen used 

as an input to a watermark segmenter 23, which systematically separates the ':Vatermark . . . 
into . several subwatermarkS. Any portion of the original· watermark might appear 

redundantly in several of the resulting subwatennarks. Concwrently, the ~ta to be 

watennarked is used as an· input to data segmenter 24, wl;lich segments the data into 

bl°'*8 or subregioils, such as · 8x8 subimages, as in JNSERT-MPEG-A. ·Each· of the 

subw~term~ks output by the watennark segmenter 23 is then inserted into a ~ block 

by one of the watermark· inserters 25a, 2Sb, etc.: The procedure used by the watermark 

inse~ 25a, 2Sb, etc., . is the same procedure· described connection with. watermark 

inserter_ 18· in Figure 1. That is, each ~bwatemwk is added hito a s~y transfonned . . 
data block after spectral.shaping, and the resulting data is then transformed back into the 

spatial d~main. Finally, the fatc:nnarked data blocks from the wat~k-inserters 25a._ 

25b, etc., are assembled by data combiner 26 tc:».;p{9dlice watermarked da~ . 
. -

Figure 3 shows a schematic block diagram of the EXTRACT-WHOLE procedure. . . . 
. . 

The watermarked image, video or multimedia data is first uSed as input into a spectral 

normalizer 30 to undo any previously perfonned spectral shaping. H the data contains a 

watermark, then the output of the spectral normalizer 30 will resemble the spectral 

transformation of the PN coding of that watermark (the signal that was input to the 

spectral shaper 14 in Figure 1). The output of the spectral normalizer 30 is then used as 

an inp~t to·several correlators_3Ia. 3lb, etc., which test the watermark with:tlie PN codes 

used to r~present the various symbols that the encoded watermark might contain (i.e. each 

correlator tests for one PN code that is used to encode a symbol by the PN mapper 11 of 

Figure I). The outputs of the correlators 31 a, 31 b, etc., are used as inputs to a decision 

circuit 32, which determines the most likely sequence of symbols. Finally, this sequence 

is corrected by an error corrector 33, which pc"rfonns the inverse coding that was 

·.··:· 

-· 
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performed by the error correction encoder IO in Figure L The result is the extracted 

watermark. 

In EXTRACT-MPEG-A, the data from which a watermark is to be extracted is 

first segmented into several blocks. such as 8x8 subimages, exactly as in INSERT­

MPEG-A. The signal from each subimage is then normalized and used as input into a . . 

'bank of correlators similar to the correlators 3 la, 31 b, etc. in Figure 3. · The output from . . . 

the correlators is then averaged. with the outputs of correspoildiµg correlators from other 

subimages, and the resulting average correlations are used as inputs·. into the decision . 
circuit 32 for subsequent processing as described above. 

Figure 4 shows a schematic block diagram of a watermark extractiOn procedure in 
. .. 

accordallce with the teachings of the p~t invention. . The watennarkCd data is first . . . 
segmeqted into blocks by data segmenter 40, w~ Corresponds to the~ ·~egmenter 24 

used during the insertion procedure ·in Fi~ 2. Each of the data blOcks is provided to a 

respective spectrum normalizer 41a. 4"1b, etc~ to produce a ·signal resembling the 

subwatennark that was inserted into , the ~pective data bloclc. Th.e8e inserted 
. -

subwatennark signals are then used as inputs into a watennark combiner 42. In the 

combiner 42, parts of the watermark that appe;u- redundantly in several subwatennarks 

. are averaged together to reduce noise. The output of the wa~rmark combiner 42 is 

provided as the input to a symbol separator 43 which divides the watermark into parts, 

each of which corresponds to one symbol from the encoded watermark signal (the output 

of error correction encoder 20 in Figure 2). 

These symbols from separator 43 are provided as inputs to respective watermark 
. .. . 

identifier$ 44a, 44b etc. each of which includes of a bank of correlators and a decision 

circuit. as shown in Figure 3. The outputs of the w~~ermark ideQtifiers are ~ymbols from 
. . . 

the" alphabet used in th~ original encoded watermark signal. The identified symbols are 

reassembled into a complete encoded watermark by che symbol combiner 45. Finally, the 

resulting encoded watem1ark is decoded by the e~or_corrector 46. 
-~-
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The insertion and extraction procedur~s will now be describ~d in . ..J.11ore detail. In 

' 
1NSERT-ORIGINAL and EXTRACT-ORIGINAL, the object is to embed a single PN 

(pseudo random number) sequence into an image when the original image is available at 

the time of extraction. The information associated with the PN sequence is assumed to be . . 

·stored in a database together with the original image and the spectr8.I location of the 
. . 

embedded watermark. The locations of the watennarked components has to b~ recorded 

because the implementation approximated the N perceptually most significan_t regions of 

! ·the watermark by th~ N largest coefficie~~- However, this ranking was not invariant to 
1 

· the watermarking process. The N largest coefficients may be different after inserting the 
I . ·.. . . 

· ! · ·· watennark than before inserting the watermark. 
! i. 

·,; 

:. 

hi. order to avoid this problem, ·the present invention pl8ces a watemwk in 

predetermined locations of the spectrum. typically the first N coefficients. However, any 

predetennined locations could be used, though such locations should belong to the 
. . 

perceptually significant regions of the spectrum::jf the watermark is to swvive common 

signals transformations such as compression, scaling, e~c. 

More generally, the information to be embedded is a sequence of m symbols 

drawn from an alphabet A (e.g. the binary digits or the ASCII symbols). This data is then 

supplemented with additional symbols for error detection and correction. Each symbol is 

then spread spectrum modulated, a process that maps each symbol into a unique PN 

sequence known as a chip. The number of bits per chip is preset - the longer the chip 

length, __ t~e higher the detected signal-to-noise ratio will be, but this is at the expense of 

signaling bandwidth. 

The power spectrum of the PN sequence is white, i.e. flat, and is therefore shaped 

to match that of the "noise", i.e. the image/video/audio/or multimedia data into which the 

watermark is .to be embedded. It is this spectral shaping that ~ust be modified from the 

... 

. -; ~.:. 
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prior methods so that the cxcraccion process no loii&cr requires the original image. To do 

this, each coefficient of the watermarked spect111m is scaled by the local average of the 

power in the image spectr~l coefficient rather than the coefficient itself, i .. ~.:-

f/= f; +cx.avg(lf;l)W; (1) 

. . 
The averaging is the averaging of the absolute coefficient values and not the 

coefficient values themselves. This is effectively estimating the average power present at 

eacµ. frequency. Other averagin~procedures are possil!le, for _example, averaging over 

several frames or average of local neighborhoods of 8x8 blocks. · : · 

This average may be obtained in several ways. R may be a local average Qver a 

two dimensional region. Alternatively, the two dimensional spectrum may be sampled to 

form a Qrte dimensional vector and. a one dimensional local average may be performed. . . . 
One dimensional vec(orization of the two dimensional 8x8 DCT coefficients is already 

perfomied as p~ of MPEG IL The ~verage may be a simple box or ~eighted average 

over the neighborhood. 

For video data, temporal averaging of the spectral coefficients over several frames 

can also be applied. However, since several frames are needed for averaging at th.e 

·spectral normalization stage of the extractor. the protection of individu?l video frames 

taken in isolatfon may not be possible. For this reason, the present inventfon treats video 

as a very large collection of still images. In this way,· even individual ·video frames are 

copy protected. 

Irf order to extract the watermark, it is necessary to perform the spectral 

normalization, in which the previously performed spectral shaping procedui::e is inverted. 

In the present invention, the original unwatermarked signal is not available. Thus, the 
. • !' 

average p~w~i~f th~ frcqu~ncy coeffici~nts, avg(l/il ). is approxi'mated by the a~~ragc of 

the watermarked signal, i.e. avg(I f;f) 

- ! .... 
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(2) 

.. 
This is approximately true since o:avg(I f;I )W; << f;, where W; is the watermark 

component, and ex is a constant typically in the range between 0.1 and 0.01. 

The normalization stage then divides each coefficient (/,' in the received signal 

by the local average avg (lf,f) in the neighborhood. 

That is, 

/,~ . ~~ h.+aavg(if,l)W, 
avg(lf,f J-° : :' · avg(lf,f) 

f, . w. 
.·= .~vg(lf,f) +ex ' 

(3) 

'. I 

The f"Jl'S~ term, on the right hand side (RHS) of Equation (3) , · ~f;t), is 
, . _ .avg ; 

I . . 

considered a noise term. This term was not present in the system described U.S. Patent 

Application Serial No. 08/534,894, because access to the tinwatermarked coefficients 

allowed this term to be ·removed. The second tenn o:W; is the original watermark signal 
. . 

which can now be detected using conventional correlation. 

If the watermark is extracted from any single 8x8 block, the detector reliability is 

very low. If, however, the watermarks extracted from each 8x8 block are first added 

together .. ~d the averaged watermark is then applied to the correlator, then·~ very strong 

and unan:ibiguous response is obtained. This differs from the method described in U.S. 

Patent Application Serial No. OSn 15,953 in which correlation occurred within each block 

and the output from each correlator was averaged together. The present invention was 

found to improve the detection response and significantly reduced the computation 

requirement associated with each block. 

. ::.-~-:. -
• ">': 
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In practicing lhe presenl invention preferably there is a unique PN sequence for 

each symbol in the alphabet. The method is relatively robust to cl~.J2Ping since the 

detector output reduces linearly with the quantity of 8x8 subimage blocks in the image. 

For DVD (digital video disk) embedded signaling for APS (analog protection system) and 

CGMS (copy generation management system), there would be a total of 8 or 16 PN 

·sequences. 

The number of 8x8 blocks in a 512x512 image is 4096, ·suggesting that 

significantly more than one of 16·symbols can be embedded iµ ari. image or video frame~ 

Assume, for example, that it is desired to embed 1 out of 128 symbols in an image. It is 

necessary to perfonn 128 parallel coxrelations. This is compntationally tractable but 

hardware implementations of each correlation beco~ more complex. An alternative 

method is to only use two biruu:f symbols. ~t may be preferable to assocl~te more than 

one PN sequence with each of the two binary symbols or bits in order to increase the 

difficulty of intentionally removing the watermark. In this case, ·there 'are only two 

correlators and a binary string may be embedcjf.A_jnto the image. Tf:te raw. J>it error rate . ..,,. 
will be very high due by the low detector output. However,- this can be reduced to 

i 

acceptable levels by using error correcting cod~, such as Reed-Solomon (RS). RS codes 
. . 

are robust to burst error which may occur because of clipping ~f the image. Other error 

correcting codes may also be used. 

When using this method, it is necessary for the receiver to know the start location 

of the encoded block. The start location may not be obvious, particularly when the image 

has b~~ subjected to clipping. However, convention synchronizing methods can be 
. . 

used; such ·as preceding each block with a special or unique symbol or string of symbols. 

To insert a watermark, each 8x8 block is treated as an individual subimage or 

subregion. The DCT o[ the subimage is then computed and the two dimensional DCT is 

vectorized ii1 the zigzag pattern shown in Figure 5, although other patterns are also ---
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possible. These two stages constitute most of the. calculations but are part of the MPEG 

encoding process. Next, a PN noise sequence {w1 ••• wn} is inserted into the OCT 

coefficients using Equation 1 as before. The length of the PN sequens_e c~!lot_ exceed 64 

(in an 8 x 8 block) and is typically much shorter, in the range of 11 to 25. ··rr only a single 

, code is to be inserted into the image, then the same PN sequence is inserted into each of 

the 720 x 480/64 - 5400 blocks. However, a variation may be performed at this point in 

•the procedure. Within each row of blocks, the PN. sequence is cyclically rotated by one 

frequency coefficient prior to insertion in the subsequent ·block. Siinilarly, the PN 

sequence is cyclically rotated by one frequency coefficient ·at the start of each new row. 

Figure 6 illustrates an order of rotations. 

The . purpose of these rotations or shifts is to improve the response of the 

watermark extraction stage. Earli«?r experiments revealed that certain DCT coefficients 

· were more difficult to estimate than others •. The location .ai these coefficients varied from 
. . . . .-· . 

. image to image~ However. within an hp.age, the coefficient could be consistently poor. 

. Consequently, without ·shifting, one o; more· of the ~timated watennark coefficients 

i could be significantly degraded relative to th~,;9ther watermark coeffici~nts, thereby 

reducing the detector performance. Conversely, shifting significantly reduces the effect a 

poor DCT coefficients has on a single w~tennark coefficient and the detector 

performance is markedly improved. Note that any cyclic pattern can be used. 

Further modifications are useful once rotation of the watermark has been 

introduced. First, the length of the watermark may now be significantly greaterthan 64. 

Then, for each block only a small subset of the watermark (say five) coefficients is 

inserte~ into the first five DCT coefficients (excluding the d.c. tenn). Because of the 

rotation, a different subset of the watermark is inserted into neighboring 8x8 blocks. 

f'.~nally, having completed the watermark insertion, t~e MPEG encoder is ·able to proceed 

with the subsequent stages of compression. 

. . ·.~ ~ · .... 
.. . 

.. :/.· . . .... _~: 
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Note that the watermark may also be ins~rtcd after the MPEG quantization stage 

to reduce distortion of the watermark. MPEG-2 performs a convenient one dimension 
-

vectorization called "zigzagging", which allo\\'5 a simple 3x I box-....a_verage to be 

performed on the coefficients (excluding the d.c. term). 

In practice, performance was improved if the averaging is performed using the 2 . 
·four-connected coefficients closest to the d.c. term, as illustrated in Figure 7. i.e. the two 

coefficients above and to the left. 

Watermark detec~on begins by first extracting the.PN noise sequence from each 

8x~ block using Equation 1. For each block, the PN sequence is then cyclically shifted in 

the opposite direction by one frequency coefficients, and the average over all tlie blocks is 

then computed. In practice, this process Cao. be computed incrementally ·and does not 

req~ire temporary storage of all ~e extracted watennarks. A weighted averaging Can also 

be applied,' where .the weights 8re determined based on their susceptibility to common 
I I 

signal transformations such as low pass filtering. Finally, the average watermark is . . 
compared with the original PN sequence vi~~rrelation. The reason for shifting the 

watermark in the column direction may now be apparent. If the image is clipped on an 

arbitrary block boundary, then the computed average watermark will simply be rotated by 

an amount that is a ~nctioJJ, of the relative location of the clipped portion of the image. 

Correlation can then be performed on all permutations (typically 11 to 25) of the 

watermark. The output from the correlator with the maximum value is then used for 

· decision purposes. The extraction stage is depicted in Figure 4. Taking the maximum 

correlator output over all rotations of the watermark can cause the decision circuitry to be 

noisy._. _To improve this, the watermark is broken into two pieces; a sjnc~onization .. · 

portion is of length K and a verification portion is N-K. Then, when the watermark is 

extracted as before, correlation is first perfo~ed only on all rotations of the 

. ·synchronization portion of this watermark. The maximum correlation output is noted, 

then the verification portion of the watermark is rotated by the corresponding amount and 

a second con-elation is performed on the verification· portions of the watermarks. This 
~­·-
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process significantly improves the overall reliability of the system. In the course of 

experimentation, it was noticed that some watermarks performed better than others on the 

same imagery. This was caused by variation i~ rJ1e correlation statis!Jf.~ Qet\veen the 

synchronization and verification portions of the watermark. Ideally, the- two portions 

should have very low correlations. However, in several cases where watermarks 

performed poorly, it was traced to unexpected correlations between the two portions . . 
• 

The present invention provides a modification "to digital watermarking methods in 

which the original data is required for watermark extraction thereby enabling 

watennarking extraction ·in the absence of an unwatennarked ··or original :data.: The 

present invention preterably uses MPBG/JPEG coefficients. An image is divided into 

. ·typically 8x8 ·block s'ubimages or subregions and each subimage is processed and the -·. 

results are combined to· derive the extracted watermark. The result is· extraction of the 

watermark '!ith very high confidence. 

Whiie the above invention describes improvements to the prior-art INSERT­

WHOLE. JNSERT-MPEG-A, EXTRAq'~OLE, and EXTRACT-MPEG-A 

algorithms, it should be apparent to anyone skilled in the art that the same improvements 

may be applied to any algorithm for inserting ~d extracting watermarks in image data. 

This more general view of the present invention is shown in Figures 8 and 9. 

Figure 8 shows a schematic block diagram of the general method for inserting 

watermarks. This general method makes use of a non-block-based watermark insertion 

algorithm, which shall be referred to hereafter as the "base insertion algorithm". The 

watermark encoder 80 converts the watermark into a form appropriate: for the base .... . 

insertion .. algorithm. If the base insertion algorithm is that shown in Figure 1, for 

ex~ple, then the watermark encoder 80 corresponds to the watermark encoder 19, which 

comprises the error correction encoder 10, the PN mapper 11, and the spectral 

transformer 12. However, if a different base insertion algorithm is to be used, then the 

watermark encoder 80 may perform a different transformation of the watermark. The 
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encoded watermark signal froin watermark encoder 80 is provided as an inpul lo 

watermark scgmenter 81, which divides the watermark inlo a sel of subwatcm1arks. Any 

portion of ~he original watermark ·might appear redundaritly in several __ 9f t~e resulting 

subwatennarks. The data to be watermarked is provided as an input to data segmenter 82, 

which divides the data into subregions. Each subwatermark is inserted into a respective 

data subregion by a watermark inserter 83a, 83b, etc. The watermark inserters implement 

• the base insertion algorithm, so, if the base inse,rtion algorithm is that shown in Figure I, 

then each watermark inserter 83a, 83b, etc.; corresponds to the watermark inserter 18, 

which comprises a spectral transformer 13, a spectral shaper 14, a delay 15, a summer 16, 

and an inverse transform 17. However, if a different base insertion algorithm is· to be 

used, then the watermark inserters 83a, 83b, etc., may employ a different method of 

inserting subwatermarks into the subregions of the data to be watermarked. The outputs 

from the watermark inserters are assembled in data combiner 84 to provide watermarked 

data. 

Figure 9 shows a schematic block diagram of the corresponding general extraction 

algorithm. The algorithm makes use of a "bru;~~~?C-tra"ction,. algorithm that.corresponds to 

the base insertion algorithm used in inserting the watermark into the data to be 

watermarked (Figure 8). The algorithm in F~gure 9 is substantially the same as the 

algorithm shown in Figure 4, except that, in the general case, the spectrum normalizers 

41a, etc. are replaced by watermark extractors 9la, etc., which implement the base 

extraction algorithm. That is, if the base insertion algorithm used was the algorithm 

shown in Figure 1, then the watermark extractors 9la, etc., in Figure 9 will be the 

spectrum normalizers 4 la, etc. in Figure 4. 

· While there has been described and illustrated a system for inserting a watermark 

into and extracting a watermark from watermarked data without using an unwatermarked 

version of the data, it will be apparent to those skilled in the art that variations and 

modifications arc possible without deviating from the broad principles and teachings of 



... "' 

18 

the present invention which shall be limited sold)1 by the scope of the claims appended 

hereto. 
·~: 

What is claimed is: 

---------; 
• • 

·---

, .... 
·:: :: ·' . . · .. · 

.... 
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1. A method for inserting a watermark signal into data to be watermarke~co~prising 

the steps of: 

dividing data to be watermarked into a plurality of subregions; 

computing frequency coefficients of the data to be watermarked.in each 

subregion; 

spread spectrum modulating a watermark signal to be inserted by mapping the 

watermark signal into a PN (pseudo-random noise) seq~ence; 

spectral shaping the PN sequence as a function of the average power in each 

frequency coefficient of the data; and 

inserting each spectral shaped PN sequence into predetermined coefficients in the· 

data in each subregion. 

I I 

· 2. A method for ins~rting a watermark signal into data to be watermarked ~ set forth in 

claim l, where said inserting is performe~ a:~_er the data underg0es MPEG 

quantization processing. • 

3. A method for inserting a watermark signal into data to be watermarked as· set forth in 

claim 1, where said frequency coefficients are DCT (discrete cosine transform) 

coefficients. 

4. A method for inserting a watermark signal into data to be watermarked as set forth in 

claim 3, where each subregion is a 8 x 8 block of pixels. 

5. A method for inserting a watermark signal into data to be watermarked as set forth in 

claim 4, wh~re said inserting is performed after tI1e data undergoes MPEG 

quantization processing. 

-----~------- ~ 
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6. A. method for inserting a watermark signal into data to be watermarked as set forth in 

_ claim 1, where each subregi_on is a 8 x 8 block of pixels. 

7. A method for inserting a watermark signal into data to be watermarked as set forth in 

claim 6. where said inserting is performed after the data undergoes MPEG 

quantization processing. 

8. A method for inserting a watermark signal into data to be watermarked as set forth in 

claim 6, where the frequency coefficients of the watermark signal are rotated prior to 

inserting of each spectral shaped PN sequence into the subregion. 

9. A method for inserting a watermark signal into data to be watennarked as set forth in 

claim 8, where said inserting is performed after the data undergoes MPEG 

quantization processing. 

10. A method for inserting a watep:nark signal into data to be watermarked as set forth in 

claim 8. where only a subset of the watemilitksignal frequency coeffictents is inserted 

into any one subregion. 

11. A method for i·nserting a watermark signal into data to be watermarked as set for:th in 

claim 10, where the watermark signal comprises a synchronization portion and a 

verification portion. 

12. A method for inserting a watermark signal into data to be watermarked as set forth in 

claim 11, where said inserting is performed after the data undergoes M~EG 

quantization processing. 

13. A method for inserting a watermark signal into data to be watermarked as set forth in 

claim 11, where the synchronization portion and the verification portion have very 

liltle correlation belwecn each other. 

· .... , .. 
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14. A method for inserting a watem1ark signal imo data to be watermarked as set forth in 

claim I, where the spectral shaping as a function of the average power is typically 3 x 

1 window of the coefficient obtained from the one-dimensional vectorization by 

zigzagging of two-dimension frequency coefficients . 

• 15. A method for inserting a watermark signal into data to be watermarked as set forth in 

claim I, where the spectral shaping is a function of the average power based on the 

two four-connected frequency coefficients closest to the DC term. 

16. A method of extracting a watermark from watermarked data comprising the steps of:_ 

receiving subregions of watermarked data; 

spectrum normalizing the watermarked data from each subregion to generate 

respective normalized signals; 

combining the respective normalized signals from each subregion to generate a 

. single watermark; 

correlating the single watermark with predetennined PN (pseudo-random noise) -~-· 

sequences corresponding to predeteiiri'in."ed symbols to provide correlated 

signals for each predetermined PN sequence in each subregion; 

deciding which correlated signal is most likely a current symbol; and 

extracting a sequence of most likely current symbols corresponding to the 

watermark. 

17. A method of extracting a watermark from watermarked data as set forth in claim 16, 

where the subregions are 8 x 8 bloc~ used for MPEG encoding and decoding. 

18. A.method of extracting a watermark from watermarked data as set forth in claim 17, 

where said combining the normalized signals fr01µ each subregion to generate a single 

watermark, including removing the relative rotation of the watennark between blocks. 
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19. A method of extracting a watermark from watermarked data as set forth in claim 18, 

further comprising subsequently reconstructing the watermark from partial 

watermarks inserted into each block. 

20. A method of extracting a watermark from watermarked data as set forth in claim ~9. 

further comprising weighting the watermark coefficients based on their location 

within the frequency spectrum, where the weighting is a function of the susceptibility 

~f each frequency coefficient to ~ommon signal transformations. 

21. A method of extracting a watermark from watermarked data as set forth ~n claim 16, . 
. . .. 

further comprising correlating with all ~tational shifts of the extracted watermark and 

selecting the maximum value. 

22. A method of extracting a watermark from watermarked data as set forth in claim 16, 

further comprising correlating with all rotational shifts of a synchronization portion of , 
-a watermark to determine a maximum value and subsequently rotating a verification 

f -· • . 

portion of the watermark by the same amotiiltas the synchronization portion is rotated 

to obtain the maximum value prior to correlating between the verification portion and 

predetermined PN sequences. 

._ ... _. 
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23. A method of extracting a watermark from watermarked data comprising the steps of: 

receiving subregions of watermarked data; 

. 
• 

spectrum normalizing the watermarked data from each subregion tcfgenerate 

respective normalized signals; 

correlating the respective normalized signals with predetermined PN sequences 

corresponding to predetermined symbols to provide correlated. signals for each 

predetermined PN sequence in each subregion; 

deciding which correlated sign~ is most likely a current symbol in each subregion 

for providing an extracted symbol stream; · 

error correcting the extracted symbol stream; and 

extracting a sequence of most likely current symbols corresponding to the 

watermark. 

24. A method of extracting a watermark from watermarked data as set forth in claim 23, 

where said error correction is Reed Solomon error cornection. 

25. A method for inserting a watermark signafinto data to be wate_nnarked comprising 

the steps of: 

dividing data to be watermarked into a plurality of subregions; 

dividing a watermark signal into a plurality of subwatermarks where portions of 

the watermark are contained in more than one subwatermark; and 

inserting said plurality of subwatermarks into said plurality of subregions. 

26. A method for inserting a watermark signal into data to be watern:iarked as set forth in 

claim 25, where each subwatermark is inserted into a respective subregion, so that 

each subregion contains at least one subwatcrmark. 

._.,,,_. 
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27. A method for extracting a watermark signal from watermarked data comprising the 

steps of: 

receiving a plurality of subregions of watermark data; 

extracting a subwatermark from each subregion of said plurality of subregions; and 

combining and averaging the subwatermarks extracted from all the subregions to 

obtain a signal commensurate with the watennark signal. 

28. A method for extracting a watermark signal from watennar~ed data as set forth in 

claim 27, further comprising the steps of:· 

dividing the signal commensurate with the watermark signal into a plurality of 

symbol signals; 

correlating each symbol signal with a set of predefined signals.; 

determining which predefined signal best corresponds to each symbol signal; and 

combining the best corresponding predetennined signals to generate the watermark 

signal. 

. . 

._ ... __ .. 


