Met hod and Apparatus for Perform ng Video Authentication on User Field of
the I nvention The present invention relates to network communi cation
technol ogi es, and nore particularly, to a method and apparatus for
perform ng video authentication on a user. Background of the Invention

In an existing video authentication technology, it is required for a user
to upl oad one photo in advance, and a photo of the user is taken by a video
capture interface. Resolution of the video capture interface is 100 X 100.
Then vi deoMethedt and Appataths fosePeirfopmimg il dy Ao th énticatdont i me
capture queue. In generally, as far ﬂshﬁgﬁ,photo upl oaded by the user and

t he photo taken by the video capturg i H&¥F ace are enough cl ear, the user
may pass the video authentication. During the process of achieving the
present invention, the inventors find that above-nentioned existing video
aut hent i deieldwftthe ineatpnhas the foll owi ng defects: the nmethod does not
conpare the photo uploaded by the user wwth the photo taken by the video

capture intemfacReschliRefidh AkeL [1&94%%( LBRnRLARL 1815“1&‘11[1&8 &9 r,(mdn ore

fal sification on authentication photo using a virt e size
of the ph@ﬂaukakem2bmemh@amiqaemmaﬂbup@ﬁmnnegﬁmmedmhummhwmmﬁaaﬁmioo, so the
photo is not clear and is difficult to be identified. I n anot her

exi sting video authentication technology, it is also required for a user to
upl oad orfdaghetoaund ofidhalaeentios a photo of the user is taken by a canera.
Then the system conpares the photo taken by the camera with the photo

upl oaded by 1hg 8488Mmgl Vded eﬁﬁﬂfb‘dﬂlat!oqqgﬂnt)lo%g i Y JRAR fo PP Hsedhy ﬁ'ﬁo%[d Ggo
authentication result in 72 hours accord to a comparlson resu

During t héoprioedvancefandeiihetd ofght h@:rpﬁrt@k@nby a nidentimpme ibtagadenRestlaties fi nd
t hat abov nt i oned anoth exi eo aut henti cation technol ogy has
t he follé’sﬁ'ﬁE H%?éEPE“GEW@‘Wﬁiﬁogitggg ?%bvﬁ@%ﬁmﬂﬁnﬂﬁﬁ@“ﬁgﬂﬂ?d@eqth a
time. A : t he basi Vi cation
can not sg?%ﬁe%wﬁ%% ol p R0 aB0uc. S PATAR, o b SRR TRt o
phot o by byshagsea aud rt[teu[aﬂotco: ailven ay tfﬁcDOIdeo Swtmmr iyiteoffacd e chow@néle@nthe user

may pass the video authentication.

During the process of achieving the present invention, the inventors find that
above-mentioned existing video authentication technology has the following defects: the
method does not compate the photo uploaded by the user with the photo taken by the
video capture interface, thus can not overcome the problem of performing falsification on
authentication photo by using a virtual camera. The size of the photo taken by the video
capture interface is only 100X 100, so the photo is not clear and is difficult to be
identified.

In another existing video authentication technology, it is also required for a user to
upload one photo in advance, and a photo of the user is taken by a camera. Then the
system compares the photo taken by the camera with the photo uploaded by the user in a
manual identification mode, and gives video authentication result in 72 hours according
to a comparison result.

During the process of achieving the present invention, the inventors find that
above-mentioned another existing video authentication technology has the following
defects: the method causes the user to wait for too long a time. A single video photo is
taken as the basis for video authentication can not overcome the problem of performing

falsification on authentication photo by using a virtual camera, too.



Enbodi ments of the present invention provide a nethod and apparatus for
perform ng video authentication on users, so as to overcone the problem of
performng falsification on authentication photo by using a virtual canera.
The nethod for perform ng video authentication on a user, including:
receiving an authentication photo submtted by a user; capturing a
continuous real-tinme video of the user through a video pie-up device in a

client ofSkmeniPelof thednIR¢ici i Ng a contrast picture according to data of
the real -TTme Vi d€o; conpari ng the authentication photo with the

contrast picts . Al t ar.m _ni .deo aut.henticatipn result of the user
accor di ngpt o%@g%gﬂg? S‘g{nﬂ{“eé’g‘}%@‘% ?‘h"\él’g"g})&’?‘g‘%‘ﬂ% 51?06}%% faSQWFIFP@I?}P%e@ o
aut hent i qatfooningrnvideoudehicnticatdrucl ngrs, so as t@bvavshentd gabicanoppat@neht ai ni ng
nodul e, configured to receive an authentication photo submtted by a user;
a contraggbg%g?ﬁl8bW5FﬂFW@“WbHH¥%?YB%Hﬂ?QHF@H“Wﬁ“%apture a_conti nuous
real-time vi 4ge nRbndd6r PSfIntiflf PN @M% La ﬁ's%q%{bcgﬁ ;N aclient of
the user, and generate a contrast picture accordi ng to data of the
real -time vi deeiving an aghantingami goto dénetted mat asen nodul e, confi gur ed to
conpare the authentication pnofo mﬁ&g t?ﬁ cop;{ast pig}ure, and determnne a
vi deo aut hentFRISTHGhCHRUYPYS 15p-{RE Vifea of BediSidiingeh 8 v O HpHP FSYFE sl t .
As can belis@esr fheamed had ag@ﬁ&@ti%%%mvnﬁ@ét aliit JQBRRY RY e d Y. ¢apodidrent s
of the present invention, in enbodi ments of the present 1nvention,
real -ti m¥idgodeo of the user is captured automatically and a contrast

I t.he contrast

icture is g ated.according.to data of the real-time video, )

Bi cture is cgﬁﬁgﬁ}@ %/l\}%t%&)léﬁ? tlﬁ%‘f%eﬁlﬁq at' leep‘FPﬁIB%SWB?H‘t’tE_@& (ﬁ')yelfm’émbsaer and
basi ¢ i nfvideoatilenti@tioh h&ulis€ihe UsBLiRbANE; toaCoHpatisraasult i nel y vi deo
authentication may be performed on the user, and the user may be prevented
from per f or mi RgaRaradpy for aeifermisg vidge Hehenticationen phsronglydingl ng a vi rt ual

camera. Brief, DeseiddRlibopnoh (%té’f}mn@q{%oduie, configured to receive an authentication

photo submitted by a user;

a confrast photo obtaining module, configured to capture a continuous real-time
video of the user through a video pic-up device in a client of the user, and generate a
confrast picture according to data of the real-lime video;

a comparison determination module, configured to compare the authentication
photo with the contrast picture, and determine a video authentication result of the user
according to a comparison result.

As can be seen from the above technical solutions provided by embodiments of the
present invention, in embodiments of the present invention, real-time video of the user is
captured automatically and a contrast picture is generated according to data of the
real-time video, the contrast picture is compared with an authentication photo submitted
by the user and basic information of the user. Therefore, accurate and timely video
authentication may be performed on the user, and the user may be prevented from

performing falsification on authentication photo by using a virtual camera.

Brief Description of Drawings

In order to make technical solutions of embodiments of the present invention clearer,
accompanying drawings to be used in description of the embodiments will be simply

introduced hereinafter. Obviously, the accompanying drawings to be described hereinafter



In order to make technical solutions of enbodinments of the present

i nvention clearer, acconpanying drawings to be used in description of the
enbodi ments will be sinply introduced hereinafter. Cbviously, the
acconpanyi ng drawi ngs to be descri bed hereinafter are only sone

enbodi nents of the present invention. Those skilled in the art nmay obtain
ot her drawi ngs according to these acconpanyi n% drawi ngs w thout creative
| abor. ¢ OFygigRe cinbogﬂaelfw elvdia aresent invigttioat i hepeaskitier Ho dhefast mprbBIMI Nng
vi deo aut t ! VW N of t he

pr esent |(ﬂnr\%/‘(li;rr$ft1 f\%hgé){ihc&‘?ju% %ﬁ?%se%!i&‘(ﬁﬁ %gm dl@wmég gﬁtg&rmaz?n%lupﬁ? Prati ng an
appar at us f or'igee f s aiflogycirard émsamtﬂgenmmmawmmp@mmngsetlcm&miﬁeﬁhdmymﬁ

second enbodi nment % the pr g [ E{ nt| on. Detajled Description of the

| nvent i orft WS¢* p“’ﬂﬁieg g apf §§§ﬁ¥’ IRRAE AL TGRCSGRL IBYETROAE i cati on phot o subni tted
by a user isf ived u t tured
bg s pli éﬁﬁ% 2d§v? ngﬁ’(?%ltg %’M?afnemus{mtng: \élé ga?)‘ﬂdi%tu fae A’gﬁg{“&l@? \%?@23[ Ure is
gener at edutisobieadiongntaoiscapravigéd bhe seovatl Lmbnémwndebthc,]ihemttnlme:nawu henti cati on
photo is conpared with the contrast picture, and a video authentication
result of the user is determ ned according to a conparison result.

Fur t her mdBetaildib Doyt Fiptiocaf tlon Ipheitioaf the user may be taken by a video
pic-up device installed on a termnal, and the client may subnit user

information gemRy bl%kenlg tlhl%ﬁtl@t‘r’ta}'ﬁeeﬂﬁl'lc%ﬁ%t% pias @ubﬁﬁf&dadgda age it 9cc@1\/'3§t wor k
server. The network server receives the user I nfornat dition,
t he net wepRtineug egal ﬁ:a;p peef @ﬁtﬂwdemestcammedrbytmmdamphem iloatd ion ghieat of

accor di nqh he aut hent i i on erm nj t hat the

t hot o] n
aut hent i cat | S(?Ei dBﬁ&t"(?“ rst TR LS e%t%gm rqi‘ia\slo\geg“e‘rea ’f“Sr tgHé““user to
subm t anheaithenicheat pia Rhohpargalith the c,onuMi’rpﬁ@M@randthé’d ﬂﬁﬁb:ﬁbéﬁrdﬁp
device may include a Fl ash-based video capture canera, and a Fl ash
cont r ol | &psuitpfghe werisklgicrmingd kesprding ta/p Q@@P@éﬁ@tllwseﬂtcaner a to capture the
real -time vi h Vie aut.omati cal ly
captures a cgﬁﬂ}ér%lﬁlghbéGﬂ}éjeg'ﬁﬁ%mwamn @Qﬁo St qﬁ%g&tﬁm bf Y(CH a9 Vlg TOROP ti ne.
The real dtvire insiaied ohs te@dosipasetic aleht mdyt 41dhet Wed Qﬁbﬂﬂﬁi@n fcb@[iﬁéin@ﬂﬁ:
obt ai ned. A speci fl? nunber of video data frames are selected fromthe
mul tiple av‘iba%ca&a‘ﬁ 1Pi0a AES NG 19 PRINOTK §HaCl Jhe rmebyoTkisetvigr eecpies tedeo
aut henti ¢at ;R hsigener at ed based on the specific nunber of video data
frames.

[n addition, the network server may perform detection on the authentication photo
according to pixels of the authentication photo. When determining that the authentication
photo is unqualified, the network server informs the user to submit an authentication
photo again.

Moreover, the video pic-up device may include a Flash-based video capture camera,
and a Flash controller in a terminal invokes the video caplure camera to capture the
real-time video of the user.

The video pic-up device automatically captures a continuous real-time video of the
user within a period of time. The real-time video is decomposed and multiple video data
frames are obtained. A specific number of video data frames are selected from the
multiple video data frames, and at least one contrast picture for video authentication is
generated based on the specific number of video data frames.

A specilic number of video data frames are selected from the multiple video data
frames according to a predetermined interval.

Furthermore, when the multiple video data frames include action information of the
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A specific nunber of video data franmes are selected fromthe nultiple video
data franes according to a predetermned interval. Furthernore, when the
mul tiple video data frames include action information of the wuser, the

vi deo data frames corresponding to the action information of the user are
selected fromthe nmultiple video data franes. I n addition,

aut hentication photo submtted by the user and the contrast picture

gener at ed‘,sc"aﬁge JEHFRet At ARG eCOIHFB Y &h Ut 2¢line d@matips bthgi wie are

After it bRcdgtRnMBedulipRliddtiaAUtaeat i cation photo and the contrast
picture belong to the same user, the authentication photo and the contrast
pi ct ure conf &r mididionhauthendetiorapto@gebimfialr bptthonsaf atdhécusatrastt fietuttser i s
notified via the client that the user Eﬁseg t he vij deo authentication,

ot her wi s@SPeRd Aeepderandiape uormatiop ok the|uSee PHaMeYhe user does not pass
the video auimepltii¢adbi@ned that thEQLhBRIdGEn PRAS LSS ARALAGPHicRTDBLAERE S Of
the present invention, the present invention will be described in detail

her ei naf ttles sanie wemehespelinticeicantiodi areihe codttat riehiarendent o thegonpanyd ng )
drawi ngs.. The. iments are not.used for limtipg the enbodi nents of the
or osent 10 S TTSTRTRR BeP BB dRffted 96 g bl B bl SRS BN Seo

i 11 ust r atauthgnidcaneh holerdde, BRNAfOF Rndg(ivd dRahatide tfat GRatIseNdRY ndt PiSlhe

provi ded by the first enbodi nent of the present invention, the nethod

i ncl udes Vﬂ%@ BIEPOHIAB- pr ocesses. Step 11, a client subnits an

aut henti cati en. {.0 . I i Ldeo pi.c-.up devi ce, and hasic
i nformation g?l }[9, E@uuglggrelstq%ﬁazﬂng?\?em%dg%?@se& ?ﬁ(’ lggcéq’ Egqgir o]ﬁigigl.mn’ W F\%fgﬁt

| 0ggi ng iimveatiserwiilcke systibml vihi dehaihdedmaltedao sat pedific ahitRdimédie wiger
turns on the video pic-up. deyice insi)alled on a conputer first, ~adjusts

various PHPERET & SCOMRaReing dayissc Lp cabpriventsang poikesd dpk LigutiMe e cati on

photo of ¢ifigdusdls JMROMYEe RReMliideo pic-up device. The user may take the
aut henti cati on photo repeatedly so as to obtain the nost satisfied photo.

Then, the usérlistambedimére above- menti oned aut hentication photo in the

conputer. The. aut hent ‘_ICat[i,ch ) 1%h9t‘8 may al Q be .ftoak.er} Vi a cl)t h%r. canera
devi ce, and t&H bé asl%\y%?f ﬁll R %&%H?‘B&.OII@SP ERIBEIEO AURENLEANRB cati on
phot o may e grakieed ¥y eheafidi ShblimeaairRe p@hGht LR e 1t QE@Hd LIRS the
conput er . ‘

following processes.

Step 11, a client submits an authentication photo of a user taken by a video pic-up
device and basic information of the user to a network server in background.

When logging in a service system which needs video authentication, the user turns
on the video pic-up device installed on a computer first, adjusts various parameters of the
video pic-up device, and takes one authentication photo of the user through the video
pic-up device. The user may take the authentication photo repeatedly so as to obtain the
most satisfied photo. Then, the user stores the above-mentioned authentication photo in
the computer. The authentication photo may also be taken via other camera device, and
then be stored in the computer. For example, the authentication photo may be taken via a
digital camera, and then be stored in the computer.

The user fills in his/her basic information, such as gender and age, via a login
interface. The client obtains user information, such as above-mentioned authentication
photo, gender and age, and submits the user information to the network server in
packground.

In practical application, above-mentioned video pic-up device may be a Flash-based

video pic-up camera, or other video capture tools, controllers or software. The size of



The user fills in his/her basic information, such as gender and age, via a
l ogin interface. The client obtains user information, such as
above-nmenti oned aut hentication photo, gender and age, and submts the user
information to the network server in background. In practi cal
application, above-mentioned video pic-up device may be a Fl ash-based video

pi c-up canera, or other video capture tools, controllers or software. The
size of RBYVECREMSdoMERENIGEFRINPRYAL TSN DpHst do ) Dilsse asgofguix 40, so

as to ObHﬁhnnMﬁ@{as&léhé“% O&e%§e$%§8nﬁﬂ%$ Hflble in video environnent.

I'n practical icatt on ee the speed of video

aut henti cati om p&fctibdﬂ&lpﬁiﬁ@ﬁmnaml’(ﬁﬁéﬂ’ {oChia@imid®c ReddPOSIACh aRhétRadThEr Of
users re uestlng aut hentication. A threshold my be set for the total

nunber of he Pseart iSSEEHR 1Y Ay apse@onrivtvarhed oligiers ieanestngritbenticotiem A he
total r{iﬁ%ghcﬂg Ehhﬂﬁﬁe Hefof; hlliee ﬁ)hzﬁl 191:116@ %f llcﬁl,nt S&l%ﬁllxitu%% gv% muliltlol}cﬁ 1S<§1y stem

information to net wor server

Wil remin@rh@orc|Weat tlichatal intimbsr tBaS)es(lbcE nlﬁ’ﬁiﬂo}l{d thcheﬁ@liafaﬁ’i aRMituser s
wai ting f.or video authentication, and please submt user information |ater.

Above. e iPBRBET SraF FRHGIEHE 1 PIUEINd o Bdpmasthe sysiesamvilbrenisd the
Step 12, dibg ﬁﬁhtdi?% 1:9139 “HRe A8V llﬁ?e A tds@x%'vl;%lﬁ%ﬂh%&% ﬂltlfé%ﬂ&dt@ﬂogﬂﬁl

real -time video of the user,” and a contrast pict user Vi

authent|¢m¥w©nmﬂmngen@ramémmba@edMEm ddioxcofictttioacd e@lal t hambari dé€oclients
After the aut hent j hoto of the user is uploaded to the network
server | HS%WB?%%H'm" $ﬁeo aut hentication interface of the user is

ent er ed Stelpi 125 tHeWiddohc- nﬁawwdﬁ&m{%uyr&a&%&%%&ﬁ{iﬁudﬁ@ﬁ&ﬁ HhRagqophet her
the quality of the authentication photo is qualified. The determning

whet her AENRES iang agpnirasepistirh Entiseratilenayhotication iggahdriieébased onmptaement ed

mainly b f ether the photo is clear through anal yzing the
exposure%(gglee ﬁ&mhpépgg¥hphoto The photo which has been overexposed or has

poor light i sfter ek atthasicaneiuahbbi edienger A tgloadet & Mh&tdokihddrvérhg
authentl%atlon photo is unqualifijed, the network server in background

notifi es P2eereiy! haWH@O@PW featiphmiqrhse of herseiBgiticred. ¢l ear aut henti cati on
phot o. A §t§é tﬁlcfth IsBGef H?Bdéi{h Nk c!ﬂ:%ﬂhhﬁ@st {Nﬁ%g«rﬂh }Lgcﬁiaﬁtygﬂg hllcf | ed,

t he network ser ac groun Rot I I es, rough User
t hat he shibabitbaguar pJ!Mteelst h:ﬂlaflﬁ@ht [bé tldfletmlﬂefg, belnemga:pltl%s&nhle@ iofl ehevi deo

frame of t?e vi deo pie-up %ﬁ e, keep qatural action, so to

facili taf“é“{“ﬁtécagg}’%tpg’ﬁjr“t 5 Pt rﬁ;v‘i’fﬁ’ ”%i’lh‘%%é?ﬂ“i’ ¥ty dreBRnHenivhaher Hetifi es
the user phhatis khﬁl ‘E’ngtﬁﬂ’z ﬁiﬂ)})ﬁ@t t'llg%kb%ﬁld"&ﬁ% mRfAE Bétgeih@@% plagsenke
patient. Wher eafter, the above- nentloned Vldg éEVI

aut omat i ted Wm@momde@ lzasqont ihglaicxasmaedlastunqeahﬁcxdecmcof\fm,héc,u:umanm\gnthém n a
speci ficgperi onti nuous_ real

deconpose %‘Wﬁ? ?%n§°5’6e3nﬁﬁg &T e SEIRYR* oi5H T @dbgiﬁgﬁégﬂ%ﬂim%unber

of vi deOtﬁ@tﬁg:h the an@g, @E s e _etiadi hRm hitBethtibPhiRyy | deo data franes, to
generate one contrast picture for video authentication. In practical

appl i cati on, ﬁﬁﬂ@@@@énwﬁdbﬂdbﬁawmémumbgﬂmﬁykh@(g@hémhﬂ@dnﬁa@ddﬂamndnfferent
vi deo dabé?ck [cﬁﬁﬁ%oﬁﬁgf %ltn%gggh the client, the user that he should guarantee the front of the

user being presented in a video frame of the video pic-up device, and keep in natural
action, so to facilitate the system to perform video authentication on him; and notifies the
user that the video authentication needs some time, and please be patient.

Wherealfier, the above-mentioned video pic-up device automatically captures a
continuous real-time video of the user within a specific period of time. Data of the
continuous real-time video is decomposed and multiple video data frames are obtained. A
specific number of video data frames are selected from the multiple video data frames, to
generate one contrast picture for video authentication. In practical application, multiple

contrast pictures may be generated based on different video data frames selected
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separately as required. The specific period of time my be set to 30
seconds, 40 seconds, one mnute, or the I|ike. The operation of
selecting a specific nunber of video data franes nay be perforned accordi ng
to a predeterm ned interval (such as 2 seconds). The specific nunber may be
1, 3, 5, 10, or the like. | f the user nmakes some actions in the
process of video authentication, the continuous real-tinme video wll

i ncl ude s%ﬂ%mtﬁg’t ?So‘}‘?q'i”Fﬂ%or’[ﬁﬁt‘;i’%ﬁ“bf’ert(ﬁleofl}%? may ke s¢f (g S8 saendsslaypeands,

corr espongien@nh@, §Nge Bd i On i nformation of the user may be selected to
generate above-nentioned contrast picture(s). Thus real-tinme photo of the
user may be dbtaperedomelwtatiog v specific Sireperbd videodparfiases nsthsgeniotheal

aut hent i ca%téi‘gn )Rhot 0s Lhe.}(‘:ﬁ%nttrbasa&/ Spi tu%e and . basic i.:[_lf‘or tion of the
user is perforiged APeCAFETRINRAReYal (HER a5 A StEATT K BRCifisdumbernay Re luser .
The netw, k, s®hyefe like. background sends in tinme the authentication photo and
basic information submtted by the user, and the contrast picture generated
by the video lpitee wperdavikes sosiemagiicals ol itentpragssyiofevideo oubentidatioe, the
recogni tian.:sof tware. .o The .manuwal client service or the other .face
recogni t icgﬁt@% 1% %1 z“‘h‘”’e‘é‘éi‘%o t‘%ﬁc1 %rrarrﬁgcr &R 8°UR Wi%{'ﬁaﬁ%‘ﬂ PEH“’p‘I‘iS&' oﬂ\ﬁ Y he
contrast datactimes chocgehéingl ethohetibarinfheptifielbonte gt hey SRR ILSEY (o and
needs to determ ne whether the authentication photo and the contrast

pi cture ESRTBEMLOBCNKELAREG ORI ToRs tenétisephote o Hicagseyardebe and
age. obfid@lactfifelRnual client service or the other face recognition
software determ nes t'hat the authentication photo and the contrast picture
bel ong to théiepdiecamsgnisoahetweonfluramitcatithniphsioc thernbotampicane gid bhe user,
the system no;ifioi_s_ intime,. t.hr(?ug%ét‘he client, the user that the user
passes t HEOUNHEY chiRhgsst IsasifogRed i drsinine? vidppawlentispingesyls @fdhe pseri me,

t hrough the ¢hi @ftvorit BevaSar ' e : t Vi :

aut henti cati on. éAl ggﬁ:%éé{\grﬁﬁ?gg&ﬁ%ﬁ&%n%ﬁ&%lqggﬁagrlg%%@%%rn l%g)FOf %‘)lgrﬁngar?bc vi deo
aut hent i ¢aforaaticorsulimiiéesl by heabgoapt tweicdedadypicre eatrogidrbpttheofidedhpicprpesent

i nventi ora._ViThE) 1S§net%-?,]f1ii cl‘st{,ucc_:t tlgrﬁec_)@ t he Egiﬁar at us is shown in figure 2,
and the appar at e PheF TEELVERET POFT BIRF AyorbHEN &¥tware. an aut henti cati on
phot 0 obt ai nifAg nP@GAl GicAdscreionbi @l QHert Bcd REELMBoR T BRED8RLdsGBtbRpaRNOt O
submtted by a user. A contrast photo obtaining nodule 22, configured
to capt uthe @tkaHeaingabotor wih thei geatrgstaessuist totdsrmerwitetire tuly talongde thepi c- up
devi ce i Q8. ¢kienlqd ehedne H(ggr : g%(%?nedate a_contrast. picture according
S¢ ISCI, ¢ ceds AErming whethier thé icat 0 ¢ he contrast
(o datg Shffe s feaﬁl- ceds 10 dera e atithéntication photo cmcf e hias:
picture conform to the basic information of the user, such as gender and age.
Afler the manual client service or the other face recognition software determines
that the authentication photo and the contrast picture belong to the same user, and
conform to the basic information of the user, the system notifies in time, through the
client, the user that the user passes the video authentication, otherwise, the system notifies
in time, through the client, the user that the user does not pass the video authentication.
A second embodiment
An apparatus for performing video authentication on a user is also provided by an
embodiment of the present invention. The specific structure of the apparatus is shown in
figure 2, and the apparatus includes the following modules.
An authentication photo obtaining module 21, configured to receive an
authentication photo submitted by a user.
A contrast photo obtaining module 22, configured to capture a continuous real-time
video of the user through a video pic-up device in a client of the user, and generate a

contrast picture according to data of the real-time video.
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A conparison determ nation nodul e 23, configured to conpare the

aut hentication photo with the contrast picture, and determ ne a video
authentication result of the user according to a conparison result. The
contrast photo generating nodule 22 may i ncl ude: A real -time video
obt ai ni ng nodul e 221, configured to automatically capture a conti nuous
real -time video of the user within a period of time through the video

pi c-up devi cé} COBEYHPBSEI TR afigRNdufelyi@aBeushd sprai huknibpniealoreo
data framgeio with die ¢OR% rs@@%ct&b,cﬁiw @et&‘ﬂﬂ?@r atiig J{Rl%%ltiﬁat%zﬁ'etsﬁig l%glllgaftrl ed to

sel ect a specific nunbe video data frames fromthe mnu Vi deo data
frames, genexdatgdoatcolpastonongilcontrast picture for video authentication to

t he user bas on t h eci fic.nunber vi de ata frames. The conpari son
det ermi nat i oﬁ%ﬁﬁﬂﬁllr%’?E@Rﬂgﬁan?f&gda‘é‘ﬁ“e % MAY 1§ “I‘%r' mati on obt ai ni ng modul e

231, confi gureded]@in@bt Rlied db'ftﬁniﬁg hoase 29@9%&{1'%&&{‘?{ ah®thaui@ capture a

aut henti cation photo, gender and age information of the user 'submtted by

t he user .continugnsirpeldgieng dislae iof itleatdco mvidbdulperi@Baf tiowrthicgighelle visleo aftar it is

determ neg,:th h nual client service or face. recognition software,
that the a(aamch’eéﬁ%ﬁlglg%q}gwbﬁ%’gﬁgmé’fﬁ%wt it (Z:l%?ﬂlrnﬁg‘tl&bi" Qa3 dE%y to the sanme
user, and the a;tmlraarﬁibtaﬁatge@&-aﬂhﬁhﬁ;d@l@@mb@olﬁ@maﬁ%tseﬂ@uo& WeRifkOMhMeMpf O the
gender and age information of the user, determ ne that the user passes the
vi deo aut'st sitadiames rndhoinsdliplgetideonilaie frames, gensraie ot i@i@é@“@@bmmﬁs t hleI
vi deo autf i bon. ... - _ ki |l in the art..ma nder.stand, t hat a
or part cﬁtﬂa %eﬁgﬁgdgzgsasuglseng%é@gggetéﬁér(nlg%éi ﬁ%‘?’f’eddoéntabteh%g&rfrlﬁf}{ﬁ%b G r%lV %andéad by
rel evant feomput er hardware which is instructed by conputer program The

program may he stored in a conputer-readabl e storage nedia. Wen the
programis eggﬁﬁ?@af‘”ﬁ%l S{PHAaHaR Rails 26 appypBelESE m t he processes of the

method i n abayerimaikioneh@MedhaRnt 23T AkA08, TEdiay dhpkette,
an optical di skf aIRelgd?%ﬁaﬁy g/bﬁmry ng\/?Oﬁ% @ngjom élcelggnglﬁ%tﬁi} ESAI\/) or
t he |i ke generatedsarstt satledtipationiphos), gendenbodagreintismafion bétheresenbmiitadast i on

autonatic%lall .capture the real-tinme video of the user, generate the
contrast Eﬁ L(5§'Jtéhre, and perform conpari son between the authentication photo,

the contrast ApingdgeriBediific@@N moANR PBSicEnfihQl MRLIRP 0k JRGnHRRr ulhipuah
manual client service or program therefore accurate video authentication
on the usEuFpslichesErIce oF Md, reensgitiont soéwage thatdlye ehprievémt ebbth modnthe

perform pg,{Af ?)!Cftllll‘g at;[eio?l% 8Mné Légmgg reltS(IZIC %d e zﬁltal?étilgca?i:}/onugﬁor%g add \{f"lcr E:(I)Jn%l‘astcaner &
picture conform to the gender and age information of the user, determine that the user
passes the video authentication; otherwise, determine that the user does not pass the video
authentication.

Those skilled in the art may understand that all or part of the processes of
above-mentioned method may be implemented by relevant computer hardware which is
instructed by computer program. The program may be stored in a computer-readable
storage media. When the program is executed, relevant hardware can perform the
processes of the method in above-mentioned embodiment. The storage media may be a
diskette, an optical disk, a Read-Only Memory (ROM), a Random Access Memory
(RAM), or the like.

As stated previously, embodiments of the present invention automatically capture
the real-time video of the user, generate the contrast picture, and perform comparison
between the authentication photo, the contrast picture through, and basic information of
the user through manual client service or program, therefore accurate video authentication

on the user may be performed, and t the user may be prevented from performing



In view of either user experience or credibility of authentication, the
enbodi nents of the present invention can achieve an effect that is close to
t he scene that nmanual client service and the user have a one-to-one video
chat. In general, the substance of the video scene is also high-speed
transm ssion and picture playing. The present invention conbi nes video
pictures,,t@rough Flashﬂtephnolog%yin browser side, for sinulating video.
Thus t he PPOCRERIY @ BRI BY viiaha 88l ¢¥ssmd oper ati on bet ween
manual clieng, §%QVV(')IC&£11%FQS(J1' Q@ﬁél%%[g'c op cﬁi:ﬁﬂari@?%?%u{hﬁnticaﬁgﬁ,otﬂ% TRbinfhy st he
present invention may al so make the user obtain e authentication result
in time, ofbhespresopt owestidrhenappicve ab tffoctehdtectiofomn thiecens etat nlanugrdiosli nent s
of the present invention, the size of the video picture is 240 X 240, thus
bi ot ur e FRFGPHEETBNUT Tie® GOBTo-PRE FiER PRI U1 U6 bri0f POHBRE Ohiy hieo
restored sé@lem{!;c_rzllséshipfbﬁss?bé& ransmissiBAPAM TERAGS Blayhle 1He3RREnc! MYERIION

pl aces a effective constraint on a real-time requesting gueue, inpose a
rational cembines gideomiatures. Heroppimibsh efchnelegys i yuest sidy [autihehting atdean. A

threshol dj s set for the total number of . bt bove- nent i oned
P eshol g Rl Shut DALl R S R T e

can't subsiviceusethe ko BEL:SRIL 0 the network server in background, thus
guar antees the server |oad bal ance and high-quality, high-efficiency

aut hent i cat i ERbadingnise of the pgsertt ofnegwfiang efys @tsoptiale the vier yolaiaf der ed
enbodi ne of..t:he present. inv i.on.and j.s not. used for Limting the
rotect i anglisalf ASET O B AR ® RYRRCAIEE Lt o™ or

i mpr ovemembodadeteit theUredap atvichiih, fthoRizE W tBOIdeh A drePisi MOPIR), Alust he
present invention should be covered by the protection scope of the present
i nvent i omictyenglermative ¢fribe @sti ioringiebp@eokntiepme semtbei steretliasmshausl d be
det er m ned HMAthe protection scope of the clains. Cains 1. A nethod for
perforniﬁagwl%eo aut hentication on a user, conprising: receiving an

aut hent i cat i BmbptiateatsSeroit tr&dnbinvantiteplaces a cBRBYHLbRGratht AN tAUAKS

real -time video of the user through a video pic-up device in a client of
t he user 'COHAHINGeAEGUSL IO eofftipast rgsiretign eomdhomainggr tof detsa rofictting

real -ti L . s C ijng . the authgntication photo wth the .contrast
picture?ggﬁgggg?%}nﬁkiﬁgaggblgéogguﬁﬁén'ﬁcéﬁf%ﬁnygéﬁlP?OP$¥%emﬁ@8’ng

accor di ngbdwe-racepnpdnices dffofresitdnt When the ®tal Thenbarichdids AgC@r@hag, he usdrai m 1,
wherein the authentication photo is taken through a video pic-up device

i nst al | e8HbhSYTHEPHE ARlormation eths etwerfpaichd PRk eEnAethtl eariisesphist o wit h
t he cont (ast, 1RALh: etk ther:. 4. " boi t.ting, by the
client, ﬁ§2$l?%%%gﬁgfﬁgﬁﬁ%gﬁ%?ﬁg?%%hfﬁgagggggﬁkﬁgg?PgEggk%to to a network
server; receild figggonye déseripgdmor dnlgensfencd thwodisentsi off the pedst@ninvention

and is not used for limiting the protection scope thereof. Any modification, equivalent
substitution, or improvement made without departing from the spirit and principle of the
present invention should be covered by the protection scope of the present invention.
Hence, the protection scope of the present invention should be determined by the

protection scope of the claims.



conparing, by the network server, the authentication photo with the
contrast picture, and determ ning the video authentication result of the
user according to a conparison result. 3. The nmethod according to claim 2,
further conpri sing: detecting, by the network server, the

aut henti cati on photo according to pixels of the authentication photo;

when determ ning the authentication photo is unqualified, notifying, by the
network server, the client that an authentication photo is to be submtted
agai n. Claifas The net hod according to claim1, wherein the video pic-up
devi ce i nclTudes a Fl ash-based video capture canera, the Flash-based video

capture Ca”erIaA'iﬁ th&%’@%?ﬁxi&lﬁuﬁa d@(?gutﬁ%n ull.ﬁ(L §a Llpeéam‘iﬁa m{'ral to capture

the real -tine V|dLeoo ngto any one of
clainms 1 to 4@xmmmg&namh@mﬁﬂm0ﬂnmoauGﬁﬂﬁﬂ@h@p@uﬂﬁal-tlnE V|deo of the user

t hrough a video pic-u evice jn a c¢Jient of the user, and generating a
contr gst pi cf@?tgle%%ﬁ&al%‘ﬁuft 'édli’é’ﬂ‘ﬁ Vb’4°0 Chiesg) thyqugh ﬂwl‘é}@d’lb‘@ﬁﬁw@‘eé’ a

capt uri ngjiapt oMl &Rl ld R¥elalBy \é' éé)%ﬂcuﬁ (,tH deul &8 t@dﬁgrﬁf‘ BHUS gl -time
e f'h

video of the user within @ period conpos e real-time video,
and obtanmkmg nultlple vi deo data franes selectlng a speci fic nunber
of video data _frames e VI eo data franes, gggener ate at

| east one cont'FPR¥{NG} hc?t ﬂthnr“éfm({}]l ag@ O atith it PR RICEESt H fanmg a- g

The met hagleacearedtifdioh Qegll @ M OuseMRRbRIN: 8 c%%ﬁaﬂ&nﬁc%ﬁ@c' fic nunber of
video data frames fromthe nultiple video data franes conpri ses:

sel ecting a 3pdépfmethedinperdivg toi deitn davdereim s afithorticatien phbtoi pl eked deo
data frangd,a¢coldh pe-LPadi 8 SUSHE S LRdu LAt e val -

before comparing the authentication photo with the contrast picture, the method
further comprises: submitting, by the client, user information comprising the
authentication photo to a network server; receiving, by the network server, the user
information;

comparing, by the network server, the authentication photo with the contrast picture,
and determining the video authentication result of the user according to a comparison
result.

3. The method according to claim 2, further comprising:

detecting, by the network server, the authentication photo according to pixels of the
authentication photo;

when determining the authentication photo is unqualified, notifying, by the network
server, the client that an authentication photo is to be submitted again.

4. The method according to claim 1, wherein the video pic-up device includes a
Flash-based video capture camera, the Flash-based video capture camera is invoked by a
Flash controller in a terminal to capture the real-time video of the user.

5. The method according to any one of claims 1 to 4, wherein capturing a
continuous real-time video of the user through a video pic-up device in a client of the user,
and generating a contrast picture according to data of the real-time video comprises:

capturing automatically, by the video pic-up device, a continuous real-time video of
the user within a period of time; decomposing the real-time video, and obtaining multiple

video data frames;
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7. The nethod according to claim5, wherein selecting a specific nunber of
video data franes fromthe nmultiple video data franes conpri ses: when
the nultiple video data frames include action information of the user,
selecting the video data frames corresponding to the action information of
the user fromthe nultiple video data frames. 8. The net hod accordi ng
to claim 2, erein the Fser informati on conpri ses gender and age

i nformation SfCtHE fepeilic numfgeof;nd ‘é’oﬁﬂér[ﬂ%cst ﬁ@“’aﬂl@h@ﬁﬂipbaf’id@ﬁ dstot o
with the GORL! AStonBh&ldGst @mo%&s@@m&w& Aol AR%AAULRRRE Lgakbon result of
the user according to a comparison fesu nprises ng

whet her the &uil h@mqt[trmac‘owdpm)&omlands tw}auemrﬁcteasm plspu‘sanlﬁcentneb@rtg Widect he

same user ut.hen tion photo and the contrast picture
conform tdﬁtata@@“\ége(a]éﬁméﬁﬂﬁgg Vl??ﬁ@%&?‘?’bﬁ“ plfsﬁ% user; if the

aut henti cat i ggle@hat ® spadrit BRNERNLF 83dcoPisth Lﬁﬁn&eheﬁhgmteqnm IS HT.o UEr , and
the authentication photo and the contrast picture conformto the gender and

age i nf orlifatds gpcading fea pedeterndisedimémilng t hat the user passes the video

aut henti cati gn; det er m.ni e.user does not pg

vi deo aut hen? i O3 Elgﬁw\a‘ acg%ldl% kS %‘%\angqgﬁ?%ﬁn Sﬁgﬂ‘l Gr fi*RY"VS BQB%Q&ﬁVé‘#ﬁOi cation
on a userdataciodmdsifiind gic 1A 1ipleti@udt daCatra@ss cﬂhﬁix%e@bt ai ning nodul e, configured
to receive an authentication photo submtt by a user; a contrast

phot o obt ai nMRg" e uTeltipko Mideq udasd fi%n‘zﬂamcdﬂf@ aCt@@ntlifWBW@l r@falhct Dgee \d/| deo
of the u d t an
gener at o aean agiued e Ranl CrBpaFh e AP aBug By b el e
conpar i soe dektintidat daonframdul e, confl gured to conpare the aut hentl cation
photo with tgeﬁcont ast picture, determ ne a video, authentication
resul t of th8 L& le'ialeié?‘d’i“%ﬁ&t‘%dém% MPRFPYIgAC pEs ptprmation congriseprEndgpar at us
accor di NGn§ QeCindirMalon ¥hEL LG, t he contrast photo generating

wherein comparing the authentication photo with the contrast picture, and

a

determining a video authentication result of the user according to a comparison result
comprises:

determining whether the authentication photo and the contrast picture belong to the
same user, and whether the authentication photo and the contrast picture conform to the
gender and age information of the user;

if the authentication photo and the contrast picture belong to the same user, and the
authentication photo and the contrast picture conform to the gender and age information
of the user, determining that the user passes the video authentication; otherwise,
determining that the user does not pass the video authentication.

9. A apparatus for performing video authentication on a user, comprising:

an authentication photo obtaining module, configured to receive an authentication
photo submitted by a user;

a contrast photo obtaining module, configured to capture a continuous real-time
video of the user through a video pic-up device in a client of the user, and generate a
conirast picture according to data of the real-time video;

a comparison determination module, configured to compare the authentication
photo with the contrast picture, and determine a video authentication result of the user
according to a comparison result.

10. The apparatus according to claim 9, wherein the contrast photo generating



nodul e conpri ses: a real -time video obtaining module, configured to
automatical ly capture a continuous real-tine video of the user within a
period of tinme through the video pie-up device, deconpose the real-tine
vi deo, and obtain multiple video data franes; a contrast picture
generating nodul e, configured to select a specific nunber of video data
frames fromthe multiple video data frames, and generate at |east one
contrast‘Bg%#%F%“WSPSVideO authentication to the user based on the specific
nunber of Vi gegeMlaihd fidd®Dbiaining ﬁl%dui@,h%o?rﬁg.ﬁ%@t B RfHehdLRg 5&2&% aym?9 or
10, wherein the conparison determ nation nodul e conpri ses: n
infornatN@nﬁ@bmaﬁﬁﬂﬁgnmwdhbeﬂlbbn%rgdmedamodmbbﬁhnwuhan@bnheaﬁbom?ﬁﬁ%re
enerate nd, aut henti cat i on phot o der_and age information of the user
gubnittegkﬁgcfﬁgongﬁﬂb?rm&ﬁ“ﬁﬂﬁﬁﬁb@“ﬂﬁgﬂpPpﬁﬁgfwgﬁoﬁﬁﬁdﬁﬁwwconfigured to,
after it is detaafmbingdutOHatndrigr@HogR! cedtduel RMQtBcaNdpddi: SORLEASE
pi cture belong to the same user, and t he aut henti cation photo and the
cont r ast "Fb‘i{@é%‘glﬁféﬁ'é’@ﬁ# gem the mHéplg evfrige datnitnragse aich fenermie olsassfone kentuser
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frames.

11. The apparatus according to claim 9 or 10, wherein the comparison determination
module comprises:

an information obtaining module, configured to obtain the contrast picture generated,
and authentication photo, gender and age information of the user submitted by the client;

a image identification module, configured to, after it is determined that the
authentication photo and the contrast picture belong to the same user, and the
authentication photo and the contrast picture conform to the gender and age information
of the user, determine that the user passes the video authentication; otherwise, determine

that the user does not pass the video authentication.



