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METHOD FOR DECRYPTION & APPARATUS USING THE SAME

FIELD OF THE INVENTION

The present invention relates to a decrypting method
and an electronic device for receiving transmitted data

scrambled by encryption and decrypting the transmitted data.

BACKGROUND OF THE INVENTION

. An encrypting decrypting system for obtaining
original information by encrypting transmitted information and
receiving and decrypting the encrypted transmitted information
is conventionally knowh to keep information in communication
secret. An encryption algorithm éuch as a DES (Data
Encryption Standard) as a standard system in USA is known as
such an encrypting decrypting system.

There are various kinds of encryption algorithms and
more excellent encrypting systems with respect to safety and
high speed are developed. Encrypting systems (MULTI2 system)
described in specifications of U.S. Patents 4,982,429 and
5,103,479 and Japanese Laid-Open Patent No. 1-276189, etc. are
known as one example.

There are an encrypting system registered as
IS09979/0009 and an encryption utilizing mode registered as
ISO/IEC10116 in the International Standardization Organization
(180). ' |

In the encrypting system of the above MULTIZ system,
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In the encrypting system of the above MULTI2 system,
an input data size is set to 64 bits and an output data size
is set to 64 bits. A work key of a 256-bit size required to
perform éncryption is generated from a system key of the
256-bit size and a data key of 64 bits. Further, the number
of encrypting stages is set to a positive integer.

FIG. 1 shows the schematic construction of an
encryption algorithm in this MULTI2 system. In the MULTI2
system, as shown in FIG. 1, a calculation of the encryption
algorithm is made by using the system key J of 256 bits in the
data key Ks of 64 bits so that the work key Kw of 256 bits is
generated. The calculation of this encryption algorithm is
executed by an encryption algorithm executing means C. The
generated work key Kw is supplied to an encryption algorithm
executing means F and an inputted plain text of 64 bits is
encrypted. The encryption algorithms executed by the
encryption algorithm executing means C and the encryption
algorithm executing means F are the same encryption algorithm.

Such an encryption algorithm is a basic encryption
algorithm of the MULTI2 system. However, in this encryption
algorithm, there is a fear that.a distribution of appearing
frequencies of characters or words is statistically processed
in advance and the plain text is presumed by making matching
with respect to the fregquency disfribution of a charactér
series pattern of an obtained encrypted text.

Therefore, there is a technique for making a cipher

text by performing an exclusive-OR operation between an
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- encrypting block of encrypted 64 bits and input data of 64
bits next inputted. An encrypting mode using this technique
is called a CBC (Cipher Block Chaining) mode. An encryption
algorithm in such a CBC mode is executed in the
above-mentioned encryption algorithm executing means F.

For example, there is a communication system such as
a packet communication in which a unit of communicated data is
determined in advance. However, data are left when a data
unit unable to be divided by a bit number of one block is
inputted in a block encrypting system with 64 bits as one
block. Therefore, fractional processing of these left data is
performed in an OFB (Output Feedback) mode. |

In this OFB méde,.a fractional portion of the data
is supplied to an encryption algorithm executing means G and
. is encrypted by using a random number. This random number is
generated by the encryption algorithm executing means G uéing
the work key Kw. Thus, a cipher text with 64 bits as one
block can be obtained. Each of the CeC mode and the OFB mode
is called an encryption utilizing mode.

FIG. 2 shows the schematic construction of a
decryption algorithm in the MULTI2 system. As shown in FIG.
2, the work key Kw of 256 bits is generated by making the
calculation of the encryption algorithm using the system key J
of 256 bifs in the data key Ks of 64 bits. The calculation of
this encryption algorithm is executed by an encryption
algorithm executing means c. The generated work key Kw is

supplied to a decryption aigorithm executing means £ and the
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inputted cipher text of 64 bits is decrypted.

The cipher text encfybted in the OFB mode is
supplied to an encryption algorithm executing means g and is
decrypted by using a random number generated by the encryption
algorithm executing means g using the work key Kw. Thus, the
cipher text with 64 bits as one block is decrypted so that a
plain text of 64 bits can be obtained. When the CBC mode is
set, the decryption algorithm‘executing means f executes a
decryption algorithm in the CBC mode.

Here, the encryption utilizing mode will be
explained with reference to FIG. 3. FIG. 3A shows the
schematic constructions of encryption and decryption in the
CBC mode. FIG. 3B shows the schematic constructions of
encryption and decryption in the OFB mode.

In the CBC mode, as shown in FIG. 3A, an i-th plain
text block M(i) is inputted to an exclusive-OR circuif 101 and
an exclusive-OR operation is performed between fhis i-th plain
text block M(i) and a cipher text block C(i-1l) delayed by a
register (REG) 103 and located by one block before.

Calculated data are encrypted by'a work key generated on the
basis of a data key Ks in an encryption algorithm executing
means 102. This encrypted i-th cipher text block C(i) is
represénted as follows.

C(1i)=EKs(M(i).EOR.C(i-1))

In the case, Eks(m) means that m is encrthed by Ks. " EOR
shows the calculation of the exclusive-OR.

This cipher text block C(i) is transmitted and
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received on a reception side. The received cipher text block
‘C(i) is decrypted by the work kéy generated on the basis of
the data key Ks in a decryption algorithm executing means 111
and is supplied to an exclusive-OR circuit 113. The cipher
text block C(i-1) delayed in a register (REG) 112 and located
by one block'before is also inputted to this exclusive-OR
circuit 113 so that an exclusive-OR operation of both the text
blocks is performed. At this time; data keys Ks on the
transmission and reception sides are equal to each other.
Thus, an i-th plain text block M(i) is decrypted from the
exclusive-OR circuit 113. The i-th plain text block M(i) is
repreSented as follows.

M(1)=DKs(C(i).EOR.C(i-1)) .
In this case, Dks(c) shows that c is decrypted by Ks.

At a time of the OFB mode, the i-th plain text block
M(i) is supplied to an excidsive—OR circuit 105. An output of
an encryption algorithm executing means 104 provided as a
random number by the work key generated on the basis of the
data key Ks is supplied to this exclusive;OR circuit 105. The
output of the encryption algorithm executing means 104 is
delayed by one block by the register 103 and is returned to
the encryption algorithm executing means 104. Thus, the
cipher text block C(i) encrypted by the random number is
outputted from the exclusive-OR circuit 105. .

This cipher text block C(i) is then transmitted and
received on the reception side. The received cipher text

block C(i) is supplied to an exclusive-OR circuit 114. Aan
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output provided as a random number by using a work key
generated on the basis of a data key Ks in an encryption
algorithm executing means 115 is supplied to this exclusive-OR
éircuit 114. This output of the encryption algorithm
executing means 115 is delayed by one block in the register
(REG) 112 and is returned to the encryption algorithm
executing means 115. In this case, the random number supplied
to the exclusive-OR circuit 114 is equal to the random number
supplied to the exclusive-~OR circuit 105 so that the i-th
plain text block M(i) is obtained from the exclusive-0OR
circuit 114.

FIG. 4 shows the schematic construction of an
encrypting decrypting'system having the encryption utilizing
mode explained abbve..

In this figure, a scrambler 100 is arranged on the
transmission side. Input data are scrambled and transmitted
by the scrambler 100. The scrambled transmitted data are
propagated through a transmitting path such as a space, etc.
and are received on the reception side. A descrambler 110 is .
arranged on the reception side. The scrambled transmitted
data are descrambled by this descrambler liO and are returned
to original data and are outputted.

The scrambler 100 is constructed by a CBC mode
éncrypting section and an OFB mode encrypting section. .The
CBC mode encrypting sedtion is composed of an encryptor 102 as
an encryption algorithm executing means for encrypting the

inputted data (a plain text), a register 103 and an



7
exclusive-OR circuit (EX-OR) 10l1. The OFB mode encrypting

section is composed of an encryptor 104 as an encryption
algorithm executing means and an exclusive-OR circuit (EX-OR)
105. An encryptor 106 for generating a work key from a data
key and a system key is also arranged within the scrambler
100. The generated work key is supplied to the encrybtors 102
and 104.

The encryptors 102, 104 and 106 have the same
construction so that one encryptor can be commonly used as
these three encryptors. The CBC mode encrypting section and
the OFB mode encrypting section are operated as mentioned
above. Accordingly, an explanation of these operations is
omitted here.

The descrambler 110 is COnsfructed by a CBC mode
decrypting section and an OFB mode decrypting section. The
CBC mode decrypting section is composed of a decryptor 111 as
a decryption algorithm executing means for decrypting inputted
received data (a cipher text), a register 112 and an
exclusive-OR circuit (EX-OR) 113. The OFB mode decrypting
section is composed of an encryptor 115 as an encryption
algorithm executing means and an exclusive-OR circuit (EX-OR)
114. An encryptor 116 for generating a work key from a data -
'key and a system key is also arranged within the descrambler
110. The generated'work key is supplied to the decryptér 111
and the encryptor 115.

The encryptors 115 and 116 have the same

construction so that one encryptor can be commonly used as
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these two encryptors. The CBC mode decrypting section and the
OFB mode decrypting section are operated as mentioned above.
Accordingly, an explanafion of these operations is omitted
here.

When a high grade encrypting decrypting system such
as #he above-mentioned MULTI2 system is realized and used in
software, no real time processing can be performed at a
calculating speed of the present arithmetic means. Namely,
for example, when this system is applied to a satellite
Qigital television broadcaét, etc., it is necessary to
regenerate an image and a voice in real time without
intérrupting the image and the voiée. Accordingly, decrypting
procéssing on the reception side must be performed by hardware
capable-of performing high speed processing.

However, hardware capable of completing all
decrypting processes in real time on the reception side is

large-sized since complicated processings are performed.

SUMMARY OF THE INVENTION

Therefore, it is a first object -of the present
invention to provide a decrypting method in which all
decrypting processings of data scrambled in a high grade
encrypting system can be completed in real time on a reception
side by usihg coméact hardware cheaply manufactured. .

It is a second object of the present invention to
provide a compact electronic device cheaply manufactured and

having a decrypting means in which all decrypting processings
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of data scrambled in a high grade encrypting system can be
completed in real time on a reception side.

To échieve the above first object, the present
invention resides in a decrypting method comprising the steps
of.a writing step for writing plural key information to memory
means; a reading step for reading any one of the key
information designated by information in input data from the
memory means; and a decrypting step for decrypting the inpﬁt'
data on the basis of the key information read in the reading
step; execution of the writing step being inhibited when
executing periods of the writing step and the reading step
overlap each other and write and read addresses are in
conformity with each other.

| To achieve the above first object, the present
invention also resides in a decrypting method comprising the
steps of a reading step for reading any one of kéy information
from mémory means storing plural key information on the basis
of designated data among input data; and a decrypting step for
decrypting the input data on the basis of the key information
read in the reading step; the reading'step being set éuch that
the key information read from the memory means is searched by
referring to a key tablé by the desigqated data, and a least
key address is selected when two key addresses or more for
reading the key information corresponding to the designéted
data exist in the key table.

To achieve the above first object, the present

invention further resides in a decrypting method comprising
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the steps of a reading step fo: reading any one of key
_information from memory means storing plural key information
on the basis of designated data among input data; and a
decrypting step for decrypting the input data on the.basis of
the key information read in the reading step; the reading step
being set sﬁch that a key address of the key information read
from the memory means is searched by referring to a table by
the designated data, and no key address is searched when no
key address referred by the designated data exists in the
table.

To achieve the above first object, the present
invention furthermore resides in a decrypting method
comprising the steps of an initial step for performing an
initializing operation; a writing step for writing plural key
information to memory means; a reading step for reading any
oﬂe of the key information from the memory meéns oﬁ the basis
of designated data among input data; and é decrypting step for
decrypting the input déta on the basis of the key information
read in the reading stép; the reading step being set such that
é key address of the key information read from the memory
means is searched by referring to a key table by the
designated data, and initial processing being performed in the
initial step such that there is no corresponding key address
as a result of the search within an initiélizing period:

An electronic device of the present invention for
achieving the above second object comprises at least

decrypting means for executing any one of the above-mentioned



11
decrypting methods.

In accordance with such decrypting methods of the
present invention, it is possible to suitably control the
reading and writing operations of the memory means into which
key information required to perform the decryption processing
is stored. Therefore, a decrypting method capable of easily
performing the memory control can be provided. Accordingly,
it is possible to provide a decrypting method capable of
executing all decryption processings in real time on a
reception side.

Further, the construction of a memory control means
in the electronic device having the decrypting means for
executing-each of.such'dedrfpting methods can be simplified so

that the electronic device can be made compact and cheaply

manufactured.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view showing a conventional encryption

algorithm;

FIG. 2 is a view showing a cénventional decryption
algorithm; |

FIG. 3 is a view showing the construction of an
encryption utilizing mode composed of a CBC mode and an OFB
mode; o '

FIG. 4 is a view shoWing the construction of a
conventional encrypting decrypting system;

FIG. 5 is a block diagram showing an example of the
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construction of a decryptor in an embodiment form of a
decrypting method of the present invention;

FIG. 6 is a block diagram showing the construction
of an IDT in the decryptor shown in FIG. 5;

FIG. 7 is a chart showing a memory space of a
register in the decryptor seen from a CPU shown in FIG. 5;

FIG. 8 is a chart showing a logic table of
comparators CPO to CPll of the IDT shown in FIG. 6;

FIG. 9 is a chart showing a lbgic table of PE of the
IDT shown in FIG. 6;

FIG. 10 is a view for explaining a method for
searching a data key by an indirect retrieving method from
information in a header of input data in the decryptor shown .
in FIG. 5;

FIG. 11 is a view for explaining an'operatiog of the
decryptor when PIDs overlap in a PID table;

FIG. 12 is a view for explaining an operation of the
decryptor when no corresponding PID exists in the PID table;

FIG. 13 is a view showing an example of read timing
of a DPMEM in the decryptor'shown'in FIG. 5;

FI1G. 14.is a flow chart showing a decrypting flow of
the decryptor shown in FIG. 5;

| FIG. 15 is a view showing the construction of
encryption processing:

FIG. 16 is a view showing the construction of
decryption processing:;

FIG. 17 is a view showing basic functions in detail
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in the encryption processing:; |
FIG. 18 is a view showing a detailed construction
for calculating a function n2 among the basic functions;
FIG. 19 is a view showing the construction of key
schedule processing; and
FIG. 20 is a view showing the constructions of an

encryptor core and a decryptor core.

DETAIi.ED DESCRIPTION OF THE PREFERRED EMBODIMENT

FIG. 5 is a block diagram showing a constructional
example of a decryptor in an embodiment form of a decrypting
method of the present invention.

In this figure, a decryptor A is constructed by a
decrypting section B in a CBC mode, a decrypting section C in
an OFB mode, a data key indirect retrieving device (IDT) 16
having a packet ID (PID) table, a dual port memory (DPMEM) 17
and a comparator (COMP) 11. The dual port memory 17 transmits
a data key used to encrypt input data to the decrypting
sections B and C. The comparator (COMP) 11 compéres a write
address and a read address of the DPMEM 17 with each other.

Cipher text data as received data are inputted to a
termiﬁal 1 of the decryptor A and are inputted to a switching
means 3. At this time, when the CBC mode is set, each of the
switching means 3 and a switching means 4 is switched oﬁto the
side.of a contact a and the inputted cipher text data are
supplied to the CBC mode decrypting section B'and are

decrypted and outputted. When the OFB mode is set, éach of
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the switching means 3 and the switching means 4 is switched
onto the side of a contact b and the cipher text data are
inputted to the OFB mode decrypting section C. The inputted
cipher text data are decrypted in the OFB mode degrypting
section C and plain text data are outputfed.

The inputted cipher text data are decrypted and are
set to plain text data in the CBC mode decrypting section B
and the OFB mode decrypting section C, and its decryption
algorithm is similar to that shown in FIG. 2. In this case, a
data key required for the decryption proceséing is supplied
from the DPMEM 17.

For example, a format of the received data inputted_
to the terminal 1 is set to a transport stream (hereafter,
called TS) prescribed as ISO/IEC13818. TS has a packet
structure of 188 bytes and is qohstructed such that a pay load
of 184 bytes normally follows a header of 4 bytes. Further,'a
parity is added to make an érror'correction with respect to a
transmission error. Accordingly, a dummy period for the
parity of 16 bytes is added and a stream of these repetitions
is set. '

The header of this TS includes PID information
showing whether the packet is constructed by video data, voice
data or other data, a TSC (Transport Scrambling Control) flag
showing whether it is an encrypted TS or not, etc. Attéibutes
of these packets are interpreted by analyzing the header in an

unillustrated analyzing section.

At this time, when it is interpreted as a packet not
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encrypted by the TSC, this TS is outputted as it is through a

delay section without performing decryption processing. A
delay time of this delay section is set to be equal to a time
of the decryptor A required for the decryption processing.

A data key Kse (Ks_ eveni and a data key Kso
(Ks_odd) are allocated to one PID. This is because a data key
is updated every several éeconds to several ten secénds so
that it is hecessary to rewrite the data key in time for the
update, and only one of the data key Kse and the data key Kso
is used at a decryption processing time so that the unused
data key can be set to be updated. Namely, the data key Kse
and the data key Kso are allocated to one PID so as to easily
perform updating control for updating the data key.

For example, the above analyzing section is arranged
in the CBC mode decrypting section B although fhis arrangement
is not illustrated. PID/TSC information of a data size of 15
bits is transmitted from the CBC mode decrypting section B to
the IDT 16.
| In the IDT 16, the PID table is réferred by using
the received PID information of a 13-bit size. The IDT 16
generates a read ad@ress RA (9 bits in déta size) of the DPMEM
17 by combining address information read from the PID ahd TSC
information of a 2-bit size. The generated read address RA is
supplied from an AD terminal to an RA terminal of the DéMEM 17
and a control operation is performed at this time such that a
read enable (RE) signal attains an active state. Thus, a data

key corresponding to the read address RA is read from the
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DPMEM 17. The read data key is equal to a data key used at an

encrypting time of the inputted TS and is outputted from a
terminal RD to the decryptor.5.

.The decryptor 5 generates a work key from the
supplied data key and a system key from every different
system. The decryptor 5 decrypts inputted cipher text data on
the basis of the generated work key.

The system key is transmitted from the CPU 10 to the
decryptof A in advance.

The CPU 10 is constructed such that the updated data
key required for the decrypting sections B and C is written to
the DPMEM 17 before this data key is required in the
decryption processing. In a writing case of this dataikey, a
write enable (WE) signal is set to attain an active state, and
a write address (WA) of a data size of 9 bits and write data
(WD) of the data key of a data size of 8 bits are supplied to
the DPMEM 17. In this case, a ROM and a RAM are arranged in
the CPU 10 and data provided to the decryptor A are written to
these memor;es.

Read data become indefinite at a writing time of
data key information to the DPMEM 17 when the IDT 16 reads the
data key at the same read address as the write address.
Accordingly, writing to the DPMEM 17 is inhibited at this
time. '

Therefore, a comparator 11, an AND gate 12, OR gates
13, 14 and an inverter 15 are arranged. Operations of these

elements will next be explained. The read address RA



17
outputted from the IDT 16 and the write address WA outputted
from the CPU 10 are respectively inputted to a P-terminal and
a Q-terminal of the comparator 11. When input data at the
P-terminal and input data at the Q-terminal are in conformity
(P=Q) with each other, a high voltage level signal is
outputted from_the comparator 11. At this time, when an
inverting signal RE attains an active state at a low voltage
level, a high voltage level signal is outputted from the
inverter 15. Accordingly, a high voltage level signal is
finally outputted from the AND gate 12. This output of the
AND gate 12 is inputted to tﬁe OR gate 13 and an output of the
OR gate 13 is sét to a high voltage level. Accordingly, an
inverting signal WE attains an inactive state and writing to
the DPMEM 17 is inhibited.

FIG. 7 shows a memory space of a register of the
decryptor A seen from the CPU 10. An area of 64 bits x 1 with
upper 6 bits at an address (HADD) of a data size of 9 bits as
"000100" is allocated to an initial vélue table (CBC initial
value table) in the CBC mode. Aﬁ initial value stored to this
initial value table is éupplied to the CBC mode decrypting
section B and is set to a register 6 at a time of initial
processing executed at a power turning-on time, etc.

An aréa of 256 bits x 1 with uppef 4 bits at the
address (HADD) as "0010" is also allocated to a system ﬁey"
table (SYSTEM Key table). This system key table is set to be
different every sgstem, but is a fixed key in one system.

Further, an area of 13 bits x 12 with upper'4 bits
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at the address (HADD) as "0100" is allocated to a PID table

(PID value table). This PID table is information showing a
packeted data kind and is set to 12 kindé at its maximum in
one channel and is also set to PIDs different every data kind.

The system key table is written to a predetermined
register and information of the PID table is written to the
IDT 16 from the CPU 10 at the initial proceésing time.

Furthermore, an area of.64 bits x 12 with upper two
bits at the address (HADD) as "10" is allocated to a data key
Kse table (Ks_even value table). An area of 64 bits x 12 with
upper two bits at the address (HADD) as "11" is allocated to a
data key Kso table (Ks_odd valﬁe table). Information of this
data key Kse table and the data key Kso table is written to
the DPMEM 17 and is updated by the CPU 10 every predetermined
timing of several secbnds to several ten seconds.

FIG. 6 is a block diagram showing one exémple of a
detailed construction of the IDT 16. 1In this figure,
reference numerals 41 to 52 designate 12 flip flops (DFO to
DF11l) each havihg a 13-bit width. Reference numerals 61 to 72
designate 12 comparators (CPO to CPll) each having a 13-bit
width. Reference numeral 40 designates an address decoder
(ADEC). When address information of a data size of 9 bits is
inputted to this addreés decoder 40, an output for setting any
one of the flip flops DF0 to DFll to be active is transﬁitted
from this address decoder 40 to only one of 12 outputs.
.Further, reference numeral 39 dgsignates a priority encoder

(PE). This priority encoder 39 outputs address information
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TMPO to TMP3 combined with TSC information.

In this IDT 16, PID information of a data size of 8
bits outputted from the CPU 10 is developed to a data size of
13 bits and is inputted to a terminal 30. Address information
of a data size of 9.bits outputted from the CPU 10 is also
inputted to a terminal 32 and is decoded in the ADEC 40. This
decoded output is inputted to the flip flops DFO to DFll as.a
strobe'signal and only any one of these flip flops DFO to DF1l1l
is set to be able to be latched.

AT this time, the inputted PID information of a data
size of 13 bits is commonly inputted to the 12 flip flops DFO
to DFll. The flip flops DF0O to DF1l are sequentially selected
one by one by the decoded output of the'ADEC 40 and the
supplied PID information is latched. Thus, the PID
information of 12 kinds at its maximum can be latched to the
flip flops DFO té DF1ll and a PID table is constructed by the
-flip_flcpé'DFo to DF1l.

The PID information of a data size of 13 bits is
inputted to a terminal 33 and is commonly inputted to a
B-input terminal of each of comparators CPO to CP1ll. This PID
information is PID information of a data size of 13 bits among
PID/TSC information of a data size of 15 bits extracted from
the header of a packet as received-data in the CBC mode
decrypting section B and supplied to the IQT 16. .

In this case, PID information from the flip flops
DFO to DF1ll are respectively inputted to. A-terminals of the

comparators CPO to CPll. A conformity signal is outputted
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from a comparator in which PID information conforming to the
PID information inputted from the terminal 33 is outputted is
inputted to the A-terminal. Accordingly, when the PID
information in the PID table is inputted from the terminal 33,
the conformity signal is outputted from any one of the
comparators CPO to CPll.
' FIG. 8 shows a logic table of these comparatoxrs CPO
to CP1l1l. When hb "1l" is inputted to all the A and B terminals.
of the comparators CPO to CPll, a "1" signal is outputted at a
conformity (A=B) time. In contrast to this, "0" is outputted
at a non—conformity time.

FIG. 9 further shows a logic table of the priority
_encoder PE39. In the logic table of this priority encoder
“PE39, for example, when a "1" signal is outputted from a
comparator CP2, the priority encoder PE39 outputs data of 4
bits (TMPO to TMP3) of "0010". As shown in FIG. 9, DO is set
to an input having a highest priority and D1l is set to an
input having a lowest priority in this priority encoder PE39.

There is a case in which PID information not
conforming to the PID information of the PID table set to the
flip flops DFO to DFll is inputted. In this case, "0" is
inputted to all input terminals of Fhe priority encoder PE. At
tﬁis time, an NK output of the priority encoder PE is set to
“1". When the NK output is "1", a reading operation of.the
key table of a data key described later is'inhibited.

A voltage level at the terminal 31 becomes "0" and

all the flip flops DFO to DFll are preset at an initial
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processing time such as a power turning-on time, etc. so that
"1" is outputted from the flip flops DFO to DFll.
Accordingly, in this case, "O" is outputted from all the
comparators CPO to CPll and the reading operation of the key
table of the data key is inhibited as mentioned above.

When the reading operation of the key table is
inhibited, no key table is used so that a data key can be
written to this key table from the CPU 10. Namely, the data
key can be initialized. The terminal 31 is a power-on reset
terminal and its voltage level is returned to "1" after a
predetermined time.

An operation for searching the key table of the data
key will next be explained by PID information and TSC
information among received data with reference to FIG. 10.

Iﬁ a step 820 shown in FIG. 10, it is assumed that
"PID-F" is inputted from the header of received data as the -
PID information of a data size of 13 bits, and "10" is
inputted as the TSC information of a data size of 2 bits.
This "10" is set to show that data are scrambled by the data
key Kse. |

Next, this PID information is inputted to the
A-terminals of the comparators CP0O to CPll in a step S21 and
is compared with PID information stored to each of the flip
flops DFO to DFll. As a result, a "1" signal is outputéed
from a comparator CP5 and an output TMP [3..0] of TEMP3 to
TEMPO of the priority encoder PE39 becomes "0101". Namely,

"PID~-F" is searched. This "0101" as an output of the priority
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encoder PE39 is set to fourth to first bits at an address
HADD.

Next, in a step S22, two bits ("10") of the TSC
information TSC [1..0] are set to fifth and sixth bits af the
address HADD and an address HADD [8..3] of a 6-bit size is
generated. Accordingly, the address HADD [8..3] becomes
"100101".

When the key table is then referred by the address
HADD [8..3] of the generated "100101" in a step S23, a data
key Kse-F of a 64-bit width is obtained from a Ks_even Table.
' Decryption of an inputted cipher text is executed by the
decryptor A on the basis of the obtained data key Kse-F. )

Thus, the decrypting method of the present invention
is set to an indirect retrieving method for indirectly
retrieving the data key. Accordingly, it is sufficient to
prepare the key table of a 6-bit width without preparing the
table of a 13-bit width corresponding to the PID information

so that a memory capacity can be reduced and the memory can be

made compact.

Only one of Ks_even Table and Ks_odd Table is used
in the key table during the decryption so that the data key in
an unused key table can.be updated. As mentioned above, the
update of thé data key is executed by the CPU 10, but the CPU
10 and the decryptor A are not operated in timing in .
.synchronization with each other. Accordingly, the CPU 10
non-synchronously writes the updated data key.

Therefore, there is a case in which writing and
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reading operations of the data key are simultaneously
performed at the same address in a dual port memory 17 storing
the key table thereinto as mentioned above. FIG. 13 shows a
timing example at this time. When an inverting signal RE of
an 8-clock width is generated in timing showﬁ in FIG. 13, the
writing operation at the same address from the CPU 10 is
inhibited as mentioned aﬁove in this 8-clock period.

There is a case in which the same PID is stored to
the PID table by a certain cause. For exémple, the PID
information of 12 kinds at its maximum per one channel is set.
However, when no PID information of 12 kinds is required, it
is not necessary to write the PID information of 12 kinds to )
the PID table. Accordingly, in this case, only the PID
information of required kinds is written to the PID table.
Therefore, theré is a case in which data in an unwritten PID
column accidentally bécome the same data as the PID.

In such a case, there ié a fear that an incorrect
data key is read and no decryption can be performed. H
Accordingly, such a fear can be prevented as follows in the
presenf invention.

As shown in FIG. 11, when there aré plural
information "PID-F" in the PID table, a smaller value of the
address HADD among these information_PID-F is set to have
priority. This is because an error probability at a lafger
value of the address HADD is high since a writing operation to

the PID table is performed from the smaller value of the
address HADD.
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Thus, when "PID-F" is inputted as the PID
information, "01000101" is obtained as address HADD[8..1] and
processing similar to the above-mentioned processing is
performed so that a data key Kse-F of a 64-bit width is
obtained from the Ks_even Table.

There is a case in which there is no corfesponding
PID even when the PID table is referred by the PID information
from the header of input data. For example, as shown in FIG.
12, there is no PID corresponding to "PID-F" in the PiD table
even when "PID-F" is inputted as the PID information.

In such a case, ény one of the Ks_even Table and the
Ks_odd Table is not read in the key table and no data key is
read. In this case, TS as input data is outputted as it is.

FIG. 14 shows a decrypting flow of the decryptor a
shown in FIG. 5. When a transport stream (TS) is inputted, it
is judged in a step S10 whether this transport stream is
scrambled or not. This judgment is made by detecting whether
a flag in a header showing a scrambled state is on or off.
When the flag is on, it is judged that the scramble is on and
it proceeds to a step Sl1. In this étep Sl1, a desirable
flag, etc. are rewritten. Next, in a step $12, PID
informatioh is extracted from the header and the key table is
referred. In this éagé, a key table hostinterface-processed
'in a step S16 of key table processing and written in a étep

S17 is referred,

Processing in the step S12 is the above processing

shown in FIG. 10.
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The above processings from the step S10 to the step
'S12 are header control processing. When it is judged in the
step S10 that the scramble is off, TS is outputted as it is.

Next, decryption processing in the CBC mode is
performed in a step S13. In a step S14, it is judged-whether
or not a decrypted cipher text shows an integer times 64 bits.
When there is a fraction in the cipher text and this judgment
is NO, decryption processing in the OFB mode is performed with
respect to a fractional portion in a step S15 and a decrypted
plain text is outputted. In contrast to this, when it is
judged in the step S14 that the cipher text shows an integer
times 64 bits, a decrypted plain text of 64 bits is outputted.

The decrypting flow as shown in FIG. 14 is executed
by the above decryption algorithm shown in FIG. 2. The
decryption algorithm shown in FIG. 2 is constructed as
mentioned above. Accordingly, an explanation of this
décryption algorithm is omitted here. However, detailed
constructions for executing the decryption algorithm and an
encryption algorithm in the decryption algorithm will next be
explained witﬁ reference to FIGS. 15 to 19.

FIG. 15 shows the cohstruction of encryption
processing for executing the encryption algorithm. In FIG.
15, input data of a 64~bit width are divided into data of
upper 32 bits and aata of lower 32 bits and are inputteé to
first encrypting eight stages. The encrypting eight stages
are cdnstructed such that four arithmetic stages for

. calculating functions are repeated twice. A function nl is
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calculated at a first stage of an arithmetic stage 20 with

respect to the inputted data of the upper 32 bits and the
inputted data of the lower 32 bits. Next, a function n2 is
calculated at a second stage with respect to an output of the
first stage. In this case, a work key Kl of a 32-bit width is
inputted to the second stage and the calculation at the second
stage is made by using this work key Kl. _

Further, a function n3 is calculated at a third
stage with respect to an output of the second stage. In this
case, work keys K2 and K3 of a 32-bit width are inputted to
the third stage and the calculation at the third stage is made
by using these work keys K2 and K3. Subsequently, a function
nd is calculafed at a fourth stagé with respect to an output
of the third stage. In this case, a work key K4 of a 32-bit
" width is_inputted to the fourth stage and the calculation at
the fourth stage is made by using this work key K4.

The calculation of a function nl with respect to an
output from the arithmetic stage 20 is made ét a first stage
of an arithmetic stage 21 for making calculations at the
remaining.four stages. Next, the calculation of a function n2
- with respect to.an output of this first staée is made at a
second-stage. In this case, a work key K5 of a 32-bit width
is inputted to the second stage and the calculation at the
second stage is made by using this work key K5. .

Further, the calculation of a function n3 with
respect to an output of the second stage is made at a third

stage of the arithmetic stage 21. In this case, work keys K6
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and K7 of a 32-bit width are inputted to the third stage and

the calculation at the third stage is made by using these work
keys K6 and K7. Subseguently, the calculation of a function
n4 with respect to an 6utput of the third stage is made at a
fourth stage. In this caée, a work key K8 of a 32-bit width

. is inputted to the fourth stage and the calculation at the
fourth stage is made by using this work key K8.

Thus, the encrypted data of a 64-bit width in total
composed of the upper 32 bits and the lower 32 bits are
further inputted to encrypting eight stages 22. At the
encrypting eight stages 22, calculations ‘similar to those at
the above-mentioned encrypting eight stages are made so that
random output data of a 64-bit width in total composed of
upper 32 bits and lower 32 bits are obtained.

As shown in FIG. 15, the number of repeating times
at the encrypting eight stages is not limited to two, but can
be set to a desirable repetitious number. As the number of
repeating times is increased, the output data can be set at
random in a high degree and an encrypting degree can be
' strengthened.

A character replacing operation for replacing
certain characters with another characters in accordance with
a constant rule and a transposing operation for replacing an
order of the characters with another order are performeé in
the functional calculation made at each of the arithmetic

stages.

FIG. 16 shows the construction of decryption



28

processing for executing the decryption algorithm. This
construction differs from the above encryption processing in
that calculations are reversely made from an output side of
the construction of encryption processing. Namely, at an
arithmetic stage 23 constituting first four stages among
encrypting eight stages, the calculation of a function &4 is
made by using a work key K8 of a 32-bit widtﬁ with respect to
encrypted input data of a 64~bit width divided into upper 32
bits and lower 32 bits. Next, at a second stage, the
calculation of a function ®3 is made by using a work key K7
with respect to output data at the first stage. Further, at a
third stage, the calculation of a function n2 is made by using
work keys K6 and K7 with respect to output data at the second
stage. Furthermore, at the third stage, the calculation of
the function n2 is made by gsing a work key K5 with respect to
thé output data at the second stage. At a fourth stage, the
calculation of a function nl is made with réspect to output
" data at the third staée.

Such éalculations at the four stages are similarly
made by using work keys K4 to K1 at an arithmetic stage 24.

Further, the above-mentioned calculations at the
encrypting eight stages are also executed at encrypting eight
stages 25 longitudinally connected to each other so that
decrypted outpﬁt data of a 64-bit’width in totalicomposéd of
upper 32 bits and lower 32 bits are obtained. The number of
repeating times at the'encrypting eight stages is set to the

same number of times as the number of répeating times at the
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encrypting eight stages executed in the encrypting processing.

A detailed calculation made at each of the
arithmetic stages will next be explained in detail with the
arithmetic stage 20 of the encryption processing as an example
with reference to FIG. 17.

In the.calculation of the function nl at the first
stage, ﬁpper bits divided into inputted 32 bits are outputted
as they are without making any calculation. An exclusive-OR
operation of the upper and lower bits is performed so that an
exclusive-OR value is outputted as lower bits.

In the subsequent calculation of the function 3
nZ2 at the second stage, a work key Kl is added to data x of
_lower 32 bits so that x+K1l is first calculated. Next, when
x+K1l is set to y, y is left-hand-cyclically shifted by one bit
and z is obtained by adding y-1 to this shifted value. Next,
z is left-hand-cyclically shifted by 4 bits and an
exclusive-OR value of this shifted value and z is obtained.

An equusive—OR operation of this obtained result and the
upper 32 bits is performed so that calculated data of the
upper 32 bits are outputted. In this case, inputted data of
the lower 32 bits are outputted as they are withoﬁt making any
calculation. |

In the calculation of the function n3 at the third
stage, a work key K2 is added to data x of the upper 32.bits
so that x+K2 is first calculated. Next, when x+K2 is set to
v, ¥ is left-hand-cyclically shifted by two bits and z is

obtained by adding y+l to this shifted value. Next, z is
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left-hand-cyclically shifted by 8 bits and an exclusive-OR
value a of this shifted value and z is obtained.

Further, a work key K3 is added to the wvalue a so
that a+K3 is calculated. Next, when a+K3 is set to b, b is
1eft-hand-cyélically shifted by one bit and c is obtained by
adding ~b to this shifted value. Next, an exclusive-OR
operation is performed between a logical OR of a and x every
bit and a value obtained by left-hand-cyclically shifting c by
16 bits. An exclusive-OR operation of this arithmetic result
and-ﬁata of the lower 32 bits is performed so that calculated
data of the lower 32 bits are outputted. The data of the
upper 32 bits are outputted as they are without making any
calculation.

Furthermore, in the calculation of the function n4
at the fourth stage, a work key K4 is added to data x of the
lower 32 bits so that x+K4 is first calculated. Next, when
x+K4 is set to y, y is left-hénd—cyclically éhifted by two
bits and y+1. is added to this shifted value. An exclusive-OR
operation of this arithmetic result and the upper 32 bits is
performed so that calculated data of the upper 32 bits are
outputted. In this case, the data of the lower 32 bits are
outputted as they are without making any &alculation.

In the above calculations, the work keys Kl to K4
are added to data so that character replacing proces;iné for
replacing characters with another characters is performed and
a transposing operation for replacing positions of the

characters is performed by cyclically shifting these data.
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Thus, a plain text is encrypted to a cipher text by executing

algorithms of the character replacement and the transposing
operation.

In a decrypting case, algorithms of a character
replacement and a transposing operation reverse to those in
"the encryption are executed so that the cipher text can be
decrypted to an original text.

The construction for calculating the above-mentioned
functions will be further explained in detail with the
function n2 as an example with reference to FIG. 18.

In FIG. 18, input data x of lower 32 bits and a work
key K1 of 32 bits are added to each other in a first adder )
Add80 so that added data y is outputted. This added data y is
left-hand-cyclically shifted by one bit in a first
left-hand-cyclic shifter 81 and is added to an output of the
first left-hand-cyclic shifter 81 in a second adder 82. 1In a
third adder 84, -1 is added to this added result so that data
z is calculated. This data z is 1eft—hénd-cyclically shifted
by 4 bits in a second left-hand-cyclic shifter 85 and is
supplied to an e#clﬁsive-OR circuit 86. Output data of the
second left-hand-cyclic shifter 85, the data z, input data of
uppér 32 bits are inputted to this exclusive-dR circuit 86 so
that én exclusive~OR operation of these three data is
performed.

This arithmetic result becomes input data of the
upper 32 bits inputted té the next stage. The input data of

the lower 32 bits are inputted to the next stage without
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making any calculation.

FIG. 19 shows the construction of key schedule
processing for generating a work key of a 256-bit width from a
data key of a 64-bit width and a system key of a 256-bit
width.

As shown in FIG. 19, the key schedule processing is
constructed such that each of two arithmetic stages 26 and 27
is composed of four stages and one arithmetic stage 28 is
composed of one stage. The arithmetic stages 26 and 27 and
the arithmetic stage 28 are constructed such that these stages
are longitudinally connected to each other as one stage. The
calculation of a function nl is made at a first stage at each
of the arithmetic stages 26 and 27 each composed of four
stages. The calculation of a function n2 is made at a second
stage. The caiculation of a function n3 is made at a third
stage. Further, the calculation of a function n4 is made at a
fourth stage.

| Such an arithﬁetic algorithm is similar to the
above-mentioﬁed algorithm of the encryption processing.
Accordingly, an explanation of this arithmetic algorithm is
omitted here. In the key schedule processing, input data are
set to a data key of 64 bits and functions nl to n4 are
calculated by using system keys J1 to J8 each composed of 32
bits so that eight work keys Kl to K8 of 32 bits are -
respectively generated. In'this case, the-arithmetic
algorithm differs from the above-mentioned algorithm of the

encryption processing in that the calculations are made at
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nine stages on the whole and the function nl is calculated at
the final stage.

' Output data of the ﬁpper 32 bits after the
calculation of the function n2 at the arithmetic stage 26 are
outputfed as the work key Kl. Output data of the lower 32
bits after the calculation of the function n3 are outputted as
the work key K2. Output data of the upper 32 bits after the
calculation of the function n4 are outputted as the work key
K3. |

Further, output data of the lower 32 bits after the
calculation of the function rl at the arithmetic stage 27 are
outputted as the work key K4. Output data of the hpper 32
bits after the calculation of the function w2 are outputted as
the work key KS5. Output data of the upper 32 bits after the
calculation of the function n3 are outpufted as the work key
K6. Output data of the upper 32 bits after the calculation of
the function n4 aré outputted as the work key K7. Output data
of the lower 32 bits after the calculation of the function nl
at the final stage 28 are outputted as the work key K8.

. The constructions of four arithmetic stages, i.e.,
arithmetic algorithms are set to be equal to each other with
reference to the above encryption processing shown in FIG. 15
and the above key schedule processing shown in FIG. 17.
Calculations at these four arithmetic stages are repeatédly
made so that the encryptioq processing or the key schedule
processing can be executed. Accordingly, if an arithmefic

core is constructed as shown in FIG. 202 such that the
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arithmetid stages.of the functions nl to n4 are longitudinally
connected to each other, the encryption processing or the key
schedule processing can be éxecuted by repeatedly executing
the arithmetic core.

This arithmetic core generates a work key from the
data key and the system key shown in FIG. 4 and corresponds to
an encryptor performing the encryption processing in the CBC
mode and the OFB mode and is set to an encryptor core. In
this case, data keys Ksl to Ks4 and data keys Ks5 to KsB8 are
supplied to the encryptor core in time division.

The constructions of the four arithmetic stages,
i.e., arithmetic algorithms are set to be equal to each other.
with reference to FIG. 16. Decryption processing can be
executed by repeating calculations at these four arithmetic
stages. Accordingly, if a decryption arithmetic core is
constructed as shown in FIG. 20B such that the arithmetic
stages of the functions n4 to nl are longitudinally connected
to each other, the decryption processing can be executed by
- repeatedly exécuting the decryption arithmetic¢ core.

This decryption arithmetic core corresponds to the
decryptor performing the decryption processing in the CBC mode
and the OFB mode shown in FIG. 4 and is set to a decryptor
core. In this case, the data keys Ks8 to Ks5 and the data
keys Ks4 to Ksl are supplied to the decryptor core in time
division.

Thus, the algorithms of the encryption processing

and the key schedule can be executed by repeatedly executing
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the encryptor core, and the decryption algorithm can be
executed by repeatedly executing the decryptor core.

The above explanation relates to the decryptor for
executing the decrypting method of the present invention. An
electronic device of the present invention is constructed by a
tuner, a television device, etc. having at least such a
decryptor.

In the above explanation, a plain text of.a 64-bit
block is generated from a cipher text of a 64-bit block by
using a data key of 64 bits and a system key of 256 bits.
However, the present invenfion is not limited to these numeric
values, but arbitrary numeric values can be set in the present
invention.

Further, the present invention is not limited to an
encrypting decrypting sYstem for repeating the above |
transposing operation and the character replacement, but can
be also applied to another encrypting decrypting system.

| éince the present invention is constructed as above,
it is possible to suitably control reading and writing
'operations of a memory means into which key information for
performin§ the decryption processing is stored. Therefore, a
decrypting method capable of eésily performing the memory
control can be prqvided.. Accordingly, it is possible to
provide a decrypting method capable of executing all .
decryption processings in real time on a reception side.

Further, the construction of a memory control means

in an electronic device having a decrypting means for
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executing such a decrypting mgthod can be reduced in size so
that fhe électronic device can be made compact and cheaply
manufactured.

Having described preferred embodiments of the |
invention with reference to the accompanying drawingé, it is
to be understood that the invention is not limited to those
precise embodiments and that various changes and modifications
could be effected therein by one skilled in the art without
departing from the spirit or scope of the invention as defined

in the appended claims.
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What is claimed is:

1. A decrypting method comprising the steps of:

a writing step for writing plural key information to
memory means;

a reading step for reading any one of the key
information designated by informatién in input data from said
memory means; and

a decrypting_step for decrypting said input data on
the basis of the key information read in the reading step;

execution of said writing step being inhibited when
executing periods of said writing step and said reading step
overlap each other and write and read addresses are in

conformity with each other.

2. A decrypting method comprising the steps of:

a reading step for reading any one of key
information from memory means storing plural key information
on the basis of designated data among input data; and

a decrypting step for'decrypting said input data on
the basis of the key information read'in the reading step:;

said reading step.being set such that the key
information read from said memory means is searched by
referring to a key table by said designated data, and a.least
key address is selected when two key addresses or more for
reading said key information correséonding to said designated

data exist in said key table.

* [+ L L} S *
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3. A decrypting method comprising the steps of:

a reading step for reading any one of key
information from memory means storing plural key information
on the basis of designated data among input data; and

a decryptiné step for decrypting said input data on
the basis of the key information read in the reading step;

said reading step being set such that a key address
of the key information read from said memory means is searched
by referring to a table by said designated data, and no key
address is searched when no key address referred by said

designated data exists in said table.

4, A decrypting method comprising the sfeps of:

an initial step for performing an initializing
operation;

a writing step for writing plural key information to
memory means;

a reading step for reading any one of the key
information from said memory means on the basis of designated
aata among input data; and

a decrypting step for decrypting said input data on
the basis of the key information read in the reading step:;

said reading step béing set such that a key address
of the key information read from said memory means is séarched
by referring to a key table by said designated data, and

initial processing being performed in said initial

step such that there is no corresponding key address as a

* [ L M s *
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result of the search within an initializing period.

5. An electronic device comprising at least

decrypting means for executing the decrypting method claimed
in claim 1.

6. An electronic device comprising at. least

decrypting means for executing the decrypting method claimed

in claim 2.

7. An electronic device comprising at least

decrypting means for executing the decrypting method claimed

in claim 3.

8. An electronic device comprising at least

decrypting means for executing the decrypting method claimed

in claim 4.

\

10 i
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METHOD FOR DECRYPTION & APPARATUS USING THE SAME

ABSTRACT OF THE DISCLOSURE

PID information and TSC information are extracted
from a header of received data inputted to a terminal 1 and
are supplied to an IDT (16). The IDT (16) receives these
information and éearches a data key from a DPMEM (17) by an
indirect retrieving method and reads the data key. Plural
data keys updated every predetermined period are
non-synchronously written to the DPMEM (17). This writing
operation is inhibited when the writing and reading operations
of the DPMEM (17) are performed in the same timing and the
same address. Thus, memory control of the DPMEM (17) can be
easily performed. Accordingly, all decryption processings can

be completed in real time on a reception side.

Figure 1
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PID[12..00= ‘PID-F"
et e 0 T Tel3...00sHADDL4. 1] HADDLS. . 3J=TWP5. . 0]
S R e
0000 Kse-A
10 0001 “Kse-B
10 0010 Kse-C
: 10 0011 - Kse-D
PID Table 10 0700 Kse-E
HADD[8..1] | 13bits —» 1070101 Kse-F
0 0000 PID-A — 10 0110 Kse-G
07000001 PID-B 100111 [ KseH [
0100 0010 | PID-C 10 1000 Kse~1
0100 0011 PID-D - 10 1001 Kse-J
o 0100 0100 | PID-E | 10 1010 Kse=K
> 0100 0101 PID-F ¢ 10 1011 Kse-l__
0100 0110 | PID-6 |
0100 0111 | PID-H__| Ks_odd Table.
0100 1000 | PID-1 _ HADD[8..3] ! ~ 64bits |
— 0100 1001 | PID-J : 000 §so-x'
0100 1010 PIDK 11 0001 Kso-B -
0100 1011 PID-L 11 0010 Kso-C |
NS . 11 0011 Kso-D
Coincident when HADD 170100 Kso-E
[4..1]=PID-F 1T 0101 Kso-F
11 0110 Kso-G
11 0111 . Kso-H
o 11 1000 Kso=1"
/.'/6 ]0 11 1001 Kso=J
. 111010 Kso-K

11 1011 Kso-L



PID[12..0]= “PID-F" Search for “PID-F* - TMPLS. .4]=TSC[1..0] -
(San%[,‘e;d%;Ks‘_"even) WPE3..00=HADDL4..13 "1  naDDIS..33=TWPES..0] J\SZZ__-) ~ KsesF
INPUT 0 31 _Ks_even Table §23 . ‘OU'TUT
| HADDE& .3] 64bits -
Rse-i
10 0001 Ksa-B
10 0010 Kse-C
1. 10 0011 ~ Kse-D
__PID Table | 10 0100 _KseE
HADD(S. .1 13bits —» 10 0101 ~ Kse-F
OTODLOUO'OJ——"FITA—‘-. | 100110 ~Kse G
0100 0001 PID-B 10 0111 KseH
0100 0010 PIDC T0 1000 ~ Kse~]
o 0100 0011 10 1001 Kse-J
d 0100 0100 PID-E 10 1010 Kse-K
) 0100 0107 PIDF ¢ 10 1011 Kse-L
-' 0700 0110 | PID-G
_ 0100 0111 PID-H . Ks_odd Table
01001000 | PID-T HADD[B..3] | _ 6dbits
0100 1001 PID-J : 11 | u.‘lu] ~Kso-A |
—0100 1010 PID-K ' TT 0001 Kso-B
0100 1017 PID-L | T 0010 Kso-C
T 0011 Kso-D
When PID-F is Overlapped Tt
T 0110 Kso-G_ |
_ 11 0111 Kso-H
11 1000 Kso-1
F/ﬁ ]] 1T 1001 Kso-d
. T 1010 Kso-K
- : 111011 Kso-L




PIDLZ. 0 “BIDF |

(Schasm%[l‘eH by- Ks_even).
INPUT

Ks_even Table

Read Neither Ks even " HADDIS..3] | 64bits

NOR Ks/odd — 10 0000 e

10 0001 Kse-B

| -[__100010 Kse-C

10 0011 ~ Kse-D

__PID Table 10 0100 Kse-E

' HADD’&.I%I - 13bits 10 0101 Kse-t

PID-A 10 0110 . Kse-G

0100 0001 PID-B 10 01N Kse-H

0100 0010 PID-C 10 1000 - Kse-|

o 0100 0017 . PID-D 10 1001 Kse-J
< 0100 0100 PID-E 10 1010 ~ Kse-K
= 101 PID-G . 10 1011 Kse-L

0100 0111 | PID~1 | Ks_odd Table
0100 1000 PID-J HADD[8..3] [ ﬁﬁbits
0100 1001 PID-K 11 0000 SO~
0100 1010 PID-L 11 0001 Kso-B |

. 0100 1011 PID-M 11 0010 Kso-C

11 00N Kso-D

When PID-F Does 170100 Xso-F

Not Correspond 11 0101 Kso-F

11 0110 Kso-(

11 01N Kso-H

_ 171000 Kso-|

/.'/6 ]2 11 1001 Kso-J
ol 11 1010 Kso-K

11 1011

Kso-L

1

QUTPUT
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FlG6. 134

SYN Signal
FlG. 138
Clock
FlG, 13C
jzhilts
F/G 130
(8 | s)

Fl6. 13F

RE

[\
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v_.

/[

:‘7 . 1
i i _
= |

203 0 1234!5678910 ”1le314

/ 184 195 196 197 198 199 200 201

FAVAVAVAVAVAVAVAVAV)




_I llllllllllllllllll | ST
e )
=g 24
Bl 2 e
%m S
e =i 3
| . “ y'
£ : g
o 1
S : B
[]
| -
5ok "
o S “
%1 ||||||||||||||||||| .
=\ TR
' © 5
= — o~ S o
R o N i =
" it
; -1
_ ) 1
_ [ B |
“ i
|l fo~ ! 3
1 £ L. ""
- 1 mpr HH g o
pom | 1 o — %08
Q. ' =~ pos
2l i \sS3 ¥ £o5
=] = ' EZS
" ! \ 5
" 3 2
_ [ |
_ 1
- [ |
! [ I |
_ ) 1
_ [ ]
_ [
llllllllllllllllllll [ 3 |
llllllllllll d hncmcaccaccaccm e —-—-—
memmmmm e e e e e m—— e
m -
_ © i
_ w0 ~ ;
\ (7] :
! U n\m\. i
i = s “
! = e ||
= w '
a, o > 1)
S = ol
! " ]
Syt |
K ;
o2y L L“
b H
lllllllllllllllllllll 4

6T/€T

Qutput TS
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KeyK1(32bits)

KeyK2(32bits)
KeyK3(32bits)

KeyK4(32bits)

KeyK5(32bits)

KeyKb E32bits)
KeyK7(32bits)

KeyK8(32bits)

KeyK1(32bits)
KeyK2(32bits)
KeyK3(32bits)
KeyK4(32bits)
KeyK5(32bits)
KeyK6(32bits)
KeyK7(32bits)
KeyK8(32bits)

Encryption
Processing
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Input Data Input Data
High-Order Sobits Low marr aidits

/20
N
FUNCTION 71
3 |
FUNCTION 72
y
FUNCTION 3
J
FUNCTION 74
1 | 8 Steps of
K 7 y Encryption
| FUNCTION 71
y
FUNCTION x2 |
y 3
FUNCTION =3
l l Li~2
FUNCTION 74
é J
N \
_/22
e

Repeat Computation of 8 Stegs of Encr

redetemigg:‘l"??mg

Output Data Output Data
High-Order 3Zbits Low 0ot Bodits
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 KeyK8(32bits)

KeyK?éBZbitsg
KeyK6(32bits

KeyK5(32bits)

KeyK4(32bits)

KeyK3 éBZbits)
 KeyK2(32bits)

KeyK1(32bits)

KeyK8(32bits)

KeyK7(32bits)
KeyK6(32bits)
KeyK5(32bits)
KeyK4(32bits)
KeyK3(32bits)
KeyK2(32bits)
KeyK1(32bits)

Decryption
Processing
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Input Data
Hiah-Orderf

{ Data
its Low-'lﬁm r 32bits

FUNCTION =4

T

!

FUNCTION 73

!

|

FUNCTION 72

o

l_

FUNCTION =1

(23
\

8 Steps of

vl

y

FUNCTION 74

!

y

FUNCTION »3

!

3

| FUNCTION w2

|

FUNCTION =1

(" Encryption

e

5

£

fzs

Repeat Computation of 8§ Steps

oo ot

I

Frodetra
Data

ryptlon a

High-Order 32bits. I.a«-order 32b its
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32bits

FIG. 17 iﬁg"

A\

G

KeyK1(32bits) —-O——>

x+1

1y

Rot1(y)+y-1

Rot4(2)+z
]

JAX

KeyK2(32bits) »O—11—»

xH2

1Y

Rot2(y)+y+

1Z

Rot8J(-2) +7

T2

KeyK3(32bits) —»Q >

a+k3

1)

Rot1(b)-b

]C

Rot16(c)+(cVx)

X

Keykd(32bits) —*C

x+K4-

1y

Rot2(y)+y+1

32bits

Fundamental Funct_iqn

32bits

L

[/\FUNCTI(JN rl

L

~~FUNCTION 72

(N e
FUNCTION =3

“FUNCTION 74




Input Data - 17719 Input Data

Hieh-Order Work Key K1 Low-Order
32bits 32bits 32bi;s
K1 X
80 : > X+K]
ADD
vyl y
A 4

| N
81~/i Rot1( ) I |

~Rot1(y)+y-1

rRot4 (2)+z
J
86 |
\ 4
F / 6, /8 Output Data Output Data
High-Order Low-Order

32bits 32bits
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F / G I g High %t?daet!( e??Zbits Low g?:(igrl(gﬁbits
l o osm |

I_ T _~26
[ encrion =1 |

! :

_ FUNCTION =2 |

Keyd1(32bits)

>q }—> KeyK1(32bi ts)

Keyd2(32bits)
Keyd3(32bits)

FUNCTION 7zr3

J Keyk2(32bits)
KeyJ4(32bits) 'FUNCTION
' KeyK3(32bits)
II\
T 21
FUNCTION 71
| ks KeyK4(32bits)
KeyJ5(32bits) - FUNCTION 72 |
- 1 KeyK5(32bits)
Keyd6(32bits)
KeyJ7(32bits) FUNCTION 73
Iy ;—»(5—» KeyK6(32bits)
KeyJ8(32bits) FUNCTION 74

»ﬁ)—» KeyK7 (32bits)
N\ ? |

"FUNCTION 721 |~28
e KeyK8(32bi ts)
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Ks1/Ksb

FIG. 204
Encryption Core
I nput

!

I FUNCTION ml

—>] FUNCTION 72

Ks2/Ksb
Ks3/Ks7

l

skls

FUNCTION 73]

Ksd/Ks8 Y cuncrion 7r4|
Qutput

FlG. 208

Decryption Core
Input

FUNCTION 4

Ks8/Ks4

Ksb/Ks2 *
o /K'sT'I FUNCTION nsj

:

FUNCTION 72

Ks5/Ks1

FUNCTION 1

Qutput



