A PREDI CTI VE METHOD FOR MULTI - PARTY STRENGTHENI NG OF AUTHENTI CATI ON
CREDENTI ALS W TH NON- REAL TI ME SYNCHRONI ZATI ON TECHNI CAL FI ELD The present
invention is directed to systemsecurity, and nore specifically to
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BACKGROUND

One approach to enhancing security in enterprise systems and other computer systems is
to add several layers of security to the system. For example, authentication of a user may be
required not only when logging into the system but also when accessing each application in the
system. A separate authentication is required for accessing each application.

However, even if authentication mechanisms are in place to restrict access to
applications, such mechanisms often involve weak credentials. An example of weak credentials
is a password that is easy to crack. Strong authentication is often required to satisfy regulation
and/or to mitigate risk.

One approach is to implement password policies to enforce password strength and
change frequency. However, users often forget strong passwords, and find frequent password
changes inconvenient. Further, users often compromise security by writing down their
passwords.

In another approach, password management systems can be implemented to generate and

. update random passwords automatically. However, if a user logs in from an access point where



I n anot her approach, password nmanagenent systens can be inplenented to
generate and update random passwords automatically. However, if a user
l ogs in froman access point where 1 the password nmanagenent system has
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to applications. OIP generators obviate the need for users to renenber the
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passwords. The application server needs to redirect the auth I cation

pr ocedu t e P server for authentication of the OIP generated
passmr%&nﬁ%@%}?ﬁfIpa%(g)‘?&glr?gnaggnﬁwt@gftfﬂghs support redirection. Further,

mul tiple applicatiopns share the sanme authentication directory. To enforce
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to be nodified to support OTP in the front end. In addition, OTP sol utions
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faces a lock out. Moreover, application servers are not typically equipped to authenticate OTP
generated passwords. The application server needs to redirect the authentication procedure to a
separate OTP server for authentication of the OTP generated password. However, not all
applications support redirection. Further, multiple applications share the same authentication
directory. To enforce OTP on the directory will require all the applications using the directory to
be modified to support OTP in the front end. In addition, OTP solutions do not easily support
offline login. In contrast, most applications support offline login. Offline login is a requirement
- for most users. Most applications support offline verification of credentials when the server is
not contactable. OTP requires redirection, and therefore requires network connectivity. Thus,
OTP solutions are unable to run offline.
In view of the foregoing, there is a need for a method and system for strengthening
authentication credentials adapted for accommodating multi-party, multi-access points across a

plurality of applications while leveraging pre-existing authentication mechanisms that are

already associated with the applications.
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aspect of certain enbodi nents, authentication credentials for accessing
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FIG. 5 is a block diagram that illustrates aspects of a predictive function, according to certain

embodiments.



mechani sms can predict sequences of authentication credentials based on a
pre-defined predictive nethod. The multiple credential nmechani sns use the
sanme pre-defined predictive nethod. In other words, an instance of the
pre-defined predictive nethod is instantiated on each of the credenti al
mechani BETAICRBTYESCRIPTION predi ctive nethod are propagated to al
credential nechanisns so that all credential mechanisnms are synchroni zed.
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According to certain enbodi nents, a credential mechanism my be capable of
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needs of the secure system According to yet another aspect of certain
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pre-exi'sting authentication nmechani sns used in a given secure network or
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anot her aspect of certain enbodinents, the pre-defined predictive nethod
nmay be BedadisEa saffipt ald gredewinl meghanismearetsyreirenizes. i nvert, such as a one-way
hash, for exanple. According to certain enbodi nents, such a function has
pr e- def i ned hethanetanrding habtnahe aspect, some of the credentials mechanisms are further

adapted for updating authentication directories that are used by the applications to authenticate
credentials received from users who are attempting to access a given application. Such
credential mechanisms are also referred to as predictive credential updaters. Optionally, some of
the credentials mechanisms are further adapfed for dynamically verifying the sequence of
credentials received from users. Such credential mechanisms are also referred to as predictive
credential verifiers. According to certain embodiments, a credential mechanism may be capable
of being both a credential updater and a credential verifier depending on the needs of the secure
system.

According to yet another aspect of certain embodiments, the pre-defined predictive
method can be instantiated on pre-existing authentication mechanisms used in a given secure
network or used to protect a given set of applications in a network., Thus, pre-existing secure

systems can be modified to implement embodiments of the invention, if so desired.

5 Alternatively, embodiments of the invention can be implemented at inception of a new system.



known to all the credential nechanisnms in the system FIG | is a flow
chart that illustrates sone aspects of certain enbodinents. FIG 1 is
described with reference to FIG 2, FIG 3 and FIG 4. FIG 2, FIG 3 and
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once the predictive function of block 102 is defined, nmultiple instances of
t he predi ctiNié.fluneflovncharighatnBesirtdsavme aspecsadfecakincorhodnentts FIG. flhe
system As illustrative and non-limting exanples, the defined predictive
can be dassittssdtviat derenceao FS6T 2,F1BDA a6PBAG 2447 1. 2, FIG 3 2id FI®) 4tdhebldsler ' s
personal conputer (PC 204 and software 216 of FIG 2), on a server-based
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credentials generator (credentials generator 210 of FIG 2), on a
credentjd lé?é’n‘?é. fier (credentials verifier 420 of FIG 4). At block 106 of
FIG 1, at least one instantiation of the predictive function (updater 216
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or directory 208 of FIG 2). Credential updaters are described in greater
det ai | Weserhy wishio pecess igatiqms ppche systendispelected. The function for predicting

credentials can be based on the user’s identity, the application that the user wishes to access and
the agreed-upon periodic event, such as time of day. The function for predicting credentials is
described in greater detail herein with reference to FIG. 5.

At block 104, once the predictive function of block 102 is defined, multiple instances of
the predictive function are instantiated in several components in the system. As illustrative and
ﬁon-limiting examples, the defined predictive can be instantiated on a user’s PDA (PDA 214 of
FIG. 2), on the user’s personal computer (PC 204 and software 216 of FIG. 2), on a server-based
credentials updater (credentials updater 310 of FIG. 3), on a web-based credentials generator
(credentials generator 210 of FIG. 2), on a credentials verifier (credentials verifier 420 of FIG.
4).

At block 106 of FIG. 1, at least one instantiation of the predictive function (updater 216
of FIG. 2 and updater 310 of FIG. 3) is used for updating the credentials store in the system, such
as an application user store or directory (store or directory 208 of FIG. 2). Credential updaters

are described in greater detail herein with reference to FIG. 2 and FIG. 3.



At Dbl ock 108, at |east one instantiation of the predictive function is used
as a credentials verifier (verifier 420 of FIG 4) in cases where
on-denmand verification is desired. On-demand verification is described in
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application al. The input password is then sent to application server 206.
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agai nst the correspondi ng password in user password directory 208. User
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non-real time
generator or custom token 214} by entering the user’s PIN. The user’s PIN would reveal the
user’s identity to the hardware credentials generator. User 202 may indicate to the hardware
credentials generator, the desired application (al) into which he wishes to login. The hardware
credentials generator can be adapted to pick up the time of day. Thus, the hardware credentials
| generator has the parameters for predicting the password using the predictive function that is
previously instantiated in the hardware credentials generator. User 202 then manually inputs the
password generated by PDA 214 in an authentication interface for accessing application al. The
mput password is then sent to application server 206. The input password received at application
server 206 is authenticated against the corresponding password in user password directory 208.
User password directory 208 has been updated with the latest passwords in a non-real time
manner by a credentials updater, as described in greater detail herein with reference with FIG. 3.

Alternatively, user 202 may use a web browser on computer 204 to communicate with

web-based credentials generator 210. For example, user 202 may tell web-based credentials

generator 210 to generate the password needed for accessing application al. In response, web-



manner by a credentials updater, as described in greater detail herein with
reference with FIG 3. Alternatively, user 202 nmay use a web browser on
conputer 204 to communi cate with web-based credentials generator 210. For
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credentials generator 216 installed on conputer 204 to generate the
passwor accesstig applicationeedcess application al. The software inplemented
credentials generator 216 can generate the password based on the user's

identity, thepiicelyl tiser 002 irfag rélphiso fivainipléthedtbBerds@itiald geh@atdrQ18ccess
and the value of the agreed- upon periodic event. In certaln enbodi nents,
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synchroni zation. Thus, nultiple

216 may be adapted to auto-detect the application that the user is attempting to access. In other

embodiments, the software implemented credentials generator 216 may be adapted to auto-detect

the user’s identity in addition to auto-detecting the application that the user is attempting to

access.

Based on the prior knowledge of a given user’s identity, the identity of the application

that the user wishes to access and the value of the agreed-upon periodic event, the multiple

credential generators can remain in sync without real-time synchronization. Thus, multiple

predictive credential generators may be deployed easily without the need for real time

synchronization. User 202 can thereby avail himself of login assistance provided by any of the

| plurality of credential generators for accessing a given application.
FIG. 3 is a block diagram that illustrates non-real time updating of user password stores

in the secure system. FIG. 3 shows a user 302, user’s computer 304, a software implemented

credentials updater 316, an application server 306, an application user password store or

directory 308, a server-based credentials updater 310, and a hardware credentials generator such

as a PDA or custom token 314. A predictive credentials updater, such as software implemented

credentials updater 316 and server-based credentials updater 310, is used for updating the user



predictive credential generators may be deployed easily w thout the need
for real tinme synchronization. User 202 can thereby avail hinself of |ogin
assi stance provided by any of the plurality of credential generators for
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the user 7 password store in non-real tinme. By updating the user password
st or e wipdatinperddantad stopessssasiated with arpdrenrapglicatione Totexplairs ¢lre pradistior d st ore
is able to authenticate credentials that are input by authorized users who
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predictive credentials updater is a credentials generator with the
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application. To explain, the predictive "credentials updater has a |ist of
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aut hori e predictive credenttals update en
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periodic event (the hour of the day, for exanple). The predictive
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given application by witing into the credentials store all the passwords
t hat t heripngtite theweedentae storedl bthe pdsstwanrdhthdt thp pediative dredleet@ds opdatériad Thus,
the credentials store associated with a given application will have
predicted ahead of time. Thus, the credentials store associated with a given application will have
non-real time updated knowledge of all the passwords needed for authenticating input passwords
sent by users who are attempting to login into applications. In other words, the credential store
will have knowledge of the passwords needed for authentication well before the user inputs his
passwords for logging into a desired application.
Predictive credentials updaters can use existing interfaces provided by the applications.
Thus, minimal infrastructure changes are needed. Users continue to use existing login interfaces
for each application.
The non-real time synchronization aspect of predictive credential generators and updaters
is amenable to scalability. Muitiple predictive credentials updaters can be deployed in the
system because predictive credential updaters (and generators) are idempotent in that credentials
. stored in the credential stores can be overwritten. Overwriting of credentials is not a concern
because the predictive credential updaters (and generators) in the system are instantiated with the

- same predictive function and so will generate identical sets of passwords corresponding to the set

. of authorized users, applications and agreed-upon periodic event.
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According to sone enbodi nents, a predictive credentials updater nmay be of
the typds anpther iBystigtion, aqlieakside aredigyive ceedentiad updater way aeneralp deskéanetyentsi al

update interface. For exanple, a predictive credential updater on the
cl i ent -thiatden mmy effectadapiuati click-thonpimtfe desiabp progrdm cuefifiect a password change.

In some other embodiments, the application that is to be protected by a password can be
modified to provide an interface that a predictive credential updater may call to effect a password
(credential) update.

Not all applications require a predictive credentials updater. Application servers that
support redirection may use a predictive credentials verifier for verifying predictive passwords
on demand.

FIG. 4 is a block diagram that illustrates a secure system that includes a predictive
credential verifier for verifying passwords in real-time. FIG. 4 shows a user 402, user’s
computer 404, an application server 406, an application user password store or directory 408,
and a predictive credentials verifier 420.

The predictive credential verifier is an optional component of the system. The predictive
credential verifier obviates the need for predictive credential updaters because of the verifier’s
ability to authenticate credentials on demand. Predictive credential verifiers are best suited for
applications that support redirection of authentication procedures to a separate authenticating

system such as the predictive credentials verifier. Predictive credential verifiers are also suitable



sequence that is required for a client-side password change. To illustrate,
a client-side predictive credential updater may post a password change
using an htm formfor web-based applications. As another illustration, a
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application, and enters her usernane, and password. The
“u” and “e”. A non-limiting example of F is a one-way hash. At block 502, a seed “a” that is

unique to each application for which credentials are to be generated is selected. At block 506, a
seed “u” that is unique to each user for whom credentials are to be generated is selected. At
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‘block 508, an agreed-upon deterministic and periodic event “¢” is selected. Non-limiting
examples of “¢” are the minute of day, the hour of day, the day of week, the day of month or
some agreed upon data (with periodicity) present in a particular file that is accessible by the
deployed credential generators, updaters and verifiers. Another non-limiting example of “e” may
be a complex business rule such as “midnight on the last day of each calendar month.”
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In certain embodiments, F(a,u,e) may employ a common “a” seed across all applications

but “u” remains unique to each user. In certain other embodiments, F(a,u,e) may employ a
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common across all applications bu
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remains unique to each application. Such a

credential may be further strengthened by requiring an additional PIN unique to each user.
Generators, updaters and verifiers may also automatically generate credentials

corresponding to F(a,u,e-1} and F(a,u,e+1) to cover boundary conditions. To explain, assume

that a user “ul”, attempts to access application “al” at time “e”. Further assume that at the time

of user u’s attempt, a credentials updater has only updated the credentials store with credential
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predictive credentials verifier, Iike the predictive credentials generator
and updater, either has know edge of the current event or is capable of
obt ai ni ng know edge of the current event. The verifier can then regenerate

t he useF{asu,PapSTRY chebasRdemin] gberitoeiviliRomatt L6 R crapirbdetihiona andl) ihhe
current event. The verifier authenticates the |ogin password inputted by

the usegrdlyto RABP M Rllichff ih Al Qe@afigRHe W th the regenerat ed password.
FIG 5 1s a block diagramthat 1llustrates aspects of a predictive
function, according to certain enbodinents. The tasks illustrated in FIG
5 are not regifgl : i
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bl ock 508, an agreed-upon determnistic and periodic event "e" is selected.
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day of week, the day of nonth or sone agreed upon data (with periodicity)
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generators, updaters and verifiers. Another non-limting exanple of "e" may
be a conpl ex business rule such as "m dnight on the |ast day of each

cal endar nmonth." In certain enbodi nents, F(a,u,e) may enploy a comon "a"
seed across all applications but "u" remains unique to each user. In
certain other enbodi ments, F(a,u,e) nay enploy a common "u" across al
applications but "a" remains unique to each application. Such a credential
may be further strengthened by requiring an additional PIN unique to each
user. Cenerators, updaters and verifiers may al so automatically generate
credentials corresponding to F(a,u,e-1) and F(a,u,e+l) to cover boundary
conditions. To explain, assune
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that a user "ul", attenpts to access application "al" at tine "e". Further
assune that at the tinme of user u's attenpt, a credentials updater has
only updated the credentials store with credential 10 F(a,u,e-1). The
user's avedemht al generator will automatically generate credential
F(a,u,e-1) in order to match the credential in the credentials store. In
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described with reference to numerous speci etall's th y vary from

i npl ement at i ] e ion, .1t i1 1. be eyident that_various
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broader spirit .and scope of the invention, The specification_and draw ngs
are, accor di H@qdﬁtlvﬁgulﬁélopécﬁrag%ﬂnpﬁ agg synchipgizing pythenticatien credpmgialg in non-
restrictive sense. 11 W Caim 1. A nethod for providing a set of

aut hori zed use §msewhesiawidershmserds pifondadl usgofodne cappire ofisdidmeltiglhnstaptdsod
characterized by using nultiple instances of a pre-selected predictive
function for fgeneisingsgidanthenyicationanédentighs aseded for 10g4ing Mto kEdNirhiadysfi N non
5 real time, wherein said each user is afforded use of one or nore of said

mul tipl e i nsSuslR@sons, Mhefedt §§r@mioﬂ&i§gaénq1logﬂ%£1ﬁﬁﬁé ﬁ@@ﬂepebxﬁls&féﬁﬂ&iﬁgkﬁd BReded

for logging into said plurality of Tapplications, wherei'n synchfonizing in
non-real ti i i i i i pl
ot ances. as orect ot mERIERE pSRodt s SRR AN oREnflls ufBlchs or BRI} B
stores associated with said each_ appl.ication, wherein sai ener at ed
Suthent | cat | SRt sstetakePi(G pEd cect EBtictRoPe Rhe g Fo el atEraUeI a
stores. 2. The nethod of Claim1, further conprising adapting an existing
ct@denti al s Gedentias is pythenticated against said credential stores.

2. The method of Claim 1, further comprising adapting an existing credentials verifier for
authenticating said generated authentication credentials for accessing said each
application when redirection to said credentials verifier is desirable, wherein said

credentials verifier includes an instance of said predictive scheme.

15 3. The method of Claim 1, further includes leveraging existing authentication mechanisms,

if any, that are associated with said plurality of applications.

4. The method of Claim 1, wherein updating said credential stores includes leveraging
existing updating mechanisms, if any, that are associated with said plurality of

20 applications.

5. The method of Claim 1, further includes leveraging existing support for offline login, if

any, that are associated with said plurality of applications.
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aut henticating said generated authentication credentials for accessing said
each application when redirection to said credentials verifier is

desirabl e, wherein said credentials verifier includes an instance of said
predi ctive schene. 15 3. The nethod of Caim1, further includes |everaging
exi sti ng aut Tieetictmtiod Clairch avliesdis said ipturality of apglicatioes @as aaesdbledhrougina sai d
plurality of applications. 4. The nethod of Caim1, wherein updating said

credential spRFgdy bNGIFERS ad BKEHRSHEG usihi saitd SctRdPduiG i BRNTEEREals! |
any, that are associated with said plurality of 20 applications. 5. The

met hod of C gi : ' : I.Ag existing support for offline
l ogin, if aﬁdfgsﬁ?%{]ﬁga{rog%%g@%ilcg?@gb%{nﬁ%lﬁé%g%eg' plurality of applications. 12
6. The nethod of Claim1l, wherein said plurality of applications are
accessible thro urality of different .access interfac sing said
Gener at b aul JonPhodor SRt ket st blgF R g BRARATobT-EaeRS T sitRARE on

bei ng accesseld. 1. %{Sg%met hod of. Claim1l, wherein said plurality of

appl i cat i onsP4Falitye 1eB} EMAtesies 2nd comPPiSIS ty of different renote sites
and conputers. 8. The nethod of Claim1, wherein one or nore of said

mul tiple instances is inplemented as a conbination of hardware and

sof twar®. 9. Thyaethed pbGlam Igwhiersin onewranerepisne myltipisiastytoes i itphementes e
instances is inplenented as hardware. 10 10. The method of Caim 1,

wher ei n one ara somtenafonsdihdrdware ampl sofiwes¢.ances is i npl enented as software.

9. The method of Claim 1, wherein one or more of said multiple instances is implemented
as hardware.

10 10.  The method of Claim 1, wherein one or more of said multiple instances is implemented
as software.

11.  The method of Claim 1, wherein each of said multiple instances is embodied in any
device from a set of devices comprising:
aPDA;
15 a phone;
a web server;
a server;

a personal computer; and

a handheld device.

20 12.  The method of Claim I, wherein said pre-selected predictive function includes using a
difficult to invert one-way function with arguments that include a first seed that is unique

to each application of said plurality of applications.
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11. The method of Caim1l, wherein each of said nultiple instances is
enbodied in any device froma set of devices conprising: a PDA, 15 a
phone; a web server; a server; a personal conputer; and a handheld
device. 20 12. The nmethod of Claim1l, wherein said pre-selected predictive
functi o8.i ncTheesthodiofi@lam iwfHetcdnl bdid pee-satstted prodiet vafuntticincidesvidifg a
arguments that include a first seed that is unique to each application of

said plural Ia&ﬁ@ﬂt@mdrﬁﬁ{etﬁmﬁméﬁo&%uh%nﬁmﬁﬁ 1ﬁ$1u@l AbdBokd sidaangiie said

pre-sel ected predictive function includes using a difficult to invert

one- vay [Nk, Wb APHIR S DAL APCUIRAGSTARGARE (ot T, uni aue

to each user 0 access sal app ications. 14. The
method of Claim1, wherein said pre-selected predictive function includes
usi ng a4 5 Lfficult Lnvert one func n with arqguments .that include
an agr okt upDie mEPRPRCHIEYT e heBRt e e titp AL Rt e £
Caiml2, furt& I ncl udes appl yi ng a, one-way hash to said one-way
fdnction.  163THCUHP pRyETtame- WWC@@&%‘P%U‘@@%‘F‘?@V hehinglpdeasigigediniural i ty of

applications, the nethod 10 conprising the conputer-inplenented acts of.
deterministic event with periodicity.

15.  The method of Claim 12, further includes applying a one-way hash to said one-way

function.

16. A method for increasing security for accessing a plurality of applications, the method
10 comprising the computer-implemented acts of:
using multiple instances of a predictive credentials generator adapted for generating
credentials associated with each application of said plurality of applications and
each user attempting to access said application using a pre-selected predictive
function, wherein said each user uses any of said multiple instances to obtain said
15 generated credentials; and
when redirection to a credentials verifier is undesirable, using one or more of said
predictive credentials generator for updating credential stores associated with said
each application, wherein said generated credentials is authenticated against said

credential stores.

20 17. An authenﬁcation system, the authentication system comprising a plurality of credentials
mechanisms adapted for providing authentication information to a user attempting to
access one or more applications protected by said authentication system, wherein said
credentials mechanisms employ multiple instances of a predictive function for predicting

'said authentication information and are further adaptable for updating, in non-real time, a
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using multiple instances of a predictive credentials generator adapted for
generating credentials associated with each application of said plurality
of applications and each user attenpting to access said application using

a pre-sel ect eddgpitRil ditdciry uéddnfot V@ifyinshaidedufhenfitsliRABIdIMEEsn BES 238 Wil
said nmultiple instances to obtain sai 15 generated credentials; and when

redirection EQnapplhi&AeR b &i§ ohebt bofy Ei.ﬁp?g%{ﬂﬁlggb& BthErizedS1sBS ARG QRhHTOr € Of

said predictive credentials generato ating credential stores
associ ated wth. said h | i ign...wherei id gen ed credentials
S aut hent | canlisTRYS anE 968 cRABE Ll Nl AR GRS RER RS on
system the authentigcation system conpri sing plurality_ of credentials
mechani sis agfaﬁwosa%ﬂﬂgﬁnaﬁﬂén@%ﬁ@ﬂ%wem B stbpseaivhen Vet etion p-
attenpting to access one or nore applications protected by said

aut hent i cat i enandss degiredhigrtbencomprisingpredietivd eredentigbhmdpisrssioenpdatipgnul ti pl e
i nstances of a predictive function for predicting said authentication

i nformati on aedendinbstbues biveciatedapitiatdie edohrapppataionnghercin sathganeated i re, a 14
credentials directory used for verifying said authentication information

associ at ed Waithentie@edh iaRRiatieh istutihtisabda et did BRUEnBIRId&at i ons and
aut hori zed users of said each application, and said credentials nechani sns

bei ng further adaptable for verifying on- denmand sai d authentication
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desired, further conprising predictive credentials up ers

credential s ciated with said.each application, wherein i.d
Generated s rEeH ORIyt e REn i E el RBR b iontHisges Rod st ifas
credential stores. .. ) ; .

10 unique to each application of said plurality of applications.

19, The authentication system of Claim 17, wherein each credential mechanism includes a
pre-selected predictive function using a difficult to invert one-way function with
arguments that comprises a second seed that is unique to each user authorized to access

said plurality of applications.

15 20.  The authentication system of Claim 17, wherein said means for creating credentials
includes a pre-selected predictive scheme using a difficult to invert one-way function

with arguments that comprises an agreed upon deterministic event with periodicity.

21.  The authentication system of Claim 17, further comprising adapting an existing
credentials verifier for authenticating said authentication information for accessing said
20 each application when redirection to said credentials verifier is desirable, wherein said

credentials verifier includes an instance of said predictive scheme.

22.  The authentication system of Claim 17, further includes leveraging existing

authentication mechanisms, if any, that are associated with said plurality of applications.
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18. The authentication systemof Caim17, includes a pre-selected
predictive function using a difficult to invert one-way function with
argunments that conprises a first seed that is 10 unique to each application
of said plurality of applications. 19. The authentication systemof Caim

17, whelgi n &hehuthesitation aystereoha@hiimm7i Asthetishdes RiveragRlgetisttg PiRHabi ve
function using a difficult to invert one-way function with argunents that

conprises a sERANRbHE oDt iid a4RICAHA ioh §AE BIHARY oRUbHIRLESRD tO access
said plurality of §g§| i cations. a15 20. The au?hent ?gatgl?ﬁgn slyst emof Caim

17, wherein said means for creating credentials includes a pre-selected
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argunents that conprises an agreéed upoh determ

periodicity. _21. .The authenticatipn.system of. im1l7, further conprising
adapting an %W%Sﬂéliﬁg’m‘&?}éﬁgfﬁlﬁ%g}’ 8991&%?6# @?Cefsolf‘%é%f%‘r‘?ﬂl??cﬁ’t“{ ﬂt}ﬁ?ﬁc idn

aut hentication information for accessing said 20 each application when
redi rection tﬂg(’@%ﬁﬁan&wé%ﬁmh&géo gashiapplagation bgingiaceessed. wherei n sai d
credentials verifier includes an instance of said predictive scheme. 22.
The authentication systemof Claim17, further includes |everaging existing
aut hent?%at i ke sribéndishderssystem affylaim A3t whereinsssloliglitsdofrpphicatimnd aysl ural i ty
of applications. 15 23. The authentication systemof Caim17, further

i ncl udes | evaresyitig frexi splurdity opdidictent tmoteotitdsiang choputers.i f any, that are
associated wth said plurality of applications. 24. The authentication
systemof Claim 17, wherein said plurality of applications are accessible

througheé pl Ahabihbti@tionkfdtanh ahé aﬂﬁ@ﬁﬁc&tibﬂ&ﬁ&d‘rﬁ@&’ﬁﬁﬂﬁhgg_ sai d _
aut hentication 5 information corresponding to each application being
accessed.  means for using multiple instances of a pre-selected predictive function creating
10 credentials needed for accessing one or more applications;
means for updating credential information in a credentials store, if non-real time updating
18 desirable, wherein said credential store is used for authenticating credential
input from a user attempting to access said one or more applications;
means for communicating said credential information to said user; and

15 means for verifying on-demand said credential input from said user when on-demand

verification is desired.

27.  The authentication system of Claim 26, further includes adapting existing login interfaces

for accessing said applications.

28.  The authentication system of Claim 26, wherein said means for creating credentials
20 includes a pre-selected predictive function using a difficult to invert one-way function
with arguments that comprises a first seed that is unique to each application of said

plurality of applications.
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25. The authentication systemof Caim17, wherein said plurality of
applications are accessible froma plurality of different renote sites and
conputers. 26. An authentication system the authentication system
conprising: neans for using multiple instances of a pre-selected predictive
functi oR9.cr e@he mgheritizatioiesiastdn af Slaie @dedhérein att@esisITor Qo craduntials
applications; neans for updating credential information in a credentials

store, if nofichget a bt RIdtRRIrbdiBtivd MnesH disilY £4ifRORT Bl iflvPbib-whetrRtibal
store is used for authenticating credential “input froma user attenpting

to access s a{v? ﬂént%ﬁ@co%sbé@gécgﬂé e&]‘éﬁﬂqs g @R)né%ﬁ !ngeq‘tahﬁl%rlﬁgd 8

credenti al t|on to salrd user reans ot Ver i yi ng on-demand
sai d credent]jal ﬁtj Bﬁi‘i? f ﬁ%ser when on-demand verification is
desired. 27. cfﬁ%ss MRk aPBHCAP8 em of O aim 26, further includes
adapti ng eX|st|ng login interfaces for accessing said applications. 28.
The aut (gntl tﬂ %stem of Cltgl m 26, wherein_said neans for creating
credent LG sysismuoidtelame 26 v hsrai seid A dTFPE L fEFdrgials
difficult to invert one-way function wth argunents that conprises a first
seed that i singhideieprecselestsd raphttivsafingivnofsings diffigilupanvaryonstwapfinciert i ons.
16 29. The authentication systemof Caim26, wherein said neans for
creating credshtigaiheentds thetl codesises pr grad oheldtaphaditictdvest Withn péricakicitisi ng a
difficult to invert one-way function wth argunents that conprises a
second seed that is unique to each user authorized to access said
plurality of applications.
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5 30. The authentication systemof Caim 26, wherein said neans for
creating credentials 1includes a pre-selected predictive function using a
difficult to invert one-way function wth argunents that conprises an
agreed upon determnistic event with periodicity. 17 ABSTRACT OF THE
DI SCLOSURES A PREDI CTI VE METHOD FOR MULTI - PARTY STRENGHTENI NG OF
AUTHENTI CATI ON CREDENTI ALS W TH NON- REAL TI ME SYNCHRONI ZATI ON A net hod and
system for strengtheni ng aut RgsdgiaeRtdrO Ryt HRd6MYsupks for accessing any
nunber of applications across multiple access Interfaces and across
mul ti pl e r enDAcPREDEETRVESHETHOD FOR MUISEI-DARYY. STRRNGHTHNING 2F AUEHENATCATEON
accessed by aCRERENGTALFUWRTH INDRCREAE cTRELSYNCHRONEZANION pl e i nstances of a
predi ctive schenme for generating and synchroni zing the authentication
credenti al s A anethby ahdvgsiagi g greagtheniag i authentitatat croddntinke fos B0cdssihg chngd t h
the applications. FIG 2 18

number of applications across multiple access interfaces and across multiple remote access sites

is disclosed. The applications can be accessed by a set of authorized users by using multiple
instances of a predictive scheme for generating and synchronizing the authentication credentials

and by leveraging pre-existing infrastructure associated with the applications.
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