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A nethod for updating a nobile paynent device (5) of a
user via an insecure network, the nobile paynent
device (5) storing value and enabling the user to
(1D ENTEBNANIOBAINA RS SCATIGIMBERT ISHEMINNER WHP BATHNT iQO@PERATTON TREATY (PCT)

mer chants (50, 60, 7p,.8042ﬁ3§7
(19) World haipHeetpal Reprevte Resanization | (fal[FOR

: . AR
the rnbBrIehaytint devi cagiMpPls
A

=

S
0%

PR

a

rver (20).: authenpticati £¥e nob
(?gflnwng)é‘gl ‘ZEE\{/] 't cat i oORCSET ver (df

pe and transaction a

met hod conpri si ng:

AR
% i

51) 1 RASAGhIRA Basahel N aut hent i cat | PL,GRAMREL $6501

Hu3nRs pudsbiyng an encrypted first
aut henti cation server

Annexe A, MND Complex,

N&S§34 860l LBt he

(20) to theadmbili BARAKIAMUHTANI & DE SILVA; 39

1 Ir]éeé%l(&gj It@ Bic’atiog H\almgﬁ)cg g 8{036%'.0&% s ec ondinde B age7for, ORIKint Point, Singapore

nobi | e paynment devi
(22) International Filing Date: 28 June 2006 (28.06.2006)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

200504124-9 28 June 2005 (28.06.2005) SG

(71) Applicant (for all designated States except US): EZ-LINK
PTE LTD [SG/SG]; 9 Maxwell Road #03-01, Annexe A,
MND Complex, Singapore 069112 (SG).

(34)

(72) Inventors; and

(75) Inventors/Applicants (for US only): LEE, Tat Meng
Nicholas [SG/SG]; c/o EZ-Link Pte Ltd, 9 Maxwell Road
#03-01, Annexe A, MND Complex, Singapore 069112
(8G). YIN, Kim Leong [SG/SG]; c/o EZ-Link Pte Ltd,

068911 (SG).

(81) Designated States (unless otherwise indicated, for every

kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ,BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HN, HR, HU, ID, IL, IN, IS, JP,
KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LT,
LU, LV, LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA,
NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC,
SD, SE, SG, SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ,
UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,

[Continued on next page]

(54) Title: UPDATING A MOBILE PAYMENT DEVICE

|

authertication server generates and stores a copy of 3
random rumber

Authentication server’s random numder is encrypled
using encryption algorithm

The anciypted fandom numbers are transmiied
batween the suthentication server and card via
Intemet

Fuhenticalion server daciypis the feceived encrypied
random number transaitied from the card sing

i tion of tion algorithm
decryption function of encryption ajgorithm deciyption function of en

‘Authentication server encrypis the decrypted random
number Using encryption algorthm

The ansiypled random Aumbers are fransmiied
between the authontication server and card via
Intemet.

207 207

encrypfion algorithm

Aitantizalion server desrypts Tie received enctyptad
random number fransritied from the card using
decryption finction of

“Authentcaion S6rver compares e recenved
deciypled random number transmitted from the card
with th fication server's random number

[

208

the card’s random number

]
x
g

e decrypted randorn numbers miatch e focal
copies, then the authentication server and the card are
icated with each other

Transaction updates to the card is allﬂﬂ—/\ 210

209

Card gecrypls the recaived encrypted random nyﬁ!bcr
transmitied from the authaniication server using

Gard srcrypts the decrypted random number using

Gard deorypls the teceived encrypied randorm number
transmitted from the authertication server using
decryption function of tian algorithm

Card compares the recaived decrypted random j
number transmitied from the authentication server with

(57) Abstract: A method for updating a mobile
payment device (5) of a user via an insecure network,
the mobile payment device (5) storing value and
enabling the user to perform cashless transactions
with participating merchants (50, 60, 70, 80), the
method comprising:  transmitting identification
information relating to the mobile payment device (5)
to an authentication server (20); authenticating the
mobile payment device (5) with the authentication
server (20); and selecting a transaction type and
transaction amount for a transaction; wherein
authentication comprises: transmitting an encrypted
first message from the authentication server (20)
to the mobile payment device (5), and an encrypted
second message from the mobile payment device
(5) to the authentication server (20); decrypting the
encrypted first and second messages; transmitting
an encrypted third message based on the first
message from the mobile payment device (5) to
the authentication server (20), and an encrypted
fourth message based on the second message from
the authentication server (20) to the mobile payment
device (5); decrypting the encrypted third and fourth
messages; and comparing the first message with
the third message and the second message with the
fourth message, where if they match, the identity of
the mobile payment device (5) and the authentication
server (20) are authenticated with each other to
enable updating of the mobile payment device (5)
in accordance with the transaction.
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