THREAT MANAGEMENT SYSTEM AND METHOD CROSS- REFERENCE TO RELATED

APPLI CATI ONS [ 0001] The present application is related to
commonl y- assi gned application, entitled "Policy Managenent System and
Met hod," U.S. Patent Application No. 12/236,436, filed Septenber 23,
2008. The present application clainmsqpriority to U S. Patent
Application No. 12/236,439, filed Septenber 23, 2008. The contents of
these prior applications are incorporated by reference herein.
BACKGROUND OF THE | NVENTI ON FI ELD OF THE | NVENTI ON [ 0002] The present
i nvention rel ates tBHREATMANAGEMENTHY STEMAND MHIR@Phod i n nmanaged

systens [0003] A managed services provider can provide turn-key

sol utions for vari eROSSUREPARENCETG REIJCTEBAPPLIEATIGNSS requiring
i nformati on technology (I T) support. Wthin these fields, there can

be var i o0 Ht¥e@eses afplicationdisslated t€ conthirdyiesignd dpphicagien] eatitiedi‘@elicy

provi der can help custoners conply with those standards. One such

area i s MagagsMent Sty afiE€®lethod,” U.S. Patent Application No. 12/236,436, filed September
23, 2008. The present application claims priority to U.S. Patent Application No. 12/236,439,
filed September 23, 2008. The contents of these prior applications are incorporated by

reference herein.

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

[0002] The presenf invention relates to a threat management system and method in managed
systems

{0003] A managed services provider can provide turn-key solutions for various customers in
a wide range of fields requiring information technology (IT) sui)port. Within these fields,
there can be various standards for industry compliance. A managed services provider can
help customers comply with those standards. One such area is the security area.

[0004] User sites or networks, even when part of a managed services system, can be
susceptible to security attack. Customers can define or determine policies, and in some cases
can police them, but in some cases policing is difficult, cumbersome, or virtually impossible.
[0005] It would be desirable to take advantage of security implementation in a managed
services system to facilitate security monitoring and policy compliance for one or more

customers within the managed services system.



[ 0004] User sites or networks, even when part of a nanaged services
system can be susceptible to security attack. Custoners can define
or determne policies, and in sone cases can police them but in sone
cases policing is difficult, cunbersone, or virtually inpossible.
[0005] It would be desirable to takejzadvantage of security

i npl enentation in a managed services systemto facilitate security
nmoni toring and policy conpliance for one or nore custoners wthin the
managed services system 2 SUMWARY OF THE I NVENTI ON [0006] In view
of the foregoing, it is oNYMYARY OBTHERINVENIEMN i nvention to tailor

threat i ificatio nd response .i.n aged systens far individual
users, V\fq%ﬁ@df‘ Vf?é{‘(/‘?fﬁge %&gﬁlﬁg’é § P?ﬁ)‘?t\]ﬁcﬂ?fn,zépe l%gséPt EnLen © t%l[?é At assets
at risk,, and types of threats that mght. present a risk to. those
assets. SRR FESRPRSRITCRAnFRRE Sbmwg%t@dfve%e%e%@thﬁm%we fo parse
invention js, descrjbed herein with reference to the acconpanyi

dr awi ngsmdeidyal user qeiafle such apasitihiials apd g fdhuentt B G GaTBn 2 sk
functionally simlar elements. [0008] FIG 1 is a high-level block

di agr am BPseps¥{ist em i n whi ch the present invention may be

i npl enented. [0009] FIG 2 is a nore detailed, but still high-Ievel
diagramidentifying sone elenents of a systemin which the present

invention may be inpl §RRLSIESCRIPTION OF THE DRAWINGS

[0007] The present invention is described herein with reference to the accompanying
drawings, similar reference numbers being used to indicate functionally similar elements.
[0008] FIG. 1 is a high-level block diagram of a system in which the present invention may
be implemented.

[0009] FIG. 2 is a more detailed, but still high-level diagram identifying some elements of a
system in which the present invention may be implemenfed.

[0010] FIGS. 3-7 are block diagrams of some of the elements depicted in FIG. 2.

[0011] FIG. 8 is a flow chart describing one aspect of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS

[0012] FIG. 1 depicts a system which includes one or more servers 101-1, 101-2, ..., 101-n
in a server farm 100; a plurality of clients 121-1, 121-2, ..., 121-m in a customer system 120,
and a network 110, to which either the server farm 100 may be connected, or to which one or
more of the servers within server bank 100 may be connected. The customer system 120 may
be connected to network 110, or one or more of the clients within customer system 120 may
be connected. The network 110 could be a high-speed connection, or a set of high-speed
connections between the server farm 100 and the customer system 120, or in one

embodiment, may be the Internet.



[0010] FIGS. 3-7 are block diagrans of sonme of the el enents depicted
in FIG 2. [0011] FIG 8 is a flow chart describing one aspect of the
i nvention. DETAILED DESCRI PTI ON OF EMBODI MENTS [0012] FIG 1 depicts
a system whi ch includes one or nore servers 101-1, 101-2, ..., 101-n
in a server farm 100; a plurality of sclients 121-1, 121-2, ..., 121-m
in a customer system 120; and a network 110, to which either the
server farm 100 nay be connected, or to which one or nore of the
servers within server bank 100 may be connected. The custoner system
120 may BO1ZJARe? dericts phigh loxplhrrdyers, copligusttion grcludimee nstwark termaed sent s
wi thin custoner system 120 may be connected. The network 110 coul d be
a hi gh- shestiog srenndwerkdHANY 20, E@tHPeTfI 260 ghy Bplsdahacdrmedrduting vedeween
the server farm 100 and the custonmer system 120, or in one
enmbodi nekinds efggrvers, indledingiepienfarm 10@and 9@eRied mr@rs,zosﬁ@m enepr Mo gh
| evel hardware configuration including a network termed a hosting
ar ea net storege ?(YFMW@gQ(SA'Nﬁé appNpROOng ey arlvo indlesthatudad@rcdudiigriel wdi ng
various kinds of servers, including server farm 100 and associ at ed
" server s; lipitekto bhgkbonps and roptsTS}s adirewalbssrvages modwle (TOF 5N 2 W\piad) other
acconpanyi ng networking infrastructure (including but not limted to
backbonefrewnld infastrustusg 220z higgdedvalinl F16 2, Wedwewallndiidseu¢tmg®idy ixlgle and
other firewall infrastructure 220 as needed. In FIG 2, the firewall
i nf r ast rtedtnalogy fiapn Gismol (ndleding Cmeo’ls APA™). seties ey {nichdE adomppti@z sco' s
ASA(tm ). A server may include a conputing device with a single
i nst r uct devive yiithgl sngtansirustionsingle d8ta3Bpam (B3 processos,soth #SIHD BBchec hi ne
230. Gt her hardware (unnunbered) in HAN 200 may i ncludes Wb servers,
appl i cat239n Gilerhendwareduuhiimberdd)tim Bade2 @enayeneydesiVeb lsenvery, dpplication
i nterconnected to and anong each other in ways well known to
or di nar i deyvesk arld/ardatabase savess, whdd bahly bk mtonemed@ito tndimdengeachotleantn on,
HAN 200 contains the hardware for providi ng nanaged services to one
or a pl uwaisivtcyl kobwr tostrdinaily skil@icitieust omer nmay have one or nore
servers dedicated to nmanagi ng services for that customer. HAN 200
woul d al [$014]dmbw aspert pf the nventioh,dLAN @00 canltdisi tiphardyage/fon providingr mat i on,
including but not limted to types of assets; types of threats, and
possi bl emaapget services ® ahicof & plardityt ofgegornérs.t Bact atsomddinfaly drenine ousbener s
may have different assets to protect; may be susceptible to different
ki nds of setverseladisstedtodnamaging mevieds dori that awstameri HAMNGNtwould aldvi cotitain a
different counters to common threats may have the sane or varying
degr ees mitfeemifectentvadiazmgselefaflipofmitionpinclading but wer limicdso fypes «f assast oner ,
in one aspect of the invention, relative values or weights may be
assi gnedypa of thecatsy sitdqossible camteet to diffeanaht typegudtleadts. dbiffedenteamttemem ntalfos e
assets, in order to prioritize threat handling for that custoner.
Cust onerhasgdiffefentasskid ta praget; mgayde sikcagbletd titffeconniinds of thrests) hudunay ed
data to determ ne those values or weights for that custoner.

operate in an environment in which different counters to common threats may have the same

or varying degrees of effectiveness.

[0015] In managing services for a customer, in one aspect of the invention, relative values or
weights may be assigned to the customer’s assets, and to potential threats to those assets, in
order to prioritize threat handling for that customer. Customer specific data may be
combined with common or centralized data to determine those values or weights for that

customer.



4 [0016] Turning back to FIG 2, there are various nodul es which may
conprise software housed on separate servers or conmmon servers W thin
HAN 200, or nay be separate conponents thensel ves. One or nore of
t hese nodul es may be distributed anong different servers and/ or
different custoners, or may be housed centrally for use with a
plurality of custoners, or sone conbination of these possibilities.
These nodul es i nclude, anong others, a configuration nanagenent
dat abase (CMDB) 240, which may include separate CVDBs for various
aspect s S0l Fypag backito FI& 2, theisaraariag rmedyles whichynag|campiisesotnms 242,
a network elenents CVDB 244, a storage elenents CVDB 246, and a
conmput e BPUSERPR SCPTRPECTYES OF CPHERQE SEVPBaVithindIAN J00ney mep B¢ $fpaidie t he sane
set of servers; a separate bank of centralized servers; or on servers
used wi t ForpRanente thempelvass Caprprmore gbhesediadyled may bedistabytpd epongediffgent
managed. [00173 FIG 2 al so shows an incident resol ution nanagenent
modul e 28Rgvers gndicy diffepambepstomers; o eavsberhionsed cenfrslk for seswith epliigporofant to
organi ze and mai ntain. The incident resolution nmanagenment nodul e 250
provi des cystpmeny; ot winewomkingiien of dresqpnssibliies. iThesedendules slyie eimong others,
the context of the present invention, an "incident" may be a threat
to a custedigurgtiesrmenagemnent dyehaseCMPB) 249swhinkimay includewspkrste. CMBBs foen
in FIG 3, this nodule 250 can include a nodul e 252 for view ng
devi ce svaiousasppes ofirearegad) syrviges, kfcluding 2 seewrignaeragse@VIDB 242 Frenetwork
i nvention, workflows for incident resolution may be triggered by
vi ol at i oflsmerfts GiINE24dsa stotage dements EMPE246 read agempute cleByntnOMDBH248n g
such policies, the security aspect of namnaged services can identify,
cont ai n, Thasel CtBscX2-248 otay peside oy theisainasat ofwrveRoh apyrateraik ofidentrplizest
conpliance al so provi des assurances or safeguards for application of
appr opr i srerppr gressesEasyd withiparaslar gustanmrs depeodinges the sérdieestbiefnigcat i ons
or definitions. [0018] Also in FIG 3, an evidence retention nodul e
254 can mewiged. i n handling an incident by enabling attachment of
rel evant data, including but not limted to data in the formof S
docunent B017]idge2 alsashdive an incidertiresolitipn mamgeman owothdle 25h dntile, mamgedt he
like, to a particular file or case pertaining to that incident, to
provi de srviessifiddneerkflpweare impatant ta ergewirs andherindain a Theaipcitlent eesolution
error-correction or integrity-checking data, including cryptographic
dat a, asmamigehed modele 89@ plavides integeied tvorkdlow foemartaging ixtcalgnt resplutibn.t (e
dat a.

the context of the present invention, an “incident” may be a threat to a customer’s assets

(computing systems and/or networks). As seen in FIG. 3, this module 250 can include a
module 252 for viewing device status, particularly workflows. In one aspect of the invention,
workflows for incident resolution may be triggered by violations of policies related to threat
management. By monitoring such policies, the security aspect of managed services can
identify, contain, and address such policy violations. Policy monitoriﬁg for compliance also
provides assurances or safeguards for application of appropriate or necessary updates, or
threat or asset identifications or definitions.

[0018] Also in FIG. 3, an evidence retention module 254 can assist in handling an incident by

enabling attachment of relevant data, including but not limited to data in the form of



[ 0019] A rol e-based access and incident collaboration nodule 256 -
permts, anong other things, assignnment of incident cases to

- different users, and/or sharing of those cases within a group. As has
been noted previously, different custoners will face different
threats to their respective assets. Fo the extent that any custoners
face common threats and/or common types of assets, comon sol utions
or counterattacks to threats may be devised and/or inplenented. In
one aspect of the collaboration, case data may be_managed so as to
al | ow apfRHESRE.GRagss, FERNHES CapRER SR Rt Ad theikeoig2pattigular file or
granularity can ensure that multiple analysts_may coll aborate on a
case, whfdsepeaidrgstofipt igidgntcty provifigen cyidence Slse A aigaspest thecleranaydakhow,
D fferent analysts nay access the same data, different data, or

di f f er en€TrPBUPRLEN OF lnéaw.-chwklr@rdytae%lﬁfhpg emyptogiaplie flafp.japspciated tereadtls i n
accordance with one aspect of the invention allows appropriate

aut hor i ziords tosgspure thgrirtegrity of thhédtiher aspect of nodul e 256, system
user actions may be | ogged so that an appropriate audit trail nmay be
r et ai nedl00] Ao ole-based ersers apdiseient icelkrbpraheryaeding 256mgumnits, EMEHthsd may
permt integration with a central help desk via help desk integration
nmodul e 258&1gs;lapsignmentefeadent ¢apgsdo Hidlepentieseis, dndior ghering efthepagaseawithineat e
comuni cation with different types of nanaged services, possibly

i ncl udi ngrovmtAshs peenawtediprayioyslp dierens gustenero witbiged difiergntdlypass tokaisnor k
operations groups, and change managenent groups. For exanple, where a
part i cul mepesésuassetsy Todhadrtenbbatany custreneapiars eomnnecorthrors gndias comimpn pl e
managed systens, a comon hel p desk approach can facilitate

consi st etypesad pisets.aomprensplutions opeguaisrattagks t4 ratkjmaybedevisedlasgoshows a
know edge base nodul e 260, which in turn is shown in nore detail in
FI G 4. implayreateds peate aspepifithechgBatioation rastidate negheinthasged ¢ estodHow
flows (in identification nodule 262); analyzes those flows as
necessarappli¢atiomnbgrymilar apaseh dontrgls 43 prirepridtet gsanwlapiey ¢ahehgure that multiple
.characteristics; enables pinpointing of attacks or threats so as to
faci | i t sdnelysts iy eoliahgratelon agaseawhidy achessing only case gita gt sach paplyghueeds to
countering nodul e 266); and retains custoner-specific data (in

cust onerknope Aifferentragalpssimay dcaése thememe datandifterent 388 )or differsntaphaunts of
provi sion of event response information at the necessary |evel of
speci f i cdatay . In p@OSRHL, tha grnelanity o€ edcessimelgbrdag Svitirpe pspeciiohthie frfventivat i on
about previous incidents affecting different custoners, in order to
faci | i t adllows heprojmiateeathprigdtion stiusturest iloanogter aspect apmodiyde 2 system user
granularity. In another aspect, the elenents within know edge base
modul e 286omsongycedogged e thatainlapprapréatd dndit preid wiay boretapfedt hr eat

cont ai nment and/or renedi ation steps to the appropriate nanaged

ser vi ced0020] dhadiinhysoieiononadnageareni medile 20sitso myy pemit inegratiemelitins
configuration managenent. [0023] FIG 2 also shows a

mul t i - di szeina ihelpalkeskods hadp desk oregradidn e d@1¢ @5 8. vilniooh aspects thas help deskhown i n
nore detail in FIG 5. For exanple, FIG 5 shows a statistical

cor r el atinepratimdmbyefagifiteociunivagonusith difforentityes nfmmbegeddersdestpossibly al
al gorithns, alone or in conbination, and may apply those al gorithns
t 0 t hr eahclidihginst oalydeasisiegreups Aluti elso bsstiog gratmsdnamvork opersticnagrospd, end
determ ne incident severity. These or other algorithnms al so nay be
used t o diedgemmnagenehegtalenEer exhmplepowitdroalgariiantan secpdtytpatch aeddedn teh may
or may not represent threats). Network behavior also nmay be anal yzed
as part g@pliddvosmaioniyde mivltfplemiriaged sybtofie4]conma help dedk@ppidachivas faoilitaal
correlation nodul e 274 enables identification of repeating patterns
of net woolisigtbrit apfeatidnvfeepaBpect, such patterns may be nasked,
subnerged, or otherw se hidden in various patterns of otherw se
normal network events, or even in flows of other security events. By




7 events, nodule 274 facilitates prevention of repeat attacks

t hrough early pattern recognition. In sone cases, the attacks may be
automated, or may be slow in conparison with surroundi ng network
events. In either case, the historical correlation nodule 274 may
accunul ate data on those events and attacks. [0025] In one aspect of
the invention, the policy or policies that a managed services
custonmer sets may drive the response to the attack The custonmer may
be able ta eter ne the tlon to be e. response could be
aut omat eH)OZ% lﬁ?)F}lé’Wsta O‘HJST@ basp fa‘ifé‘getk%g 1“5%‘“6@55‘B?5881m?rﬁe dat a
may be marked as suspici ous or hermnse r obl an ssed on;

an al ert d‘ﬁ%ﬂ/‘nﬂ:é(}sdeﬂf‘OPWFFttkH‘@Wﬁﬁ%Fa@éﬁmg Q/?@ége“ﬁ% affefijo“ﬁz}nng abl e
to monitor alerts); or_the custgner_ may receive an e-mail. O her
options et 105@%@&%622 ndlyzes thaps flgwsag mqe@a%(mnglaﬁ%mowé@%ﬁ) 9 the
managed services context of the present invention,

mul ti - cofgteamie thgir %ETE‘FES“E?GD%?SIPH}PHIDEB&PW&?IﬁSthh&\iafsﬁo 6?1@ f%Frlhtﬁ‘Br e

ot her nodul es, it becones p033|ble for the inventive systemnot only
to handl eoupisriasihs attesks/thgats (M parpomtiag apdsountering modyle 266 padvstaifls basi s,
but also to learn from other threat/asset type conbinations that

ot her cu@BIMSF-SPeRig datp Sinsustener specifia TeworssHrfAmeadion modyle 26 dpenskles. It
al so becones possible to provide successful threat responses to

t hr eat s BrRwSioR ohevent resprase infosmaging pt themecessary yelkof speedigity-but  anot her
custoner had. [0027] In addition, one overall effect of the

cooper at [08721dn ongaspect.apqdile; 268 may setpia infermeHoabaw] REcRgus ingidents | ffecting

hi storical correlation nodule 274 is to enable proactive infornmation
manage mediffereatrmgstrensp oidsutodpcilitpte shecdelivesy efinformationntithe mprorriste nor e
powerful the algorithnms used in statistical correlation nodule 272,
and/ or tgrenuksite aeapthertaspact thelaments withindmewledas basompdila?q0saoprmieioe
274, the nore conprehensive the resulting threat handling

capabi | i fepilitpte thoppgisiorp{ihrept contginsnent andfos samediatienniteps &2 the Apertiatce 280,
whi ch may be used in achieving correlation of security events. In one
aspect, mmgmml@s,ze@umnwr&§M¢@s@h@r1@g/$eﬁ@ce&rﬁnd/8r configuration vi ew of
a custonmer's conpliance status with security policies and/or
requi r ensanagemedid t hus provi de an indication of the overall security
heal th of a managed custoner site. 0029L§Look|n at FIG 6 which
shows t HO023d dilGeZ dgrshpyys arprubi-digergional eprglation inpdude 2 s whipB in thimis
facilitate viewi ng of security incidents. Both the nmanaged services
cust omershayy in heredgiad ireld Gs 61 Forcaample.FIG deshomay sigfisigalichmelptipnirgaivles. | n
addition to view ng security incidents, the user interface 282 may
facilitad’@ Whl(évmwseﬁn}{/\ﬁﬁﬁl«ﬁlh@@@ffs@tlsﬂcd@&gmfh}’ﬁsngom imepmehinatign.gadur ity
events (threats, updates of threat managenent software, etc.), so as
to gui demay applbrthosy relgagthms thethreat oilues padhassfts wéuses) n&isogﬁatedwitmﬁtomers to

Opening, editing, and/or closing of security incidents also may be
f aci | i t adetegimine incident severity. These or other algorithms also may be used to determine

prevalence of anomalous event patterns (which may or may not represent threats). Network -
behavior also may be analyzed as part of threat identification.

[0024] Also in FIG. 5, historical correlation module 274 enables identification of repeating
patterns of network attacks. In one aspect, such patterns may be masked, submerged, or
otherwise hidden in various patterns of otherwise normal network events, or even in flows of

other security events. By accumulating a history of such threats through diagnosis of past



[ 0030] Anot her visual aspect of the threat visualization nodule 280
is the provision of one or nore so-called "risk dashboards" 284.
These can take one or nore fornms. In one form graphical, pictorial,
or other descriptive realtine presentations (e.g. snapshots) of a
custoner's security status or healthymay be provided. The
presentations may be based on security-related data fromthe
custoner's own nmanaged or hosted infrastructure. Threat status al so
may be represented. [0031] Among the visualization tools that may be
enpl oy edeventsy meduleRdbilitrigs proention ¢f repsel attagks shroughspile patigatresagnision.o
manage their security risk and ensure that they are neeting the

secur i t yInstormdascel shet dtfegks ey tbe avidmated, oewmdy boslone &t comparison yathsereundmng may
be made avail abl e or displayed. In a situation in which a custoner
may hav endtdenisteivérite dn gitls sask. theshistpridel ¢oaxebation modia274maey asclradett dateon i sk
| evel identified, one or nore of the dashboards may display that

basel i nethpsesiventeand aftacksd al so may di spl ay devi ations fromthat
“baseline risk level. This kind of nanagenment tool is useful for

cust oner 024 Imanagseedt hEthe inyewtion, thkpolioy br mllisies thaica tharag¢dessrvides Rustomer
anal ysi s by nmanaged service providers, who then can advise custoners
as to cosemanirive dictréspamsplta tha bitack afilgy custovbersmayali® ablese deterntine the antidar ds.
9 [0032] Another viewer, a device status viewer 286, permts view ng
of devi cie bstakbusTimoespesseaould bovauttmatéxk Hor exanpldithl d21@6n questaomohdydre
network for which a nanaged services provider nmay be responsible.

Real -t i ndroppedythe datoimayl bemenkedasdigpicious bnothérwise ptabderfatic pid paated on; an
configuration nmanagenent, security managenent, and ot her policy
manage nesi¢rt mey baseht (@rithahecentagal sevéat proyidebeingable s meuitor blests)p@rehat i ons
center. [0033] In some security situations, there are threats which
may appeastofneomay ten@vd i dmnaik Otheraopriedsatill be byident hesdinady slibal stisamong
mul ti ple customers in a nanaged services situation, or nay appear on
a W despi08z4] Ihéeinenaged aernizeageidxtod thel passnt Syvshigm, belkkaingendlfiosecldtioneat s
are prevalent in other networks (irrespective of whether those

t hr eat s msdula20hwoik neoajpedtios yéthens yr méravthecmbdulesait bevokes Possibly fdralnome
relatively visible or prevalent. Such information may be accumul at ed
and nmadenpstite 9htelmonbdrdyl tpchahdis trentdo indiv2Ga] custormeeasattpdrea grhmilabesis, a

ci rcunstance, a global threat dashboard 288 may provi de an overal

map of dunalvamdehrs omiotes thssagissettypacombingtions thit @ier chadmeralnave ieed
presence of particular types of attacks - for exanple, attacks

det er m read ptovideenkmoaighichareshOnsen St alps camesiossible i protiliesupeesdfulahiear
managed system or the nost prevalent within a different or |arger
net wor k ragpefises toShiehts dat @partilarcisionddr e nbtitaeafaceinbat, anoibyt cogomer had.
correlated, for exanple, through multi-dinmensional correl ation nodul e
270, and0027aim hdditjonpdnetorerall bfferadthérenppéretioied shersetistivgbdonslaticmbduier
assets and correspondi ng asset values. [0034] Finally, FIG 2 shows a
| og dat @270wfdihe hdBbicalwhirelhtioni rthddulee74 &6 EndbRchroaetiviDih fortlgioainhankgchiant,
reference to FIG 7. The |log data nodul e 290 may contai n appropriate
t ool s t cunfl aCpdridubtir Sréeeid thiat Haadligd TheMerepotvyrfullthalgorititheayzpd incat i on
data. Security policy nonitoring and policy conpliance nonitoring my
require sdtiggdal eiireRiion Mbsul& 2120 aifor didd raere bomplare tiRrdandh Aedtical coraddidht i on
to what is provided in Threat visualization nodule 280, |og data

nodul e ZHEHule74Ca8 indtetom@RAEdsiva Shea Bl It Myt hesi iR Cipabilid@2 t o
facilitate inplenentation and nonitoring of

[0028] FIG. 2 shows a threat visualization module 280, which may be used in achieving

correlation of security events. In one aspect, the module 280 may be used to provide an



10 security conpliance controls; enhance risk nmanagenent; facilitate
per f or mance managenent; and i nplenment other security-rel ated
operational goals that will be readily apparent to ordinarily skilled
artisans [0035] Either |og data nodule 290 or threat visualization
modul e 280 nmay contain dashboards togprovide information in formats
tailored to the needs of security analysts, operators, and the |ike.
Log data nodul e 290 al so may neasure and/or record such varied data
as risk exposure or security conpliance. Reporting facilities within
modul e 26@ral sew why cysmter’s tomyerescatatorwitf searityipdlicies pmarerpircments, n
forms tailored for particular types of users. [0036] It should be

not ed t hard thysprbede dncindicationss ihe ofdrdll seRurdty bealthiofla mecagednatomet siey nay
be bidirectional. Mreover, any of the nodul es and/or elenents in

FI G 2 nEp22jdmvking@bFls. éivthivhrshavs tbe mbgule@thin emchdetdiln e nser mterfard?82ect | y
t hrough one or nore nodules, to carry out the necessary threat
managenemhy fagilitdte ansing Sf seclritf ircidents., Buthithcampagdd senvicas custonet ardrise may
have been ascribed to particular nodules in the course of discussing
vari ous maimged seevites provides hayilidwhie: inclends. tihadditidaao viswiigiseahityl iscideaits, SO
limted. Merely by way of exanple, performance of any of the

anal yti cthe dies tniatee 2 $musefatitiptebdewing of vestkaws fonidattifdhdaidiasdingonbi ned
into visualization nodule 280, so that conputation and di splay may be
col | ocat eduritl: ek (Secats; datek af theat mahap@nknk ofivatk, amy, sbas eide aned
either in visualization nodule 280 or incident resolution nmanagenent
modul e 2fheyugh thee@bluticabEsctgitpineiderftsl OfentigSeditdghaid/of olokihgeft sequitisy W | |

be apparent to ordinarily skilled artisans. [0037] FIG 8 shows a

f | owchar incidaps l§d Mgy wofaciigpect of the invention. According to this
aspect, managed services custoners are able to select their own
securi t y[oss@ndretds visvdl hdpedt o€ thetiired edud2ationGasRiuRI280 isdBs provivibm of one or

f eedback and, where appropriate, recomrendi ng enhancenents, or

per haps meeeowrindirigk dashtaidat 283N Thése@ar fakeade dr hdte foRYs. HAYE: fosUl t ed
fromthe customer's selection. At 801, a custonmer may select an

acti on bassthcalPicksiElor ytbiiRscripfivle realtiine picsditationy (c ROdnapkhots) oftahr eat
(event priority), and the action to be taken. After the custoner
makes t hasoakesidctity satus §DEsalth ey bprodikied! | Bidkds@itiofsimsy 5d Wigedin
nodule (item280 in FIG 2 and FIG 6) perforns the necessary

cor r el atdeptitptelftetdbtd frym eieeBtSmerAl owiOBanapdiifot hogsEinfr SstraduleN ElireC CUT

are processed agai nst the customer-selected priority and the security
event, adshusdlsodd, belrbesdmpd.opri ate actions are taken in response to a
triggering of the customer event. [0038] Once the custonmer event is
tri gger 0313 MmdHg tied Visuafizatieh to8RSha8 By 86 SmpByedie ritlodegiboads 284 48 tobised
by the branch at 805. At 806, there may be a configuration change,

i.e. a chargslé sustohRrs6 aldfidge Yhepareaii) ﬁﬂ&nﬁ%hbﬁfbtﬁﬁtﬁeﬁ&fbuﬁ&ﬁﬂgmboyﬁem
of an access control list to a network router, or the addition of a

firewal | sebuttesthtiafid 4§ wahBdntliof nécd @esl! YRAGHE diri®nt§ bdhiage dHaggesh) i n
order to renmediate the threat. At 807, security personnel nay be

i nstructfgpldyed. RueshAtBATILwhIENE hstin®r Ynay hivedBéitiBEPOBHs BB tisk feRéiSorBy be
acconplished by the triggering of an actionable event. At 808, the

CUSt OMBrhag aBEGIACEK ¥R AN e eE MR MR aiBodriid MSLHiSfayi¥atdaRBR4 Al
notification to the custoner.
risk level, and also may display deviations from that baseline risk level. This kind of
management tool is useful for customers to manage their own risk, but also facilitates risk

analysis by managed service providers, who then can advise customers as to compliance with

applicable and/or desirable security standards.



[0039] It should be noted that, while FIG 8 shows an aspect of the
invention in which a managed services custonmer manages its own
security policy and conpliance, a nmanaged services provider my
performpart or all of that that nmanagenment Stead. This alternative
may have nerit in instances in whichgea managed services provider can
avail itself of relevant, or even anal ogous information concerning
ot her managed services custoners and their own assessnent of assets
and threats to those assets. Thus, for exanple, 801 in FIG 8 may be
carri ed H98Zlgnotheryicnish @ deUssAREVINTGE ¢ P eFmits Yicwits A e dceREsATo8s 2 and
803 may be perfornmed in response to a provider action rather than a
cust oner NEPTkebe it thodlrdY 260ai2ngthermetvosk gwﬁﬁ@ 2 [IRARECH SABIGHRPIOGRE Ay | n
accordance with one aspect of the invention, data relating to network
t hreat thpresnonsiblsr Boalttarecdewing ofrlevign andjor agtworkattatus fpeiltatey condjgpsation
assets are classified according to inportance, and also may be
cl assi f i BénagewetdicpHyity mpnagergenty and ofher palicy BRagymeNt, VAR EBMESFNEA whi ch
the assets may be susceptible, and according to statistical
| i kel i hoeritesfsueh astrseauritiopperatipacdentsei ng present. I n one aspect,
conbi nations of the threat data and the associated assets at risk may
be assi gi¥88Bldnvemeisecyity simationseteiepreshrgate wihich malj epppatien tive tolime et a
that a particular threat presents, and the value of an asset to a
parti cul wtatively widespread hasis papngroulfiple Gestqresssinlyi neanpged dervicaesiipféonherr t o
take steps to address the threat in light of the overall risk
pr esent eway §Ipearh avhdéspread basisdn emandged seindcas syiksse bechesd thnselthkaats apsy
cooperate to provide enhanced anal ytics, including but not limted
to, in oprevaenpacather nefworksiiriespective of wbethirfihose wratsarowitiiomaveged t r ends
in threats to different network types in different environnents. In
one aspetystews). tPadichlavatiackesrimay become rebpdivelp 3isible as prayalente Suélf ipformatiods i n
one or nore of application performance or network perfornmance within
a parti cokyabe asogneated ami masle part oflknowduige base mwdyle 260, &g exgrqtel 2 such a
Configuration policies for networks; servers wthin networks; and/or
secur i t ycigemstprade] a/glote) thcat dashboaokb2R8amay\pedide anloverall map phHemghaged
achi eved by applying one custoner's security experience (in terns of
asset vajenceangteanh predanay plbten thitarapdheapreserce of patioar types pbatecksttier
custoners. [0043] The correlation nodul es descri bed above nmay be
vi ewed, déxamplecattasisalctermiaed tode rmbong the h0 axgfipryslent withiothe partitilem wi t h
hi storical and actual data received from other nodul es, a trending
engi ne rmgnaped systvinsadhe mosd presalentvathpraedifforntiop leeged nesworkoweraa Bechtdetands
in threats and/or network or application perfornmance.

as with other threat data, may be correlated, for example, through multi-dimensional

correlation module 270, and viability of the threats may be measured against customer assets
and corresponding asset values.

[0034] Finally, FIG. 2 shows a log data module 290, which will be described in more detail
with reference to FIG. 7. The log data module 290 may contain appropriate tools to facilitate
keeping track of security, log, and application data. Security policy monitoring and policy
compliance monitoring may require tracking of this kind of data. In one embodiment, in
addition to what is provided in threat visualization module 280, log data module 290 may

contain reporting and analytics module 292 to facilitate implementation and monitoring of



[0044] While the invention has been described in detail above with
reference to some enbodi nents, variations within the scope and spirit
of the invention will be apparent to those of ordinary skill in the

art.

Thus,

the invention should be considered as Iimted only by the

scope of the appended clainms. 13 CLAdMS What is clainmed is: 1. A

met hod of automating network threat responses, the nethod conprising:
enabling a custoner to enter a custoner supplied assessnent of assets
and threats to the assets; _identifying, through a processing
devi ce, SSFpEE comphanse cantigls; ehance tisk HaRASeMPNtfagiiaiciREOTEIR RS e gRIIRE
susceptible to network attack, the assets conprising_physical

conput i nandinplementoether sequiirielated oparatinnaleosls tapwilkhaTgadiy Aerset Wer vi ces
in the hosting area network to a plurality of custoners, each
cust oner oxdinaribypkiledadistidt ed set of the resources;

[0035] Either log data module 290 or threat visualization module 280 may contain

dashboards to provide information in formats tailored to the needs of security analysts,

operators, and the like. Log data module 290 also may measure and/or record such varied

data as risk exposure or security compliance. Reporting facilities within module 290 also

may permit generation of security information in forms tailored for particular types of users.

[0036] It should be noted that, while the arrows in FIG. 2 are unidirectional, they may be bi-

directional. Moreover, any of the modules and/or elements in FIG. 2 may communicate

either directly with cach other, or indirectly through one or more modules, to carry out the

necessary threat management functions. Still further, while particular functions may have

been ascribed to particular modules in the course of discussing various embodiments, it

should be noted that the invention is not so limited. Merely by way of example, performance

of any of the analytics discussed above may be carried out in or otherwise combined into

visualization module 280, so that computation and display may be collocated. Likewise,

correlation in module 270 may be performed either in visualization module 280 or incident

resolution management module 250, to collocate related functions. Other combinations will

be apparent to ordinarily skilled artisans.

[0037] FIG. 8 shows a flowchart depicting one aspect of the invention. According to this

aspect, managed services customers are able to select their own security standards, with the

managed services provider giving feedback and, where appropriate, recommending

enhancements, or perhaps recommending remediation of a threat that may have resulted from

the customer’s selection. At 801, a customer may select an action based on asset value,



conparing the identified types of assets of the customer to the types
of assets of other custoners of the hosting area network to identify
ot her custoners having simlar types of assets; conpari ng asset
val ues of the identified other customers having simlar types of
assets to the custoner supplied assegssnent of assets and threats to
identify the asset values of the identified other custoners
corresponding to the custoner supplied assessnent of assets and

t hreats; assigning an asset value to each type of asset of the
cust omer pnestarreoh petprtial Besdt (evené arigrEye ndhe erdign @fbettﬂ@noﬁﬁérrth@:%tomr s
corresponding to the custoner supplied assessnent of assets and

t hr eat s; miekrs dhe seleptiny, ehBidghethreatyignatization systepyps medule (iirm 23 GinEHe. Zendet s
of the custoner; conparing the identified types of threats to
the asseFES. &) perfosme the negeasery correlation gfiseaurisf cveits. ot él?’ftéeredvqygs ag ey ot her
custonmers of the hosting area network having simlar types of assets
t o i dent pdoyr s processadazainelithe qusteinagyselrdcte prierity prybibe efoutit crent.gind at 804,
conparing threat values of the identified other custoners facing
simlar %ypmomfatet getienstase takentimeesparse radriggerippdf thelcustomws evept  of
assets and threats to identify the threat values of the identified

ot her cud0HEDrEe thercnstemenadenids triggarérs anyuartat wEactiouy§iIor 808 may be tkempas  of
assets and threats; assigning a threat value to each type of

t hreat tegtifiel ysbebrndfat 80fe At$96.chee mopbedcanfiguhtion diengei ifd. edhanbe mat
val ues of the other customers corresponding to the customer supplied
assessnethe seiriyyganstessuchias taough deploymenapinyiceess @nfrollst togmatwosk i cal
algorithmto events in the hosting area network to identify anomal ous
event patour, osthe addition of a firewall rule to cause traffic to be dropped or otherwise flagged) in

order to remediate the threat. At 807, security personnel may be instructed to investigate
immediately. In one embodiment, this may be accomplished by the triggering of an
actionable event. At 808, the customer’s business workflow processes may be triggered by a
portal notification to the customer.
[0039] 1t should be noted that, while FIG. 8 shows an aspect of the invention in which a
managed services customer manages its own security policy and compliance, a managed
services provider may perform part or all of that that management instead. This alternative
may have merit in instances in which a managed services provider can avail itself of relevant,
" or even analogous information concerning other managed services customers and their own
assessment of assets and threats to those assets. Thus, for example, 801 in FIG. 8 may be
carried out by a managed services provider instead of a customer; and 803 may be performed
in response to a provider action rather than a customer action.
[0040] Taking the foregoing into account, then, in accordance with one aspect of the
invention, data relating to network threat type and prevalence may be analyzed statistically.

Network assets are classified according to importance, and also may be classified according



14 conparing the identified anomal ous event patterns to
accunul ated historical data on prior attacks and events stored in a
hi storical correlation nodule to identify actual threats from an

att ack; applying a second statistical algorithmto the

assi gned asset value, the assigned tireat values, and the identified
actual threats to identify a severity of the actual threats for the
custoner; and plotting on a map of the hosting area net wor k at
| east one of the actual threats identified as severe. A met hod as
cl ai med forfyRq ofiefiek(s) puthfaiy f‘b‘dh*ﬁ'ﬂ rhglafﬁsts max b gysEepsiplp, wd&ew%g faccess
to said network in accordance with said identified severity

met hod agtatistigal fkeliopd ef athiprtor atijek being presgng @@p@é%pweqoylbmawlowe
conprises blocking access to particular Internet ports. 4. In a
managed S daranddhetssoniandasicts shgskmarhsagsigned givalue whish akey igtogicrqupt of

custoners, an automated network threat response system conpri sing:
the degree of danger that a particular threat presents, and the value of an asset to a particular

customer. It then would be possible to decide whether to take steps to address the threat in
light of the overall risk presented.

[0041] Various ones of the above-described modules may cooperate to provide enhanced
analytics, including but not limited to, in one aspect, the ability to identify upward or
downward trends in threats to different network types in different environments. In one
aspect of the invention, it may be possible to identify trends in one or more of application
performance or network performance within a particular customer site, or across customer
sites.

[0042] Configuration policies for networks; servers within networks; and/or security
generally may be enhanced as well, through synergies achieved by applying one customer’s
security experience (in terms of asset value and threat value, for example), to one or more
other customers.

[0043] The correlation modules described above may be viewed, in one aspect, as correlation
engines. In conjunction with historical and actual data received from other modules, a
trending engine may be devised, and used to predict upward or downward trends in threats
and/or network or application performance.

[0044] While the invention has been described in detail above with reference to some
embodiments, variations within the scope and spirit of the invention will be apparent to those
of ordinary skill in the art. Thus, the invention should be considered as limited only by the

scope of the appended claims.



a processing device configured to execute instructions to instantiate
a plurality of threat response nodul es incl uding: a know edge
base nodule configured to retain threat solutions associated with
asset types and security threats, retgin information about previous
incidents affecting a plurality of custoners to identify a
granularity of data delivered to the customer and provide threat
contai nnment, and plot on a map of ChAIM®sting area network at | east
one actual threat identified as severe at the identified granularity;
a correlﬂmgﬂgdgﬁl e configured to: enabl e a custoner to enter
a custoner suppli assessnent of assets and threats to the assets;

I dentify, through_a processin evi ce, s of ~assets of the

cust orer i A methp sofF‘ﬁfgm Fnge ‘gi?iiﬂ’lﬂ?@tﬁf??:@%{) it '@eq"B‘?FFETRKB'PQ' attack, the
assets conprighulgg eiauﬁbrﬁaito%%ioykusmnéﬁsp%@a @gg@ksm@ﬁtvwrakée%namsces
provi di ng nanaged services in the hosting area network to a plurality

of cust ofeP&assgiich cust omer having a dedicated set of the resources;

15 COMRRE ik rd AF AL Icb o RES o3fs BAREkSohe HABARNS SRRENI ©

the types of ass CUSCONEF & e hosti1ng area ne
area network susceptibie to network attack, the assets comprising phy5|cai computing

system and networking resources providing managed services in the hosting area network

to a plurality of customers, each customer having a dedicated set of the resources;

comparing the identified types of assets of the customer to the types of assets of
other customers of the hosting area network to identify other customers having similar types
of assets;

comparing asset values of the identified other customers having similar types of
assets to the customer supplied assessment of assets and threats to identify the asset
values of the identified other customers corresponding to the customer supplied assessment
of assets and threats;

assigning an asset value to each type of asset of the customer based on the
identified asset values of the other customers corresponding to the customer supplied

assessment of assets and threats;
identifying types of threats of network attack to the assets of the customer;

comparing the identified types of threats to the assets of the customer to the types
of threats faced by the other customers of the hosting area network having similar types of

assets to identify other customers facing similar types of threats;

comparing threat values of the identified other customers facing similar types of
threats to the customer supplied assessment of assets and threats to identify the threat
values of the identified other customers corresponding to the customer supplied assessment
of assets and threats;

assigning a threat value to each type of threat to the assets of the customer based
on the identified threat values of the other customers corresponding to the customer
supplied assessment of assets and threats;

applying a first statistical algorithm to events in the hosting area network to identify

anomalous event patterns;



i dentify other custoners having simlar types of assets;

conpare asset values of the identified other custoners having simlar
types of assets to the custoner supplied assessnent of assets and
threats to identify the asset valuesgf the identified other
custoners corresponding to the custoner supplied assessnment of assets
and threats; assign the identified asset value to each type of
asset of the oupbingethe krstitd @norvdieuscyens paitergs to ademuldted histoticapdata orf
threats qof r . the t : ;

corpar o Py 2Rty Bl Aok in e AR oo RS LB il vt ey
to the tfpeangftatkhreats faced by the other custoners of the hosting

area network having sim/lar. types .of ets.to identjfy, other
custoners f acquB"ngi rﬁefogfj Sfia@f%é' ai‘%"”ﬁ}'ﬂ @j‘;ﬁ%’asslgned ass%d’ﬁ%ﬁ’rtge P9198%
val ues othrédtealuetearid the &ntifted ectusiubreststo Blefdtfe & neyesiyrof treractugiibeeatsffor

threats mer supplied assessnment of assets and threats to
I dent i fy%tgﬁéggrﬂgrggéaoval ues of the identified other custoners

cor r espondi ngldtend dica AP bOINE hoskg Rldaedtwasic&IaREdHe dfthearaat threatyd
threats;. assign the identified threat value to each type of

t hr eat t'ge'ftwgd3§§ec¥?%' of the custoner; apply a first statistical
algorithmto events in the hosting area network to identify anomal ous

event pajt giNshod as claimenggigf%tf@ﬁxetg&ﬁﬁrisﬁué%Ie@ﬁ\%%l&lﬁﬁg gMeQloRAGt erns

to accumul ated historica rior atftacks and events stored in

a hi st or netwprkdpageandangeyyithpaigudentifies sewsiiti fy actual threats from an
at t ack;

3. A method as claimed in claim 2, wherein said selectively blocking comprises blocking

access to particular Internet ports.

4. In a managed services system providing managed services to a plurality of customers, an

automated network threat response system comprising:

a processing device configured to execute instructions to instantiate a plurality of
threat response modules including:

a knowledge base module configured to retain threat solutions associated
with asset types and security threats, retain information about previous incidents
affecting a plurality of customers to identify a granularity of data delivered to the
customer and provide threat containment, and plot on a map of the hosting area
network at least one actual threat identified as severe at the identified granularity;

a correlation module configured to:

enable a customer to enter a customer supplied assessment of

assets and threats to the assets;

identify, through a processing device, types of assets of the
customer in a hosting area network susceptible to network attack, the
assets comprising physical computing system and networking
resources providing managed services in the hosting area network to
a plurality of customers, each customer having a dedicated set of the

resources,



apply a second statistical algorithmto the assigned asset val ue, the
assigned threat values, and the identified actual threats to identify

a severity of the actual threats for the custoner; a managenent
modul e, working with the correl ation godule, configured to manage
responses to said security threats; and 16 an incident

resol ution nodule, working with the correlation nodule, configured to
resol ve security threats i ncospac thaidagifidd spey ofcasetsyfahemstonter tokthe

systemas clained in clai r | S vy | i j.an
nodul e configured to f F%ﬁdgfeféyéfitogﬁeélc‘?sgﬁﬁ%ﬁé tﬁ? h?%'}eqb %ﬁégtn%@wa | east
one threat. 6. A syst &kntifg otheatusersrhavihgisimildr, typagrof Bgsetsconpri si ng a

| og data nodul e configured to record thre events. i.n said managed
services system 7. A systMPa% ayehValks q?#edgﬁt'h‘?%?t%wg?t@inﬁsQa‘gng
managed servi ces provi delardgpeslodpsett lethe kustahersapplied assessoent afiagsets i n

the knowl edge base m)dgrlme threats to identify the asset values of the identified other
customers corresponding to the customer supplied assessment of

assets and threats;

assign the identified asset value to each type of asset of the
customer based on the comparing; identifying types of threats of

network attack to the assets of the customer;

compare the identified types of threats to the assets of the
customer to the types of threats faced by the other customers of the
hosting area network having similar types of assets to identify other
customers facing similar types of threats;

compare threat values of the identified other customers facing
similar types of threats to the customer supplied assessment of assets
and threats to identify the threat values of the identified other
customers corresponding to the customer supplied assessment of

assets and threats;

assign the identified threat value to each type of threat to the
assets of the customer;

apply a first statistical algorithm to events in the hosting area

network to identify anomalous event patterns;

compare the identified anomalous event patterns to
accumulated historical data on prior attacks and events stored in a
historical correlation module to identify actual threats from an attack;

apply a second statistical algorithm to the assigned asset value,
the assigned threat values, and the identified actual threats to identify
a severity of the actual threats for the customer;
a management module, working with the correlation module, configured to

manage responses to said security threats; and



8. A systemas clained in claim4, wherein the correlation nodul e
obtains said threat values from said custoner, based on the
custoner's own assessnent. 9. A systemas clained in claim4,
wherein the correlation nodul e obtaing said asset values from said
custoner, based on the customer's own assessnent.

an incident resolution module, working with the correlation module,

configured to resolve security threats in said managed services system.

5. A system as claimed in claim 4, further comprising a visualization module configured to

facilitate visualization of the plotted at least one threat.

6. A system as claimed in claim 4, further comprising a log data module configured to record

threat events in said managed services system.

7. A system as claimed in claim 4, wherein a managed services provider develops the threat

solutions contained in the knowledge base module.

8. A system as claimed in claim 4, wherein the correlation module obtains said threat values

from said customer, based on the customer's own assessment.

9. A system as claimed in claim 4, wherein the correlation module obtains said asset values

from said customer, based on the customer's own assessment.



