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* WO 2005/ 029326 PCTI US2004/ 029611 USE OF MJULTI PLE

VI RTUAL MACHI NE MONI TORS TO HANDLE PRI VI LEGED EVENTS
Field of the Invention 5 [0001] The present invention
Wel26easég9general |y to virtual machines, and nBPCHEUS2004/029611
specifically to handling privileged events using
multiple virt ual nachine nonitors. Background of the

I nventi on 0002 A conventional virtual - machi ne

nmornd8EOR ¥ERTYALMACHOINEMONDBIHBRSFOdRANDLE -
presents to ot her sOPRWEIIEGEP EMENTSct i on of one or

nmore _virtual nmachines. Each virtual machi ne nmay

fuhcti on as a self-contained platform running its

own "guest operating S n operating

system- (OS) hosted b@é Sfr%%"@gmm@ot her software,
coII veI referred t o, as est ajlhgware The quest
sof ¢ TP ox FbePreienf yePiips 1t generallirte viath HaT e and

15 dedr cat ed conputer rather than a virtual machine.

- natspegificallydoduadling priviteged eventeusing moultipie vigtual machine

various events and have access to hardware resources.
midieitorflar dwar e resources may i ncl ude processor-resident
resources (e.g., control registers),  -resources that

reside in nemory (e, %E,: :ogﬁé%‘fhﬂetg%ﬁ (glles) and-

resources that re har dwar e

plat i nput - ou ces 0.eve
f@eﬁi o A SnseRtpng Wﬂ@ﬁ%ﬁrﬁe&mem m fﬁl@runs

exceptlons platform events (e.g., |n|t|aI|zat|on
o NOT)puter Fyspresemia rhragthee softvatesthe apsisadtBM of)gne ot more
execution of certain instructions, etc. [0003] In a

vithidl ddchifRe N EAeh 9fvidl at¥Bile mhy IRV VIR %Lﬂeﬁ-&%tiﬁﬁé& to

platform, running its own “guest operating system” (i.e., an operatmg system

- (OS) hosted by the VMM) and other software, collectively referred to as guest

software. The guest software expects to operate as if it Were running on a
dedicated computer rather than a virtual machine. Thatis, the guest software
expects to control various events and have access to hardware resources. 'i‘he
hardware resources may include processor-resident resources (e.g., controll

registers), resources that reside in memory (e.g., descriptor tables) and resources

- that reside on the underlying hardware platform (e.g., input-output devices). The

-events may include internal interrupts',' external interrupts, exceptions, platform
eyents (e.g., initialization (INIT) or system management interrupts (SMls)),
execution of certain instructions, etc. |

| {0003]  Ina virtual-machine environment, the VMM should be able to

have ultimate control over these events and hardware resources to provide proper
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¥ have ultimate control over these events and hardware

resources to provide proper W 2005/ 029326 _
PCTI US2004/ 029611 operation of guest software running:
YR P4¥@2%326t ual machines and for protection fPEHUSARGN029611 @
bet ween guest software running on the virtual -
machines. To achieve this, the VMMtypically receives
control when guest software accesses a protected
aperipnce giestdndtwarehanniogent the vited machinessand for protection
exceptions) occur. For 5 exanple, when an operation in
feori iantl betw @t Hh & sSMWRRY ru@dliddyort R WIMERMUERMed To achieve
system device to generate an Interrupt, the currently

LREVIXE ' is .interrupted and control of .
t{“{ﬁ’g‘i}\ Br 0C esgéo:@alhl pgélggsgcdtr%rotl h@‘egwegéﬁ?gt%afﬁeéﬁes a protected
receives. the interrupt, and handl es the interrupt '

TROULFS OTo hem pthes e¥eRts dsuchas AnteFuPtsor eX6ePHons) eseurator

vi-rtual machine. 10 Brief Description of the Dr awi ngs

- ek@opl] whes qurarswation invenirtuahniashinelsupported dytijie WayMfauses a

exanpl e, and not by way of limtation, in the figures

O simlar "elenents and in

| sPdteintiovaeae FRABNA ﬂ{t@ﬂ%{igﬂi@é@ré Phirfling Virki€al machine is

ref erence nunerals refer

B AP Ot 50, ST BTl o

i nvention may operate; [0006] Figures 2 illustrates a
f‘%?SWﬁ?-&%ﬁ%‘?rb‘hPfoﬁnﬂ%Wdlﬁﬁ'& pt itpelfwr delixersithe itemupt to

environment; [0007] Figure 3 is a flow diagram of one
therdppdoprdate wiftual mackdess for  handl i ng privil eged

events in a virtual -machi ne environnment having

multiple 20 VMMs; [0008] Figures 4,6 and 7 illustrate

BeizflDedceipyion s @ sl iedf processes

[0004] The present invention is illustrated by way of example, an& not
by way of limitation, in the figures of the accompanying drawings and in which
like reference numerals refer to similar eléments and in which:

[0005] Figurel ﬂlus&ates one embodiment of a virfual—machine
env_irénment, in thch the present invention may operate;

f0006]  Figures 2 illustrates f_:l.con.figuration of multiple VMMs ina
virtual-machine environment; |

[0007]  Figure 3isa flow diagram of one émbociiment of a process for
handling privileged eventsina virtual-machine environment having multiple
VMMs;

[0008] Figures4, 6 and 7 illustrate exemplary embodiments of processes

of identifying a VMM for handling a privileged event; and
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f of identifying a VMM for handling a privileged event;

and 2 F WD 2005/ 029326 PCTI US2004/ 029611 [0009]

Rv@Yhse2eszs | UStrates an exenpl ary usage of prm/ﬁsfb%oz%u
in a virtual machine environnent having two :
Descrl ption of Enbodi ments [0010] A nethod and

apparatus for handling privileged events using 5

mul ti @P@JV' r f@re gqﬁll? tﬂﬁe éﬁe?ﬁlgl esad %% ][ﬁrgge%s abd; lI‘-l.a :

thef vvlng escrlplon
nat nurrerous speci fic detai I s are set forth
R’d"? erwfr&@mf'@ QaYWSrfﬁiﬁ’gWﬁerst andi ng of the
present invention. It will be apparent, F~ however,

to one skilled in thd)mnptlmnfﬂhé)odlmemst i nvention -
can be practiced without these specific details. 10

[ 0013boRe AGhbiHASrAl afdieatdS i ﬂﬁfa ?ﬁﬁ iRgleQRYelfddfing

foll ow are presentedlr?terrrs of ns —an

ntat| ans of er,at,i ata
ﬁ%?‘?@n “’%f%%%ff%? 005 94 BSOS o, o
descr| pt| ons and representati ons are the _
i%ggéplﬁilapﬁﬁs%“@ﬂqqs SHeqific dpiails areset fersh dr otdey to
arts to nost effectively convey the substance of their

movide othotrtregls ut8erstandingglof the pheseat inveAtionl Biowill beapsarent,
here, and generally, conceived to be a self-

KERS e8| 18 HneSRANSNGEhOhirt FRATBE P%@n{ £3¢hA8n ton % gl?%ég{csé

result. The operat| ons are ose requiring p
UR{? | ons. of /si cal quant.i ties. Usually, though
no J“%Le!tlct:leés Wde? Se quantities take the formof
el ectrical or magneti c signals

{0011]  Some portions of the detailed descriptions that follow are

presented in terms of algorithms and symbolic representations of operations on
data bits within a compﬁter system’s registers or memory. These algorithmic
descriptions and representations are the means used by those skilled in the data
processing arts to most effectiﬁely convey the substance of their work to others
skilled in the art.. An algorithm is here, and generally, conceived to be a self-

consistent sequence of operations leading to a desired result. The operations are

those retluirmg physical manipulations of physical quantities. Usually, though

not necessarily, these quantities take the form of electrical or magnetic signéls
capable of being stored, transferred, combined, compared, and otherwise
manipulated. It has proven convenient at times, principally for reasons of

common usage, to refer to these signals as bits, values, elements, symbols,

- characters, terms, numbers, or the like.
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i capabl e of being stored, transferred, conbined,

conpared, and otherw se 20 mani pul ated. |t has proven

at tines, principally for reasons
CM@"{%}&& to refer to these signals as bi tECTmS"OO‘”O”G"
val ues, el errents synbol s, characters terns,

nurrbers or the like. 3 - ----% cceo---

20057 Rpageo (Ej’cﬁh Hﬁ?ﬂ%éﬁ%ﬁgt%gp{ RO%eler Eha%'&ﬁg:lf%@s% and similar

borne™1n owever ése an

rms are to bea ed with the appropriate
&fﬁ j g to H‘El ﬁ?ﬁ)F’laF ghdf‘%FEPW’éF%/P Bé%gﬂ} SHpBHieY %FH%P"S‘-‘ mEfEIY-
applied to these quantities. Unless specifically
somerderitabelswppliecds theseayuentitibs. oiintebe spexificatiyrstated otherw1se
di scussions, it is appreciated that throughout the 5

RS 85PaYent A¥ANthe I oWing (i SRIsHIBRs, liH' rétdate tHE tREGIpIRL the
p?%lgesrsll ng" or c%rripr)%tlngs or 3 ;P%’u atlng or ¢

0 ref act, on, a "
pPEREL T anGy, dlcdiiin Wi ERins ihebrptotfodia B shputing
corrpthl ng device, that manjp uI ates and transforns
Fa A laime o' determinmg grabe likeraay refen b thg aghien and processes
within the conputer systenls registers and nenories
pha comphtar sgstem, st sinlilar lelectrepiceseaihgldevdce, tiatshampulates
quantities wi.thin the conputer-system nenories or

ARQ t@hSfofm8 dall fePresefitedhs! A9t
transm SSi onaor .%SS ay 3 ﬁ’% [001%\:?'51” o esw1thmthe .

bl AP B ERE IS 8 e AR Spresemed

show by way of |IIustrat|on speci fic enbodi ments in
shplysis guanies wihinthg compyiercyFleaymenprigir T8gisters or other
draw ngs, |ike nunerals describe substantially simlar

swipiofremiaiontsteags drinsntisstorsevdisplay \deewes. These

enbodi ments are described in sufficient detail to
enabl{@013]  In the following detailed description of the embodiments,
reference is made to the accoméariying drawings that show, by way of
illustration, specific embodiments in which the invention ﬁay be practiced. In the -
drawings, like nufnerals describe substantially similar components throughout
the several views. These embodiments are described in sufficient detail to enable
fhose skilled in the art to practice the invention. Other embodiments majf be
utilized and structural, logical, and electrical changes may be made without
departmg from the scope of the Presen‘t invention. Moreover, it is to be

understood that the various embodiments of the invention, although different, are

not necessarily mutually exclusive. For example, a particular feature, structure, or

. 'charactérisﬁc described in one embodiment may be included within other

embodiments. The following detailed description is, therefore, not to be taken in

4
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t those skilled in the art to practice the invention.
O her enbodi nents may be wutilized and structural,
| ogical, and electrical changes may be made w t hout
AUp06MIPG26 r om t he scope of the present i nventPCIAIS2004/029611
Moreover, it is to be 20 understood that the various
enbodi nents of the invention, although different, are
not necessarily nutually exclusive. For exanple, a
plimiting bemsef axd thesscopé ol presentinventian as tefinet ouly by the
described in one enbodi ment nmay be included wthin :
Qb peaidedkIAE] MOAL Svithlthe 1D sk SFbqi®dAedts o AL s @Rms
i's, therefore, not to be taken in 4 WO 2005/ 029326
$%EEH§%8041029611 alimting sense, and the scope of .

e present invention is defined only by the appended

clainms, along with the full scope of equivalents to '
whi cHO81h cAlthaugh thecbalowiexnmplesmay dpscaibelesthgdinients of the

bel ow exanpl es nmay descri be enbodi nents of the 5

 presergritvénticeninithe contex thef exenition wits arkiogid Greuits) dther

and logic circuits, other enbodinments of the present

NSNS 66¢he %es%ﬁ? prRhiishesh BY ald¥nished Tbk"@érﬁe ?{6 shdgﬂ(lare.

exanple, in so enbodi nents, the préesent ve

y rovided a . C comput er program product or, -
e Bl bR sBporirm T Hrtenf 1194 Ron Biay B provided as a
conput er -r eadabl e nedi um having stored thereon o
oM ytaE pragasmippd nctrapoffwara whighertay ingindeya amchine or
conputer (or other electronic devices) to performa
cpmmﬁssraxdabredha@iuﬁohdﬂiﬁ% progéc tHerédty BiRtrubhond Whithiiaay be

- enbodinents, steps -of the present invention m ght Jt()e
reafe al¥a é&ﬁ?hie‘r-&oﬂﬁﬁ%é&r&ﬁ@ﬁ%@ Yo g@ﬁ%nﬁ%&;rﬁh&s
t r by ary

hardwi red | ogic for perform ng e steps,

‘ a%gglt%fh[ﬂga Ed e p%se%{ &grregggr?.d_ln other embodiments, steps of the pfesent

15

20

~ invention might be performed by specific hardware components that contain

hardwired logic for performing the steps, or by any combination of programmed
computer compoﬁents and custom hardware components.
-[0015]  Thus,a machine-readable medium may include any mechanism

for storing or transmitting informationina form readable by a machine (e.g., a
computer), but is ndt limited to, floppy diékettes; optical disks, Compaét Disc,

| Read—Only Memory (CD-ROMs), and magneto-optical disks, Read-Only Memory
(ROMs), Random Access Memory (RAM), Erasable Programmable Read-Only
Memory (EPROM), Electrically Erasablé Programmable Read-Only Memory -
(EEPROM), magnetic or optical cards, flash ﬁemow, a transmission over the
Internet, electrical, optical, acoustical or other forms of propagated signals (e.g.,’

carrier waves, infrared signals, digital signals, etc.) or the like.
s _



10

15

20

conmput er conponents and cust om hardware conponents. 15
[ 0015] Thus, a nachi ne-readabl e nmedi um may i ncl ude any
| for storing or transmtting informationin . -
aiéao@ﬁ%’%ggaabl e by a machine (e.g., a conput ef§T/URP4/029611
is notlimted to, floppy diskettes, optical disks,
Conpact Disc, ‘Read-Only Menory (CD ROVE), and

ool TR Pl B Pt g AR from creaton.

ead-Cnly 20 pory (EPROM), Electrically Erasable :
EP&HP%W% fﬁ%?’éatl@ Pataeprepentimgprenpn majprapresenb the design
optical_cards, flash nenory, a transmi ssion over the =~ =
liptagruraber of ineartners; dlfirstostis asdful motmatation, the hatdware may be
forms of propagated signals (e.g., carrier waves, .
irepreaietdd Sis BardWag Hadcridhigh \ndtohé

5 00 2005 038326 Porr UL 05E SaeE a%{e%(r)é% ' Eﬁptﬁhégrc’?‘g%

SRR O Bl S P ool P BBy

nmay represent the design in a nunber of manners.

Bgnsistor gatesanajs ke produged phearae plgges ofithe drsigtmaoeessay

be represented using a hardware description | anguage
§urthaonorey nfoshdesigmsaht sontestags, pedchn leodl @i dgea representing the
Additionally, a circuit level nodel with | ogi c and/or

phagiedl Platenttat 85vARusRIevives W aRh -84 FodbR %%8 fade\Ghere
h at sone ,

desi gn process. Furthernore, nost designs,

. h. vel .of .data representin e )
SheAuoh e hiGndit s R Rofec iR es ied, Sormeamescting a
gogel . In the case where conventional sem conductor

yare maslel magthe the dataspecifigiog theiptesencepmradbeendery various
10 hardware nodel nmay be the data specifying the
fenbgencr differaisnaddapérs far inasles useab presucethdidb a8t circuit,

" mask layers for nasks used to produce the integrated

Iei dr§\tlepresentation of the design, the data may be stored in any form of a
machine-readable medium. An optical or electrical wave mﬁdulated or otherwise
generated to transmit such infbrmation, a memory, or a magnetic or optical
storage such asa ciisc may be the machine readable medium. Any of these
mediums may “carry” or “indicate” the design or software infofmation. When an
electrical carrier wave indicaﬁﬁg or éarrying the code or design is tranSnﬁtted, to

the extent that copying, buffering, or re-transmission of the electrical signal is

.performed, a new copy is made. Thus, a communication provider or a network

provider may make copies of an article (a carrier wave) embodying techniques of
the present invention. |
[0017] | Figure 1 illustrates one embodiment of a virtual-machine

environment 100, in which the present invention may operate. In this
) _
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t I'n any representation of the design, the data may be

stored in any formof a machine-readabl-e nmedi.um An
L cal el ectrical wave nodul ated or otherw se o

3’@%"?@&’%3{% transmt such information, a menBFJ/USH04/829611
magneti c or optical 15 storage such as a disc may be
t he machi ne readabl e nedium Any of these nediuns may
"carry" " or "indicate" the design y y or software '
enrogimany bate pladorm hardwenelile sompaised @computing platform, which
indicating or carrying the code or designis _
nhayebeseapableg fortexamiple of skeating hatarkiapd operatipgflshetend (0S) or
or re-transm ssion of the electrical signal i§

vRSEAIh AR fne &&ﬁWrﬁ@%Mf% SHBRSs VIS 108 cormmuni cation

provi der or a net provi der may. nake copi es of

e IPAEL: TheGTtorarhaiibisie fbrhesta im0 conabien@C)

enbodi nent of a virtual -machi ne environnent 100, in

- mygnizame Heansthebd devite pertablerrompyuten setetbp boknot drys other\O

2005/ 029326 PCT/ US2004/ 029611 embodi nent, bare.

computiag 8y ftamd WeepldthGhne RATIW &0 31@ irfeRits bt IsPORE pRSBsor
which may be capable, for exanple, of executing a

‘ .1 ng : ravirtual - hi ne
B L s

l.at form hardware 110 can be of a personal conputer
d\ﬁ@ss’,ncgs % rame, handhel d device, portable
conputer, set-top box, or any other conputing system
The 901 or Rrdvassindi 2cartipe amctypdef padcebsashpalsle of executing
processor 112, nenory 120 and possibly other platform

IS Oncs R a8 R el M, or
AP Ll?xe(i;roggé,g&ﬂtlb "Way include microcode, programmable logic or
“hardcoded logié for performing the execution of method embodiments of the
present invention. |
[0020] Memory 120 can be a hard disk, a floppy disk, random access
memory (RAM), read only memory (ROM), flash memory, any combination of the
above devices, or any other type of ma‘chine medium readable by processor 112,
Memory 120 may sfore instructions or data for performjng the executidn of
- method embodiments of the present invention,
f0021]  Each VMM 125, though typically implemented in software, may
emulate and export a bare machine intgfface to higher level software. Such higher
lgvel software may comprise a standard or real-time OS, may be a Bighly stripped
down operating environment with limited operating system functionality, méy

‘notinclude traditional OS facilities, etc. The VMMSs 125 may be implemented, for
7
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+ 10 software, such as a m croprocessor, digital signal
processor, microcontroller, or the like. The
rocessor 112 may i nclude m crocode, progranmmabl e
FORBP326 har dcoded |1 ogi ¢ for perform ng the BKEESI0PHR9611
of rret hod enbodi ments of the present invention.
[0020] Menmory 120 can be a hard disk, a floppy disk,
~ random,ac¢ess 15 nenory (RAM, .read onIy nmenory (RO\/D
exappiernaRdwpre, sofWREnHIRREr ST &Y aménblflaia%vévaé@% es,
or any other type of machi ne nmedi um readabl e by

- techmiquessor 112. "Menory 120 may store instructions or

data for perform ng the execution of - nethod

gdz Nt Wieh rLdAging! sa%:wlvmm\z,@sl i:e%@nts[tQQ%éstE%ﬂﬂwm\%e,
12 ough typi cal "y inplemented in soft

enul a e, h erface to hi ,
o oo R SE etV MM B oLl REPe o Vitkual
- conprise a_standard or real-tlma()S may be a highly
ma%hm%@@\# ). davenY s Boimey Emld@ﬂrﬁéﬁmwnchfﬂereﬁttabatractlons
. operating systemfunctionality, may not include

‘to the aaiibhogEdstsOT Heaniebt ddfeeare etmninglom AN/ Ni2bayrinelinde a

i npl enented, for 7 WO 2005/029326 PCT/US2004/029611
guecSkORRL.S; (%&e%gw 944 591542@[18 ’vaj‘lb{lg%ﬁéﬁ’soﬁ{vali’é( aﬁphcatlons

conbln t| of various hni ques. =[ 0022]

(o ABRUEM oS ABE A TR GOl el e ﬁ’?%ﬁfé’f‘[ﬁ%‘f the

abstraction of one or nore virtual 5 machi nes (VMS).
appligetiopaare refsrrad jo persin eeguast sefimaredi034105andehiS.

abstractions to the various guests. The guest software
ruf@o23y orGeet bofvivhreel3) 105l ardiel 18 expects to access physical

resources (e.g., processor registers, memory and I/O devices) within the VMs 132,
142 and 152 on which the guest software is running. The VMMSs 125 facilitate
access to resources desired by guest software while retaining ultimate control
OVer resources within the platform hardware 110. In addition, the guest software
103, 105 and 115 expect to handle Various events such as exceptions, interrupts
and platform events {e.g., initialization (INIT) and system management interrupts .
(SMis)). Some of these events are “privileged” because they cannot be handled by

the guest software to ensure proper operation of VMs 132, 142 and 152 and guest

software 103, 105 and 115 and for protection from and between guest software

103, 105 and 115. The privileged events are handled by the VMMs 125.
[0024]  In particular, a specific VMM is identified to handle each
privileged event. In one embodiment, a specific VMM is identified using routing

logic 130. In some embodiments, the routing logic 130 is implemented as
g _
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guest OS (e.g., a guest OS 134, 144 or 154) and various
guest software applications O (e.g., applications

, 156). Coll ectively, guest OS and sg re ‘
;‘ggﬁ‘ﬂ"é@ gla"g%s are referred to herein as guest 5%4@%@?@’02%“
103, 105 and 115. 10 [0023] Guest software 103, 105 -
and 115 expects to access physical resources (e.g.,
lg{ﬁgces or registers, nmenmory and 1/Q devigces) within

h
ospde, programmable logiciephasdeqgdaddesicn &n gthertenabadiments, the

“is running. The VMVs 125 facilitate access to :

noasinglogis 132 i ingdemgnigdes softoktewesiling il mensdryi120nin yet other

“ultimate control over resources within the platform

diabsthaicht, the rodﬁh%a}é%ict 13005 ithPRutt#e&d assOESWBRitibA o§ g.ardware

105 and 115 expec o handl e vari ous events such
teXfeE%i ons, interrupts and platformevents (e.g.,
T 93 T Zat i on (INI'T) and system nanagenent interrupts

- (SM s)). Sone of these events are "privileged" because

-t hey [ ot Bucemspiciir YYIM igidegtified. iswill {asilitatefunctionality

ensure proper operation of VMs 132,142 and 152 and
dpsired by ufebteifavatd 3vhilkQstaimiag il Gmatectoharol pyei B privileged
fromand between guest software 20 103, 105-and 115.

'eﬁggtz; Prie/id SORLIRYER thetiActiaifi? thrlite phest Wvademhey includea
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4] I'n particular, a specific VMM Ts identi

[

handl e. each privileged event. 0 odi ngnt., a -
SRl ShnePlrict qurife Pt dhs MBS RS RSP fibhips g the

I n some enbodi nents, the routing logic 130 is

reheuldmotdinbthogspe 26 HreapPent USHGiPn0 29611

m crocode, programmable | ogic or hardcoded logic. In

ot he[0026p odiThersystend 100 mapiridude tPOLmbBO VIMMS 125 executing

i mpl enented as software residing in nenory 120. In yet

oiﬁtr;gig Elatﬁiﬁpﬁme 1%@3 eI dHelerhdiBhE tHe IMMIs 125 run in parallel,

mented as a conbination of hardware an

a%Sfet_agErVT\m 125 can receive control from a VM. Figure 2 illustrates one

embodiment of such configuration of the VMMs 125 within the system 100.

[0027]  Referring to Figure 2, an exel;nplary parallel configuration of

VMMs 210 through 214 is illustrated. According to this configuration, control

trénsfers fromaVMtoa specific VMM when a privileged event occurs during the
operation of a VM. The épeciﬁc VMM is identified based on certain criteria as will
be discussed in more detail belpw. Once the specific VMM is identified, the |
informaﬁoﬁ pertaining to the virtﬁalization event is delivered to this VMM, and
control is transitioned to it. For example, privileged event 1 occurfmg during the
operation of VM 202 may cause transition from VM 202 to VMM 210, privileged

event 2 occurring during the operation of VM 202 may cause transition from VM

202 to VMM 212, privileged event 3 occurring during the operation of VM 206

9
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¢ 5 [0025] Once a specific VMMis identified, it will

facilitate functionality desired by guest software

WRo! BodiBbak Ni ng ultimate control over this priyi. ‘
event: The act of facilitating the functional i%%/’bﬁ%rg&m%n
the guest software may include a wde variety of '
activities on the part of the VM 125. These

activities of.t 25 not. l.imit the scope .
e fhuisp Fodition Fome0b (S yRiihd, A tifkded est 5 BB uring
include two or nmore VMVB 125 executing on_the o
sluinedhmoprgratioar of VINIE06 mayorause irppeitinn from MM 20fke VMY 214.
run in parallel, and each VMM 125 can receive control

fA edfrespdildirtg YN tRen hhndles theasrtakzationednt®@nd nefy transfer
such configuration of the VMW 125 wthin the system

8o} Gt Eb aXPUCE O ONICR 1 Sl frasFEedt¥e M epybodiment,

R B e AT A B b BB S

privileged event occurs during the operation of a VM '
Theirigghioni fThe thavisfer of cetgnoliffarad VBddEtD WM érnefdrred to hereinasa-
criteria as will be discussed in nore detail below-
IM enbiyendn®e itfanefeyWhbdrardl drith afddo at\IdM iste@urra ioQitrein as
pertaining to the virtualization event is delivered to.

[ and 20 control is transitioned to it. For
exan‘pel e, privileged event 1 occurring during the
oper at i of _VM 202 y cause trapsition fromVM 202
to vwﬁﬁog%o, B7 PRe eEedimentehien a gV gt aggg sl ihRassed to
operation of VM 202 nay cause transition fromVM 202
ad/MM/a A pecifid enthepeaidt Gevpran iBsuction poigtawalug) deligeated in a
operation of VM 206 9 WO 2005/ 029326 PCT/ US2004/ 029611
REYul ahschind @ttidlis@cturd (VMUSY Bt réstdéMYInddrdoryedist is

~privileged event 4 occurring during the operation of

YR Yy R4 Bcdeb @ ShihOhet EABOYYhARCcdrirdhAbad to 2 VMM
after Vectoring t&ough a redirection structure (e.g,., the interrupt-descriptor table
in the proceséof instruction set architecture (ISA) of the Intel® Pentium® 4
(referred to herein as the IA-3_2 ISA)). ‘Alternatively, any other mechanism known
in the art can be uséd to transfer control from a VM to a VMM,

'[0029] A privileged event may occur during the operation of a VMM.
Examples of privileged events that may occur during the operation of a VMM
may inclulde, for example, system management interrupts (SMIs), INIT, non-
maskable interrupts (NMlIs), hardware interrupts, interprocessor interrupts (IPIs),
etc. In one embodiment, if a privileged event occurs during the operation of a
VMM, routing logic ié employed to identify a VMM designated to handle this

privileged event. If the designated VMM is not the VMM that is currently
| | | 10
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i A correspondl ng VMM t hen handl es the virtualization

event and may transfer control back to a VMfrom:

which .the control was received. |I'n one enbodi ment

th8 PLAEEer of control froma VMMto a Wis éérﬁ‘?sé\)}’é@m”
by executing a special  instruction. The transfer of
control froma VWMto a VMis referred to herein as a

VM entry and the transfer of control froma VMto a

fMrkiingrtbe érfoedation herteininglo the privilsgeskevent fodedleredhto the

-~ one enbodi nent, when a VM exit occurs, control is

ed YMI) aid VdiMraltis &raggigehéd o RNFoyep@yple, fevileged event -
an. instruction pointer value) delineated in a virt uaI

R s e %f‘é%'é%?& Ridftromay

errbodl ment, control is passed to a VMM  af
%J@ctpéfl}% 215 r%Mj‘ﬂ 232 theay hancllesdhe grivilegesd %V% aﬂd mq}hf-eransfer

interrupt-descriptor table in the processor

" damstol batk tmVMEV 240, Hene tnirerk G)s lostwebe VIVIMELH) and VMM

Pentiun(r) 4 15 (referred to herein as the | A-32

'i1§AiJMM°imeﬂ19fé & M52k ¥f 2 OV ALRRAINERE HAOhE Bnitvdivent, B VM exit -

he art can be used to transfer control froma VMto a

0029 rivil.eged
aa%“t“/&i rec ik} B e g PG oo W BBt to the
t hat occur durin the operatl on of a V
trares conbrp beASRE, gusackio rﬂeﬁégl between
(SMs), INIT, non 20 maskabl e |nterrupts (NMs)
thaaviM= | nt‘errupts i nterprocessor interrupts (IPIS),
etc. In one enbodinent, if a privileged event occurs

dur i nggidje of BN ﬂf)w%a%t%(m of et dritSodif#n€ of & process 300
enpl oyed to 1dentify a-VMMdesignated to handle this

BB REAE R e . ARSAARLAA AV it i Wi

VMMs. The process may be performed by processing logic that may comprise

hardware (e.g;, circuitry, dedicated logié, programmable logic, microcode, etc.),
software (sucﬁ -as run on a general purpose computer system ora dedicated
machine), or a combinatioﬁ of both.

[0031] Referring to'Figure 3, process 300 begins with processing logic
detécting the occuﬁence of a privileged event (processing block 302). A
privileged event is an event that is not to be handled by the currently running
software, .Such privileged events-may include exceptions, interrupts, platform

events, execution of a “privileged” instruction (an instruction whose execution

“causes a VM exit), etc. A privileged event may occur during the operation of

guést software or during the operation of a VMM,
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« WD 2005/ 029326 PCT/ US2004/ 029611 operating, the

information pertaining to the privileged event is
ORbi@Rshat 0 the designated VMM ~and control St us2004/029611
transitioned to it. For exanple, privileged event g
occurring during the operation of VMM 210 may cause
transition fromVMM 210 to VMM 212. VMM 212 then
han t he LA ' . Inirde: ;

fo5L2] QPF%&%/%\/MS%%% 8$1¥ lé‘igén g@@&lsgﬁﬁg %{-’%é Q8fefhnires which one

control “bac ractions

SRIRple 130 B ené Bt eent TR Aepiinadich may

VM- entry nmechanismsinmlar to-the one described above

- behased opyjamious factetssuch ascharactexstics of theoprividegodayent, owrent
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and a VMM is used to transfer control between the

valldybof dbeigh@30ells godefiablé By ehd VIMSlicper&ibraf p@ieneters of |
enbodi nent of a process 300 - for handling privil eged

GRS, o BT AS SIGAESR, g0,

processin t ha

| ogi.c .that may conprjse ., hardware (e.g:,. .. -
* deé?mﬁ???'?s kasee et QRS Ehe 1%86?%%8%@6’ Es- d%cussed in

m crocode, etc.), software (such as run on a general

. greatepdeteil behpw ireconjysdtiom with Figiodidc dn edotd®r asarhplesthe or

a conbi nation of both. [00311 Referring to Figure 3,

delérafifstors Rbdaed ol SuwehivaELE5Hnko! el configiuRaldyéne of the
t he occurrence of a privileged event (processing block
LL Vs t. i ‘ t,
ke VMR Yl e i o APl oh R soh R i
ts may include exceptions, interrupts,
é@e@@tﬂsﬂwtyﬂ-ﬁ%am @y dhpevaluation of

instruction (an instructi on whose executi on causes a

|.eged e

load\areX( dr)ysage charActgristids|of e Vhiddrtasveiyl leodiscusderd imgreatee

~operation of guest software or during the operation
dedil BeldWh conjunction with Figure 7. In still another example, the

determination is based on the combination of the above factors.
[0033]  Once the processing logic determines which VMM is to handle
the privileged event, it delivers information pertaining to the privileged event to

the aesignated VMM and transitions control to this VMM (processing block 306).

. The VMM may then handle the privileged. event itself or route it to guest software .'

for handling,

[0034]  Figures 4, 6 and 7 illustrate exemplary embodiments of processes

‘of identifying a VMM for handling a privileged event. The processes may be

. performed by processing logic that may comprise hardware {e.g., circuitry,

dedicated logic, pxograﬁunable logic, microcode, etc.), software (such asrunona
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11 WD 2005/ 029326 PCT/US2004/ 029611 [0032] At
processi ng bl ock 304, processing |ogic determ nes

Ghhs of the multiple VMMs is to handle t p
\g??vﬁ egeé event. The determ nation may be bg,?Tg]SZOO4/GZQ .
various factors such as characteristics of the
privileged event, current values of designated fields

BB BB PR AL OB BRSO faion o

Stﬁﬁ_l In one exanple, the determ nation is based on
t

-type of the privileged event as will be discussed

in greater detail belowin conjunction with Figure 4.

I n anf0B8)y eRefptiag té Bigurdd} processatil begirs viitls pebaessing logic
current values of control fields configured by one of

H@@cuﬁg kitd cEHcﬁrr\éNB@OPaSBM ﬂégleaeev@hﬁ&mﬁ(g thd 6%&9{1&1 QP%@és't

bel ow Th conjuncti on O Figure et anot

iRy PR T e sy ?iltpre%@a%\%fvf%wgswg

wi || be discussed in greater detail belowin

logif dentifienthrityhe pf Gemsivileged euent] Nexharrresssimgdapic dletermines

the determnation is based on the conbi nati on of the

wihdoteV Madtiodesighfed &) hadle ptlhﬁeFadJ@mm ofothisogpe (processing
determ nes which VMMis to hand 15 .t he pr|V|Ieged

| sm@m?)@l lin 8k eHfHoRime{0E e d o g@@g@@wyﬁaﬁﬁw toa

privi event to eS|gn

S R e A A 55 B

itself or route |t to guest softvvare for handl i ng.
defenninatiogds dgnamiceasdrscribed belowr with regardgp diigure 6. In yet
enbodi nents of processes 20 of identifying a VMM for
drauthen ergbadipient d @grbinaembs stdtieliprdeeassinsd VayMaend
performed by processing logic that may conprise

| BAHNRERy (8telmindd VNI {s¥sed. That is, some event types may be

statically mapped to corresponding VMMs while other event types may require

- some additional processor operation for the determination.

[0036] Ifthe curfently-operating entity is not the designated VMM
(decision box 408), processing logic transitions control to the designated VMM

(processing block 410). In one embodiment, the transition to the designated VMM.

: may be accomplished by generating a VM exit. Alternatively, any other

mechanism known in the art may be used to transition control to the designated
VMM.

| [0037]  Ifthe currently-operating entity is the designated VMM, the
event is delivered to the éurrently running VMM (processing block 412). In one

émbodiment, the delivery of the event to the VMM is performed by synthesizing a
' 13
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. dedi cated | ogic, programmable |ogic, nicrocode, etc.),

software (such as run on a 12 WD 2005/ 029326

%é@%gggﬁlw%ll general purpose conputer system

PEAPED machine), or a combination of botqg:’rmszommz%n
[0035] Referring to Figure 4, process 400 begins with
processing logic detecting the occurrence of a

@gf#?ﬂg glg@%wwu” thgg?\ﬂ eBFa | n Of egx;enéls d;ahvered as

. processi ng_bl ock 404 processi ng Ioglc |dent|f|es t he

it yysuild betdeliverediin ng»@dvmm@hmacmmtenvgmm@% {egy. by ge@ormg |
determines which VMMis designated to handl e

 thirowgh 86 atteuptiesceiptddtablelotRauding acessiton tol¥yerin

406) I'n one enbodi nent, each event type |s statically

AR o BT M a3y o e

: ynamc as descgri be th regard to Fl ure Q.
owR Ry berss tﬂ@ﬁfver%e SReRtTa thesRrenily Tunning VMM,

st atl caI I y determ ned VMV and dynamically determ ned

"VMVs [0838) s edFiglieab illustratesran exeorplanyyysege nhiprdsess 400 in a

statically mapped to correspondi ng VMV whi | e ot her

AeAl rarRies efRifoheRtE Reving OWe Ay, h@oadingte oaeeaibodiment of
operation for the determ nation. 15 [0036 If the

ti h t
(P BEARRL e BR06T DR of Bid s."%g“?&é SRR Sy
ontrol to tdi%deSI gngat?d VMM rocessi ng bl-ock 41 )t
FRrtain g gh%‘rqrut &/GYBIRE HEBpgermpRtnterrupts
VM\/I rray be acconplished by generating a VMexit. '
(8MIe), Ml wel-inaskable ottérrrnptspetc) aNivivh 508 dswrefemred beasithe

- may be used to transition control to the designated

BYIVMM (PVMM]). In some embodiments, the PVMM is designated to
handle only SMIs. In other embodiments, PVMMs handle additional event types,

as well as SMIs. In yet other embodiments, multiple PVMMs are used, each

“handling different platform events.

| [6039] Whena privilegéd event occurs, routing logic 510 determines the
type of the event. ¥ the event is a platform event to be handled by the PVMM
508, routing logic 510 rdutes it to VMM 508, Otherwise, the event is routed to |
VMM 506. As illustrated in Figure 5, routing logic 510 may route events that
occur during the operation of guest software or during the operation of a VMM.
[0040]  The routing of an event to a VMM may differ depending on what

entity was runhing when the event occurs. If guest software was running, the

transition to the VMM selected by the routing logic 510 is performed, in one

embodiment, via a VM exit. If the VMM selected by the routing logic was
' 14
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[0037] If the currently-operating entity is the
designated VMM the event is delivered to the

c unni ng VMM (processi ng bl ock 412).

WJ%H%ZX%{& the delivery of the event to the \*ﬁ/ﬁgﬁommﬁu
performed by synthesi zi ng a 13 WO 2005/ 029326

PCT/ US2004/ 029611 VM exit fromthe VMMto itself. In
anot her enbodi ment, the event is delivered as it
wtRriRg whee the, eresd opsuraeds dhe event maly beedsliviesed to the VMM
environment (e.d., by vectoring through an interrupt
dibsaughpd vari¢talalf enevhanisus) sgd@ctibahsbdvieanith Pegatd(t6 Figure 4.
managenent node). It should be not ed that a variety of

ot her Eamﬁf@us‘% A?%%h‘é@oﬂd*vm ORY K&l %‘i’y {fhandie

dellver the event to the current y runni ng

PRpuLala g eyats <has Pradin ARPERRFLRREHe R HgTe

: tvvo VMV, according to one enbodi nent of the present

i wendats el OBivenders: Fhat ispit wlvys platéprm NawkivEa8 vendors to develop

exclusively designated to handle certain platform

BYNEVI) uidéb@ﬁcﬂéfmysfréﬂi ©§%§&oi~s
| PI's, non-nmaskabl e interrupts, etc.
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enbodi rrents mul tlmﬁl e PYMVs are used, each handling
diifferentfnciprality enhancen spstenSef Ay Ind\iinaits thepeipostugaidhe
event occurs; routing logic 510 determnes the type

obd¢ timt aweadiito befvalidatedMontecusita pl atform event to be
handl ed by the PVMM 508; routing logic 510 routes it

(0 PUOHE, SR 3ol Ul P
aeittén eﬁleencgc%:ult'rgnce of a privileged event during the operation of guest

softwa_re or a VMM (processing block 602). - At processing block 604, processing
logic receiveslir.lformaﬁon that identifies the ?rivileged event. Next, processing
logic accesses a resource (é.g., an in-memory data structure, a processor register,
memory in the platform chipé.et, a register in an input—output device, etc.) that
controls the selection of a VMM for handling privileged events (processing block
606) and reads the current value bf a resource field associated with the identifier
of the privileged event (.processi-ng block 608).

[0043]  In one embodiment, the identifier of the privileged event is the

type of the privileged event, and processing logic uses the type of the privileged ,

~ event to identify a resource field value associated with this type of privileged

- event.

15
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« occur during the operation of guest softvvare or during
the operation of a VMM 20 [0040] The routing of an

VMM may di ffer depending on what enti ‘
mé‘?&i"{ﬁ{?%% when the event occurs. |f guest SOP?W¥7@°“"’29“1
was running, the transition to the VMM'sel ected by
t he routing Iogic 510 is perforned in one

Tout: by Yo senitionb Sminthe e e s dg e

“runni ng when the event occurred, the event nay be
dptdifiempaitoatputaddieds astmmigshmﬂwthe ipeivilegéd meexttadin ghris
as descri bed above with regard to Figure 4. [0041] The

efifhodimant prReskingMpstest ek Brpuk-Batial dtcésR ABaReted with
certain 'pfgtform evegﬁ(fs elim natﬁl)ggl prg%'ﬁct dep?endency

DR G0 DU, GRrUERRL £ AR RRARN e T scngsted :
for the second VMM (the PVMV i ndependently from

- fed dansuses hisinpitratpemddistrdedindmrasaveedisld HéIU@@\ﬁéomated
for the first VMM independently fromthe hardware

‘withdor sput-ougidiatlidorss romge tosehioh thembetbi\mdnqdenput-nu@lt
di fferent functionality enhances. system security and

- hd@SbEbA @HBQﬁiére%lEHdlﬂéﬁt tHOvA96 o tha kedtRPESTidlEs AR: set
val i dat ed %or security. [0642] Referrl ng to Figure 6,

BRBRE e O Patup aat SR GERRE, [ Bhhef Shpbith, e

operation of guest softvvare or a VW (proces
prlgexobie resomreafieldecan brydpnaseicallpgontigsed by W%M@g@a
receives information that identifies the privileged

magn VMM basedpmoaeh $actgrs s skogity raquiesmestsathedddv’s e
(e.g., an in-nmenory data structure, a processor

KESVRUBE of tHEPIREYroh, bté. MBhiB 'd?hﬁﬁi&ﬂdi\!ﬁ &lon &f feSGRE Bikld
in an Input-output device, etc. -
values allows for VMM functionality to be partmoned, possibly improving
security, system performance, development methodologies, etc.

[0045] - Further, processing logic determines which VMM is designated
to handle the privileged event based on the current value of the corresponding
field (processing block 610) and, if the currently-operating entity is not the

designated VMM (decision box 612),. transitions control to the designated VMM

(processing block 614). In one embodiment, the transition to the designated VMM

 may be accomplished by generating a VM exit. Alternatively, the transition to the

20

designated VMM may be accomplished through any other mechanism in the art.
[0046] | Ifthe designated VMM is the currently-operating entity,
- processing logic delivers the event to that VMM (processing block 616), as

described above in conj'unction with Figure 4 and Figure 5.
16 | |



controls the selection of a VMM for handling
privileged events (processing block 606) and reads

t ! val ue of a resource field associ at .t
tﬂ’g”l%g%(h |%i er of the privileged event (proceﬁ&’ﬁ%ﬂgmz%u
bl ock 608). 20 [0043] In one enbodi nent, the ‘
identifier of the privileged event is the type of the
privileged event, and processing |ogic uses the type

of t hi@0gTi vi Refyedng avEiguré B, proesssi70 bagine sdth peockssthgllogic

-val ue -associated with this type of privileged event. '

a&eéf'méfhe'dci:ufr'eﬁééof;a 'rivileg'ed'eir'eﬂt'c;]ulfin%th%, P8P LG
PCT/ US2004/ 029611 [ 0044] I n anot her "enbodi nent, the-

R B A e BB B Tog prpeosivg

event. In this enbodiment, processing |ogic analyzes

logic ideptifiesoigspuunce yoaged toasksparemetessiofwach VMM in the system.

- privileged event, determ nes what input-output address
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- Nexb pi:cﬁtgssﬁﬁ% tasedvaliatathet ragiurus ﬁ&%efﬂrﬂ/ioﬁ Pasick parbpidters of the

ind a resource field val ue associ at ed

- | Y
I A Aol R e ERTPEARATG BIR 70f) Arkf determines
epbodinent, . the val yes o he .resqurce fields are set
HRPNRR L thebestaRndiiRisior iaaaliss i PRulssd aveahbase on the
anot her enbodi ment, the values of the resource fields:
abmvefeadihalanding kvaluaidert (ryacessingybleck/ilf).(Buxgher, if the currently
main VM) based on such factors as security

JrRgatingeaRty 3s ndbhbe VINIMSthak wapiddgiicdlastthe bedt ahhdidate
etc. is dynam c configuration of resource field

(&@éi%éﬂj}k!% g%«gtaeas}fﬁ@’ldcg%‘&éﬁﬁﬁéﬁd Sohtld? tOehAERLiEL O VREM

poOSSsI _
(processing block 714). In one embodiment, the transition to the identified VMM

address to

MNLs 8iHe

may be accdmplished by generating a VM exit. Altéfnatively-, the transition to the
identified VMM may be accomplished through any other mechanism in the art.

[0048] | If the designated VMM is the currently-operating entity,
processing logic delivers thé event to that VMM (processing block 716), as
described above in conjunction with Figures 4-6.

[0049]  Thus, a Method and apparatus for handling privileged events
using multiple VMMs have been described. It is to be understood that the above
description is intended to be illustrative, and not restrictive. Many other
embodiments will be apparent to thqse of skill in the art upon reading and

understanding the above description. The scope of the invention should,

“therefore, be determined with reference to the appended claims, along._with the

full scope of equivalents to which such claims are entitled.

17



security, system performance, devel opnent
nmet hodol ogi es, etc. [0045] Further, processing logic
deternmi nes which VMMis designated 15 to handle the
privileged event based on the current value of the
corresponding field (processing block 610) and, if
the currently-operating entilBy is not the designated
VMM (deci si on box 612), transitions control to the
desi gnated VMM (processing,_block 614). In one
enbodinent t he transitionggduﬁﬂ% desi gnated VMM may
v@i(l:corrpllshed by generating a VMexit.

g 4t glaimed isit he transition to the 20 designated VMMV

nay be acconplished through any ot her nechanismin the

I art. [0046] If tAendhed W eduios 10H4

currently-operating entity, proceSS|ng Ioglc delivers

t h@etemiptantcRoird@ice WM & O3 @8%&%%@%9 irf 2 virtual machine

descri bed above in conj unct| on WI ure

fle tﬁ?{rﬁaln%él %%n#%@e@??&fgvz S %Pgr !?532%0 xg{u% gn%%cgl_wl Oocr)aétltg s (VMMs),
whep rI} @}jﬂgy 88 g']#Mg &ﬁgﬁm@ t(giwggtﬁé; %@%E@&é@[ﬁwl&gﬁd events that

. softvva e or _a VWM (processing block 702). At
‘ g’? @Mvmﬂg&@mﬁam ntifies
resource usage/ | oad paraneters of each VWM i n t he
sy deteminidg ndch onerafcibs plurality 0 VMMY & tu disdle theedetected privileged
resource usage and/or |oad paraneters of the VMV in
event hased ontthehst ofie bbR thRaaific dPtHeReRE
and determines which VW is the be??%ggnaééggt@gnﬂ)g?ﬁamctemucn
of theaMMshghdt he privileged event based on the 9%~ above
Ioad balanC|ng eval uation (processing bl ock 708).

Rlopig o151 LY LGB ke "

2. The method of claim 1 wherein the plurality of VMMs includes & main VMM
and one or more parallel VMMs.
3. The method of claim 1 wherein determining which one of a

- plurality of VMMs is to handle the detected privileged event comprises:

determining a type of the detected privileged event; and
identifying one of the plurality of VMMs that is designated to handle privileged events of

the determined type,

4. The method of claim 1 wherein determining which ane of a

pluxality of VMM:s is to handle the detected privileged event comprises:



10 (decision box 712), processing logic transitions
control to the identified VMM (processing block 714).
In one enbodi ment, the transition to the identified
VMM may be acconplished by generating a VM exit.

Al ternatively, the transitioq to the identified VMM
may be acconplished through aﬁ& ot her mechanismin the

CurPssuiPS #Bid depdolfe S Bl Wiedach W esomes and
e Wehtind o iy oI Oh So gt o et hogeleed

. [,0049] Thus,, a nethod and apparatus for handling
Priviieged;ev e basedosra walua afithayfiedl ti pl e VMVE have been
described. It is to be understood that the above
description is intended to be illustrative, and not
restrictive. Many other 20 enbodi nents will be

5. apparent to t hoSerel medi bt i B hakein MBPRIS R85 Ff e

under st andi ng t he above descri ption. e scope o

detel i k erefore..be determ.ned w th
detoltB BAUAGR R ol ARRERRA R Sy P b et Pt prent.
scope of equivalents to which such clains are

entitled. 17 18 CLAIMS What is clainmed is: 1. A
6 met hod for routing |ogic conprising: detecting an
- occurrence of onellisrmethod of dlaim 4 wherehn the fieldgpesbeiapaingith the
in a virtual machine (VM environnment having. guest
detecsend privileged pienhisl allied asspciated witht ansbputambyive eddresirhideSo which an
. (VMMB) wherein the plurality of VMV is designated to
mputamtghtendtiiess of the dbteityd pivilized bVa@@Baogent s that  cannot
be handl ed brr theguest software in the VM
envi ronnent ;

7. ' The method of claim 4 wherein the value of the field associated

with the detected privileged event is either predetermined or dynamically configurable,

8. The method of claim 1 wherein determining which one of a
plurality of VMMs is to handle the detected privileged event comprises:

evaluating resource usage parameters of the plurality of VMMS; and

identifying one of the plurality of VMMs that is designated to handle the detected

privileged event based on evaluation of the resource usage parameters.

9. The method of claim 4 wherein the resource resides in any one of a memery, a

processor, a chipset, and an input-output device.



determ ni ng which one of the plurality of VMVs is to
handl e the detected privileged event based on at

| east one of a characteristic of the detected
privileged event or characteristics of the VMs; and
transitioning control to sdPd one of the plurality of
VMMs. 2. The nmethod of claim1l wherein the plurality

10 g e et oo D1 e LT eRRChChe AR e Binssheven

urallt of VMMs is to handle the detected
mpr%?‘ﬁ‘@ a%a%& FRCERUONy af exsentipmhel ptivilsgedimstryction, and a
detected pr|V|Ieged event; and identifying one of the
platf PrEPYty of VMVs that is designated to handle
privileged events of the determ ned type, 4. The
nmet hod of claim 1 wherein determ ning which one of a
plurality of VMMs is to handle the detected privil eged

11. event conprises: HQ &g&?@ﬁ]ﬁﬂ: Pwﬁér@inqh@ﬁ&g&la@ﬁ%gﬂege& event

the detected privileged event 1 n a resource;

°°°"%fqmﬂh yrality of VMVs that is
desi ghat eg&iaogrﬁg%eg&%ﬁtg}aget ected privileged event
based on a value of the field. 5. The nethod of claim

4 wherein the field associated with the detected

12, privileged event is a field associated wwth a type of
the detected pri ibeastbpdafaipim 1 whergingherdetbaed pvileped event

{f) 4 wherein the field associated with the 0 detected
- occuyyduging ey eperationof one of td phelliasfovised Wi th an
i nput - out put address range to which an i nput-out put
address of the detected privileged event belongs. 7.
The nethod of claim4 wherein the value of the field

13. associated . * A system comprising;
privileged events; and

routing logic to detect an occurrence of ~ gne of the plurality of privileged events that
cannot be handled by guest software, to determine which one ot‘ the plurality of VMMs is to
handle the detected privileged event based an at least one of a characteristic of the detected
} pr_iv_il_eged evens or characteristics of the VMMs, and to transition control to said one of the

plurality of VMMs.

14, ' The system of claim 13 wherein thc pluratity of VMMs includes a main VMM

- and one or more parallel VMMs.
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with the detected privileged event is either
predeterm ned or dynami cally configurable. 8 The
nmet hod of claim 1 wherein determ ning which one of a.
plurality of VM is to.handle the detected privileged
event conprises: evaluating Zksource usage paraneters
of the plurality of VMVS;, and identifying one of the
plurality of VMVB~hat is Si ted o handl e the .
13 detected privil egddSEiEH P‘gﬁ’ggﬂaaﬂ’ﬁeré‘&'é%ﬁﬂﬂéﬁlwmﬁﬁédmrmme
resour age rapeters. 9. The method of claim4
whith Buc ot ific Bursti of VMM t630 bancls the despcion privitcasd mesmoby determining a
@@%ﬁessor, a chipset, and an input-output device. 20
P ¢ therpdviipgedeentfand idsatifyingrercf it pltwalitledfOrVRA that is designated to
privileged event represents any one of an interrupt,
handle peixilegeticoents afithe dewtihinadtypé, a privil eged )
instruction, and a platformevent. 11. The nethod of
claim1 wherein the detected privil eged event occurs
during an operation of guest software. 12. The nethod

16.of claim 1l wherei e detect.e rjvileged gvent, 0 _
6 occurs during an g%%ggfe%?ﬁg?“&iw%@e’? ouHRg logicis & determine
: . . A'S em conprising. a plurality of

whigfl Ot of ik piimafe o NS B Rt e desqtehpm b e oveatiby evaluaring

a-plurality of rivileged events; and routing logic
TesOpis® Yeass parapetest ol the phvedlity of ¥iMMs fant idenfifyingbnd of finé plurality of
rivileged events that cannot be handl ed by guest
V@Eﬁh% signgted e andierthe diteetld privilopbd evedt Based oh et luffon of the
VMV is to handle the detected privileged event baseg

1esoage Bsagk pasinetepe of a characteristic of the detected
privileged event or characteristics of the VMV, and

to transition control to said one of the

17. ‘ The system of claim 13 wherein the detected privileged event
Iepresents any one of an interrupt, an exception, an execution of a privileged instruction, and a

platform event.

18. The system of claim 13 wherein the detected privileged event

oceurs during an operation of guest software.

| 19. . The system of claim 13 wherein the detected privileged event

oceurs during an operation of one of the plurality of VMMs.

20, _ A system comprising: .
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.

plurality of VMMs. 14. The system of claim 13 wherein
the plurality of VMMs includes a main VMM and one or
nore parallel VM. 21 15. The systemof claim 13
wherein the routing logic is to determne which one
of the plurality of VMV i4€%to handl e the detected
privileged event by determning a type of the

prl identifyin Iurallty
a\}kl/kigﬁ et s£°5e5| gf@'ﬁ’tt %W?&rﬂr&é‘lgﬂ”i}m Jisdnal machine
ven he det.er pe, 16. The systemof claim
mo @wﬁéﬁi@iﬁhﬁ%warw Fﬂyi ¢ ppfugality of priviieped enents; anchi ch
one of the plurality of VI\/I\/B is to handl e the detected
pr iAATPESWE, coupled ththeancmhary thegecutethe guest sofhedte, to detect an
parameters of the plurality of VMV, and identifying -

occwrrmeo bf t he opd of the pluyalf o If)?rggle%ed Bidytsl Lgat‘iﬁzgﬁ& ‘B@hﬁﬂdl&d’by the guest

handl e the detected priv event base

Lo A -
everR R on'af Ma%ﬁﬁ@ioéggﬁjﬁg A of ﬁare %@P@ﬁgﬁ]@@q sharacteristics

exceptlon
tform.event 18. The system of claim 13

of thmsh E’f Fosition gentil i saidepapidhe plratisy e{VMMur i ng
an operation of guest software. 19. The system of
claim13 wherein the detected privileged event occurs
during an operation of one of the plurality of VM.

1. 20. A sysTheswtmpof dhing20 *Berem tﬂetmtahtjﬂaf/\mmﬂﬁ&hﬁgs a main VMM
therein guest software and a plurality of virtual

and omeodYimre parallel VMM,

22, The system of claim 20 wherein the processor is to determine

| which one of the plurality of VMMs is to handle the detected privileged event by determining a

type of the privileged event, and identifying one of the plurality of VMMs that is designated to

handle privileged events of the determined type.

23, | The system of claim 20 wherein the processor is to determine

which one of the plurality of VMMs is to handle the detected privileged event by evaluating
resource usage parameters of the plurality of VMMs, and identifying one of the plurality of
VMMs that is designated to handle the detected privileged event based on evaluation of the

TesOuICE usage parameters,
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nmonitors (VMvB) designated to handle a -ity o fpriv ed
events; and a processor, coupled to the nenory, to
execute the guest software, to detect an occurrence
of one of theplurality of pr|9lleged events t hat
cannot be handl ed by theguest software, to determ ne
whi ch one of the plurality of VMV is to handle the

det ect ed t b t

% Char act er ﬁéﬂiﬂ@?ﬁfﬂ 20 kbR e PviGes §E) afiosshs aly one of an
ch racterl tics he, VMV, and to transition

it e R R RioN Ol et AR Fiption, A0ATeplatioem epes.

system of claim 20 wherein the plurality of VM
includes a main VMM and one or nore parallel VM.
22. The system of claim 20 wherein the processor is to
25. deternmine whi ch Tiesysfert dfecltintO0alidrdin e Joddied SrivilRged event
handl e the detect edprl vil eged event by determning a
oceudry 8@ ope
lﬁe plur ali*ﬁ)@b% MVB t gstfi'?slbﬁw &%ﬁg@éﬁ?gﬂﬂﬂﬁﬂg%ﬂds
privileged events of the determ ned type. 23, The
system of claim 20 wherein the processor is to

determ ne which gne of urallty of VMMs is to

2. handl e the det ect %&DVF@&EG Oy u@\?ﬁ?@&tq‘%‘i@mﬁ“ﬂswmch
resource usage paraneters of the plurality of VMM,

when gEecited byiamyeessing systam, casethe praressing systenytoperforat a ingthod, the
designated to handl e the detected privil eged event

methpdomhposingval uati on of the resource usage parameters.
23 24, The systemof claim20 wherein the privileged

ev detketirginRR Ot dhca BY o aQflurdlity ofptieilégéRleve®t in a virtual machine
exception, an execution of a pr|V|Ieged |nstruct|on

oV LR Gl LA Hﬂné%o s
whe%?ﬁ?‘%ﬂ‘?@ﬂ@%fW%ﬁg}&%@iﬁaﬁéﬁﬁﬂ%ﬁgﬁa EBFule s

cmngFﬁje': lli'arxrfdrc'etd%&' tH(.gglllﬁgts storftl#:ag:é J%n e\ I_gl?\%ironment:

determining which one of the plurality of VMMs is to handle the detected privileged
event based on at least one of a characteristic of the detected privileged event or characteristics
of the VMMs; and

transitioning control to said one of the plurality of VMMs.

27. The machine-readable medium of claim 26 wherein the plurality of VMMs

includes a main VMM and one or more parallel VMMs.



when executed by a processing system cause the
processing systemto performa nethod, the nethod
conprising: detecting an occurrence of one of a
plurality of privileged events 44 a virtual nmachine
(VM envi ronnment havi ng guest software and a plurality
of virtual machine nonitors. (VMVE)i wherein the

,plurality of V i s _desianated taq, handl.e t .
28 Pl vy of pr 1 vAPSEBERY SR RegluLBriee §E whersin the detected
,gé the guest software in the VM environnment: . -
PrIVYERE ST TRBICHIRESHRY Sne opan fRETUBE. AR ZReapiions anagRention of @ privileged
. handl e the detected privileged event based on at
instiustion. apd @ plftfosmenmentact eri sti c of )
thedetected. privil eged event or characteristics of
the VMVs; and transitioning control to said one of the
plurality of VMMS. 27. The nachi ne-readabl e nedi um of

29.cl ai m 26 wherein *rﬂ&ﬁ%é&éahﬁlgp’e{%@f é’é@&l gg&rﬁeixﬁlen the detected

mai n VMM and one or nore para

i | 3es ' fe.cl ai 6 ' )
privB 2 SSR0 Bl el Py o B Lttt el Andme gf e ptoatity of

VMhﬁéerrupt, an exception, an execution of a privileged
truction, and a platformevent. 29. The
machi ne-readabl e nmedi um of claim 26 wherein the
detected privileged event occurs during operation of
any one of guest software and one of the plurality of
VMM, ] ‘ '



