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8410) RECEWVE NETWORK REQUEST FROM A CLIENT DEVICE, THE
NETWORK REQUEST INCLUDING PARAMETERS FOR A MT SMS
MESSAGE {(£.G., AUSER'S PHONE NUMBER, UNIQUE OTP CQDE, ETC))

¥
8420y CALCULATE AT LEAST ONE SIGNATURE BASED ON THE
NETWORK REQUEST AND SHARED SECRET KEY.
¥
8430} GENERATE THE MT SMS MESSAGE BASED ONTHE MT
SME PARAMETERS
¥

S5440) TRANSMIT A NETWORK RESPONSE TO THE CLIENT DEVICE, THE
NETWORK RESPONSE INCLUDING PARAMETERS FOR A MO SMS MESSAGE
{E£.G., PHONE NUMBER ASSCCIATED WITH THE VERIFICATION SERVER, ETC.}

» 345@> BEGIN COUNTDOWN EOR e _
A DESIRED TIME PERIOD; DETERMINE WHETHER ™
=" MO SMS MESSAGE FROM THE MOBILE PHONE DEVICE OF ™
e THE USER HAS BEEN RECEIVED PRIOR TO EXPIRATION OF s
.. THE DESIRED RESPONSE TIME PERIOD "

MO SMS MESSAGE RECENVED
BEFORE EXPIRATION OF THE
DESIRED RESPONSE TIME PERIOD

3 SMS MESSAGE NOT RECEIVED
BEFORE EXPIRATION OF THE
DESIRED RESPONSE TIME PERIOD

_ 3460} VERIFY THE RECEIVED MO e
~SMS MESSAGE BASED ON THE SIGNATURE ™ .
ENCLUDES IN THE MO SMS MESSAGE AND THE

o SSGNATURE ASSOCIATED WITH THE USER
" PHONE NUMBER il

A VERIFICATION ATTEMPT
WAS UNSUCCESSFUL

VERiFiCA‘TEON
ATTEMPT WAS
SUCCESSFUL

34?0} (OPTIONAL) DETERMINE POTENTIAL FRAUD INDICATORS BASED ON !
HLR LOOKUP OF IMS1 ASSOCIATED WITH UBSER'S PHONE NUMBER

o [ [ E

$480) TRANSMIT USER ACCESS
REQUEST STATUS MESSAGE TO

S480) TRANSMIT THE MT SMS TO

THE CLIENT DEVICE INDICATING
WHETHER THE USER WAS
SUCCESSFULLY VERIFIED OR NOT

THE USER MOBILE PHONE DEVICE,
THE MT SMS MESSAGE INCLUDING
THE OTP CODE.

FIG 4
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3510) RECEIVE AN ACCESS REQUEST (E.G., USER REGISTRATION REQUEST,

LOG-IN ATTEMPT, TRANSACTION ATTEMPT, ETC.) FROM USER, THE ACCESS

REQUEST INCLUDING USER PERSONAL INFORMATION AND USER'S PHONE
NUMBER, ETC.

'

S520) GENERATE OTP CODE ASSOCIATED WITH THE USER

2530) TRANSMIT A NETWORK REQUEST TO AUTHENTICATION/VERIFICATION
SERVER, THE NETWORK REQUEST INCLUDING PARAMETER INFORMATION
FOR A MT SMS MESSAGE AND THE OTP CODE ASSQCIATED WITH THE USER

¥

8540) CALCULATE AT LEAST ONE SIGNATURE BASED ON THE NETWORK
REQUEST AND SHARED SECRET KEY

A4
855850) RECEIVE NETWORK RESPONSE FROM THE AUTHENTICATION /
VERIFICATION SERVER, THE NETWORK RESPONSE INCLUDING PARAMETERS

FOR A MO SMS MESSACGE (E.G., PHONE NUMBERS ASSOCIATED
WITH THE VERIFICATION SERVER, ETC.)

¥

S560) DETERMINE USER DEVICE TYPE AND GENERATE CTAMESSAGE BASED
ON THE MO SMS MESSAGE PARAMETERS AND DETERMINED USER DEVICETYPE

:

S570) TRANSMIT THE CTAMESSAGE TO THE USER AND CAUSE THE DISPLAY
OF THE CTAMESSAGE AS A SCANNABLE CTA OR CLICKABLE CTA ETC,

t

S580A) RECENVE A USER ACCESS REQUEST $580B) RECEIVE THE OTP
STATUS MESSAGE FROM THE CODE FROM THE USER
AUTHENTICATION / VERIFICATION SERVER DEVICE
INDICATING WHETHER THE USER WAS

SUCCESSFULLY VERIFIED ORNOT

§

$580) DETERMINE WHETHER TO PROCEED WITH THE USER ACCESS
REQUEST BASED ON THE USERACCESS REQUEST STATUS MESSAGE CR
THE RECEIVED OTP CODE

FiG. 5
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$810) TRANSMIT A USER ACCESS REQUEST (E.G., USER REGISTRATION
REQUEST, LOGIN REQUEST, TRANSACTION REQUEST, ETC.) TO CLIENT
DEVICE, THE USER ACCESS REQUEST INCLUDING USER PERSONAL
INFORMATION AND USER'S PHONE NUMBER, ETC.

¥

8620} RECEIVE AND DISPLAY ACTA
MESSAGE (E.G., SCANNABLE CTA, CLICKABLE
OTA, ETC.) GENERATED BY THE CLIENT
DEVICE FOR A DESIRED PERIOD OF TIME

, ¥ L
S830A) SCAN THE SE30BYACTIVATE Sﬁgg%é;ﬁggﬁ évguﬁﬁé@fgﬁfgﬁ ‘?\GE

DISPLAYED CTA THE CLICKABLE CTA VERIFICATION SERVER IN RESPONSE
TO EXPIRATION OF THE DESIRED
RESPONSE TIME PERIOD

¥ A4 %
S840 AUTOMATICALLY EXECUTE A
SMS APPLICATION AND GENERATEA 8670} INPUT THE OTP CODE
MO SMS MESSAGE BASED ON THE
INFORMATION EMBEDDED INTHE
CTA MESSAGE

¥

S650) TRANSMIT THE MO SMS
MESSAGE TO THE VERIFICATION
SERVER FOR VERIFICATION OF THE
USER PHONE NUMBER

|

86980} RECEIVE ACCESS TO THE ONLINE SERVICE BASED ON VERIFICATION
RESULTS OF THE USER PHONE NUMBER OR THE OTP CODE.
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USER
BEVICE

CLIENT AUTHENTICATION
YVERIFICATION
DEVICE RiicaT!
i
S7010) A USER SIGNS UP
WITH THEIR PHONE
< NUMBER OR PERFORMS AN
ACTION (A TRANSACTION,
$7020) TO VERIFY THE LOGGING IN, ETC.)
USER'S PHONE NUMBER
OR TO AUTHENTICATE THE
ACTION, THE CLIENT
DEVICE GENERATES A
ONE-TIME PASSWORD OR
PIN (OTP)

CONTAINING THE

$7030) SENDS A NETWORK
REQUEST INCLUDING
PARAMETERS FORAN MT
SMS; THE MESSAGE
RECIPIENT BEING THE
USER'S PHONE NUMBER
AND THE MESSAGE BODY

¥

oTP

S7040A) A “KEYED-HASH” I8
CALCULATED USING THE
PRE-AGREED HASH

FUNCTION WITH THE PO »

PARAMETERS AS THE
“DATA” AND THE SHARED
SECRET AS THE "KEY”

S7040B) A “KEYED-HASH" I8
CALCULATED USING THE
PRE-AGREED HASH
FUNCTION WITH THE
FPARAMETERS AS THE
“DATA” AND THE SHARED
SECRET AS THE “KEY”

THE SERVER
GENERATES A “SHARED
SECRET” FOR THE
CLIENT DEVICE
WHICH 18 APIECE OF
DATAKEY KNOWN ONLY
TO BOTH PARTIES

THE SERVER AND THE
CLIENT DEVICE AGREE
UPON A HASH FUNCTION
TO USE (E.G,
HMAC-SHAZES, ETC.)

THE SERVER AND THE
S7050) SENDS A NETWORK CLIENT DEVICE AGREE
RESPONSE; OPTIONALLY UPON TWO UNITS OF
" CONTAINING A PHONE TIME, X & ¥ (FOR
NUMBER OWNED OR EXAMPLE 45 SECONDS
OPERATED BY THE SERVER & 80 SECONDS,
OR CLIENT DEVICE RESPECTIVELY, ETC.)
$7060) THE MT SMS \WM;%»M/
CONTAINING THE OTP IN
THE MESSAGE BODY WILL THE KEYED-HASH
BE ;HELD BA%K" BY THE Céﬁégg%%%%\’
ERVER FOR THE _
PRE-AGREED UNIT OF @g‘ffg%@gg@?ﬂ
TIME {¥) MATCH
¥
CONTINUED
CONTINUED CONTINUED

FIG. 7A
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S7070) THE CLIENT DEVICE WILL BEST
DETERMINE WHETHER THE USER'S
{CURRENT AND PRIMARY) DEVICE IS
CAPABLE OF SENDING SMS OR NOT
AND DISPLAY EITHER A CLICKABLE CTA
{CALL TO ACTION) IN THE FORM OQF A
BUTTON OR A LINK; OR A SCANNABLE
CTA IN THE FORM OF AQR CORE.
SCANNABLE CTAS SHOULD BE
SCANNED BY THE UBER'S
{SECONDARY) DEVICE WHICH I8
CAPABLE OF SENDING SMS. THE CTA
WILL BE DISPLAYED FOR THE
PRE-AGREED UNIT OF TIMEQ( BEFORE
CONTINUING ONTO PATH #2

{ 87090 THE USER SENDS THE |
MO SMS TO THE CLIENT &

2

87081} THE CLIENT DEVICE FORWARDS
THE MO SMS TO THE SERVER BY :
: SENDING ANETWORK REQUEST :

)

87110} SENDS A NETWORK RESPONSE

{ PATH #1 }

S7080)THE USER WILL CLICK OR SCAN
THE CTAWHICH WILL LAUNCH THE
DEFAULT SMS APPLICATION ON THE
USER'S DEVICE, COMPOSING A NEW
SMS; AUTOMATICALLY POPULATING
THE MESSAGE RECIPIENT AND BODY.
THE MESSAGE RECIPIENT WILLBEA
PHONE NUMBER OWNED OR
OPERATED BY THE SERVER OR CLIENT
DEVICE. THE MESSAGE BODY WILL BE
THE KEYED-HASH THAT WAS
PREVIOQUSLY CALCULATED.

DEVICE-OWNED OR
| OPERATED PHONE NUMBER

e SENDS THE MO SMS 70

! STI00) THEUSER !

! THE SERVER-OWNED |
! OR OPERATED PHONE |
: NUMBER :

PRE-AGREED UNIT OF TIME ()

S7120) THE SERVER WILL QUERY THE KEYED-HASHES PREVIOUSLY
CALCULATED FOR THE USER'S PHONE NUMBER WITHIN THE

, PRIOR TO THE CURRENT TIME. IF
THE MESSAGE BODY OF THE MO SMS CONTAINS ONE OF THE

PREVIOUSLY CALCULATED KEYED-HASHES, THE USER WILL HAVE

SUCCESSFULLY VERIFIED THEIR PHONE NUMBER OR
AUTHENTICATED THE PERFORMED ACTION. THE MT SMS THAT
WAS “"HELD BACK” WiLL BE CANCELED

« §7130) THE SERVER WILL PERFORM A HLR LOOKUP ON THE USER'S!
i PHONE NUMBER TO OBTAIN THE IMS] WHICH IS PROVISIONED IN |
r THE USER'S SIM CARD. IT WILL DETERMINE WHETHER THE IMSH -
7 HAS CHANGED SINCE THE LAST-KNOWN IMSI FOR THE USER'S ¢
i PHONE NUMBER (IF AVALIABLE) WHICH COULD BE APOTENTIAL
; FRAUD INDICATOR :

87140} SENDS A NETWORK REQUEST
CONTAINING THE VERIFICATION OR
AUTHENTICATION STATUS AND
POTENTIAL FRAUD INDICATORS

S7160) SENDS A NETWORK RESPONSE s

S7160) THE CLIENT DEVICE WILL DISPLAY THE
YERIFICATION OR AUTHENTICATION STATUS TO THE
USER. WHEN POTENTIAL FRAUD INDICATORS ARE
PROVIDED, THE CLIENT DEVICE MAY WISH TO BLOCK
THE USER UNTIL THEY PROVIDE SOME IDENTIFICATION.

PATH #1 ENDS HERE

:

CONTINUED

kd

y

CONTINUED

CONTINUED
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T AUTHERTICATION R

DEVICE SERVER DEVICE

S7170) THE SERVER WILL PERFORM A HLR LOOKUP ON !
: THE USER’S PHONE NUMBER TO OBTAIN THE IMSI WHICH IS ¢
i PROVISIONED IN THE USER'S SIM CARD. [T WILL DETERMINE !
: WHETHER THE MBI HAS CHANGED SINCE THE LAST-KNOWN
: IMSIFOR THE USER'S PHONE NUMBER (IF AVAILABLE} WHECH
: COULD BE A POTENTIAL FRAUD INDICATOR

f 87180} SENDS A NETWORK
g REQUEST CONTAENENG PQTENTEAL e —
: FRAUD INDICATORS

i S7180) SENDSANETWORK |
! RESPONSE TO DETERMINE |
| WHETHER THE T SNIS SHOULD BE |
{ “RELEASED’ IN THE EVENT OF S$7200) THE MT SMS
| POTENTIAL FRAUD INDICATORS | CONTAINING THE OTR
--------------------------------------------- IN THE MESSAGE
| BODY IS ‘RELEASED" s
BY THE SERVER AND
SENT TO THE USER'S
PHONE NUMBER

§7210) THE USER ENTERS THE QTP AT
THE CLIENT DEVICE'S SERVICE;
< SUCCESSFULLY VERIFYING THEIR
PHONE NUMBER OR AUTHENTICATING
THE PERFORMED ACTION

4 l ¥

FIG. 7C
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Sign Up || |Verify

} . . ] Please tap the button below in order to
@ Tt%s quick and easy! [ B erify your phone number via SMS.

[ First Name | [iastName |

{ Emall i
{ Mobite i
§ Password §

I

Cannot send an SMS right now?
Please wailt 30 seconds
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S 017:18 Sa017:18
€ Social Net s
New Message Cancel
Text Message
Today 00:43

To: +44 7123 458788

Your ona-fime passcode is: J

2282,

4bcd7d2cdde153ci66a50chad
4e8898b5ec8c30a848d51a747a |
dSflf2estalbb3

( Text Message

FIG. 8C FIG. 8D



