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SENSING METHOD AND APPARATUS, AND SENSING DEVICE,
SENSING SERVER AND STORAGE MEDIUM

Technical field

The present disclosure relates to the technical field of communications,
and in particular to a sensing method, an apparatus, a sensing device, a sensing

server and a storage medium.
Background

Wireless Local Area Network (WLAN) sensing is a technology that
performs sensing tasks with Wireless Fidelity (WiFi) signals. WiFi radio
waves can reflect, penetrate and bend on the surface of objects during
propagation. After being properly processed, a WiFi signal can be used to
sense a surrounding environment, detect obstacles and explain the movement
of a target. WLAN sensing technology can be applied to a variety of
residential, corporate, indoor and outdoor applications. For example, WLAN
sensing technology can be used for gesture control, fall detection, tracking,

imaging, activity recognition, vital sign monitoring and so on.

At present, the sensing method between an Access Point (AP) and a
station (STA) during WLAN sensing has been specified. But during actual
applications, it is necessary to realize end-to-end sensing. That is, it is
necessary to realize an end-to-end sensing service through an interaction
between a sensing Application (APP), a sensing server, the AP and the STA, so
as to realize a sensing function of the sensing APP. But there is no

well-developed end-to-end sensing method at present.
Summary

In view of this, the present disclosure provides a sensing method, an
apparatus, a sensing device, a sensing server and a storage medium, to provide

an end-to-end sensing method.
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In a first aspect, an example of the present disclosure provides a sensing

method, which is applied to a sensing device, comprising:

sending a first request to a sensing server, wherein the first request is to request
the sensing server to start a sensing service for a designated AP, and the sensing
service of the sensing server is to receive measurement data reported by the

designated AP and obtain a sensing result based on the measurement data;

receiving a first response sent by the sensing server with respect to the first

request,

sending a second request to the designated AP when the first response comprises
a success indication, wherein the second request is to inform the designated AP to
start the sensing service, and the second request comprises information of a
designated STA(s) bound to the designated AP and information of the sensing server,
and the sensing service of the designated AP is to, after obtaining the measurement
data by performing signal measurement on a sensing signal sent by the designated

STAC(s), report the measurement data to the sensing server;

receiving a second response sent by the designated AP with respect to the second

request;

sending a third request to the designated STA(s) when the second response
comprises a success indication, wherein the third request is to inform the designated

STA(s) to send the sensing signal to the designated AP;

receiving a third response sent by the designated STA(s) with respect to the third

request;

starting receiving the sensing result sent by the sensing server when the third

response comprises a success indication.

In a second aspect, an example of the present disclosure provides a

sensing method, which is applied to a sensing server, comprising:

receiving a first request sent by a sensing device, wherein the first request is to
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request the sensing server to trigger a sensing service for a designated AP;

sending a first response to the first request to the sensing device;

receiving measurement data reported by the designated AP when the first
response includes a success indication, wherein the designated AP is bound to a
designated STA(s), and the measurement data is obtained after the designated AP

performs signal measurement on a sensing signal sent by the designated STA(s);
reporting a sensing result of the measurement data to the sensing device.

In a third aspect, an example of the present disclosure provides a sensing

apparatus, which is applied to a sensing device, comprising:

a sending module, to send a first request to a sensing server, wherein the first
request is to request the sensing server to start a sensing service for a designated AP,
and the sensing service of the sensing server is to receive measurement data reported

by the designated AP and obtain a sensing result based on the measurement data;

a receiving module, to receive a first response sent by the sensing server with

respect to a first request;

wherein, the sending module is further to send a second request to the designated
AP when the first response includes a success indication, wherein the second request
is to inform the designated AP to start the sensing service, the second request
comprises information of a designated STA(s) bound to the designated AP and
information of the sensing server, and the sensing service of the designated AP is to,
after obtaining the measurement data by performing signal measurement on a sensing
signal sent by the designated STA(s), report the measurement data to the sensing

server;

the receiving module is further to receive a second response sent by the

designated AP with respect to the second request;

the sending module is further to send a third request to the designated STA(s)

when the second response comprises a success indication, wherein the third request is
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to inform the designated STA(s) to send the sensing signal to the designated AP;

the receiving module is further to receive a third response sent by the designated
STA(s) with respect to the third request; and, start receiving the sensing result sent by

the sensing server when the third response includes a success indication.

In a fourth aspect, an example of the present disclosure provides a

sensing apparatus, which is applied to a sensing server, comprising:

a receiving module, to receive a first request sent by a sensing device, wherein
the first request is to request the sensing server to trigger a sensing service for a

designated AP;

a sending module, to send a first response with respect to the first request to the

sensing device;

the receiving module is further to receive measurement data reported by the
designated AP when the first response comprises a success indication, wherein the
designated AP is bound to a designated STA(s), and the measurement data is obtained

after the designated AP performs signal measurement on a sensing signal sent by the

designated STA(s);

a reporting module, to report a sensing result of the measurement data to the

sensing device.

In a fifth aspect, an example of the present disclosure provides a sensing

device, comprising:
a processor;
a transceiver;

a machine-readable storage medium having stored therein machine-executable
instructions that can be executed by the processor, wherein the machine-executable

instructions cause the processor to:

send, through the transceiver, a first request to a sensing server, wherein the first
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request is to request the sensing server to start a sensing service for a designated AP,
and the sensing service of the sensing server is to receive measurement data reported

by the designated AP and obtain a sensing result based on the measurement data;

receive, through the transceiver, a first response sent by the sensing server with

respect to the first request;

send, through the transceiver, a second request to the designated AP when the
first response includes a success indication, wherein the second request is to inform
the designated AP to start the sensing service, the second request comprises
information of a designated STA(s) bound to the designated AP and information of
the sensing server, and the sensing service of the designated AP is to, after obtaining
the measurement data by performing signal measurement on a sensing signal sent by

the designated STA(s), report the measurement data to the sensing server;

receive, through the transceiver, a second response sent by the designated AP

with respect to the second request;

send, through the transceiver, a third request to the designated STA(s) when the
second response includes a success indication, wherein the third request is to inform

the designated STA(s) to send the sensing signal to the designated AP;

receive, through the transceiver, a third response sent by the designated STA(s)

with respect to the third request;

start receiving, through the transceiver, the sensing result sent by the sensing

server when the third response includes a success indication.

In a sixth aspect, an example of the present disclosure provides a sensing

server, comprising:
a processor;
a transceiver;

a machine-readable storage medium having stored therein machine-executable

instructions that can be executed by the processor; wherein the machine-executable
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instructions cause the processor to:

receive, through the transceiver, a first request sent by a sensing device, wherein
the first request is to request the sensing server to trigger a sensing service for a

designated AP;

send, through the transceiver, a first response to the first request to the sensing

device;

receive, through the transceiver, measurement data reported by the designated
AP when the first response includes a success indication, wherein the designated AP
is bound to a designated STA(s), and the measurement data is obtained after the
designated AP performs signal measurement on a sensing signal sent by the

designated STA(s);

report, through the transceiver, a sensing result of the measurement data to the

sensing device.

In a seventh aspect, an example of the present disclosure provides a
machine-readable storage medium having stored therein machine-executable
instructions that, when called and executed by a processor, cause the processor

to carry out the method described in the first or second aspect.

In an eighth aspect, an example of the present disclosure provides a
computer program product containing instructions that, when run on a
computer, causes the computer to carry out the method described in the first

aspect or the second aspect.

By adopting the above technical solutions, an end-to-end sensing process
between the sensing device, the designated AP, the designated STA(s) and the
sensing server is realized, which provides process guidance for the
establishment of the sensing service and contributes to the landing and

popularization of the WiFi sensing service.

Brief Description of the Drawings

The accompanying drawings described herein are to provide further
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understanding of the present disclosure and constitute a part of the present disclosure.
The illustrative examples of the present disclosure and the descriptions thereof are
used to explain the present disclosure and do not constitute an undue limitation on the

present disclosure.
Fig. 1 is a schematic diagram of a sensing process between an AP and an STA;

Fig. 2 is a schematic diagram of a WiFi sensing service framework provided by

an example of the present disclosure;

Fig. 3 is a flowchart of a sensing method provided by an example of the present

disclosure;

Fig. 4 is a flowchart of another sensing method provided by an example of the

present disclosure;

Fig. 5 is a flowchart of yet another sensing method provided by an example of

the present disclosure;

Fig. 6 is a flowchart of yet another sensing method provided by an example of

the present disclosure;

Fig. 7 is a flowchart of a sensing initialization method provided by an example of

the present disclosure;

Fig. 8 is a flowchart of a sensing trigger method provided by an example of the

present disclosure;

Fig. 9 is a flowchart of a sensing termination method provided by an example of

the present disclosure;

Fig. 10a is a schematic diagram of a message structure provided by an example

of the present disclosure;

Fig. 10b is a schematic diagram of another message structure provided by an

example of the present disclosure;

Fig. 11 is a schematic structural diagram of a sensing device provided by an
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example of the present disclosure;

Fig. 12 is a schematic structural diagram of another sensing device provided by

an example of the present disclosure;

Fig. 13 is a schematic structural diagram of a sensing device provided by an

example of the present disclosure;

Fig. 14 is a schematic structural diagram of a sensing server provided by an

example of the present disclosure.

Detailed Description

In order to make the purpose, technical solutions and advantages of the present
disclosure clearer and more understandable, the present disclosure will be further
described in detail with reference to the accompanying drawings and examples.
Obviously, the described examples are only some, and not all, of the examples of the
present disclosure. All other examples acquired based on the examples in the present
disclosure by those ordinary skilled in the art fall into the scope of protection of the

present disclosure.

At present, the Institute of Electrical and Electronics Engineers (IEEE) has
revised the standards of Physical layer (PHY) and Media Access Control (MAC) of
IEEE 802.11, which has enhanced WLAN sensing ability, improved the reliability and
efficiency of WLAN sensing, and made the deployment of WLAN sensing services

more convenient.

IEEE has specified the sensing processes between an AP and an STA in
sub-7GHz and 60GHz bands, which are basically the same. As shown in Fig. 1, the
sensing process between an AP and an STA in the sub-7GHz band includes:
establishment of a sensing session, establishment of a sensing measurement, an
instance of sensing measurement, termination of the sensing measurement and
termination of the sensing session. The instance of sensing measurement includes a
polling phase, a null data packet announcement (NDPA) detection phase, a Trigger

Frames (TF) detection phase and a sensing result reporting phase.
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The sensing result reporting phase includes threshold-based reporting, that is,
determining whether measurement data satisfy a preset threshold condition, and if yes,

performing reporting.

However, at present, the sensing process is only limited between an AP and an

STA, and there is no end-to-end sensing process.

For ease of understanding, a possible application scenario in an example of the

present disclosure is first introduced.

For example, in a scenario where an enterprise has multiple offices, APs can be
installed in different offices to realize wireless communication between different
offices, and these APs are managed by a unified Access controller (AC) (or another
device with similar functions) in a unified manner. When performing WiFi sensing
services, the environment’s Channel State Information (CSI) data can be collected

through the APs to realize sensing of different offices.

As an example, WiFi sensing can also be applied in scenarios such as homes,

schools and hotels.

As shown in Fig. 2, Fig. 2 is an end-to-end WiFi sensing service framework, in
which a sensing APP or a sensing application platform, a sensing server, an AC, an AP

and an STA are connected via a Local Area Network.

Two rooms are exemplarily shown in Fig. 2 as room A and room B. Both rooms
A and B have an STA, an AP and a sensing target. For example, recognition of an
activity of the sensing target can be realized, or gesture control of a mart home device

by the sensing target can be supported, through WiFi sensing.

STAs and APs in different rooms are connected to the AC, the sensing server and

the sensing APP (or the sensing application platform) through a local network.

The sensing APP or the sensing application platform is an initiator of the sensing
service, and the sensing server, the APs and the STAs are responders of the sensing

service.
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It should be noted that the number of devices in Fig. 2 is only an example. Actual

implementations are not limited thereto.

In the subsequent examples of the present disclosure, by default, the deployment
and configuration of each device in the WiFi sensing service framework have been
completed, information synchronization between the sensing APP (or the sensing
application platform) and the AC has been completed, and the sensing APP (or the
sensing application platform) has been informed of information related to the room(s),

the AP(s) and the STA(s) in the current scenarios.

In order to provide an end-to-end sensing process, an example of the present
disclosure provides a sensing method applied to a sensing device. The sensing device
is a device where a sensing APP or a sensing application platform is located. As

shown in Fig. 3, the method includes:

S301: sending a first request to a sensing server, wherein the first request is to

request the sensing server to start a sensing service for a designated AP.

The sensing service of the sensing server is to receive measurement data reported

by the designated AP and obtain a sensing result based on the measurement data.
The first request includes information of the designated AP.

The information of the designated AP can be information of an AP in a
designated room. The designated room can be one room or multiple rooms. For
example, the information of the designated AP includes information of an AP in room
A and information of an AP in room B in Fig. 2. In this case, the APs in room A and
room B are both the designated APs, and the information of the designated AP
specifically includes a MAC address of the designated APs and a sampling rate at
which the designated APs collect measurement data. Optionally, the measurement
data are CSI data. The information of the designated AP is located in room
information, and the room information also includes a room ID, a data type of

measurement data collected by the designated AP, and a reporting rate at which the
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sensing server reports a sensing result. In this example, the data type can be NULL

data, QoS NULL data or QoS data.

Or, if the designated AP is not bound to a room, the designated AP can be a
specific AP unrelated to room information. In this case, the information of the specific
AP includes a MAC address of the designated AP, a sampling rate at which the
designated AP collects measurement data, and a reporting rate at which the sensing

server reports a sensing result.

S302: receiving a first response sent by the sensing server with respect to the first

request.

The sensing server can determine the number of designated APs, and determine
the total amount of computing resources and storage resources needed for this sensing
task based on the amount of computing resources and storage resources needed for
sensing measurement data reported by each AP. If its current amount of computing
resources is greater than or equal to the total amount of computing resources, and its
own current amount of storage resources is greater than or equal to the total amount of

storage resources, sensing trigger has succeeded, otherwise sensing trigger has failed.

S303: sending a second request to the designated AP when the first response

comprises a success indication.

The second request is to inform the designated AP to start the sensing service,
the second request comprises information of a designated STA(s) bound to the
designated AP and information of the sensing server, and the sensing service of the
designated AP is to, after obtaining the measurement data by performing signal
measurement on a sensing signal sent by the designated STA(s), report the

measurement data to the sensing server.

After the designated STA(s) sends the sensing signal, it will be reflected by an
object. If the sensing signal is transmitted through a sensing target, the sensing target
will also reflect the sensing signal and thus the designated AP can receive the sensing
signal reflected by the sensing target. It can be understood that, after the sensing

signal is reflected by the sensing target, a value of the measurement data measured by
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the designated AP will be affected, thus allowing the sensing server to determine the
sensing result based on the measurement data. As an example, the sensing result may

be whether there is a sensing target.

It can be understood that if there are multiple designated APs, the sensing device

sends the second request to each designated AP separately.

The second request further includes a sampling rate of measurement data

sampled by the designated AP and a data type of measurement data collected.

The information of the designated STA(s) is a MAC address of the designated
STA(s) bound to the designated AP, and the information of the sensing server includes

an IP address version, an IP address and a port number of the sensing server.

S304: receiving a second response sent by the designated AP with respect to the

second request.

S305: sending a third request to the designated STA(s) when the second response

comprises a success indication.

The third request is to inform the designated STA(s) to send the sensing signal to
the designated AP.

The designated STA(s) and the designated AP in this block have a binding

relationship.

S306: receiving a third response sent by the designated STA(s) with respect to

the third request.

S307: starting receiving the sensing result sent by the sensing server when the

third response comprises a success indication.

After receiving the measurement data reported by the designated AP, the sensing
server will execute a sensing algorithm on the measurement data, so as to obtain the

sensing result.

The sensing algorithm can be any sensing algorithm in the relevant art and is not
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limited by the examples of the present application.

By means of this method, an end-to-end sensing process between the sensing
device, the designated AP, the designated STA(s) and the sensing server is realized,
which provides process guidance for establishment of a sensing service and

contributes to landing and popularization of the WiFi sensing service.

Optionally, in the above example, in the event that the first response includes a

failure indication, the first response includes a failure reason;

in the event that the second response includes a failure indication, the second

response includes a failure reason;

in the event that the third response includes a failure indication, the third

response includes a failure reason.

The failure reasons are all expressed in the form of an enumerate field, for

example, enumerate {failure reason 1, failure reason 2}.

In the event that any of the above responses includes a failure indication, it can
be handled by operation and maintenance personnel. For example, the cause of the
failure can be troubleshot, and after the issue that caused the failure has been solved,

the sensing trigger process shown in Fig. 1 can be re-initiated by the sensing device.

In some examples of the present disclosure, in the process of performing the
sensing service, the sensing APP can also update configuration parameters of the
sensing server, the designated AP and/or the designated STA(s), which, specifically,

includes the following three cases:

Case 1: after receiving the sensing result sent by the sensing server, the method

further comprises:

sending a first update request to the sensing server if information of the
designated AP is updated, wherein the first update request includes updated
information of the designated AP; receiving a first update response sent by the sensing

server with respect to the first update request, wherein the first update response is to
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indicate whether the sensing server has been updated successfully.

It can be understood that if the sensing server determines that current computing
resources and storage resources can meet sensing requirements based on the
information of the designated AP, the update has succeeded; otherwise the update has

failed.

Case 2: after starting receiving the sensing result sent by the sensing server, the

method further comprises:

sending a second update request to the designated AP if information of the
designated STA(s) bound to the designated AP or information of the sensing server is
updated, wherein the second update request includes updated information of the
designated STA(s) bound to the designated AP, and/or updated information of the
sensing server; receiving a second update response sent by the designated AP with
respect to the second update request, wherein the second update response is to

indicate whether the designated AP has been updated successfully.

It can be understood that if the designated AP determines that it has the ability to
sense and report measurement data according to configuration information in the

second update request, the update has succeeded; otherwise the update has failed.

Case 3: the third request further includes a designated packet sending rate, and
the designated STA(s) can send the sensing signal to the designated STA(s) according
to the designated packet sending rate. After starting receiving the sensing result sent

by the sensing server, the method further comprises:

sending a third update request to the designated STA(s) if the information of the
designated AP bound to the designated STA(s) or the designated packet sending rate
is updated, wherein the third update request includes updated information of the
designated AP bound to the designated STA(s) and/or updated designated packet
sending rate; receiving a third update response sent by the designated STA(s) with
respect to the third update request, wherein the third update response is to indicate

whether the designated STA(s) has been updated successfully.



10

15

20

25

It can be understood that if the designated STA(s) determines that it has the
ability to send the sensing signal according to configuration information in the third

update request, the update has succeeded; otherwise the update has failed.

In this way, the sensing device can flexibly update configuration parameters of
the sensing server, the designated AP and/or the designated STA(s), and the realization

is more flexible and convenient.

In some examples of the present disclosure, before executing the process shown
in Fig. 3, it is necessary to initialize the sensing service, as shown in Fig. 4, which

specifically includes the following blocks:
S401: sending a first initialization request to the sensing server.

The first initialization request is to request the sensing server to start a sensing
initialization service for the designated AP, and the sensing initialization service of
the sensing server is to receive measurement data reported by the designated AP
within an initialization time window and obtain a sensing initialization result based on

the measurement data.

The first initialization request includes the initialization time window and the

information of the designated AP.

S402: receiving a first initialization response sent by the sensing server with

respect to the first initialization request.

The sensing server can determine the number of designated APs, and determine
the total amount of computing resources and storage resources needed for this sensing
task based on the amount of computing resources and storage resources needed for
sensing measurement data reported by each AP. If its own current amount of
computing resources is greater than or equal to the total amount of computing
resources, and its own current amount of storage resources is greater than or equal to
the total amount of storage resources, the initialization is determined to have

succeeded; otherwise the initialization is determined to have failed.

S403: sending a second initialization request to the designated AP when the first
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initialization response includes a success indication.

The second initialization request is to inform the designated AP to start the
sensing initialization service, the second initialization request comprises information
of the designated STA(s) bound to the designated AP and information of the sensing
server, and the sensing initialization service of the designated AP is to, after obtaining
the measurement data by performing signal measurement on a sensing signal sent by

the designated STA(s), report the measurement data to the sensing server.

S404: receiving a second initialization response sent by the designated AP with

respect to the second initialization request.

S405: sending a third initialization request to the designated STA(s) when the

second initialization response includes a success indication.

The third initialization request is to inform the designated STA(s) to start sending
the sensing signal to the designated AP. The third initialization request further
includes a designated packet sending rate, to instruct the designated STA(s) to send
the sensing signal to the designated AP according to the designated packet sending

rate.
S406: receiving a third initialization response sent by the designated STA(s).

S407: receiving the sensing initialization result sent by the sensing server when

the third initialization response includes a success indication.

Optionally, in the event that the first initialization response includes a failure

indication, the first initialization response includes a failure reason;

in the event that the second initialization response includes a failure indication,

the second initialization response includes a failure reason;

in the event that the third initialization response includes a failure indication, the

third initialization response includes a failure reason.

The failure reasons are all expressed in the form of an enumeration field, for

example, enumerate {failure reason 1, failure reason 2}.



10

15

20

25

In the event that any of the above initialization responses includes a failure
indication, it can be handled by operation and maintenance personnel. For example,
the cause of the failure can be troubleshot, and after the issue that caused the failure
has been solved, the sensing initialization process can be re-initiated by the sensing

device.

In some examples of the present disclosure, in the process of performing the
sensing service, the sensing device can also terminate the sensing service, as shown in

Fig. 5, which includes the following blocks:
S501: sending a first termination request to a sensing server.

The first termination request includes the information of the designated AP, and
the first termination request is to request the sensing server to terminate sensing the
measurement data reported by the designated AP and to terminate reporting the

sensing result to the sensing device.

S502: receiving a first termination response sent by the sensing server with

respect to the first termination request.

S503: sending a second termination request to the designated AP, wherein the

second termination request is to request the AP to stop measuring the sensing signal.

S504: receiving a second termination response sent by the designated AP with

respect to the second termination request.

S505: sending a third termination request to the designated STA(s), wherein the
third termination request is to request the designated STA(s) to stop sending the

sensing signal.

S506: receiving a third termination response sent by the designated STA(s) with

respect to the third termination request.

By means of this method, an end-to-end process of terminating the sensing task

is specified, which is helpful for landing and popularization of WiFi sensing servers.

Based on the same inventive concept, the examples of the present disclosure



10

15

20

25

further provide a sensing method, which is applied to a sensing server. As shown in

Fig. 6, the method includes:

S601: receiving a first request sent by a sensing device, wherein the first request

is to request the sensing server to trigger a sensing service for a designated AP.
Information of the designated AP is included in the first request.
S602: sending a first response to the sensing device.

S603: receiving measurement data reported by the designated AP when the first

response includes a success indication.

The designated AP is bound to a designated STA(s), and the measurement data is
obtained after the designated AP performs signal measurement on a sensing signal

sent by the designated STA(s).
S604: reporting a sensing result of the measurement data to the sensing device.

By means of this method, an end-to-end sensing process between the sensing
device, the designated AP, the designated STA(s) and the sensing server is realized,
which provides process guidance for establishment of the sensing service and

contributes to landing and popularization of WiFi sensing services.

Optionally, after the sensing server reports the sensing result of the measurement

data to the sensing device, the method further comprises:

receiving a first update request sent by the sensing device, wherein the first
update request includes updated information of the designated AP; sending a first
update response to the first update request to the sensing device, wherein the first
update response is to indicate whether the sensing server has been updated

successfully.

If the information of the designated AP is updated, the sensing device can send
the first update request to the sensing server. After receiving the first update request,
the sensing server can determine that the update has succeeded if it is determined that

the current computing resources and storage resources can meet the sensing
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requirements according to the updated information of the designated AP, otherwise, it

can determine that the update has failed.

In some examples of the present disclosure, before the sensing server executes
the sensing process shown in Fig. 6, it is necessary to execute an initialization process,

which includes:

Block 1: receiving a first initialization request sent by the sensing device,
wherein the first initialization request includes an initialization time window and

information of the designated AP.

Block 2: sending a first initialization response to the first initialization request to

the sensing device.

Block 3: receiving measurement data sent by the designated AP when the first
initialization response includes a success indication, wherein the designated AP is
bound to a designated STA(s), and the measurement data is obtained after the
designated AP performs signal measurement on a sensing signal sent by the

designated STA(s).

Block 4: sending a sensing initialization result of the measurement data to the

sensing device.

It can be understood that if the sensing initialization result is success, it can

proceeds to the sensing triggering according to the process shown in Fig. 6.

Subsequently, if the sensing service needs to be terminated, the sensing server
can receive a first termination request sent by the sensing device, which includes
information of the designated AP, and the first termination request is to request the
sensing server to terminate sensing the measurement data reported by the designated
AP and to terminate reporting the sensing result to the sensing device; sending a first

termination response to the first termination request to the sensing device.

The sensing initialization process, the sensing trigger/update process and the
sensing termination process comprised in the examples of the present disclosure are

described below, respectively, in the form of inter-device interaction.



10

15

20

25

I. The sensing initialization process

When the establishment of the sensing system is completed, the initialization is
started when there is no one in the room. The initialization process is shown in Fig. 7,

comprising the following blocks:

S701. the sensing APP sends a sensing service initialization request (APP2Server

Sensing) to the sensing server.

The sensing initialization request is the first initialization request in the above
examples, and the sensing service initialization request includes information of an AP
that needs to perform a sensing task and an initialization time window. The
information of the AP can be the information of the AP in a designated room or some
designated rooms, or the information of the AP can be the information of a designated

AP.

The information of an AP can specifically include a MAC address of the AP and
a CSI sampling rate by the AP.

S702: the sensing server returns the sensing service initialization response

(Server2 APP Sensing Response) in reply to the sensing APP.

The sensing service initialization response is the first initialization response in
the above examples, and after receiving the sensing service initialization request, the
sensing server calculates whether its own computing resources and storage resources
meet the initialization requirements according to the number of APs that need to
perform sensing tasks, and if yes, a response that the initialization has been succeeded
is returned; if not, a response that the initialization has failed is returned, and the

failure reason is carried in the response.

The computing resources and storage resources needed to perform the sensing
service for a single AP are determined in advance. After the sensing server determines
the number of APs that need to perform the sensing task, it can determine the total
amount of computing resources and total amount of storage resources required based

on the amount of computing resources and the amount of storage resources needed for
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a single AP and the number of APs. If the computing resources of the sensing server
are greater than the total amount of computing resources and the storage resources are
greater than the total amount of storage resources, it can be determined that the
initialization requirements are met, otherwise it is determined that the initialization

requirements are not met.

For example, the failure reason can be indicated by a field of enumerate type,
that is, enumerate {NotEnoughCP, NotEnoughMemory}, where NotEnoughCP
indicates insufficient computing power and NotEnoughMemory indicates insufficient

storage space.
S703: the sensing server starts a timer and prepares for initialization.

S704: the sensing APP sends a sensing initialization notification message

(APP2AP Sensing) to the AP.

The sensing initialization notification message is the second initialization request
in the above examples, and the sensing APP is to send the sensing initialization
notification message to each AP performing the sensing task separately, one of the

APs is exemplarily shown in Fig. 7.

The sensing initialization notification message includes a data type of specified
CSI to be sampled, a CSI sampling rate, information of the sensing server address
version and a detailed address, a port number of the sensing server and information of
an STA(s) bound to the AP. The information of the STA can specifically be the MAC
address of the STA.

S705: The AP sends a sensing initialization notification response message

(AP2APP Sensing Response) to the sensing APP.

The sensing initialization notification response message is the second
initialization response in the above examples. After receiving the sensing initialization
notification message, if the AP determines that it has the ability to measure and report
the CSI, it returns a response message of sensing initialization success; if the AP

determines that it does not have the ability to measure and report the CSI, it returns a
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response message of initialization failure, and the response message carries the failure

reason.

For example, the failure reason can be indicated by a field of enumerate type,
that is, enumerate  {NotSupportCSIMeas, NotEnoughResource},  where
NotSupportCSIMeas indicates that the AP does not support the ability to measure CSI,

and NotEnoughResource indicates that the AP is currently short of resources.

S706: The sensing APP sends a sensing signal notification message (APP2STA
Sensing) to the STA.

The sensing signal notification message is the third initialization request in the
above examples. The sensing APP needs to send a sensing signal notification message
to each STA performing the sensing task separately, one of the STAs is exemplarily

shown in Fig. 7.

The sensing signal notification message is to inform the STA to start sending the
sensing signal according to the designated packet sending rate, and the sensing signal
notification message includes the designated packet sending rate and the MAC

address of the AP bound to the STA.

S707: The STA sends a sensing signal notification response message (STA2APP

Sensing Response) to the sensing APP.

The sensing signal notification response message is the third initialization
response in the above example. After receiving the sensing signal notification
message, the STA returns a response message of success if it determines that it has the
ability to send the sensing signal; and returns a response message of failure if it
determines that it does not have the ability to send the sensing signal, and a failure

reason is carried in the response message.

For example, the failure reason can be indicated by a field of enumerate type,
that is,  enumerate {NotSupportCSI, = NotEnoughResource}. = Wherein,
NotSupportCSIMeas indicates that the STA does not support sending the sensing

signal, and NotEnoughResource indicates that the STA is currently short of resources.
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S708: The STA sends a sensing signal to the AP.

The STA can send a sensing signal to the AP bound to itself according to the
configuration, and the data type of the sensing signal can be Data, QoS Data or NULL
Data.

S709: The AP performs CSI measurement to obtain CSI data, and packages the

CSI data according to a preset format.

The AP can perform the CSI measurement according to the data type of CSI to
be collected by the sensing APP for its own configuration needs, to obtain the CSI

data of the data type.

S710: The AP sends the collected CSI data (AP2Server Sensing Csilnfo) to the

sensing server at a fixed CSI sampling rate.

Optionally, the AP can also send to the sensing server at preset time intervals the

CSI data that has been collected multiple times within a preset time interval.

S711: The sensing server executes the sensing initialization algorithm within the

initialization time window.

For each AP reporting the CSI data, the sensing server can select available
antennas and available sub-carriers of the AP, and determine a sensing judgment

threshold, and store it locally.

For example, for each antenna of the AP, the sensing server can calculate the
variance of the CSI amplitudes of all sub-carriers of the antenna in an unmanned
scene in a period of time, and select N antennas with the smallest variance as

available antennas.

Based on a selected available antenna, the variance of the CSI amplitudes of each
sub-carrier on the antenna in a period of time is calculated, and M sub-carriers with

the smallest variance is selected as the available sub-carriers.

Then, based on the selected available antennas and available sub-carriers, the

variances of all CSI amplitudes are averaged, and the average value is taken as the
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sensing judgment threshold. The sensing judgment threshold is to judge whether there
is a sensing target during the sensing service, and reference can be made to related
technologies for the specific judgment method, which is not limited by the example of

the present disclosure.

The example of the present disclosure does not limit the ways of selecting
available antennas and available sub-carriers and determining the sensing judgment

threshold, and also adopts other methods in related technologies.
S712: The sensing server sends a sensing initialization result to the sensing APP.

The sensing initialization results correspond one-to-one with the designated
rooms or the designated APs in S701. If, in S711, the sensing server obtains the
sensing judgment threshold through the sensing initialization algorithm, the sensing
initialization result is success, otherwise, the sensing initialization result is failure, and

the failure reason is carried.

For example, the failure reason can be indicated by a field of enumerate type,
that is, enumerate {OutOfTime, NotEnoughData}. OutOfTime indicates that the CSI
data reported by the AP is not received within the initialization time window, thus the
initialization process is abandoned. NotEnoughData indicates that the initialization

cannot be completed due to insufficient CSI data received.
II. The sensing trigger/update process

After the sensing initialization process is completed, the sensing service can be
triggered, and during the process of sensing service, the parameters of the sensing
service can also be updated, such as frequency of reporting the sensing results by the
sensing server can be updated. Wherein, the sensing trigger process is the same as the
sensing update process. Taking the sensing trigger process as an example, as shown in

Fig. 8, it includes the following blocks:

S801: The sensing APP sends a sensing trigger request (APP2Server Sensing) to

the sensing server.

The sensing trigger request is the first request in the above examples. The
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sensing trigger request includes information of an AP that needs to perform the
sensing task. The information of the AP may be the information of the AP in a
designated room or some designated rooms, or the information of the AP may be the

information of a designated AP.

The information of the AP can specifically include the MAC address of the AP
and the CSI sampling rate of the AP.

The sensing trigger request also includes the frequency of reporting the sensing

results and the type of CSI data to be sampled.

It can be understood that if the sensing update is needed, the message sent in this
block is a sensing update request. The format of the sensing update request is the
same as that of the sensing trigger request, and the sensing update request includes

updated parameters, such as an updated reporting rate.

S802: The sensing server returns a sensing trigger response (Server2 APP

Sensing Response) in reply to the sensing APP.

The sensing trigger response is the first response in the above examples. After
receiving the sensing trigger request, the sensing server calculates whether its own
computing and storage resources meet the sensing requirements according to the
number of APs that need to perform the sensing tasks, and if yes, it returns a response
of success; if not, it returns a response of failure, and the failure reason is carried in

the response.

For example, the failure reason can be indicated by a field of enumerate type,
that is, enumerate {NotEnoughCP, NotEnoughMemory}, where NotEnoughCP
indicates insufficient computing power and NotEnoughMemory indicates insufficient

storage space.
S803: The sensing server starts sensing.

S804: The sensing APP sends a sensing trigger message (APP2AP Sensing) to
the AP.
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The sensing trigger message is the second request in the above examples. The
sensing APP needs to send a sensing trigger message to each AP performing the

sensing task, and one of the APs is exemplarily shown in Fig. 8.

The sensing trigger message includes a data type of a specified CSI to be
sampled, a CSI sampling rate, information of sensing server address version and a
detailed address, a port number of the sensing server and information of an STA(s)
bound to the AP. The information of the STA can specifically be the MAC address of
the STA.

It can be understood that if the sensing update is needed, the message sent in this
block is a sensing update message, the format of the sensing trigger message is the
same as that of the sensing update message, and the sensing update message carries

updated parameters.

S805: The AP sends a sensing trigger response message (AP2APP Sensing
Response) to the sensing APP.

The sensing trigger response message is the second response in the above
examples. After receiving the sensing trigger message, if the AP determines that it has
the ability to measure and report the CSI, it returns a response message of sensing
trigger success; if the AP determines that it does not have the ability to measure and
report the CSI, it returns a response message of sensing trigger failure, and the

response message carries the failure reason.

For example, the failure reason can be indicated by a field of enumerate type,
that 1s, enumerate  {NotSupportCSIMeas, NotEnoughResource}, where
NotSupportCSIMeas indicates that the AP does not support the ability to measure the

CSI, and NotEnoughResource indicates that the AP is currently short of resources.

S806: The sensing APP sends a sensing signal notification message (APP2STA
Sensing) to the STA.

The sensing signal notification message is the third request in the above

examples. The sensing APP needs to send a sensing signal notification message to
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each STA performing the sensing task separately, one of the STAs is exemplarily

shown in Fig. 8.

The sensing signal notification message is to inform the STA to start sending the
sensing signal according to the designated packet sending rate, and the sensing signal
notification message includes the designated packet sending rate and the MAC

address of the AP bound to the STA.

It can be understood that if the sensing update is needed, the message sent in this
block is a sensing update notification message, the format of the sensing signal
notification message is the same as that of the sensing update notification message,
and the sensing update notification message carries updated parameters, such as the

updated sampling rate of the AP.

S807: The STA sends a sensing signal notification response message (STA2APP

Sensing Response) to the sensing APP.

The sensing signal notification response message is the third response in the
above examples. After receiving the sensing signal notification message, the STA
returns a response message of success if it determines that it has the ability to send a
sensing signal, and returns a response message of failure if it is determines that it does
not have the ability to send the sensing signal, and a failure reason is carried in the

response message.

For example, the failure reason can be indicated by a field of enumerate type,
that is, enumerate {NotSupportCSI, NotEnoughResource}. NotSupportCSIMeas
indicates that the STA does not support sending the sensing signal, and

NotEnoughResource indicates that the STA is currently short of resources.
S808: The STA sends a sensing signal to the AP.

The STA can send a sensing signal to the AP bound to itself according to
configuration, and the data type of the sensing signal can be Data, QoS Data or NULL
Data.

S809: The AP performs CSI measurement to obtain CSI data, and packages the
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CSI data according to a preset format.

The AP can perform the CSI measurement according to a data type of CSI to be
collected by the sensing APP for its own configuration needs, to obtain the CSI data of

the data type.

S810: The AP sends the collected CSI data (AP2Server Sensing Csilnfo) to the

sensing server at a fixed CSI sampling rate.

Optionally, the AP can also send to the sensing server at preset time intervals the

CSI data that has been collected multiple times within a preset time interval.
S811: The sensing server executes a sensing algorithm to obtain a sensing result.

S812: The sensing server sends the sensing result to the sensing APP according

to a pre-configured reporting rate.

The sensing initialization results correspond one-to-one with the designated

rooms or the designated APs in S801.

For example, the sensing result can be indicated by a field of enumerate type,
that is, enumerate {False, True, Invalid}. False indicates that there is no one and True
indicates that there is someone. If the sensing result cannot be obtained this time,

Invalid is sent, indicating that the result is invalid.
II1. The sensing termination process

When the sensing service needs to be terminated, the sensing APP can initiate a
sensing termination process, as shown in Fig. 9, which specifically includes the

following blocks:

S901: The sensing APP sends a sensing service termination request (APP2Server

Sensing) to the sensing server.

The service termination request is the first termination request in the above
examples. The sensing service termination request includes information of an AP that

needs to perform the sensing task. The information of the AP may be the information
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of the AP in a designated room or some designated rooms, or the information of the

AP may be the information of a designated AP.

S902: The sensing server sends a sensing service termination response (Server2

APP Sensing Response) to the sensing APP.

The sensing server termination response is the first termination response in the
above examples. After receiving the sensing service termination request, the sensing
server stops processing the CSI data, stops the sensing algorithm, stops reporting the

sensing result, and sends a sensing service termination response to the sensing APP.

S903: The sensing APP sends a sensing termination message (APP2AP Sensing)
to the AP.

The sensing termination message is the second termination request in the above
examples. The sensing APP needs to send a sensing termination message to each AP

performing the sensing task, and one of the APs is exemplarily shown in Fig. 9.

S904: The AP sends a sensing termination response message (AP2APPSensing

response) to the sensing APP.

The sensing termination response message is the second termination response in
the above examples. After receiving the sensing termination message, the AP stops
reporting the CSI data and sends a sensing termination response message to the

sensing APP.

S905: The sensing APP sends a sensing termination message (APP2STA Sensing)
to an STA.

The sensing termination message is the third termination request in the above
examples. The sensing APP needs to send a sensing termination message to each STA
performing the sensing task separately, and one of the STAs is exemplarily shown in

Fig. 9.

The sensing termination message is to inform the STA to stop sending the

sensing signal.
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S906: The STA sends a sensing termination response message (STA2APP

Sensing Response) to the sensing APP.

The sensing termination response message is the third termination response in
the above examples. When the STA receives the sensing termination message, it stops
sending the sensing signal, and returns the sensing termination response message in

reply to the sensing APP, indicating that it has stopped sending the sensing signal.

The message structure of each message in the above examples is described below.
Each message in the above processes can be transmitted by using current standard
transmission protocols, such as TCP/IP, UDP, HTTP, 5G, or the like, which is not

limited by the examples of the present disclosure.

The message content of the above message serves as the payload of the standard
protocol message, and the length of each parameter that the message needs to carry is

in bits.

For a parameter that occupies one byte, if the parameter is optional and is not
configured, the parameter will be automatically ignored in the message, that is, the
parameter will not be included in the message. For a parameter that shares one byte
with other parameters, if the parameter is optional and is not configured, the bits that
the parameter needs to occupy remain in the message, and it can be considered that
the value of the parameter is null, these bytes are meaningless by default, and the
subsequent parameters that the message needs to carry occupy the following byte of

the byte.

As an example, taking the message structure shown in Fig. 10a as an example,
the payload of the message carries five parameters, that is, parameter 1 to parameter 5,
in which parameter 1 occupies 8 bits, parameter 2 occupies 4 bits, parameter 3

occupies 4 bits, parameter 4 occupies 8 bits and parameter 5 occupies 16 bits.

Parameters 3 and 4 are optional parameters. If parameters 1 to 5 are all

configured, the message occupies 40 bits, that is, 5 bytes.

If only parameter 4 is not configured, parameter 4 can be ignored because it
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occupies a whole byte. In this case, the message structure of the message is as shown

in Fig. 10b, and the whole message occupies 32 bits.

If only parameter 3 is not configured, since that parameter 3 and parameter 2
occupy 1 byte jointly, at this time, the 4 bits occupied by parameter 3 are reserved. In
this case, the message structure of the message is still as shown in Fig. 10a, that is, the

whole message still occupies 40 bits.

Optionally, the respective messages involved in the examples of the present
disclosure can also be transmitted through a non-standard protocol, in which case, the

respective parameters can be sent as the main content of the message.

For ease of understanding, the structures of respective messages involved in the

above examples are described below in the form of a table.

The first request, the first initialization request, the first update request and the
first termination request are all sensing messages of a first type, that is, an

App2Server Sensing message.

The sensing message of a first type includes a message type, an initialization

time window and information of a designated AP;

The message type occupies 4 bits, and indicates that the sensing message of a
first type is: the first request when taking a value of a first value; the first update
request when taking a value of a second value; the first initialization request when
taking a value of a third value; and, the first termination request when taking a value

of a fourth value;

the initialization time window occupies 4 bits, and takes a value of null in the

event that the sensing message of a first type is not the first initialization request;

in the event that the designated AP is bound to a room, the sensing message of a
first type further comprises a number of rooms and room information of each room,
and the information of the designated AP is located in the room information of the
bound room, and the room information includes a room identifier, a reporting rate of

the sensing server, a data type of measurement data, a number of designated APs in
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the room and information of each designated AP; wherein, the number of rooms
occupies 8 bits, the room identifier occupies 16 bits, the reporting rate of the sensing
server and the data type of the measurement data each occupy 4 bits, and the values of
the reporting rate of the sensing server and the data type of the measurement data are
null in the event that the sensing message of a first type is the first initialization
request or the first termination request; the number of designated APs in the room
occupies 8 bits; the information of each designated AP in the room includes a MAC
address of the AP and a sampling rate of measurement data by the AP, wherein the
MAC address of the AP occupies 48 bits, and the sampling rate of the measurement
data by the AP occupies 4 bits, and the sampling rate of the measurement data by the
AP in the room takes a value of null in the event that the sensing message of a first

type is the first termination request;

in the event that the designated AP is not bound to a room, the sensing message
of a first type also includes a number of designated APs, and the information of each
designated AP includes a MAC address of the AP, a reporting rate of the sensing

server and a sampling rate of measurement data by the AP;

wherein, the number of the designated APs occupies 8 bits, the MAC address of
the AP occupies 48 bits, and the reporting rate of the sensing server and the sampling
rate of measurement data by the AP each occupy 4 bits; in the event that the sensing
message of a first type is the first initialization request or the first termination request,
the reporting rate of the sensing server takes a value of null; in the event that the
sensing message of a first type is the first termination request, the sampling rate of the

measurement data by the designated AP takes a value of null.

The format of this message is shown in Table 1.

Table 1
parameter number |explanation
of bits
messageType 4 To indicate the message type, enumerate {Trigger,
Update, Initial, Termination, eerts
0000,0001,0010,0011 indicate trigger, update,




initialization and termination, respectively , and
the remaining unused values are temporarily

reserved.

initial TimeWindow

4

To indicate the time window for initialization, in
seconds. {300, 600, 900, 1200, ...} seconds can
be configured, with a maximum of 16 values. 000
corresponds to 300s, 001 corresponds to 600s, and
so on. If it is not configured during initialization,
the sensing server defaults to a time window, such
as 600s s.

Optional field is configured only in the first
initialization request, and this field is null in other

messages.

roomNumber

To indicate the number of rooms, up t0256.

roomlInfo

[roomNumber]

information of rooms

->roomld

2*8

To indicate a room ID, specifically includes fields

in the following 4 lines.

->reportRate

To indicate the reporting rate of the sensing server.
During configuration, {{l1Hz, 0.5Hz, 0.2Hz,
0.1Hz,...}, ..} can be configured, with a
maximum of 16 types. If less than 16 types, 0000
represents 1Hz, 0001 represents 0.5Hz, and so on.
Optional field, which is not configured in the first
initialization request and the first termination

request, that is, it takes a value of null.

->dataType

To indicate the data type of CSI to be collected,
Enumerate {NULL data, QoS NULL data, data,
QoS Data, ...}, a maximum of 16 values can be
configured. 0000, 0001, 0010 and 0011 represent
NULL Data, QoS NULL data, Data and QoS
Data, respectively and the subsequent are
reserved.

Optional field, which is not configured in the first
initialization request and the first termination

request, that is, it takes a value of null.

apNumber

To indicate the number of APs, up to 256

->apInfo [apNumber]

information about the AP in the room, specifically




includes fields in the following two lines.

-->MAC Address

6*8

To indicate the MAC address of an AP

-->sampleRate

To indicate the CSI sampling rate of the AP. Only
the uppermost 3 bits are used, and the last 1 bit is
reserved and not used. During configuration, {10,
20, 30, 50, 100, 200, 300, 500} Hz can be
configured, 000 represents 10Hz, 001 represents
20H, and so on.

Optional field, which is not configured in the first

termination request, that is, it takes a value of null.

apNumber

To indicate the number of APs, up to 256.
Optional, if an AP is not bound to a room, it needs

to be configured separately.

apInfo[apNumber]

To indicate information about the AP. If an AP is
not bound to a room, it needs to be configured
separately.

Optional field, this parameter is configured when
apNumber 1is not zero, and this parameter
specifically includes the fields in the following 3

lines.

->MAC Address

6*8

To indicate the MAC address of the AP.

->reportRate

To indicate the reporting rate of the sensing server.
During configuration, {{1Hz, 0.5Hz, 0.2Hz,
0.1Hz,...}, ...} can be configured, up to 16 kinds.
If it is less than 16 kinds, 0000 represents 1Hz,
0001 represents 0.5Hz, and so on.

Optional field, which is not configured in the first
initialization request and the first termination

request, that is, it takes a value of null.

->sampleRate

To indicate the CSI sampling rate of the AP. Only
the uppermost 3 bits are used, and the last 1 bit is
reserved and not used. During configuration, {10,
20, 30, 50, 100, 200, 300, 500} Hz can be
configured, 000 represents 10Hz, 001 represents
20H, and so on.

Optional field, which is not configured in the first

termination request.
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The first response, the first initialization response, the first update response and
the first termination response are all sensing response messages of a first type, that is,

Server2 App_Sensing Response.

The sensing response message of a first type includes a message type, a response

result and a failure reason;

the message type occupies 4 bits, and indicates that the sensing response message
of a first type is: the first response when taking a value of a first value; the first update
response when taking a value of a second value; the first initialization response when
taking a value of a third value; and, the first termination response when taking a value

of a fourth value;
the response result occupies 1 bit, and the response result is success or failure;

a failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

when the sensing message of a first type is the first termination response, the

failure reason takes a value of null.
The format of this message is shown in Table 2:

Table 2

parameter number of | explanation
bits

messageType 4 To indicate the message type, enumerate{Trigger,
Update, Initial, Termination} indicates trigger,

update, initialization and termination respectively.

results 1 To indicate a response result, enumerate {Failure,
Succeed}} indicates  failure and  success

respectively.

failureReason 3 To indicate the failure reason. It is configured when
results are Failure. Enumerate {NotEnoughCP,
NotEnoughMemory} is adopted to represent the
failure due to insufficient computing power and

insufficient storage space respectively.
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Optional field, which is not configured in the first

termination response.

The second request, the second request, the second initialization request, the
second update request and the second termination request are all sensing messages of

a second type, that is, APP2AP_Sensing.

The sensing message of a second type includes a message type, a data type, a
sampling rate of measurement data, an IP address version of the sensing server, an IP
address of the sensing server, a port number of the sensing server, a number of

designated STA(s)s and information of each designated STA(s);

wherein, when the sensing message of a second type is the second termination
request, the data type, the sampling rate of measurement data, the IP address version
of the sensing server, the IP address of the sensing server, the port number of the
sensing server, the number of the designated STA(s)s and the information of each

designated STA(s) are all take a value of null;

the message type and the data type each occupy 4 bits, the sampling rate of
measurement data occupies 3 bits, the IP address version of the sensing server
occupies 1 bit, the IP address of the sensing server occupies 128 bits or 32 bits, and

the port number of the sensing server occupies 16 bits;

the information of each designated STA(s) occupies 48 bits and comprises a

MAC address of the STA.

The format of this message is shown in Table 3.

Table 3
parameter number |explanation
of bits
messageType 4 To indicate the message type, enumerate { Trigger,
Update, Initial, Termination, er)s

0000,0001,0010,0011 indicate trigger, update,
initialization and termination respectively, and the

unused values are temporarily reserved.

dataType 4 To indicate the data type of CSI to be collected,




Enumerate {NULL Data, QoS NULL data, data,
QoS Data, ...}, 0000,0001,0010,0011 respectively
represent NULL data, QoS NULL data, Data and
QoS data, and the unused values are temporarily
reserved.

Optional field, which is not configured in the
second termination request, that is, it takes a value
of 0.

sampleRate

To indicate the CSI sampling rate of the AP.
During configuration, {10, 20, 30, 50, 100, 200,
300, 500} Hz can be configured, 000 represents
10Hz, 001 represents 20H, and so on.

Optional, it is not configured in the second

termination request, that is, it takes a value of 0.

ipProtocol Version

To indicate the IP address version of the server, 0
represents IPV6 and 1 represents IPv4.
Optional, it is not configured in the second

termination request, that is, it takes a value of 0.

serverlPAddress

16*8
4*8

or

The address of the ServerIP to which the CSI
should be reported, it is related to the
ipProtocalVersion field. In the case of IPv6, it
occupies 16*8 bits in total; in the case of IPv4, it
occupies 4*8 bits in total.

Optional, it is not configured in the second

termination request, that is, it takes a value of 0.

Port

2%8

To indicate the port number of the Server.
Optional, it is not configured in the second

termination request, that is, it takes a value of 0.

staNumber

The number of STAs, with maximum of 256.
Optional, it is not configured in the second

termination request, that is, it takes a value of 0.

STAinfo[staNumber]

To indicate the information of one or more STAs
bound to the AP.

Optional, it is not configured in the second
termination request, that is, it takes a value of 0.
This parameter specifically includes the fields in

the next line.

->STA MAC Address

6*8

The MAC address of the STA connected to the AP.
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The second response, the second initialization response, the second update
response and the second termination response are all sensing response messages of a

second type, namely, AP2APP_Sensing Response’.

The sensing response message of a second type includes a message type, a

response result, a failure reason and a MAC address of the designated AP;

the message type occupies 4 bits and indicates that the sensing response message
of a second type is: the second response when taking a value of a first value; the
second update response when taking a value of a second value; the second
initialization response when taking a value of a third value; and, the second

termination response when taking a value of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, is

represented by a field of enumerate type;

in the event that the sensing message of a second type is the second termination

response, the failure reason takes a value of null;
the MAC address of the designated AP occupies 48 bits.

The format of this message is shown in Table 4:

Table 4
parameter number of | explanation
bits

messageType 4 To indicate the message type, enumerate{Trigger,
Update, Initial, Termination, cer by
0000,0001,0010,0011 indicate trigger, update,
initialization and termination respectively, and
unused values are temporarily reserved.

Results 1 To indicate a response result, enumerate {Failure,
Succeed}}  indicates  failure and  success
respectively.

FailureReason 3 To indicate the failure reason. It is configured when
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results are Failure. Enumerate
{NotSupportCSIMeas, NotEnoughResource}
indicates that CSI measurement is not supported and
current resources are insufficient respectively.

Optional, it is not configured in the second

termination response, that is, it takes a value of null.

AP MAC Address |6*8 To indicate the MAC address of the AP.

The third request, the third initialization request, the third update request and the
third termination request are all sensing messages of a third type, namely,

App2STA_Sensing.

The sensing message of a third type includes a message type and a designated

packet sending rate;

wherein, the message type occupies 4 bits and indicates that the sensing message
of a third type is: the third request when taking a value of a first value; the third
update request when taking a value of a second value; the third initialization request
when taking a value of a third value; and, the third termination request when taking a

value of a fourth value;

the designated packet sending rate and the MAC address of the designated AP
each occupy 4 bits, and in the event that the sensing message of a third type is the

third termination request, the designated packet sending rate takes a value of null;

in the event that the sensing message of a third type is the third request, the third
initialization request or the third update request, the sensing message of a third type

further includes a MAC address of the designated AP, which occupies 48 bits.
The format of this message is shown in Table 5:

Table 5

parameter number of | explanation
bits

messageType 4 To indicate the message type, enumerate{Trigger,
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Update, Initial, Termination, cee by
0000,0001,0010,0011 indicate trigger, update,
initialization and termination respectively, and the

unused values are temporarily reserved.

sampleRate 4 To indicate the packet sending rate. Only the
uppermost 3 bits are used, and the last 1 bit is
reserved and not used. During configuration, {10,
20, 30, 50, 100, 200, 300, 500} Hz can be
configured, 000 represents 10Hz, 001 represents
20H, and so on.

Optional field, which is not configured in the third

termination request, that is, it takes a value of null.

AP MAC Address |6*8 To indicate the MAC address of the AP bound to the
STA.
Optional field, which is not configured in the third

termination request, that is, this parameter is not

included in the third termination request.

The third response, the third response, the third initialization response, the third
update response and the third termination response are all sensing response messages

of a third type, namely, STA2App Sensing Response.

The sensing response message of a third type includes a message type, a

response result, a failure reason and a MAC address of the designated STA(s);

the message type occupies 4 bits and indicates that the sensing response message
of a third type is: the third response when taking a value of a first value; the third
update response when taking a value of a second value; the third initialization
response when taking a value of a third value; and, the third termination response

when taking a value of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a third type is the third termination

response, the failure reason takes a value of null.
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The format of this message is shown in Table 6:

Table 6

parameter number |explanation
of bits

messageType 4 To indicate the message type, enumerate{ Trigger,
Update, Initial, Termination, cee by
0000,0001,0010,0011 indicate trigger, update,
initialization and termination respectively, and

unused values are temporarily reserved.

Results 1 To indicate the response result, enumerate
{Failure, Succeed}} indicating failure and success

respectively.

FailureReason 3 To indicate the failure reason. It is configured
when  results are  Failure. Enumerate
{NotSupportCSI, NotEnoughResource} indicates
that CSI sensing signal is not supported and
current resources are insufficient respectively.

Optional field, which is not configured in the third

termination response.

STA MAC Address 6 To indicate the MAC address of the STA.

In addition, the measurement data reported by the designated AP in the above
example is located in a sensing message of a fourth type, namely,

AP2Server Sensing Csilnfo.

The sensing message of a fourth type includes a number of channel state

information CSI samples and CSI samples;

each CSI includes a first number of CSI packets, and each CSI packet is a data
structure of a structural type and is to carry CSI measurement data obtained by a

single sampling of a sensing signal by the designated AP.
The format of this message is shown in Table 7.

Table 7




10

15

20

parameter number |explanation

of bits
csiNumber 8 To indicate the number of CSI samples
CSlInfo[csiNumber ] CSI samples. Maximum number of csiNumber

of CsiPackages are reported.

->CsiPackage CSI data structure, is of a structural type, which

depends on specific implementation and is not

specified in present disclosure.

In one implementation, the sensing result and the sensing initialization result in
the above example are located in a sensing result message, namely,

Server2App Sensing Results.

The sensing result message includes a message type, an initialization result and a

failure reason;

the message type occupies 4 bits and indicates that the sensing result message is
to carry: the sensing result when taking a value of a first value; and, the sensing

initialization result when taking a value of a second value;
the initialization result occupies 1 bit and is either success or failure;

a failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type;

in the event that the sensing result message is to carry the sensing result, the
initialization result and the failure reason each take a value of null, and the sensing
message of a fifth type also includes a number of sensing results and information of

each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

the information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated

AP occupies 48 bits, and the sensing result corresponding to the identifier of the



designated room or the designated AP occupies 8 bits.

The format of this message is shown in Table 8:

Table 8

parameter

number
of bits

explanation

messageType

To indicate the message type, and
enumerate{Trigger, Initial, ...}, 0000,0001
indicate trigger and initialization respectively, and

unused values are temporarily reserved.

initialResults

To indicate the initialization result. enumerate
{Failure, Succeed}}, if it is Failure, the failure
reason will be given in the following parameter.

Optional field, it is only configured in the

initialization result.

FailureReason

To indicate the failure reason.
Enumerate {OutOfTime, NOTEOUGHDATA}
indicates that initialization is timeout and no CSI
data has been received, and CSI data is not enough
to support initialization, respectively.

Optional field, it can be configured only when the

initialization result is Failure.

resultNumber

To indicate the number of reported results, up to
256.

SensingResults

[ resultNumber |

maximum number of resultNumber of rooms or
AP results.
Optional field, it is only configured in the sensing

result of a non-initialization phase.

->roomID

2%8

To indicate the ID of a room.
Optional field, it is either roomID or AP MAC
Address.

->AP MAC Address

6*8

To indicate the MAC address of an AP.
Optional field, it is either roomID or AP MAC
Address.

->sensingResults

To indicate the sensing result, enumerate{False,

True, Invalid} indicates that there is no one, there
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is someone, and an invalid result, respectively,
where the uppermost two bits are used, 00
indicates False, 01 indicates True, 10 indicates

Invalid, and other bits are reserved.

In another example, the sensing result is located in a sensing result message, and

the sensing initialization result is located in a sensing initialization result message.

The sensing result message includes a number of sensing results and each

sensing result;

the number of sensing results occupies 8 bits, and its maximum number is 256;

information of each sensing result includes an identifier of a room where the

designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated

AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

The format of this message is shown in Table 9:

Table 9
parameter number |explanation
of bits
resultNumber 8 To indicate the number of reported results, up to
256.
SensingResults Maximum number of resultNumber of rooms or
[ resultNumber | AP results.
Optional field, it is only configured in the sensing
result of a non-initialization phase.
->roomID 2*8 To indicate the ID of a room.
Optional field, it is either roomID or AP MAC
Address.
>AP MAC Address |6*8 To indicate the MAC address of an AP.

Optional field, it is either roomID or AP MAC
Address.




->sensingResults 8 To indicate the sensing result, enumerate{False,
True, Invalid} indicates that there is no one, there
is someone and an invalid result, respectively,
where the uppermost two bits are used, 00

indicates False, 01 indicates True, 10 indicates

Invalid, and other bits are reserved.

The sensing initialization result message includes an initialization result and a

failure reason;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type.

The format of this message is shown in Table 10:

Table 10
parameter number |explanation
of bits

initialResults 1 To indicate the initialization result. enumerate
{Failure, Succeed}}, if it is Failure, the failure
reason is given in the following parameter.
Optional field, it is only configured in the
initialization result.

FailureReason 3 To indicate the failure reason.

Enumerate {OutOfTime, nNOTEOUGHDATA}
indicates that the initialization is timeout, the
CSI data has not been received, and CSI data is
not enough to support initialization, respectively.

Optional field, which is configured only when

the initialization result is Failure.

By adopting the method in the examples of the present disclosure, not only an
end-to-end WiFi sensing process is specified, but also the specific message structures
of the messages interacting between the devices are specified, such that an end-to-end
sensing initialization, triggering, updating and termination can be realized, which is

beneficial to the landing of the actual end-to-end WiFi sensing service.
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Corresponding to the above method example, an example of the present
disclosure further provides a sensing apparatus, which is applied to a sensing device.

As shown in Fig. 11, the apparatus comprises:

a sending module 1101, to send a first request to a sensing server, wherein the
first request is to request the sensing server to start a sensing service for a designated
AP, and the sensing service of the sensing server is to receive measurement data
reported by the designated AP and obtain a sensing result based on the measurement

data;

a receiving module 1102, to receive a first response sent by the sensing server

with respect to a first request;

wherein, the sending module 1101 1is further to send a second request to the
designated AP when the first response includes a success indication, wherein the
second request is to inform the designated AP to start the sensing service, and the
second request comprises information of a designated STA(s) bound to the designated
AP and information of the sensing server, and the sensing service of the designated
AP is to, after obtaining the measurement data by performing signal measurement on
a sensing signal sent by the designated STA(s), report the measurement data to the

sensing server;

the receiving module 1102 is further to receive a second response sent by the

designated AP with respect to the second request;

the sending module 1101 is further to send a third request to the designated
STA(s) when the second response comprises a success indication, wherein the third
request is to inform the designated STA(s) to send the sensing signal to the designated

AP;

the receiving module 1102 is further to receive a third response sent by the
designated STA(s) with respect to the third request; and, start receiving the sensing
result sent by the sensing server when the third response comprises a success

indication.
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Optionally, the sending module 1101 is further to send a first update request to
the sensing server if information of the designated AP is updated, wherein the first

update request comprises updated information of the designated AP;

the receiving module 1102 is further to receive a first update response sent by the
sensing server with respect to the first update request, wherein the first update

response is to indicate whether the sensing server has been updated successfully.

Optionally, the sending module 1101 is further to send a second update request to
the designated AP if the information of the designated STA(s) bound to the designated
AP or the information of the sensing server is updated, wherein the second update
request comprises updated information of the designated STA(s) bound to the

designated AP and/or updated information of the sensing server;

The receiving module 1102 is further to receive a second update response sent by
the designated AP with respect to the second update request, wherein the second
update response is to indicate whether the designated AP has been updated

successfully.

Optionally, the third request further includes a designated packet sending rate,
and the sending module 1101 is further to send a third update request to the
designated STA(s) if the information of the designated AP bound to the designated
STA(s) or the designated packet sending rate is updated, wherein the third update
request comprises updated information of the designated AP bound to the designated

STAC(s) and/or updated designated packet sending rate;

The receiving module 1102 is further to receive a third update response sent by
the designated STA(s) with respect to the third update request, wherein the third

update response is to indicate whether the designated STA(s) is updated successfully.

Optionally, the sending module 1101 is further to send a first initialization
request to the sensing server, wherein the first initialization request is to request the
sensing server to start a sensing initialization service for the designated AP, and the
sensing initialization service of the sensing server is to receive the measurement data

reported by the designated AP within an initialization time window and obtain a
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sensing initialization result based on the measurement data;

The receiving module 1102 is further to receive a first initialization response sent

by the sensing server with respect to the first initialization request;

The sending module 1101 is further to send a second initialization request to the
designated AP when the first initialization response comprises a success indication,
wherein the second initialization request is to inform the designated AP to start the
sensing initialization service, the second initialization request comprises the
information of the designated STA(s) bound to the designated AP and the information
of the sensing server, and the sensing initialization service of the designated AP is to,
after obtaining the measurement data by performing signal measurement on a sensing
signal sent by the designated STA(s), report the measurement data to the sensing

server ;

The receiving module 1102 is further to receive a second initialization response

sent by the designated AP with respect to the second initialization request;

The sending module 1101 is further to send a third initialization request to the
designated STA(s) when the second initialization response comprises a success
indication, wherein the third initialization request is to inform the designated STA(s)

to start sending the sensing signal to the designated AP;

The receiving module 1102 is further to receive a third initialization response
sent by the designated STA(s) with respect to the third initialization request; and
receive the sensing initialization result sent by the sensing server when the third

initialization response comprises a success indication.

Optionally, the sending module 1101 is further to send a first termination request
to the sensing server, wherein the first termination request is to request the sensing
server to terminate sensing the measurement data reported by the designated AP and

to terminate reporting the sensing result to the sensing device;

The receiving module 1102 is further to receive a first termination response sent

by the sensing server with respect to the first termination request;
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The sending module 1101 is further to send a second termination request to the
designated AP, wherein the second termination request is to request the designated AP

to stop measuring the sensing signal;

The receiving module 1102 is further to receive a second termination response

sent by the designated AP with respect to the second termination request;

The sending module 1101 is further to send a third termination request to the
designated STA(s), wherein the third termination request is to request the designated

STA(s) to stop sending the sensing signal;

The receiving module 1102 is further to receive a third termination response sent

by the designated STA(s) with respect to the third termination request.

Optionally, the first request, the first initialization request, the first update request

and the first termination request are all sensing messages of a first type;

the sensing message of a first type comprises a message type, an initialization

time window and information of a designated AP;

wherein, the message type occupies 4 bits and indicates that the sensing message
of a first type is: the first request when taking a value of a first value; the first update
request when taking a value of a second value; the first initialization request when
taking a value of a third value; and, the first termination request when taking a value

of a fourth value;

the initialization time window occupies 4 bits and takes a value of null in the

event that the sensing message of a first type is not the first initialization request;

in the event that the designated AP is bound to a room, the sensing message of a
first type further comprises a number of rooms and room information of each room,
the information of the designated AP is located in the room information of the bound
room, and the room information comprises a room identifier, a reporting rate of the
sensing server, a data type of measurement data, a number of designated APs in the
room and information of each designated AP; wherein, the number of rooms occupies

8 bits, the room identifier occupies 16 bits, and the reporting rate of the sensing server
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and the data type of the measurement data each occupy 4 bits, and the values of the
reporting rate of the sensing server and the data type of the measurement data are null
in the event that the sensing message of a first type is the first initialization request or
the first termination request; the number of designated APs in the room occupies 8
bits; the information of each designated AP in the room comprises a MAC address of
the AP, and a sampling rate of measurement data by the AP, wherein the MAC
address of the AP occupies 48 bits, and the sampling rate of measurement data by the
AP occupies 4 bits, and the sampling rate of measurement data by the AP in the room
takes a value of null in the event that the sensing message of a first type is the first

termination request;

in the event that the designated AP is not bound to a room, the sensing message
of a first type also comprises a number of designated APs, and the information of each
designated AP comprises a MAC address of the AP, a reporting rate of the sensing

server and a sampling rate of measurement data by the AP;

wherein, the number of the designated APs occupies 8 bits, the MAC address of
the AP occupies 48 bits, and the reporting rate of the sensing server and the sampling
rate of measurement data by the AP each occupy 4 bits; when the sensing message of
a first type is the first initialization request or the first termination request, the
reporting rate of the sensing server takes a value of null; in the event that the sensing
message of a first type is the first termination request, the sampling rate of

measurement data by the designated AP takes a value of null.

Optionally, the first response, the first initialization response, the first update

response and the first termination response are all sensing response messages of a first

type;

the sensing response message of a first type includes a message type, a response

result and a failure reason;

the message type occupies 4 bits, and indicates that the sensing response message
of a first type is: the first response when taking a value of a first value; the first update

response when taking a value of a second value; the first initialization response when
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taking a value of a third value; and, the first termination response when taking a value

of a fourth value;
the response result occupies 1 bit, and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a first type is the first termination

response, the failure reason takes a value of null.

Optionally, the second request, the second initialization request, the second

update request and the second termination request are all sensing message of a second

types;

the sensing message of a second type comprises a message type, a data type, a
sampling rate of measurement data, an IP address version of the sensing server, an IP
address of the sensing server, a port number of the sensing server, a number of the

designated STA(s)s and information of each designated STA(s);

wherein, when the sensing message of a second type is the second termination
request, the data type, the sampling rate of the measurement data, the IP address
version of the sensing server, the IP address of the sensing server, the port number of
the sensing server, the number of the designated STA(s)s and the information of each

designated STA(s) all take a value of null;

the message type and the data type each occupy 4 bits, the sampling rate of the
measurement data occupies 3 bits, the IP address version of the sensing server
occupies 1 bit, the IP address of the sensing server occupies 128 bits or 32 bits, and

the port number of the sensing server occupies 16 bits;

the information of each designated STA(s) occupies 48 bits and comprises a

MAC address of the STA.

Optionally, the second response, the second initialization response, the second

update response and the second termination response are all sensing response
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messages of a second type;

the sensing response message of a second type comprises a message type, a

response result, a failure reason and a MAC address of the designated AP;

the message type occupies 4 bits and indicates that the sensing response message
of a second type is: the second response when taking a value of a first value; the
second update response when taking a value of a second value; the second
initialization response when taking a value of a third value; and, the second

termination response when taking a value of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a second type is the second termination

response, the failure reason takes a value of null;
the MAC address of the designated AP occupies 48 bits.

Optionally, the third request, the third initialization request, the third update

request and the third termination request are all sensing messages of a third type;

the sensing message of a third type comprises a message type and a designated

packet sending rate;

wherein, the message type occupies 4 bits, and indicates that the sensing message
of a third type is: the third request when taking a value of a first value; the third
update request when taking a value of a second value; the third initialization request
when taking a value of a third value; and, the third termination request when taking a

value of a fourth value;

the designated packet sending rate and the MAC address of the designated AP
each occupy 4 bits, and in the event that the sensing message of a third type is the

third termination request, the designated packet sending rate takes a value of null;
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in the event that the sensing message of a third type is the third request, the third
initialization request or the third update request, the sensing message of a third type

further comprises a MAC address of the designated AP, which occupies 48 bits.

Optionally, the third response, the third initialization response, the third update
response and the third termination response are all sensing response messages of a

third type;

the sensing response message of a third type includes a message type, a response

result, a failure reason and a MAC address of the designated STA(s);

the message type occupies 4 bits and indicates that the sensing response message
of a third type is: the third response when taking a value of a first value; the third
update response when taking a value of a second value; the third initialization
response when taking a value of a third value; and, the third termination response

when taking a value of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a third type is the third termination

response, the failure reason takes a value of null.

Optionally, the measurement data reported by the designated AP is located in a

sensing message of a fourth type;

the sensing message of a fourth type includes a number of channel state

information (CSI) samples and CSI samples;

each CSI sample includes a CSI packet, which is a data structure of structural
type, and is to carry CSI measurement data obtained by a single sampling of a sensing

signal by the designated AP.

Optionally, the sensing result and the sensing initialization result are located in a

sensing result message;
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the sensing result message includes a message type, an initialization result and a

failure reason;

the message type occupies 4 bits and indicates that the sensing result message is
to carry: the sensing result when taking a value of a first value; and the sensing

initialization result when taking a value of a second value;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type;

in the event that the sensing result message is to carry the sensing result, the
initialization result and the failure reason each take a value of null, and the sensing
message of a fifth type also comprises a number of sensing results and information of

each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

the information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

Optionally, the sensing result is located in a sensing result message, and the

sensing result message includes a number of sensing results and each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
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AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

Optionally, the sensing initialization result is located in a sensing initialization

result message;

the sensing initialization result message includes an initialization result and a

failure reason;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, is

represented by a field of enumerate type.

Corresponding to the above method example, an example of the present
disclosure further provides a sensing apparatus, which is applied to a sensing server.

As shown in Fig. 12, the apparatus comprises:

a receiving module 1201, to receive a first request sent by a sensing device,
wherein the first request is to request the sensing server to trigger a sensing service for

a designated AP;

a sending module 1202, to send a first response with respect to the first request to

the sensing device;

wherein, the receiving module 1201 is further to receive measurement data
reported by the designated AP when the first response comprises a success indication,
wherein the designated AP is bound to a designated STA(s), and the measurement
data is obtained after the designated AP performs signal measurement on a sensing

signal sent by the designated STA(s);

a reporting module 1203, to report a sensing result of the measurement data to

the sensing device.

Optionally, the receiving module 1201 is further to receive a first update request
sent by the sensing device, wherein the first update request comprises updated

information of the designated AP;
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the sending module 1202 is further to send a first update response with respect to
the first update request to the sensing device, wherein the first update response is to

indicate whether the sensing server has been updated successfully.

Optionally, the receiving module 1201 is further to receive a first initialization
request sent by the sensing device, wherein the first initialization request comprises an

initialization time window and information of the designated AP;

the sending module 1202 is further to send a first initialization response with

respect to the first initialization request to the sensing device;

the receiving module 1201 is further to receive the measurement data sent by the
designated AP when the first initialization response includes a success indication,
wherein the designated AP is bound to a designated STA(s), and the measurement
data is obtained after the designated AP performs signal measurement on a sensing

signal sent by the designated STA(s);

the sending module 1202 is further to send a sensing initialization result of the

measurement data to the sensing device.

Optionally, the receiving module 1201 is further to receive a first termination
request sent by the sensing device, wherein the first termination request is to request
the sensing server to terminate sensing the measurement data reported by the

designated AP and to terminate reporting the sensing result to the sensing device;

the sending module 1202 is further to send a first termination response with

respect to the first termination request to the sensing device.

Optionally, the first request, the first initialization request, the first update request

and the first termination request are all sensing messages of a first type;

the sensing message of a first type comprises a message type, an initialization

time window and information of a designated AP;

wherein, the message type occupies 4 bits and indicates that the sensing message

of a first type is: the first request when taking a value of a first value; the first update
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request when taking a value of a second value; the first initialization request when
taking a value of a third value; and, the first termination request when taking a value

of a fourth value;

the initialization time window occupies 4 bits, and takes a value of null in the

event that the sensing message of a first type is not the first initialization request;

in the event that the designated AP is bound to a room, the sensing message of a
first type further includes a number of rooms and room information of each room, and
the information of the designated AP is located in the room information of the bound
room, and the room information includes a room identifier, a reporting rate of the
sensing server, a data type of measurement data, a number of designated APs in the
room and information of each designated AP; wherein, the number of rooms occupies
8 bits, the room identifier occupies 16 bits, the reporting rate of the sensing server and
the data type of the measurement data each occupy 4 bits, and the values of the
reporting rate of the sensing server and the data type of the measurement data are null
in the event that the sensing message of a first type is the first initialization request or
the first termination request; the number of designated APs in the room occupies 8
bits; the information of each designated AP in the room comprises a MAC address of
the AP and a sampling rate of measurement data by the AP, wherein the MAC address
of the AP occupies 48 bits, and the sampling rate of measurement data by the AP
occupies 4 bits, and the sampling rate of measurement data by the AP in the room
takes a value of null in the event that the sensing message of a first type is the first

termination request;

in the event that the designated AP is not bound to a room, the sensing message
of a first type also comprises a number of designated APs, and the information of each
designated AP comprises a MAC address of the AP, a reporting rate of the sensing

server and a sampling rate of measurement data by the AP;

wherein, the number of designated APs occupies 8 bits, the MAC address of the
AP occupies 48 bits, and the reporting rate of the sensing server and the sampling rate

of measurement data by the AP each occupy 4 bits; in the event that the sensing
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message of a first type is the first initialization request or the first termination request,
the reporting rate of the sensing server takes a value of null; in the event that the
sensing message of a first type is the first termination request, the sampling rate of

measurement data by the designated AP takes a value of null.

Optionally, the first response, the first response, the first initialization response,
the first update response and the first termination response are all a sensing response

messages of a first type;

the sensing response message of a first type comprises a message type, a

response result and a failure reason;

the message type occupies 4 bits, and indicates that the sensing message of a first
type is: the first response when taking a value of a first value; the first update response
when taking a value of a second value; the first initialization response when taking a
value of a third value; and, the first termination response when taking a value of a

fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a first type is the first termination

response, the failure reason takes a value of null.

Optionally, the measurement data reported by the designated AP is located in a

sensing message of a fourth type;

the sensing message of a fourth type comprises a number of channel state

information (CSI) samples and CSI samples;

each CSI sample comprises a CSI packet, which is a data structure of a structural
type, and is to carry CSI measurement data obtained by a single sampling of a sensing

signal by the designated AP.

Optionally, the sensing result and the sensing initialization result are located in a
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sensing result message;

the sensing result message comprises a message type, an initialization result and

a failure reason;

the message type occupies 4 bits and indicates that the sensing result message is
to carry: the sensing result when taking a value of a first value; and, the sensing

initialization result when taking a value of a second value;
the initialization result occupies 1 bit, and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type;

in the event that the sensing result message is to carry the sensing result, the
initialization result and the failure reason each take a value of null, and the sensing
message of a fifth type also comprises a number of sensing results and information of

each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

the information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

Optionally, the sensing result is located in a sensing result message, and the

sensing result message includes a number of sensing results and each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;
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the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

Optionally, the sensing initialization result is located in a sensing initialization

message;

the sensing initialization message comprises an initialization result and a failure

reason;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type.

Corresponding to the above method example, an example of the present
disclosure provides a sensing device. As shown in fig. 13, the sensing device
comprises a processor 1301; a transceiver 1304; a machine-readable storage medium
1302 having stored therein machine-executable instructions that can be executed by

the processor 1301; the machine-executable instructions cause the processor 1301 to:

send, through the transceiver 1304, a first request to a sensing server, wherein the
first request is to request the sensing server to start a sensing service for a designated
AP, and the sensing service of the sensing server is to receive measurement data
reported by the designated AP and obtain a sensing result based on the measurement

data;

receive, through the transceiver 1304, a first response sent by the sensing server

with respect to the first request;

send, through the transceiver 1304, a second request to the designated AP when
the first response includes a success indication, wherein the second request is to
inform the designated AP to start the sensing service, and the second request
comprises information of a designated STA(s) bound to the designated AP and
information of the sensing server, and the sensing service of the designated AP is to,

after obtaining the measurement data by performing signal measurement on a sensing
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signal sent by the designated STA(s), report the measurement data;

receive, through the transceiver 1304, a second response sent by the designated

AP with respect to the second request;

send, through the transceiver 1304, a third request to the designated STA(s)
when the second response includes a success indication, wherein the third request is to

inform the designated STA(s) to send the sensing signal to the designated AP;

receive, through the transceiver 1304, a third response sent by the designated

STA(s) with respect to the third request;

start receiving, through the transceiver 1304, the sensing result sent by the

sensing server when the third response includes a success indication.

Optionally, the machine-executable instructions further cause the processor 1301

to perform the following blocks:

send, through the transceiver 1304, a first update request to the sensing server if
information of the designated AP is updated, wherein the first update request

comprises updated information of the designated AP;

receive, through the transceiver 1304, a first update response sent by the sensing
server with respect to the first update request, wherein the first update response is to

indicate whether the sensing server has been updated successfully.

Optionally, the machine-executable instructions further cause the processor 1301

to perform the following blocks:

send, through the transceiver 1304, a second update request to the designated AP
if the information of the designated STA(s) bound to the designated AP or the
information of the sensing server is updated, wherein the second update request
includes updated information of the designated STA(s) bound to the designated AP

and/or updated information of the sensing server;

receive, through the transceiver 1304, a second update response sent by the

designated AP with respect to the second update request, wherein the second update
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response is to indicate whether the designated AP is updated successfully.

Optionally, the third request further includes a designated packet sending rate;
the machine-executable instructions also cause the processor 1301 to perform the

following blocks:

send, through the transceiver 1304, a third update request to the designated
STA(s) if the information of the designated AP bound to the designated STA(s) or the
designated packet sending rate is updated, wherein the third update request includes
updated information of the designated AP bound to the designated STA(s) and/or an

updated designated packet sending rate;

receive, through the transceiver 1304, a third update response sent by the
designated STA(s) with respect to the third update request, wherein the third update

response is to indicate whether the designated STA(s) has been updated successfully.

Optionally, the machine-executable instructions further cause the processor 1301

to perform the following blocks:

send, through the transceiver 1304, a first initialization request to the sensing
server, wherein the first initialization request is to request the sensing server to start a
sensing initialization service for the designated AP, and the sensing initialization
service of the sensing server is to receive the measurement data reported by the
designated AP within an initialization time window and obtain a sensing initialization

result based on the measurement data;

receive, through the transceiver 1304, a first initialization response sent by the

sensing server with respect to the first initialization request;

send, through the transceiver 1304, a second initialization request to the
designated AP when the first initialization response includes a success indication,
wherein the second initialization request is to inform the designated AP to start the
sensing initialization service, and the second initialization request comprises the
information of the designated STA(s) bound to the designated AP and information of

the sensing server, and the sensing initialization service of the designated AP is to,
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after obtaining the measurement data by performing signal measurement on a sensing
signal sent by the designated STA(s), report the measurement data to the sensing

server;

receive, through the transceiver 1304, a second initialization response sent by the

designated AP with respect to the second initialization request;

send, through the transceiver 1304, a third initialization request to the designated
STA(s) when the second initialization response includes a success indication, wherein
the third initialization request is to inform the designated STA(s) to start sending the

sensing signal to the designated AP;

receive, through the transceiver 1304, a third initialization response sent by the

designated STA(s) with respect to the third initialization request;

receive, through the transceiver 1304, the sensing initialization result sent by the

sensing server when the third initialization response includes a success indication.

Optionally, the machine-executable instructions further cause the processor 1301

to perform the following blocks:

send, through the transceiver 1304, a first termination request to the sensing
server, wherein the first termination request is to request the sensing server to
terminate sensing the measurement data reported by the designated AP and to

terminate reporting the sensing result to the sensing device;

receive, through the transceiver 1304, a first termination response sent by the

sensing server with respect to the first termination request;

send, through the transceiver 1304, a second termination request to the
designated AP, wherein the second termination request is to request the designated AP

to stop measuring the sensing signal;

receive, through the transceiver 1304, a second termination response sent by the

designated AP with respect to the second termination request;

send, through the transceiver 1304, a third termination request to the designated
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STA(s), wherein the third termination request is to request the designated STA(s) to

stop sending the sensing signal;

receive, through the transceiver 1304, a third termination response sent by the

designated STA(s) with respect to the third termination request.

Optionally, the first request, the first initialization request, the first update request

and the first termination request are all sensing messages of a first type;

the sensing message of a first type comprises a message type, an initialization

time window and information of a designated AP;

wherein, the message type occupies 4 bits, and indicates that the sensing message
of a first type is: the first request when taking a value of a first value; the first update
request when taking a value of a second value; the first initialization request when
taking a value of a third value; and, the first termination request when taking a value

of a fourth value;

the initialization time window occupies 4 bits, and takes a value of null in the

event that the sensing message of a first type is not the first initialization request;

in the event that the designated AP is bound to a room, the sensing message of a
first type further comprises a number of rooms and room information of each room,
the information of the designated AP is located in the room information of the bound
room, and the room information includes a room identifier, a reporting rate of the
sensing server, a data type of measurement data, a number of designated APs in the
room and information of each designated AP; wherein, the number of rooms occupies
8 bits, the room identifier occupies 16 bits, the reporting rate of the sensing server and
the data type of the measurement data each occupy 4 bits, and the values of the
reporting rate of the sensing server and the data type of the measurement data are null
in the event that the sensing message of a first type is the first initialization request or
the first termination request; the number of designated APs in the room occupies 8
bits; the information of each designated AP in the room includes a MAC address of
the AP and a sampling rate of measurement data by the AP, wherein the MAC address

of the AP occupies 48 bits, and the sampling rate of measurement data by the AP
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occupies 4 bits, and the sampling rate of measurement data by the AP in the room
takes a value of null when the sensing message of a first type is the first termination

request;

in the event that the designated AP is not bound to a room, the sensing message
of a first type also comprises a number of designated APs, and the information of each
designated AP includes a MAC address of the AP, a reporting rate of the sensing

server and a sampling rate of measurement data by the AP;

wherein, the number of the designated APs occupies 8 bits, the MAC address of
the AP occupies 48 bits, and the reporting rate of the sensing server and the sampling
rate of measurement data by the AP each occupy 4 bits; in the event that the sensing
message of a first type is the first initialization request or the first termination request,
the reporting rate of the sensing server takes a value of null; in the event that the
sensing message of a first type is the first termination request, the sampling rate of the

measurement data by the designated AP takes a value of null.

Optionally, the first response, the first initialization response, the first update
response and the first termination response are all a sensing response messages of a

first type;

the sensing response message of a first type includes a message type, a response

result and a failure reason,;

the message type occupies 4 bits and indicates that the sensing message of a first
type is: the first response when taking a value of a first value; the first update response
when taking a value of a second value; the first initialization response when taking a
value of a third value; and, the first termination response when taking a value of a

fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a first type is the first termination
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response, the failure reason takes a value of null.

Optionally, the second request, the second initialization request, the second
update request and the second termination request are all sensing messages of a

second type;

the sensing message of a second type comprises a message type, a data type, a
sampling rate of measurement data, an IP address version of the sensing server, an IP
address of the sensing server, a port number of the sensing server, the number of the

designated STA(s)s and information of each designated STA(s);

wherein, when the sensing message of a second type is the second termination
request, the data type, the sampling rate of measurement data, the IP address version
of the sensing server, the IP address of the sensing server, the port number of the
sensing server, the number of the designated STA(s)s and the information of each

designated STA(s) are all take a value of null;

the message type and the data type each occupy 4 bits, the sampling rate of the
measurement data occupies 3 bits, the IP address version of the sensing server
occupies 1 bit, the IP address of the sensing server occupies 128 bits or 32 bits, and

the port number of the sensing server occupies 16 bits;

the information of each designated STA(s) occupies 48 bits and comprises a

MAC address of the STA.

Optionally, the second response, the second initialization response, the second
update response and the second termination response are all sensing response

messages of a second type;

the sensing response message of a second type comprises a message type, a

response result, a failure reason and MAC address of the designated AP;

the message type occupies 4 bits, and indicates that the sensing response message
of a second type is: the second response when taking a value of a first value; the
second update response when taking a value of a second value; the second

initialization response when taking a value of a third value; and, the second
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termination response when taking a value of a fourth value;

the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, is

represented by a field of enumerate type;

in the event that the sensing message of a second type is the second termination

response, the failure reason takes a value of null;
the MAC address of the designated AP occupies 48 bits.

Optionally, the third request, the third initialization request, the third update

request and the third termination request are all sensing messages of a third type;

the sensing message of a third type includes a message type and a designated

packet sending rate;

wherein, the message type occupies 4 bits, and indicates that the sensing message
of a third type is: the third request when taking a value of a first value; the third
update request when taking a value of a second value; the third initialization request
when taking a value of a third value; and, the third termination request when taking a

value of a fourth value;

the designated packet sending rate and the MAC address of the designated AP
each occupy 4 bits, and in the event that the sensing message of a third type is the

third termination request, the designated packet sending rate takes a value of null;

in the event that the sensing message of a third type is the third request, the third
initialization request or the third update request, the sensing message of a third type

further includes a MAC address of the designated AP, which occupies 48 bits.

Optionally, the third response, the third initialization response, the third update
response and the third termination response are all sensing response messages of a

third type;

the sensing response message of a third type includes a message type, a response
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result, a failure reason and a MAC address of the designated STA(s);

the message type occupies 4 bits, and indicates that the sensing response message
of a third type is: the third response when taking a value of a first value; the third
update response when taking a value of a second value; the third initialization
response when taking a value of a third value; the third termination response when

taking a value of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a third type is the third termination

response, the failure reason takes a value of null.

Optionally, the measurement data reported by the designated AP is located in the

sensing message of a fourth type;

the sensing message of a fourth type comprises a number of channel state

information (CSI )samples and CSI samples;

each CSI sample comprises a CSI packet, which is a data structure of a structural
type and is to carry CSI measurement data obtained by a single sampling of a sensing

signal by the designated AP.

Optionally, the sensing result and the sensing initialization result are located in a

sensing result message;

the sensing result message includes a message type, an initialization result and a

failure reason;

the message type occupies 4 bits and indicates that the sensing result message is
to carry: the sensing result when taking a value of a first value; and, the sensing

initialization result when taking a value of a second value;

the initialization result occupies 1 bit and is either success or failure;



10

15

20

25

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type;

in the event that the sensing result message is to carry the sensing result, the
initialization result and the failure reason each take a value of null, and the sensing
message of a fifth type also includes a number of sensing results and information of

each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

the information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

Optionally, the sensing result is located in a sensing result message, and the

sensing result message includes a number of sensing results and each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

Optionally, the sensing initialization result is located in a sensing initialization

result message;

the sensing initialization result message includes an initialization result and a

failure reason;
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the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type.

As shown in Fig. 13, the network device may further comprise a communication
bus 1303. The processor 1301, the machine-readable storage medium 1302 and the
transceiver 1304 communicate with each other via the communication bus 1303,
which can be a Peripheral Component Interconnect (PCI) bus or an Extended Industry
Standard Architecture (EISA) bus, or the like. The communication bus 1303 can be

divided into an address bus, a data bus, a control bus and the like.

The transceiver 1304 can be a wireless communication module and performs

data interaction with other devices under the control of the processor 1301.

The machine-readable storage medium 1302 may include a Random Access
Memory (RAM) or a Non-Volatile Memory (NVM), such as at least one disk memory.
In addition, the machine-readable storage medium 1302 can also be at least one

storage device located away from the aforementioned processor.

The processor 1301 may be a general-purpose processor, comprising a Central
Processing Unit (CPU) and a Network Processor (NP). It can also be a Digital Signal
Processing (DSP), an Application Specific Integrated Circuit (ASIC), a
Field-Programmable Gate Array (FPGA) or other programmable logic devices,

discrete gate or transistor logic devices, and discrete hardware components.

Corresponding to the above method example, an example of the present
disclosure further provides a sensing server. As shown in Fig. 14, the sensing server

comprises:
a processor 1401;
a transceiver 1404;

a machine-readable storage medium 1402 having stored therein

machine-executable instructions that can be executed by the processor 1401; wherein
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the machine-executable instructions cause the processor 1401 to:

receive, through the transceiver 1404, a first request sent by a sensing device,
wherein the first request is to request the sensing server to trigger a sensing service for

a designated AP;

send, through the transceiver 1404, a first response with respect to the first

request to the sensing device;

receive, through the transceiver 1404, measurement data reported by the
designated AP when the first response includes a success indication, wherein the
designated AP is bound to a designated STA(s), and the measurement data is obtained
after the designated AP performs signal measurement on a sensing signal sent by the

designated STA(s);

report, through the transceiver 1404, a sensing result of the measurement data to

the sensing device.

Optionally, in the event that a first sensing trigger result is failure, the first

response includes a failure reason.

Optionally, the machine-executable instructions further cause the processor 1401

to:

receive, through the transceiver 1404, a first update request sent by the sensing
device, wherein the first update request includes updated information of the

designated AP;

send, through the transceiver 1404, a first update response with respect to the
first update request to the sensing device, wherein the first update response is to

indicate whether the sensing server has been updated successfully.

Optionally, the machine-executable instructions further cause the processor 1401

to:

receive, through the transceiver 1404, a first initialization request sent by the

sensing device, wherein the first initialization request includes an initialization time
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window and information of the designated AP;

send, through the transceiver 1404, a first initialization response with respect to

the first initialization request to the sensing device;

receive, through the transceiver 1404, the measurement data sent by the
designated AP when the first initialization response includes a success indication,
wherein the designated AP is bound to a designated STA(s), and the measurement
data is obtained after the designated AP performs signal measurement on a sensing

signal sent by the designated STA(s);

send, through the transceiver 1404, a sensing initialization result of the

measurement data to the sensing device.

Optionally, the machine-executable instructions further cause the processor 1401

to:

receive, through the transceiver 1404, a first termination request sent by the
sensing device, wherein the first termination request is to request the sensing server to
terminate sensing the measurement data reported by the designated AP and to

terminate reporting the sensing result to the sensing device;

send, through the transceiver 1404, a first termination response with respect to

the first termination request to the sensing device.

Optionally, the first request, the first initialization request, the first update request

and the first termination request are all sensing messages of a first type;

the sensing message of a first type includes a message type, the initialization

time window and information of a designated AP;

wherein, the message type occupies 4 bits and indicates that the sensing message
of a first type is: the first request when taking a value of a first value; the first update
request when taking a value of a second value; the first initialization request when
taking a value of a third value; and, the first termination request when taking a value

of a fourth value;
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the initialization time window occupies 4 bits, and takes a value of null in the

event that the sensing message of a first type is not the first initialization request;

in the event that the designated AP is bound to a room, the sensing message of a
first type further includes a number of rooms and room information of each room, and
the information of the designated AP is located in the room information of the bound
room, and the room information includes a room identifier, a reporting rate of the
sensing server, a data type of measurement data, a number of designated APs in the
room and information of each designated AP; wherein, the number of rooms occupies
8 bits, the room identifier occupies 16 bits, the reporting rate of the sensing server and
the data type of the measurement data each occupy 4 bits, and the values of the
reporting rate of the sensing server and the data type of the measurement data are null
in the event that the sensing message of a first type is the first initialization request or
the first termination request; the number of designated APs in the room occupies 8
bits; the information of each designated AP in the room includes a MAC address of
the AP and sampling rate of the AP sampling the measurement data, wherein the
MAC address of the AP occupies 48 bits, and the sampling rate of measurement data
by the AP occupies 4 bits, and the sampling rate of measurement data by the AP in the
room takes a value of null in the event that the sensing message of a first type is the

first termination request;

in the event that the designated AP is not bound to a room, the sensing message
of a first type also includes a number of designated APs, and the information of each
designated AP includes a MAC address of the AP, the reporting rate of the sensing

server and the sampling rate of measurement data by the AP;

wherein, the number of designated APs occupies 8 bits, the MAC address of the
AP occupies 48 bits, and the reporting rate of the sensing server and the sampling rate
of measurement data by the AP each occupy 4 bits; in the event that the sensing
message of a first type is the first initialization request or the first termination request,
the reporting rate of the sensing server takes a value of null; when the sensing
message of a first type is the first termination request, the sampling rate of the

measurement data by the designated AP takes a value of null.
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Optionally, the first response, the first initialization response, the first update
response and the first termination response are all a sensing response messages of a

first type;

the sensing response message of a first type includes a message type, a response

result and a failure reason;

the message type occupies 4 bits and indicates that the sensing message of a first
type is: the first response when taking a value of a first value; the first update response
when taking a value of a second value; the first initialization response when taking a
value of a third value; and, the first termination response when taking a value of a

fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, the

failure reason is represented by a field of enumerate type;

in the event that the sensing message of a first type is the first termination

response, the failure reason takes a value of null.

Optionally, the measurement data reported by the designated AP is located in the

sensing message of a fourth type;

the sensing message of a fourth type includes a number of channel state

information (CSI) samples and CSI samples;

each CSI sample includes a CSI packet, which is a data structure of structural
type, and is to carry CSI measurement data obtained by a single sampling of a sensing

signal by the designated AP.

Optionally, the sensing result and the sensing initialization result are located in a

sensing result message;

the sensing result message includes a message type, an initialization result and a

failure reason;
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the message type occupies 4 bits and indicates that the sensing result message is
to carry: the sensing result when taking a value of a first value; and, the sensing

initialization result when taking a value of a second value;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type;

in the event that the sensing result message is to carry the sensing result, the
initialization result and the failure reason each take a value of null, and the sensing
message of a fifth type also comprises a number of sensing results and information of

each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

the information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

Optionally, the sensing result is located in a sensing result message, and the

sensing result message includes a number of sensing results and each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

information of each sensing result includes an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.
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Optionally, the sensing initialization result is located in a sensing initialization

message;

the sensing initialization message includes an initialization result and a failure

reason;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, the

failure reason is represented by a field of enumerate type.

As shown in Fig. 14, the network device may also include a communication bus
1403. The processor 1401, the machine-readable storage medium 1402 and the
transceiver 1404 communicate with each other via the communication bus 1403,
which can be a Peripheral Component Interconnect (PCI) bus or an Extended Industry
Standard Architecture (EISA) bus or the like. The communication bus 1403 can be

divided into an address bus, a data bus, a control bus and the like.

The transceiver 1404 can be a wireless communication module and performs

data interaction with other devices under the control of the processor 1401.

The machine-readable storage medium 1402 may include a Random Access
Memory (RAM) or a Non-Volatile Memory (NVM), such as at least one disk memory.
In addition, the machine-readable storage medium 1402 can also be at least one

storage device located away from the aforementioned processor.

The processor 1401 may be a general-purpose processor, comprising a Central
Processing Unit (CPU) and a Network Processor (NP). It can also be a Digital Signal
Processing (DSP), an Application Specific Integrated Circuit (ASIC), a
Field-Programmable Gate Array (FPGA) or other programmable logic devices,

discrete gate or transistor logic devices, and discrete hardware components.

Based on the same inventive concept, according to the method provided by the
above examples of the present disclosure, an example of the present disclosure also
provides a machine-readable storage medium having stored therein

machine-executable instructions that can be executed by the processor. The machine
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executable instructions cause the processor to carry out the blocks of any of the above

sensing methods.

In yet another example provided by the present disclosure, a computer program
product containing instructions is also provided, which, when running on a computer,
causes the computer to execute the blocks of any sensing method in the above

examples.

It should be noted that in the present disclosure, relational terms such as first and
second are only used to distinguish one entity or operation from another entity or
operation, and do not necessarily require or imply that there is any such actual
relationship or order between these entities or operations. Moreover, the terms
“comprising”, “comprising” or any other variation thereof are intended to cover
non-exclusive inclusions, so that a process, method, article or device comprising a
series of elements includes not only those elements, but also other elements not
explicitly listed or elements inherent to such process, method, article or device.
Without further restrictions, an element defined by the phrase “comprising one” does
not exclude the existence of other identical elements in the process, method, article or

device comprising the element.

The above is only the preferred example of the present disclosure, and it is not
used to limit the present disclosure. Any modification, equivalent replacement,
improvement, etc. made within the spirit and principle of the present disclosure

should be included within the scope of protection of the present disclosure.
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CLAIMS

What is claimed is:

1. A sensing method, which is applied to a sensing device, comprising:

sending a first request to a sensing server, wherein the first request is to request
the sensing server to start a sensing service for a designated AP, and the sensing
service of the sensing server is to receive measurement data reported by the

designated AP and obtain a sensing result based on the measurement data;

receiving a first response sent by the sensing server with respect to the first

request;

sending a second request to the designated AP when the first response comprises
a success indication, wherein the second request is to inform the designated AP to
start the sensing service, and the second request comprises information of a
designated STA(s) bound to the designated AP and information of the sensing server,
and the sensing service of the designated AP is to, after obtaining the measurement
data by performing signal measurement on a sensing signal sent by the designated

STAC(s), report the measurement data to the sensing server;

receiving a second response sent by the designated AP with respect to the second

request,

sending a third request to the designated STA(s) when the second response
comprises a success indication, wherein the third request is to inform the designated

STA(s) to send the sensing signal to the designated AP;

receiving a third response sent by the designated STA(s) with respect to the third

request;

starting receiving the sensing result sent by the sensing server when the third

response comprises a success indication.

2. The method according to claim 1, wherein after starting receiving the sensing

result sent by the sensing server, the method further comprises:
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sending a first update request to the sensing server if information of the
designated AP is updated, wherein the first update request comprises updated

information of the designated AP;

receiving a first update response sent by the sensing server with respect to the
first update request, wherein the first update response is to indicate whether the

sensing server has been updated successfully.

3. The method according to claim 2, wherein after starting receiving the sensing

result sent by the sensing server, the method further comprises:

sending a second update request to the designated AP if the information of the
designated STA(s) bound to the designated AP or the information of the sensing
server is updated, wherein the second update request comprises updated information
of the designated STA(s) bound to the designated AP and/or updated information of

the sensing server;

receiving a second update response sent by the designated AP with respect to the
second update request, wherein the second update response is to indicate whether the

designated AP has been updated successfully.

4. The method according to claim 3, wherein the third request further comprises
a designated packet sending rate; after starting receiving the sensing result sent by the

sensing server, the method further comprises:

sending a third update request to the designated STA(s) if the information of the
designated AP bound to the designated STA(s) or the designated packet sending rate
is updated, wherein the third update request comprises updated information of the
designated AP bound to the designated STA(s) and/or an updated designated packet

sending rate;

receiving a third update response sent by the designated STA(s) with respect to
the third update request, wherein the third update response is to indicate whether the

designated STA(s) has been updated successfully.

5. The method according to claim 4, wherein before sending the first request to
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the sensing server, the method further comprises:

sending a first initialization request to the sensing server, wherein the first
initialization request is to request the sensing server to start a sensing initialization
service for the designated AP, and the sensing initialization service of the sensing
server is to receive the measurement data reported by the designated AP within an
initialization time window and obtain a sensing initialization result based on the

measurement data;

receiving a first initialization response sent by the sensing server with respect to

the first initialization request;

sending a second initialization request to the designated AP when the first
initialization response comprises a success indication, wherein the second
initialization request is to inform the designated AP to start the sensing initialization
service, the second initialization request comprises the information of the designated
STAC(s) bound to the designated AP and the information of the sensing server, and the
sensing initialization service of the designated AP is to, after obtaining the
measurement data by performing signal measurement on a sensing signal sent by the

designated STA(s), report the measurement data to the sensing server;

receiving a second initialization response sent by the designated AP with respect

to the second initialization request;

sending a third initialization request to the designated STA(s) when the second
initialization response comprises a success indication, wherein the third initialization
request is to inform the designated STA(s) to start sending the sensing signal to the

designated AP;

receiving a third initialization response sent by the designated STA(s) with

respect to the third initialization request;

receiving the sensing initialization result sent by the sensing server when the

third initialization response comprises a success indication.

6. The method according to claim 5, wherein after starting receiving the sensing
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result sent by the sensing server, the method further comprises:

sending a first termination request to the sensing server, wherein the first
termination request is to request the sensing server to terminate sensing the
measurement data reported by the designated AP and to terminate reporting the

sensing result to the sensing device;

receiving a first termination response sent by the sensing server with respect to

the first termination request;

sending a second termination request to the designated AP, wherein the second
termination request is to request the designated AP to stop measuring the sensing

signal;

receiving a second termination response sent by the designated AP with respect

to the second termination request;

sending a third termination request to the designated STA(s), wherein the third
termination request is to request the designated STA(s) to stop sending the sensing

signal;

receiving a third termination response sent by the designated STA(s) with respect

to the third termination request.

7. The method according to claim 6, wherein the first request, the first
initialization request, the first update request and the first termination request are all

sensing messages of a first type;

the sensing message of a first type comprises a message type, an initialization

time window and information of a designated AP;

wherein, the message type occupies 4 bits and indicates that the sensing message
of a first type is: the first request when taking a value of a first value; the first update
request when taking a value of a second value; the first initialization request when
taking a value of a third value; and, the first termination request when taking a value

of a fourth value;
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30

the initialization time window occupies 4 bits and takes a value of null in the

event that the sensing message of a first type is not the first initialization request;

in the event that the designated AP is bound to a room, the sensing message of a
first type further comprises a number of rooms and room information of each room,
the information of the designated AP is located in the room information of the bound
room, and the room information comprises a room identifier, a reporting rate of the
sensing server, a data type of measurement data, a number of designated APs in the
room and information of each designated AP; wherein, the number of rooms occupies
8 bits, the room identifier occupies 16 bits, and the reporting rate of the sensing server
and the data type of the measurement data each occupy 4 bits, and the values of the
reporting rate of the sensing server and the data type of the measurement data are null
in the event that the sensing message of a first type is the first initialization request or
the first termination request; the number of designated APs in the room occupies 8
bits; the information of each designated AP in the room comprises a MAC address of
the AP and a sampling rate of measurement data by the AP, wherein the MAC address
of the AP occupies 48 bits, the sampling rate of measurement data by the AP occupies
4 bits, and the sampling rate of measurement data by the AP in the room takes a value
of null in the event that the sensing message of a first type is the first termination

request;

in the event that the designated AP is not bound to a room, the sensing message
of a first type also comprises a number of designated APs, and the information of each
designated AP comprises a MAC address of the AP, a reporting rate of the sensing

server and a sampling rate of measurement data by the AP;

wherein, the number of designated APs occupies 8 bits, the MAC address of the
AP occupies 48 bits, and the reporting rate of the sensing server and the sampling rate
of measurement data by the AP each occupy 4 bits; in the event that the sensing
message of a first type is the first initialization request or the first termination request,
the reporting rate of the sensing server takes a value of null; in the event that the
sensing message of a first type is the first termination request, the sampling rate of

measurement data by the designated AP takes a value of null.
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8. The method according to claim 6, wherein the first response, the first
initialization response, the first update response and the first termination response are

all sensing response messages of a first type;

the sensing response message of a first type comprises a message type, a

response result and a failure reason;

the message type occupies 4 bits and indicates that the sensing response message
of a first type is: the first response when taking a value of a first value; the first update
response when taking a value of a second value; the first initialization response when
taking a value of a third value; and, the first termination response when taking a value

of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, is

represented by a field of enumerate type;

in the event that the sensing message of a first type is the first termination

response, the failure reason takes a value of null.

9. The method according to claim 6, wherein the second request, the second
initialization request, the second update request and the second termination request

are all sensing messages of a second type;

the sensing message of a second type comprises a message type, a data type, a
sampling rate of measurement data, an IP address version of the sensing server, an IP
address of the sensing server, a port number of the sensing server, a number of

designated STA(s)s and information of each designated STA(s);

wherein, when the sensing message of a second type is the second termination
request, the data type, the sampling rate of measurement data, the [P address version
of the sensing server, the IP address of the sensing server, the port number of the
sensing server, the number of designated STA(s)s and the information of each

designated STA(s) all take a value of null;
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the message type and the data type each occupy 4 bits, the sampling rate of
measurement data occupies 3 bits, the IP address version of the sensing server
occupies 1 bit, the IP address of the sensing server occupies 128 bits or 32 bits, and

the port number of the sensing server occupies 16 bits;

the information of each designated STA(s) occupies 48 bits and comprises a

MAC address of the STA.

10. The method according to claim 6, wherein the second response, the second
initialization response, the second update response and the second termination

response are all sensing response messages of a second type;

the sensing response message of a second type comprises a message type, a

response result, a failure reason and a MAC address of the designated AP;

the message type occupies 4 bits and indicates that the sensing response message
of a second type is: the second response when taking a value of a first value; the
second update response when taking a value of a second value; the second
initialization response when taking a value of a third value; and, the second

termination response when taking a value of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, is

represented by a field of enumerate type;

in the event that the sensing message of a second type is the second termination

response, the failure reason takes a value of null;
the MAC address of the designated AP occupies 48 bits.

11. The method according to claim 6, wherein the third request, the third
initialization request, the third update request and the third termination request are all

sensing messages of a third type;

the sensing message of a third type comprises a message type and a designated

packet sending rate;
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wherein, the message type occupies 4 bits and indicates that the sensing message
of a third type is: the third request when taking a value of a first value; the third
update request when taking a value of a second value; the third initialization request
when taking a value of a third value; and, the third termination request when taking a

value of a fourth value;

the designated packet sending rate and the MAC address of the designated AP
each occupy 4 bits, and in the event that the sensing message of a third type is the

third termination request, the designated packet sending rate takes a value of null;

in the event that the sensing message of a third type is the third request, the third
initialization request or the third update request, the sensing message of a third type

further comprises a MAC address of the designated AP, which occupies 48 bits.

12. The method according to claim 6, wherein the third response, the third
initialization response, the third update response and the third termination response

are all sensing response messages of a third type;

the sensing response message of a third type comprises a message type, a

response result, a failure reason and a MAC address of the designated STA(s);

the message type occupies 4 bits and indicates that the sensing response message
of a third type is: the third response when taking a value of a first value; the third
update response when taking a value of a second value; the third initialization
response when taking a value of a third value; and, the third termination response

when taking a value of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, is

represented by a field of enumerate type;

in the event that the sensing message of a third type is the third termination

response, the failure reason takes a value of null.

13. The method according to claim 1, wherein the measurement data reported by
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the designated AP is located in a sensing message of a fourth type;

the sensing message of a fourth type comprises a number of channel state

information (CSI) samples and CSI samples;

each CSI sample comprises a CSI packet, which is a data structure of a structural
type and is to carry CSI measurement data obtained by a single sampling of a sensing

signal by the designated AP.

14. The method according to claim 5, wherein the sensing result and the sensing

initialization result are located in a sensing result message;

the sensing result message comprises a message type, an initialization result and

a failure reason;

the message type occupies 4 bits and indicates that the sensing result message is
to carry: the sensing result when taking a value of a first value; and, the sensing

initialization result when taking a value of a second value;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, is

represented by a field of enumerate type;

in the event that the sensing result message is to carry the sensing result, the
initialization result and the failure reason each take a value of null, and the sensing
message of a fifth type also comprises a number of sensing results and information of

each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

the information of each sensing result comprises an identifier of a room where
the designated AP is located or a MAC address of the designated AP, and a sensing

result corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated

AP occupies 48 bits, and the sensing result corresponding to the identifier of the
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designated room or the designated AP occupies 8 bits.

15. The method according to claim 1, wherein the sensing result is located in a
sensing result message, and the sensing result message comprises a number of sensing

results and each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

information of each sensing result comprises an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

16. The method according to claim 5, wherein the sensing initialization result is

located in a sensing initialization result message;

the sensing initialization result message comprises an initialization result and a

failure reason;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, is

represented by a field of enumerate type.
17. A sensing method, which is applied to a sensing server, comprising:

receiving a first request sent by a sensing device, wherein the first request is to

request the sensing server to trigger a sensing service for a designated AP;
sending a first response with respect to the first request to the sensing device;

receiving measurement data reported by the designated AP when the first
response comprises a success indication, wherein the designated AP is bound to a
designated STA(s), and the measurement data is obtained after the designated AP

performs signal measurement on a sensing signal sent by the designated STA(s);
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reporting a sensing result of the measurement data to the sensing device.

18. The method according to claim 17, wherein after reporting the sensing result

to the sensing device, the method further comprises:

receiving a first update request sent by the sensing device, wherein the first

update request comprises updated information of the designated AP;

sending a first update response with respect to the first update request to the
sensing device, wherein the first update response is to indicate whether the sensing

server has been updated successfully.

19. The method according to claim 18, wherein before receiving the first request

sent by the sensing device, the method further comprises:

receiving a first initialization request sent by the sensing device, wherein the first
initialization request comprises an initialization time window and information of the

designated AP;

sending a first initialization response with respect to the first initialization request

to the sensing device;

receiving the measurement data sent by the designated AP when the first
initialization response comprises a success indication, wherein the designated AP is
bound to a designated STA(s), and the measurement data is obtained after the
designated AP performs signal measurement on a sensing signal sent by the

designated STA(s);

sending a sensing initialization result of the measurement data to the sensing

device.

20. The method according to claim 19, wherein after reporting the sensing result

to the sensing device, the method further comprises:

receiving a first termination request sent by the sensing device, wherein the first
termination request is to request the sensing server to terminate sensing the

measurement data reported by the designated AP and to terminate reporting the
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sensing result to the sensing device;

sending a first termination response with respect to the first termination request

to the sensing device.
21. The method according to claim 20, wherein,

the first request, the first initialization request, the first update request and the

first termination request are all sensing messages of a first type;

the sensing message of a first type comprises a message type, an initialization

time window and information of a designated AP;

wherein, the message type occupies 4 bits and indicates that the sensing message
of a first type is: the first request when taking a value of a first value; the first update
request when taking a value of a second value; the first initialization request when
taking a value of a third value; and, the first termination request when taking a value

of a fourth value;

the initialization time window occupies 4 bits, and takes a value of null in the

event that the sensing message of a first type is not the first initialization request;

in the event that the designated AP is bound to a room, the sensing message of a
first type further comprises a number of rooms and room information of each room,
and the information of the designated AP is located in the room information of the
bound room, and the room information comprises a room identifier, a reporting rate of
the sensing server, a data type of measurement data, a number of designated APs in
the room and information of each designated AP; wherein, the number of rooms
occupies 8 bits, the room identifier occupies 16 bits, and the reporting rate of the
sensing server and the data type of the measurement data each occupy 4 bits, and the
values of the reporting rate of the sensing server and the data type of the measurement
data are null in the event that the sensing message of a first type is the first
initialization request or the first termination request; the number of designated APs in
the room occupies 8 bits; the information of each designated AP in the room

comprises a MAC address of the AP and a sampling rate of measurement data by the
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AP, wherein the MAC address of the AP occupies 48 bits, and the sampling rate of
measurement data by the AP occupies 4 bits, and the sampling rate of measurement
data by the AP in the room takes a value of null in the event that the sensing message

of a first type is the first termination request;

in the event that the designated AP is not bound to a room, the sensing message
of a first type also comprises a number of designated APs, and the information of each
designated AP comprises a MAC address of the AP, a reporting rate of the sensing

server and a sampling rate of measurement data by the AP;

wherein, the number of designated APs occupies 8 bits, the MAC address of the
AP occupies 48 bits, and the reporting rate of the sensing server and the sampling rate
of measurement data by the AP each occupy 4 bits; in the event that the sensing
message of a first type is the first initialization request or the first termination request,
the reporting rate of the sensing server takes a value of null; in the event that the
sensing message of a first type is the first termination request, the sampling rate of

measurement data by the designated AP takes a value of null.

22. The method according to claim 20, wherein the first response, the first
initialization response, the first update response and the first termination response are

all sensing response messages of a first type;

the sensing response message of a first type comprises a message type, a

response result and a failure reason;

the message type occupies 4 bits and indicates that the sensing response message
of a first type is: the first response when taking a value of a first value; the first update
response when taking a value of a second value; the first initialization response when
taking a value of a third value; and, the first termination response when taking a value

of a fourth value;
the response result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the response result is failure, is

represented by a field of enumerate type;
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in the event that the sensing message of a first type is the first termination

response, the failure reason takes a value of null.

23. The method according to claim 20, wherein the measurement data reported

by the designated AP is located in a sensing message of a fourth type;

the sensing message of a fourth type comprises a number of channel state

information (CSI) samples and CSI samples;

each CSI sample comprises a CSI packet, which is a data structure of a structural
type, and is to carry CSI measurement data obtained by a single sampling of a sensing

signal by the designated AP.

24. The method according to claim 20, wherein the sensing result and the sensing

initialization result are located in a sensing result message;

the sensing result message comprises a message type, an initialization result and

a failure reason;

the message type occupies 4 bits and indicates that the sensing result message is
to carry: the sensing result when taking a value of a first value; and, the sensing

initialization result when taking a value of a second value;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, is

represented by a field of enumerate type;

in the event that the sensing result message is to carry the sensing result, the
initialization result and the failure reason each take a value of null, and the sensing
message of a fifth type also comprises a number of sensing results and information of

each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

the information of each sensing result comprises an identifier of a room where

the designated AP is located or a MAC address of the designated AP, and a sensing
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result corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

25. The method according to claim 17, wherein the sensing result is located in a
sensing result message, and the sensing result message comprises a number of sensing

results and each sensing result;
the number of sensing results occupies 8 bits, and its maximum value is 256;

information of each sensing result comprises an identifier of a room where the
designated AP is located or a MAC address of the designated AP, and a sensing result

corresponding to the identifier of the room or the designated AP;

the identifier of the room occupies 16 bits, the MAC address of the designated
AP occupies 48 bits, and the sensing result corresponding to the identifier of the

designated room or the designated AP occupies 8 bits.

26. The method according to claim 19, wherein the sensing initialization result is

located in a sensing initialization message;

the sensing initialization message comprises an initialization result and a failure

reason;
the initialization result occupies 1 bit and is either success or failure;

the failure reason occupies 3 bits, and when the initialization result is success, is

represented by a field of enumerate type.
27. A sensing apparatus, which is applied to a sensing device, comprising:

a sending module, to send a first request to a sensing server, wherein the first
request is to request the sensing server to start a sensing service for a designated AP,
and the sensing service of the sensing server is to receive measurement data reported

by the designated AP and obtain a sensing result based on the measurement data;
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a receiving module, to receive a first response sent by the sensing server with

respect to a first request;

wherein, the sending module is further to send a second request to the designated
AP when the first response comprises a success indication, wherein the second request
is to inform the designated AP to start the sensing service, the second request
comprises information of a designated STA(s) bound to the designated AP and
information of the sensing server, and the sensing service of the designated AP is to,
after obtaining the measurement data by performing signal measurement on a sensing
signal sent by the designated STA(s), report the measurement data to the sensing

server;

the receiving module is further to receive a second response sent by the

designated AP with respect to the second request;

the sending module is further to send a third request to the designated STA(s)
when the second response comprises a success indication, wherein the third request is

to inform the designated STA(s) to send the sensing signal to the designated AP;

the receiving module is further to receive a third response sent by the designated
STA(s) with respect to the third request; and, start receiving the sensing result sent by

the sensing server when the third response comprises a success indication.

28. The apparatus according to claim 27, wherein the apparatus is further to

realize the blocks of the method according to any one of claims 2-16.
29. A sensing apparatus, which is applied to a sensing server, comprising:

a receiving module, to receive a first request sent by a sensing device, wherein
the first request is to request the sensing server to trigger a sensing service for a

designated AP;

a sending module, to send a first response with respect to the first request to the

sensing device;

wherein, the receiving module is further to receive measurement data reported by
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the designated AP when the first response comprises a success indication, wherein the
designated AP is bound to a designated STA(s), and the measurement data is obtained
after the designated AP performs signal measurement on a sensing signal sent by the

designated STA(s);

a reporting module, to report a sensing result of the measurement data to the

sensing device.

30. The apparatus according to claim 29, wherein the apparatus is further to

realize the blocks of the method according to any one of claims 18-26.
31. A sensing device, comprising:
a processor;
a transceiver;

a machine-readable storage medium having stored therein machine-executable
instructions that can be executed by the processor; wherein the machine-executable

instructions cause the processor to:

send, through the transceiver, a first request to a sensing server, wherein the first
request is to request the sensing server to start a sensing service for a designated AP,
and the sensing service of the sensing server is to receive measurement data reported

by the designated AP and obtain a sensing result based on the measurement data;

receive, through the transceiver, a first response sent by the sensing server with

respect to the first request;

send, through the transceiver, a second request to the designated AP when the
first response comprises a success indication, wherein the second request is to inform
the designated AP to start the sensing service, the second request comprises
information of a designated STA(s) bound to the designated AP and information of
the sensing server, and the sensing service of the designated AP is to, after obtaining
the measurement data by performing signal measurement on a sensing signal sent by

the designated STA(s), report the measurement data;



10

15

20

25

receive, through the transceiver, a second response sent by the designated AP

with respect to the second request;

send, through the transceiver, a third request to the designated STA(s) when the
second response comprises a success indication, wherein the third request is to inform

the designated STA(s) to send the sensing signal to the designated AP;

receive, through the transceiver, a third response sent by the designated STA(s)

with respect to the third request;

start receiving, through the transceiver, the sensing result sent by the sensing

server when the third response comprises a success indication.

32. The sensing device according to claim 31, wherein the machine-executable
instructions cause the processor to perform the blocks of the method according to any

one of claims 2-16.
33. A sensing server, comprising:
a processor;
a transceiver;

a machine-readable storage medium having stored therein machine-executable
instructions that can be executed by the processor; wherein the machine-executable

instructions cause the processor to:

receive, through the transceiver, a first request sent by a sensing device, wherein
the first request is to request the sensing server to trigger a sensing service for a

designated AP;

send, through the transceiver, a first response with respect to the first request to

the sensing device;

receive, through the transceiver, measurement data reported by the designated
AP when the first response comprises a success indication, wherein the designated AP

is bound to a designated STA(s), and the measurement data is obtained after the
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designated AP performs signal measurement on a sensing signal sent by the

designated STA(s);

report, through the transceiver, a sensing result of the measurement data to the

sensing device.

34. The sensing server according to claim 33, wherein the machine executable
instructions cause the processor to perform the blocks of the method of any one of

claims 18-26.

35. A machine-readable storage medium having stored therein
machine-executable instructions that, when called and executed by a processor, cause

the processor to carry out the method of any one of claims 1-26.

36. A computer program product that causes a processor to carry out the method

of any one of claims 1-26.



