-1- PROVI DI NG CERTI FI CATE MATCHI NG I N A SYSTEM AND METHOD FOR SEARCHI NG AND
RETRI EVI NG CERTI FI CATES [ 0001] The invention relates generally to the
processi ng of nessages, such as e- mail nessages, and nore specifically to
a system and nethod for searching and retrieving certificates used in the
processi ng of encoded nmessages. Background of the Invention [0002]
Electronic mail ("e-mail") nessages may be. ¢ncoded using one of a nunber

of known protocols. Sonme of these protocols, such as Secure Miltiple
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information. Similarly, if a user of a computing device wishes to authenticate the sender

of a signed message, the user will require a certificate for that sender.

[0003] If the requisite certificate is not already stored on the user’s computing
device, the certificate must first be retrieved. Searching for and retrieving a specific
certificate is a process that generally involves querying a cemificate server by having the
user manually enter the name and/or e-mail address of the individual for which a
certificate is requested in a search form displayed on the computing device. Generally,
centificates located in the search are then temporarily downloaded to the computing device
for consideration, and a list of located ceriificates may then be displayed to the user.
Selected certificates in the list may then be manually identified by & user for storage in a

non-volatile store of the computing device, for potential funure use.

{0004} Consider an implementation where the user’s computing device is a mobile

device. When a message is received at a message server and is made available for
downloading to the mobile device, the message is typically only transmitted to the mobile



-2- device in successive data blocks of a pre-defined size, in order to
conserve bandwi dth. More specifically, a first block of the nessage (e.g.
2 KB of data) is downloaded to the nobile device, and if the user w shes
to receive nore of the nessage, the user can request that further bl ocks
be downl oaded to the nobile device, until the entire nessage has been
downl oaded to the nobile device or until some pre-defined [imt on the
nmessage download is reached. [0005] If the received nessage is a signed
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sender with any certainty. Sunmmary of the Invention [0007] Enbodi nments of
the invention afemg@ifer aiesifigieastaregnithe mobile deviradhe AetiRewe fbplrepdy stored
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certificate can be identified w thout reqU|r|ng the sender's nessage to be

downl oaded in #fhoyeentirety to the user's conputing device (e.g. a robile
device). In particular, the system and nethod facilitates a_determ nation
of the requisitE008]tifi daweder loorhtain ithe erifiselesr thscaridigate identifiss Mrarmessagne

or more certifiGata SEHYEAS must typically be downloaded to the mobile device. Unforrunatély,
downloading entire messages simply to retrieve the certificate information can be a time-
consuming and expensive task (e.g. with respect to bandwidth). On the other hand, if only
a small patt of the message has been downloaded to the mobile device, or if the message is
too long and cannot be downloaded to the mobile device due to an imposed limit, it may
not be possible 10 identify the certificate that is required to verify the integrity of the

received message and to authenticate the identity of the sender with any certainty.

Summary of the Invention

[0007] Embodiments of the invention are generally directed to a system and
method for more efficiently searching and retrieving certificates, in which the requisite
certificate can be identified without requiring the sender’s message 1o be downloaded in
its entirety to the user’s computing device (e.g. a mobile device). In particular, the system
and method facilitates a determination of thc requisite ceruﬁcate from ccrtlﬁcates located

in a search of one or more certificate scrvers



-3- [0008] In one broad aspect of the invention, there is provided a nethod
of searching and retrieving certificates relating to a nessage received by
a user froma sender, the nessage conprising data identifying a sender
certificate associated therewith, wherein certificate identification data
that uniquely identifies the sender certificate can be generated fromthe
nessage, and wherein the nethod conprises t?e steps of: receiving at | east
a part of the message and certificate ident¥fication data at a conputing
device; providing a certificate search request for certificates associ ated
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[0010] In another broad aspect, the generated certificate identification data
includes a hash of at least a pant of the sender certificate; and the processing step
comprises applying a hash algorithm to each located certificate retrieved to obtain the

respective hash, and comparing the respective hash to the certificate identification data.

[0011] In another broad aspect of the invention, there is provided a system for
searching and retrieving certificates relating to a message received by a user from a
sender, the message comprising data identifying a sender certificate associated therewith,
the system comprising: a message management server adapied to generate certificate
identification data from the message, wherein the certificate identification data uniquely
identifies the sender certificale; a mobile device adapted to receive at least a part of the

message, and the certificate identification data, from the message management server; and

a mobile dala server adapted (o receive’d search TeqUest for citificates associniod with the



‘a nobile data server adapted to reccivca search rcqucsffor ccitifcatcs
ussociatva Wt-b-1110 -4- sender fromthe nobile device, performa search
on one or nore certificate servers by querying the one or nore certificat
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of FIG 1; FIG I's a block diagram of a node of a wrel ess network; -5-
stored C)! thc computing device, by generating certifizate identification data associated
with each of a plurality of certificates stored on the computing device, and comparing
generaed certificate identification data for each of the plurality of stored certificates to the
certificate identification data generated for the sender certificate to identify a stored

certificate matching the sender certificate,

Brief Description of the Drawings

[0013] For a better understanding of emmbodiments of the invention, and to show
more clearly how it may be carried into effect, reference will now be made, by way of

example, to the accompanying drawings in which;
FIG. 1 is a block diagram of a mabile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the mobile device
of FIG. 1;

FIG. 3 is a block diagrani of a node of a wireless network;
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FIG 4 is a block diagramillustrating conponents of a host systemin one
exanple configuration; FIG 5 is a block diagram showi ng an exanple of a
certificate chain; FIG 6 is a block diagramillustrating conponents of an
exanpl e of an encoded nessage; FIG 7Ais a flowhart illustrating steps
in a method of searching and retrieving certificates in an enbodi nent of
the invention; and FIG 7B is a flowchart |Ié ustrating steps in a nethod of
searching and retri evi ng certificates in another enbodi nent of the

i nvention. Detai k@d ﬁ{l@hl on of 5nb0dl ments of the Invention [ 0014] Sorre
enbodi ments of the fAYERIPEhYaHRE HLETHIMELORAINELS OF AOSHIYSEM Hoppy gample
station is a twp¥@NufiRfTuni cation device with advanced data comuni cation
capabilities having the capabl lity to communicate with ot her conputer

systems, and 'SFI@'SS@afbﬂcﬁﬁi{agfhﬂﬁo%g%n@x%ﬂ@hﬁiééﬁlmte%h&mb'|e device. A
nobi |l e device may al so include the capability for voice conmunications.

Dependi ng on t hegig lmﬁtalb‘llﬁﬁ'diatgbélrpﬂl@w&iﬁgc&ﬂp(ﬁhem@pdn'e@wﬁﬁl\é'o?&edo&ddﬂi&ﬂes%e,
referred to ::.s a data nessagi ng devi ce, two-way pager; a cellular

t el ephone with mameﬁsaglomhmpa&utﬂahhg%sapsanvu rRIERA Sofl RLRKIR! AP Rluidinge,
or a data corrrru%hfcfﬁat‘l on device (w tgwqr wi.t hout tel ephony capabilities). A
mobi | e devi ce i‘sc’ﬁtaﬁgmﬁﬁ’d(‘ﬁe'ﬁtoﬁ Heptesdd hr ough a network of

transcei ver sta n 100 id the reader in er st andi ng

structure of a %@l ?Q jﬂ@k"ﬁ‘ﬁ& GRRUPE SESHTHR E’ﬁi‘{'@g o %"ﬁr"m"rﬂei‘n‘ﬂé"ﬂ‘%"é’%
reference i s nmadertifioatss iFenotherlehibofighenof hdBIGhoRReferring first to FIG 1, a
bl ock di agram of a nobile device in one exanple inplenentation is shown
generally as 100. Mobile device 100 conprises a nunber of conponents, the
controlling co onenh bei ng. m croprocessor 102. M croprocessor 102

control s the ov&etailed Degeription.of Lambodiments afthe Ly . Conmmuni cati on

functions, inclygisag dat 5 GH B e SATBTURE Gle kWSl BsePSY 4 QIIRE slabRUYD
communi cati on subsystem 104. Communi cation subsystem 104 recei ves nessages

from and sends "AbYE SGHAN 1507 BYGUPVAL FRBEUAENRSY devingovith afivepfied datacpppimaunication
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configured in accordance he 3 obal Systemfor ni cat on

(GSM and Gener &lse Peferresito Refgineegeplly scsmoldizryice.sb awiile deviceThey dboNhamfRshe
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standards wil | su erseded event ua I ronrre
’ mobﬂe dewce it may be referred to 23 a data messaging devacc a two-way pager, ]

cellular telephone with data messaging capabilities, a wireless Internet appliance, or a data
communication device (with or without telephony capabilities). A mobile device

communicates with other devices through a network of transceiver stations.

[0015] To aid the reader in understanding the structure of a mobile device and how

it communicates with other devices, reference is made to FIGS. 1 through 3,

[0016] Referring first to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises a
number of components, the controlling component being microprocessor 102.
Microprocessor 102 controls the overall operation of mobile device 100. Communication
functions, including data and voice communications, are performed through
communication subsystem 104. Communication subsystemn 104 receives messages from
and sends messages to a wireless network 200. In this example implementation of mobile
device 100, communication subsystem 104 is configured in accordance with the Giobal

System for Mobile Communication (GSM) and General Packet Radio Services (GPRS)
standards. The GSM/GPRS wireless network is used worldwide and it is expected that



(EDGE) and Uni versal Mobile Tel ecomuni cations. Service (UMIS). New
standards are still being defined, but it is believed that they will have
simlarities to the network behaviour described herein, and it will also
be understood by persons skilled in the art that the invention is intended
to use any other suitable standards that are developed in the future. The
wireless |ink connecting conmuni cation subsystem 104 with network 200
represents one or nore different Radi o Frequ&rcy (RF) channels, operating
according to defined protocols specified for GSM GPRS comuni cations. Wth

newer network pHesocehdards wek be sipensedtd ewwamw@md@m@&w rﬁgvmmﬁnt

circuit swtched

comuni cati ons. f%‘gqgf wﬁﬁ%%gg\%&? s@%r%g " S%&%gggggsit @gwwmp rob! | e
device 100 is a stiShigERBIMmed, diuesslsrtmﬁxmdkthamtheylmbm@bxmiian‘ﬁbsemhe aeivank of
nobi | e device 10 ot her, ess s ,may ,al so asso ted Wi
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net wor ks, voi ce-centri vvi,r l e net wor.ks, and _dual - node twor ks t hat _can
suppor t both voi &8WEn Ef (SPBREE TR Conypricatina Sgté“ﬁﬁerﬂﬁf%i“ﬂﬁ‘l ﬂc“ﬁ%{ggog
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n
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li ke EDGE and U étocoﬁoreeel BBhnSX 1P| BFa oq‘aéugf;&em Midth rzercwmmmwe%
the Mobitex Radi 6 Network and the DataTAC'm Ra twor k. Exanpl es of

ol der voi ce- cent poampRicaiioneknaRist Fyicshadidat FemmwHedtiots muni cat i on Syst ens
(PCS) networks like GSM and Tinme Division Multiple_ Access (TDVA) systens.
[0018] M croproct¥dl 102 Aldwyeh gheowiteless patwarkatpaodiaterh aithgpehilesdexies 1§9dﬁ aas

a Random ACCGSSGMW@E %S WiAMss ALK orkthaﬁékx%gﬂﬁbﬁ EORntafbrSdtriobilé 46ice¥] dth@' Y
i nput/output (1/0) subsystem 112, serial po R keyboard 116, speaker

118, mi crophone wmeb:ss steowerks amge Aembanissesislodswithbogbiledetize HWd it vhtant
devi ces 124. [00 o%E f)ﬁ?ere?ft'\%%%%cl n&‘%ht%ﬂﬁiékga@e%g% %Elgéél‘for
e m rOVI e
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aevi ce-resi dent bamectdtons. JSiewbimd duad-adodatratvorrkoincligiek bliti &k not limiwdito,gCode-
Division Multiple Access (CDMA) or CDMAZ2000 networks, GSM/GPRS networks (as
mentioned above), and future third-generation (3G) networks like EDGE and UMTS.
Same older examples of data-centric networks include the Mobitex™ Radio Network and
the DataTAC™ Radio Network. Examples of older voice-centric data netwarks include
Personal Communication Systems (PCS) netwarks like GSM and Time Division Multiple

Access (TDMA) systems.

[0018) Microprocessar 102 also interacts with additional subsystems such as a
Random Access Memory (RAM) 106, flash memory 108, display 110, auxiliary
input/output (1/Q) subsystem {12, serial port 114, keyboard 116, speaker 118, microphone

120, short-range comnmnicatious subsystem 122 and other devices 124.

[0019) Some of the subsystems of mobile device 100 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. By way of example, display 110 and keyboard 116 may be used for both

- communication-related functions, such as entering a text megsage for transmission over
network 200, and device-resident Tuncrions sucii u§'d valvulawor or task lisi. Operating



system software used by m croprocessor 102 is typically stored in a
persistent store such as flash nenory 108, which may alternatively be a
read-only nmenory (ROM) or simlar storage elenent (not shown). Those
skilled in the art will appreciate that the operating system specific
device applications, or parts thereof, may be tenporarily |oaded into a
vol atil e store such as RAM 106. [ 0020] I\/ble,e devi ce 100 may send and
recei ve conmuni cation signals over network’ 200 after requi red network

registration or activation procedures have been nE%et ed. Network access
i s associ at ed wiystemesoSiprcpedly misrorRjeessob 0%”#&3?4“& G e Peppstent figre such
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nmobi | e device 1ﬂﬂat1}csstmatsucﬂmslﬂ,AMr1é6 ational for comunication wt h netvvor k
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all  subscri bed0®20li ces Mdbdle\degms 106uhay bavdl erfccmbcmmcatgmaﬁmals over
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| nt ti | Mb ib tity f SI M

15610 that o steEK SEY 126 erviet deiiobotng By IS RARA s b et

mobi | e device. & rﬂ(bﬂl%dm H1004rdd mqsbmlsoﬁmmalhe sutbsle rdielies mmfmmgtoﬂm thimgs.a
bile d di K f t,
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devi ce and lnC'Mﬁ&k@Oba gﬂhyertukg”lSMfl@@ﬁml%ﬁvifxﬂﬂérfﬁcﬁcﬁﬁiya agasaﬁiezrem a2 all
rechargeabl e batterjes 13 Battery int e[face is coupled to a

regul at or (not WHERHFI SSRHFSH S&@’é‘icéf’%ul‘li)éﬁc e WebdEoVSing, M\ TR IRIP R P el
mobi | e device 1({cc Ahil, MhegMEUIgeattivite | awmmkleﬁlmess@gmgsmtceewmsy

future technol ogies such as mcro fue ceIIs may ’DI‘OVI de the p %ngwe %
mobi | e devi ce 1dore pdHopegd MI¥icehmAYesBrder point jof Sééfdlﬁtei%ﬁerf’ﬁcl ﬂﬁf‘é f9ng

system functi ongy,.600h0 &GM £X6ERHLIG. ?foc@s@&t AR BeRAP | fHCAbHNMIAMBD| Ofice

device 100. A set o appl Ications that control basic_device operations,
i ncl udi ng dat a i1 ois éaseaeshimsiMcaterfaee WSpitiscasuplesh o migrqprocessor 102, In order fo

identify the subscriber, SIM 126 coniains some user parameters such as an International
Mobile Subscriber Identity (IMSI). An advantage of using SIM 126 is that a subscriber is
not necessarily bound by any single physical mobile device. SIM 126 may store
additional subscriber information for a mobile device as well, including datebook (or

calendar) information and recent call information.

[o021) Mabile device 100 is a battery-powered device and includes a battery
interface 132 for receiving one or more rechargeable batteries 130. Battery interface 132
is coupled to & regulator (not shown), which assists battery 130 in providing power V+ to
mobile device 100. Although current technology makes use of a battery, future

technologies such as micro fuel cells may provide the power to mobile device 100.

[0022] Microprocessor 102, in addition to its operating system functions, enables

execution of software applications on mobile device 100. A set of applications that
control basic device operations, including data and voice communication applications, will



-6- normally be installed on nobile device 100 during its manufacture.

Anot her application that nay be | oaded onto nobile device 100 woul d be a
personal information manager (PIM. A PIMhas functionality to organize
and manage data itens of interest to a subscriber, such as, but not
limted to, e-mail, calendar events, voice nmails, appointnents, and task
itens. A PIMapplication has the ability togsend and receive data itens via
wirel ess network 200. PIMdata itens nay be seaml essly integrated,
synchroni zed, a t; i i : j h i : jce
subscriber's co%1 ?‘é“sag’gﬁ!’gi‘ﬁgga%%{% g"x‘ﬁc{bﬁé%@ﬁg&tﬂgfp‘é@hﬁ%ﬁ? g’%%gg%i %Jg&@%@;@g}ﬂﬁost
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usi ng nobi | e de(iEered hOst QHPIEF °Sé’i“fb_élf’ dsyFg 199 m REBPE S0 SIS | het © et
preferences thr 9&&91*&1;@&6%»%5@@_&0“%%@ Eh®hoSOLoMBGter 3P4 Ciatthonneik goi@nds
the capabilities of nmopile device 100 by providing for information or

sof tware downl o8#hscRRST FEHICSOMBYFLY SO ot her than through a wirel ess
comruni cation network. The al.ternate downl oad th may, faor. exanple, be
used to | oad anl¥3ypti ohddignabeppestions way gé’?/g%@adféﬁxﬁoﬁ?%ﬁc‘a“d]iosé@f’“ghd

thus reliable qodolif D6, @ExiGRARNAS LhidNstA 190,004} cPCOU! Sh@eMbELcommunications
communi cation. [0025] Short-range conmuni cations subsystem 122 provi des for

comuni cation BE&sHERR Hebior enyethes suitabiiosubiiam fifdr efftis Syaibitg in ppRiisatictes,
W thout the Pses&iaggﬁsme&ase%gﬂe AlBSonSHE B Inobile WBRYS § @MrkPRay BXvidB Chiviigen
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communi cati on. Exarprefunstioshoomumumirgiontrstethiwatipesn or el dFernexemats, secure
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{0024) Serial port 114 enables a subscriber to set preferences through an external
device or software application and extends the capabilities of mobile device 100 by
providing for information or software downloads to mobile device 100 other than through
a wireless communication network, The alternate download path may, for example, be
used 1o load an encryption key onto mobile device 100 through a direct and thus reliable

and trusted connection to provide secure device communication.

[0025] Short-range communications subsystem 122 provides for communication
between mobile device 100 and different systems or devices, without the use of network
200. For example, subsystem 122 may include an infrared device and associated circuits
and components for short-range communication. Examples of short range communication
would include standards developed by the Infrared Data Association (IrDA), Bluetooth,
and the 802.11 family of standards developed by JIEEE.

[0026] In use, a received signal such as a text message, an e-mail message, or web
psge download will be processed by communication subsystem 104 and input to



page downl oad will be processed by comuni cati on subsystem 104 and input to
-9- mcroprocessor 102. M croprocessor 102 will then process the received
signal for output to display 110 or alternatively to auxiliary 1/0
subsystem 112. A subscriber may al so conpose data itens, such as e-nmai
nmessages, for exanple, using keyboard 116 in conjunction with display 110
and possibly auxiliary I/O subsystem 112. Agxiliary subsystem 112 may

i ncl ude devi ces such as: a touch screen, nDuse track ball, infrared
fingerprint detector r._wheel am ¢ tion

capabi |1ty KeyBospatoesie 1B i Sioptiaiir A0p i g BRer U AP L BB R et pe
keypad. A corrpOS@t;dzspIagmlmy altér@ativeBns nukilied 100 stbsyeemoriZ. 20 Gulisbriom gimy achi
conmuni cati on subsystem 104. [00271 For, voi ce co ni cations e Qv
operation of nnﬁPF@”ﬂ%@%ﬁéWE@O&F"m§hﬁ@?éWFF§Ff % @F’“ %%Eﬁgm@ﬁafﬁ?ﬂb
received signal %ow‘aﬂétﬁmbﬁntﬂtﬂimﬂy 10 sdepdeeiblyl ddkiliand/o shigedem {100 Auxiliary
transm ssion woul d be generated by m crophone 120, Alternative voufe or
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be i npl ement ed /pB ARk Ae?ec%@\/dr%%ﬁe@%eélm Qﬁﬁ&n&%&@n ﬂresﬁ%ddapaﬁwn%ywcput

is acconplished primarily through speaker 8, display 0 may al so be
used to provide 118dun alpkamumiens kevbaer endsyiclephaneties keyerd i fypoppod dam may

party, duration b@fuaﬂsreﬁak&@veg ﬁérlmk%o b coMPhBR Jubfﬁéealt 1@d, i nformati on.
[ 0028] Referring now to 2, a bl ock diagram of the comum cation

subsystem conpqpgps 104 p&- Vihee donin%n?éﬂﬁm (HEQVEMN | opadati SN o S MBBNESER B 1OF is
conprises a receiver 150, a transmtter 152, one or npre enbedded or

internal ant ennavksiatiahy similay excepighat thegsenivedsianpls Jyayidsbe Qi torspgakep bR, gnd
processi ng mdulsggnggqﬁr Bansthidd i Wallid Bk gBRkarEd BF 83&8phonk BSF) Ak@%aﬂﬁ@@&%} of e

particul ar design of conmuni cation subsystem 104 is dependent upon
network 200 in whiliohl/Bopibsestasyisteh 200 Yoicei Mewvagr FcPEIRD SYhy demy X 41%0 be

shoul d be under t e inhhus I S
one exanpl oS g afentelbn AADHICILAR 10DUTRIANER LACEF ai SIAEP BN 187
to receiver 150 aommhhmyrimpﬂyﬂbpmlswakﬂ@dritﬁmfhsnimél O/ mopy falmcbblueﬁ‘smawﬂwde

si gnal anplificat g?nga’flﬂf% aqg) Sa/gPﬂ,(% HRR o?h(aglhnéwrdu%bn GPaunel gall or

sel ection, and a conver sion conversion o

recei ved signal ozicr omse ca}krela&:dmﬂbmanommmm cation functions such as

denodul ati on and decoding to be perfornmed in DSP 160. In a sim/lar manner,

signals to be tjoa2eini tt eBefermgpooae iR, ablheck duigrag: eftbutatmaricaging subsystem

encoding, by Dseo%lggnen;rﬂ?f SFFIG. 1 is shown. Communication subsystem 104 comprises a receiver
150, a wansmitter 152, one or more embedded or internal antenna elements 154, 156,
Local Oscillators (L.Os) 158, and a processing module such as a Digital Signal Processor

(DSP) 160,

[0029] The particular design of communication subsystem 104 is dependent upon
the network 200 in which mobile device 100 is intended to operate, thus it should be
undersiood that the design illustrated in FIG, 2 serves only as one example. Signals
received by antenna 154 through network 200 are input to receiver 150, which may
perform such common receiver functions as signal amplification, frequency down
conversion, filtering, channel selection, and analog-to-digital (A/D) conversion. A/D
conversion of a received signal allows more complex communication functions such as
demodulation and decoding to be performed in DSP 160, In a similar mannet, signals to
be transmitted are processed, including modulation and encoding, by DSP 160. These

DSP-processed signals are input to ansmitter 152 for digital-to-analog (D/A) conversion,

frequency up conversion, fiftefing, amplificaton and trunsmidsion over network 200 via



DSP- processed signals are input to transmtter 152 for digital-to-anal og
(DA conversion, frequency up conversion, filleting, anplification turd
trtui~in Ssion ovcr network 200 via -10- antenna 156. DSP 160 not only
processes comruni cation signals, but also provides for receiver and
transmtter control. For exanple, the gains applied to commrunication
signals in receiver 150 and transmtter 152ymay be adaptively controlled
t hrough automatic gain control algorithns i npl enented in DSP 160. (0030]

R
aﬁsoci i’it ed plrotr&@mgsmmszbﬁ:bw@ﬁmmr bﬁnqa&vﬂeegaﬂaﬁa%mdtdmm_ ot cag&i)s:gﬂﬁtiﬂ:
channe is a |mte our.ce that conseyve ca ue.to
[imits in over alh TSGR BRI, 18 dnay e adantyely spatrolist trotieh dhteatfiogin

100, [0031] V\he%mggylajg@r,gﬁwlﬁgleﬁagﬁedﬁl]jgﬁ1630 operational, transmtter 152 is
typically keyed or turned on" only when it is sending to network 200 and is

otherw se turneqo@fd) t0 TRNGRENS: 1196 BLHEES moBlIEIdbAEL Y00 %ﬁ&%ldé@\ﬂorﬂa%{)lxﬁay
periodically turned off to conserve it is_needed to receive

signal s or inforpginge@rmege dgferent &gq(;‘i”ﬁ]@ ‘éfg‘gif‘léh@tfféﬁnf Rirehannels; apfsassecipiad)

Referring now t g fhdBis Shed BetNeOE kaoBiAGNVRN 100 284 RAURIOI00 AVRFENRRS) Nl m'hlsd
is shown as 202, In practice, network 200 conprises one or_ nore nodes 20

Mobi | e devi ce T€ROWEH AL AINEHReEonyred. Wrisalieduege limitsin gverplt b%r@w‘hév%mned'

200. In the exanphfy phwh SWRBIAGRR 10D, FIG 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and d obal Systens for

Mobi e (GSM teghawfjogi eswrbiedRbAddevidcNmoud &1 gao;%ii%mat aaﬂsgﬂn&qrsﬁn@{yb%uy

(BSC) 204 with an associ ated tower station a Packet Control Unit
(PCU) 208 added kevsd aopwsed o pray tvhpm lt@mnd@gwwtwerkém@ﬁ iihefherpitedpred pifey

210, a Hone Loc r §]55tdg i
214, a Serving &%ﬂg%%g%?@%ﬁ:a% &%CIQSM‘ Hé%ﬁ}dea%fﬁg%’sg%ﬁ% I%WCR)

(GGSN) 218, and uannmarzme@dcmdgtre@mfmmma@ﬁ mﬂomrs@mdﬁlat(atbh@m)mgﬂ@sngnamdsnm st
of conponents | &ﬁt meant to be an exhaustive list of the conponents of
every node 202 thin a GSM GPRS network, but rather a |list of conponents

that are commonjygysed i npcEQRRURLAREIANS SUGANIHLAE E1ELk20% wh083 Hhobdy 2

GSM net wor k, is coup a l'andl1 ne netwo such
as a Public Sw ux:ti@dmm@@hdn@rmecmwo(rpsmorzmses ong at inofeynasles 202t Mobile

device 100 communicates with a node 202 within wireless network 200. In the example
implementation of FIG, 3, node 202 is configured in accordance with General Packet
Radio Service (GPRS) and Global Systems for Mobile (GSM) technologies. Node 202
includes a base station controlier (BSC) 204 with an associated tower station 206, a Packet
Contro] Unit (PCU) 208 added for GPRS support in GSM, a Mobile Switching Center
(MSC) 210, a Home Location Register (HLR) 212, a Visitor Location Registry (VLR)
214, a Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node
(GGSN) 218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant to be an exhaustive list of the components of every node 202
within a GSM/GPRS network, but rather a list of components that are commonly used in

communications through network 200.

[0033] In 2 GSM network, MSC 210 is coupled to BSC 204 and to 4 landline
network, such as a Public Switched Telephone Network (PSTN) 222 to satisfy circuit
switched requirements. The connection through PCU 208, SGSN 216 and GGSN 218 10

the public or privaie network (Internet) 224 (also referred to herem _generally as a shared

network infrastructure} represents the data path for GPRS capable mobile devices, Ina



"switched requirenents. The connection through PCU 208, SGSN 216 and GGSN
218 to the public or private network (Internet) 224 (also referred to
herein generally as a shared network infrastructure) represents the data
path for GARS capable nobile devices, In a -11- GSM network extended with
GPRS capabilities, BSC 204 al so contains a Packet Control Unit (PCU) 208
that connects to SGSN 216 to control segmenjqtion, radio channel

al l ocation and to satisfy packet switched requirenents. To track nobile

device | ocation d avail abiljt) bot h.,Ci I GYH it C .

swi t ched mnage%ﬁ?‘?e‘\’gﬂ ?Tﬁd‘?dswxgﬁgkgﬁa%agf}ﬁl@séw&% %ﬁ%@ﬁ&%ﬁéﬁﬁml
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and receives cemmdticsmep MG PrmdSTNoOndIsEEe 1 IS GPRFT Y PY ‘via
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usual 'y predeterm ned, communicatjion protocols and parangt eéfs, under .
control of its wialessglehegrk cqyraageifRicaParicalis ERVCTAGE AE9 GPIBMERY reemed g § “eell™

denodul at es andry,pgssh Bl ahsd86R ';ﬁ‘ﬁlﬁt FRaEMRE SomhfunREGES SRMs 18MN4d receives
conmuni cati on s;“éna S recgi veddefql?11 m nobile device 100 within its cell

Conmuni cat i on peunBEBraioandiEsk Hemtregbile deyicempihingis sl gitieedln: Thohzed
For exanrle, on B | bR tsuBD dicabAoR meghSim AldpaBlLAat €
at different frgalt%gﬁgfes t} ant%kﬁ?ﬁnéﬁg‘g. [88035] CFor al rIn mobi | e de}\)/i ces}a
100 regi stered wicoHing as@ferirknptiprelnisnkls pbe Fensavited te Biemaghile deviesin geackiagerch

as a user profile. is s ' %Fr%l H.Ru4 j lRGakl

i nformation for wggag.n }cggﬁ’iggéigd%l e eS’ew cegﬂgﬁﬁi% rr]&gégls"j‘!ggif?aéd to ider
deternine the camrodrf ilscoatrotbm. FheafixpdbidnecaieyiegeipmvBGimilerly demedpons pwl e
for a group of locatiqgn eas d. st e 2”79‘31- i j
currently in i tgosﬁ}%iyag%cfog‘%se%‘godﬁgﬂlgfsr ff?'{;?gigsﬁ%ﬂg% ) %Jalrat% Plg%la %}E‘E{ccgflvﬁh gﬂ%z%
cont ai ns i nf or naiobid devicarblfi Withiddsi cells Qonaturdcagion ipsitodohgansh reeametere meyrkasy
The information,in VLR 214 includes part, of the, per j j

data transmtt B%fWF?fbmféﬁﬁ‘ i‘fgest gl?@\VLepﬁalfft'f’ PBY n?daegxtn%f% &g@gsagﬁﬁ?%%ﬁhg@%%ﬁon
addi tional i nfghemtdoferamaiiffeamifeqate? fan oodenddes. VLR 214, the anount

of traffic between these nodes can be reduced so that voice and data
services can bepgoasyi ded Hurtatl thétsle@levices 100 registered with a specific network, permanent

configuration data such as a user profile is stored in HLR 212. HLR 212 also contains
location information for each registered mobile device and can be queried to determine the
current location of a mobile device, MSC 210 is responsible for a group of location areas
and stores the data of the mobile devices currently in its area of responsibility in VLR 214,
Further VLR 214 also contains information on mobile devices that are visiting other
networks. The information in VLR 214 includes part of the permanent mobile device data
transmitted from HLR 212 to VLR 214 for faster access. By moving additional
information from a remote HLR 212 node to VLR 214, the amount of traffic between
these nodes can be reduced so that voice and data services can be provided with faster

response times and at the same time requiring less use of computing resources.

[0036) SGSN 216 and GGSN 218 are elements added for GPRS support; namely

packet switched data support, within GSM. SGSN 216 and MSC 210 have similar
responsibilities within wireless netwuorK™200by Ké‘d;&%ﬁg Fack "ol the Iosation of cach



response tinmes and at the sane tinme requiring |l ess use of conputing
resources. [0036] SGSN 216 and GGSN 218 are el enents added for GPRS
support; namely packet switched data support, within GSM SGSN 216 and MsC
210 have simlar responsibilities Wtuin wreless nctwrk-ZoO by'lcccririg
ff 1 ortho leoarioia anach -12- nobile device 100, SGSN 216 al so perforns
security functions and access control for _gata traffic on network 200.
GGSN 218 provi des i nternetworking connecti ons with external packet

swi t ched networks con t
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connect ed to t hgqqrfdsal 2 BiceshiaiaicA@s TS :@?ﬁmhﬁmd BriesdtY RAE@itl sRitched
assi gnment, incl udi ng using_a conbination of a Rerm&gDAutB nt| cation

Dial-1n User Seiviceshimplpiatidyegratedserdsis DiglepNewpike FES @SRSeATPhCh

is conplete, a L&ﬁhgﬁleoﬁa@%gfougamg%aﬁsst@Ménabe.ﬂl wammpabmw&kmwps@aéoo
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The APN al so represents a securi mechani smfor network 200, insofar
each nobil e deviembinagm MRemewaé@thw@aumD@ﬂéndiserr&@lcmﬂs&mm) [FOYET @nd

devi,ces, 100 canpicieXshandfedaicionits Whath if Loy fAQIN AonedRRDALYAR: | O
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networ k200 wi | el i PRE s 4GRS Ahehins R 30 B Sor SRR E e

there is a | acka®N may be considered to be similar to an Internet domain name such as

“myconnection. wireless.com”.

[0037] Once the GPRS Antach is complete, a tunnel is created and all traffic is
exchanged within standard IP packets using any protocol that can be supported in IP
packets. This includes tunneling methods such as IP over IP as in the case with some
IPSecurity (IPsec) connections used with Virtual Private Networks (VPN). These tunnels
are also referred to as Packet Data Protoco] (PDP) Contexts and there are a limited
number of these available in the network 200, To maximize use of the PDP Contexts,
network 200 will run an idle timer for each PDP Context to determine if there is a lack of
activity. When a motile device 100 is not using its PDP Context, the PDP Context can be
deallocated and the [P address returned 1o the 1P address pool managed by DHCP server
220.

[0038] Referring now to FIG. 4, a block diagram illustrating components of a host

system in one example configuration is shown. Host system 250 will typically be a



activity. Wien a nobile device 100 is not using its PDP Context, the PDP
Cont ext can be deallocated and the |IP address returned to the | P address
pool nmanaged by DHCP server 220. [0038] Referring nowto FIG 4, a block
diagramillustrating conponents of a host systemin one exanple
configuration is shown. Host system 250 will typically be a -13- corporate
office or other local area network (LAN), bud-nmay instead be a hone office
conputer or sone other private system for exanple, in variant

| npl ement ati ons ¢ hBaidbSice 8X 810 RicANAW ndthofk! @ANY, bhiORly AXREEB 2380k Difice
depicted as a LAN'of an organization to which a’user of nobile device 100

bel ongs. [0039] compuiany semaplics pavaie Msteve forghanpleyinMrias ipplsmnastiasn edised
to each ot her Qx%n'rﬁ@lsﬁ&ﬂpﬁ)cﬁl@Qshg&g?sé%ﬁ?gﬁﬂz%i&e?ﬁ?e%’ sﬁaa Hﬁﬁrc}fsand&%ﬁzg@%m.

conputer 262a with ‘an” acconpanyl ng ¢ or the user’'s no Vi ce
100 i s situat edwhichlzANe28obilCdeadiec! 09b4lohgs nobi | e devi ce 100 may be

coupled to conputer 262a by a serial or a Universal Serial Bus (USB)
connection, for [R0&pl e, IANGES0gomprigrd ppurdes oDERHorkcomabrants ginnersadetd earh

LAN 250, and ea K e i i r.aql
560 for a mobi | S0sb0Y ZAN EBheRRns 20204k PR R ANACED TR SRR &1
(e, g. NI M dat a, acqurripanyleg syadhe?¢4 forahe nygis wnbikeygeviteol flasi difuatet ensleg 260.
comruni cati ons bj j.C 5 C ut er
Seba to mobi 1o GEAE a0 R hbRL: dRIcePR0NIY, AR Sl S hnphliR Bede B o AR

i nformati on updénéersaf $eial Pey iR eduientiom fdrieadmpe NnQtirobel eomplears 26260 0al§cor

use. The informati d I ed,to.nobil e devjice 100 i ncl ude .
boriifi cat o usBie Gita 98638 kEnTR o Fuak Dbt 6 cabipped Wi ol iiiEeying e
persons ski | | ed264{or amsobdile tietibat Cradler264 davjlitites the Madiag of Gdbrnyitibh (& o Pid @hday
he al so connected to other

. peripheral devi.ces not explicitl %hown in iEIG
4. [0040] EnbodPHEHT SBPETiEneRPESH Feyi 0 MeUER soches Sprupisarhs BEREELTOps,
of ﬁelslsagtes, t ﬁuehc@sooeaqaan;ztmrwms ?@ﬁ%saﬁ@nﬁﬁf@é@?@ﬂbﬁ@ﬂ@id&i{%} imd may be
enera (0] e Co ni 0 . Such _nessages 10 a rom.nppj.l.e dey) ce
100, Accor di ngl oA 5etal 5 BplkPRTEEE KPaRHmpHE RECOWe ANPHEH7R BBl wn
in FIG 4 for egsgeoio®rdast! i10@, informskidd dWlbade® b MEkdiIe tQROIke Y0 REIYSIAAGde
skilled in the art _that LAN 250 will conprise _additional cqnponents_not

explicitly showgerificatsysedyn thepxehpnae of mpsisees dbwil bruvnderstned by wmsrsens skilled in
general |y, LAN 250,/TBM k&ROAPERE 28 R0b SAll %rcfauff)e Asd BhBL e Rl MR &Jﬂgsglr

shown] of the organization, "and ma){? conprise different conponents’a
be arranged i n d¢¥igespatpxplicitly shown inFIG. 4.

[0040] Embodimens of the invention relate generally to the processing of
messages, such as e-mail messages, and some embodiments relate generally to the
communication of such messages to and from mobile device 100. Accordingly, only a
subset of network components of LAN 250 are shown in FIG, 4 for ease of exposition,
and it will be understood by persons skilled in the art that LAN 250 will comprise
additional components not explicitly shown in FIG. 4, for this example configuration.
More generally, LAN 250 may represent a smaller part of a larger network [not shown} of
the organization, and may comprise differem components and/or be arranged in different

topologies than that shown in the example of FIG. 4.

[0041] In this example, mobile device 100 communicates with LAN 250 through a
node 202 of wireless network 200 and a shared network infrastructure 224 such as a
service provider network or the public Internet. Access 1o LAN 250 may be provided

through one or more routers [not shownl, and computing devices of LAN 250 may operate

from behind a fircwall or proxy server 266,



t opol ogi es than that shown in the exanple of FIG 4. [00411 In this
exanpl e, nobile device 100 communi cates with LAN 250 through a node 202 of
wi rel ess network 200 and a shared network infrastructure 224 such as a
service provider network or the public Internet. Access to LAN 250 nay be
provi ded through one or nore routers [not shown], and computing devices of
LAN 250 may operate from behind a fircwatli4ar proxy sayer 266. -14- [00421
In a variant inplenmentation, LAN 250 conprises a wireless VPN router [not

shown] to faci Lfgha%f dat &, exGhARIEERERNGE, (e bAN.GRRiRN VIR Tricles

100, The conc a wireless router 'i's new I e wirel ess 1 ndustry
and inplies thanoeshowh todaiitat i exdangddstvest dislliAh2H) shidmeatile geti¢er Blgihea

specific wreless net i g a
wrel ess VPN rourer ks i VR aner S BYLAT ukMrlehy oSG bl o1
when t he new | nfoanemeion Rupthe aalablidiiell duec&y tmo@h(d $Peaific avirdless sietwark a0 h@bbased

W reless networks. Th.s wW_protocol. Wil des

dedi cate an I P H&Fe@g' tgﬁeee‘gﬁ’& PSS B érgiés%&l(’lﬁﬂrgouge? }Bgog IE o Snﬁtﬁrslh
information to aarallimé)hddecodﬂ\hcosecaﬁ:hMe néwrbnterAet Pastvah {18y ¥ enfonusl ) arrives
wi rel ess VPN route hat it could . he an off shel.f VP

not requiring dng’e[% WIFSéI”éE“éO’%%t%9e‘53’cﬁ’wcgtﬁ@r%f?gdwx?oé‘ﬁ'\%glgg&)d%ssestb
infrastructure dealcbe ad 9P dddréss VPR 0 MBI deTtevaalish ipp@kidleablpyshhiafolmation to a

Transm ssion Contyr Pr ot ocol TCP /[1.P or er. r ot gocal DP) /.| P
connection to Wep e\/‘i?t"lcf' Ak agyqage g@‘*%% WH?ﬁree"‘]éEIS e’l‘ﬁé‘%f ‘r‘lc%‘h‘ljs

vari ant i npl ememt a Ioﬁrthe-sf]@f)‘v% N&ﬁﬁ@ﬁﬁﬁ nofr@siatt & Qép a@atﬂ&ﬁfel@% garkia} @ind

device 100 are |n|t|aIIy recei ved sag server 268 0, Such
nessages nmay oriPEARtWS ?%H?%W“S‘F‘n’am 3 vp PR gnpgstion I’fﬁ’r“sq Fléaﬁ’i%b" e\

nessage may havBReamiceOdntdy PRIGSNATPIAP 81skr DREPHEEPoRRAUDMAIN kAN
250, froma different nobile device [not shownl connected to wreless

network 200 or W®delivearierusses diracdy saobilerdak 100G ths wiiaat Wiﬂrﬂ&neﬁem
conputing device or. other device capabl e of sendipg, nessages, Via g
shared network ﬁﬂﬂﬂlast r udfasragepiptender{gr a sk of Epvlq%ﬂﬁﬁéﬂo as gl r&%?é‘ic By

service provi def n,tAaR)scRkr i@tcﬁ‘rﬂ)ﬁ*ﬁ 2§@rﬁﬂcﬁﬁae9§agéé' i otz from Y of @ HRABESf

[ 0044] Message server 268 typically acts as t primary interface for the
exchange of newsmgesiorgasance.d rapssygeewmhave rbeewgbfsv a ofngdey for geomputer 262b

or gani zati on ang. ﬁq{Aﬁ heos hared dl@&gmgbﬂeng S dfnupgwuﬁ, 238neckRACH Wedkssi N

t he organi zation has been set up to send and recel e nMessages 1 s
typi cal | y associcavel 280 toh teaa dfferent edrsies netwntkg edfrom andifergyiecomputieg device or

other device capable of sending messages, via the shared network infrastructure 224, and
possibly through an application service provider (ASP) or Internet service provider (ISP),

for example.

[06044] Message server 268 typically acts as the primary interface for the exchange
of messages, particularly e-mail messages, within the organization and over the shared
network infrastructure 224. Each user in the organization that has been set up to send and
receive messages is typically associated with a user account managed by message server
268. One example of a message server 268 is a Microsoft Exchange™ Server. In some
implementations, LAN 250 may comprise multiple message servers 268. Message server
268 may also be adapted to provide additional functions beyond message management,

including the management of data associated with calendars and task lists, for example.

[0045] When messages ate received by message server 268, they are typically

stored in a4 message store [not explicitly shown], from which messages can be

subsequendy retricved and deliveicd 1§ usors. TofThstands, an e-mail olient application



268. One exanple of a message server 268 is a Mcrosoft Exchange' Server.
In sonme inplenentations, LAN 250 may conprise nultiple nessage servers
268. Message server 268 nmay al so be adapted to provide additional

functi ons beyond nessage managenent, including the nanagenent of data
associated with calendars and task lists, for exanple. [0045] Wen
messages are received by nessage server 2G85.they are typically stored in
a nmessage store (not explicitly shown], from which nessages can be

SUbSCA uct | LIy (gyg%a%ti,g%fngégg% bt 26468 {0y kS Rl e-,ggi mgésg%@@gs%mé@mmﬁ

oheat app icati atrng on a us request the
e-mai | nessagesusssacdoatedorad bh ntdasige smerzég éiﬁmmmesssgearveﬁl@ﬂlemga@ebe

server 268. These es would t typically b retr] d from nessage
server 268 and @Wé‘ﬁﬁ?‘g@%ﬁ&fa@e ?ﬁﬁ""égﬁ% dy% ﬁ(gi?g}ﬁy[og(ﬁ% u%%égoper ating
nobil e device 1 me i.ev for
delivery to the&ﬁéﬁthel d. Xﬁ?ﬁqtﬁngé??%élﬁt Xfﬁllﬁ@att’? Bsr’]er?)% Frﬁ‘gh%ﬁ € ,%9
]gievi ce 100 may ﬁiEﬁ@gersg%tg&&H ﬁéﬁﬁﬁ@@ﬁ;&)tﬁfhﬂﬁ?aﬂedmwﬂdﬂ diest apgm;hm qmmt mgtb)n
rom mnessage sery, e e-nmail client ma red ,(either

the user or by mAb bife SR A0 MpoIse FRIBest BreySagt é&%%%ﬁg "h Pi§ gﬁccoum fromh
organi zation's gnggs@éme@rzsgeqinaelrﬁxgycl(dnﬂ'}naymelcb@ryg)u:éd)(eimé@eaytmt ssarefbeah at
the direction of_ the user, ﬁé’ﬂ re- defl ned tine int rva*1 mrqp QI’IL)he
occurrence of s%%“%‘oﬁé’f’?s IMAFEQfancE g1 rgaf‘?ﬁ‘l“’é‘?f’e?\’t R te &g

device 100 is 978@%%%19%“@; BBt didskdbesthe and NBsHegesieand rssaival,
specifically to | e device 100 are automati cal{y red) rected Io m)tHe

devi ce 100 as t#eypoirtBe perEicpeyol e prewiseedeicter Intpme ypomqntags

facilitate the wij&l ﬁﬁysxs%@ﬂgﬂéahﬁaévhpanﬁh ATBRSAGRS nBshe a&mdgeanealy @at a
bet ween nobi | e device 100 and conmponents of LAN 250, a_nunber of wireless

conmuni cat i ons wabitevicedhp sireaviamaivglyragirestedgp gehiie devigenl 0015 ghey argpsfeived
i npl ement ation,y, ES%L&S&%I\@{JMJHI cations support conponents 270 Conprise a
nessage nmanagerent server 272, for exanple. Message managenent server 272

is used to Speﬁjefd?]:a'|YTWfQ:‘.€lxﬂt’ct§éJMe§sJo%mlnlftﬁlGiﬁ @s@g&a@am@ﬁﬁg@@md
such as e-mmil ssages that are to be handl ed nobi | e devi ces,

General |y, whi I@atws@@gzesnc@rle dswicv 110 i sampenenireddatd 258y o apmpero! wirglesye
| : b,
TRNAGEENt Ser Vg e Ch B AR chapERBLY Yo hED b bro i DAMTESSAASE

nt server 272 also
facilitates t hexmﬁmmwnDWHmsmmwpmcmmneets@ém»@r@m@(ﬁ mpdspgsh

are sent to mar%%;l St s\,{e?ver%% I'o(%rex%ﬂBFeeq%Qstsaé%e}nhefaegre)ﬁem server 272 is used to

specifically provide support for the management of messages, such as e-mail messages,
that are to be handled by mobife devices. Generally, while messages are still stored on
message server 268, message management server 272 can be used to control when, if, and
how messages should be sent to mobile device 100. Message management server 272 also
facilitates the handling of messages composed on mobile device 100, which are sent to

message server 268 for subsequent delivery.

[6048] For example, message management server 272 may: monitor the user’s
“matlbox” (e.g. the message store associated with the user’s account on message server
268) for new e-mail messages; apply user-definable filters to new messages to determine
if and how the messages will be relayed to the user’s mobile device 100; compress and
encrypt new messages (e.g. using an encryption technique such as Data Encryption
Standard (DES) or Triple DES) and push them 1o mobile device 100 via the shared

network infrastructure 224 and wireless network 200; and receive messages composed on

mobile device 100 (e.g. encrypied using Triple DIS), ‘déerypt and decompress the



[ 0048] For exanpl e, nmessage nmnagenent server 272 may: nonitor the user's
"mai | box" (e.g. the nessage store associated with the user's account on
nmessage server 268) for new e-nmail nessages; apply user-definable filters
to new nessages to determne if and how the nmessages will be relayed to

t he user's nobile device 100; conpress and encrypt new nessages (e.g.

usi ng an encryption techni que such as Data {ghcryption Standard (DES) or
Triple DES) and push themto nobile device 100 via the shared network

infrastructure 224 and wreles & Saaf&Swhoppased
on nobile devi %Gé“%?fg'(“gssﬁgestnifgrﬁ%ﬁ\é\% m% dJFEquF Sqf?@aigd Eraadecrypt g%?l
deoonpr eee the tolfave aﬁgipmsda&omahsméss;om;an«i@ﬂmmdﬂtleocteﬁmﬁ@m(’wémw tof
desired so that they w ?gﬁj{%ﬁgélbgto have originated fromthe user's

conput er 262a, Hfitf? eesef‘f)"‘ﬂ Y6ifposed nessages to nessage server 268
for delivery. &g’%ﬂ Oert@él{l grppr‘aﬁeer{f&* (ggsreg,rlct{ogmgogg% uﬁﬁéé?,&geémdawtbfbe

nessages that a sen /or recelve | e device 100 can
be defined (e. gsenbﬁommnadmawsédl@tm@biiemevxammﬁrcdmbcéefmdfﬂﬂ'byp@h(ﬁmlyl)w%iﬁﬂm
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encryption key gjcaRe, wiiBirhaobiRUigMenDONREes ageivenanstypoel emidorygigred messdges,
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Message managenggheds ﬁﬁd/%etﬂc?&oﬁﬁy oPhIbRche ndagtednt ﬁorprnﬁnhllddeﬂtmmﬂ arc@rier ol
functions, such as onl y)dpushl ng certain nessage information or pre-defined

portions (e g. o exereydefpedroppaddiess forgpuRton nmessage server 268 to

nobi | e devi ce 100. For exanpl e, when a ness i S ini tr

mobi | e device 100950 om meldssigee memesBFnt KR er %ﬁ%éﬂ?‘f’a %‘Wie tt('g é?vverg‘?%
is adapted to pHéﬁlrd?thMcttdhe §ichSds buﬁhﬁngacerm&ﬁ&ﬁgﬁgédnﬂ’ﬂiﬁhatitm arepricalefil@D,
with the part being of si ze

request nore of pefens e é@ckﬁ’goéﬁgnﬁéqacw@r@m ’He%s‘i‘% S%”&Fr 2@8&%183%%03{;@%

nmessage ”Hnagemfi-‘[}} e Y@rwl%Z% th&sdFels {rtidlg ikeievekiOn) ma&waéaw W o Message
maxi num pre- de

I ned ssage si ze.” [0051] Accordi ngly, messaggmr}anagerr%gfh
server 272 faci kérvenats. mestage n@@%ﬁemm SCEXFE 74 Ff"eaqaiigé 1B puehen AL otint
of data that is HEUMEBeidDOF 2 pRIARANSIAALP. 3 BB). The
m ni m ze pot ent it %g&ggg%a%gd%ég%w d‘h&or gt herlgér)e§%ﬁr ces. [0 %gz | t WI || be
under st ood by pesscns tda felesst more plethe mastge. webssdlivered ia gapgsized blocks by

message management server 272 to mobile device 100, possibly up to a maximum pre-

defined message size.

[0051] Accordingly, message management server 272 facilitates better control
over the Type of data and the amount of data that is communicated to mobile device 100,

and can help to minimize potential waste of bandwidth or other resources.

[0052] It will be understood by persons skilled in the ant that message managernent
server 272 need not be implemented on a separate physical server in LAN 250 or other
network. For example, some or all of the functions associated with message management
server 272 may be integrated with message server 268, or some other server in LAN 250.
Furthermore, LAN 250 may comprise multiple message management Servers 272,
particularly in variant implementations where a large number of mobile devices need 1o be

supported.

[0053] Embodiments of the invention relate generaily ta the processing of encaded

messages, such as e-mail messages that are encrypted and/or signed. While Simple Mail



server 272 need not be inplenented on a separate physical server in LAN 250
or other network. For exanple, sonme or all of the functions associated

wi th nmessage nmanagenment server 272 may be integrated with nessage server
268, or sone other server in LAN 250. Furthernore, LAN 250 may conprise
mul ti pl e nessage managenent servers 272, particularly in variant

i npl enent ati ons where a | arge nunber of nnbﬂ e devices need to be
supported. [0053] Enbodi nents of the inveriti‘on relate generally to the

processi ng of encoded nessages, such as e-nmail| nessages_that are_encrypted
and/ or si gned. . ThahifeeProgicoin|SM T RFCSR2-hergesn srd Muliingmmess [ntqragiivisil E

headers, and w{%‘?“@ﬁﬁ?@fﬁ%’{gtﬁ%t“w‘& Bl QRS of %43}}@:;11 Bos Redsh& HRY

be used to defi a typical email message€ not requiring
encodi ng, Secur eMrivE eaSidingl/BuraMIMES(SAVIME), tahersiaone the dMdyEpprotogaly mgx be
used in the comuni.cation of . encod [PECTI : B
appl i cati ons). u%ﬁl\%%ﬁ EHEpTES 1%%0_%83%§§ﬁ%g@ﬁéhtci rg{ﬁe@g?}ﬁ%ﬁ%@m@%ﬁﬁ& i6k)
confi denti al i t yS/NinE phiablee ehdstosai anihattigiion gnd canfideptialirg epd pragevistdata infepdtyan

originator of a npssage.sends.a nessage until it is deco LEe

t he nessage recf %‘h“fa.gy E’f”i’?é‘ge Lol ogglgﬁta%ﬁr’}taasmgsﬁ%geﬁfgﬁgc%%ggﬁa@ﬂg‘éqs (ge?r% %iyed
to facilitate Sggdi@dNBs#ROBeGaFIIRIpdalti 0Dthes ksdwmastaiiads ynCpododals way Vo
(PGP), OpenPGP, and ot hers. . known in the art. [0054] Sec i

protocol s such 5‘%‘1’]@}’%{ f\‘?EfaF‘é’FSS‘/e Bﬁﬁ“ﬁdBFﬁsigea??&"B‘h‘Vg’P % s“ethgg Sf)etrg&g(?lo efi}g'a%m
provi de confi deﬁi@,}gl b},éﬁp@pgaddrutm%m iadaan a Public Key Infrastructure
(PKI) to comunicate information that provides authentication and

aut hori zati on. W%encr YREGE nishddhgfpriofocviats@ek &y SAHIME mily vatpebliceandppriblatec
key pair can only be decrypted uysin he correspandi ng public k f g he
pai r, and vi ce- SRFXRHOTPREYH IR PFRE eicg?flgp?fﬁiﬂ?‘%af’ ‘H@%g’nﬂ%emﬂ)%ﬁ%gﬁc kel
whereas public kgyastREQrTBIIONG | Spihiafieie 100R8RRIonFMat rAidseautlidhtidai@nghed

w shes to send a nessage to a recipient in_encrypted form thg E(ecigi ent's
public key is usedoriztigne P ensryRied SSHE, 2 PRYEHKYE 2 PIBH Ky/PUREE FohPEE Hhi v

using the reci pialteeRyh¥RhEnBY coftshBIIRE pithk Key bthé ORE 2BHOREVEGa, Private
techni ques, a one-tine 5Session key iIs generated and used to encrypt the

body of a messigeinfarpstiersis hgvenmpde publicivieress uldisdey plorastionspiatetie (e. g.
Triple DES). The session key is then encrypted usi ng the recipient's .
public key (e.gl08881h a plnsldxempley ifnceydsri Wighesalogad tthMeseh 18 IRGR)ent 1o

whi ch can then be. daes ¥phesle ARIpeotS pictHIE id RE& B GBlypPa MEdYRL Rhick @i LithBe

decrypted session xﬁ@% can t%en P%e usgcg to” decr {pt t he message body. The
decrypted only using the recipient’s private key. Alwernatively, in some encoding
techniques, a one-time session key is generated and used to encrypt the body of a
message, typically with a symmetric encryption technique (e.g. Triple DES). The session
key is then encrypted using the recipient’s public key (¢.g. with a public key encryption
algorithm such as RSA), which can then be decrypted only using the recipient’s private
key. The decrypted session key can then be used to decrypt the message body. The
message header may be used to specify the particular encryption scheme that must be used
to decrypt the message. Other encryption techniques based on public key cryptography
may be used in variant implementations. However, in each of these cases, only the

recipient’s private key may be used to facilitate decryption of the message, and in this

way, the confidentiality of messages can be maintained,

[0056] As a further example, a sender may sign a message using a digital
signature. A digital signature is a digest of the message (e.g. 8 hash of the message)
encrypted using the sender’s private key, which can then be appended to the outgoing
message. To verify the signature of the message wheil received, the recipient uses the



nmessage header may be used to specify the particular encryption schene that
must be used to decrypt the nessage. O her encryption techni ques based on
public key cryptography may be used in variant inplenentations. However,

in each of these cases, only the recipient's private key may be used to
facilitate decryption of the nessage, and in this way, the confidentiality
of nmessages can be nmmintained, [0056] As a.fqgrt her exanple, a sender may
sign a message using a digital si gnat ur e. A digital signature is a digest
of the message (

private key, whi %rl&ctgn t enhasgf(lee %égg%ﬂggd to the out gol n Mﬁhr&%‘)h%)ﬁgg@g}tgfy
the signature ofd@ﬁ%Oﬁﬂﬁgggewthﬁmg@éﬁmvemymﬂhbomsaﬂpmen&ru$ddmmeum&mn$ane

t echni que as the i ard

obtain a digest %? ﬂ?ﬁ[ Si%ﬁcef’vl}ggr%ggosoay%ﬁ ﬁ@%g‘f} Ienﬁ{] é%gglofrgga’f’n%cwm
sender's public essageo dderdygests of therfﬂkmged Absssgegivatotimerch,ithis eughests thar diheehe
what shoul d be a_mat chi n%g g_{a%ﬁg 3r t.he receive gﬂressag . ‘Ikuf t he, di géasts
of the recei ved MESEEHEHE N gedfuripg, ranspefy, pelqr &5 4i 8¢t qriginare from
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certificate is a dltg‘&tal docuy a certificate authority (CA).
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formatted in accogdapnes Wirkdn Woﬁﬁ&%ﬂta%gutsﬁx@%ﬁffﬂat@ Groflfe &ﬁ?%émﬁtéw%ﬁtmm
Consider FIG 5, in which an exanple certificate chain %

Certificate 310 WeiHBforpatted Srascadimen withan aecepted standardye.caXc¥h).i i cat e
issued to an |nd| vidual ; which 53%/ be referred to as an end entity
certificate. EndU08Bk |ty &Gopsider | &> 1 @hichygi example Farbfieats chain GAR is shown,
certificate hol desddde (3'10%581149“5] t@mhﬂ” L5 '#)a 2 ﬂ'ﬂﬁ&nﬂg 1ss!u§ LhpnOf
~the certificate 314, and includes a digital signat & of e 1 ssuer nd
the certificat dndisidyely whichisy be referyed3d 83 ar(}eldtenﬁwwamﬁcadﬂEm ¢xiut5a¢estnﬁcate 310

typically inclu {dent 441 byt tif

certificate hol % glzn 5em::fsrr211|f1 i dgér‘heggﬂd&o:’tr]gza@?z%ﬁ" tgt}ﬁ% i °F(g'é%e£$tq Bl

unit nane, | ocatibsuar ok cprtifipiie 3 1thand incliudésdaidigital sighature of the issuer 316 and the
certificate holder’s public key 318. Certificate 310 will also typically include other

information and attributes that ideutify the certificate holder (e.g. e-mail address,
organization name, organizational unit name, location, etc.). When the individual
composes 4 message 10 be senl 10 a recipient, it is customary to include that individual’s
certificate 310 with the message. |

[0059] For a public key to be trusted, its issuing organization must be trusted. The
relationship between a trusted CA and a usex’s public key can be represented by a series of
related cenificates, also referred 10 as a certificate chain. The certificate chein can be
followed to determine the validity of a certificate.

[0060] For instance, in the example certificate chain 300 shown in FIG. §, the
recipient of a message purported to be sent by John Smith may wish to verify the trust

status of certificate 310 attached to the received message. To verify the trust status of
certificate 310 on a recipient's computing device (e.g. computer 262a of FIG. 4) for



conposes a nessage to be sent to a recipient, it is customary to include
that individual's certificate 310 with the nessage. [0059] For a public
key to be trusted, its issuing organization nust be trusted. The

rel ati onship between a trusted CA and a user's public key can be
represented by a series of related certificates, also referred to as a
certificate chain. The certificate chain cag_be followed to determ ne the
validity of a certificate. [0060] For |nstance in the exanpl e certificate

chain 300 shown in FIG S, the n r ent
o St reagales fecgripitt 730 haRier BBE% oPuliRE 359 Sieltd PR T by
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conputi ng devi certifivate 20nedireadetiored imybe Fasiniend's ompyiamdgviceindthy f?é‘ftgca‘es}@ﬁr ce

(e.g. LDAP ser hetn RHEHGES 300 Spd'ohM@ér@d 1oDARrusted
server). |If cetr’etflﬁgﬁ%\[%(edféguméa !rhgg%gng{t’or end |nct he rem pi ent's conputing

devi ce and t he simetii ftiaaten siersd, meted\cmﬁ%fnat ed as trusted by the
recipient, then certificate 310 is considered to be tru ted

| N
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chain to a root cer hain to the root certificate, can
be deternined fassumingas thatuuttaﬁleemj @mﬁqa;e canche fetereanes fopraypaginmlaicRd sBHY

one, or multiple éﬁpﬁgg ”%grus ol bid 8?1%@%314 thie &ﬁé& LG RhEA30r cdriffcie Bt

certificate isstf sburde arge certificate authority
such as Veri sigm bt Eﬂﬁﬁdﬂ&i 1ssukd)by anmmlda)mwe Kfe‘nn@éargc fertifieate guthotify pudheas

considered to bge truste e it ajns .t r
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chalnedtoatrustedc tificate, the cert ficate b i e
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These certificate servers can be accessed to obtain certificates and to

verify certificpiogzput hertdnifidap saersrseire adbingitios bisdu sertiffoatesomnd ipls édentifying
centificates that have been revoked. These certificate servers can be accessed to obtain
certificates and 1o verify cerfificate authenticity and revocation status. For example, a
Lightweight Directory Access Protocol (LDAP) server may be used to obtain certificates,

and an Online Certificate Status Protocol (OCSP) server may be used to verify certificate

revocation status.

[0063] Standard e-mail security protocols typically faciliate secure message
{ransmission between non-mobile computing devices (e.g. computers 262a, 262b of FIG.
4; remote desktop devices). Referring again to FIG. 4, in order that signed messages
received from senders may be read from mobile device 100 and encrypted messages be
sent o those senders, mobile device 100 is adapted to store certificates and associated
public keys of other individuals. Certificates stored on a user’s computer 262a will
typically be downloaded from computer 262a to mobile device 100 through cradle 264,

for example.



Li ght wei ght Directory Access Protocol (LDAP) server nmay be used to obtain
certificates, and an Online Certificate Status Protocol (OCSP) server nmay
be used to verify certificate revocation status. [00631 Standard e-nai l
security protocols typically facilitate secure nessage transm ssion

bet ween non-nobil e conputing devices (e.g. conputers 262a, 262b of FIG 4;
renmote desktop devices). Referring again tesI G 4, in order that signed
messages received from senders may be read from nobile device 100 and

encrypted nessages be sent . to thos senders, i.le device 10 ed
to store certi fﬁ%eﬁ‘ﬂes an§eridisges %I‘Pré on SRRy 2&%@%’?“’8%?\%& tp fT{?g’\/a %ﬁ 286
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fromconputer 262a to nobile device 100 through cradle 264, or .exa
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chained to a trig868H cer Mdbilcaterice [100683y alsbbe adapied; teestorodhaqayvaig K¢y plethe
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associ ated wi t Pt he user evi ce can sign
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to the user enc ted with.t e W

downl oaded to {?dg Fsgra%cﬂpéey‘%ﬁﬁa} ruosrﬁ ﬁ@hﬁg%f ¥hecp-cl);kr?% 2a through
cradl e 264, formem&mﬂve:e lmémnpﬂhe\ua&rés dogpuies Z@aehzenabtxydleﬁéhaﬁqgm& waen

t he conputer 262a a nobi evi hat _the

i dentity and on%“‘ﬁ‘éet ds?rﬁ#mé’g' Br%%’g%f”ﬁe“e CoT%%&ﬁ@é‘%éc{%%pw% gﬁ%&a
262b can obt ai nthe@ht Ldet gy sltard dir&rm«amlfbumdeme ﬁfcthoa duracessing messagesr age on
conputers 262a, 262b and/or nobile devices (e.g. nobile device 100). These

certificate soufones] may MEepromptiters(262g, ZSEﬂi:arabbxdinf ortificdeswirbm . namber of
or gani zati on) j

or publjc, may reside | n

accessible fr on'?%P‘i‘:Fri tJﬂr é‘ﬁrﬁg%f’ﬁﬁ?ﬁ‘ﬁ%ff‘isgﬁg% %ﬁ?% Cér mel V\odfeﬁl% 9(et%1¥]3§ﬁ%d?v‘ce

Internet; for ex@pl Bhest ceitiffratX oot indh Ganprivad-{«€3. dedicantd iqxl \BCR&(&?IH an

servers 280 associ at ed with the org [ za ion reside on L,ﬁ\é\l . ithi
organization) or pubhc may r locally or remolely, and may be accessible from within
an organization’s private network or through the Internet, for example. In the example
shown in FIG. 4, muhiple PXI servers 280 associated with the organization reside on LAN
250, PKI servers 280 include & CA server 282 for issuing certificates, an LDAP server
284 used to search for and download certificates (e.g. for individuals within the

organization), and an OCSP server 286 used to verify the revocation starus of certificates.

[0067] Certificates may be retrieved from LDAP server 284 by a user computer
2628, for example, to be downloaded to mobile device 100 via cradle 264, However, ina
variant implementation, LDAP server 284 may be accessed directly (i.e. “over the air” in
this context) by mabile device 100, and mobile device 100 may search for and retrieve
individual certificates through a mobile data server 288, Similarly, mobile data server 288
may be adapted 10 allow mobile device 100 to direcily query OCSP server 286 to verify

the revocation status of centificates.

[0068]) It will be understood by persons skilled in the art that mobile data server
288 need not physically reside on a separate computing device from the other componcms



250. PIU servers 280 include a CA server 282 for issuing certificates, an
LDAP server 284 used to search for and downl oad certificates (e.g. for

i ndividuals within the organization), and an OCSP server 286 used to
verify the revocation status of certificates. [0067] Certificates nay be
retrieved from LOAF server 284 by a user conputer 262a, for exanple, to be
downl oaded to nobile device 100 via cradle,264. However, in a vari ant

irrpl enentation, LDAP server 284 may be acCéssed directly (i.e. "over the
air" in this context) by nobil e device 100, and nDblle devj ce 100 may
search for and ofdtANE\8, andnbananchik datmeservier LE%hmay be BroyidgA o8 hpHmesogprane
server 288, Simjlarl 8 aﬁ@aaabedm, BhdrOWhe
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and that nobi | einfjddrsensgiouer 288 nmay be provi ded on the same conputing
devi ce as anot her conponent of LAN 250 in variant inplenentations.
Furthernore, thg@oedlncti dmsvaﬁintrimplctnemeklmn& ey vdectgBKhagyvase 2§thmey Pa made
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certificate sto not her .secure ceftifi S i 0,
and smart cardst? %7f‘ﬁr exacﬁr"ﬁf“r S“‘f’ﬁ%f’?ﬁf ¢ é'fféalrefn[ ncgz)lv%“}pg '%P%i%%:ﬁaeggbm&
di agram i | | ust r adriifi@it€ QoRONRIHS s@hrmmmxmmmreombr ansidncANeEd 0 s sagd caxds,

may be received by a rressage server (e.g. nessage server 268 of FIG 4),
i s shown gener afdt§*@eprl850, "Encoded message 350 typically includes one or

more of the fol jouyno: a fgader ROrLIRA. 5°2uiod afRASTSRsPATE BRRbAAR &0
example of an encoded message, as may be received by a message server (e.g. message
server 268 of FIG. 4), is shown generaily as 350, Encoded message 350 typically includes
one or more of the following: a header portion 352, an encoded body portion 354,
optionally one or more encoded attachments 356, ene or more encrypted session keys 338,
and signature and signatre-related information 360. For eaample header port:on 352
typically includes addressing information such as “To”, “From”, and “CC” addresses and
may also include message length indicators, and sender encryption and signature scheme
identifiers, for example. Actual message content noymally includes a message body or
data portion 354 and possibly one or more attachments 356, which may be encrypted by
the sender using a session key. If a session key was used, it is typically encrypted for each
intended recipient using the respective public key for each recipient, and included in the
message at 358, If the message was signed, a signature and signature-related information

360 are also included. This may include the sender’s certificate, for example.

[0073] The format for an encoded message as shown in FIG. 6 is provided by way
 of example only, and persons skilled in the art will understand that embodiments.of the



optionally one or nore encoded attachnents 356, one or nore encrypted
session keys 358, and signature and signature-related information 360. For
exanpl e, header portion 352 typically includes addressing information such
as "To", "From’, and "CC' addresses, and may al so include nessage | ength

i ndi cators, and sender encryption and signature schene identifiers, for
exanpl e. Actual nessage content nornmally ngLudes a nessage body or data
portion 354 and possibly one or nore attachnments 356, which nay be

encrypted by the sender  usi sessiqn, key. |f .a.sessi it
is typically en‘EYWP’éd‘"lﬁ OF aBag‘ﬂﬁe itﬁfﬁﬁ?g%qjmféggeﬁioér?fheﬁzfimﬁn%&t ﬁypre é@ﬁ g?%ee
public key for $aahc hRedaing@nNthenftNhed,olnpdnehtd of dhecodmismegeeanaBifear t 4 he
nmessage was signed, a signature and _sigpature-relagted informatiaon 60 are
al so incl uded. e e Hap Fhewr ik Fédn ?“dsa’bé?ct“ﬁ?qeg‘éfs@,ge%y lélglé{fiﬁ) avets

[0073] The for nglioRsl, &ifAeRISGpIRSEAFRIcH ay Hepdidion whelicr theieteddedmisage by
way of exanple only, and persons skilled in the an will understand that

enbodi ment s. . ofis Recryped, sightderi®™P®n wi || be applicable to encoded messages of

ot her formats. Depending_on the specific nmessagin chegne ysed, conponents
of an encoded ni®844lye nafrbpfigsntsi ¢ e "éﬁelﬂf‘%‘?éﬁtg"d‘%&‘gﬁ ‘ﬁ'ﬁ?ﬁf?'dstﬂc?vﬂs EHP?’I’

6, and an encodgeni® it ASLHIBY addteteieg be&iEEates. Arlshet dnfd@imentra diitfficetzaedrch
conmponents, which may depend on whet her the encoded mesg. g‘f’F , ii nﬁflﬁt ?d’
si gned or bot h, ppierran reifigRnderecting of Aablly dsedheate %_e &8l P@O Hed
to a system andg ﬂf@é&%e& Q5 imGAL ORIk EIRE Ton®hk Y R&E lkhifieate @8rvelsie@ne
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enbodi nent, a ce I cate search application residing_and executing on a
nobi | e devi ce (PP spobr P&4 @feﬁlfeé)-lgom@rem@m% the 195l G HRGEETEE ?“ﬁia{‘?'ate
certificate se : ; L ddes ey Vi a8 com Bowyer
284 of FIG 4) ?{eﬁfr%%ﬁ%l@n%gg{onmrerﬁ%?n?%g ér;:'fgééeﬁl e devi cigfcgnééacﬁc_hes #}{gr&@and
retrieves certifeigcmobide datamergr 28rafliFfGctit e server through an internediate
conputing device (e.g. nobile data server 288 of FIG 4). [0078) Wth
reference to FIIB078] conWittereferpnoetakph ed. anobideresn etample ipipraengation where a

certificate Seage%@&pée%?%#ﬂﬂa@& &?Igbl!nfe ?:/c)ziecl%{) 10016 36Cha SetfitNes M\i'idual

retrieves indivi cer icates fromL server 284 through nobile data
server 288. A seaifidates dpuebDAPserverelid thewgh ynobHe dete senver 28t &b sw@EihcRquest is

application, typicall rom. [ I : ISt ,
and e- mai | addr%%egvec‘)if Qg’atfr}\‘e icﬁﬁlﬁ\'ﬁ{%geaaf éﬁ?%? Hé%%\éh\dfﬁlgéajsgéﬁvﬁ ussﬁes ?Blloﬁgigsétg ?’%
certificate, Cefidni, hissearcindreagibsidsessraamaindivideel fimaehor tisager wishsy to locate a

constructing Sear oh JUELLS sHG! SolIRUL) 1o Bkaal blciMer, B bBhtnind sl
queries where inputting only a few letters of a name will retum all certificates issned with
a name containing those letters as a prefix, or by otherwise using wild cards or blank
entries in input fields to expand a search, for example. The search request is then
communicated from mobile. device 100 to mobile data server 288, which. then queries .
LDAP server 284 for the requested certificate(s). In this example implementation, located
certificates are retrieved by the mobile data server 288, and specific search result data
relating to each retrieved certificate, such as the common name and e-mail address of the
individual (or entity) to which the respective certificate is issued, is communicated to the
mobile device 100 so that a list can be generated from the search result data for display to
the user. The user can then select specific certificates for downloading to and storage on

mobile device 100 from the list. The selections are then communicated to mobile data

server 288, from which the selected certificates are downloaded to mobile device 100.

[0076} When a user of mobile device 100 receives a signed message from a

sender, the certificate of the sender is required in oider 1o verify the int&grity af the



a nane containing those letters as a prefix, or by otherw se using wld
cards or blank entries in input fields to expand a search, for exanple.
The search request is then conmunicated from nobile. device 100 to nobile
data server 288, which. then queries . LDAP server 284 for the requested
certificate(s). In this exanple inplenentation, |located certificates are
retrieved by the nobile data server 288, ag%_specific search result data
relating to each retrieved certificate, suc¢iy as the common nane and e- nail

address of the individual (or entity) to which the respective i [t
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certificate search application.

[0078] However, multiple centificates matching the specified e-mail address may
be located by the search. In prior art systems, if the part of the message containing the
necessary information 1o correctly identify the requisite certificate associated with that
message was not downloaded 1o mobile device 100, the user may not be able to select the
correct certificate from a list identifying the multiple certificates located in the search with
certainty. The user would then have to guess at the correct certificate, or download all the
located certificates for storage on the mobile device, which consumes time and bandwidth.
Similar problems may arise where data other than an e-mail address is retrieved from a

message and used to perform a certificate search.

{0079] Accordingly, embodiments of the invention relate generally to methods that

can facilitate a determination of the certificate associated with a message, from a plurality



certificate, the certificate may need to be retrieved froma certificate
server by the «certificate search application. [0078] However, multiple
certificates matching the specified e-nail address may be |ocated by the
search. In prior art systens, if the part of the nessage containing the
necessary information to correctly identify the requisite certificate
associated with that nessage was not down# aded to nobile device 100, the
user nmay not be able to select the correct™cCertificate froma Ilist
identifying the nultiple certificates |ocated in the search with

certainty. The ofisetifiosted Idcaddan alseayeh of 9neplamere gETfiRue KEYErSs EYIHITs 3 ESPES or

douni oad al | the, ) qeal 8lyfelbd hlik iy hoh uth QLAY dbvie: MRDinbBiltRvIces,

whi ch consunes and w dt h. | ar problens nay arise where data

other than an engmil add i efidi exed Adwihaa iINREARESsteRdinUs ekl of
perform a certﬁpm e seg{?g%{lﬁg[sb%m] A)é’cordi ngly, enbodigrrents of the

i nventi on rel atsearghing rad fefricving wentifiendes ip Bmembediment 4 theilnvgpionds s seneraly on
of the certifi cat({aj associated with a nmessage, froma plurality -24- of
certificates | d¢4P8d in a search of one or nore certificate servers, even

where a nmessag not n 110, d to & iH® 8&vi&e (e.p.
conputi ng devi 38"?@.59 n@gi%ﬁg 42@%%@%%%8%?6 %I)?g?edr’s%ﬁ%a tdgﬂpl%f%@ 7\2\, (aeg
flowchart ill ushéllddegicatle@sf FIG. 4) iveedeodd of a messageryey (ol dosaee pEVFIRGS of

certificates i n odi ment of. t I nyent i [ N2t leYo, ndSs£400.
[0081] At st epna%bf‘?'g?%%cs%’ﬁg’p%dﬁ}p Eegnscél{c%wt&g’ dtﬁgsshéeelrm‘gd\rgenég@onput #cyngg deflai%ce
(e.g. nobile devidpemiRGentr F12Gf FIE. #)spuskesei inetpat ofdherteseizerbmgTpRLOTEe 0F .
nmessage server 268 of FIG _4). |ln.one.exa ' '

nmanagenent ser v‘i‘f3 MESPe HESEH2 m"ﬁﬁ%ﬁé@%nﬁéﬁﬁ%ﬁ g‘%%g eéfl)%wﬁ)dggﬁigﬁ%g a
first part of theheseessete mmsivalmessgyraethcorquesing trassnapessibb Yol arpngmum

nobi | e device. The ssage managehent seryv | h.ver.. : of
the received ne§§?9§g§"£tsm ﬁ@er’;@&u@éctm???agtc i?&'%%%eg&?m gostglé[&oell%%gvicg%\gli ﬁé{fl}%m
pre-defined nesgag@e iésde: infoR@anmSE a0 aiants ofE1G.\@ widck & typieliypsvideddettiece

wi Il generally include header information (e.g. header 352 of FIG 6),
whi ch is typi cabesjninefieded3%F the Dbegi nning of a message. [0082] In

enbodi mrents of the invention, the nessage nagenent ser

certificate i delf0BRl cati dn EB’&’P@’“FB‘St%éﬁ‘%B’IV?E%W‘eglen‘gg%%ee%g%arg%ggﬁesé AR 48 e
header of the QHESEAGE)dentificafiol Antaith tkaldiverdanpaaicasrts l{egr mcibi heatiemot simge,
then the nessage nmanhagenent server can agr oc%ss t he dcerti fi c%teg L9 generate

the certificat emieskage) f iIE 4t segtificate accompanies the received message, age
management server can process the certificate to generate the certificate identification

data. In one embodiment, the message management server applies a hash algorithm to
hash at least a part of the certificate. The hash is then used as the certificate idemtification
data to be added to the message parts (e.g. header) being delivered to the mobile device,
In one implementation, the entire certificate is hashed to generate the hash. However in
variant implementations, one or more specific parts or fields of a certificate may be
hashed 1o generate the hash, although the likelihood that the hash will uniquely and

correctly idemify an idenical certificate may be decreased depending on the parts or fields
hashed.

[0083] In another embodiment, the message management server processes the
certificate accompanying the received message, by parsing the certificate to identify the
serial number and issuer of the cenificate, This serial number and issver data is then used
as the certificate identification data 1o be added to the message parts (¢.g. header) being

delivered to the mobile device.



‘data. In one enbodi nent, the nessage nmanagenent server applies a hash
algorithmto hash at least a part of the certificate. The hash is then
used as the certificate identification data to be added to the nessage
parts (e.g. header) being delivered to the nobile device. 1|In one

i npl ementation, the entire certificate is hashed to generate the hash.
However in variant inplenentations, one Ol $mre specific parts or fields
of a certificate may be hashed to generate he hash, al though the

| i kel i hood that the hash will uniquel ect entif n
certificate may [MB84ecr ea‘%@da%p‘@%e ‘H% ‘H‘He"t h%cr’iy;éﬁ"‘{e 408? ny |35F%1§Bla"ﬁ rh%ﬁwgge bige
[0083] In anot hef..&abogh ABRkge hitBpdRGS 36 Cer RGAGERRIY s@r&h\t&-&elﬁl&@hﬁ'&ﬁﬁ&oﬂ he

certificate acconpanying the recelved nessag by, pars t he ce ficate
to identify thethesogisage lqunbiere gaa that ddptifigs ther?én%ﬁt“r‘:’f‘{}@a’teeass"ﬂﬁ%‘{ ﬁa“bﬁ

nunber and issu ge%u«':hgasttﬂce&nﬁﬁ%beﬁﬁnd Rfuck 6f thb bdriAe hséer&s b:&h grih®sgdat a
to be added to th ssage parts (e.g. header) being deI|

mobi | e devi ce. i@&#ﬂ!{lﬂ%lplséﬁtﬁllﬂ e \}Gﬂd\ﬂhéﬁeé“fft{iﬁéﬁ%@ﬁﬂéﬁ"%mb ‘H"f e(?é?‘f‘%‘hﬂd}éfs
not acconpany the f!aggge{ﬁé?g HEcheg)ar%ﬂx dCeBRRIRORHRNRGEAENT Server may
ated | it or mat

parse the si gnatur ion 1n the nessage to retrieve data

that identifi es&%@[}send% Snfe }% Mtﬁ)eg euRSs¥ast 3de ntinbbr [une,ssﬁ@s(g@ggamsdjch

as the seri al and 1 ssuer certificate used to si %
message, for exemificse aThirtificke senéfication daganighisheronsidered 19 e %Se"“fe when

i dentification data c?)mq% @5@%?911%581 &S@f a?tﬂﬁ§§1%9i@at9 hich &ﬁ;fgmehﬁﬁ@%%cﬂaﬁﬁ Rg

delivered to th& oD evi ce n sonme applications, use of
serial nunber anescribslieith citrencertoRG 5).ctcethd ssaalanaberandtissuprdaemay b"’ ‘3351“

identification data mg o8 cggn el """q“lgﬁ‘df%i Ceagﬁ&gtﬁm d4hehay S@{{}&Bﬂ%j

to the use of a'hd¥R" 4R act cert cate certificate can

val i dated as de&ﬁadtbﬁ;demrtm:onefdepwdmgomohdilbfalf:ﬁf)ccwﬁydweﬂhe seri al nunber
and issuer data nmay be easier to forge. However, use of either type of
certificate iderfod8é]cati oﬁwdgtxarmay chraifigstef idkntifieatiom dpangani hpesrein urinely

dependi ng on t hﬁ gel g e[lhcl gg(%rﬁgcaqegésogqﬁd[&%ﬁle y Peﬁv&?ﬂﬁ&%%@d This may be

certificate ide e use to uni
sender's certi f|p¢aatc&1aa§smdfhat~eelu diet deridi aigneced vr&ﬁs:gmwagelateﬁhn@rmtyﬂ!bef the

particul arly useful en th acIu si gnat ur e LS

i nf ormati on of trﬁ‘i?ve gi’f’éﬁa% %ﬁ’g gsbgna%“e fN& urlej%gﬁ& H’E’%Gb # g?(gqs) RN
i nformation 360 weén fiCeredio thﬁﬁmomﬁdevtteen delivered to the m)bl | e devi ce.
[0087) At step 420, a nessaging application residing and executing on the

nobi | e {0087] At slep 420, a messaging application residing and excouting on the mobile
device receives one or more parts of the received message, which includes the certificate
identification data, from the message management server, Additional parts of the received
message may be retrieved from the message management SETVer in response 1o a user

request.

[0088] Optionally, at step 430, the messaging application can use the certificate
identification data received from the message management server to determine whether
the certificate associated with the received message is already stored on the mobile device
in one or more designated certificate stores thereof. A corresponding indication of
whether or not the certificate is already stored may be provided with the message pari(s)
being displayed, or alongside an entry where the message is identified in a Jist of messages

received by the user, for example.

[0089] For example, in an embodiment where the certificate identification data

comprises a hash. at step 430, the messaging application generates a hash for each



device receives one or nore parts of the received nessage, which includes
the certificate identification data, fromthe nessage nmanagenent server
Addi tional parts of the received nessage may be retrieved fromthe nessage
managenent server in response to a user request. [0088] Optionally, at
step 430, the nessaging application can use the certificate identification
data received fromthe nessage nmanagenent s@Bver to determ ne whether the
certificate associated with the received nessage is already stored on the

mobi | e device igroMaeCkorfPsEihel fSbNRvRE if @fclor Hiofdesiphidta) @Sifidarrsamds. thobeof,
correspondi ng indication of whether or not the certificate,is_ alread

stored may be pradicampags eash generawsidisglye hediplsyroviged asgegiticye ipatficatipn dats, in

al ongsi de an ent g Wi&fcforii WIRBRAER deﬁnﬂcgﬁn& hikda@g sﬂoﬂzaaenl 18 tmofle MBHSATER
received by the user, for exanple. [0 For exang & in an enbodi nent
8es

where the certi fiapethash algarithni eapipind aﬂatea 418 dnpimiice st thisnaern(to the sme pausgor
t he nmessagi ng ap, N

on the nobile de@%l!&sé@t}%?%to%%&%ﬁﬁﬁ%?@s esi gna{ 1%2%%‘&% (?é?‘ghyp !hgaé?ﬁﬁl%
and conpares eaclkaslyﬁmfrﬁrbeaebrhdasmlﬁoatcmeAhasﬂmgiypr al peheseged bashi dfi a:atV@n StOIed

identification dat r ther .t
al ready stored oY cg{er’?ﬁ%taTg g&'gcm%%‘n&%% %ﬁgﬁmapg%ﬁ%{‘ﬁ"“;eﬁgjﬁ oye at%
step 410 is applméebr@ddtbha\&t&meqlm(rhﬁneﬁhe sanme parts or fields of the

stored certificates if the entire certificates are not hashed) in
generating the [0890ks of Altemativdy.cd aoentbollimrat ebsre Amcmmﬁ@gl i,dpnuﬁcaﬁnn data

gener ated hash of _a en st ared certifica t cel ved
fromthe rressage oﬁﬁ)ﬁg ?}tnuénel’FK/Sélrd lssPﬁedﬁIaa&trf%ﬂP 4ﬁ8 tﬁp ssa %ag g’c SRRCORRESS
det ermi ned. [009@} srAieﬂ exmm&hn atell iysuer tataassecibod mﬁmrﬂacimmlﬁcaidﬂetomdrdnl the mﬂc
identification data ri ses e and er data, at, step.

the messaging ap V}C(?é’f F% OI%%Q?Sé@a%fiﬁéugb ¥f §P“ﬁHﬁB’é’ Ot ST pupbey A sk
associ ated wi th &achroeddd i catificat ddadifiofiddéaipli beer deVieraning Witghw@rthe

nor e desi gnat ed cerfifi,cate, stor t hereqf ,tQ the serial nunber and issuer
data provided as® E‘g{?fef‘?@%gyflﬁéﬁf’i‘ %,Ci A<t a, in order to deternine
whet her the cer ate already stored on t i eV| [ 0091
vari ant ‘i npl emar[bh% 3?51%3@%?%‘%%??"8 Efgﬂ‘aﬁa’eéﬁr dﬁ??a"r"i WHPCE‘]“"
residing and ex%&i&i‘n@ﬁn@@xe& ghg ¢ ROBBYVESR Ot That b@ﬂnésﬁb?od(')é&%aﬁﬁh&g(eg by

application (e.g. by a certificate search application) At step
440, a search rétﬁf@éﬁcﬁWéFafﬁlh@P@éﬁtW}l cate is made by a certificate

[0092] At step 440, a search request for the certificate is made by a certificate

search application residing and executing on the mobile device. For example, the search
request may be initiated by a user, who selects a menu option provided by the messaging
application that activates the certificate seatrch application, Alternatively, the messaging
application or some other application on the mobile device may automatically activate the
certificate search application, upon receiving a message for example, and possibly after
determining that the cenificate is not already stored on the mobile device at step 430.

[0093] In requesting a certificate search at step 440, the certificate search
application transmits the scarch request to at least one certificate server (e.g. LDAP setver
284 of FIG. 4) through a mobile data server {e.g. mobile data server 288 of FIG, 4} in one
example implementation. The search request comprises data that typically includes an e~
mai] address, and possibly at least one name associated with the sender of the received
message. However, it will be understood by persons skilled in the art that a variety of

search queries may be constructed without depamng from the scope of the mventaon



'search application residing and executing on the nobile device. For
exanpl e, the search request may be initiated by a user, who selects a nenu
option provided by the nessaging application that activates the
certificate search application. Alternatively, the messaging application
or sonme other application on the nobile device nmay automatically activate
the certificate search application, upon_hgceiving a nmessage for exanple,
and possibly after determning that the certificate is not already stored

on the nmobile device at ste , 9 I ' if4 cat

search at step @%‘ﬁ t he gé?‘?? ??Oggieé’[‘og’ggg%tﬁ sa&%gﬁ#@%ﬁeg%let%gﬁésIr:nér{]%&t?chsgwer

IS: ?g 02) r ;aﬂuest hfbpcé%{it?f@%gti?‘ﬁﬁg gigf dehich eajuest simtt)}«tlas miade af. stapDi0 hyethe esttificegy of
rough a nobi| e data server (.e. ; ata s e

4) in one exarfsteh pRRICEIBR "i’B‘?JP.ﬂefﬁé“s gjipgfhoca{eég)ﬁ%g% %Caorﬁ%u;ﬁl ngé}ge %g%r%q‘%% at

typically inclugdesufRe® frombhd aidshef @8 Sertiffifle 2085 bplhy nabilt dasterame nane

associ ated with the sender of the received nessage. However, it will be

under st ood by p@bgs?ps skigh lsRf 460, hb®cand thEficassvae eiyloafed 1s darmdbilguerices
may be construc i i

ed W thout departing fromthe scope of the,invention. -
[0094] At step ﬁl@@}hetln@bﬂ?ﬁiﬁialséwefat'ﬁ‘esdéwd%ufém ‘ég‘e% e Wé’f“l‘%&‘é’feﬁé%‘%"%ma;
certificate Sefa&ﬁgcmfogﬂc&%'{cfeitiﬁm}@%ﬁl&%ﬁafcwsiﬂg. the search request that was
made at step 440 by the certificate search application of the nobile

device. Certifigabgp | ocaliatpasoainkasstdd @hificars deaniohdeguerly mabie deicriatved
fromthe at | east one certificate seryer by the bi.l e dat.a server 5]
at ot ep 400, ¢ haen Gibace arasetsed by Qi GELete B FOUBRLET O THETRNDY e it
fromthe nobil e datasar ey, miRednencantiad sRodikd olttetcaresivadineshis as
stored tenmporarily on the nobile device to underg‘%,fu t her. ocessi ng.

[0096] At step idemified b thegregifivgieddantifieqtion fag acfoTma e G HETHER e
device at step 460 are processed by the certifjcate sei%rch a&ﬁl i catxj.on, to
det er mi ne whi ch{008€ht ed leentanptiodingsst Wherehe cepifical ddentihgation, f4i¢ camprises a

associ ated wit hhdatxpelhé eGRIVAE sOBRSSARBcatRE pehdBS h hiddfobyachhecaairdeitificarat end
identification data acconpanyi nght he recel ved nessage., 0
35

0097],..1 .
enbodi ment wher evmgseescaech géresate ao therhagh prayied 26 ae@éﬁ%F i*@élgﬁ&ar‘l“’ﬁg%‘ﬁz 1% he
certificate seantl AMIARL O0pRBIGLALE TR, DARMNLREEAGH (fBI: sep 410 s

certificate, a conpar es eac enerated hash to the hash provid as .,
certificate i demiplitd enthipsteddtaatheisame padeer figldgof dbapipisdiRBifirispd Jﬁﬁ‘&%ﬁ
The sane hash al gorithm el St ER Al e PRRL 88 B stdHbs ShERaldsO
the sane parts Y u?‘f’%ﬁ%s& %Plogﬁ%ghset%%rlgd&g'g? tllggi%gt es If the entire .
certificates argcqeinglpsifedinéracdbmbrodighgntionmstedasnidisatomaidhes te dpdigprovided

certificates. Acc Orf?:htgq.{;%@ﬁh%wg \9?%2@%&‘& S asfeMla B LY ERnliOCAMAL.

certificate nmat&H&
[0098] Alernatively, in an embodiment where the centificate identification data

comprises serial number and issuer data, the certificate search application compares the
serial number and issuer data associated with each located certificate to the serial number
and issuer daw provided as certificate identification data, in order to detenmnine the proper
match,

[0099] Optionally, at step 480, a list identifying the located certificates
downloaded at step 460 may be displayed 1o a user, with an indicator or other highlighting
technique used to identify the matching certificate in the list. The user may then be
prompted 1o select the marching certificate (and possibly other located certificates) to be

stored in a certificate store on the mobile device for future use.



as certificate identification data, then a match is deened to have been
determ ned. [0098] Alternatively, in an enbodi nent where the certificate
identification data conprises serial nunber and issuer data, the
certificate search application conpares the serial nunber and issuer data
associ ated with each located certificate to the serial nunber and issuer
data provided as certificate identificatiogngdata, in order to determne the
proper match. [0099] Optionally, at step 480, a |ist identifying t he

oented FEnL LR oo R ORI L P

with an indi cat tec gue use entl
mat chi ng certi fgRteeddvitet hﬁ‘ o|nb sinbodinent) sids swpynaymmdu@rmgﬁ ompmetsbﬂﬂb byghect

the matching certificate possi hly other |ocated cert to be
stored in a cer®ff icéTﬁtS%af%b(fi?P Caé‘ﬁ“’t"ﬁ‘g’ ﬁwpmgmws ete'f’(tjsrse u{’ ag%gigo -28-
(001001 At step 4 t he, mat chi n et|f| stor r

store on the ?&; devi 'b%"a“?i’t%ﬂ\g’ ‘é‘ﬁ’ﬁ% ’H?tc 1@? a5 e %eﬁep‘féalrh or ned

automatical l'y b[?!teb &t sh&WhTt 1of Vel i6s itpadtals PPpplanphy bﬁbr,e ov\/aﬁdfrauirag@r onpting a
user for its selection at step 480. [00101] In a variant enbodi nent, the

mat chi ng certi fjpoady may RéfE@inpeowabiriat 2B, a flstvamrntitstsdiogsieps iroa mthoﬁyafi ts
trust status for exanple, before or. after storaglﬁ caJ_ﬂOOt 0121% Refe {}gs

FIG 7B, a flowshshingand seFipypg Serudicaps ™ frohensRadmsst © s Ayerfion 5
retrieving cer t%efnleﬁﬁ%% 400b, aMMcmﬁtl@dmmmtm ﬂfct}tohei()ﬂnmapﬂ that ihs csttidionte
generally as 40

t hod 400b is si mI ’Ifi g , %iec%ﬁt). t%%t t he
certificate se%¥rich 2apifatienmeywasee fad C”l‘ﬁédef}té ‘Eai“f’i‘ gpdo {TEmPPie daf paveT
data to the nobjlewslatie s%%rcﬁ%ques(tﬁsﬁthawh% hndblle d@e éredt car euteratonly themiaichingt he
nobi |l e data server_can return only @éﬂ?m&aﬂ g%rtifir?ga{g(g tﬁ t he, nobi | e
devi ce, i nst eadcedificatelto ge “@fﬂ’éleé@‘i’?‘id’isﬁ’é‘i ) o dhig e icptes A ‘hsemf'OOIOS]
Specifically, at step 440, the certificteidetif | on data tial
received at thDOABH | e SBssifcally,astep I‘ié > RFseRisated i&fé‘agﬁaé’l‘fp §’§i"§i‘é$ﬁy| rgcew

forwarded to thg gmhitiR (Q@i%@froﬁnﬁiﬁé/i%ssiiﬁetrﬂaﬂa@@né@%rﬁéﬁ i§ aMRatd toithe mbbik data
enbodi ment of the invention. [00104] At step 460b, the nobile data server

processes the | et with dierseareh teiiess 1% tis eaodinanhel hiinvertioBcat ed certifi cat e
mat ches the certificate associated with the received nme

identified by tI818&k ¢ fiAdatce 464brbe mabile dat Sa%itffapfpéf?éwgﬂ?%ﬁ"ef‘ ertifisHey &
data server 7ot URRhAGHEWLARCAL i &is diCherRale delSHidTB] W A6 received

certificate is to the nobile device at this step
subsequent st ormgeagen aai®ehﬁ¢¢ by Hheecertifisnte ideptificadomeaie recelyed ok g‘%ﬁ“’@'ﬁ éjﬂta

490. The user rr?é¥vel? S éth WP L&tk devREr 1 s?c?ﬂ 0.t L\ tn}ih“:t'chmg certificate is then
downloaded to the mobile device at this step, for subsequent storage in a certificate store
on the mobile device at step 490. The user may be prompted for permission to save the

matching certificate before storage [step not shown].

[00105] Details pertaining to the remaining steps shown in FIG. 7B are provided
with reference to FIG, 7A.

[00106] In variani embodiments of the invention, other data that can be used to

uniquely identify a certificate can be émployed as certificate identification data.

[00107] In # variant embodiment of the invention, located certificates may be
retrieved from one or more certificate servers and downloaded to a mobile device without

being transmitted via a mobile data server or other intermediate computing device.



‘matching certificate before storage [step not shown]. [00105] Details
pertaining to the remaining steps shown in FIG 7B are provided wth
reference to FIG 7A. [00106] In variant enbodi ments of the invention,

ot her data that can be used to wuniquely identify a certificate can be
enpl oyed as certificate identification data. [00107] In a variant

enbodi ment of the invention, |ocated certifjqpates may be retrieved from

-

one or nmore certificate servers and downl oac'J:Fd to a nobile device w thout
being transmtted yia a il.e data server, or other. internedat ut.i ng
devi ce. -29- (O%‘P@éi’]aEnb%‘bWQH‘E?tS qeﬂﬁvqnﬂ%ﬁﬁvfbﬁenﬁiﬁ%’ Bi%rs’g)va&@f?%%g%eat ove
with reference §@obile AL EHERW S SomeRbeSinentan®y ssiRdigpiial o adyviad hax be
applied to a device that is adapted to receive e‘\),c ded nmessages ot her than
a nobil e devi ce-‘s‘dap@é1‘0@]‘”%@”@@%‘&33%"5&‘-{%%&“6‘? §E88F%hi ng and retrieving
certificates in_ enbodi nents of the invention . be provided as_execut.abl e
sof tware instrul®18RE st o&gsterm °f -Pgéfﬂn’g{‘gg r?@giréfr’wg:ﬁmﬁ@aﬁeﬁépude
transmi ssi on-t ypandmslbds of 00 khekicknEayl BRREN: ians hRG uRBRRoMRES iriskedions sbred
regard to a nunber of enbodjnments. ~However, it wl |,k be undefstood by
persons ski | | edon poremesrapadebia medianwhick may Hislude gapmistisartyRedatddons my  be
made w t hout dei)arti ng fromthe scope of the invention as defined, jn the

cl ai s appendedi@fdifl o. 3he inyefionshas peendeprzibad With Fesadde & APREETLh GRPREPFEYI ng

certificates relghibhg, tOwl FEISRIRGER phisoil illFCRARE aft GONPYEI WgiafeVirae
to a user's conputing device, the nessage conprisjng dat i denti fyldggw%i
n

sender certifi chiodifisatinyeimayds neade vathpvtiiepartiae FramiBySBRS bt HEPRANG
that it conprisgspl NeinilpRmded nerfCei ving at |east a part of the nmessage
fromthe sender’s conputihg device at the wuser's conputing device via a
nmessage nmanagenent server; at the user's conputing device, receiving
certificate identification data for the sender certificate generated by
t he nessage nmanagenent server fromdata in the nmessage identifying the
sender certificate, wherein the certificate identification data uniquely
identifies the sender certificate; performng a search to |ocate
certificates stored on the user's conputing device;



and processing each certificate |ocated on the user's conputing device
using the certificate identification data to determne if the certificate
| ocated on the user's conputing device being processed is the sender
certificate associated with the nessage. 2. The nethod of claim1, further
conprising the steps of. providing a certificate search request for
certificates associated with the sender; 3ferforming a search on one or
nore certificate servers, wherein at |east one query is submitted to the
one or nore CRimiSi cate servers to request retrieval of certificates
satisfying the certificate search request; retrieving at |east one
certificate lsati shyiaiepd dfeceshingfand sgtaewag cetificatguiesiatingrto mmdseagesaet fspmgor e
certificate r s, . i retrieved cert,fli e i .Sfyi t he
ortificat o St EAmALRERRTLR FRRD S B MIFULRE Mok B SRR | o
det er m ne i fidéhiyihgapenddr certidenteiakicehit®l thatehsthy thegnéthed béeg thdracaidsear ch
request is the sender certificate associated with the nessage; and storing
the respect it beeRSes festePsOsfying the certificate search request on the
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e sender ce I cate
associ at ed wis¢ifs ¢drepuimgsyiee v a essagethosgaaientbaiven; | or claim 2, wherein
the user's conputi devi ce cor%r' ses a .npbil eHdevi.ée. .f31 . 4. Tge t hod
of claim3 when JEPEHIENT CYRPEINE GAVES: (e g Peftfirals Idpuifgetion date SoniPRg a
search on ORend¥ cBRitiRateQehdrhic AL ISRLMAES maBMbni & 5droM! Mt AltaliR AR mEOREge
certificate satisfying the certificate Search request fromthe one or nore

certifi cat e idwtijang theseadpaettiiontsd whereln e coriidicasripentificgtieteddte enigoelyl ed to

t he nmobil e deyi. cend -hod. of claim4, wherein the second conputing
devi ce conp%%?@?gaﬂﬁﬁ;?@%Cg%g%%£3erver. 6. The nethod of claim4 or claim

5, wherein the stpeffoahinRhefsh dbceReb:tifRhfek eMvedl ot Bklusérsiahpusag tsfivé;ng
the certificate search request using the certificate identification data

to determ né®f the respective certificate satisfying the certificate
search request i : 1) ! i . ige i s
al so perforned a rcﬁéﬁgs%%g%ﬂgéggf%{ﬁl%ag@& %‘e@ll%?g% S:ér?gr%\}\}nwgé g Fﬁggﬁgﬁgre hod
further conpeitisiestetidmntisiceporodatdddiaadhad thderi Bspehichied ondler ddef's cahputing

satisfying the certificate search yequest determ ned tq be the sender
certif ?/ c a? edewce eing processed ?s t?le sender gert%?icate assoc{z?ted with 8‘16 message.

2. The method of claim I, further comprising the steps of:

providing a certificate search request for certificates associated with the sender;

performing a search on one or more certificate servers, wherein at least one query
is submitted to the one or more certificate servers to request retrieval of certificates
satisfying the certificate search request;

retrieving at least one certificate satisfying the certificate search request from the
one or more certificate servers;

processing each retrieved certificate satisfying the certificate search request using
the certificate identification data to determine if the respective certificate satisfying the
certificate search request is the sender certificate associated with the message; and

storing the respective certificate satisfying the certificate search request on the
user’s computing device, if the respective certificate satisfying the certificate search

request is determined to be the sender certificate associated with the message.

3. The method of claim 1 or claim 2, wherein the user’s computing device comprises

a mobile device.



associated with the nessage to the nobile device fromthe second conputing
device. 7. The nethod of claim4 or claimb5, wherein the step of processing
each retrieved certificate satisfying the certificate search request using
the certificate identification data to determne if the respective
certificate satisfying the certificate search request is the sender
certificate associated with the nessage i 81perforned at the nobile device,
and wherein the nmethod further conprises the step of downl oadi ng the
respective certificate satisfying the certificate search request retrieved
fromthe one or nore certificate servers to the nobile device fromthe
second conpufti ng Heavpetbod ef clyine3 wdehaldpofdeanyn daien Bf wisdraiinitse ftepsoof7, furt her

conpri sing dj i list of the at..least one certificate satisfying
Che cert i derrHisehehebion or bty Bl e St e Giietrisy it e SR 1 oot e
servers on tdegifaes salsyopnbé cagfidaysech WARERIHRdINT MR ohb $F mofsliGatiefe W &H
certificate satisfying the certificate search request, if any, is

det er m ned 3¢ perfariwd abp gesond sempriing dgviceeoypledde 8 wpbike davicenessage. 9.

The nethod of claim8, further conprising receiving one or nore user
selections of the at |east one certificate satisfying the certificate
search requést fridmrétkod o8dlainaddrisdreinithgseddnd thepwitg daviderbepsieterimobils of
the at |east, one certificate satisfying the certificate search request in
a certificat@?¥orE on the user's conputing device. 10. The nethod of claim
2 or any one of clains 3 to 9 when dependent upon claim2, wherein the
processi ng of each certificate |ocated on the user's conputing device using
the certififcat e Theemithdd efatlaiond datlain 6, wheremrthaestep bf phueesserg ¢ath catieved

| ocated on the user' omput i n evice is the .sender certificate.

nssoci at ed FieHicaRc T ERRRES Qe SRt freeb bt HererCialy |sH spon dhtig
certificat etseatshing GUHE fdspé@ive @8t ifichicGati f5inaIBOL AL 8Me Yiakdh fhfestander . 11
The net hod of any one of clains 1 to 10, erein the processing of each

certificat es¢sieatetifione estecigiedrvish bemessiaegs dise ipedowsidry thescert eimpuiaige

I dent i f' cat HQ‘HCQ%QW epeirgﬁ{e OhOg £l he%‘ ngﬁr%sretsltlgé sqglg ?f <.ll %rﬂ%)ecg Oﬁqetrgse e S
conputing devicé 1's the sendef certificate associ‘a e Wi th the meé’sage
conpri ses t betiSicapsattdfying eesedtifici@e sardh fehgat getbd@ntd fd watht egnddatatificate
associated with e%ch_ certificate | ocated on the user's_ conputing device,
and conpari AOPREEIGEHEIhgmaIsags e the mabile deyaseirem dht sespndieRmBPHEIE XS
certificate located on the user's conputing device to the certificate
identification data received at the user's conputing device to identify a
stored certVfi caflbe matleil afgldiel sreigier 5,celndreifitibastep of processing each retrieved

certificate satisfying the certificate search request using the certificate identification data
to determine if the respective certificate satisfying the certificate search request is the
sender certificate associated with the message is performed at the mobile device, and
wherein the method further comprises the step of downloading the respective certificate
satisfying the certificate search request retrieved from the one or more certificate servers

to the mobile device from the second computing device.

8. The method of any one of claims 2 to 7, further comprising displaying a list of the
at least one certificate safisfying the certificate search request retrieved from the one or
more certificate servers on the user’s computing device, wherein the list indicates which
certificate satisfying the certificate search request, if any, is determined to be the sender

certificate associated with the message.

9. The method of claim 8, further comprising receiving one or more user selections of

the at least one certificate satisfying the certificate search request from the list, and storing



12. The method of claim2 or any one of clains 3 to | 1 when dependent upon
claim 2, wherein the processing of each retrieved certificate satisfying
the certificate search request to determne if the retrieved certificate
satisfying the certificate search request is the sender certificate
associated wth the nmessage conprises the steps of. generating certificate
identification data associated with each Bétrieved certificate satisfying
the certificate search request, and conparing the generated certificate

i denti fi cat itheosledrandrerseRaidhsroftlid £t 664 ddrfifiCad eatisBald bk \bNdichiegearch
certificate search request to the certificate identification data received
at the usereegRBRCIHFal et ONthe HEfERCPTPULNE EaviGeeved certificate
satisfying the certificate search request matching the sender certificate.
13. The method of claim2 or any one of clains 3 to 12 when dependent upon
claim2, wHérei nThdmmethed bif tlagatleriadgphe b daimsohtodatvherd depenlfient spodelaim 2,

certificate incl.udes a seri al unber and issuer, data for the sender.
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for the certificate satisfying the certificate search request, and wherein
t he obt ai nedegige isghe sendabeartifierdc pssedieted detiathe oressmehs pafarited pavetstaeissbyi ng

dent 111 cat CORCIRTAE B ERME St reolBTRRY i CofoctSied WERGopderes ai m 2

or any one of clainms 3 to 12 when dependent upon claim2, wherein the
certificate identification data for the sender certificate includes a hash
of at |eastlla pafle methog el awsnena ofcdaimisli te dOewhousir the prosassingelreach i cat e
sati sfying i £ r r . : ri '
thereto to g%ﬁgﬁ%%@e@gﬁiﬂgg%tﬁ ?é\?g%ﬁ%?ﬁfw%?&?%g&s}@@t@ |% |@f§ e lg%a {Hs??g@ln%ﬁ?he
certifi cat etsésemting Fahesdrtifiend lovhedenrthé her'sbbabmid: dwsde if die eaddy

certificate satisfying the certificate search request is conpared to the
certificate® 8?'??ia?‘i"g’&fﬁigo‘ﬁlﬂdg’teé“‘?sé?get‘}‘Pén%'@ﬁ%j@te SKep P%Ifi cate. 15. The nethod

of any one of cl abiBatthel QrtiffoatdMACAEH bR BaGeELdcldiGPlin B8Nt fiGRL 108MedBh 2
for the sender céertificate includes a serial nunber and |Issuer data for the
sender cert ifciusatsscompaiogeieviceand certificate | ocated on the user's
conputing device is parsed to obtain.the. .respecti erial nu r.and
Cssuer data for EHEPBEIETE ebkrder SeRfeac A TREn Guel T R sadl BTt e,
and wher ei noti (iR BBt Adongshitingldedice fol RRkrtANdtd iaSHBTcatad dath PEceBRAMt AR biddiscat e
| ocated on the user's conputing device is conpared to the certificate

i denti fi cat FORPWEECVisE t@ Fentifensteredssrtifidatecnatghing the sender certificate.

12. The method of claim 2 or any one of claims 3 to 11 when dependent upon claim
2, wherein the processing of each retrieved certificate satisfying the certificate search
request to determine if the retrieved certificate satisfying the certificate search request is
the sender certificate associated with the message comprises the steps of:

generating certificate identification data associated with each retrieved certificate
satistying the certificate search request, and

comparing the generated certificate identification data for each retrieved certificate
satisfying the certificate search request to the certificate identification data received at the
user's computing device to identify a retrieved certificate satisfying the certificate search

request matching the sender certificate.

13. The method of claim 2 or any one of claims 3 to 12 when dependent upon claim 2,
wherein the certificate identification data for the sender certificate includes a serial

number and issuer data for the sender certificate; wherein each certificate satisfying the



16. The nmethod of any one of clains 1 to 14, wherein the certificate
identification data for the sender certificate includes a hash of at |east
a part of the sender certificate; wherein each certificate |ocated on the
user's conputing device has a hash algorithmapplied thereto to obtain the
respective hash for the certificate |located on the user's conputing

device; and wherein the obtained hash for38ach certificate |ocated on the
user's conputing device is conpared to the certificate identification data

for the sendefift@fedehich dRiestlid pared SdtRih f‘dﬂar re§ﬁe@f19@éé¥&l andb&ehtiiQvbnthta
certificates relating to a nesSage received by a user's conputing device

from a senddpr deeempiGetienstidenigdes Cftfhﬁcai%sﬁgl&@er egensprang wbgrelm theapbitadesst sefigh ng

a sender cer] e her vvith har act erized
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certificate dodﬁbaiddftd) Gaet deetfi ched ﬂentﬁﬂi@ﬁbﬁ dgtafeshagendenbatigeatet he cer t ificate
identification data uniquely identifies the sender certificate; the user's

conmputing device conprising a nobile device adapted to receive at least a

part of the gessagg, m@fmdto@‘élaﬁﬁ@tdrfahg%f’i@of 81? e § {cat ﬁrﬂﬁl &?)teg‘denft LESR L 2,
message nmanagenent server; and a nobile data server ada eceive a
sear ch r equedterdin tdm dettefiaaseidesti fivabibh datadevthe serfder cadfitatk mtxfkmcbs adasoef @t ed

wi th the sende r sear.ch on one or nore_certificate servers by
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satisfying LhgcisRILEN hﬁ@ﬁH@s%talg(ﬁﬂgmra%bﬁé@ﬁh%ielt@ﬁ)a(g‘tﬁgn(?ﬁ'é fdshdoBiat ﬁ§shff69fﬁet he

one or nore certificate servers; wherein at | east one of the nobile device
and the nobickwifigateaatidyingithd eertifieathsrardickapast) ané wherot desobézingd hash dorzhch

certificate 1 ved -a a_ser to d r,mne i ng the
cortificati SHOVGRESRR Dhe i dRRLAE seRiteT sl sobote Uk Beathe i cate 1 s
the sender ¢Rntifitdthatdta @88Cicalig@teifidatd he nessage; and wherein the nobile
device is arranged to provide one or nore certificate stores to store a

| ocat ed certificate determned to be the sender certificate associated with

the messagess. 188U, ARBLE ARLOD O1, EGHULO0 AR R, WSRESon data

conputi ng deV|ce on conp am’ ns
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respective serial number and issuer data for the certificate located on the user's computing
device, and wherein the obtained serial number and issuer data for each certificate located
on the user's computing device is compared to the certificate identification data for the

sender certificate.

16.  The method of any one of claims 1 to 14, wherein the certificate identification data
for the sender certificate includes a hash of at least a part of the sender certificate; wherein
each certificate located on the user's computing device has a hash algorithm applied
thereto to obtain the respective hash for the certificate located on the user's computing
device; and wherein the obtained hash for each certificate located on the user's computing

device is compared to the certificate identification data for the sender certificate.

17. A system for searching and retrieving certificates relating to a message received by
a user’s computing device from a sender’s computing device, the message comprising
data identifying a sender certificate associated therewith, the system being characterized in

that it comprises:



34

a message management server adapted to generate certificate identification data
from the message, wherein the certificate identification data uniquely identifies the
sender certificate;
the user’s computing device comprising a mobile device adapted to receive at least
a part of the message, and the certificate identification data, from the message
management server; and
a mobile data server adapted to receive a search request from the user’s mobile
device for certificates associated with the sender, perform a search on one or more
certificate servers by querying the one or more certificate servers for located
certificates satisfying the search request, and retrieve located certificates from the
one or more certificate servers;
wherein at least one of the mobile device and the mobile data server is further adapted to
process each located certificate retrieved at the mobile data server to determine, using the
certification identification data, if the respective located certificate is the sender certificate
associated with the message; and
wherein the mobile device is arranged to provide one or more certificate stores to store a

located certificate determined to be the sender certificate associated with the message.

18. A software application for execution on a user’s computing device, the
application comprising program instruction means stored on a computer-readable medium,
the instruction means when being executed causing the user’s computing device to

perform the steps of the method as claimed in any one of claims 1 to 16.



