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* A D ) CONTROIL, METHODOLOGY AND
MECHANISM FOR IMPLEMENTING AUTOMATIC PROTECTION SWITCHING

CROSS REFERENCE D APPLICATIONS

is ' This &iscloéure_discloses subject matter which is
disclosed and claimed in co-pending applications U.S.
Serial Numbers (Attorney Docket Numbers 907-115, 907-117,
907-120, 907-121, and 907-122) filed on the same day as
this application and owned by common assignee and which
0 are hereby incorporated by. reference.

IECHNICAL FIFLD _

This invention relates to a class of equipments
known as “protected" equipment. There are many examples
of protected equipment in systems, particularly
5 electronic systems, and more particularly communications

systems. The best mode embodiment of the present

invention shown herein is for a SONET (Synchronous

Optical NETwork) equipment; however, both the methodology

and independently the mechanism are valid for and may be
0 realized in other types of protected equipment.

ACKGROUND O ON.

There exist many different types of equipment in a
class called "protected" equipment. This class of
equipment attempts to achieve an increase in reliability

5 and availability of its features to its customers by
structuring its implementation. This structure is
realized as redundant sets of modules which are subparts
of the equipment and which implement functions of the
equipment. This equipment is structured and controlled
such that there are redundant modules for each feature or
group of features of importance for the equipment. 1In
this structure there are at least two modules which can
implement each important function. These modules are
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FI EL This-invention relates to a class of equipnents knewy-ale
"protcted" equi pnent. There are many exanples of protected equi pnent in
systeps, particularly electronic systens, and nore particularly

comupi cat normaliyt referféd besisnpedundant i nedeles Qhergdenémmtlnventlon
shownther epgahtel 8otd. SPEJLeV G EGE P Rent solutions are
constructed of one or more sets of these redundant
modules. The premise for this structure is that if the
§ currently selected one of these sets fails, the other
unselected identical set can be quickly substituted for
the failed set and the equipment can resume providing
service to its customer(s). '
A methodology and mechanism is required to control
0 and commnicate information regarding the control of the
function which decides which of the redundant sets is the
selected or active set. When this function is structured
' to operate without intervention of a separate equipment
or personnel entity, it is commonly referred to in the
5 art as "automatic protectiqn'switching“ (APS). When used
in reference to communication facility protection, it has
as a subset that which is commonly called "equipment
protection switching" (EPS) used in reference to the
protection of the equipment modules themselves. These
switching decisions could be made by a central
controller; however, a mechanism to communicate with a
central controller and the queuing associated with
central controller multi-tasking solutions can add delay
in the recbnfiguration of the equipment to restore
customer service which is lost when the active module of
a redundant module set fails. Also, if the system
controller fails or is removed, the possibility to
perform the reconfiguration process is lost. Therefore,
it is desirable to realize the automatic protection -
switching control function as a redundant distributed
solution, so that this process as well as the customer
services might be protected from single failures.

Automatic protection systems for network elements in
the past have comprised, for example, redundant facility
equipment wherein a detected failure in one of the
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Opticgl NETwor k) equi pnent; however, both the nethodol ogy and i ndependently
~mgchanismare valid for and may be realized in other types of protected
equi prgent . BACKGROUND OF THE | NVENI ON There exi st -many different
types Yof equipnment in a class called "protected" equi prent. This cl ass of
nt attenpts to achieve an increase in reliability and Rt ity
features to its custoners by structuring its inplenentation. This

structpre is realized as redundant sets of . ul es ich are subparts of
the e ipnpﬁﬁdﬁﬁéaﬂﬁiEHdPﬁpVé%%nFaPﬁﬁc?i6H%ggg°Yﬁ§ ggﬂ?pﬂﬁﬁt. Thi s
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modul e
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substituted for the other, even if a failure occurred in
s only one place in the working channel. This approach is
somewhat inflexible, in that it fails to maximize the
available equipment.

Moreover, the switching decision would typically be
made by the system controller but all the information
0 rélevant to the switchover decision then had to be sent
to the éystem controller. Since the system controller
services all the information in the system, it takes a
long time to accompiish the switchover. It also requires
that all the elements on the data path need to be
5 switched during a switchover.

Thus, a better mechanism would be desired to control
and communicate the information in a SONET automatic
protection switching realization. _

Moreover, it would be desirable to capitalize on the
0 information so communicated to an extent that would fully

provide a redundant switchover architecture.

DISCLOSURE OF INVENTION

This disclosure shows a structure and methodology
which can be used to provide automatic protection
" switching between multiple redundant modules in this
class of equipment (called "protected" equipment). This
methodology realizes both a distributed multiprocessing
"automatic protection switching" and “equipment
protection switching"” solution which is an alternative
and improvement to the existing art of centralized
protection switching methodologies and to other
distributed processing automatic protection switching
methodologies. This disclosure also shows a mechanism
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this syructure there are at |east two nodul es which can inplement each
| nport &nt function. These nodul es are normally referred to as
redundant nodul es or redundant :
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which implements the intermodule communication necessary
to support this distributed automatic protection
switching methodology.

This disclosure also shows an embodiment of this
methodology and mechanism in a. SONET electronic
communications equipment. The descriptions and examples
from this point on will be specific to a SONET
communications equipment. However, both the meﬁhodology_
and indépendently the mechanism are valid for, and may be
} embodied in, other types of protected equipment.

Equipment of the type used in this disclosure
exampie is commohly referred to as a network element,
representing its use as an element of the
telecommunications network. Network elements are
commonly realized with redundant sets of multiple
modules. The multiple redundant module sets used in this
disclosure include the following modules: high=-speed:

'interface_modules (2 term commonly used for SONET
interfaces), cross-connect modules and drop modules (a
term commonly used for lower speed or tributary modules).
The methodology and mechanism described in this
disclosure is independent of the specific equipment,
equipment makeup and terminology used to describe the
example'equipment described in this disclosure.

An object of the present invention is to provide a
means and method which can be used to provide automatic
protection switching between multiple redundant modules
in a class of equipment called "protected" equipment. _

Another object is to provide an automatic protection
architecture.

Still another object of the present invention is to
provide a mechanism to communicate the informatioﬂ for
the SONET APS function. '

According to the present invention, an automatic
protection switching algorithm for a redundant pair of
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modul p sets. Protected equi prent solutions are constructed of one or nore
sets pf these redundant nodul es. The prem se for this structure is that if
rpe chrrently selected one of these sets fails, the other unsel ected

i dent jcal set can be quickly substituted for the failed- sét ggq' he

equi pfgent can resune providing service to its custonet(s). -;

nmet hofol ogy and mechanismis required to control and communicate
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"equi gﬁntmethodology and mechanism in a SONET electronic :
communications equipment. The descriptions and examples
from this point on will be specific to a SONET
communications equipment. However, both the mefhodology_
and independently the mechanism are valid for, and may be
0 embodied in, other types of protected equipment.
Equipnent of the type used in this disclosure
example is commonly referred to as a network element,
representing its use as an element of the
telecommunications network. Network elements are
15 commonly realized with redundant sets of multiple
modules. The multiple redundant module sets used in this
disclosure include the following modules: 'high-speed
interface modules (a term commenly used for SONET
interfaces), cross-connect modeles and drop modules (a
0 term commonly used for lower speed or tributary modules).
The methodology and mechanism described in this
disclosure is independent of the specific equipment,
equipment makeup and terminology used to describe the
example equipment described in this disclosure.
5 An object of the present invention is to provide a
means and method which can be used to provide automatic
protection switching between multiple redundant modules
in a class of equipment called "protected" equipment.
Another object is to provide an automatic protection
0 architecture. ' -
still another objeet of the present invention is to |
provide a mechanism to communicate the information for
the SONET APS function.
According to the present invention, an automatie

protection switching algorithm for a redundant pair of
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pr-ot ecgi on switching" (EPS) used in reference to the protection of the

nt nodul es thensel ves. These sw tching deci.sions could be made by a

controller; however, a mechanismto comunicate with a centra

controfll er and the queuing associated with central control'ler nulti-tasking

| gns can add delay in the reconfiguration of the equi pmregag7+bisestore

#r service which is |ost when the active nodul e of a redundant nodul e

set-faills. Also, if the systemcontroller fails or, is renoved, the
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as a rqdundant, distributed Solutign, so.that IS pr.ocess as well as the
cust ondr s FNHIVGHS LY monitans the, sfitatﬁ'ﬂssi"rélr%@ef a4 . Aut omat i ¢
prot ectl on infumatifan oretbotik e nwbrking) and B (protection)

modules and makes the decision as to whether the A or B
module shall be selected to carry the active copy of the
information traffic. It is not necessary, according to
the present invention, for the automatic protection
switching algorithm to communicate with a system-level
control function or with any of the other distributed
automatic protection algorithms resident in other sets of
redundant modules to make this decision.

In still further accord with the present invention,
for equipment protection, a processor failure algorithm
is resident on both redundant sides for each redundant
module pair. In other words, for examplé, for an A and B
high-speed interface redundant pair, the APS algorithm is
resident on both the A and B high-speed modules for
communicating the status of each to each other
independently of all the other modules on the A and B
sides. By having the A and B sides cross-connected so
that the outputs of upstream modules are provided
redundantly in a cross~connected fashion to both
downstream redundant modules, an indication by any module
on either side that the other is faulty will cause only
that module to be taken out of the system. This is
distinguished from the prior art, where a detected
failure would cause the whole A or B side to kick in or
out. _

According still further to the present invention,
the APS functions are handled asymmetrically by placing
the algorithm for checking statuses from both the A and B
sides on the B side (protection side). Thus, the
statuses on loss of signal, out-of-frame, loss of pointer
and excessive bit error rate are_checkéd, according to
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the|xﬁ¥ have conprised, for exanpl e, redundant facility equipnent wherein
a deteated failure in one of the redundant sides will cause a
switchaguer fromone redundant side to the other. In such a smntchover t he
entire §ine of protectlon equi pnment on one side is '
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the present invention, on the protection (B) side, while
a more symmetrical approach is taken for equipment
failures, wherein each particular kind of module checks,
with the same algorithm as its like module, a module
failure within itself and communicates its status to the
other like module. _

According further to the present invention, an
example network element has redundant high speed
interfaces, cross-connects -and drop modules wherein each
upstream module on each redundant side provides a signal
to a downstream module on one redundant side and also a
redundant signal to a downstream module on the other

. redundant side in both the transmit and receive
directions. o . .

Thus, the present invention employs a “dlstributed“
concept in which an upstream failure will result in the
disablement of the upstream module in which the problem
is detected, a switchover to a backup module at the same
upstream level wherein the output of that upstream
substitute module is provided to both downstream modules
on each redundant side so that the working downstream
module may continue to operate instead of having the
entire backup redundant side substituted for the working
side. In this way, the'substituted-upstream module and
the original working downstream module will operate
together until such time as either the original upstream
nodule is healed or the downstream module is detected
bad. In the former event, the original working upstream
module can go back into the prior mode and take over the -
upstream function. In the 1attef case, the backup
downstream module will be substituted for the primary
working downstream module. In this way, the
inflexibility of the prior art whereby an entzre
redundant side would be disabled if a problem were

detected in one of its modules is avoided and. a more
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substiguted for the other, even if a failure occurred in only one place in

t he wogking channel. .This approach is sonewhat inflexible, in that it
fails go maxi m ze the avail abl e equi prment . - Moreover,, the swi tching
deci si @#gn would typically be nade by the systemcontroller but all "the

I nf or

tion relevant to the swtchover decision then had'to bggogep %6to t he

systengcontrol ler. Since the systemcontroller services all the information
in thegsystem it takes a long tine to acconplish the switchover. It also

requirgs tifllexille appricaointis wakiene wiierebyatriesoardesomay & t ched during
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ot Bpsimizedl Sa i Yo BRUNBIVELAM dulgpdepidpnd (0 SO (ot and
i oﬂisablem*e@feﬁn upshoean ddsgddemepte cepsdng ®al i ze on the
switchover it should be realized that the concept applies
equally well to downstream disablements. In other words,
'if for example a disablement is found in an intermediate
module that module may be substituted for by'a redundant
intermediate module but the other working modules may
stay the same.

In further accord with the present invention, the
switchover decisions can be made on the redundant module
sets detecting the failures and are communicated to the
elenments on the data path. Controllers on the working
and protection high speed interfaces communicate for the
switchover decisions.

In still further accord with the present invéntion,
‘all elements on the data path receive payload data from
both the working and protection high speed SONET
interfaces. The decision is made on the first element
that receives the payload data.

According further to the present invention, the
mechanism also takes into account a self-diagnosed -
printed board assembly failure.

- These and other objects, features and advantages of
the present invention will become more apparent in light
of the detailed description of a best mode embodiment
thereof, as illustrated in the accompanying drawing.

BRIEF DESCRIPTION OF THE DRAWING .

Fig. 1 shows a distributed switching example
implemented for SONET facility and equipment switchover,
according to the present invention;

Fig. 2 shows the manual mode of operatioh wherein
the A equipment is selected in a forced switch;

|I\
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| Af or @At i on so communi cated to an extent that would fully provide a
redun@ant switchover architecture. DI SCLOSURE OF | NVENTI ON Thi s
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Fig. 4 is a flow chart showing a series of steps
carried out, according to the present invention,
according to a facility APS selection algorithm as
further detailed in Figs. 5-11;

Fig. 12 shows an equipment selection scenario
carried out, according to the present invention,
according to a APS mode equipment protectlon algorlthm,
as further detailed in Figs. 13-17;

Figs. 18 and 19 show a local controller failure
scenario which may be best understood by substituting
Figs. 18 and 19 for Figs. 14 and 15 in Fig. 12; and

Figs. 20 and 21 show an unprovisioned module removal
scenario similar to the-payload'path failure scenario and
which may also best be understood by substituting Figs.
20 and 21 for Figs. 14 and 15 in Fig. 12.

EST MODE FO G_OUT THE I LON

This invention relates to a class of equipment known
as "protected" equipment. There are many examples of
protected equipment in systems, particularly electronic
systems, and more particularly communications systems.
The best mode embodiment of the present invention shown
herein is for a SONET (Synchronous Optical NETwork)
equipment; however, both the methodology and
independently the mechanism are valid for, and may be
realized in, other types of protected equipment.

Fig. 1 shows a distributed APS switching
implementation 10 for SONET facility and equipment
switchover, according to the present invention. A SONET

'facility, such as a central office, provides a SONET
signal such as an OC-3 signal on a line 12 and a 0OC-3
3 protection signal on a line 14 which is a duplicate of
© the signal on the line 12 and serves as a backup. A~
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distrifuted processing automatic protection sw tching methodol ogi es. This
di scl osure al so shows a mechani sm ' -4 whi ch inplenents the
i nt er mpdul e conmuni cati on necessary ' ) K
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SONET network element ("equipment" in industry parlance)
such as shown in Fig. 1 can have a SONET interface A 16
for interfacing with the 0C-3 working line 12 and will

. also have a SONET interface B, i.e., a protection
interface 18 for interfacing with the protection line 14.
A communication link 20 will be established between the A
interface 16 and the B interface 18 for communicating
status. For example, the high speed interface A 16 may
detect a problem in the 0C-3 line 12 as indicated by an
wx* 22 and indicate to the high speed interface B 18 over
the communication link 20 that there is a problem.

The module selection commands will be communicated
to a cross connect A 24 by a Kl* byte inserted in an
internal SONET-like albeit parallel signal by the high
speed interface A 16 and communicated over a parallel
data path 28 existing between the high speed interface A
16 and the cross connect A 24. The Ki* byte is an
internal APS byte transported in the same byte position
as the SONET K1 byte. A data path will also be provided
on a line 30 for communicating Ki* from the high speed
interface A 16 to the cross connect B 26 at all times.
Thus, the K1* byte indicating under normal conditions the
selected active high-speed module request with the OC-3
working line 12 will also be communicated to the cross
connect B 26 by the high speed interface A 16 over the
line 30.

Similarly, a parallel data line 32 is provided
between the high speed interface B 18 and the cross
connect 26 and another data line 34 is provided between
the high speed interface B 18 and the cross connect A 24.

A decision to switch over to one or the other high-

. 'Speed modules is communicated over these lines in the Ki*
B byte, as described below. A K2* byte, by way of
i 3cknowledgement, is provided in the opposite direction
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to sufbort this distributed automatic protection sw tching nethodol ogy.

i.scl osure al so shows an enbodi nent of this nethodol ogy and nechani sm
ONET el ectroni c conmuni cati ons equi pnent. The desg¢riptions: and
s fromthis point on will be specific to a SONET:comuni cat i.ons
igent . However, both the methodol ogy and.i ndependently the@aorreaigni sm
gid for, and may be enbodied in, other types of protected equi pnent.
bnt of t he type used in this di scl osur e exanple is conmmonly referred

b netfEAK e fBrAssTeonnects %y the high-apesd cinterfacss tte
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used 1Bt hfité.i%r?éw 3 i et somtenth b h St e Sets
all times to incoming data from both the working line 12
s and the protection line 14, any decision to switch over
to the other high-speed interface may be effected in an
almost instantaneous manner without having to communicate
back and forth to and from a system level control
- function and without having to cause a signal path to be
0 established where none existed before. Moreover, by
providing the upstream module selection in the Ki* byte
itself to the cross connects, the need for additional
controller functionality to make the decision and effect
the selection function is obviated.
15 Further, a pair of. redundant downstream modules 36,
38 such as drop modules, are also distributed with
respect to the cross connects 24, 26. In other words,
drop module 36 is responsive at all times to the outputs
of cross connect A 24 and cross connect B 26 as provided
0 on sighal lines 40, 42, respectively. Similarly, drop
' module 38 is responsive to the output of cross connect A
24 on a line 44 while at the same time being responsive
to the output of cross connect B 26 on a line 46. The
signal paths going in the drop direction, as shown in
A5 Fig. 1 are, of course, equally applicable in the
. opposite, add direction (not shown).

- The architecture shown in Fig. 1 permits a
distributed switching of inoperétive hardware wherein,
for example, if the A'cross-connect 24 is detected to be
inoperative, the B cross-connect will be used to respond

' to the signal on the line 30 as a continuing upstream
'working channel with the signal on the line 32 continuing
its role as a baékup channel. This is distinguisued from
the prior art of automatic protection switching wherein

if a component such as the cross-connect A were dgtected
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| it er gace nodul es (a term comonly used for SONET interfaces), _
crossfconnect nodul es and drop nodules (a term comonly used for .lower
speedfor tributary nodul es). The net hodol ogy and mechani sm-descri.bed in
this. d

sclosure is independent of the specific equipnent., ‘equi pnent makeup
and t g m nol ogy used to describe the exanpl e equi pnent descri99ddlile this
di scl gbure. An object of-the present invention is to provide a neans
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prot ecli

prot e oragoib: Sabut feune eibibtof 1 WeRlbg oto odl 9 dpeRle) e o0
functi®n. new 1ine. This is a rather inflexible approach that does
. not maximize the available equipmént. our approach
allows a more flexible and powefful sharing of components
which increases the automatic protection capabilities of

the systen. '

In the present disclosure, reference is made
throughout to an STS-1** interface which is a proprietary
interface used within assignee’s network element
equipment as the mechanism used to implement intermodule
transport of the SONET payload. Since the bandwidth
available from intermodule links is greater than that
required by just the SONET payload itself, the STS-1** is
also used as the mechanism to implement several system
features. These features include STS-1** internal link
status monitoring, equipment automatic protection
switching (APS), and SONET facility automatic protection
switching.

A. 'szs-l** Data Format

The format and information content of STS-1%*% is in
general the same as the SONET’s STS-1 as defined in ANSI
T1.105-1990, incorporated herein by reference; with the
exceptions that, depending on the interface, the overhead
bytes may carry information identical to that on the
corresponding STS-1 Iink, internally generated and/or
terminated signals, or overhead bytes positions in which
information is undefined or unused. Each STS-1%** payload
link is accompanied by an STS-1** 8 kHz sync signal to
identify the location of the STS-1** frame. Also, no
Part of the STS-1** is scrambled.

The generic position and description of bytes in the
STS-1** are defined below for all STS-1** links,

;\
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Accorfing to the present invention, an automatic protection swi t chi ng

al gortthm for a redundant pair of transmt -nodul es--i s-realized

and oferational on the protection, backup or "B" nodul e. Thls algorlthm
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includiné optical and electrical interfaces, the Drop
Modules and both STS and VT cross connects.

B. STS-1** Link Structure

The STS-1*% interface is implemented as an 8 bit
wide, STS-1 byte oriented, parallél interface. The byte
boundaries of the STS-1#** interface are defined such that
SONET framing bytes, overhead bytes and payload bytes are
transferred in a single clock cycle. The clock rate of
the STS-1** is 6.48 MHz (51.840 MHz divided by 8 bits per
byte). The location of the Al framing byte is identified
by a coincident one bit 8 KHz sync signal.

In the receive direction (the direction from the
High Speed Interfaces and Drop interface Modules toward
the cross cbnnect) each  STS-1** will consist of an 8 bit
wide STS-1 byte oriented, parallel interface and a 1 bit
STS-1%* sync signal. The location in time of the Al byte
and STS-1** sync shall be placed on the bus by these
interface modules at a time three 6.48 MHzZ clock cycles
after the interfaces receive the 2 kHz network element
frame sync from the clock module. The position of the Al
byte for modules receiving the receive STS-1** is
jdentified by the 8 kHz STS-1** frame sync accompanying
the STS-1%* as a separate signal. This sync signal makes
it optional for each receiving interface to implement a
framing circuit; however to maintain compatibility with
some existing ASICs (not shown), it remains a requirement
in this case for each STS-1** transmitter to implement an
Al, A2 framing generator. Note that the location in time
of the STS-1** and its sync signal is separate from and
positioned by the network element 2 kHz sync signal
received from a Synchronization Subsystem'(not shown) to
all STS-1** generating paylocad carrying modules.

In the transmit direction (the direction from the
€ross connect toward the'High Speed'Interfaces and DROP
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br B nodul e shall be selected to carry the active,copy af the
tion traffic. It-is not necessary, according to the present
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g of the Al byte is identified by an 8 kHz STS-1%% frame
sync accompanying the STS-1%** as a separate signal.

C. S~=1%* o nitorin
Each STS-1%** interface contains a valid BIP-8 parity
code in the B2 position of the STS-1** frame. This B2 is
referred to as B2*. The B2* byte is an odd parity BIP-8
(as opposed to the SONET B2 which is even parity),
calculated over all bytes of the STS-1%* line overhead
and STS payload and provides in service, full time
monitoring of the S§TS-1** link. Each STS-1%* link uses
B2* to identify a degradation of signal condition on any
of the 8 parallel bits. By monitoring B2* the ability of
each STS-1** to carry error free payload is continuocusly
evaluated. This technique provides STS-1%%* loss of
signal and loss of frame detection mechanism, detects
stuck at 0 and stuck at 1 faults on single or multiple
lines, and identifies random or deterministic bit errors
in the line overhead and STS payload. This information.
is available to the facility and equipment APS functions
and to the maintenance functions. The B2* function
provides the primary condition to APS to switch payload
to a duplex equipment set for STS-1*# interface failures
and unprovisioned module removals. | . |
B2* is detected and evaluated for all STS-1*+

receivers. A detected error in any of the 8 BIP error
~ Positions in an STS-1** frame is counted as a single STS-
7" 1%% 1ink error. The occurrence of a single error is
latched in a single bit STS-1** error history register.
‘u_;This register is accessible to the local controller (not
ﬁ;;_shown), can be read by the controller and reset by the

e 2
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: ously nmonitors the status of the signal information on both the A
i®g) and B (protection) nodul es and nakes the decision as to whether

on, for the automatic protection sw tching algorithn1t@°80##§nicate
system | evel control function or with any of the other di'stributed
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ating the status of each to each other independently of all the
pdul es on the A and B sides. By having the A-and B S|des

redundfntly in a cross-connected fashion to both domnstreanlredundant
nodul e an indication by any nodul e on either side that the gyfifizg s
faulty gv I | cause only that nodule to be taken out of the system This is
di stindui shed fromthe prior art, where a detected failure would cause the
whol e 4 orcentxellern. i .damcmcm of anmwhglmkwrfwtm to the
resentfg i Nd¢Eom éﬁ&bd\ f {nggfﬁb@synnetrlcally by pl aci ng
ltOhe al r%m 1(‘#?5 pﬂgcki%s%lﬁ%es fromboth the A and B sides on the B .
side ({otectiditer LIRS AT ROVHAE AR HPYL kRl an SESf - f r ane,

| 0ss offf poi##* estatus mechanism. This function provides an

4

B e R W g

indication of the long term status of each STS-1#* link.
The function is implemented by an up/down non-rollover 5
bit counter (divide by 32). The counter counts down by 1
to zero (but not past zero) for each STS-1#* frame
received without a STS-1** link error. The counter
increments by 4 to 32 (but not past 32) for each STS-1%%*
frame received with a STS-1** link error. When the value
of the counter exceeds 16, the STS-1** link is considered
failed. This status is the B2* input to the equipment
automatic protection switching function and a change of
status of the B2* state is sent to the local controller
as an interrupt event. This feature is further disclosed
and claimed in the above-cited co-owned, copending
application U.S. Serial No. (Atty. Docket No. 907-121).

D. STS-1** Selection Mechanism
All payload carrying module interfaces consist of a

,rgdundant set of A and B STS-1*%* transmit and receive

datalinks. The selection of the active link from these
redundant sets of A and B_STS-i** inputs is done at each
STS-1** interface receiver. The selection is based on
two modes of selection mechanisms:
1) Manual Mode (Local Controller Selection
Mechanism) |
2) APS Selection Mode (Directed Selection
Mechanism) _
These selection mechanisms are discussed in detail

:'below. They are evaluated for purpose, functionality and
- Priority. Each of the assignee’s forthcoming ADM 150
Product modules receiving an STS-1** interface shall have

the STS-1** receiver selection function capable of

" This Sheg
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aﬁd'gﬁcessive bit error rate are checked, according to - 6- t he
presgnt invention, on the protection (B) side, while a nore symetri cal
appr@ech is taken for equi pnent .' '

907-116

terminating both of the selection mechanism modes listed
above. Modules generating the STS-1** interface may or
may not implement a full featured APS generation
mechanism; for example, the facility APS generation
§ algorithm would not be implemented in facility interface
modules which did not offer redundant facility
protection. These modules would only generate the
equipment APS portion of the switching algorithm. The
'STS-1** selection state table is summafized in Table I
below for both the Manual and APS modes.

This Sheet Hag B
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: é, wherein each particul ar kind of nodul e checks 29 LA6t he sane

al gorifhmas its like nodule, a nodule failure within itself and - _
comurgcates its status to the other like nodule. . . According further to
t he prgsent invention, an exanpl e network enent has redundant. hi gh speed

i nt er {ffces, cross-connects and d??ﬁ&ﬂ&h@ﬁ] wherei n each upstream nodul e on

each rggdundant side provides a signal-te—a—dewnstream nodul e on one
.reduncgnt side and al so a redundant signal to a downstream nodul e on the
edundant side in both the transmt and receive - directions.

Upstrelim fai ture will resin ohP AeRSHRnALIoTHI ot r eam modul 6 i n
whi ch @he problemis detected, a switchover to a backup nodul e at the sane

Mode Manual STS-1%* A STS-1%* B. | STS-1%#*
Select B2* Select B2* Select | Selected
Request Status Request Status Request |
APS X OK A OK A | A
APS X - OK B OK B { B
APS X OK A OK B | No Change
APS X OK B OK A { No Change
|
APS X OK No Pref OK  a | A
APS X OK No Pref OK B { B
{
APS X OK A OK No Pref | A
APS X OK B OK No Pref | B
. [
APS X OK No Pref OK No Pref | No Change
. | | :
APS X FAIL X OK A { A
_APS X FAIL X OK B | B
APS X FAIL X OK No Pref | No Change
‘ R s
APS X OK A FAIL X { A
APS X OK B FAIL X { B
APS X OK No Pref FAIL X | No Change-
[
APS X FAIL X FAIL X | No Change
|
Manual A _ X X X X { A
Forced |
. |
Manual B - X X X D ¢ | B
Forced |

‘ZO'KI* states interpreted as "Link Failures" (000 and 111) shall
;R -STPreted by the STS-1** selection algorithm as if a "No
g ‘ence" state had been received.

Ve o

\

This Sheet

o (il




| evel

‘ wherein the -output of that upstream substitute nodule is

@l to both downstream nodul es on each redundant. side so that the

downst ream nodul e may continue to operate i.nstead of. havi hg-the
:@ackup redundant side substituted for the working:side.

Tt uted-upstream nodul e and the original working. domn§%§ &glnndule

erate together until such-tinme as either the original {r&8

s heal ed or the downstream nodul e is detected bad.

In this way,

In the forner

event, "®he original working upstream nodul e can go back into the prior node
and talg over, t tr fynctio [N e |att.er .case, . the backup

, A e 1
downst rgam I stream
modul e, @I n this 'RM/NN\EI midds iprdvidesofa tntaﬂpd (ﬁorarthe.'\hﬂmd]y an entire
redund

T
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function to override all other selection mechanisms and
dictate whether the STS-1%** receiver is selecting the A
or B STS-1** input. This is the highest priority
selection mechanism and all other selection mechanisms
are ignored when this feature is invoked. The primary
use of this feature is to facilitate a module being
removed from service. All modules receiving an STS-1*#*
from the module selected for removal can use this
mechanism to route their active receive payload paths
through the alternate duplex equipment set. ‘When all
active payload paths are rerouted around the selected

module, removal of the module can be performed without

generating the set of alarms that accompany an
unprovisioned module removal. Consistent with its
intended use, when this feature is used to override the
equipment and/or facility APS mechanisms, a loss of
active payload may result. Note that when the manual
mode is invoked, all the facility and equipment APS

algorithms are still operating and communicating wvalid
. STS-1** select requests and responses. The manual mode

simply ignores the APS selection algorithm’s selection

request and substitutes the manual mode selection. This

feature is important when exiting the manual mode and
returning to the APS mode. Since the APS algorithms were
hever interrupted, the local controller will know the
Correct STS-1** selection state to return to.

 D.2, APS Selection Mode (Directed Selection Mechanism)

The APS selection mechanism provides a method,
according to the present invention, which allows the STS-
1** receiver to act as the selection point for the APS

17 //’/
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det ef
flexi
have.

Ed in one of its nodules is avoided and a nore -7-
t e approach is taken whereby resources nmay be maxi-m zed. - Al though we
.ven an exanple of a dlsablenent of an upstrean1d|sablenent cau5|ng a
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function. Therefore a switch from the A STS-1%* to the B
STS-1** represents a switch from the primary path
(usually designated #1, A or primary) to the secondary
path (usually designated protection, B or secondary).
E All assignee’s modules which implement a duplex equipment
and/or facility protection scheme use this mechanism.
The APS selection mechanism is overridden by the manual
controller selection mechanism. The STS-1%* selection
state table is summarized in Table I for both the Manual
and APS modes.

As alluded to above, the APS selection mechanism
communicates between the STS-1** generating module and
the STS-1** receiving (selection) module using the Ki#*
and K2* bytes of the STS-1** link. These bytes are

located in the same position in the STS-1** line overhead
as the K1 and K2 bytes which implement the facility APS
function in the SONET facility but have unique
definitions and handling. Each STS-1**’s Kl* and K2*%
bytes are independently integrated for three frames
(three consecutive identical values) before they are
considered valid. An interrupt is sent to the local
controller when the integrated value of K1* and/or K2*
changes. The selection mechanism then uses the A/B STS-
1** selection request in the Ki1* byte of the operating

STS-1** interface(s) according.to the selection state
table of Table I.

R i

ot oy v N R b A

Kl1l* requests received from both A and B STS-1%#%
inputs as well as the current STS-1** selection state are
returned in the reverse direction in the K2* byte. This
allows the STS-1** switch generation mechanism to know
the current state of its duplex unit and the downstreaﬁ
STS-1%* receiver.

The K1* byte is the command channel of the APS
mechanism. It uses the three least significant bits
(LSB) of the byte to signal APS selection requests. The

This Shee
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- .and ar.

sane. -
;s can be nmade on the redundant-nodul e sets detecting the failures

deci si-

morki?
deci si®

EE R

R A R N R

It 'should be realized that the concept applies equally well. to

'_?an1disablenents._ In other words, if for exanple a disablenent is
3 an intermedi ate nodul e that nodul e may be substituted for by a

i nternmedi ate nodul e but the other working nodules na stq¥ t he
In further accord with the present invention, the er

 ORUNLERECHrko el SGISHE LS 801008 H7' andORG pERPLLGHLE!S On | he

otection At er aces Conmmuni ca €°swi t chover

s No Drefrsncel ifunshd: tacsbgnani thatha pPeadnfaibvrathas, al |
» Oﬁﬁhhﬁdé%bégﬁat By’ ehel §§]§p§¥k0§dndﬂhezh§0ﬁb&ﬁla aﬁa ¥RRKI ng and
: ‘on Lgrezgxgersquolld %%Logcgﬁe AES rg&hgggnfrom e thgg fIrSt

unit. Also each request can have two values, one being
the inversion of the other (i.e; Select A code = 001 or
110). This is to detect silent failures in the APS
selection datapath. The Kl1* request bits are reflected
in the K2* byte from the receiving end. By sending the
inverted code for the current APS request, the new code
will be seen in the return K2* byte verifying the
datapath without affecting the current APS selection.
Codes 000 and 111 will never be generated, and if
received will signify an error condition and will be
treated as a No Preference. Table II summarizes the
definition and values of the transmitted and received Ki*

byte.
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t hat geceives the payl oad dat a. According further to the 9g@7eddst
i nvengg on, the mechanismalso takes into account a self-diagnosed printed
boardgassenbly failure. These and ot her objects, features and

advan@lges of -t he present inveptd L| b—becone nore apparent in tight of
& ai | ed description of a EE%??&%EE:Eﬁb&dinent thereof, as illustrated
4 acconpanyi ng-dr aw ng. EF DESCRI PTI ON OF THE DRAW NG Fig. 1
b di stributed switching exanple inplenented for SONET facility and

ent swi tchover, according to the present invention; Fig. 2 shows

ghual node of operri*ogcyh8sgEN Bhee DEVRPREBRsI S sel ected in a
forcedgsw tch; o

Transmitted Kl* Byﬁe

7 6 5 -4 3 2 1 0]

Reserved for STS-1**
Interconnection Select
Verification Request
0 0 0 Never Generated
0 0 p Select A
0 1 0 Select B
0 1 1l No Preference
* 1 0 0 No Preference
1 0 1l Select B
1 1 0 Select A-
1 1 1

Never Generﬁﬁed )
Received Kl1* Byte

1 6 S 4 3 2. 1 0

Reserved for STS~1**
Interconnection Select
Verification Request
0 0 o} Link Fail (No Pref)
] 0 1l Select A
V] 1l 0 Select B
0 1l 1 No Preference
1 0 0 No Preference
1 0 1l Select B
1 1 0 Select A :
1 1 1 Link Fail (No Pref)

QW0 K1* states interpreted as "Link Failures" (000 and 111) shall
;gterpreted by the STS-1** selection algorithm as if a "No

‘g rence” state had been received. Separately, the receipt of a

{f failed state shall be an input to the equipment status algorithms
:;:?lbe used to alarm equipment failures and assist troubleshooting

_:.1§hms attempting to identify failed modules and failed internal
i -daCes '

f
heet Has Been Replaced
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Fig. 3 shows manual node with a forced switch to equi pnent B;
_|s a flow chart showi ng a series of steps carried out, according to
the pmesent invention, according to a facility APS sel éction algorithm as

907-116

The K2* byte is the reverse status channel of the
APS mechanisﬁ. It returns the Kl* select request bits
sent by each module and its duplex module receiving unit
mode (Manual Forced or APS). This allows the APS
'3 algorithm in each module to know the status of the
downstream receiving unit and its duplex partner unit.
The received Ki* reéuest bits are reflected in the K2#
byte unless a B2* Link Failure is detected in that link,
then a 111 code is returned to signal that a link failure
0 has been detected. A 000 code will never be generated
and if received indicates an error condition. Table IIIX
summarizes the definition and values of the transmitted
and received K2* byte.

The information contained in each K2# byte is a
complete set of the selection requests from both the A
and B redundant modules, and also the state of the
selection mechanism in the downstream module. This
information can be évaluated'by a verification algorithm
which is a subset of the APS algorithm to establish that
%0 the selection decision produced by the APS algorithm has
indeed been honored by all modules involved with that APS
process. This verification algorithm can thus establish
whether each of the communication links between the
modules associated with that APS process is operating
s correctly. Also, it can establish that each redundant
‘module is correctly transferring switching state requests
from the communication link between the redundant modules
to the downstream modules performing the selection
function. By substituting the redundant values of the
selection requests, the verification algorithm can also
establish the status (operational or failed) of all the
meSsaging links and message transfer functions. Because
each of the switch request states has a redundant set of
values, these tests ¢an be performed continuously,

SR K Sk o -

ST

b R

without affecting customer traffic. The:efore, this
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furtB ;'détailed in Figs. 5-11; Fig. 12 shows an equi pnent sel ecti on
-scend@®o carried out, according to the present invention, according to a
APS ngde equi pment protection algorithm as further detailed in Figs.

13-17¢ Figs. 18 and 19 show a local controller failure:scenari-o which
‘may b abest under stood by substituting Figs. 18 and 19 for FP8%7136 and 15
in Fi. and Figs. 20 and 21 show an unprOV|S|oned nodul e renoval
.scenafEo wmeH@' yya d €a | ch may al so
best. {_uﬁ erstoggIO s&b %I?ﬁt ﬁﬁEE°&giL§8 §§Efgf nggmlﬁ ®nd 15 in
Fig. ‘B previd qvesn_n emmbNgo@ginuHEswwaN'ﬁpmme sem s invention

rel at g t QiAgHOATIY cF4nAs $iA%Rion with no adverse effects

on customer service.

b
¥
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as "¢t ect ed” equi pnment. There are nmany exanpl es of prot ®@otzedigqui pnent in
syst#s, particularly electronic systens, and nore particularly
conmigli cati ons systens. The best npde enbodi nent of the. present invention
showhigherein is for a SONET (Synchronous Optical NETworK) eqU|pnent

. howeviy , both the nethodol ogy and independently the frechani smare valid

- for, @nd may be realized in, other types of protected equipment. - Fig.
1 shogs a distributed APS swit gt | ementation 10 for SONET facility

" and e@i pnment sw tchover, acco E& t he present invention. A SONET
faci| gy, such as a central office, prOV|des a SONET signal such as an OC-3
signal@on a line 12 and a OC-3 protection signal on a line 14 which is a
duplidmte of the signal on the line 12 and serves as a backup. A

K2* (Status) Byte Definitions
Transmitted K2* Byte

7 6 5 4. 3 2 1 0

Seleéted 6uple; Réﬁurn'
STS-1** Select Select
Request Request
1 1 { 1 1
B Mode O 0 0 o 0 | o 0 0] Never Generated
0 0 1 0 0 1 Select A
Mode 0O 1 0 1 0 .0 1 0 Select B
_ 0 1 1 0 1l 1 No Preference
Mode 1 0 1 0 0 1 0 0 No Preference
b 0 o1 1 0 1 Select B '
Mode 1 1 1l 1 0 1 1 0 Select A
1 1 1 1 1 1 B2* Failure on

Receive STS-1** Link

Received K2* Byte

7 6 5 4 3 2 1 0

] LI I 1 | ]
Selected Duplex Return
STS-1#*=* Select Select
é . Req?estl Regueg}_
#ge 0 0 0 0 0 0 0 0 Link Failure
‘tfCted 0 0 1 0 0 1} Select A
e 0 1 0 1 0 o 1 0 Select B
Cted 0 1 1 0 1 1 No Preference
-§f Mode 1 0 1 o 0 1 0 0| No Preference
F 1 0 1 1 0 1 Select B
i ¥ode 1 1 1 1 0 1 1 0| Select a
E 1 1 1 1 1 1 Link Failure

or B2* Link Failure

This Sheet Has Been Re aced
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ing line 12 and will also have a SONET interface B, i.e

., a
n
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An important feature of the STS-1** interface is
that the selected A/B sTS-1** information that is
.. transported in the reverse direction over the STS-1##%
%t link by the K2* byte can be used by the APS process to
‘E extend equipment protection over the STS-1** links.

" D.3 STS-1** Selection Algorithm Description
The following provides a description of the various STS-
1** selection algorithm states found in Table I.

In normal operating circumstances the A/B STS-1*#%
switch request bits in the Ki* byte from the A and B STS-
L gk generating modules have the same value and the switch
request shall be honored when the Kl* verification
‘algorithm described has been satisfied.

' In the normal transient case (where the A/B STS-1%#*
: switch request bits in the Ki* byte do not match in

. exactly the same frames, a normal condition during
switchover) or when an equipment failure presents a

+ conflicting switch request from the A and B STS-1%#

. generators the A/B STS-1%* switch selection mechanism

'%';nmaintains a "no change" state (if it was selecting STS-

1** A it continues selecting STS—-1** A, same for
selecting STS-1** B) until this conflicting A/B STS-1**
selection switch state is cleared.

“)\- Y

When both STS-1** selection request generators are
? indicating the "no request" state, the selection
* mechanism maintains the "no change" state described
above.
When a single STS-1** link failure is detected, the
:[f. STS-1** selection algorithm will honor the A/B STS-1##*
iR Trequest bits of the STS-1** link which is still operating
':iﬁithout failure, even if the A/B STS-1** switch request
'f3¥hits are selecting the failed link (this should be a
transxent condltlon) This selection criteria can force
the selection of a non-operative or even non-existent

24
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PNET network el ement ("equipnent” in industry parlance) such as
# Fig. 1 can have a SONET interface A 16 for interfacing with the



e 18 for interfacing with the protection line 14. A conmuni cation
4 i1l be established between the Ainterface 16 and the B interface
g;;onnunlcatlng status. For exanple, the high speed interface A 16
@ ct a problemin the O3 line 12 as indicated bagy an "X".22 and
§:to the high speed interface B 18 over,the communi cation [ink 20

e is a problem The nodul e sel ection commands w0746

ed to a cross connect A 24 by a K1* byte inserted in an internal

Cei bbby SBBERFres R B, el RS Y oh b e

Méverndthhs is osonsistrent Wwithi. tﬂ'élefaﬁilbt;&eu’s an |nternal APS
gg gg Lg the same byte position as the SONET K1 byte. A data

e provided on-a line 30 for commnicating K1* fromthe hi gh
When both STS-1** links have failed, the selection

mechanism maintains the "no change" state described
above. _

When the Manual Mode selection mechanism commands
the selection mechanism to select the A or B STS-1**, the
. gelection mechanism shall comply, even if the selection
- request conflicts with the APS mode selection request
being received in byte Kix*.

D.4. STS-1** Selection Scenarios
The following provides specific examples of STS-1%#%
events.

D.4.1 Manual Mode, Local Controller Selection Scenarios
There are two states for the controller selection

mechanism, the select STS-1** A state and the select STS-
1+* B state. Examples of these two states are shown in
Figures 2 and 3, respectively. The following event
descriptions describe these two

»» Manual Mode, Select STS-1** A (Figure 2)

Initial State: The initial state can be any of the
STS-1** selection- states. '

A system level control function provisions the local
controller to select STS~1** A: This would be a
response to a craft/0S command or local test or
maintenance routine.

The local controller provisions the STS-1#%%*
selection mechanism to select STS-1%* A: This
command is absolute and overrides all other input
parameters to the selection mechanism.

This Sheet Has Been Repl
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| Ate e A 16 to the cross connect B 26 at all times. Thus, the Kl1* byte

I NAiC g under normal conditions the sel ected active.high-speed nodul e
: wi th the OG- 3 working |ine 12 will al so be'comuni.cated to_ the

gonect B 26 by the high speed interface A 16:over the li-ne 30.

j, a parallel data line 32 is provided between the ed
% B 18 and.the cross connect 26 and anot her data ||259323F§

}aetmeen t he high speed interface B 18 and the cross connect A 24.
$ t 0 SysLLin ONCEtite PNETINE $stxnhese1eg¢&cnp@edhaﬁﬂahets|s

d *
B it chRe heREet P e B ST F '?mgﬁ*?é“ct.’*oﬁz

until provisioned otherwise.

Manual Mode, Select STS-1** B (Figure 3)
: Initial State: The initial state can be any of the
STS-1%+% selectlon states.

A system level controller provisions the local
controller to select STS-1**% B: This would be a
response to a craft/0S command, local test or
‘maintenance routine.

The local controller @rovisions the STS=—1%%*
selection mechanism to select STS-1%* B: This
command is absolute and overrides all other input
parameters to the selection mechanism (K1* and B2*
status). _

STS-1%* B State: The STS-1** selection mechanism is
now in the select STS-1%* B state and will remain
-until-prcvisioned otherwise.

.4.2. APS Mode, Directed Selection Scenarios

; There are two types of APS Mode Selection

- algorithms, a facility APS selection algorithm and an

' equipment protection algorithm. Facility protection APS

. algorithms are executed in the facility interface modules
" of facilities with duplex facility protection (primarily
). SONET facilities). The distihguishing characteristic of
" facility protection algorithms is that they operate in
facility interfaces where there is no processor or
equipment failure. When an equipment failure is detected
é the equipment protection algorithm takes over the APS |
? process. Equipment protection algorithms are implemented
in all duplex equipment protected modules (including
facility protected modules). The following sections
Provide examples of both types of APS mode protection.

26
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from t he cross-connects to the hi gh- speed interfaces to indicate
e or lack thereof (not shown). By having the cross connects
ponsive at all tinmes to incom ng data frombo¢th.the working line

e protection.line 14, any decision to switch dver to the ot her

god interface may be effected in an al npst i nst ant ane@tsiqgnner
& having to communi cate .

Ep.4.3. APS Mode, Egéilitx Selection Scenario

The facility selection scenario is designed to

$ demonstrate how the STS-1** selection mechanism
ﬁimplements the function of the STS-1*#* A'(working line)
“or STS-1%**B (protection line) selection. The APS mode of
?the STS-1** selection mechanism is used to implement the
& facility protection selection for ahy facility which has
‘ ;dnplex facility protection (usually referred to as 1:1 or
ki " 1+1 facility protection). SONET interfaces are examples
,h?of facilities which are normally englneered with duplex
5’ facility protection, however, this mechanism will operate
% with all facility interfaces should they implemeht a

‘ duplex facility protection mode.

SONET interfaces are the only facillty 1nterfaces

@:which are currently engineered to operate in the duplex

facility protection mode, therefore this scenario is
written for the OC-N interfaces. Note that, according to
the invention, the OC-N facility APS is an unsymmetrical
protection algorithm, i;é;, facility failures on the
working line are handled differently than facility

"7 failures on the protection line. Since the failure of
the protectlon line vwhen payload is being carrzed on the

working line requlres no actlon by the STS-1** selection
mechanism there is no explic1t STS~1** selection scenario
for this event. Actions initiated by the failure of the |
protection span under these conditions are primarily
alarm related.

The failure of the protectidn line when the working
line has failed, a switchover to the protection line has

_ been_completed, the working line has cleared and is

waited for manual restoration is a variation of the

working line failure scenario and is covered as a subset
of this scenario.
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gorth to and froma system | evel control function and w thout

" cause a signal path to be established where none existed before.
by provi di ng the upstream nodul e sel ection i.n the K1* byte itself
»ass connects, the need for additional controllier.functionality to
pleci sion and effect the sel ection function'is obvi b9d116

s pair of redundant downstream nodul es 36, 38 such as drop

-?re al so distributed with respect to the cross connects 24, 26.
rd&nxﬂﬁﬁn @nﬁ&helaﬁ-lS(wagnaaslwe&as)alhﬂu EyEted t he outputs of

o varyelstmerel) beRbioR, dRestsd el the Hieall .t 8 The output of
ect canttrollexs ifior thenicorsesponiddng dupliens flaciildtyesponsi ve to
Of jHRATFaRY G Bned s1i3-3 ## 14 tiol mechanisn to

operate in the APS mode. Both working and

protection lines are operational and both duplex

facility interfaces (0C-N interfaces in this |

example) are working and provisioned to operate in

the APS mode. In this state both STS-1#* selection

mechanisms implement the term of the selection state

table shown in Fig. 5 and select STS-1#** A (the

working line). Note that payload received over the

working line through OC-N interface A is selected by

both cross connect A and B duplex equipment sets.

%9

. 2. Working Facility Fails 102: (Figures 4 & 6) The
local controller on the OC-N A interface detects the
facility failure. The local controller in OC-N A

gl

T ay I

_ reports the working line facility failure to the
; local controller in OC-N B. The controller in oC-N
'§ - B inputs this parameter into the facility APS

algorithm operating on OC-N B and decides whether or
| not to initiate a change in the module selection
re§uest. Note that OC-N A does not autonomously
send K1* with a switch select request to the STS-1%*
3 B state. In this state both STS-1** selection

' mechanisms impiement the term of the selection state
table shown in Fig. 6 and select STS=-1** A (the
working line).

3. Facility APS Algorithm commands an APS to the
Protection Line 104: (Figures 4 & 7) The
controller on OC-N B provisions the Kl1* byte on both
its STS-1%* transmitters to indicate a request to
switch to sSTS-1%* B. It allso sends a command to the

T =
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st g f hs going in the drop direction, as shown in Fig. 1 are, of
COUrs qual 'y applicable in the opposite, add direction (not.shown).
Thej ft ecture shown in Fig. 1 pernmts a distrihuted. smntchlng -of

i nof’y ve hardware wherein, for exanple, if the A cr.dss-connect: 24 s

§ 0 be i noperati ve, the B cross-connect will be use¥o{ot }éspond to
B on the I|ne 30 as a continuing upstream Wrking channel with the

) _ﬁB; ifthe i nui ng_i €.2aS | o Thi
G SO | coF- A ataRea0d SinkkSyigl 8o aquaRE R BURRAR Lol < 12 o
if aj »onenSTﬁu@H*as t Fo @hassssaﬁﬁebpth ﬁ@ﬁelaétéeiestion

~mechanisms implement the term of the selection state
table shown in Fig. 7, recognize conflicting
selection requests and remain in their initial state
(a no change action), this leaves the payload still
operating off of STS-1** A (the working line).

. - 0C-N A Executes the Switch Request from OC-N B 106:
(Figures 4 & 8) The controller on OC-N A receives
the command to send a request to switch to STS~-1** B
(the protection line). The controller provisions
the K1* byte on both its STS-1%** transmitters to
indicate a request to switch to STS-1%** B. In this
state both STS-i** selectiqﬁ_mechanisms implement
the term of the selection state table shown in Fig.
8 and select STS-1** B (the protection line). This
is the long term state of a facility interface with
a working line failure until operation of the
working line is restored and a revert to working

" line is received from the controller.

Facility Failure Clears 108: (Figures 4 & 9) The
local controller on the OC-N A interface detects the
facility failure clear. The local controller in OC-
NA reportslthe working line facility status to the
local controller on OC-N B. The controller in OC-N
B inputs this parameter .into the facility APS
algorithm operating on 0C-N B and decides whether or
‘not to initiate a change in the module selection
request (the facility switch will not be initiated
if the APS algorithm is a non-revertive algorithm).
Note that OC-N A does not autonomously send Kl* with
a switch to STS-1%* A state. In this state both
STS~-1*% sclection mechanisms implement the term of

-
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ad it would cause the entire line of nodules 16, 24, 36 to be

g1t of service and the line of equipnment 18, 26, 38 substituted

B¢ as backups to forman entire new line. Thi's i's a.rather-inflexible
. that does not maximze the available equi pnent.. -Qur pgroach

"more flexible and powerful sharing of conponents wRPEniificreases
mati c. protection capabilities of the system In the present

*l €, r%fh%r @L&%&t&o@%%ate table shown in Fig. 9 and select
' STS-1** B (the protection line).

B ¢. Revert Request Honored and Executed by the Facility
' APS Algorithm or Protection Line Failure 110:
(Figures 4 & 10) When a revert to working line
command is received by the facility APS algorithm on
OC-N B, the controller on OC-N B provisions the Ki#
byte on both its STS-1** transmitters to indicate a
request to switch to STS-1** A. It also sends a "
command to the OC-N A interface controller to
réquest a switch to STS-1** A. 1In this state both
STS—1%#% selectzon mechanisms implement the term of
the selection state table shown in Fig. 10,
recognize conflicting selection requests and remain
in their initial state (a no change action), this
leaves the payload still operating off of STS-1*%* B
i (the protection line). ' '

ks
e
%
=7

‘Failures of the protection line also initiate the
response described in this section with the

K ~ exception that the APS algorithm initiates the

;_- switch from the protection line failure idstead_of
s waiting for a command to revert.

R ST

7. OC-N A Executes the Switch Request from OC~-N B 112:
(Figures 4 & 11) The controller on OC-N A receives
the command to send a request to switch to STS-1%* A
(the working line). The controller provisions the
K1* byte on both its STS-1** transmitters to
indicate a request to switch to STS-1** A. 1In this
state both STS-1** selection mechanisms implement
the term of the selection state table shown in Fig.
11 and select STS-1** A (the working line). This is
the initial state of the facility interface. '

i "-ﬁia‘-"‘?.’.{if.-“‘ ""»H-"kv -
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to an STS-1** interface which is a proprietary interface used

I gnee's network el enent equi pnent as the nmechanismused to

. internodul e transport of the SONET payl oad. Since the. bandw dth
g frominternodule links is greater than that required by just the
proad itself, the STS-1** is al so used as the mechani sm to

g sever al systen1features These features include ST80F~1l6nt er nal
jAs noni toring, equipnment automatic protection switching (APS), and

llfté #%'@% pfggi ggé gg ggggggggg Scd%l%;gg% 1** Data For mat

ral the same as the
TS- 1 Thejfoildewing sestions provide examples of the three

primary equipment failure scenarios. The first example
demonstrates the reaction to the failure of an equipment
payload path, the second example demonstrates the
- reaction to a failed local controller and the third
[ example demonstrates the reaction to an unprovisioned
B podule extraction.
: The equipment selection scenarios are designed to
demonstrate how the STS-1** selection mechanism _
implements the function of the STS-1** A (A or primary
equipment) or STS-1#*B (B or backup equipment) selection.
The equipment APS selection class of STS-1%* selection
: mechanisms is used to implement the equipment protection
. selection for any equipment which has duplex equipment
. protection (usually referred to as duplex or redundant -
' equipment protection).
The equipment APS algorithm is a symmetrical
protection algorithm, equipment failures on the working
D equipment are handled the same way as equipment failures
" on the protection line. Since the failure of either
equipment set when payload is being carried on the duplex
equipment set requires no action by the STS-1** selection
mechanism there is no explicit STS-1** selection scenario
for this event. Actions initiated by the failure of the
unused equipment set under these conditions are primarily
alarm related, therefore refer to the equipment
“diagnostic section of each equipment set description for
responses to the failure of an unused set. The failure
; of the redundant equipment set when the working equipment
3 set has failed, a switch to the redundant set has been
completed, the working equipment failure has cleared and
is waited for manual restoration is a variation of the

working equipment set failure scenario and is covered as
a subset of this scenario. .

WA
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TI= 3 90, incorporated herein by reference, with the exceptions that,

depi on the interface, the overhead bytes may carry information

[ to that on the ‘corresponding STS-1 |ink, |nternally gener at ed

'rn1nated signals, or overhead bytes p03|tions in.which: |nfornat|on
ghed or unused. Each STS-1** payload l.ink is acconpagb?dlgg

. kHz sync signal to identify the location of the ST ra

;Alsq eart of the STS-1*%* i s scranbl ed. The generic position and

desdg fmdad ePdvid e B ' ia3qchdeel ow for all STS-|**
1Nk Initial State 114: (Figures 12 & 13) The
controller instructs the local controllers for the
corresponding duplex equipment interfaces and the
STS-1%* selection mechanism to operate in the APS
mode. Both primary and beckup equipment sets are
operational and are provisioned to operate in the
equipment APS mode. 1In this state both STS-1*¥
selection mechanisms implement the term of the
selection state table shown in Fig. 13 and select
STS-1** A (the primary equipment set). Note that
payload received from the primary equipment set is
selected by both selectinq equipment A and B duplex
equipment sets.

'|s-;

Primary Equipment Fails 116: (Figures 12 & 14) The
‘local controller on the primary equipment set
detects an equipment failure. The controller on the
primary equipment set A provisions the Ki* byte on
both its STS-1%% transmitters to indicate a "no
preference“ switch request. The local controller in
the primary equipment set A then reports the
equipment failure condition to the local controller
in the backup equipment set B. The controller in
the backup equipment set B inputs this parameter
into the equipment APS algorithm operating on the
backup equipment set B and decides whether or not to
initiate a change in the module selection request.
In this state the STS-1%#* selection mechanisms
implement the term of the selection state table
shown in Fig. 14 and select STS-1%* A (the primary
equipment set).

Equipment APS Algorithm commands an APS to the
Backup Equipment set 120: (Figures 12 & 15) The

32
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e

-12-;£ 'Iuding optical and electrical interfaces, the Drop Mdul es and

bothjéﬁ gnd VT cross connects. B. STS-1** Link Structure ,, The
STS-| 3t erface is inplemented as an 8 bit w de, STS-1. byte oriented,
par al JE-nt er f ace. The byte boundaries of the STS-1** |nterface ar.e

defi ng ?ch t hat SONET framing bytes, overhead bytes and payggmwhﬁytes are
transf] d in a single clock cycle. The clock rate of

controller on the backup equipment set B provisions
the K1* byte on both its STS-1** transmitters to
indicate a request to switch to STS-1i** B. In this
state both STS-1*#* selection mechanisms implement
the term of the selection state table shown in Fig.
15 and select sTs;i** B (the backup equipment set).
This is the long term state of the equipment with a
pfimary equipment set failure until operation of the
primary equipmeht set is restored.

4. Equipment Failure Clears 122: (Figures 12 & 16)

The local controller on the primary equipment set A
detects the equipment failure clear. The local
controller in the primary egquipment set A reports
the prihary equipment set status to the local
controller in the backup eéuipment set B. The

_ controller in the backup equipment set B inputs this
i ) parameter into the equipment APS algorithm operating |
¥ on the backup equipment set B and decides whether or
not to initiate a change in the module selection
request (the equipment switch will not be initiated
-if the APS algorithm is a non-revertive algorithm).
Note that the primary equipment set A does not
autonomously send Ki* with.a request to switch to
STS-1%#* A state. In this state both STS~-1%*
selection mechanisms'implement the term of the
selection state table shown in Fig. 16 and select
STS-1** B (the primary equipment set).

e

5. Revert Request Honored and Executed by the Equipment
APS Algorithm or Backup Equipment set Failure 124:

(Figures 12 & 17) When a command to revert to the A

§ : (working'side) equipment set is received by both

A st

local controllers, the controllers on both egquipment
sets provision the Ki* bytes on their respective

N |

R i
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£1** is 6.48 MHz (51.840 MHz divided by 8 bits per byte). The
of the Al framng byte is identified by a coincident one bit- 8 KHz
pnal . In the receive direction (the direction fromthe Hi gh
iglkt cr f aces and Drop interface Modul es toward the .cross connect)
- | ** will consist of an 8 bit wide STS-1 byte oriem@rkiparalle
g'c and a 1 bit STS-1** sync signal. The location in tinme of the Al
gl STS-1** sync shall be placed on_the bus by these interface nodul es
be t hr 8TS51*% hranspiskergctesindicatenad FRHBFF§C§9 swatehe the 2

o1 K ehgnsms-&hann SYRf Eh@g1khatelaeknnsdshg**gbele$tubnon oL tge
or nodules ,recei,Vvi t s, identifi '
1** f ﬂ% En&gﬁh e§?8°§*%h§ss§l§8 &Pgtg% Snal Thi s
- Mdatdel Shbmw dnarlbor19aahdrse&ectn§TBnnewf3cqthe i npl ement a
primary equipment set). This is the initial state
of the equipment interface.

Failures of the backup equipment set also initiate a
switch back to the primary equipment set A. The
response to this failure operates-as described in
operation descriptions 2 and 3 above with the
exception that the labels A and B are reversed.

" D.4.5 APS Mode, Ioca) Controller Failure

The local controller scenario is similar to the
payload path failure scenario with the exception that
with a local controller failure the processor can no
longer insert the "no preference" state in the
transmitted Ki* byte and program thé "Not OK" equipment
status toward the duplex controller. This failure is
handled by having the hardware output of the watchdog
timer which is active when the local controller fails,
force the transmitted Ki* byte and duplex equipment
status line to their K1* = all 1’s (no preference) and
"Not OK" respective states.

The equipment status signai and the ability to force
Kl* to the "no preference" state shall be implemented in
a manner which does not require the microprocessor or its
serial link to be operational and requires a little '
hardware as possible to be operational. These states
shall be capable of belng set active by the local
controller or forced active by the watchdog timer or
4§ similar mechanism.

o ¥
.

3 3
E3 o
it
s |
P

The complete scenario of this type of failure event
is described by substituting Fig. 18 and Fig. 19 for

34 This Sheet Has Been Replaced




krcuit; however to maintain conpatibility with sone existing ASICs
En), it remains a requirenent in this case for each STS 1**

ter to inplement an Al, A2 fram ng generator. Note that the .

in tine of the STS—l** and its sync signal .is separate from and

) by the network elenent 2 kHz sync signal received bﬁﬂﬂla

Sy at i on Subsystem (not shown) to all STS-1** generatlng payl oad
.ca rg-dules. In the transmt direction (the direction fromthe
cr fiads.t Quaahd s, Hr@glspepedeellyt dnf ahes segqiciidd® of steps of

"pig. 12. The descriptions of these events change only in
i ithat equipment A sends an all 1’s signal (interpreted as
i“a no preference request) in the K1* byte when the
j”processor fails instead of the 011 no preference
selection request.

p-4.6 APS Mode, Unprovisioned Module Removal

The unprovisioned module removal scenario is similar
to the payload path failure scenario with the exception
that with a local controller failure the processor can no
longer insert the "no preference" state in the
transmitted Ki* byte and program the "Not OK" equipment
status toward to duplex controller. This failure is

& handled by having a mechanism such as pull-up resistors
;f on the modules receiving these signals which
automatically force the state of the receiving modules
input lines to their Ki* = all 1’s (no preference) and
"Not OK" respective states when the duplex module is

. removed. '

All data and status lines for STS-1%* interfacing

§ ;;'modules shall have mechanisms and signal sense
4§, definitions such that any STS-1** module removal will

'E : result in an insertion all 1’s (AIS) in the payload path
§ . and a "Not OK" for all status lines.

g'L The complete scenario of this type of failure event
¥ is described by substituting Figs. 20 & 21 for Figs. 14 &
% 15, respectively. The descriptions of these events

g change only in that the equipment receiving the STS=~1%* A
: receives an all 1’s signal (interpreted as a no

'3" preference request) in the K1* byte when the processor

ﬁ - fails instead of the 011 no preference selection request.
% Although the invention has been shown and

-g described with respect to a best mode embodiment thereof,
3 it should be understood by those skilled in the art that
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e nterface Mddul es) the STS-1** definition and function is the

fle receive direction. The STS-1** will consist of an 8 bit w de

e orient ed parallel interface and a 1 bit STS-1** sync signal . The
the Al byte is identified by an 8 kHz STS-1** frame sync

g the STS-1** as a separate signal. C. STS-1** B0Dflle

e Each STS-1** interface contains a valid BIP-8 parity code
gposition of the STS-1** frame. This B2 is

£'the foreg01ng and various other changes, omissions and

additions in the form and detail thereof may be made

therein without departing from the spirit and scope of

the invention.
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g (0 as B2*. The B2* te | S iiy Bl P-8 (as opposed to thq::
‘which is even parltyi/ I]“Hl “‘E kgﬂﬂr al | byt es of the STS-1**
: head and STS.payl oad service,  ,full tine

of the STS-1** |ink. Each STS-1** |ink uses B2* to identify a
g.on of signal condition on any of the .8 parallel bits30Byllé
Bg B2* the ability of each STS-1** to carry error free payload is

sl y evaluated. This technigue Egovides STS-1** | oss of signal and
gr ane detecti on nechani sm stuck at 0 and stuck at 1 faults
g or nultiple lines, and identifies randomor determnistic bit

i P?t 'yiQﬁd"éEéP%%gﬁ? b T A
svn§cbzﬂgﬁuﬁ9996ﬂspnGV|des the primary condition to APS to swi t ch
a working transmit interface (16), responsive

to a selection command signal (20b) and to an input

. working signal (12), for providing a working status
‘signal (20a) and a pair of identical output working

l signals (28, 30) having data and seledtion information;

4 a protection transmit interface (18),

?i responsive to the working status signal (20a) and to an

i input protection signal (14), for providing the command

i signal (20b) and a pair of identical output protection

4@ signals (32, 34) having data and selection information;

a working receive interface (24), responsive to

ﬁé the working signal 28 and to the protection signal 34 for

ié selecting one of the signals 28, 34 according to the

. selection information therein; and

: a protection receive interface (26), responsive

“f to the working signal 30 and to the protection signal 32

ﬂﬁrfor selecting one of the signals 30 32 according to the

* selection 1nformat10n thereln.

2. The apparatus of claim 1, wherein the working
¢ receive interface (24) is responsive to the selected

:E signal (28 or 34) for providing a confirmation signal
(29a) to the working transmit interface (16) and for
providing a confirmation signal 129b) to the protection
transmit interface (18) and wherein the protection
receive interface (26) is responsive to the selected
Signal (30 or 32) for providing a confirmation signal
(31a) to the working transmit interface (16) and for
Providing a confirmation s1gna1 (31b) to the protectxon
transmit interface.

\
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l ex equi pnent set for STS-1** interface failures and unprovi si oned
eoval s. B2* is ted for all STS-1**

S. A detected error |n an error Positions in.an .
irame is counted as a &Hw “@j@@ nk error. The occurrence of
error is latched in a ** ‘arror hlstog 7rggkster
gster is accessible to the | ocal controller (not Shown ? can be

he controller and reset by the
3. The apparatus of claim 1, wherein the working

and protection transmit interfaces (16, 18) are SONET

;. interfaces and wherein the working and protection receive
. interfaces (24, 26) are cross-cénnects and wherein the

If cross-connect 24 provides a working status signal (25a)
in response to the signals (28, 34) and is also

*; responsive to a command signal 25b for providing a pair
i of identical working drop signals (40, 44) having data .
and selection information and wherein the cross-connect

- (26) provides the command signal'(25b) in response to the
& working status signal (25a) and also provides an
'identical pair of érotection drop signals (42, 46) having
data and selection information.

4. The apparatus of claim 3, further comprising:

a working drop module (36), responsive to one
- (40) of said identical working drop signals, for
providing a working output signal (48); and

a protection drop module (38), responsive to

one (44) of said identical working drop signals and to
one (46) of said identical protection drop signals, for
providing a protection output signal (50).

5. Apparatus having aﬁtomatic protection
switching, comprisingz

a working high speed interface (16), responsive
to a command signal (20b) and to a synchronous optical
network (SONET) serial working signal (12), for providing
‘2 status signal (20a) and a pair of identical parallel

- Working signals (28, 30) hav1ng data and selection
}informatlon,

g SRS SRS

a protection high speed interface (18),

" Yesponsive to thé status signal (20a) from the interface
SR (16) and to a SONET serial protection signal (14), for
3 fDroviding the command signal (20b) and a pair of

This g
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Bntroller. The detection of an STS T**timk—error may be

N of the long termstatus o eac

&atahandaSekeotxbhelnﬁummatlenzeeds 16, the STS-I** link is
; a working cross-connect (24), responsive
}iaccording to said selection information to one (28) of
;;said parallel working signais or to one (34) of said
;fparallel protedtion signals, for providing a pair of
i]identical working drop signals (40, 44) having data and

; selection information;

» a protection cross-connect (26), responsive

gfaccording to said selection information to one (30) of

said parallel working signals or to one (32) of said-

parallel protection signals, for providing a pair of
jdentical protection drop signals (42, 46);

§ a working drop module (36), responsxve to one

Ef(40) of said identical working dirop signals and to one

ﬁ;(42) of said identical protection drop signals, for

¢ providing a working output signal (48); and

;i a protection drop module (38), responsive to

f one (44) of said identical working drop signals and to
one (46) of said identical protection drop signals, for

ﬁfproviding a protection output signal (50).

6. Apparatus having equipment protection

witching, comprising:
a working transmit interface (16), responsive

o0 a protection status signal (20b) and to an input
‘working signal (12), for providing a working status
signal (20a) and a pair of identical transmit working
'signals (28, 30) having data and selection information
~ provided according to a selection algorithm;
a protection transmit interface (18),
responsive to the wofking'status signal (20a) and to an
input protection signal (14), for providing the
Protection status signal (20b) and a pair of identical
transmit protection signals (32, 34) having data and

Been /ep ice d

fed by a controller interr link errors also-

hn i nput to an STS- 1** st ”"HHI lﬂ‘ﬁwuﬂhl s function provides an
nk. The function is

ked by an up/down non-rollover 5 bit counter (divide 337316 The

gount s down by 1 to zero (but not past zero) for each STS-I** frane

bioestid) Fetallelmrafection s falfiy Bz, (AL Rdp |10 7




his status is the B2* input to the-equipnent automatic protection
t function and a change of status '

: B2* state is sent to the
it rol ler as an interrupt “M“ ﬁ”!hm%t ure-is further disclosed
ed in the above-cited c\m ng applicati apMLS.¢ Seri al
£ Docket No. 907-121). *D° STS-1** Sel ection Mechani sm Al l

Barrying modul e i nterfaces consist of a redundant set of A and B
aaseetiandineonnaeidﬁtpfbﬁkded dbeosdingt tonthé sameactive |ink

sbEuRIBA" 226531 0y 8N B Sudri1hBPEEanks €00Re BLegBED STS 1*

CEI ver.
1) n@naninodeeceavalinbﬁ:fQFPeKZSELesessqn51ve to

J:the working signal 28 and to the protection signal 34,

I for selecting one of the signals 28, 34 according to the
ifselection information therein; and

F a protection receive interface (26), responsive
f'to the working signal 30 and to the protection signal 32
i}for selecting one of the signals 30, 32. '

7. An automatic protection method for a
synchronous optical network (SONET) element having
redundant A and B sides each side having a high speed
: interface responsive to a working line on the A side and
f;a protection line on the B side, having a cross-connect
§ and drop module and having a normal facility state (100)
;- with payload provided from the working line, compr151ng
E: the steps of:

‘providing redundant working payload signals
from the A side and redundant protection payload signals
from the B side; | _

determining (102) on the A side that a facility
failure of the working line exists and reporting a failed
status to the B side; - T '

‘commanding (104) from the B side a state with
payload provided from the B side; and" '

executing (106) a switchover to the B side and
providing payload from the B side.

. 8. The method of claim 7, further_comprising the
Steps of:

determining (108, 110) that the facility -
failure of the working line has cleared; and

"
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"evaluated for purpose,

2) APS Selectlon rect Selectlon _
These sel ectio nechaWh scussed in detail bel ow

d Priority. Each of the

gs forthcom ng ADM 150 Hules receiving an SIS 1**

$ shall have the STS 1** Tecelver sel ection function **pdhSe of

executing (112) a switchover to the A side and

provxdlng the redundant payload signals from the A side.

9. An equipment protection method for a
ynchronous optical network (SONET) element hav1ng
redundant A and B sides, each side having a high-speed
interface responsive to a working line on the A side and
a protection line on the B side, having a cross-connect

" and drop module and having a normal facility state (114)

with paylcad provided from the working line, comprising

~ the steps of:

providing redundant working payload signals
from the A side and redundant protection payload signals-
from the B side,

. determining (116) on the A or B side that an
equipment failure of the A or B side exists and reporting

- a failed status from the failed side equipment to

comparable equipment on the other side; and
commanding (120) in the non-failed side
comparable equipment a switchover to the non-failed side

) comparable equipment.

10. The method of claim 9, further comprising the
steps of: e : : '

determining (122) on the failed side that the

' failed side equipment failed status has cleared and

reporting same to the non—failed side; and

executing (124) a switchover to the non-failed
side. |

11. The method of switching to-facility data and

- overhead signals from a standby B path upon detection of

main signal A path signal failure, comprising the steps
of: '

" llIIlI il
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g both of the setection rrechanl sii‘godes | i sted above. Modul es
o]
c

B the STS-1** inter um‘m “‘ | npl ement a full featured
gBti on mechani sm fo"\m

ility APS generation

al gEwoul d not be inpl enent®ed " facility interface nodggfs; f@lch did
not g edundant facility protection. These nodul es woul d onIy generate
th fjont APS portion of the switching algorithm The STS-1** sel ection

;- i s summeheckdngnihebiény Acpawhf sigbells byeahhnuphtnnd APS
' srking channel 1nterface unit;

F dlrectly notifying a B channel standby channel
%’terface unit, which is simultaneously receiving data
entlcal to the data on said worklng channel, that a

1gna1 failure condition exists on the A path;

. providing a switchover command signal from the
channel standby interface unit to the A channel

finterface unit; and

i. inserting a coded signal sent downstream, as
part of the overhead data, by both the A and B channel
f terface units to respective A and B path downstream
units to inform said downstream units that they should
espond to B channel data rather than A channel data

' til otherwise notified.

3 12. A method of claim 11, wherein the method
further comprises steps for switching equipment in the a
and B paths, wherein said further steps comprise: |

f checklng pairs of identical A path and B path
vequlpment by means of identical failure detecting
falgorithms resident in each.equipment of a given pair;
detecting.a,fallure in a first opposite
‘?guipment of a pair and direétly notifying a second
?Ppposite equipment of said pair, which is simultanecusly
freceiving data on an identical channel wherein said
freceived data is identical to received data on said first
10pposite equipment, that switching to the second opposite
‘equlpment should occur; and

E insertlng a coded signal sent downstream, as
iPart of the overhead data, by both the A and B opposite
'fqulpment to a downstream unit to inform said downstream
funit that it should respond to data from said second
f@pposite equipment rather than from said first opposite
ﬁfquipment until otherwise notified.
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: 13. A method of equipment protection switching

QQ petween substantially identical sets of serially
ZS:connected subsystems normally comprising independent

i working and protection communication paths, comprising
;f the steps of: ' '

907-116

- checking, ﬁsing identical algorithms resident
.; g in identical opposite modules of equipment pairs, one for
transporting working data signals and overhead signals,
. and the other for transporting identical protection data
‘_ and overhead signals,'said'overhead data signals having
signals pertaining to identifying a selected one of said
opposite modules to be used as a working module;
communicating self-status signals directly

between said identical module and wherein one of said
identical opposite modules is presently designated as
working, and wherein said identical algorithms operate to
determine at least one of,

the presently designated working subsystem
is not outputting correct data, -

the presently designated working subsystem
is not receiving correct data, and

the presently designated working subsysten
has received overhead data indicating that a switch of
working data signals is about to occur; and

communicating with the next subsystem

downstrean, via said overhead signals, to respond to data .
from said protection module.

14. A method of protecting data flow through a
series of substantially identical sets of interconnected
| A and B path subsystems each normaily receiving identical
working data and wherein ﬁormally only A subsystems are

transporting active data to a customer, comprising the
'steps of: '
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55 Sel ection Algorlthn1* STS-1** A
STS- 1%+ Sel e{mm m\  B2*  Select
Request St at us SatUs Request ~ APS .

[ f\-_-?_., K APS | _ B
- APS X CK B CK A No Change
APS ii e? K éNdeyﬂhg datao%rom ealth subsyst%m to both the

A and B path downstream subsystem;

checking the "goodness" of said subsystenms
transportlng said data signals received by each
ﬁsuhsystem,

detecting overhead data signals interspersed
ith working path data for signal path switching
information inserted by upstream subsystems; and
switching inputs of only the substituted
rotection path subsystem and the following working path
subsystem when said checking and detecting determines
¢ switching should occur.

15. A common subsystem, acting in conjunction with

function specific circuitry, for use in a series path of

interconnected signal processing subsystems incorporated

in a working data path or protection path, comprising, in
combination:

first and second input means for receiving data
from A and B data paths;

. means for checking the "goodness" of said

' subsystem transporting incoming data signals received by
- the subsystem and for providing a failure signal in the
# event of a detection thereof;

' A and B output means for providing identical
data, including overhead indicative of said failure
‘signal, to A and B path downstream units;

- means for detecting overhead signals
interspersed with working path data for signal path
switching information inserted by an upstream subsystenm;
and '

. FOIE P T
< PR LA dem 2 B I RS i RS B 3 <
or B Al LA AL )

)

=

means for switching between processing of data
supplied at said A and B inputs when said overhead
signals indicate a switch should be made.
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X FAI L oK : A ' 9%‘13316 X
» @ ¢ B APS X FAIL X @ ¢
-Ch
. angK Appaﬁatus as F;$£ped Lgiclalm %p, lng@EPorat§§ CKA

lnFéhe of AXand BNpa€thsngemprising, in addition:

:; status signal input means for receiving a
‘Estatus signal, 1nc1ud1ng a failure signal from a

f substantially identical subsystem in the other of said A
P and B paths.

: 17. Apparatus for switching payload and overhead
[ data from a standby B path upon detection of main signal
£ A path failure, comprising:
means for checking the status of incoming A
: path signals by an A path working channel interface unit;
E means for providing an A path status signal to
:i a B channel standby channel interface unit, which is
i simultaneously receiving B channel data signals identical
to the data signals on said working channel, of the
status of the A path signals; '

means resident in said B channel interface unit
for checking the status of said B channel data signals
and responsive to said A path status signal for providing
a switch command signal in the presence of an A path
failure status signal, and

means, responsive to said A path failure
51gnal, for inserting a coded 51gna1 sent downstrean, as
part of the overhead data, by both the A and B channel
interface units to a pair of downstream identical units
to inform said doﬁnstream units that they should respond
to B channel data rather than A channel data until
otherwise notified.

18. The apparatus of claim 17, wherein said
apparatus further comprises means for switching equipment
in the A and B paths, wherein said means for switch
equipment comprises:

\
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FAI L X —FAIL X No Change Manual A

BX. Forcezj(. “‘m\m“mi“)wﬁﬂ i%glrjglret.edBas " Li nkx :

(000 and 111) shal *lnterpreted by the STS-1** sel egjOih¢g
«s if a"No erence" state had been recei ved.

means for checking pairs of identical A path
‘;nd B path equipment by means of identical failure
*dgtecting algorithms resident in each equipment of a
glven pair, wherein said means for checking includes:

, means for directly notlfylnq an opposite
iequipment of said pair, which is simultaneously receiving
f.data on an identical channel wherein said received data
i?is jdentical to received data on said first opposite
:iequipment, that switching to the second opposite
equlpment should occur; and

A means for inserting a coded signal sent
i:downstream, as part of the overhead data, by both the A
. and B opposite equipment to a downstream unit to inform
ftsaid downstream unit that it should respond to data from
fﬁsaid second opposite equipment rather than from said
;jfirst opposite equipment until otherwise notified.

19. Apparatus for switching between substantially
identical sets of serially connected modules normally
comprising independent working and protection
communication paths, comprising:

means for checking, using identical algorithms
resident in each of identical oppdsite module pairs, one
for transporting working data signals and overhead data
signals, and the other for transporting identical
protection data and overhead signals, said overhead data
signals having signals pertaining to identifying a
selected one of said opposite modules to be used as a
working or protection module;

communicating self-status signals directly
‘between said identical opposite modules and wherein one
.0f said identical opposite modules is presently
designated as working, and wherein said identical
algorithms operate to determine at least one of,.
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b Manual Mbde (LOCﬁL~QQDLLQL+ELa§§L§§ti0” Mechani sm

e provides a nethod for the troller .or the nodul

[ an STS-1** sel ecti (um"w"&m ,I”“iverrl de all other. sele
;and dictate wheth ’ eiver is selectbgglag

3 the presently designated worklng subsystem

iS not outputting correct data,

4 the presently designated working subsystem
is not rece1v1ng correct data, and

4 ' ' " the presently designated working subsystem

has received overhead data indicating that a switch of
workzng data signals is about to occur; and

f_ communicating with the next subsystem

?ﬂownstream, via said overhead signals, to respond to data

| rrom said working or protection module.

3 20. Apparatus for protecting data flow through a
j series of substantially identical sets of interconnected
,1& and B path subsystems each normally receiving identical
;?data and wherein normally only A subsystems are serially
interconnected to a customer, comprising:
' means for providing data from each upstream
subsystem to both the A and B path downstream subsystem;
means for checking the "goodness" of said
subsystems transporting said data signals received by
; each subsystem,
) means for detectlng overhead data signals
~ interspersed with working path data for signal path
;.5 switching information inserted by upstream subsystenms;
1 ana '
means for switching inputs of only the
substituted protection path subsystem and the following
working path ‘subsystem when said checking and detectxng
determines switching should: occur.

i st L e ] R

//

en Re

“f\ii\\\\\\\\\\\\\\\\\iiii“

L

The
e .
ction
e A




or B éii

3 input.. This is the highest priority selection mechani sm and C“
al | ot heg )

| ection nechani sns are ignored when this feature is invoked.

The pris fuse of this feature is to facilitate a nodul e bei ngprempyed
from seg . Al nodules receiving an STS-1** fromthe nodul e sel ected. for
renmoval 3 guse this nechanismto route their active receive payl oad paths

t br oughg

galternate dupl ex equi preABSERACT \Wien al | active payl oad paths
are rerfg

ar ound the sel ected nodul e, renoval of the nodul e can be

per f or FEEt hout ﬁgn% the set of alargs that acconmpany a
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:124, 26) in an equipment (10). A non-symmetrical
fracility protection algorithm is resident in the B

E interface module (18). Symmetrical egquipment protection
lﬁalgorithms are independently resident and operative in
;feach module of pairs of identical A and B modules at each
2 i?stage of the data stream. Module or data failures result
'*;7L1n switchover only of the disabled data path or module so
that the ability to transport payload is maintained and
other modules or data paths are unaffected. Facility
ifﬁswitchover is effected by detecting a working line

L failure and transmitting commands to switch the
protection line to the A path modules. Eguipment
switchover is effected by checking for a working or
protection module failure independently in each path and
@%f% independently communicating independent switchover '
decisions to the other side and downstream. The
methodology and mechanism are disclosed in a SONET
element embodiment, although the invention is applicable
in other contexts. )
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tare still operating d communicating valid STS-1** sel ect

id responses. The rran§ l, rode sinply ignores the APS sel ection ’_‘)
sel ection request Asuibstitutes the manual node sel ection.

e 1S inportant when ex'?\f ng the manual node and- returning to the T

B nce the APS al gorithnms were never interrupted, the |ocal

fni | | know the correct STS-1** selection state to return to.

ection Mdde (Directed Sel ection Mechanism The APS

fechani sm provi des a nmet hod, according to the present invention,

the STS- 1** receiver to act as the selection point for the
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Thé_f ection nmechanismis ovekliydden by the manual controller

sel ecq mechani sm The STS-1** sEjeg)jion state table is summari zed in

Tab br both the Manual and APS nodes. As al luded'to .above, the APS
sel &8¢ snechani sm communi cat es between the STS-1** generati:ng nodul e:and
‘the’ 4

receiving (selection) nodul e using the K1* ‘and K2* bytes of the
tnk. These bytes are located in the sanme position in the STS-|**
head as the gol and K2 bytes which inplenment tdee facility APS

En t he SO\IE‘I‘;f acility but have uni que defini tgons and handl i ng.

i *'s K1* and K2* bytes are independently intelgrated for three
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fhe sel ection mechani sm t: hén, uses the A/B STS- 1** selection

the K1* byte of the oper\au\lg STS-1** interface(s) according to

b 1** inputs as well
¥n the reverse direction in the K2* hyte.
Ber ati on nmechani smto knowwwé"@?ﬁent state of its duplex unit

Q,ﬂ /'Thgvgl* byte is the conmand
uses the three |east significant bits

stream STS- 1**

E the APS nechani s
&he byte to signal APS sel%ct|§?J equests. The

tion state table of Table T.

K1* requests received from both A

as the current STS-1** sel ectlon st'ate are

This allows. the STS-|**
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This disclosure discloses subject matter which is

~ disclosed and claimed in co-pending applxcatxons v.S.

Serial Numbers_ (Attorney Docket Numbers 907-115, 907-117,
907-120, 907-121, and 907-122) filed on the same day as
this application and owned by common assignee and which
are hereby incorporated by reference.

TECHNICAL FIELD

This in#ention relates to a class of equipments
known as “brotected" equipmeht. There are many'examples
of protected equlpment in systems, particularly
electronic systems, and more partlcularly communlcatlons
systems. The best mode embodiment of the present
invention shown herein is for a SONET (Synchronous
Optical NETwork) equipment; however, both the methodology
and independently the mechanism are valid for and may be
reallzed in other types of protected equipment.

BACKGROUND OF THE INVENTION

There exist many different types of eqﬁipment in a
class called "proteeted" equipment. This‘class of
equipqent attempts to achieve an increase in reliability
and aﬁailability of its features to its customers by
structuring its implementation. This structure is
realized as redundant sets of modules which are subparts
of the equipment and which implement functions of the
equipﬁent. This equipment is structured and controlled
such that there are redundant modules for each feature er
group of features of importance for the equipment. In
this structure there are at least two modules which can
These modules are

implement_each_inpnxtjnt function.
REPLACEMENT SHEET
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Manual WMode,

Figure 2) 1. Initial State: The initial
state can be

cEﬂENI SHEE IS-1** sel ection states. 2. A system | evel
- S thel | ocal - controller to select STS-I** A

control funct

This woul d bela} a craft/@S-command or |ocal test or

mai nt enance r [ controller provisions the STS-|**

sel ection nechanlismto.. SKS-1** A This conmmand i s absol ute and

ranmeters to the sel ecti on nechani sm

normally referred to as redundant modules or redundant
module sets. Protected equipment solutions are
constructed of one or more sets of these redundant
modules. The premise for this structure is that if the
.currently selected one of these sets fails, the other
unselected identical set can be quickly substituted for
the failed set and the equipment can resume providing

- _service to its customer(s) :

A methodology and mechanisn -is required to control
and communicate information regarding the control of the
function which decides which of the redundant sets is the
selected or active set. When this function is structured
to operate without intervention of a separate equipment
or personnel entity, it is commonly referred to in the
art as "automatic protection switching®" (APS). When used
in reference to communication facility protection, it has
as a subset that which is commonly called "equipment
protection switching" (EPS) used in reference to the
protection of the equipment modules themselves. These
switching decisions could be made by a central
controller; however, a mechanism to communicate with e
central controller and the queuing ‘associated with
central controller multi-tasking solutions can add delay
in the reconfiguration of the equipment to restore
customer service which is lost when the active module of
a redundant module set -fails. Also, if the system
controller fails or is removed, the possibility to
perform the reconfigquration process is lost. Therefore,
it is desirable to realize the automatic protection
switching control function as a redundant distributed
solution, so that this process a$ well as the customer
services might be protected from single failures.

Automatic protection systems for network elements in
the past have comprised, for example, redundant facility
equipment wherein a detected failure in one of the
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State: The STS Sel ection,michanismis now in the select STS-1** A

state and wil |l QQ,FEB W9 ti} lprovi si oned othermnse
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redundant sides will cause a switchover from one
redundant side to the other. In such a switchover the
entire line of protection equipment on one side is
substituted for the.other, even if a failure occurred in
only one place in the working channel. This approach is
somevwhat inflexible, in that it fails to maximize the
available equipment. _

Moreover, the switching deczsxon would typ;cally be
made by the system controller but all the information
relevant to the switchover decision then had to be sent
to the system controller. . Since the system controller
services all the 1n£ormatzon in the system, it takes a°’
long time to acconplish the switchover. .It also requires
that all the elements on the data path need to be
switched during a switchover.

Thus, a better mechanism would be desired to control
and communicate the information in a SONET automatic

- protection switching realization.

Moreover, it would be desirable to capitalize on the
information so communicated to an extent that would fully
provide a redundant switchover architecture.

DISCLOSURE OF ITTO

This disclosure shows_é structure and methodology
which can be used to provide automatic protection
switching between multiple redundant modules in this
class, of equipment (called "protected" equipment). This
methodology realizes both a distributed mnltiprocessing

- ‘"automatic protection switching" and "equipment
protection switching" solution which is an alternative
and improvement to the existing art of centralized
protection switching methodologies and to other
distributed processing automatic protection switching
methodologies. This disclosure also shows a mechanism
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gure 3) 1. Initial State: The initial

| ** selection states. 2. A system/| evel
igns the Ioca} controller to select STS-1** B: This
woul d be a edoFEB 19972 crjaft/ OS €otmand, |ocal test or

mai nt enance rqutiine. 3. The ljoqal controller provisions the STS-1**

sel ection nmecljanismto sSé SIS-1** B: This command i s absol ute and
overrides all “ethe~dinput araneters to the sel ection nechani sm (K1*
and B2* status) 4. STS"T** B State: The STS-1** sel ection nmechani sm

s NOW i N \6h SEhSTdmelts | the Bl difodiit WddmirtiBdtion nedédsdry
provi si oned ot erMAse
to support this distributed automatic protection
switching methodology.

This disclosure also shows an embodlment of this
methodology and mechanism in a SONET electronic
communications equipment. The-descriptions and examples
from this point on will be specific to a SONET
communications equipment.  However, both the methodology
and indépendently the mechenisn.are_valid.for{_and may be
embodied in, other types of protected equipment.

Equipnent of the tyée used in this disclosure
example is oommonly referred to as a network element,
representing its use as an element of the .
telecommunications network. . Network elements are
commonly realized with redundant sets of multiple
modules. The nultiple redundant module sets used in this
disclosure include the folloying modules: high-speed
interface modules (a term commonly used for SONET
interfaces), cross-connect modules and drop mecdules (a
term commonly used for lower speed or tributary modules).
The methodology and mechanism described in this
‘disclosure is independent of the specific equipment,
equipment makeuouend terminoloéy usedﬂéo'descrihe the
example equipment described in this disclosure.

An object of. the present 1nvention is to provide a
means:and method which can be used to proVide automatic

" protection switching between multiple redundant modules
in a class of equipment called “protected" equipment.

Another object is to provide an automatic protection
architecture. .

Still another object of the present 1nvention is to
provide a mechanism to communicate the information for
‘the SONET APS function.

According to the present invention, an automatic
protection switching algorithm for a redundant pair of

Nhnual Mode, S¢l RER| '
state can be apyy ’l@EﬁEhs‘g S

controller pro
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D. 4.2. APS Mode, c.cuti“n Scenari os There are two types of
APS Mbde Sel ecti HEEEME rr§ ERT flaci | i ty APS sel ection algorithmand an.

equi pnent proteqtilon algorlfﬁnl Fqcility protection APS algorithnms are
executed in the C|251y53n9?7fdc nmodut és of faciliti-es with duplex
facility protect]i dgn (pr| $ONET facilities). The distinguishing
characteristic qf Tacrtrty—proetecfion algorithns is that they operate in
facility interfdces where there i$ no processor or equipnent failure. Wen

an equi pment sransmie h&dﬁﬁh&cﬁgﬂ—hﬂileﬁalaﬁﬁnbparat¢ohaanoalgnélthn1takes

o T duplex cRRCBRETLoRroPEERER B tBAcmpANARad RO PaliBPE Ryt coted |
nmodul es) . Tmcdhﬂﬂnmmmsgysuohﬁ&ntspthﬂléeaenanpﬂeshefSbsnnltypes of APS node
protection. jnfermation on both the A (working) -and B (protection)

., modules and makes the decision as to whether the A or B
module shall be selected to carry the active copy of the
information traffic.. It is not necessary, according to
the present invention, for the automatic protection
switching algorithm to communicate with a system-level
control function or with any of the other distributed
automatic protection algorithms resident in other sets of
redundant modules to make this decision.

In still further accord with the present invention,
for equipment protection, a processor failure algorithm
is resident on both redundant sides for each redundant
module pair. In other words, for examplé, for an-A and B
high-speed interface redundant pair, the APS algorithm is
resident on both the A and B high-speed modules for
communicating the status of each to each other
independently of all the other modules on the A and B
sides. By having the A and B sides cross—connected so
that the outputs of upstream modules are provided
redundantly in a cross-connected fashion to both
downstream redundant modules, an indication by any module
on either side that the other is faulty will cause only
that module to be taken out of the system. This is
distinguished from the prior art, where a detected

failure would cause the whole A or B side to kick in or
out.

Q)

—-—hr—l-o

According still further to the present invention,
the APs'functions are handled asymmetrically by placing
the algorithm for checking statuses from both the A and B
sides on the B side (protection side). Thus, the
statuses on loss of signal, out-of-frame, loss of pointer
and excessive bit error rate are checked, according to
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the present invention, on the protection (B) side, while
a more symmetrical approach is taken for equipment
failures, wherein each particular kind of module checks,
with the same algorithm as-its like module, a module
failure within itself and communicates its status to the
other like module.

According. further.to the present.invention, an. ..
example network element has redundant high speed
lnterfaces, cross~connects "and. drop modules wherein eaqh"

_ upstream module on each redundant -side provides a signal

to a downstream module on.one -redundant-side.and also a
redundant signal to a downstream mocdule on the other
redundant side in both the transmit and receive:-
directions. . ; . oo

Thus, the present invention employs a "distributed”
concept in which an upstream failure will result in the
disablement of the upstream module in-which the problem
is detected, a switchover to a backup module at the same’
upstream level wherein the output of that upstream
substitute module is provided to both downstream modules
on each redundant side so that the working downstream
module may continue- to.operate instead of-having the
entire backup redundant side substituted for the working
side. In this way, the substituted -upstream module and
the original working. downstream module will operate
together until such-time as either the original upstream
module is healed or the downstream module is detected
bad. In the former event, the-ériginal working upstream
module can go back into the prior mode and .take over the
upstream function. In the latter case, the backup
downstream module will be substituted for the primary
working downstream module. In this way, the
inflexibility of the prior art whereby an entire
redundant side would be disabled if a problem were
detected in one of its modules is avoided and a more
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denDnstrate hOM/'hﬁEEUﬂENENTaﬁm§¢t on mechani smi npl enents the function of
the STS-1** A ( D|D—1**B (protection line) selection. The

APS node of the _l**éféﬁﬁﬁf hechani smis used to inplenent the
facility protectjo foL hny facVlrty which has duplex facility
protection (usuafl yreferred to 1:1 or 1+41 facility protection). SONET
I nterfaces are e anples of facilit]jes which are normally engineered with
dupl ex faC|I|ty r, this nmechanismw ||l operate with al

facility intesfacane z%.-iéipy%rgy@,eq@,& % chitids WayPie! ect i on

node. S T Interfaces are cility interfaces which are

currently endididiZzpdo Jddhaugh ve H@Wﬁjﬂléﬁ?nfé@l BXAPRIE LA on node,
theref ore thigissTendrnt |c9:varntd piitredn (disabiehlent! ealuaday a\ote that,

aceording 10 LR dduddl ' el %dO%eN AT Y AR Ene N R8s
‘equally well to downstream disablements. 'In other words,
'if for exanple'a disablement is found in-an intermediate
module that module may be substituted for by a redundant:
intermediate module but the other working nodules may
stay the same.

In further accord with the present invention, the
switchover decisions can be made on the redundant-module
sets detecting the failures and are communicated to the
elements on the data path. Controllers on the working
and protection high speed interfaces communicate for the
switchover decisions.

In still further accord with the present invention,
all elements on the data path-receive payload data from -
both the working and protection high speed SONET '
interfaces. The decision is made on the first element
that receives the payload data.

According further to the present invention, the
mechanism also takes into account a self-d1agnosed
printed board assembly failure.

These and other objects, features and advantages of’
the present invention will become more apparent in light
of the detailed description of a best mode embodiment
thereof, as illustrated in the accompanying drawing.
BRIEF DESCRIPTION OF THE DRAWING

Fig. 1 shows a distributed switching example -
implemented for SONET facility and equipment switchover,
according to the present invention;

Fig. 2 shows the manual mode of operation wherein
the A equipment is selected in a forced switch;

_|—1




~—

protection al gor t&ﬁﬁ_k E E@T gFTl y failures on ‘the working line are

handl ed differenfly than faC|I|ty ailures on the protection line. Since

the failure of thelpr2s &&8 #9971 i ne} when payl oad is being carried on the
wor ki ng I'i ne reqpifes no action pyl the ST&-41** sel ecti on mechani smthere is
no explicit STS-L**Serection scengrio for this event. Actions initiated by
the failure of the protection span under these conditions are prinmarily
alarmrel at ed. The failure of the protection |ine when the working

line has failed, Figy 3Clshvers hthQ‘i pbakeatian al ifee-dads sb,q_%hcq;@pl et ed,
t he wor ki ng I%qﬁi has cleared and is waited for manual restoration is a

vari ation of RRSAE g line failure scenario and is covered as a subset
of this scenario. Fig. 4 is a flow chart showing a series of steps

carried out, according to the present invention,
according to a facility APS selection algorithm as
further detailed in Figs. 5-11;

Fig. 12 shows an equipment selection scenario
carried out, according to the present invention,
according to a APS mode equipment protectzon algorithm,
as further detailed in Figs. 13-17;} -

Figs. 18 and 19 show a local controller failure
scenario which may be best understood by substituting
Figs. 18 and 19 for Figs.' 14 and 15 in Fig. 12; and

Figs. 20 and 21 show ar unprovisioned module removal
scenario similar to the payload path failure scenario and
which may also best be understood by substituting Figs.

> 20 and 21 for Figs. 14 and 15 in Flg. 12.

DE_FOR CARR O xe)

This invention relates to a class of equipment known
as "protected" equipment. There are many examples of
protected equipment in systems, particularly electronic -
systems, and more particularly communications sYstehs.
The best mode embodiment of the present invention shown
herein is for a SONET (Synchronous Optical NETwork)
equipment; however, both the methodology and

' independently the mechanism are valid for, and may be
realized in, other types of protected eguipment.

Fig. 1 shows a distributed APS switching

'implementation 10 for SONET facility and equipment
switchover, according to the present invention. A SONET
facility, such as a central office, provides a SONET '
signal such as an 0C-3 signal on a line 12 and a 0OC-3
Protection signal on a line 14 which is a duplicate of
the signal on the line 12 and serves as a backup. A



REPLACENENT SHEET : - 28- 1. Initial State
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SONET network element (“"equipment" in industry parlance)
such as shown in Fig. 1 can have a SONET interface A 16
for interfacing with the 0C-3 working line 12 and will
also have a SONET interface B, i.e., a protection
interface 18 for interfacing with the protection line 14.
A communication link 20 will be established between the A
interface 16 and the B interface 18 for communicating
status. For example, the high speed interface A 16 may
detect a problem in the OC-3 line 12 as indicated by an
wX® 22 and indicate to the high speed interface B 18 over
the communication link 20 that there is a problen. .
The module selection commands will be communicated
to a cross connect A 24 by a K1* byte inserted in an
internal SONET-like albeit parallel signal by the high
speed interface A 16 and communicated over a pa:allél
data path 28 existing between the high speed interface A
16 and the cross connect A 24. The Kl* byte is an -
internal APS byte transported in.the same byte position
as the SONET K1 byte. A data path will also be provided
on a line 30 for communicating Ki* from the high speed
interface A 16 to the cross connect B 26 at all times.
Thus, the Ki* byte indicating under normal conditions the
selected active high-speed module request w1th the 0C-3.
working line 12 will also be communicated to the cross
connect B 26 by the high speed interface A 16 over the
line. 30. '
Sinllarly, a parallel data line 32 is provided
between the high speed interface B 18 and the cross
connect 26 and another data line 34 is provided between
the high speed interface B 18 and the cross connect A 24.
A decision to switch over to one or the other high-
Speed modules is communicated over these lines in the Ki*
byte, as described below. A K2* byte, by way of
acknowledgement, is provided in the opposite direction
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operate in theg rki ng and protection lines are
operational a facility tnterfaces (OC-N interfaces in
this exanpl gy—are—WoT Ki ng} -ahd provisg&ped to operate in t he APS
node. In thisjs 1*T sel ectd - mechanisns!inpl enent the
termof the s¢l <=ctf§3ﬁ'gé$ ?fﬁ | table shown in Fig. 5 and select STS-1** A
(the wor kitng_Line). Nete—that payl oad received over the wor ki ng

|l i ne through @C- N |nterface A ig selected by both cross connect A and
- B dupl ex equr mhéaiﬁoss-é’énnéwiﬂw ﬁasltiiéw-éiﬁé& iftarsdddsticees 4 &
6) The contro on the OC-N A i (atcet ects the

facility fallﬁ? anemh 9 1agk |?P%§? %ﬁﬁ%ﬁ ks the working

line facility fallnwehavinémthe cross connects 24, 26 responsive at
all times to incoming data from both the working line 12
and the'protection line 14, any decision to switch over
to the other high-speed interface may be effected in an
almost instantaneous manner without having to communicate
back and forth €6 and from a system-level control
function and without having to cause a signal path to be
established where none existed before. Moreover, by
providing the upstream module selection in the Ki* byte
itself to the cross connects, the need for additional
controller tunctionality to make the decision and effect
the selection function is obviated.
Further, a pair of redundant downstream modules 36,
38 such as drop modules, are also distributed with
respect to the cross connects 24, 26. In other words,
drop module 36 is responsive at all times to the outputs
of cross connect A 24 and cross connect B 26 as provided
on signal lines 40, 42, respectively. Similarly, drop
module 38 is responsive to the output of cross connect A
24 on a line 44 while at the same time being responsive
to the output of cross connect B 26 on a line 46. The
signal paths going in the drop direction, as shown in
Fig. 1 are, of course, equally applicable in the
opposite, add direction (not shown).
Tﬁe architecture shown in Fig. 1 permits a
distriﬁuted switching of inoperétive hardware wherein,
- for example, if the A cross-connect 24 is detected to be
- inoperative, the B cross-connect will be used to respond
to the signal on the line 30 as a continuing upstreanm
working channel with the signal on the line 32 continuing
its role as a backup channel. This is distinguis.aed from
the prior art of automatic protection switching wherein
if a component such as the cross-connect A were detected
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26, 38 subst tuted therefor as backups to form an entire-

new llne. This is a rather inflexible approach that does

not maximize the available equipment. Our approach
allows a more flexible and powerful sharing of components
which increases the automatic protection capabilities of
the systen.

- In the present disclosure, reference is made
tﬁroughout to an STS-1** interface which is a proprietary
interface used within assignee’s network element
equipment as the mechanism used to implement intermodule
transport of the SONET payload. Since the bandwidth
available from intermodule links is greater than that
required by just the SONET payload itself, the STS-1%* is

" also used as the mechanism to imblement several system

features. These features include STS-1#** internal link
status monitoring, equipment automatic protection

switching (APS), and SONET facility automatic protection
switching.

A. STS-1** Data Format

The format and information content of STS-1** is in
general the same as the SONET’s STS-1 as defined in ANSI
71.105-1990, incorporated herein by reference, with the
exceptions that, depending on the interface, the overhead
bytes may carry information identical to that on the
corresponding STS-1 link, interhally generated and/or
terminated signals, or overhead bytes positions in which
information is undefined or unused. Each STS-1*#* payload
link is accompanied by an STS-1** 8 kHz sync signal to
identify the location of the STS-1** frame. Also, no
Part of the STS-1** is scrambled.

The generic position and description of bytes in the
STS-1** are defined below for all STS-1** links,

' Pntroller in OC-N B inputs this
hBEﬂl:f@EMENI/ SHEET al gorithm operating on OC-N B and
o] not 1o 1 iate a change in the nodul e sel ection
Ro aut ondibousl y - send K1*.'with a 'switch

3.

dStha éRtGitre lhme of mfdulestiep 24ne3d04:
(Flgures 4 &cp) pi®aken oBENbECLLEL1ED LhaltRePifieSoe aqhiinéie 1) © O

its STS- gnsn1 ters
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OC-N A interface C o‘rgquest a switch to STS-1**B. In this
state both STS{l Ogé &éw _ ,

- 12 -

including optical and electrical interfaces, the Drop
Modules and both STS and VT cross connects.

B. STS=1** Link Structure

The STS-1** interface is implemented as an 8 bit
wide, STS~-1 byte oriented, parallel interface. The byte
boundaries of the sTS-1** interface are defined such that
SONET framing bytes, overhead bytes and payload bytes are
transferred in a single clock. cycle. The clock rate of
the STS-1** is 6.48 MHz (51. 840 MHz divided by 8 bits per
byte). The location of the Al framing byte is identified
by a coincident one bit 8. KHz sync Signal.

In the receive direction (the direction from the
High Speed Interfaces and Drop interface Modules toward
the cross connect) each, STs-l** will consist of an 8 bit
wide STS-1 byte oriented, parallel interface and a 1 bit
STS-1** sync signal. The location in time of the Al byte
and STS-1** sync shall be placed on the bus by these
interface modules at a time three 6.48 MHz clock cycles

_ after the interfaces receive the 2 kHz network element

frame sync from the clock module. The position of the Al
byte for modules receiving the receive STS-1*#* is
identified by the 8 kHz STS-1%** frame sync acccmpanying
the STS-1** as a separate signal. This sync signal makes
it optional for each receiving interface to implement a
framing circuit; however to maintain compatibility with
some existing ASICs (not shown), it remains a requirement
in this case for each STS-1** transmitter to implement an
Al, A2 framing generator. Note that the location in time
of the STS-1** and its sync SLgnal is separate from and
positioned by the network element 2 kHz sync signal
received from a Synchronization Subsystem (not shown) to
all sTS-1%* generating payload carrying modules.

In the transmit direction (the direction from the
cross connect toward the High Speed Interfaces and DROP
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mechani sns inpleﬂﬁﬁiﬁ&ﬁ%{”{e$?ﬁ§}f the selection state tabl e shown in
Fig. 7, recognijzd conflicting - sel ection requests and remain in their
initial state (26NPEBM99Be:agtion), this |eaves the payload stil.l
operating off df |STS-1**. A (th¢ Working Efne). 4. "OC-N A Executes the
Swi tch Request |fr = : (Figures 4 & 8) The controller on OCN
A receives t he command to_ggmd a request to switch to STS-1** B

(the protection I'ine). The controller provisions the K1* byte on both

its STS-1**. tkﬂ%ﬁﬂﬁqgﬁaﬁbdnies) thedisTst-a.* defindticn andt fancgiShSik** B.
In this e Saud '%sslﬁ c%ﬁ%ch'xgﬁcﬁﬁham THe S%Lgmng+él the term

of the selection state tab omn I N and sel ect 1** B (the
pr otection | |q%’s | an 8 bit wide STS"l byte oriented parallel

interface and a 1 bit STS-1#** sync signal. The position
of the Al byte is identified by an 8 kHz STS~1** frame
sync accompanying the STS-1** as a separate signal.
_C_,_ -lh®
_ Each STS-1#+* interface contains a valid BIP-8 parity
code in the B2 position of the STS~1** frame. This B2 is
referred to as B2*. The B2* byte is an odd parity BIP-S
(as opposed to the SONET B2 which is even parity),
calculated over all bytes of the STS-1** line.overhead
and STS payload and provides in service,. full. time
monitoring of the §TS~1** link. Each STS-1** link uses
i B2#* to identify a degradation of signal condition on any
of the 8 parallel bits. By monitoring B2* the ability of
each STS-1** to carry error free payload.is continuously
evaluated. This technique provides STS-1%* loss of
signal and loss of frame detection mechanism, detects
stuck at 0 and stuck at 1 faults on single or multiple
lines, and identifies random or deterministic bit errors
in the line overhead and STS payload. This information.
is available to the facility and equipment APS functions
and to the maintenance functions. The B2* function
pProvides the primary condition to APS to switch payload
to a duplex equipment set for STS-1** interface failures
and unprovisioned module removals.
B2* is detected and evaluated for all STS~1%*
receivers. A detected error in any of the 8 BIP error
'9051t10ns in an STs-1%#* frame is counted as a single STS-
1l*% 1ink error. The occurrence of a single error is
latched in a single bit STS-1** error history register.
' This register is accessible to the local controller (not
Shown), can be read by the controller and reset by the
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Is the long t

r%%ﬂaﬁg{s”‘; IJ.C lity interface with a working line
failure until yoperation of the¢.} working line is restored and a revert to
wor Ki ng lijnd i BsrEESIPEH from the controller. 5. Facility Failure
d ears. 108: Filgures 4 & 9) {The I-od4l -controller on the OGN A _
interface detgct's—ttie "~ facilijty failure clear. The local controller in
oC- N AT l'ine faC|I|ty status to the | ocal
controller on -N B. The controller in OC N B inputs this paran&;erh
into the facipht¥oh g erat L N0-Rl. %zl nd_deci des et her
or not tng§¥ti§§g c %n8%£%2€§§8 6F gﬁesgglggil%gnﬁ g ehuBay (the

facility smﬁPﬁhaﬁFPPpﬁBieﬁeanPtGan§§°118r|intﬁ§r¢PS-algorlthn1|s a
non-revertive al gSTStAF. 1ink errors also provide an input to an STS-

1** status mechanism. This function provides an
indication of the long term status of each STS-1%# link.
The function is implemented by an up/down non-rollover 5
bit counter (divide by 32). The counter counts down by 1
to zero (but not past zero) for each STS-1#* frame
received without a STS-1** link error. The counter
increments by 4 to 32 (but not past 32) for each STS-1##
frame received with a STS-1%* link error. When the value
of the counter exceeds 16, the STS-1%% lihk is considered
failed. This status is the Bz* input to the equipment
automatic protection switching function and a change of
status of the B2* state is sent to the local controller
as an interrupt event. This feature is further disclosed
and claimed in the above-cited co-owned, copending
application U.S. Serial No. (Atty. Docket No. 907-121).

* D. STS-1** Selection Mechanism

All payload carrying module interfaces consist of a
redundant set of A and B STS-1%** transmit and receive
datalinks. The selection of the active link from these -
redundant sets of A and B STS-1** inputs is done at each
STS-1** interface receiver. The selection is based on
two modes of selection mechanisms:

1) ° Manual Mode (Local Controller Selection

Mechanism)
2) APS Selection Mode (Directed Selection
Mechanism)

These selection mechanisms are discussed in detail
below. They are evaluated for purpose, functionality and
Priority. Each of the assignee’s forthcoming ADM 150
Product modules receiving an STS-1** interface shall have
the sTS-14% receiver selection function capable of
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Note that OC-N A.daes. _pot éutononDust send KI* with ~ a switch to
STS-1** A state REPLtA'EEME o} h STS-1** sel ection nmechani sns
i npl ement the tgrpof ﬁf%ﬁﬁﬁ? - 30-
: - 15 -
26 FEB 1997

terminating both of the selection mechanism modes listed
above. Modules generating the STS-1** interface may or
may not implement a full featured APS generation
mechanism; for example, the facility APS generation
algorithm would not be implemented in facility 1nterface'
modules which did not offer redundant facility
protection. These modules would only generate the
equipment APS portion of the switching algorithm. The
STS-1%* selection state table is summarized in Table I
below for both the Manual and APS modes. '
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the selection state table shown in Fig. 9 and sel ect STS-1** B (the
protection line). - 6. Revert Request Honered and Executed by the Facility
APS Al gorithmor Protection Line Failure 110: (Figures 4 & 10) Wen a
revert to prmand is redd ved by the facility APS
al gori t hm pnREPLACEMENT BSHEEFe| control ler on OC-N B provisions the Ki*
byte on boy hfTts—STS T~ t apsmtters to indicate a request to _swtch
“to STS-1**|A Iiberj? 23 command to the OC-N A interface .
controllerjtg ° Jest is¢mdtch to STS-1** A In this state both
STS-1** sel e(u,-i-gn—mha-n-r—s* I mpl enﬁﬁi\ﬁ.hg‘tﬁm of the selection state.
tabl e sho in Fig. 10, ecognlze_cnnLL+e%+ng sel ection requests and
remain -

V)

STS-1** APS Selection Algorithm

Mode Manual -STS=1** A STS~1** B | STS-1*x
Select. B2* . Select B2* . Select | Selected
Request Status Request Status Request {
_ APS X OK A OK I A
gg § OK B OK B | B
: : OK A OK B | No Change
APS X OK B OK A | No change
[
|
APS X OK No Pref CK - A { A
APS X OK No Pref OK B { B
' l
APS X OK A OK . No Pref | A
APS X OK B : OK No Pref |. B
; : T
APS X OK No Pref . OK No Pref.| No Change
_ |
. i
APS X FAIL X OK A | A
APS X FAIL X OK B i B
APS X FAIL X OK No Pref | No Change
. :
APS X OK A FAIL X | a
APS X OK B . FAIL X { B
APS X OK No Pref FAIL . X | No Change-
- I -
APS X FAIL X FAIL X | No Change
_ I
|
Manual A X X X
Forced . ' X : .
. : ' l
Manual B X X X
Forced ' x : .

E“ngi;tzgagest;ntggrised as "Link Failures" (000 and 111) shall
Y e * selection algorithm as if a "N
Teénce" state had been received. g °



.

intheir initial
still operating ¢f
of the protectiorn
section with the
switch fromthe g

112: (Fi gure

rqtection line fa
command to revert]. ' - =
s 4 & 11) The conf

O CITaToe ti ,
FE@FA@&@H*S U a(Ct Ih(cam)prot ection line).

I ne al so |n|t|a1
‘EWVt afl

command to send a request T0o SWtcC
The controller provisiqgns the
D-1. ua

The manual mode provides a method for the local

this | eaves the payl oad
Fai |l ures
e the response described in this
the APS-algorithminitiates the

| ure instead of wai‘ting for a

g¢cutes the Switch Request from OC-N B

roller on OC-N A receives t he
to STS-1** A (the working line).
Selectio

Contxro ec is

controller or the module performing an STS-1#%* selection
function to override all other selection mechanisms and
dictate whether the STS-1** receiver is selecting the A

or B STS-1#* input.

This is the highest priority

selection mechanism and all other selection mechanisms

are ignored when this feature is invdked.

The primary

use of this feature is to facilitate a module being
removed from service.

All modules receiving an STS-1%*

from the module selected for removal can use this
mechanism to route their active receive payload paths

through the alternate duplex equipment set.

When all

active payload paths are rerouted around the selected
module, removal of the module can be performed without
generating the set of alarms that accompany an

unprovisioned module removal.

Consistent with its

intended use, when this feature is used to override the
equipment and/or facility APS mechanisms, a loss of

active payload may result.

Note that when the manual

mode is invoked, all the facility and equipment APS
algorithms are still operating and communicating valid

. STS-1#%* select requests and responses.

The manual mode

simply ignores the APS selection algorithm’s selection

request and substitutes the manual mode selection.

This

featurefis important when exiting the manual mode and

returning to the APS mode.

Since the APS algorithms were

nNever interrupted, the local controller will know the
Correct STS-1** selection state to return to.

D.2. APS Selection Mode (Directed Selection Mechanism)

The APS selection mechanism provides a method,
according to the present invention, which allows the STS-
l** receiver to act as the selection point for the APS
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Kl * byte on bo thP%AQ§M§NI*SHEBﬁ§¢sn1tters to " indicate a request to
swtch to STS-If*fy A Th Thrs

state both STS-1** sel ection nmechani snms
i mpl enent the 3§71 Hagpe selection state table shown in Fig. 11
and select STS{l1* (?ﬂg rkfng line).,dhis is the.initial state of
the facility ipterfaee: ; - 31-

function. Therefore a sﬁitch from the A STS-1#** to the B
STS-1%**% represents a switch from the primary path
(usually designated #1, A or primary) to the secondary
path (usually designated protection, B or secondary).
All assignee’s modules which implement a duplex equipment
and/or facility protection scheme use this mechanisn.
The APS selection mechanism is overridden by the manual
controller selection mechanism. The STS-1** selection
state table is summarized in Table I for both the Manual
and APS modes.

~ As alluded to above, the APS selection mechanism
communicates between the STS-1** generating module and
the STS-1** receiving (selection) module using the Ki*
and XK2* bytes of the STS-1%** link. These bytes are
located in the same position in the STS-1** line overhead
as the K1 and K2 bytes which implement the facility APS
function in the SONET facility but have unigque
definitions and handling. Each STS-1##*’s Kl* and K2#
bytes are independently integrated for three frames
(three consecutive identical values) before they are
considered valid. An interrupt is sent to the local
controller when the integrated value of Kl1* and/or K2*
changes. The selection mechanism then uses the A/B STS-
1** selection request in the K1* byte of the operating
STS-1** interface(s) according to the selection state

~ table of Table I.

K1* requests received from both A and B STS—1#%*
inputs;as well as the current STS-1** selection state are
returned in the reverse direction in the K2* byte. This
allows the STS-1** switch generation mechanism to know
the current state of its duplex unit and the downstream
STS-1%+ receiver.

The K1* byte is the command channel of the APS
hechanism. It uses the three least significant bits
(LSB) of the byte to signal APS selection requests. The
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APS Mode, Equi pnent sel ection Scenari os The follow ng sections provide
exanpl es of the tﬁﬁﬂ_ ‘@Eﬂ: | prent failure scenarios. The first
exanpl e denonstfa ‘he EBbnfto the failure of an equi prent payl oad
path, the second pxanple rates }kﬁbrpaction to a failed | oca
controller and EﬁiFgBeg@ lfe (denonstTates the reaction.to an

unpr ovi si oned ul e extractl on. The equi pnment sel ection scenarios are
designed to de TS-1** "sel ecti on nechani sminpl enents the
function of th rimary equi pnment) or STS-1**B (B or backup
equi pnment) sel ection. nt APS sel ection class of STS-|**

sel ection requests are for Select A, Select B, and No Preference.
No preference is used to signal that a local failure has
been detected by the STS-1** generating module and that
the receiver should honor the APS request from the duplex
unit. Also each request can have two.values, one being
the inversion of the other (i.e. Select A code = 001 or
110). This is to detect silent failures in the APS
selection datapath. The K1* request bits are reflected
in the K2* byte from the receiving end. By sending the
inverted code for the current APS request, the new code
will be seen in the return K2* byte verifying the
datapath without affecting the current APS selection.
Codes 000 and 111 will never be generated, and if
received will signify an error condition and will be
treated as a No Preference. Table II summarizes the
definition and values of the transmitted and received Ki#

byte.
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mechani snms i s used to inplenent the equipment protection selection for any
equi pnent whi ch has dupl ex equi pnent protection (usually referred to as
dupl ex or-redundant equi pnent. protection). The equi prrent APS al gorit hm
s a symret g - romyal gorithm equi pnent failures on the working
equi pnent arH MM@ ‘éﬁéﬁs me way as equi pment failures on the protection
line. Singejthe failure o I ther equignsat_set when payl oad i s being
carried orf tlhe2 GUBEBx99puilprent set requires no action by the STS-1**

sel ection chanismthereli$ no engEEgEﬁEEEEL;: sel ection scenario for
this eveni. Act 1 ons™TTmtiat ¢d by t t he unused equi pnent set
under the anditjions are primarily alarmrelated, therefore refer to the
equi pnent di agnostic section of each equi pment set description for

responses to the failure of w.u%gzt"&hg‘;ﬂiéfﬁ.
Traasmitted Ki* Syte
T 6 S8 4 3 2 1 O

heserved for STE~-1**
Iatercoanectiou Select
Verification Request
0 0 0 Never Generated
0 O b § Select A
0 b3 0 Select d
0 1 p § Mo Preference
1 0 ] %o Preference
1 0 1 Select B
1 b § ] Select A
1 1 b 3 Never Generated

Seceived Ki* Byte |
7 6 S 4 3 2 1 0

Resezrved for Sis=10e
Interconnection Select
Verificatioa Request
0 0 0 Liank PFail (Mo Pref)
0 0 1 Select A
0 1 0 Select 3
0 1 1 Mo Preference
1 0 0 %o Preference
1 0 1 Select B
1 p ] Select A
1 1 ) § Link Fail (Mo Pref)

The two Ki* states interpreted as "Link Failures” (000 and 111) shall

be interpreted by the $TS-1** gelection algoritha as if a “No

Preference” state had been received. ldg::atoly. the receipt of a

link failed stats shall be an input to the equipment status algorithms

and can be used to alarm ipment failures and assist troublechooting

::gor:;h-l attempting to identify failed modules and failed internal
srfaces. :
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of the redundanf | - set—whlen t he wor ki ng equi pnent set has failed, a
switch to the r dlﬂgmﬁ@b{ %Tb Een conpl eted, the working equi pnent

failure has cle@r¢d and is maltfd for manual restoration is a variati on of

t he wor ki ng equpfrei26 8B figg7 uf e| scenar iz(l and is covered as a subset of
this scenario. - 32 -

The R2* byte is the reverse status channel of the.
APS mechanism. It returns the Kl* select request bits
sent by each module and its duplex module receiving unit
mode (Manual Forced or APS). This allows the APS
algorithm in each module to know the status of the
downstream receiving unit and its duplex partner unit.
The received Kl* request bits are reflected in the K2#
byte unless a B2* Link Failure is detected in that 1link,
then a 111 code is returned to signal that a link failure
has been detected. A 000 code will never be generated
and if received indicates an error condition. Table IIT
summarizes the definition and values of the transmitted
and received K2# byte. _ ' i

¥ The information contained in each K2* byte is a

complete set of the selection réquestg from both the A
and B redundant modules, and also the state of the
selection mechanism in the downstream module. This
information can be évaluated by a verification algorithm
which is a subset of the APS algorithm to establish that
the selection decision produced by the APS algorithm has
indeed been honored by all modules involved with that APS
process. This verification algorithm can thus establish
vhether each of the communication links between the
modules associated with that APS process is operating
correctly. Also, it can establish that each redundant
module is correctly transferring switching state requesﬁs
from the communication link between the redundant modules
to the downstream modules performing the selection '
function. By substituting the redundant values of the
selection requests, the verification algorithm can also
establish the status (operational or failed) of all the
messaging links and message transfer functions. Because
each of the switch request states has a redundant set of
values, these tests can be performed continuously,
without affecting customer traffic. Therefore, this



Lt

Mbde, Payl oad.Path_ Equipnent Failure 1. |Initial State 114: (Figures 12 &

13) The C@MP[ﬁﬂdmwalngETJ ts the local controllers for the
correspondi ngd duphex—egui-pre interfaces and the STS-1** sel ection
mechani smt o |oderaj e in t he /P mod Both primary and backup equi prment
sets are operg i kB 9%Ad | af e provis?%%ed to operate in the

equi pnent AP$ nnde. In this $tate both STS-1** - sel ecti on nechani sns

i npl enent thg term of the el ection state table shown in Fig. 13 and
sel ect S+ A(the prinhry equi pnent set). Note that payl oad
received fromthe prlnary eqU|pnent set is sel ected by both selecting

equi prent A il ditdldl Proviaed’thl Bltnd8blogy and the mechanism to

provide comprehenslve, contlnuous, in-servxce self
diagnostics of the APS function with no adverse effects
on customer service.
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2. Primary Equipnent Fails 116: (Figures 12 & 14) The | ocal
controller on the primary equi pnent set detects an equi pnent failure.
The controller on the primary equi pment set A provisions the KL* byte
on both its STS-1** transmitters to indicate-a "no FET 6R

switch request. The local controller in the pri rmp@_ﬂ&ﬂﬁ@gn_tj‘

then reports the equi prent failure_cggdition to th al""controll gr

i n the backup equi prent set B. The controller in t he nt
set B inputs this paraneter into the equi pnent ARSal g0ri atfi ng

on the backup equi pnent set B and deci des whet her
initiate a change in the nodul e sel

STS-1** sel ecti on nechani sns

eﬁdw:ﬂgquest :

K2+ (Status) Byte Definitions
Transaitted X2* Byte

7 6 s 4 3 2 1 0
1 ] | ] |
Selacted 5uplex Return
STS=10e Select Select
Raquest Request
4 1 1 [ %
APS Node 0 ) 0 0 0 0 0 0
Select A 0 0 1l ] 0 1
APS Mode 0 1 1] 1 0 -0 1 0
select B 0 1 1 0 1 1
Manual Mode 1 0 1 0 0 1 4] ]
A Porced 1 0 1 1 0 p §
Manual dode 1 1 1 1 0 1 1 0
B Forced 1 1 1 1 1 1
Raceived K2* Byta
7 ] 5 4 3 2 1 0
 § j ] L}
Sslected Dnéloa Retuszn
ST8-10e Sslect Sslect
, lnqg,ltl I.guots
APS Mods 0 0 0 0 0 0 0 0
A Selected 0 0 1 0 0 1
APS Mode 0 1 0 1 0 0 1 0
B Selected 0 1 | 0 1 |
Manual Mode 1 0 1 0 0 1 0 0
A Yorced | 0 1 1 0 1
Manusl Mode 1) 1 i 1 0 1 1 0
1 1 1 1 1 1

3 FYozced

Never Generzated
Select A

Select B

No Preference

Mo Preferencs

Select B

Select A

B2* Pailure on
Receive 3TS-1** Link

Link Failure

Select A

Sa‘ect B

Mo Preference

Mo Preference
Select B

Seleact A

Link Failure

or 32* Link railure
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i mpl ement the termof the selection state table " shown in

select STS-1** A (the primary equi pment set). 3.  Equi
Al gorithm comands an APS to the Backup Equi prent set 120
12 & 15) The 24 - 33 -

An important feature of the STS-1** interface is
that the selected A/B STs-1** information that is
tragsported in the reverse direction over the STS-1#%*
link by the K2* byte can be used by the APS process to
extend equipment protection over the STS-1#*#* links.

D.3 =1** Selection A ithm Descriptio

ghe'following provides a description of the various STS-
1** selection algorithm states found in Table I.

_ In normal operating circumstances the A/B STS-1%*
switch request bits in the K1* byte from the A and B STS-
14k generéting modules have the sane value and the switch
request shall be honored when the Ki* verification
algorithm described has been satisfied.

In the normal transient case (where the A/B STS-1l**
switch request bits in the K1* byte do not match in
exactly the same frames, a normallcondition during
switchover) or when an equipment failure presents a
conflicting switch request from the A and B STS-1%%*
generators the A/B STS-1** switch selection mechanism
maintains a "no change" state (if it was selecting STS-
1#* A it continues selecting STS-1** A, same for _
selecting STS-1%* B) until this conflicting A/B STS~1#%+#
selection switch state is cleared.

When both STS-1%*% selection request generators are
indicating the "no request" state, the selection
mechanism maintains the "no change” state described
above. | -

When a single STS~1#* link failure is detected, the
STS-1#* selectiocn algorithm will honor the A/B STS—1#%
request bits of the STS-1** link which is still operating
Vithout failure, even if the A/B STS-1** switch request
bits are selecting the failed link (this should be a
‘transient condition). This selection criteria can force

~ the selection of a non-operative or even non-existent
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controller on the backup equi pnent set B provisions Ewaﬁg@&*‘bgte—en
both its STS-1** transmtters to I ndi cate a requestR NI RSHEET

STS-1** B. In this state both STS-1** sel ection rreqhani sns | npl efrent
the term.of the selection state table shown in Fig. . 126 FEB 3997£C
STS-1** B (the backup equi pnent set). ~ 25This is th¢ long term statg pf
the equi pnment with a primary equi pnent set failufe TntTt™ +on| of
t he primary equi pnment set is restored. 4. Equiipnent Failure deprs

122: (Figures 12 & 16)

facility interface which may result in a loss of payload,
- however this is consistent with the facility APS
scenarios. N

When both STS-1%* links have failed, the selection
mechanism maintains the “no change" state described
above. _

When the Manual Mode selection mechanism.commands.
the selection mechanism to select the A or B STS~-1*%, the
selection mechanism shall comply, even if the selection
request conflicts.with the APS mode selection request
- being received in byte Ki*.

D.4. STS-1%* Selection Scenarios _
The following provides specific examples of STS-1*#
events.

D.4.1 Manual Mode, Iocal Controller Selection Scenarios

There are two states for the controller selection
mechanism, the select STS-1#* A state and the select STS-
1*%# B state. Examples of these two states are shown in
Figures 2 and 3, respectively. The following event
descriptions describe. these two

Manual Mode, Select STS-1** A (Figure 2) -

1. 1Initial state: The initial state can be any of the
STS-1#** selection states.

2. A system level control functibp provisions the local
controller to select STS-1** A: This. would be a
response to a craft/0S command or local test or
maintenance routine.

3. The local controller provisions the STS-1%*
selection mechanism to select STS-1#** A: This
command‘is absolute and overrides all other input
pafameters to the selection mechanism.
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The local controller on the prinmary equi pnent set A detects the

eqU|pnent failure clear. The | ocal controller ui pnent
set A reports the primary equi pment set statu REPLAGEMEN]C SHEET
controller in the backup equi pnent set B, _The controller I n tthg backup
equi pnent set B inputs this paranet% into the WEB PY gl gorithm
operating on the backup. equi pment set B and dec des ther dr | not
to initiate a change in the nodul e sel ection ebkest—(-the—egdi gnent
switch will not be initiated if the APS algor thmis a non-revgrtive

al gorithm. Note that the primary equi pment set A does not

aut ononousl y ,send Wit yes o Lt R a )
this state b&th S?égll* R ggéﬁg % S§ a% sn%glecrigxs?éfﬁg %%n?%f t he
sel ection state tabwWweldh&he s#lﬁcg Srs-éﬁd Bcptate aﬂd will remain

until provisioned otherwise.

Manual Mode, Select STS-1** B (Figure 3)

1. Initial State: The initial state can be any of the
.STS-1** selection states.

2; ' A system level controller prov1sions the local
controller to select STS-1** B: This would be a
response to a craft/0S command, local test. or
maintenance routine. -

"3, The local controller brovisions the STS-1**
selection mechanism to select STS-1#** B: This
command is absolute and overrides all other input
parameters to the selection mechanism (K1* and B2#*
status). o ' _ =

4. STS-1%* B State: The STS~1** selection mechanism is
now in the select STS-1#* B state and will remain
until provisioned otherwise.

There are two types of APS Mode Selection
algorithms, a facility APS selection algorithm and an
equipment protection algorithm. Facility protection APS
algorithms are executed in the facility interface modules
of facilities with duplex facility protection (primarily
SONET facilities). The distinquishing characteristic of
facility protection algorithms is that they operate in
facility interfaces where there is no processor or

. equipment failure. When an equipment failure is detected
the equipment protection algorithm takes over the APS
pProcess. Equipment protection algorithms are implemented
in all duplex equipment protected modules (including
facility protected modules). The following sections
Provide examples of both types of APS mode protection.
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est anored and

STS-1** B (the prfnary eqdipnent set). 5. Revert Req

Executed by the Equi pment APS Al gorithm or Backup EqR

Failure 124: (Figures 12 & 17) Wen a conmmand to ré¢veLt”

(working side) equipnent set is received bot h | pcpl contro

the controllers on both equi pnent sét’s “provi sion the K2’6 BEBewn

their respective

D.4.3. ode ility Selection Scenario

The facility selection scenario is designed to
demonstrate how the STS-1** selection mechanisnm
implements the function of the STS-1%** A (working line)
or STS-1**B (protection line) selection. The APS mode of
the STS-1** selection mechanism is used to implement the
facility protection selection for any facility which has
duplex facility protection (usually referred to as 1:1 or
141 facility protection). SONET interfaces are examples
of facilities which are normally engineered with duplex
facility protection, however, this mechanism will operate

"with all facility interfaces should they implement a

" duplex facility protection mode.

SONET interfaces are the only fac111ty interfaces

" which are currently engineered to operate in the duplex
facility protection mode, therefore this scenario is
written for the OC-N interfaces. Note that, according to
the invention, the OC-N facility APS is an unsymmeﬁrical
protection algorithm, i.e., facility failures on the
working line are handled differently than facility
failures on the protection line. Since the failure of.
the protection line when payload is being carried on the
working line requires no action by the STS-1%% selection
mechanism there.is no explicit sTs-1** selection scenario
for this event. Actions initiated by the failure of the
protection span under these conditions are primarily
alarm related.

The failure of the protectien line when the working
line has failed, a switchover to the protection line has
been completed, the working line has cleared and is
waited for manual restoration is a variation of the
working line failure scenario and is covered as a subset
of this scenario.
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STS-1** A In

t’he termof th
STS-1** A (the
t he equi pnent

initiate a
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2.

Initial State 100: (Figures 4 & 5) The system

p—

this state both STS-1** sel ection medhapi I
e selection state tabl e shown in Fig. gngn WE@F

_ primary equi pnment seE?. This is thelingitial stat
i nterface. " Fai | urés 28

swtch back to the prinmary equi pnent se _The

level control function instructs the local
controllers for the corresponding duplex facility
interfaces and the STS-1** selection mechanism to
operate in the APS mode. Both working and
protection lines are operational and both duplex
facility interfaces (OC-N interfaces in this"
exanmple) are working and provisioned to operate in
the APS mode. In this state both STS-1#* selection

to
U '
e |-lof

“the backup ¢qii ph@rFEBAPIAI so

mechanisms implement the term of the selection state .

table shown in Fig. 5 and select STS-1#%¥ A (the
working line).. Note that payload received over the
working line through OC-N interface A is selected by
both cross connect A and B duplex equipment sets.

Working Facility Fails 102: (Figures 4 & 6) The
local controller on the OC-N A interface detects the
facility failure. The local -contreller in OC-N A
reports the working -line facility failure to the
local controller in OC-N B. The controller in OC-N
B inputs this parameter into the facility APS
algorithm operating on OC~N B and decides whether or
not to initiate a change in the module selection
request. Note that OC-N A does not autonomously
send K1* with a switch select request to the STS-1%*
B state. In this state both STS-1** selection
mechanisms implement the term of the selection state
table shown in Fig. 6 and select STS-1%* A (the
working line).

Facility APS Algorithm commands an APS to the
Protection Line 104: (Figures 4 & 7) The
controller on OC-N B provisions the Ki#* byte on both
its STS-1** transmitters to indicate a request to
switch to STS-1** B. It also sends a command to the



response to this failure operates. as described in

are- reversed.
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descriptions 2 and 3 above with the exception that €$W%p|§ﬂﬁgr d B
D.4.5 APS Mode, Local Controller Fcilure ~ The | gqc4l

controller scenario is simlar to the pay]pad path fa|Iu2é EEBM997 o [wift h

the exception that with a local controll failure thé_ﬂLQEﬂ%;Q%_ggp 10

| onger insert the "no preference"” state in the trangmtted K y apd
OK" equi pnent status toward the duptex—eontraller. This

program t he " Not
failure is handl ed by having the hardware output of the watchdog tiner

which is active when the local controller fails, force the transnmtted Ki*
byte and dupl ex eqo-RNENincéatace! &68tEOL1ELI to lﬁéquegtlalsﬁléém to

pr ef erence) and

STS-1**B. In this state both STS-1#%* gelection
mechanisms implement the term of the selection state
table shown in Fig. 7, recognize conflicting
selection requests and remain in their initial state
(a no change action), this leaves the payload still
operating off of STS-1** A (the working line).

- OC-N A Executes the Switch Request from OC-N B 106:

(Figures 4 & 8) The controller on OC-N A receives °
the command to send a request to switch to STS-1** B
(the protection line). The controller provisions
the Ki1* byte en beth its STS-1** transmitters to
indicate a request to swltch to STS-1%* B. In this
state both STS-1#*. selectlon nechanlsms implement
the term of the selection state table shown in Fig.
8 and select STS-1#* B (the protection line). This
is the long. term state of a facility interface with
a workzng line failure until operation of the
working line is restored aﬁd a.revert to working
line is received from the controller.

Facility Failure Clears 108: (Figures 4 & 9) The

local controller on the oc-N A interface defects the"

facility failure clear. The local controller in oc-
N A reports the working line facility status to the
local controller on OC-N B.. The controller in OC-N
B inputs this parameter into the facility APS
algorithm operating on OC-N B and decides whether or
not to initiate a change in the module selection
request (the facility switch will not be initiated
if the APS algorithm is a non~revertive algorithm).
Note that OC-N A does not autonomously send Ki* with
a switch to STS-1** A state. In this state both
STS~-1** gselection mechanisms implement the term of
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"Not OK" respective states. The equi pnent status signal and the ability

to force Ki* to the "no preference" state shall be
whi ch does not require the mcroprocessor or its sprREPLACEMENT SHEET

oper at i onal

ed . in a nanner

and requires a little hardmaég as possj b tifonal
These states shall be capable of being s active jy tgﬁ‘éﬁﬁab $ortroller
or forced active by the watchdog tiner or simlar Jn 97 1THe
conpl ete scenario of this type of failure event i cribed Dy

substituting Fig. 18 and Fig. 19 for

the selection state table shown in Fig. 9 and select
STS-1** B (the protection line).

Revert Request Honored and Executed by the Facility
APS Algorithm or Protection Line Failure 110:
(Figures 4 & 10) When a revert to working line
command is received by the facility APS algorithm on

.0C-N B, the controller on OC-N B provisions the Kl

byte on both its STS-1#** transmitters to indicate a
request to switch to STS-1%* A. It also sends a
command to the OC-N A interface controller to
request a switch to STS-1#* A. In this state both
STS-1** selection mechanisms implement the term of
the selection state table shown in Fig. 10, |
recognize conflicting selection requests and remain
in their initial state (a no chapge action), this
leaves the payload still operating off of STS-1%* B
‘(the protection line).

Failures of the protection line also initiate the
response described in this section with the

exception that the APS algorithm initiates the

switch from tﬁe protection line failure instead of
waiting for a command to revert. ' ' -

0C-N ‘A Executes the Switch Request from OC-N B 112:
(Figures 4 & 11) The controller on OC~N A receives

- the command to send a request to switch to STS-1%* A

(the working line). The controller provisions the
Kl1* byte on both its STS-1** transmitters to
indicate a request to switch to STS-~1** A. 1In this
state both STS-1** selection mechanisms implement
the term of the selection state table shown in Fig.
11 and select STS-1#** A (the working line). This is
the initial state of the facility interface..
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request .

14 and 15, respectively in the seque s of Fig. 12
The descriptions of these events change only in th tﬁémggmm m?nus an
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The following sections provide examples of the three
primary equipment failure scenarios. The first example
demonstrates the reaction to the failure of an equipment
payload path, the second example demonstrates the

reaction to a failed local controller and the third

exanple demonstrates the reaction to an unprovisioned

mnodule extraction.

The equipment selection scenarios are designed to
demonstrate how the STS-1** selection mechanism
implements the function of the STS-1** A (A or primary
equipment) or STS-1**B (B or backup equipment) selection.
The equipment APS selection class of STS-1** selection
mechanisms is used to implement the equipment protection
selection for any equipment which has duplex equipment
protection (usually referred to as duplex or redundant
equipment protection).

The equipment APS algorithm is a symmetrical
protection algorithm, equipment failures on the working
equipment are handled the same way as equipment failures
on the protection line. Since the failure of either
equipment set when payload is being carried on the duplex
equipment set requires no action by the STS-1** selection
mechanism there is no explicit STS-1** selection scenario
for this event. Actions initiated by the failure of the
unused equipment set under these conditions are primarily
alarm related, therefore refer to the equipment
diagnostic section of each equipment set description for
regsponses to the failure of an unused set. The failure
of the redundant equipment set when the working equipment
set has failed, a switch to the redundant set has been
completed, the working equipment failure has cleared and
is waited for manual restoration is a variation of the
working equipment set failure scenario and is covered as
a subset of this scenario.
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The unprovi si oned nodul e renoval scenario is simlar to the payload pat h
controller failure

failure scenario with the exception that with a | oca

t'he processor can no |onger insert the ' no pr ef erence
transmtted K1* byte and programthe " K" equi pne
dupl ex controller. This failure is haﬁdléﬁ'by havi ng

pul |l -up resistors on the nodul es receiving these sign
autonatically force the stateof the receiving nodul es
Ki* = all s (no preference) and " Not- OK" respectlve
dupl ex nDdu C | A ‘ .I|
i nt er f aci ng™
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es for
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STS. 1% *

in the payl oad pgéhtroller instructs the local controllers for the
corresponding duplex equipment interfaces and the
STS-1%* selection mechanism to operate in the APS
mode. Both primary and backup equipment sets are
operatioﬁal and are provisioned to operate in the
equipment APS mode. In this state both STS-1##*
selection mechanisms implement the term of the
selection state table shown in Flg. 13 and select
Note “that
payload received from the primary equlpment set is
selected by both selecting equipment A and B duplex

STS=1%% A (the prlnary equipment set).

equipment sets.

2. Primary Equipment Fails 116: (Figures 12 & 14) The

local controller on the primary equipment set

detects an equipment failure. The controller on the
primary equipment set A provisions the Kl#* byte on
both its STS-1** transmitters to indicate a "no
preference® switch request. The local controller in

the primary'equipment set A then reports the
equipment failure condition to the local controller
in the backuéleédipment set B. The controller in
the backup equipment set B inputs this paramefer
into the equipment APS alécrithm operaﬁing on the
backup equipment set B and decides whether or not to
initiate a change in the module selection request.
In this state the STS-1** selection mechanisms

implement the term of the selection state table
shown in Fig. 14 and select STS-1%** A (the primary

equipment set).

3. Equipment APS Algorithm commands an APS to the
Backup Equipment set 120: (Figures 12 & 15)

The

T

T
§¥such
|'s (AI'S)



and a "Not OK" for all status |ines. The conpl e cRERIAGEMET GHHEER
type of failure event is described by substituting Fijg§— 20 & 21 forjFtgs.

T4 & 15, respectively. The descriptions of these evelt 'CER in{that
t he equi pnment receiving the STS-1** A i ves an al | I'gﬁgignafsow
(interpreted as a no preference request) 1 n the KL1* RQyt ~ttre—procgssor
fails instead of the 011 no preference selection reqdest.
Al t hough the invention has been shown and descri bed wrttrTesSpect to a best

node enbodi nent thereof, it should be understood by those skilled in the
art that

JJ)

controller on the backup equipment set B provisions
the K1#* byte on both its STS-1** transmitters to
indicate a request to switch to STS-i#% B. In this
state both STS-1** gelection mechanisms implement
the term of the selection state table shown in Fig.
15 and select STS-1** B (the backup equipment set).
This is the long term state of the equipment with a
primary equipment set failure until operatidn of the
primary equipment set is restored.

4. Equipment:Failure Clears 122: (Figures 12 & 16)

: The local controller on the primaryrgquipment set A
detects the equipment failure clear. The local
controller in the primary equipment set A reports
the primary equipment set status to the local
controller in the backup equipment set B. The
controller in the backup equipment .set B inputs this
parameter into the equipment APS algorithm operating
on the backup equipment set B and decides whether or
not to initiate a change in the module selection
request (the equipment switch will not be initiated
-if the APS algorithm is-a non-;eve;tive algorithm).
Note that the primary equipment set A does not
autonomously send Ki* with a request to switch to .
STS~-1%%# A state. In this state both STS-1%*
selection mechanisms implement the;term-of'the
selection state table shown in Fig. 16 and select
STS~1** B (the primary equipment set).

5. Revert Request Honored and Executed by the Equipment
APS Algorithm or Backup Equipment set Failure 124:
(Figures 12 & 17) When a command to revert to the A
(working side) equipment set is received by both
‘local controllers, the contreollers on both equipment
sets provision the Ki1* bytes on their respective
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STS-1** transmitters to indicate a request to switch
to STS-1** A. In this state both STS-1** selecticn
mechanisms implement the term of the selection state
table shown in Fig. 17 and select STS-1** A (the
primary equipment set). This is the initial state
of the equipment interface.

Failures of the backup equipment set also initiate a
switch back to the primary equipment set A. 'The
response to this failure operates-as described in
operation descriptions 2 and 3 abové with the
‘exception that the labeIs A and'B'are“feﬁersed.

 R.4.5 APS Mode, Local Controller Fajlure
The local controller scenario-is similar to ‘the
payload path failure scenario with ‘the exception that
with a local controller failure the prqcessof can no
longer insert the "no preference® state in the -
transmitted K1* byte and program thé "Not OK" equipment
status toward the duplex controller. This failure is
handled by having the hardware output of the watchdog
timer which is active when the local controller fails,
force the transmitted K1* byte and duplex edquipment
status line to their Ki* = all 1‘s (no preference) and
"Not OK" respective states. '
The equipment status signal and the ability to force
K1l* to the "no preference" state shall be implemented. in
' a manner which does not require the microprocessor or its
serial link to be operational and requires a little
hardware as possible to be operational. These states
shall be capable of being set active by the local
controller or forced active by the watchdog timer or
similar mechanism.
The complete scenario of this type of failure event
is described by substituting Fig. 18 and Fig. 19 for
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conpri si ng: a working transmt interfage 36y, TEesponsiv to a
sel ection conmmand signal (20b) and to an input wqrHi q? 12) for
provi ding a working status signal (20a) ﬁ‘d a paifr P?ﬁ?l cal qufput
wor ki ng - - :

Figs. 14 and 15, respectively in the sequence of steps of
Fig. 12. The descriptions of these events change only in
that equipment A sends an all 1’s signal (interpreted as

a no preference request) in the Ki* byte when the
processor fails instead of thé 011 no preference

selection request.

D.4.6 APS Mode, Unprovisioned Module Removal
" The unprovisioned module removal scenario is similar
to the payload path failure scenario with the exception °
that with a local controlie; failuré the processor can no
longer insert the "no preference! state in the
transmitted Kl*.bytg and program the "Not OK" equipment
' status toward to duplex controlier. This failure is .
handled by having a mechanism such as pull-up resistors
on the modules receiving these signals whlch
automatically force the state of the receiv1ng nodules
input lines to their Ki* = all 1’s (no preference) and
"Not OK" respective states when the duplex module is
removed. _

All data and status lines for STS-1** interfacing
modules shall have mechanlsms and signal sense
definitions such that any STS-l** module removal will
result in an 1nsertion all 1’s (AIS) in the payload path
and a "Not OK" for all status lines.

The complete scenario of this type of failure event
is described by substituting Figs. 20 & 21 for Figs. 14 &
15, respectively. The descriptions of these events
change only in that the equipment receiving the STS-1%* A
receives an all 1’s signal (interpreted as a no
preference request) in the Kl* byte when the processor
fails instead of the 011 no preference selection request.

Although the invention has been shown and
described with respect to a best mode embodiment thereof,
it should be understood by those skilled in the art that
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signals (28, 30) having data and sel ection informagron
protection transmt interface (18), responsive to h@EmCEMﬁﬂqu s{si gnal
(20a) and to an input protection signal (14), for pr¢viding the cofmpnd
signal (20b) and a pair of identical out_a%ut protecli gn ZpFES W82 4)
havi ng data and sel ection information; - alwgr ki ng receive,
interface (24), responsive to the working signal 2
signal 34 for selecting one of the signals 28, 34 dccording to the
selection information therein; and : a protectron receive interface
(26), responsive to the working signal 30 and to the protection signal 32 .
for sel ecti nghan€orkgolingsandavaribus3atherochangese ORéssipas: apd

i'nformation theyieiBne in the form and detail thereof may be made
therein without departing from the spirit and scope of
the invention. - '
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2. The apparatus of claim1l, wherein the morking receive interface (24)
IS responsive to the selected signal (28 or 34) for providing a

confirmation sig t elworking transmt interface (16) and for
providing a co fﬁﬁﬂé@iﬁﬁhli%ﬂgg 29b) to %he protection transmt interface
(18) and whereifni{the protectiop teceive 3 terface {26)—+s—responsive to the
sel ected signall (326rFER)199Dr {ptoviding a confirmation to the
wor ki ng transmiijt linterface (16} and for providing a mmﬂ“mm\(ﬂ“i mL

(31b) to the photetrion"transmt {i nterface..

 CLAIMS

—

1. Apparatus having automatic protection
switching, comprising:

- a working transmit interface (16), responsive
to a ‘selection command signal (20b) and to an dnput
working signal (12), for providing a working status
signal (20a) and a pair of identical output working

. 8ignals (28, 30) having data and selection information;

' a protection transmit interface (18), |
responSive to the working status signal (20a) and to an
input protection signal (14), for providing the command
signal (20b) and a pair of identical output protection
signals (32, 34) haVing data and selection information,

- a working receive interface (24), responsive to
the working signal 28 and to the protection signal 34 for
selecting one of the signals 28, 34 according to the
selection information therein, and '

a protection receive interface (26), responsive
to the working signal 30 and to the protection signal 32
for selecting one of the signals 30, 32 according to the
selection information therein.

" 2. The apparatus of claim 1, wherein the working .
receive interface (24) is responsive to the selected
Signal (28 or 34) for providing a confirmation signail
(29a) to the working transmit interface (16) and for
providing a confirmation signal'(29b) to the protection’
transmit interface (18) and wherein the protection
receive interface (26) is responsive to the selected
Signal_(so or 32) for providing a confirmation signal
(31a) to the working transmit interface (16) and for
Providing a confirmation signal (31b) to the protection
transmit interface.
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- 38- 3. The apparatus of claim 1, wherein the working and
protection tran 16, 18) are SONET interfaces and wherein
t he working andip E%gg#ﬁd4?r Ev

,veé interfaces (24, —267—HTE“ET6§§~EaﬁﬁEbts
and wherein thejcross-connect 2 rovi des a mnrking |
response to the |sijgnpbsFEB8I99B4 nd i§ 3Bsé responsi gi!“ E! ““l ﬂmglgnal
25b for providingla pair of identijcal working drop SI cS 44) *havi ng
dat a :

.t
v

3. The apparatus of claim 1, wherein the working
and protection transmit interfaces (16, 18) are SONET
interfaces and wherein the workxng and protection receive
interfaces (24, 26) are cross-connects and wherein the
cross-connect 24 provides a working status signal (25a)
in response to the signals (28, 34) and is also
responsive to a command signal 25b for providing a pair
of identical working drop signals (40, 44) having data .
and selection information and whereln the cross-connect
(26) provides the command 51gna1 (25b) in response to the
working status_s;gnal (25a) and also provides an
identical pair of protection drop signals (42, 46) having
data and selection informaﬁion._

4, The apparatué of claim 3, further comprising:

a working d;dp module (36), responsive to one
(40) of said identical working drop signals, for
providing a working output signal (48); and '

a protection diop iodple (38) , responsive to
one (44) of said identicai working drop signals and to
one (46) of said idehtica; ptotectipp.¢rop signals, for
providing a protectioﬁnqupput signal. (50).. '

S. Appafatus.having aﬁtomatic protection
swltchzng, comprising: _

a working high speed 1nterface (16), responsive
to a command signal (20b) and to a synchronous optical
network (SONET) serial working signal (12), for providing

' a status signal (20a) and a pair of identical parallel
working signals (28, 30) having data and selection
information; ' '

a protection high speed interface (18),
Tesponsive to the status signal (20a) from the interface
(16) and to a SONET serial protection signal (14), for
Providing the command signal (20b) and a pair of
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conmand si gnal (25/) ACEMEND sSHEED
al so provides an i{e tlcal parr—of
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conpri si ng:
said identical wor
(48); and

sai d identical working
protection drop signals,

for prOV|d|ng a protection output signal.
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ILn the cross-connect (26) provides the

he working status signal (25a) and
pfotection drop signals (42, 46) having

odud ooy resr MMM o

D) of

] for providing a mbrW|ng ot peit S|gna

modul e (38), responsive to one (44) of
and to one (46) of said identical
(50).

identical parallel protection signals (32, 34) having
data and selection information;

a working cross-connect (24), responsive -
according to said selection information to one (28) of

said parallel working

signals or to one (34) of said

parallel protection signals, for providing a pair of
identical working drop signals (40, 44) hav1ng data and

selection information;

a protection cross-connect (26), responsive
according to said selection information to one - (30) of

said parallél working

signals or- to one (32) of sai&-

parallel protection signals, for providing a pair of
' identical protection drop signals (42, 46);

a working drop mcdule (36), responsive to one
(40) of said identical working drop'signiis and to one
(42) of said identical protection drop s1gnals, for
providing a working output signal-.(48); and :

a protection drop module (38), responsive to
one (44) of said identical- working drop signals and to
‘one (46) of said identical protection drop signals, for
providing a protection output signal (50).

6.

Apparatus having equipment protection

switching, comprising: -

' a working transmit interface (16), reépcnsive
to a protection status signal (20b) and to an input
working signal (12), for providing a working status
signal (20a) and a pair of identical transmit working.
signals (28, 30) having data and selection information

provided according to

a selection algorithm;

a protection transmit interface (18),
Tesponsive to the working status signal (20a) and to an
input protection signal (14), for providing the
Protection status signal (20b) and a pair of identical
transmit protection signals (32, 34) having data and
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to a synchronous
provi ding a stat
signals (28, 30)
protection high
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' 1), responsive to the status S|gnal (20a)
(16) and to a SdhET serial protection signal (14), for

selection information provided according to the same’
selection algorithm as in the working transmit interface;
a working receive interface (24), responsive to

the working signal 28 and to the protection signal 34,
for selecting one of the signals 28, 34 according to the
selection information therein; and .

' a protection receive interface (26), responsive
to the working signal 30 and to the protection signal 32
for selecting one of the signals 30, 32.

7. An automatic protection method for a
ynchronous optical network (SONET) element having

redundant A and B sides each side having a high speed
interface responsive to a working line on the A side and
a protection line on the B side, haVing a cross-connect
and drop module and having a normal facility state (100)
with payload provided from the working line, comprising
-the steps of: |

providing redundant working payload signais
from the A side and redundant protection payload signals
from the B side;

determining (102) on the A side that a facility
failure of the working line exists and reporting a failed
status to the B sxde, -

, commanding (104) from the B side a state with

payload provzded from the B side; and"

executing (106) a switchover to the B side and
pProviding payload from the B side.

8.
Steps of:

The method of claim 7, further conprising the

determining (108, 110) that the facility
failure of the working line has cleared; and
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- 30- i denti cal QELﬁLAC%MEN[TUgWE;?VTn signals (32, 34) having data and

sel ection informfi pr ki ng cross-connect (24), responsive
according to said}s¢lection infor ion to one (2

wor ki ng signals of {o 26FEB49Pf sal d pajal el prot ection S“ﬂ m l“lf or

provi ding & pair pf| HIllllH\\l\ll

executing (112) a switchover to the A side and
providing the redundant payload signals from the A side.

9. An equipment pfotection method for a
'synchronous optical network (SONET) element having
redundant A and B sides, each side having a high-speed
interface responsive to a working line on the A side and
a:protection line on the B side, having a cross-connect
and drop module and having a normal facility state (114)

with payload provided from the working line, comprising

the steps of:

providing redundant working payload signals
from the A side and redundant protection payload signals
from the B side;

determining (116) on the X-or B side that an
equipment failure of the A or B side exists and reporting
a failed status from the failed side eguipment to
comparable equipment on the other side; and

commanding (120) in the non-failed side
comparable equipment a switchover to the non-failed side
comparable equipment.

10. The method of claim 9;'further comprising the
steps of: ' I o : : -
determining (122) on the failed side that the
failed side equipment failed status has cleared and
reporting same to the non-failed side; and |

executing (124) a switchover to the non-failed
side. :

11. The method of switching to facility data and
overhead signals from a standby B path upon detection of
main signal A path signal failure, comprising the steps

of:
//.

aced

i
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, 44) having data and sel ection
cross-connect (26), responsive according

ne (30) of sald_paLaLLeL—MB%kfﬁg—srgnals

,otectlg signals, for providi pair
(42, ? Hm l‘l Hilrmdul e
(36), responsive to one (40) of spid identical mnrk and to

one (42) of sail i on drop S|gnals for prOV|d|ng a wor ki ng
out put signal - (48); and a protection drop nodule (38), responsive
to one (44) of said identical-wrking drop signals and to one (46) of said

i dentical protection dehpcRiggalincom@hgPAOpathngignaldst dyt apn AophpH! si gnal
(50). yorking channel interface unit;
) directly notifying a B channel standby channel
lnterface unit, which is simultaneously receiving data
fdentical to the data on said working channel, that a
;1gna1 failure condition exists on the A path; '
' _ providing a switchover command signal from the
3 channel standby interface unit to the A channel
interface unit; and
. inserting a coded szgnal sent downstreanm, as
part of the overhead data, by both the A and B channel
interface units to respective A and B path downstrean
units to inform said downstream units that they should
¥espond to B channel data rather.than A channel data
until otherwise notified.

i dentical wor Ki Norep] ABEMENT BHEET
i nformati on; MU= R ¥ 728 W= V=% 21
to said selectipnjinfornmation tb
or-to one (32) bf]|s2& FER 8971 | p
I dentical proteftlon drop signals

12. ' A method of claim .11, wherein the method
‘turther comprises steps for switching equipment in the A
and B paths, wherein said further steps eqmprise:

checking pairs of identical A path and B path
e@uipment by means of identical failure detecting
algorithms resident in each eQuipmenttof a given pair;

-detecting a failure in a.first opposite
‘equipment of a pair and directly notifying a second
bpposite equipment of said pair, which is simultaneously
recexving data on_.an identical channel wherein said
Teceived data is identical to received data on said first
opposite equipment, that switching to the second opposite
tquipment should occur; and

inserting a coded 51gnal sent downstream, as
bart of the overhead data, by both the A and B opposite
equipment to a downstream unit to inform said downstreanm
unit that it should respond to data from said second
Opposite equipment rather than from said first opposite
€quipment until otherwise notified.

This Sheet Has Been Rep

T
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6. Apparatus having equi pment protection swtching, conprising:

working transm t

(*20b) and
si gnal (204)
havi ng dat &
al gorithm

i nterface

nA 4 palrofmidenti cal transnmit wor

providing tjhe Protection stafjus signal- (20b) and a pair of identical

32, 34) having data and

13. A method of equipment protection switching
petween substantially identical sets of serially
connected subsystems normally comprising independent

working and ﬁ}otection communication paths, comprising

the steps of:
checking, using identical algorithms resident
in identical opposite modules of equipment pairs, one for
t;ansporting working data signals. and. overhead signals,
and the other for transporting. identical protection-data
and ovefhead signals, said overhead data -signals having
signals perteining,to-identifying;a selected--one of said’
opposite modules to be used as a working module; - -
communicating self-status signals .directly
between said identical module and wherein one -of said
identical opposite modules is presently designated as.
working, and wherein said identical algorithms operate to
determine at least one of,
the presently designated. working subsystem
is not outputting correct data, .
the presently designated worklng subsystem
is not receiving correct data, and .

) the presently designated working subsystem
has received overhead data indicating that a switch of
working data signals is about to occur; and

' communicating with the next subsystem
downstream, via said overhead signals, to respond to data

from said protection module..

14. A method of protecting data flow through a
series of substantially identical sets of lnterconnected

A and B path subsystems each normally receiving identical ’

working data and wherein normally only A subsystems are
transporting active data to a customer, comprising the
steps of:

30)
nd sel ection ilnflor mati on pﬁﬁblded acc 4@?5 tion
26 FEBaI9®7 ottedti on transmit |nterface (18 ve to

dtatus signal (29a) and to an input protectlon S|gnal (14),

a

16), responsive to a'pro status si gnal
tng signal (12), for Ny at us

f or



- 40- sel ecty ovi ded accordi ng t;.the same sel ection
al gorithmas in tﬁfé’l.ﬁﬁEMENibSHEE\hsTm t interface; a working receive
;P;ﬁ;{agi (24),] r sgon5|ve to—tthg wor ki ng- Slgna|I28faﬁd~L05Lh§‘EL9£EEtiOn
e m | |17
| al i
{ . ¢ L N s I

supplying data from each subsystem to both the
A and B path downstream subsystenm;

checking the "goodness" of said subsystems
transporting said data signals received by each
'subsysten;

detecting overhead data signals interspersed
with working path data for signal path switching
1nforﬁation inserted by upstream subsystems; and

' switching inputs of only the substituted

protection path subsystem and the following working path
subsystem when said checking and detecting determines
switching should occur.

15. A common subsystem, acting in conjunction with
function specific circuitry, for use in a series path of
interconnected signal processing subsystems incorporated
in a working data path or proteétion path, comprising, in
combination: e

first and second input means for receiving data
from A and B data paths;

means for checking the "goodness" of said
subsysten transporting incoming-data signals received by
the subsystem and for providing a failure signal in the
event of a detection thereof;

A and B output means for providing identical
data, ihcluding overhead indicative of said failure
signal, to A and B path downstream units;

- means for detecting overhead signals
interspersed with working path data for signal path
switching information inserted by an upstream subsystem;
and '

means for switching between processing of data
supplied at sa;d A and B inputs when said overhead
signals indicate a switch should be made.
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for. selecting on ' 8, 34 according to the selection
i nformation ther¢i REPIAGEMENT SHEET & protection receive interface (26),
responsive to th TKTRg S|gﬁ§l D and to the protection_si

3

sel ecting one of 3. _ _7. An automatic protect

met hod for a syn net wor k FSO\IET) ele “mm ant A

and B sides each gh speed interface: ?a m r ki ng
oh line on the B sider having ™

1aving a nor nal facility state (100) with

line on the A side and a protecti

Cross-connect an

payl oad provided §gom ng._| I 81 t S

provi di ng redunda%t mor€§a¥géﬁé gad&ggim&?npﬁ A fg EﬁgérSLrated
in one of A an B paths comprxsxng, in addition:

status signal input means for receiving a

status signal, including a failure signal from a
substantially identical subsystem in the other of said A

and B paths.

17. Apparatus for switching paylocad and overhead
data from a standby B path upon detection of main signal
A path failure, comprising: .

means for checking the status of incoming A
path signals by an A path working channel interface unit;

means for providing an A path status signal to
a B channel standby channel interface unit, which is
simultaneocusly receiving B channel data signals identical

" to the data signals on said working channel, of the

status of the A path signals;

means resident in said B channel interface unit
for checking the status of said B channel data signals
and responsive to said A path status signal for providing
a switch command signal in the presence of an A path
failure status signal; and

_means, responsive to said A path failure
signal, for inserting a coded signal sent downstream, as
part of the overhead data, by both the A and B channel
interface units to a pair of downstream identical units
to inform sajid downstream units that fhey should respond
to B channel data rather than A channel data until
otherwise notified.

18. The apparatus of claim 17, wherein said
apparatus further comprises means for switching equipment
in the A and B paths, wherein said means for switch
equipment comprises:



fromthe A side

det er m ni ng (10i

exi sts and repor,

(104) fromthe H

executing (-106)
si de. 8.

ti

a SS\?PCE@@%? (0]

determ ni ng (108

cl eared; and

means for checking pairs of identical A path

p—

ection payload signals fromthe B side;

payl g

and pro

further

Co

onmmran

L

and B path equipment by means of identical failure
detecting algorithms resident in each equipment of a
given pair, wherein said means for checking includes:
means for directly notifying an opposite

equipment of

)MHLAGEMENTSSHI&TI at a facility fal lure of the working line
ed=stjatjus to the B si

prOV|ded f

i ng
; and
omthe B

eps of:

, 110) that the fgcility failure of the working line has

said pair, which is simultaneously receiving

data on an identical ch.anel wherein said received data
4is identical to received data on said first opposite
equipment, that switching to the second opposite
equipment should occur; and
means for inserting a coded signal sent
.downstream, as part of the overhead data, by both the A
and B opposite equipment to a downstream unit to inform
. said downstream unit that it should respond to data from
said second opposite equipment rather than from said
first opposite equipment until otherwise notified.

is.

identical sets of serially connected modules normally
comprising independent working and protection
communication paths, comprising:
means for checking, using identical algorithms
resident in each of identical opposite module pairs, one
for transporting working data signals and overhead data -
signals, and the other for transporting identical '
protectibn data and overhead signals, said overhead data
signals ‘having signals pertaining to identifying a
selected one of said opposite modules to be used as a
working or protection module;
communicating self-status signals dlrectly
between said identical opposite modules and wherein one
of said identical opposite modules is presently
" designated as working, and wherein said identical
algorithms operate to determine at least one of,

Apparatus for switching between substantially
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-41- executing (112) a switchover to the A side and providing
t he redundant payl ghals 1 the A side.

S
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the presently designated working subsystem
{s not outputting correct data,
the presently designated working subsystem
is not receiving correct data, and
the presently designated working subsystem
'nas received overhead data indicating that a switch of
‘working data sighals is about to occur; and
communicating with the next subsysten
jownstream, via said overhead signals, to respond to data
trom said working or protection module.

20. Apparatus for protecting data flow through a
series of substantially identical_sats_ot'interconnected
A and B path subsystems each normally receiving identical
data and wherein normally only A subsystems are serially
interconnected to a customer, comprising: '

means for providing data from each upstream
subsystem to both the A and B path downstream subsystem;

_ means for checking the "goodness" of said

subsystems transporting said data signals received by
each subsysten;

means for detecting overhead data signals
interspersed with working path data for signal path
switching information inserted by upstream subsystenms;
and '

‘ means for switching inputs of only the
substituted protection path subsystem and the following
working path ‘subsystem when said checking and detecting
determines switching should occur.



9. An equip ngpmﬂmmgﬂwlgﬁ}we hod for a synchronous optical network
(SONET) ele : ant A and B sides, each side having a

hi gh- speed i -rgﬁgﬁﬂéf 8 SIV to a working 1ine on the A side and a
protection | t B , |havi ng a cross-connect and drop nodul e and
havi ng a nor} facility :ra el(114) wth payl oad provided fromthe working

line, conprit} - pgovi di ng redundant wor ki ng payl oad
signal s from undant protectlon payload S|gnals fromthe B
S|de XE v HANT M

failed side eqU|pnent to

Redundant facility payload signals (12, 14) received
py redundant interface modules (16, 18) are redundantly '
provided (28, 30; 33 34) ‘o redundant downstream modules
(24, 26) in an equipment (10). A non-symmetrical
facility protection algorithm is resident in the B
jnterface module (18). Symmetrical equipment protection
algorithms are independently resident and operative in
each module of pairs of identical A and B modules at each
stage of the data stream. Module or data failures result
in switchover only of the disabled data path or module so
that the ability to transport payload is maintained and.
other modules or data paths are unaffected. Facility
switchover is effected-by detecting a working line
failure and transmitting- .commands - to switch the

. protection line to the A path modules. Equipment
switchover is effected by checking for a working or
protection module'failure.independgntly in each path and

' independently communicating independent switchover
decisions to the other side and downstream. The
methodology and mechanism are disclosed in a SONET
element embodlment, although the invention 1s applzcable
in other contexts.

/

FIGURE 1.



conparabl e dq®EBRH N & bther side; and comandi ng (120) in
t he non-failfedisi de conparabl ef equi pnent a switchover to the non-failed
si de conparaplie exg iREB ST - 10. The nethod of claim9, further
conprising thellsteps of: determ ning (122) on the failed side that
the failed sfde—equrpment Tall ¢d status has cleared and reporting same to
the non-fail §d side; and executig\g/gvI (124) a switchover to the .
non-fail ed side. 11. A nmet hod of switching to facility q:gta and
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conprising the steps of:

over head si gnal s froma standby B path upon detection of main signal
failure,

si gnal
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checki ng incomng A pat h si gnal s by an A path working channel
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12. The method of claim 11, wherein the method further compr RERSAGEMENT SHEET
conpri se: checking pairs of identical A path and |

equi pnent® by nmeans of identical failure detecting algorith

opposite equipnent of a pair and dlrectI&'notlfylng a secomd Qpposite

equi prent of said pair, which is sinmultaneously receiving oTran

on said first opposite equkpnent, that itching to the second opposite
equi pnent shoul d occur; and | a coded signal sent

SMAtChIng equi pnent in the A and B paths, wherein said furtth sSTeps

1 Lo LFER Y
each equi pment of a given pair; detecting.a fail une "
i dentical channel wherein said received recei ved data
downst ream as

INITIAL STATE:
NORMAL STATUS,
PAYLOAD ON
WORKING LINE

Y

| WORKING LINE FAILS,
FIG. 6 OC-N A REPORTS |—102
STATUS TOOC-NB

- OC-NB
COMMANDS APS | —104
TOBSIDE

!

OC-N AEXECUTES | _
FIG. 8 SWITCH REQUEST |—
— FROM OC-N B

Y

FACILITY
FIG. 9 FAILURE — 108
. CLEARS

Y

REVERT REQUEST FROM NEP
- FiG. 10 HONORED BY APS L—110
o ALGORITHM IN OC-N A

3

OC-N A EXECUTES
FIG. 11 SWITCH —112
|REQUEST TO A SIDE

100

FIG.7

FIG. 4

FACILITY SELECTION
SCENARIO
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i t st

rather than flo

by both the A and B opposite equipnent to a

downstreamunit to i nform said downstream uni't that
data from sai d second opposite equi pnent
ot herwi se notified.

opposi té equi pnment until

part of the overhead data,
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14. A method of protecting data flow through a series of {s
recei ving identi cal

transporting active data to a custoner,
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16. Apparatus as clained in claim 15, incorporated in one of A and B
paths conprising, in addition: status signal input neans for
receiving a status signal, including a failure signal froma substantlally
i denti cal- subsystemin the other of said A and B pat hs. .

for sw tching payl oad and overhead data froma standby B pgat
detection of main signal A path failure, ,conprising:
checking the status of incomng A path S|3nals by an A pat

interface unit;
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18. The apparatus of claim 17,
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apparatus further conprises neans for sw tching equi pnent

pat hs,

wherein said neans for switch equi pnent conpri ses:
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s :D CONTROI, METHODOLOGY AND

MECHANTSM FOR IMPLEMENTING AUTOMATIC PROTECTION SWITCHING

IEQEEIQAL_EIEL_ ) :

This 1nventlon relates to a class of equlpments
known as "protected" equlpment. There are many examples
of protected equlpment in systems, particularly
electronic systems, and more part1cularly comnunlcatlons
systems. The best mode embodiment of the present
invention shown herein is for a SONET (Synchfonous
Optical NETwork) equipment; however, both the methodology
and lndependently the mechanism are valld for and may be
reallzed in other types of protected equlpment.

ACKGROUND_©O NVENTION

There exist many different types of equipment in a.
class called "protected" equipment. This class of
equipment attempts to achieve an increase in reliability
and availability of its features to its customers by
structuring its implementation. This structure is
realized as redundant sets of modules which are subparts
of the equipment and which implement functions of the
equipment. This equipment is structured and controlled
such that there are redundant modules for each feature Er
group of features of importance for the equipment. In
this structure there are at least two modules which can
implement each important function. These modules are
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executing (112) a switchover to the A side and
providing the redundant payload signals from the A side.

9. An equipment protection method for a

'synchronous optical network (SONET) element having

redundant A and B sides, each side having a high-speed
intexrface responsive to a working line on the A side and
a:protection line on the B side, having a cross-connect
and drop meodule and having a normal facility state (114)
with payload provided from the working line, comprising
the steps of: ' )

' providing redundant working paylcad signals
from the A side and redundant protection paylocad signals
from the B side; _ o

determining (116) on the A-or B side that an
equipment failure of the A or B side exists and reporting
a failed status from the failed side egquipment to
comparable equipment on the other side; and

commanding (120) in the non-failed side
comparable equipment a switchover to the non-failed side
comparable equipment.

10. The method of claim S, further comprising the
steps of: o ' ' : :
 determining (122) on the failed side that the
failed side equipment failed status has cleared and
reporting same to the non-failed side; and
executing (124) a switchover to the non-failed
side.

11. A method of switching to facility data and
overhead signals from a standby B path upon detection of
main signal A path signal failure, comprising the steps
of: ' )
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checking incoming A path signals by an A path
working channel interfaca unit;
) directly notifying a B channel standby channel
Interface unit, which is simultaneously receiving data
gdentical to the data on said working channel, that a
signal failure condition exists on the A path;
' providing a switchover command signal from the
n channel standby interface unlt to the A channel
fnterface unit; and

inserting a coded szgnal sent downstream, as
part of the overhead data, by both the A and B channel
Lnterface units to respective A and B path downstrean
units to inform said downstream units that they should
respond to B channel data rather than A channel data
until otherwise notified.

12. Themethed of claim 11, wherein the .methed
‘turther comprises steps for switching equipment in the A
and B paths, wherein said further steps éomprise:

checking pairs of identical A path and B path
e§uipment by means of identical failure detecting
algorithms resident in each eQuipmént of a given pair;

-detecting .a failure in a.first opposite
‘equipment of a pair and directly notifying a second
‘opposite equipment of said pair, which is simultaneously
Teceiving data on an identical channel wherein said
received data is identical to received data on said first
opposite equipment, that switching to the second opposite
tquipment should occur; and ,

inserting a coded signal sent downstream, as
Part of the overhead data, by both.the A and B opposite
equipment to a downstream unit to inform said downstream
Unit that it should respond to data from said second
opposite equipment rather than from said first opposite
®quipment until otherwise notified.



