
WO 02/35799 Method and Apparatus for Large Payload  Distribution in a
Network Background of the Invention Field of the In vention 15 APR 2005
PCT/US01/32638 This invention relates to the field of content delivery.
More specifically  the invention relates to delivering large payloads
(i.e., files) closer to users in a  network environment. Related Art
Content delivery in a network environment involves sending information
(e.g., in the form of a file) from a content provider to multiple content
servers  which may serve their content to multiple users residing at
various destinations  on the network. The content provider generally puts
the information that is to be  distributed onto a computer connected to a
network. This computer is often  referred to as a content server. Any
client-server or peer-to-peer communication  protocols may be applied for a
content server to further transfer the information  to a group of content
servers in the same or different networks that are assigned  to serve the
information. The source content server is usually called the origin
server. The information resides in a file on a content server and is
available to  users of the network. When users request access to the
information. the contents  of the file are delivered from any of the
content servers that are assigned to serve the content to the requesting
users using the desired file transfer protocol (i.e.,  method of transfer).
A content server may receive the information from an origin  server before
any user request, or it may retrieve the information from an origin WO
02/35799 2 5 APR 2005  PCT/US01/32638 server upon user request. A content
server maybe assigned to serve information  



from multiple origin servers, and an origin server may forward only part of
its  information to a set of content servers. The owner of the content
servers is  usually called content delivery network (CDN) provider. In a
network such as the  Internet, for example, a user may access the network
via an Internet Service  Provider (ISP) connecting through a central office
(CO) of a telephone company  or a head end (HE) of a cable company. Thus,
the ISP acts as the user's gateway  to the Internet. Examples of ISPs
include America On Liner'" (AOLT"I) and  EarthlinkT^'. Some telephone
companies and cable companies are also ISPs.  ISPs may interconnect to each
other's network, they may connect to a backbone  provider, telephone
company's network, cable company's network, or any private  or public
network. Backbone providers provide high bandwidth connectivity for  ISPs,
enterprise, etc. Through the ISP. CO. or HE. the user may access services
(e.g., data) available from content providers from any content servers in
the  network. Various types of data (i.e., information) may be transmitted
over a  network. For example, when a user desires access to web pages, text
documents.  application programs, static images, audio, video, or any other
type of data  available from a remote content server, the contents of the
files containing the  desired data (i.e., information) must then be
delivered to the user from the content  server. Files containing web pages
and text documents are generally small  compared to some other file types,
such as files containing video or multimedia  data. Therefore, transferring
a web page from a content server in a remote  location, such as Australia,
to a user in United States may take less than a few  seconds. However,
transferring a video file, for example, may take minutes to  hours
depending on the size of the video file and the speed of the users
connection. Such transfers place a huge demand on the network that may
result  in lost data. For example, when data is sent across the Internet
the receiving 2 5 APR 2005,  WO 02/35799 PCTIUS01/32638 -3 



system may not receive all of the data transmitted from the content server.
This  is because the data packets (data is generally transferred in
packets) may pass  through some routers where some packets may be dropped
due to congestion.  The receiving system notifies the server of the missing
data so that it may resend  the data. In some cases, dropped packets can
slow or halt the delivery of content  because if many servers keep
resending data to their clients, the routers get even  more congested and
thus more dropped packets. Network-based content delivery that relies on a
single source to  simultaneously distribute various types of information to
multiple remote  locations may, depending on the size of files being
transferred, encounter  network-loading problems around the server or the
server itself may be over  tasked. For example, since transferring a small
file (e.g., a web-page) usually  takes only a few seconds, the massive
distribution of a small file from one source  to thousands of destination
locations may not create large impact on the network  traffic near the
source. Transferring a large file (i.e., a large payload), in contrast,
can take tens of minutes to hours. If the distribution of such payloads
relies on  a single source, the network performance near the source, and
the subsequent  delivery of content, could degrade severely and become
unacceptable. Therefore, while it may be acceptable to rely on a single
source to  distribute small files (e.g., web pages, text, or small images),
the potential for  server and/or network overload calls for using multiple
sources to distribute large  files to multiple clients. The fast-paced
expansion of the broadband industry has fueled the push  for rich media
(e.g.. full length movies, video, orothertypes of multimedia data).
Broadband technology brings high-speed connection capabilities for content
delivery to remote users hence large payloads can be transferred faster.
Also.  broadband technology makes it possible to send audio and/or video
data using  streaming media- whereby the data is sent in streams for
real-time playback. for WO 02/35799 PCT/USOI/32638 2 5 APR 2005 _4_ 



example. Thus, the quality of rich media at the user's terminal, more than
that of  any other type of information, is now more dependent on the
performance  capabilities of the delivery technology. In order to minimize
delivery delays,  network congestion, and other related problems, some
systems attempt to locate  content on server systems that are located in
close proximity to, i.e., a few hubs  of connections away from the
end-users. These server locations approximately  define the concept known
as the "edge" of the network. For example, the Internet  service providers
are in close proximity to the end-user thus may be regarded as  being at
the edge of the network. When servers are placed in such locations, the
servers are said to be at the edge of the network. End-user systems that
are  configured to obtain content from network nodes located at the edge of
the  network are therefore beyond the edge of the network (a.k.a. last
mile). However, it is important to note that systems located beyond the
edge of the network are  still coupled to the network and capable of
communicating with the server  computers located at the edge. Placing
content at the edge of the network is  advantageous because it can reduce
the latency in servicing users located beyond  the edge. Current approaches
for delivering large payloads to the "edge" consist  of minoring or
caching. These approaches and the limitations inherent in each  approach
will now be discussed in detail so as to give the reader an understanding
of the advancements made by the invention. Caching A simple example of
caching is web caching. In its simplest form, web  caching involves a cache
appliance located between a client user and an origin  server such that
data fetched once from the origin server is saved in the cache  device
(appliance) to service subsequent requests for the same data. An
illustration of caching is shown in Figure 1. forexample. A client user at
browser WO 02/35799 2 5 APR 2001 PCTIUSO1/32638 104 in Local Area Network
(LAN) 108 desiring to obtain data available from  



origin server 100 enters the Universal Resource Locator (URL) address of
the  desired data into browser 104. LAN 108 may be an ISP's network, for
example.  The request is forwarded to cache appliance 102, which is an HTTP
(Hyper Text  Transport Protocol) proxy server in this illustration. The
proxy server which may,  for example, be owned by the ISP is typically
located at the ISP's local network.  Like any other server, proxy servers
(cache appliance) 102 and 103 are computers  with local processing and
memory. A subset of that memory is known as the  proxy cache. Cache is
generally used as temporary storage for frequently used  information. Note
that, although only one cache appliance is shown in each ISP's  local area
network of Figure 1, an actual implementation may have more than one  cache
appliance in an ISP's local area network. Proxy server (i.e., cache
appliance) 102 processes the request received  from client at browser 104
and searches its cache (i.e.. memory) forthe requested  data, if the data
is not available in its cache, proxyserver 102 forwards the request  to
origin server 100 via network router 101. In this illustration, network
router  101's sole purpose is to forward requests to origin server 100.
Origin server 100  is an HTTP server with single TCP/IP (Transmission
Control Protocol /Internet  Protocol) connection path 110 to client user at
browser 104. Origin server 100 services the request and forwards the
requested data to  cache appliance 102. Upon receipt of the data, cache
appliance 102 may save the  data in its local cache memory and also
forwards it to browser 104. The data is  said to be cached in HTTP proxy
(cache appliance) 102. A subsequent client user  at browser 105 desiring
the same data gets their request serviced by HTTP proxy  server (cache
appliance) 102 without the request being forwarded to HTTP server  100.
However, users 106 and 107 at LAN 109 requesting the same data would  have
their initial request serviced by HTTP server 100 because users 106 and 107
are not connected through HTTP proxy 102 which has the data cached in WO
02/35799 -6 15 APR 2000  



PCT/USOI/32638 memory. Instead. HTTP proxy 103 would perform the same
processes as  discussed above for HTTP proxy 102 to obtain and cache the
data in its memory.  Thus, proxy servers 102 and 103, which are said to be
at the edge of the network,  are populated upon user demand. Once the data
is cached in HTTP proxy 102 and 103, origin server 100  would not need to
service requests for the same data from users connecting  through HTTP
proxy servers 102 and 103. By caching the data at various proxy  servers
closer to the users, delivery of content is distributed thereby reducing
the  load around the network server. However, caching is only good for
delivering  static content - data that is fixed in memory such as static
web pages. Caching  does not work for dynamic information such as services
(e.g., functions,  transactions, etc.), streaming media, or any other type
of dynamic information. The HTTP protocol is well known to those of
ordinary skill in the arts;  therefore software to perform the caching
function at HTTP proxy servers 102  and 103 is readily available. However,
this is not the case with streaming media  because different providers of
streaming servers use differing protocols to  transmit data to the
recipient player (e.g., a browser). Figure 2 is an illustration  of a
typical streaming server connection to a player. In contrast to HTTP TCP/IP
connections to the browser, Streaming server  200 is connected to player
201 via three connection paths. Path 202 is the Real- Time Streaming
Protocol (RTSP) connection. RTSP is a protocol that provides  for control
over delivery of data with real-time properties such as audio and video
streams. RTSP contains a description of media data and provides playback
controls such as play, rewind, fast-forward, and pause to player 201.
Playback  may be done with an offset so that a player can start receiving
the data from a  specified point. For example, when player 201 rewinds, a
different offset,  corresponding to the desired playback position, is sent
to streaming server 200  and incoming data is sent through path 203
starting from the new offset. Path 203 WO 02/35799 



-7 2 5 APR 2005  PCT/USOX/32638 utilizes the Real-Time Transport Protocol
(RTP) and may contain the data being  played back. The third connection,
path 204, utilizes the RTP Control Protocol  (RTCP) and it may provide flow
control of the data. Caching does not work well for streaming media because
the various  providers of streaming servers use differing intelligence to
compute the data  being sent over connection 203 as a function of the
offset and the flow control.  Moreover, server providers do not follow a
common standard, therefore placing  a cache appliance between streaming
server 200 and player 201 would not be  readily feasible unless the
intelligence, which in today's implementation is in the  streaming server,
is included either in the streams of information being sent over  the
connection paths, or if the cache appliance contains the intelligence used
by  every streaming server provider. Thus, existing systems do not
currently provide  a viable way to cache streaming media data. Also, since
caching is usage based,  when content is not cached the proxy will need to
fetch the content hence there  is a potential for misses and there is no
guarantee of quality. Despite these limitations, caching has advantages
such as ease of growth  because a new cache appliance can be added anywhere
and it will be up and  running; a cache appliance can be shared by
different content providers; and a  cache appliance is very lightweight
(i.e., does not require special configuration)  and thus easier to manage.
Mirroring Mirroring is a scheme for providing content-delivery to users at
the  "edge" of the network that addresses many of the limitations of
centralized  systems by replicating content to the edge of the network,
thereby minimizing the  distance between where content is requested and
where it is served. In so doing,  mirroring saves network bandwidth as
compared to delivery to multiple users 1 5 APR 2005, 



WO 02/35799 -8 PCT/US01/32638 from one centralized source. The fundamental
principles underlying mirroring  includes central control of content and
the network, efficient distribution of  content to the servers at the edge
of the network, and automatic redirection of  content requests from a user
to a local edge server. In mirroring, file servers are placed throughout
the network (e.g.,  Internet), close to where the content requests
originate. This principle mirrors  some of the functionality of caches, but
with distinct differences. In particular,  these file servers work together
in a centrally controlled collaborative fashion to  ensure overall network
performance. Like a cache, content is replicated from the  origin server to
the server only once, regardless of the number of times the'  content is
served. However, mirroring provides greater content control. By pre-
populating the server, the content will be available for fast delivery to
the user,  eliminating cache misses and increasing the hit rate. Mirroring,
in combination  with caching, delivers a better-integrated solution with
the benefits of both  approaches. One URL applies to all the servers in a
mirroring implementation. When  a browser requests the URL. the system
determines a local delivery server based  on: geographical and network
location; presence of content: and current status of  server (both
availability and load). Figure 3 is an illustration of a network content
deliveryscheme employing  mirroring to push content to the edge of the
network. Assuming boundary 300  represents the edge of the network,
minoring locates file servers (e.g., FS 301- 308) at the edge. as shown in
Figure 3. In this illustration, File Server 301 is the  master server
controlling all other file servers (e.g., 302-308). All content that  needs
to be pushed to the edge are loaded into master server 301, and then
replicated into all the other file servers 302-308 using a preferred push
method.  For example, the content could be replicated using the multicast
method  



discussed below. WO 02/35799 -9 2 5 APR 2005'  PCT/USO1/32638 Unlike
caching, where the content must be static (i.e.. does not change  with
time), mirroring works well for non-static data such as transactions
because  transaction data can be synchronized from the master server (e.g.,
FS 301) to the  file servers at the edge of the network (e.g., FS 302-308).
The various methods  of replicating data to file servers at the edge may
include broadcast, a  transmission from the master server to all listening
file servers in the network;  anycast. a transmission to the nearest group
of servers; unicast, a transmission to  a specific receiver: and multicast,
a transmission to multiple specific receivers (a  more detailed discussion
of multicasting is discussed below). Once content is  delivered at the
edge, a user at browser 330 requesting access to content is  automatically
routed to the geographically closest server (e.g., server 307) that is
able to service that request. Mirroring also works well for streaming
media. Streaming servers can be  attached to any of file servers 301-308 to
provide service closest to where it is  needed. For example, by attaching a
streaming server 310 to file server 302 a  user at player 320, in the
geographic vicinity of file server 302, can playback  streaming media data
without much latency. Thus, in minoring implementations,  streaming servers
can be attached to any of the file servers to overcome the  limitations of
caching. However, current methods suffer significant  disadvantages, for
example, a large object such as video that is popular may  create a hotspot
on a disk because of repeated access to the content and because  disk
input/output bandwidth is limited. Moreover, the large object needs to be
fully transferred to either the application server or the cache appliance
before  satisfaction of an end-user client request for the data may
commence thereby  creating potential latency issues. 



Mirroring. also, can be very expensive due to scalability issues, storage
limitations, management costs, and inadequate load balancing. Scalability
issues  arise from the need to store entire large files, such as video,
within a storage WO 02/35799 -10 2 5 APR 2005  PCT/US01/32638 media.
Therefore, new storage must be added to all the file servers in the network
when available storage is inadequate for storing a particular large file.
Since all  the file servers in the network must maintain the same file
configuration.  upgrading all the file servers in the mirroring environment
could prove to be very  expensive. Additionally, new file servers brought
into the network would need  to be configured to conform to all other file
servers in the network. Adding more storage requires rack space for
mounting the new storage  devices. Rack space is usually limited and
sometimes expensive. Moreover, as  storage capacity increases, more system
administration functions (e.g., backup)  are needed to manage the
configuration. Since cost of system administration is  expensive and rack
space is limited, mirroring suffers. Content Distribution Using Multicast
Multicast is simultaneous communication between a single sender and
multiple selected receivers on a network. Figure 4 is an illustration of a
distribution network that uses multicast technology to push information to
multiple content servers on a network. The source provider uploads the
large payload (e.g., video file, image  data, or any other file having a
size significant enough to strain network  resources) onto the root server
400 which may be, for example. a content server  located in Los Angeles.
The root server may also be referred to as the origin  server. Root server
400 subsequently multicasts the video data to multiple  servers (e.g.,
servers 401 through 403) that are at the second level of the network
server tree, usually in differing geographical locations. For example,
server 401  



may be located in San Diego, server 402 in San Jose, and server 403 in San
Francisco. After receiving the video data servers401 through 403 will
multicast  the video data to servers in the next level of the server tree.
For example, server WO 02/35799 -11 2 5 APR 2005  PCTIUS01/32638 401
multicasts the data to servers 404 through 406, server402 multicasts the
data  to servers 407 through 409, and server 403 multicasts the data to
servers 410  through 412. In this illustration, each server multicasts to
three other servers,  however, most implementations involve multicast to
more than three servers  (e.g., ten servers). After the video data is
distributed amongst servers 400 through 412, the  video data becomes
available from multiple servers that are located in different  geographical
localities on the network. This distribution method pushes content  to the
edge into a mirroring type architecture where user requests may be serviced
from one of multiple servers, usually from the geographically closest
server.  Multicasting the entire large payload file may still cause
congestion due to  insufficient capacity on a particular communication
link: network equipment  congestion due to processing speed of networking
equipment; server congestion  due to data processing speed of the server;
and latency in the network due to the  time associated with the data
traveling over long distances. Load Balancing Load balancing is the task of
distributing the network load and the  processing load to a cluster of
servers to improve system performance, while  simultaneously increasing the
reliability of the service provided by the servers.  A load balancer is
often implemented as either a switch or a router and called a  load
balancing switch or a load balancing router-respectively. A load balancer's
network interface, the Virtual IP address (VIP), serves as a virtual
external  interface for the servercluster. Each server in a cluster has
both an internal (local  



IP address) and an external (IP address) network interface. Most load
balancers  provide a feature called Network Address Translation (NAT),
which translates  VIP to a local IP address, which are useable on the
Internet. A load balancer WO 02/35799 PCT/USOI/32638 -1 accepts all data
packets addressed to its VIP, and distributes them equally to the  most
available servers. A load balancer maintains a state table (e.g.. what
server is servicing what  client), so that data packets of a persistent
session flow to and from the same  client and server end points. Many load
balancers have a configurable "sticky"  feature that distributes data
packets from aclient to the same serverthat the client  was previously
connected to. The "sticky" feature allows a server to intelligently
prepare for possible future requests from its clients. Load balancers can
typically operate in either a "regular" (i.e.. non- transparent) mode or a
"transparent" mode. The difference between "regular"  mode and
"transparent" mode lies in the management of inbound and outbound  data
flow. In "regular' mode, all inbound traffic to and outbound traffic from
the  server cluster passes through the load balancer. In "transparent"
mode, outbound  traffic from the server cluster bypasses the load balancer
by flowing directly  through an IP router. The "transparent" mode can be
extremely important for a  network of servers delivering large amounts of
data, as it reduces the overall load  on the load balancing router and thus
improves network performance. When a  load balancer is operating in
"transparent" mode, it does not translate the  destination IP in the
inbound packets from clients to its server cluster. An IP  router must be
connected both to the load balancer and the server cluster to do  this. The
servers in the server cluster are then configured with a loop back
interface using the IP address of the load balancer and with a default
route to the  IP router. Most load balancers provide either a remote or
local Application  Programming Interface (API) or scripts to manage their
load balancing tasks. In  



general, current technology uses a round-robin approach (i.e., the next
server in  the queue services the next client) to load balance a cluster of
available servers. 2 5 APR 2005 WO 02/35799 -13 PCT/USOI/32638 5 APR 2005
This may mean that servers are allocated tasks even if they don't have
available  bandwidth. Therefore, there is a need to address the cost,
scalability, and load- balancing issues associated with large payload
delivery to the edge of the  network. However, before discussing the
present invention, a general overview  of how files are handled in
different operating systems is presented. File Configuration on Computer
Systems The overall structure in which files are named, stored, organized
and  accessed in an operating system is referred to as a "file system". In
the UNIX  operating system, for example, each directorycan be mounted with
a file system.  If a directory /X is mounted with tile system Y. any
storage I/O (Input/Output)  request within the sub-tree /X is forwarded to
the file system Y. For example,  opening of a file /X/foo.txt causes the
open request to be forwarded to the  corresponding "open" routine in file
system Y. Contemporary operating systems, such as Unix and Windows. support
"stackable file systems". A stackable file system is a file system that is
built on  top of another file system. For example, if a stackable file
system F is built above  file system K, and if directory /X is mounted with
F, then opening of a file  /X/foo.txt causes the open request to go to file
system F. File system Fprocesses  the request and it may or may not
generate a request to file system K. In the  Windows operating system
environment. a stackable file system is called a file  filter. A file
filter can be placed on any directory. Any I/O access to a directory  that
has a file filter causes a corresponding file filter routine to be
executed. A  tile filter may or may not send any request to the underlying
file system. 



A distributed file system is one in which files may be located on multiple
servers connected over a local or wide area network. A distributed file
system can WO 02/35799 -14 ~~5 APR 2005)  PCT/USO 1/32638 be implemented
using any one of several well-known network file system  protocols, e.g.,
the Common Internet File System (CIFS) and Sun Microsystems.  Inc.'s
Network File System (NFS) protocol. CIFS is based on the standard Server
Message Block (SMB) protocol widely in use by personal computers and
workstations running a wide variety of operating systems. The CIFS protocol
supports a number of file sharing and representation features, such as:
file access,  file and record locking, safe caching, read-ahead, and
write-behind, file change  notification, protocol version negotiation,
extended attributes, distributed  replicated virtual volumes, and server
name resolution. NFS, like CIFS, is  intended to provide an open
cross-platform mechanism for client systems to  request file services from
server systems over a network. The NFS protocol  provides transparent
remote access to shared files across networks because it is  designed to be
portable across different machines, operating systems, network
architectures, and transport protocols. NFS' portability is achieved
through the  use of Remote Procedure Call primitives (RPC primitives) that
are built on top  of system implementations that use the External Data
Representation standard  (XDR). The RPC primitives provide an interface to
remote services. A server  supplies programs (e.g., NFS), each program
including a set of procedures. The  combination of a server's network
address, a program number, and a procedure  number specifies a specific
remote procedure to be executed. XDR uses a  language to describe data
formats. The language can only be used to describe  data; it is not a
programming language. NFS Implementations exist for a wide  variety of
systems. NFS mount protocol allows the server to hand out remote  access
privileges to a restricted set of clients and to perform various operating



system-specific functions that allow, for example, attaching a remote
directory  tree, to a local file systems. The above examples illustrate the
limitations and problems associated  with current systems for distributing
large files. Because of these problems there WO 02/35799 -15 2 5 APR 2005'
PCTIUSOI/32635 is a need for a method and apparatus that utilizes a more
effective means for  delivering large payloads. Summary of the Invention An
embodiment of the invention provides an improved mechanism for
distributing large files throughout a computer network and delivering such
files  to an end-user system. When the invention is implemented it provides
multiple  users with a way to obtain access to large payload files without
overburdening  network resources. If, for example, a user wishes to
download a large file such  as a video file an embodiment of the invention
provides a way to deliver that  video file to the requesting user without
putting a strain on the network. The  system accomplishes this by breaking
the large file into multiple portions and  storing those portions in
locations (e.g., nodes) distributed throughout the  network. The portions
stored throughout the network are distributed utilizing a  flow
optimization technique that provides forthe intelligent management of large
data files. Thus, the portions of large data file are stored in locations
that  minimize the amount of time it takes to deli ver the portion to the
end-user system.  These locations are referred to by those of ordinary
skill in the art as the edge of  the network. Each node at the edge of the
network embodying aspects of the invention  is configured to appear as if
it has the large file stored locally when portions of  the file are really
stored on other nodes located throughout the network. This  greatly
increases the virtual storage capacity of each network node without  



consuming system resources. When the end-user system issues a request for
content (e.g., a large data file) the request is routed to the nearest node
and the  system delivers the requested content to the node in manner that
maximizes data  transfer efficiency while minimizing bandwidth consumption.
The end result is WO 02/35799 -16 2 5 APR 2005:  PCT/US01/32638 that each
network node has access to numerous large data files without having to
store each of those data files locally. In one embodiment of the invention,
the system is optimized so that large  payload files can be distributed
across existing networks (including the Internet  and corporate intranets)
using a transport layer network overlay to push content  to the edge of the
network. Specifically, the embodiments of the invention  improve large
payload delivery performance, scalability, reliability, and  availability.
As mentioned above, one embodiment of the invention breaks the large
payload files into multiple portions. This may be accomplished by
selectively  partitioning the large payload file into blocks that are
replicated and distributed  to a plurality of distribution stations (a.k.a.
nodes) at the edge of the network.  Each distri bution station is
configured to determine how much of the content to  save locally, based on
information such as usage, popularity, etc. The content  providerdefines
what distribution stations are qualified to function as distribution
stations and may also define other distribution criteria. Distribution
stations in  the network manage storage and transfer content (e.g.,
portions of large payload  files) and other information to one another.
Different pieces of a large payload  file may be available from different
nodes, however, when a user requests access  to the large payload file, for
example, through an application server (e.g., a  streaming server), a
virtual file control system creates an illusion that the entire  file is
present at the connected node. However, since only selective portions of  



the large payload file may actually be resident at that node's storage at
the time  of request, the distribution stations may download the
non-resident portions of the  file as the application server is servicing
the user. The download of the non- resident blocks may be in parallel and
usually from the least congested nodes.  The entire process is transparent
to the user. WO 02/35799 -17 2 5 APR 2005,  PCT/IJS01/32638 The required
portions of the requested file are received and reassembled  in real-time
using one or more associated file servers called the virtual file control
system server. The virtual file control system provides the reassembled
file to the  application server servicing the client. The virtual file
control system can be  implemented either as a stackable file system, as a
proxy file server using an  underlying network file system such as NFS or
CIFS, a storage-area network  (SAN), or direct attached storage, or as a
combination of these methods.  Whichever implementation is used, the
virtual file control system obtains the  content from the underlying file
systems. Scalable content delivery network stations are geographically
dispersed  to the edge of the network in order to optimally service
end-user client systems  that are located beyond the edge. End-user client
requests for data are  automatically serviced at the nearest least
congested station. In one or more  embodiments of the invention, the
scalable content deli very network is integrated  into existing services at
the Internet's edge to take advantage of these services  (e.g., the
Application Servers in some embodiments of the current invention  might be
Streaming Servers in operation within a service provider's existing base
of systems). In one or more embodiments, new nodes may be added to the
network  without service interruption. As the new nodes are added, they
learn from other  nodes in the network what content they should have and
download the required  



content, in a desired amount, onto their local storage from the nearest and
least  congested nodes. Thus, a node could be added to the network and it
would be up  and running after self-initialization. In one or more
embodiments, the portions and amount of a large payload  file maintained at
each node depends on the available storage, popularity of the  content,
distribution criteria by the content provider, etc. Thus, least-likely to
be used blocks of a large payload file may be pruned (i.e.. deleted from
local WO 02/35799 -18 2 5 APR 2005  PCT/US01/32638 storage) to make room
for other highly desirable content. However, although the  least likely to
be used blocks of a file are pruned, the entire content of a large  payload
file maybe maintained ata node in the scalable content delivery network,
so long as the content provider wants the content to remain in the network.
Brief Description of the Figures Figure 1 is an illustration of caching
methods of content delivery.  Figure 2 is an illustration of a typical
streaming server connection to a player. Figure 3 is an illustration of a
network content delivery scheme employing  mirroring to push content to the
edge of the network. Figure 4 is an illustration of a distribution network
that uses multicast  technology to push information to multiple servers on
a network. Figure 5 is an illustration of a scalable content delivery
network for  delivering large payloads according to an embodiment of the
present invention.  Figure 6 is an illustration of a virtual tree
arrangement of the nodes for control information communication in
accordance with an embodiment of the  present invention. Figure 7 is a
simplified layout of a distribution center in accordance with  an
embodiment of the present invention. 



Figure 8 is an illustration of linear and non-linear file structures as
used  in the present invention. Figure 9 shows the process of decomposing a
large payload File into block  files for storage in accordance with an
embodiment of the present invention.  Figure 10 is an illustration of a
decomposed large payload file in accordance with an embodiment of the
present invention. WO 02/35799 -19 2 5 APR 2005  PCTIUS01/32638 Figure 11
is a diagram showing the process of reconstructing a large  payload file
from multiple block files. Figure 12 is an illustration of the attribute
bitmap and roiled up bitmap,  in accordance with an embodiment of the
present invention. Figure 13 is an illustrative embodiment of the
distribution of a large  payload file within the network of the present
invention. Figure 14 is an illustrative example of another embodiment of
the  Scalable Content Delivery Network. Figure 15 is an illustration of a
scalable content delivery network station  in accordance with an embodiment
of the present invention. Figure 16 provides an alternate illustration of
the Scalable Content  Delivery Network of Figure 14. Figure 17 is an
illustration of a distribution server cluster configuration  in accordance
with an embodiment of the present invention. Figures 18A-18C provide three
illustrative embodiments of the  application server cluster in accordance
with embodiments of the present  invention. Figure 19 is used to illustrate
the actions of a Virtual File Control System  Server in accordance with an
embodiment of the present invention. Figure 20 is an illustration of the
control unit and data of a station in the  



scalable content delivery network in accordance with an embodiment of the
present invention. Figures 21A through 21G are illustrative examples of
Station operation  and data flow in accordance with embodiments of the
present invention.  Figure 22 is a flow diagram of the operations of a VFCS
Server performed during the VFCS initialization process in accordance with
an embodiment of the  present invention. Figure 23 shows the VFCS Server
operations performed during run time. WO 02/35799 -20 2 5 APR 2005
PCT/USOI/32638 Figure 24 is an illustration of the contents of the content
management and  usage database of Figure 20. Figure 25 illustrates how new
nodes adaptively initialize by learning and  downloading content they
should have, within the scalable content delivery  network. Detailed
Description of the Preferred Embodiments An embodiment of the invention
provides an improved mechanism for  distributing large files (referred to
as large payloads) throughout a computer  network and delivering such files
to an end-user system. In the following  description, numerous specific
details are set forth to provide a more thorough  description of
embodiments of the invention. It will be apparent, however, to one  skilled
in the art, that the invention may be practiced without these specific
details. In other instances, well known features have not been described in
detail  so as not to obscure the invention. When the invention is
implemented in accordance with one embodiment  of the invention it provides
end-user systems with a way to access large payload  files without
overburdening the network utilized by the end-user system to  transmit
data. In one embodiment of the invention, the system accomplishes this  



by breaking the large payload file into multiple portions and storing those
portions in locations (e.g., nodes) distributed throughout the network. The
portions stored throughout the network are distributed utilizing a flow
optimization technique that provides for the intelligent management of the
large  payload files. Thus, portions of the large payload file are stored
in locations that  minimize the amount of time it takes to deli ver the
portion to the end-user system.  These locations minimize the latency
associated with delivering the file to the  end-user system and are
referred to herein as the edge of the network. WO 02/35799 _21_ 2 5 APR
2005  PCT/US01/32638 Each node at the edge of the network embodying aspects
of the invention  is configured to appear as if it has the large payload
stored locally when portions  of the file are really stored in on other
nodes located throughout the network.  This greatly increases the virtual
storage capacity of each network node without  consuming system resources.
When the end-user system issues a request for  content (e.g., a large
payload) the request is routed to the nearest node and the  system delivers
the requested content to the node in manner that maximizes data  transfer
efficiency while minimizing bandwidth consumption. The end result is  that
each network node has access to numerous large data files without having to
store each of those data files locally. Thus, one or more embodiments of
the  present invention provide efficient methods and apparatuses fordeli
vering a large  payload to the edge of a network without the cost.
scalability, load balancing, and  other issues associated with prior art
methods of content delivery. Figure 5 provides a view of a scalable content
delivery network (SCDN) for delivering large payloads according to an
embodiment of the present  invention. SCDN 500 may be a network such as the
Internet which conceptually  includes a network core 505 (i.e., the
backbone), intermediate network segments  510 ranging "near' and "far" from
the core, and network segments "far" from  



core 520-A through 520-C (collectively 520). "Near" and "far" relate to
distance  and are intended to indicate relative path latencies (short or
long, respectively) to  the core, such latencies generally depend on the
number of intermediate hubs  (e.g., switches, routers, and the like) that
are traversed to reach the high-speed  backbones that form the core of the
network and through which much of the  network traffic is routed. Note that
each intermediate hub may perform some  limited processing, which adds
latency, before forwarding the traffic to the next  hub. Figure 5 shows a
plurality of Content Provider Client (CPC) systems 530,  a plurality of
End-User Client (EUC) systems 550. and one or more Content WO 02/31-799
PCT/U501/32638 `2 5 APR 2005 -7.) Management Servers (CMS) 570. all located
beyond Network Edge 501. In  general, the content provider client 530 may
be connected (or assigned) to a  content management server 570. which in
turn is connected to its assigned  distribution center 540. A content
provider uploads and/or manages large  payload files in the SCDN 500
through its CPC 530. The EUC 550 provides the  end-user access to files in
SCDN 500. For example, EUC 550 may be a browser  running on the end-user's
local computer. Network Edge 501 generally may be far from network core
505.  However, the distance (i.e., path latency) between the core and the
edge may not  be uniform and may vary considerably for a given CPC or EUC.
One  embodiment of the present invention places a plurality of Distribution
Centers  (DC) 540A-5401 for maintaining large payloads at the edge of the
network  thereby resolving the latency issue. Large payload content from a
content  provider is pushed from one distribution center to other
distribution centers at the  edge of the network. An end-user seeking
access to a large payload is serviced  (via an application server) from the
nearest distribution center containing the  desired content. By
distributing content to the end-user (e.g., atEUC 550) via a  plurality of
Application Servers 560 and distribution centers 540 at the edge, path  



latency is minimized. Thus, large payload distribution involves obtaining a
large  payload file from a content provider and geographically placing such
file at the  distribution centers which are at oras close to the edge of
the network as possible. The distribution centers 540A-540I in SCDN 500 of
Figure 5 are virtually  arranged in the form of a tree as illustrated in
Figure 6, forexample. This virtual  tree arrangement is primarily used for
communication of control information  amongst the nodes of the scalable
content delivery network. Data downloads can  be performed from any node in
the network having the desired data, preferably  the nearest node
(distance-wise). Nodes A through I of Figure 6 represent DC  540A through
5401, respectively. The nodes are arranged in a logical order. For WO
02/35799 -23 2 5 APR 2005  PCTIUSOI/32638 example, assuming node B
represents Europe-England. then logical child nodes  in Europe might be
Europe-France (e.g,, node D) and Europe-Germany (e.g.,  node E). and a
child node of Europe-France might be Europe-Italy (e.g., node H).  In this
example where the left side of the tree represents Europe. the right side
may represent Asia. Node A is the root node and may represent a central
control  station, for example. In one or more embodiments, each node in the
tree has a  unique attribute set representing the name of the node. The
attribute set for a  node is stored in the node and can be represented in
anyconvenient data structure.  For example, the attribute set can be
represented as a variable bitmap (a bitmap  is the binary representation of
an object, e.g., a number). Each node also contains  a representation of
the attribute set of each of the node's children. grand children,  great
grandchildren. etc. (i.e., al I nodes emanating from that node as a root
node  - lineal descendants). This representation is called the "Rolled Up
Set of  Attributes" and any convenient data structure can be used for it.
Thus the rolled  up attribute of a node is the representation of the rolled
up attribute of its  children. For example, a "Rolled Up Bitmap". which is
a combination of the  



rolled up attribute bitm2ps of all the node's children, maybe used.
A"RolledUp  Bitmap- may be defined as the "binary OR" (a.k.a. Bitwise OR)
of the rolled up  attributes of the node's children. Figure 12 is an
illustration of the attribute  bitmap and rolled up bitmap, in accordance
with an embodiment of the present  invention. Bitmaps 1200, 1210, 1220,
1230, 1240, and 1250 use 16 bits for  illustration purposes but since the
bitmaps are variable, they may vary as needed to identify each node and
provide other necessary information. Bitmap 1200 representing the attribute
set for node B of Figure 6 has, as  its identification, bits 1, 4 and 13
set to I and all other bits set to 0. Bit I may be  set because node B is a
child node of A. forexample. bit4 may be set to represent  Europe, and bit
13 set to represent England. Bitmap 1210 representing the  attribute set
for node D of Figure 6, a child node of B. has bits 1. 4. and 14 set to WO
02/35799 -'4_ 2 5 APR 2005  PCT/US01/32638 I and all other bits set to 0.
Bit 14 may represent France, for example. Bitmap  1220 representing the
attribute set for node E of Figure 6, also a child node of B.  has bits 1.
4, and 15 set to 1 and all other bits set to 0. Bit 15 may represent
Germany, for example. Bitmap 1230 representing the attribute set for node H
of  Figure 6, a child node of D, has bits 1.4. and 16 set to I and all
other bits set to  0. Bit 16 may represent Italy. for example. As discussed
previously, the rolled  up bitmap for node D (e.g.. 1240) would be the
attribute bitmap of node H (since  H does not have any children) and the
rolled up bitmap of node B (e.g., 1250) is  the binary OR of Bitmaps 1210,
1220, and 1230. The result of the binary OR is  that all the bits set in
Bitmaps 1210. 1220, and 1230 are also set in Rolled Up  Bitmap 1250 (i.e.,
bits 1, 4, 14. 15, and 16). Content management server 570 may be connected
to any node on the  tree. Thus, although a content management server and a
distribution center may  not be collocated, the content management server
gives the content provider a  



vehicle to upload large files (e.g., video) to the distribution centers. In
one  embodiment, the content management server is a computer that processes
the  content provider's large payload file for distribution in the network.
In another  embodiment, the content management server may, for example, be
a subset of  tools (e.g., machine independent objects) that allows upload
of content to the  network; thus, the tools may be shipped from a server to
the content providers  client's computer for processing and distribution of
the large payload file in the  network. After a content provider loads the
large payload file into the content  management server, the CMS may process
the file and forward it to the  distribution center. A simplified layout of
a distribution center is illustrated in Figure 7 in  accordance with one
embodiment of the present invention. Distribution center  700 comprises
control unit 701. one or more Virtual File Control System 702, one  or more
distribution server 703, and a plurality of storage devices (e.g.,
711-713). WO 02/35799 2 5 APR 2005  PCT/US01/32638 Control unit 701 is the
network manager for the distribution center: its functions  are further
discussed in a later section. Application servers 721-724 (e.g.,  streaming
servers, FTP servers, and media players), which are not part of
distribution center 700. are shown connected to the virtual file control
system 702  in this illustration to provide visibility on how end-user
clients access large  payload files stored in the SCDN. The components of
distribution server 700  may not be collocated in the same node. For
example, VFCS 702 may be located  with the application servers (e.g.,
721-724), and the control unit (e.g., CU 701)  may be located elsewhere
such as with VFCS 702. Thus, it is not necessary for  all components of
distribution center 700 be collocated at an SCDN node. A content provider
uploads a large payload file to a single content  management server using
content publishing and management tools running on  a content provider
client system. After receiving the file, the CMS processes the  



file and breaks it down. if required, into track files (a.k.a. linear
files). A linear  file comprises a tile that maintains the order associated
with the substance (i.e.,  substantive content) of the file. If.
forexample, the linear file contained a movie,  the beginning of that file
would include the beginning portions of the movie.  Similarly, the middle
and end portions of the movie would be located at the  middle and end of
the linear file. Linear files are desired because it is easier to
reassemble such files using linear superposition, for example. Some media
files  are non-linear, that is, they contain multiple tracks such that the
first part of the  movie, for example, is not stored in the beginning of
the file. After breaking the  file down to linear (i.e.. track) files, the
CMS transfers the file to the distribution  server it is connected to. The
distribution server further breaks the track files  down to block files, as
desired for storage. The block files may subsequently be  stored in local
storage locations 711-713. for example. A file distribution  protocol
(e.g.. FDP) command is subsequently used to distribute (i.e., replicate)
the file, or selected portions thereof, to other distribution server nodes
within the WO 02/35799 -26 1 5 APR 2005.  PCT/US01/32638 scalable content
delivery network. For initial replication, the entire block files  need not
be stored in all nodes however a master copy may be maintained  completely
in one node (typically the originating node). The FDP includes  commands to
facilitate file transfers and manipulations within the SCDN. The  size of
the blocks affects the performance of both content distribution and content
delivery and is discussed later in this document. The Virtual File Control
System (VFCS) 702 is able to piece the original  (large payload) file back
together from the block files. As will be explained later,  all the blocks
of the large payload file need not be stored at one distribution  center,
however. the entire tile is available within the SCDN. When an end user
connects to application server 721 (e.g.. a streaming server), the VFCS
creates a  



virtual appearance that the entire file is available at that node. For
example.  assuming only fifteen percent of a two-gigabyte file is stored in
storage 711-713.  the VFCS makes streaming server 721 think that the entire
two gigabytes is  available at the location. Thus, streaming server 721 may
start playing the file.  As the file is being played. VFCS communicates
with DS to locate and retrieve  the remaining portions of the file from
other nodes in the network. Decomposing Large Files A large payload file is
divided into blocks in a number of steps, the exact  process depending on
whether or not it is a linear file or anon-] inear file. Using  a movie
file for example, the file is linear if the first 10% of the movie is
located  approximately within the first 10% of the file, the next 10%
within the next 10%  of the file, and so on. In contrast, a movie file in
which the first 10% of the  movie is located somewhere other than in the
beginning of the file is considered  to be a non-linear file. WO 02/35799
-27 ,2 5 APR 2005  PCT/US01/32638 Example linear and non-linear file
structures are illustrated in Figure 8.  Data format 800 may represent the
mpeg format, for example, which is linear  because it contains audio/video
data multiplexed together throughout the file in  a single track, starting
from the beginning. Note that each subdivision in the  various formats
represent a track hence formats 810-830 each contains multiple  tracks. As
shown, format 810 is non-linear because it contains header  information in
the first track of the file, followed by meta information in the next
track, then video information in the third track, then meta information in
the  fourth track, a first audio channel in the fifth track, a second audio
channel in the  sixth track, and then some control information at the end.
Thus, the beginning of  a movie formatted for format 810 would not reside
in the beginning of the file.  Formats 820 and 830 are representations of
other possible non-linear media data  



formats. For example, format 820 may have data formatted such that the file
contains header information in the beginning, then some 56K encoding for
formats such as mpeg, followed by 128K encoding information. Other media
format 830 may contain header information, followed by index information,
followed by video, and finally audio information. All these and other
non-linear  files need to first be converted to linear files
forcompatibility with the replication  algorithm discussed later in this
specification. Figure 9 shows the process of decomposing a large payload
file into block  files for storage. After the content provider uploads the
file onto the content  management server (CMS), the CMS determines whether
the file is linear or non- linear. If the file is linear (e.g.. block 950),
such as an mpeg movie, the CMS  sends the data to the DS at block 930 for
the blocking process. However, if the  file is non-linear (e.g., block
900), the CMS performs the Demultiplex Process  at block 910 to generate
Linear Track Files 920. The Demultiplex Process  involves breaking up the
non-linear (i.e., multiple track) file into files containing  single tracks
each. For example, using the media data shown in Figure 10 for WO 0213799
PCT/USOI/32635 -2g illustration, large payload file 1000 contains header in
the first track, video in the  second track, first audio channel in the
third track, second audio channel in the  fourth track, and finally control
information in the fifth track. The content  management server breaks down
the Large payload file 1000 into five linear track  files 1010 such that
one file contains the header, a second file contains video data,  a third
file contains the first audio channel, and so on. Referring back to Figure
9, the Linear Track Files 920 or the LinearLarge  PayloadFile 950 (which is
also a lineartrack file) are (is) transmitted by the CMS  over the network
to a DS that it is connected to. The files may be transmitted in
accordance with a File Distribution Protocol (FDP), discussed below. The
files  from the CMS are input to a DS-based Blocking Process 930, which
produces  BlockFiles940. The Block Files 940 are subsequently stored in the
local storage  



oftheDS. After processing, the content maybe downloaded by other
distribution  servers in the network. Generally, there need not be a direct
relationship between  the size of the files transferred over the network
and the block files stored in the  local storage system of the DS. Blocking
process 930 breaks down the track files into smaller,  manageable units, as
shown in block 1020 of Figure 10. The blocking process  produces the
multiple block files H, V14. A,.,_1.,, A, -2_,, and C (collectively
referred to as 1020 in Figure 10). Block files may contain data overlaps or
offsets  (e.g., shift). For example. block file V. may contain some part of
the Header  track, and so on. The only requirement for the block files in
one or more  embodiments of the invention is that the beginning of each
track is contained in  the fi rst block file created for that track, for
example. the beginning of Audio Ch l  is contained in A,., and the
beginning of Audio Ch2 is contained in A,.,, etc.  Other embodiments may
simply breakdown the large payload file (i.e., non- linear) directly into
block files without first going through the demultiplexing  process (e.g.,
block 910) thus each block file may contain overlapping tracks. WO 02/35799
-29 1 5 APR 2005,  PCTIUS01/32638 Breaking down the large payload file into
blocks makes it possible to distribute  the block files into different
storage devices and to add more storage devices  when needed without
impacting system performance. Thus, for example, more  storage devices may
be added to the distribution center (Figure 7) without a need  to move
files around or reconfigure other nodes as in the prior art. For example,
different blocks may be located at different nodes of the SCDN hence on
different  storage devices. The smaller block files makes it possible to
support multiple  application servers (e.g., streaming servers) at the same
time, thereby increasing  access bandwidth. For example; multiple block
files of a large payload file can  be downloaded in parallel. Fast forward
and fast reverse by a user is also possible  



without the entire file being first downloaded onto the streaming server.
Reconstructing Large Payload File From Block Files Figure 11 is a diagram
showing the process of reconstructing a large  payload file from multiple
block files by the VFCS. Block files 1100 are input  to Assembling Process
1110. The reverse process of blocking, discussed in the  previous section,
is called "assembling". The Virtual File Control System  (VFCS) uses
assembling process 1110 to convert multiple block files into linear  track
files. Assembling process 1110 generates only one linear track file (e.g..
Linear large payload File 1150) if the original large payload file is
linear.  However, where the original large payload file is non-linear,
assembling process  1110 generates multiple linear track files 1120. A
linear track file is generated  by a linear combination of the appropriate
block files. For example, the video  track file of Figure 10 is regenerated
by linearly combining (i.e.. summing) block  files V1, V,, V3, and V..
Linear track tiles 1120 may further be combined in  Multiplex Process 1130
to generate Non-Linear Large Payload File 1140. The 2 5 APR 2005 WO
02/35799 PCTIUSOI/32638  3p multiplexing process simply reassembles the
track files to generate the original  non-linear large payload file. The
File Distribution Protocol (FDP) The FDP Protocol defines the file
management primitives necessary to  transfer, store, and manipulate content
provider files and file metadata stored in  the network. Such primitives
include commands that upload, distribute, deliver.  modify, and delete
files. The FDP commands result in one or more packets being  transferred
between appropriate servers in the network. It will be evident to those  of
ordinary skill in the art that the command names and protocol
implementation  described herein are used for convenience and that other
commands or protocols  may be added, subtracted, or substituted so long as
they result in efficient and  reliable transfer of files within the
network. 



"Put": A content provider uses content management applications running  on
a Content Provider Client system to upload a file (content) and file
metadata  (data related to the management of the files being stored,
transferred, and  manipulated in the network) onto a Content Management
Server (CMS). The  CMS breaks the file into linear track files and then
issues a "put" command to a  DS that will eventually distribute the content
in the network. In one embodiment,  the CMS is connected to a DS at an SCDN
node. The CMS sends a "put"  command to the DS for each of the track files.
In effect, the "put" command is  a "push" action, pushing a track from a
CMS to a DS. A "put" command may  include four packets, for example: "put",
"put-response". "put-chunk". and  "put_ack The "put" packet tells the
receiving DS to get ready to receive a track  file. The "put-response"
packet is a packet issued by the DS to indicate to the  CMS whether or not
the DS needs to receive the track file, and if it needs it,  where to begin
the transmission. This packet may be useful in the situation when WO
02/35799 -31 PCT/US01/32638 a communication session is broken after part of
a track file has been transferred  and the CMS needs to re-transfer the
remainder part of the file. Once the DS  communicates to the CMS where to
begin transferring a track tile, the CMS may  issue a "put-chunk" packet
along with the actual track file. The DS may respond  with a "put_ack"
packet when the entire track file is received to indicate  successful
transmission. After receiving the track file, the DS divides the linear
track files into block files, stores the block files in local storage, and
updates the  file metadata to reflect the track, block, and location
information. "Distribute": After all of the tracks have been pushed to the
DS, the  CMS may issue "distribute" packets directing the DS to distribute
the file to other  nodes in the network. For example, the CMS may issue one
"distribute" packet  per track file with each packet containing the content
provider's distribution  criteria. The distribution criteria, for example,
may specify which nodes in the  



network should have the content. The "distribute" command may include two
packets, for example: "distribute" and "distribute_ack". The DS may
acknowledge receipt of the "distribute" command and track file by issuing a
"distribute_ack" packet to the CMS "Replicate": In response to the
"distribute" command. the DS may issue  "replicate" packets to its
neighbors. Each neighbor that satisfies the distribution  criteria
specified by the content provider may issue a command (such as the "get"
packet described below) to one or more DS in the distribution path to pull
a  portion of the file into its local storage. The "replicate" packet
starts from theDS where the track files have been pushed. The "replicate"
packet acts as a  notification to a DS that it may need to pull (i.e.,
replicate) certain block files  from any of the issuing DS into its local
storage. The receiving DS may  acknowledge the notification by issuing a
"replicate_ack" packet and thereafter,  it assumes the responsibility of
pulling the block files from the issuing DS when  it is ready. A DS further
notifies its neighbor nodes to determine if they should WO 02/35799
PCTIUSOI/32638 -3-1 pull part or the entire file by issuing "replicate"
packets to them. ADS may issue  a replicate request to its descendent nodes
if the rolled up attribute matches the  content distribution criteria.
"Get": ADS that needs to pull files from anotherDS may issue a "get"
command, for example. The "get" command may include four types of packets:
"get", "get _response "get chunk", and "get_ack". For example, the "get"
packet may be used to initiate a pull, and the "get_response" packet may be
used  to report the status of the station and transfer file metadata as
needed. The  "get_chunk" packet may be used to transfer file data and the
"get_ack" packet  may be used to acknowledge the end of the "get" sequence
and report status. A  DS may decide on the size of the file to pull based
on: (1) its storage availability:  (2) location of the station in the
network map: (3) the content's popularity: (4) the  truncate-able or
non-truncate-able characteristic of the file: and, (5) the bandwidth  



allowance. A DS may issue "get" command sequences in response to a
"replicate" request and a "search-reply" request. "Prepare": A "prepare"
command may include two packets. for  example: "prepare" and "prepare_ack".
The node's VFCS may issue a "prepare"  packet to a DS to pull the
non-resident portions of a file for an Application  Server. The DS may use
the "prepare_ack" packet to acknowledge that it has  received the "prepare"
packet and that it will perform "prepare" as soon as  possible. "Search":
When the DS can process the "prepare" request, it may issue  a "search"
command to locate the missing portions of a file. A "search"  command may
include three packets, for example: "search". "search_ack". and
"search_reply". A DS servicing a "prepare" command issues a "search" packet
to initiate a search among its neighbors for the non-resident portions of
the file.  Each neighbor may issue a "search_ack" packet indicating that it
has received the  "search" request. The "search_ack" packet is not an
acknowledgement that the WO 02/35799 15 PCT/US01/326 8 APR 20d5 DS has
portions of the requested file. A node that has a portion of the required
file may issue a "search-reply" packet. The "search_reply" packet may
include  information such as the portion of the searched file residing in
the station, the  network condition of the station, and the load of the
station's DS cluster. ADS  in the initiating DS cluster receives
"search-reply" packets and may select  appropriate remote DS nodes based on
the. information in the "search-reply"  packets to download the missing
portions of the file. ADS in the initiating DS  cluster may issue "get"
command, for example, to one or more stations (i.e.,  selected SCDN nodes)
to download the missing content. "Remove": The "remove" command may include
two packets such as  "remove" and "remove_ack". The nodes Control Unit may
issue a "remove"  command to the DS to remove certain blocks. The pruning
process, which is  



descri bed later, uses the "remove" command. A "remove" packet is a
notification  to a DS that certain blocks have to be removed. The DS may
subsequently issue  a "remove_ack" packet to acknowledge that it will
eventually remove the  indicated blocks when ready. "Clean": The "clean"
command may include two packets, "clean" and  "clean_ack". The CMS may
issue a "clean" or similar packet to notify a DS  located at the same node
that it needs to remove a certain file. The DS issues a  "clean_ack" or
similar packet to acknowledge that the file will eventually be  removed
when ready. Following the path used during the "replicate" command
(available in the distribution criteria for the file), the DS issues a
"clean" or  equivalent command to its neighboring nodes requesting deletion
of the file and  its related file metadata from all the stations in the
SCDN. "Info": The "info" command may include two packets such as "info" and
"info_ack". The CMS issues an "info" packet to transfer content provider
metadata (data related to management of the content providers using
theSCDN)  or file metadata to a DS. The packet may be used to add, delete,
and modify WO 02/35799 -34 PCT/US01/32638 2 5 APR 2005 attributes of
certain content providers or Files. When a DS receives content  provider
information, it modifies the table when- content provider metadata is
storedwithin anSCDNnode. issues the "info-ack" packet to the Tequestor(CMS
orDS). and then issues "info" command to all its neighbors except the
requestor,  An "info" packet that contains content provider information is
propagated  throughout the entire SCDN. An "info" packet that contains file
metadata is  propagated based on the distribution criteria for that file.
When a CMS sends an  "info" packet of a file metadata along with the
distribution criteria of the file to  a DS, the receiving DS modifies its
database containing the file metadata, issues  "info-ack" packet to the
requestor (CMS or DS), and then issues "info" packet  to those neighbors
satisfying the distribution criteria (i.e.. those that received  



distribution of the file during the "replicate" command). This process
continues  until the database containing the file metadata in all the
stations satisfying the  distribution criteria are updated. "Learn": The
"learn" command may be issued by a Control Unit's  learning agent and may
be used when a DS is added to the SCDN and its local  storage needs to be
initialized, or when the station's attribute changes, or with - network
configuration changes, or during recovery from a failure. The DS  receiving
the "learn" command propagates the "learn" command to all its  neighbors
except the requestor. The "learn" packet carries the attributes of the
originating station. Each DS receiving a "learn" packet determines if its
station  has files that satisfy the learning station's attributes, if so,
it issues "replicate" to a DS in the learning station to pull the relevant
files. "Fetch": The "fetch" command may be used by the Control Unit's
learning agent while learning in active mode. The "fetch" command may
include  two types of packets: "fetch" and "fetch-ack". In active leaming
mode. the  learning agent obtains a list of media fi les to be learned,
their associated content  provider. and the assigned station of the content
provider's CMS. During this WO 02/35799 -35 .2 5 APR 2005]  PCT/US01/32638
time, the file metadata for these media files are not ready in the local
station and  thus the DS does not have the information to conduct a search
and download the  files. The learning agent issues a "fetch" packet to a
local DS along with the  content's origination station. TheDS in turn
issues a "fetch-info" packet to a DS  of the assigned station of the
content provider's CMS. After the DS obtains the  file metadata for the
desired media file, it stores the information into the database  containing
the file metadata and returns "fetch_ack" to the learning agent. The
learning agent may subsequently proceed to issue "prepare" commands to
download the media file. 



"Fetch-info": "Fetch-info" includes two packets. "fetch-info" and
"fetch_info_block". Each "fetch" command has encoded within it the
identification of a particular media file and a particular DS guaranteed to
have the  media file. In response to a "fetch" command, aDS issues
"fetch-info" to the DS  station identified in the "fetch". The remote DS
may reply with  "fetch-info-block", which contains the information
necessary to enable the local  DS to save the media, track, and block
metadata information into the local  metadata database. "Stop": The "stop"
command may include two packets such as "stop"  and "stop_ack". The "stop"
command is used to shutdown a DS. When a DS  receives a "stop" packet, it
immediately replies with "stop_ack" and depending  on the termination
requirement, the DS may shutdown immediately or shutdown  after it
completes all the jobs it is executing. Distributing Large Payload Files To
distribute a file, a content provider sets specific distribution criteria
for  that file. After the distribution server (DS) stores the uploaded
large payload file  as blocks, the content provider requests, through the
content management server, 2 5 APR 2005 WO 02/35799 PCT/US01/32635 -36 that
the DS distribute the file to other nodes in the SCDN. i.e.. to push the
content  to the edge of the network. The distribution is in accordance with
specific  distribution criteria set by the content provider and may use the
file distribution  protocol (FDP) previously described. The distribution
criteria may specify  regions (e.g., Europe). specific nodes, and other
information as desired by the  content provider to control distribution of
the content. For example, the  distribution criteria may include
information found in the nodes attribute or rolled  up attribute bitmap.
The file distribution proceeds as follows: (1) The DS responds to the
content provider's request to distribute a large payload file by sending a



notification (i.e., a distribution request) to its neighbors to announce
the existence  and the distribution criteria of the file; (2) "Qualified"
neighbors (i.e., those that  meet the criteria) download several portions
of the file during this initial  distribution process; (3) The notification
is then passed on from neighbor to  neighbor, but not back to the neighbor
from which the distribution request is  received; (4) Each neighbor
performs steps 2 and 3 until it encounters a leaf node  or a "terminating"
node. Thus, the distribution of the file in the network is done  in stages.
Every node that receives a distribution request passes the request to all
its  neighbors except to the "requesting" node (i.e., the node from which
it received  the request). A terminating node is one where neither the
node's attribute bitmap  nor its rolled up bitmap match the distribution
criteria and where the distribution  request cannot be sent to the node's
parent. For any node whose attribute bitmap  matches the content provider's
distribution criteria for the file, a portion of file  is downloaded from
the nearest neighbors in the distribution path that has the  portion to be
downloaded. Once downloaded, a DS stores the file locally as  blocks spread
over different storage volumes as shown in Figure 7, blocks 711- 713. In
spreading the file over several storage volumes, the Input/Output (1/0) WO
02/35799 -37 2 5 APR 2005,  PCT/US01/32638 load is distributed across the
volumes and thus increasing the overall performance  of the DS during
content distribution and content delivery. For purposes of the  invention,
the storage volumes can be any collection of storage devices, e.g.. disk
arrays attached to a server, RAID (Redundant Array of Independent Disks)
systems, or Network Attached Storage (NAS) ), or Storage Area Network
(SAN). Figure 13 is an illustrative embodiment of the distribution of a
large  payload file within an SCDN. A content provider uploads a large
payload file  into the content management server (CMS) 570. which is
connected to node B of  



the SCDN, using any content publishing and management software running on
the content provider's client system (CPC) 530. The content provider also
uploads the distribution criteria onto CMS 570. Content management server
570,  as previously described, divides the uploaded file into track files
and issues a  command similar to the FDP "put" command foreach track file
to the distribution  server located in node B. In other embodiments, the
CMS may be connected to  any node of the SCDN. At node B. the DS divides
the track files into block files  for local storage. The full copy of the
file is shown at Node B as a filled in dot.  The CMS then issues an FDP
command of the type "distribute" to the distribution  server at node B. In
response to the distribute command, the DS issues a  command to its
neighboring nodes A. D, and E to replicate the content (e.g.,  using the
"replicate" command of the FDP). Node D examines the replicate  packet and
decides its not supposed to have the content thus it passes the replicate
command to its neighbor, node H. Nodes A, E, and H examine the replicate
packet and decide they all match the distribution criteria (i.e., they are
"qualified"  nodes). When ready, nodes A, E. and H issue commands to
retrieve a portion of  the file from the nearest node (e.g., node B) in the
SCDN. Nodes E and H are  leaf nodes thus they do not propagate the
replicate command. However, node A is the root node with child nodes B and
C. Node A may not send the replicate  command back to node B. because it is
the originating node. However, node A WO 02/35799 PCTIUSOI/32638 -38 may
send the replicate request to node C. Node C checks the distribution
criteria  and decides it's a qualified node therefore it retrieves a
portion of the file from  the nearest nodes (e.g.. the nearest of nodes A,
B, E, and H) containing the  needed data. Node C subsequently sends the
replicate command to nodes F and  G. Node F is qualified thus it retrieves
a portion of the file from the nearest  nodes having the data (e.g. nodes B
or Q. Nodes G and I are not qualified thus  they receive nothing. Node G is
a terminating node because the rolled-up  attribute of its branch does not
satisfy the distribution criteria. This initial  



replication process continues until all the qualified nodes in SCDN are at
least  partially populated. In one or more embodiments, the same portion
(e.g., blocks)  of the large payload file is contained in at least one node
of the SCDN.  Preferably. a plurality of nodes maintains the same portion
thereby creating  redundancy and preventing loss of any portion of the
large payload file when one  or more nodes or storage volumes become
unavailable. For example, when a  storage volume (or device) becomes
unavailable (i.e., lost), a DS at that station  need not take any special
action to recover contents of the damaged volume since  the portions of
large payload files stored and hence lost in that volume are  automatically
downloaded from other network nodes upon demand to service a  user request.
The distribution servers also relay control information of a failed
station to neighbors of the failed station to prevent improper termination
of  control commands. During normal operation, a Distribution Server sends
FDP commands.  such as replicate, info, search, and clean commands that are
forwarded to all or  partof the network, through other Distribution Servers
in the immediate neighbor  stations in its control path. For example. when
a Distribution Server receives an  FDP command such as replicate or info,
it sends the command to its neighbor  DSs based on the IDP distribution
criteria. In the situation when one of the  neighbor stations is failed,
the DS keeps the job in its job queue, and repeatedly 2 5 APR 2005, WO
02/35799 -39 2 5 APR 2005,  PCT/USO1/32638 retries until the job is
successfully completed. At the same time, the DS  temporarily assumes the
role of the DS in the failed station by forwarding the  FDP command to the
neighbor DSs of the failed station. The FDP uses the content provider's
distribution criteria to direct the  distribution of the large payload
file-in whole or in part-to all nodes in the  



network meeting the provider's distribution criteria. A distribution
request can  start from any node in the tree, and traverses up and down the
tree until it reaches  a leaf node or arrives at a terminating node. Forany
node having the appropriate  attributes, the file is partially downloaded
from the nearest neighbors that meet  specific performance criteria if
those neighbors contain the portion of the file to  be downloaded. The
nearest neighbor when downloading content is not  necessarily the nearest
in the virtual tree but nearest in terms of distance. This  prevents
massive transfers from the node at which the file is initially uploaded.
Moreover, the staging nature of the distribution prevents excessive demands
on  the network around the initial node (e.g., node B). By delivering
smaller blocks  and only a partial file this delivery method reduces
network load. Additionally,  because the distribution requests stop
progressing through the SCDN when they  arrive at a "terminating" node, the
present invention prevents unnecessary  distribution request packets from
flooding the network. Accessing Large Payload Files An end-user may request
access to a large payload file (e.g., a movie) via  an interface, such as a
Web-browser, on the end-user's client system. The request  is forwarded to
an appropriate Application Server (i.e., one that is closer to the
end-user and with bandwidth to service the request) that will provide the
file to  the end-user, e.g.. a Streaming Server for delivering large video
files, or an FTP  Server for delivering large, media rich documents, or any
media player that is WO 02/35799 PCT/US01132638 -40 capable of mounting the
VFCS as its remote File system in order to have access  to content in the
SCDN. The application server is in the network and thus may  be connected
to the nearest node of the SCDN. The SCDN node's storage  volumes (i.e.,
cache memory) may contain some, none, or all of the blocks of the
end-user's requested file. If either additional or the full content of the
file is  needed at the Application Server, the SCDN node's VFCS
communicates with  a local DS to issue a search request, on behalf of the
Application Server, to all the  



DS's neighbors to locate the needed (non-resident) portions of the file.
For example, assume the requested large payload file is lOGbytes in
length, corresponding to a total of 20 blocks of 500Mbyte storage (i.e., if
each  block is 500Mbyte). Further, assume only 6 such 500Mbyte blocks
reside locally  within the SCDN node. Even though only 3G bytes of the
requested file are  actually stored in the SCDN node's storage system. the
entire file "appears" to  exist locally to the Application Server via the
VFCS. At the request of the VFCS.  the non-resident portions of the file
are pulled from different distribution servers  in the SCDN and stored
locally as the Application Server streams the file to the  end-user.
Portions of the file might be retrieved from several distribution servers
concurrently. Typically, data received over the SCDN are stored as blocks
in the  shared Storage (e.g. local storage volumes). The VFCS assembles and
multiplexes the stored block files into the 10GByte file in real time so
the  Application Server can use it (e.g., stream the file to the end-user).
To locate the non-resident portions of the file, a DS in a cluster of DSs
issues a search request that traverses the SCDN tree, starting from its
neighbor  nodes. The search request may include the distribution criteria
of the requested  file and a time-to-live counter. A time-to-live counter
may, for example, specify  that the search request need only traverse two
hubs of the SCDN from the  requesting node. When a neighbor node receives
and evaluates the search  request, the node may decrement the counter, for
example. A search request WO 02135799 -41 15 APR 20051  PCTIUSO 1/32638
terminates when it encounters a leaf node, a "terminating node or the
time-to- live counter is zero (i.e., where the search request includes a
counter). Wherethe  missing data is not located and the time-to-live
counter reaches zero. i.e., if it is  included in the search request, the
search request continues by traversing the  SCDN nodes in the reverse path
of the initial distribution process. Anodereplies  



directly to the requesting DS if the requested part of the file exists in
that node.  Nodes not having any portion of the requested file do not
reply. A reply also  includes the performance status of the node that sends
the reply and the portions  of the file available. When the requesting DS
cluster receives reply packets from  any nodes in the SCDN indicating that
they contain part or all of the requested  file, the DSs in the cluster
download the missing content from those nodes that  are least congested and
stores it locally in the distribution server's shared storage  volumes.
Thus, as the application server is providing the data to the end-user. the
distribution servers are obtaining the remainder of the file from other
nodes and  there is no break in the communication between the application
server and the  VFCS. As discussed earlier, a large payload file is broken
down into portions  (e.g., block files) and distributed throughout the
SCDN. Thus, when nodes that  contain portions of the file are found through
the search request, aclusterofDSs  can download portions of that file in
parallel from multiple nodes, especially from  those nodes that are
currently the least congested. The initiating DS cluster  decides, based on
the performance information in the reply packets, where to  download (i.e.,
"pull") missing content so as to minimize the latency and  bandwidth
demands on other distribution server nodes. Content portions are pulled
from the appropriate distribution servers and  assembled in real-time for
the end-user by the VFCS, running on one or more  VFCS Servers. The VFCS
enables the Application Servers to view the 2 5 APR 2005, WO 02/35799
PCT/US01/32638 _42_ distributed storage volumes that exist in the SCDN as a
single. large virtual file  system. Retrieving Non-Contiguous File Segments
From one perspective, each stored block in the system storage of an  SCDN
node corresponds to a contiguous segment of a large payload file (e.g., a  



contiguous interval of movie). For example, the segments that comprise a
movie,  if viewed one after the other from the first segment to the last
segment, would  result in viewing the entire movie. Since the same content
portions (i.e.,  segments) are located at several different nodes in the
SCDN, non-contiguous  segments of a file (e.g., non-contiguous portions of
a film) can be retrieved  independently and in parallel. This has several
important side effects. For  example, since a DS can obtain needed content
portions from several different  distribution servers, the reliability and
availability of the SCDN are significantly  increased. Additionally, the
end-user can efficiently access segments of a large  payload
"out-of-order", e.g., fast-forwarding of a movie can be realized without
actually having to download all of the portions of the film that are not
actually  viewed. Importantly, pruning (freeing the storage used by some
blocks for use  by other blocks) can be done at the "block level" (versus
the entire "file level")  based on specific content provider policies,
e.g., pruning can be based on usage  patterns. Usage of the content can
also be rated at the block level. Block Size and File Distribution The size
of the blocks affects the performance of both content distribution  and
content delivery. Several important factors are considered in determining a
block size: 1) Ethernet MTU (Maximum Transmission Unit) size, 2) the size
of 2 5 APR 2005 WO 02/35799 PCTNS01/32638 -43 the physical units of
storage, 3) the time required to transfer a block (which is  related to the
network bandwidth), and 4) the shortest acceptable period to be  skipped in
response to a fast forward or rewind command during content delivery  (this
is called the minimum flash interval). Several goals come into play in
determining the block size. One goal is  to maximize space usage within an
MTU. which would make content distribution  more efficient. Another goal is
to minimize congestion at the distribution nodes.  Another important goal
for determining block size is to prevent storage  



fragmentation, since fragmentation degrades file system performance, again
consistent with achieving the other goals. Block sizes that are too big or
too small can affect performance.  Consider the fast forward command, for
example. If the block size were  too big, server response to fast forward
requests during a download  would be sluggish, as the server has to finish
downloading the particular  block file before it can process such requests.
Conversely, if the block size  were too small, fast forwarding to the end
of the block would be very  quick. If the block size is within the minimum
flash interval, another  distribution server can respond to fastforward
requests by retrieving the  block containing the target content. Based on
the above criteria, assumptions made about the physical network  that
supports the SCDN, and assumption relating to the size of the flash
interval  and minimizing network congestion, the block size in a one
embodiment may be  256 Kbytes, for example. It will be evident to those of
ordinary skill in the art  that the block size could change when one or
more of the assumptions change and  that the value may be implementation
and application specific. Additionally, the block size in the storage of a
delivery network does not  have to be a constant. Each DS in the network
may have its own setting WO 02/35799 -44 2 5 APR 2005  PCT1US01/32633
depending on the specific nature of the storage devices and its network
condition.  Each file may have a different block size. The numberof blocks
distributed to a qualified node during the initial file  distribution phase
is determined by a number of factors, including the distance  from the
originating DS (i.e., where the file was uploaded) to the node, the front
and back end bandwidth of the node (the current network conditions),
predicted  network conditions, the history usage information of the node, a
"popularity"  



index set by the content provider, as well as the storage available at that
node to  the content provider. Scalability and Adaptability (Learning and
Pruning) A SCDN in accordance with an embodiment of the present invention
is  highly scalable. For example, when a new node is added to the SCDN, it
downloads the initial content it needs by employing one of several
different  adaptable initialization processes. In one embodiment of the
invention, an "Auto- Initialization" process is used. When a node is added
to an SCDN, it is given a  set of attributes. In the auto-initialization
process, as soon as the node is  connected to the network, it issues an FDP
"Learn" or similar request to all its  neighbors. The node encodes its
attributes in the learn request. The neighbors  offer content, consistent
with the new node's attributes, to it for downloading.  The neighbors then
pass on the new nodes learn request to all of their neighbors,  which take
similar action. Thus, the new node's learn request traverses the entire
network and all the nodes in the network respond to the learn request if
they have  contents appropriate for the new node. The new node collects all
the information,  downloads the necessary initial contents, and is now a
functioning element of the  SCDN. WO 02/35799 -d5 PCT/US01/32638 An example
of this auto-initialization process will be discussed in the  context of
Figure 25, which illustrates new node J added to the SCDN. A learn  request
is initiated by node J as soon as it is connected to the SCDN. It issues
the  learn request, which contains its attribute bitmap, to all its
neighbors. In this example, there is only one immediate neighbor, node G.
When  node G receives the "learn" request, it compares node J's attribute
bitmap to the  distribution criteria of its own content. Node G replies to
node J if it has any  appropriate content for node J to download. Node G
then passes the learn  request to all its neighbors (i.e., Nodes T and C)
other than node J, the initiating  



node. Each node to which the request is passed likewise evaluates the learn
request, conditionally replies, and propagates the request in accordance
with the  foregoing. The learn request terminates when it encounters a leaf
node or a "terminating" node. As the ]cam request traverses the SCDN, all
the nodes respond to node J  if they have contents that node J should have,
Finally, node J collects all the  response information and downloads the
necessary initial contents from the nodes  that can most optimally supply
them. Node J is now available to service content  delivery requests. There
are additional situations in which learning and adaptation processes  may
be used in other embodiments of the invention. For example, as a large
payload file is accessed, VFCS serves the content to Application Servers
(such  as Streaming Servers), while it also communicates with distribution
servers to  pull missing content portions from other locations. As more and
more content  portions are downloaded to satisfy end-user requests. the
storage space for each  content provider must be carefully monitored. Based
on storage availability and  usage information collected by VFCS, a pruning
process could be used to remove  certain blocks of media files. The policy
associated with the pruning process  should address: (1) when to prune. (2)
how much to prune, and (3) which blocks 2 5 APR 2005 WO 02/35799
PCT/US01/32638 -46 to prune. After pruning, a server's storage system may
contain entire media files  or non-contiguous segments of files that are
accessed frequently by local users.  Additionally, the content provider
might be apprised that more storage or more  Distribution Servers,
Application Servers, or VFCS Servers should be added to  the network.
Scalable Content Delivery Network with Stations Figure 14 is an
illustrative example of another embodiment of the  Scalable Content
Delivery Network. SCDN 1400 is essentially the same as  



SCDN 500 (see Figure 5) with the individual Distribution Centers and
individual  Application Servers of SCDN 500 replaced by a plurality of SCDN
Stations 1410  and a Central Station 1420. As in the earlier embodiments,
the stations of SCDN 1400 are organized  in a logical virtual tree
structure in which each node in the tree has a set of  attributes. Thus,
each Station has an attribute set that is stored in the node and  can be
represented in any convenient data structure, e.g.. the attribute set can
be  represented as an attribute bitmap. Furthermore, each Station (i.e.,
node) also  contains a representation of the rolled up attribute set of
each of the Station's  child-Stations. This representation is called the
"Rolled Upset of Attributes" and  any convenient data structure can be used
for it, e.g., a "Rolled Up Bitmap",  which may be the defined as the
"binary OR" combination of all rolled up  attribute bitmaps from the
child-Stations. The distribution servers within a  Distribution Server
Cluster use the attribute bitmap to distribute and route  portions of large
payload files and they use the aggregated rolled-up attribute  bitmap to
terminate unnecessary propagation of messages. One of the Stations  in an
SCDN is designated the "Central Station". The Central Station holds an
attribute database table that matches text strings to bit positions. e.g..
a reference WO 02/35799 pcT/Usol/3 cis APR 2005, -47 table. Central Station
1420 is not necessarily a data repository for all content but  may contain
some or all the content. In one or more embodiments of the present
invention, an SCDN station  (a.k.a. "Data Center") may be configured as
shown in Figure 15. Station 1410  includes a Distribution Server Cluster
(DSC)1510, an Application Server Cluster  (ASC) 1520, a Control Unit (CU)
1550, a shared Storage System 1530. a Storage  Switch 1540, and
Intra-Station Control related Switch 1515. The distribution  server cluster
1510 communicates with storage system 1530 through storage  switch 1540
using communication links 1541 and 1544. The application server  cluster
1520 communicates with storage system 1530 through storage switch  



1540 using communication links 1543 and 1545. The control unit 1550,
distribution server cluster 1510, and application server cluster 1520 all
communicate through intra-station control related switch 1515. which
communicates with storage switch 1540. The control unit has its local
storage  system 1560. The various components will be discussed in more
detail later in  this specification. Figure 16 provides an alternate
illustration of the SCDN of Figure 14.  FigurelG is an abstract
representation of the Internet. Comparable to the network  core 505 of
Figure 14, high-speed backbones 1605-1 through 1605-N, generally  owned and
operated by long-haul communications providers, are coupled via  peering
point 1610-1 (and other peering points not shown). Telecom Access  Facility
1650, Server Farm Facility 1640, Corporate Network 1630, and Co- location
Facility 1620, arrange with one or more Tong-haul communications  providers
to gain access to one or more of the backbones. Each of these major
facility types generally provides fractional access to the backbones to
secondary  companies, groups, and individuals under, a wide variety of
arrangements.  (Telecom Access Facility 1650, should be construed to
included such  telecommunication variants as Internet Service Providers
providing Dial-up WO 02/35799 PCT/USO1/32638 -48 Analog Modem access, Cable
System Head Ends providing cable modem access,  and Telephone Company
Central Offices providing DSL and other data  communication variants.) As
shown, end-user client systems (e.g., EUC 1655 and EUC 1639),  generally
access or provide email, web-pages, and otherlnternet-based resources,  via
Telecom Access Facility 1650 or via connection through subsidiary portions
of corporate networks 1630. CPCs (e.g., 1636) generally upload content via
connections within a corporate network, although access via a telecom
access  facility is also common. The station specific local network 1621
may include one or more hubs,  



switches, or routers that interface the station components to the network
within  the facility where the station is located. The exact configuration
of station  specific local network 1621 is a function of the scale of the
station configuration  (i.e., the number of each particular kind of server
and the number of storage  volumes), the various traffic flows expected for
each station component, and the  particular details of the facility where
the station is located. While the station is  shown at co-location facility
1620, this is merely illustrative, as the station could  be located
anywhere within the larger network. Distribution Server Clusters A
Distribution Server Cluster (DSC) provides, among other things. system
fault tolerance and scalability. Figure 17 is an illustration of a
distribution server  cluster configuration. DSC 1510 includes a plurality
of Distribution Servers  1710-1 through 1710-N (collectively. 1710) and a
Load Balancer 1720. The  distribution servers, 1710, access data (e.g.,
Block Files) on Storage Volumes  1730-1 through 1730-V (collectively. 1730)
in the shared Storage System 1530  via Switch 1540. ADS (e.g., DS 1710-1)
in the distribution server cluster may 2 5 APR 2005, WO 02/35799 -49
PCTIUSOI/32638 issue a request (e.g., a search request) to a DS of a
neighbor station via requests  that are components of Outbound Traffic
1740. Similarly, a DS of a neighbor  station may issue a request (e.g.. a
learn request) to a DS within DSC 1510 via  requests that are components of
Inbound Traffic 1750. The Load Balancer 1720  dispatches the Inbound
Traffic 1750 to one of the distribution servers 1710-1  through 1710-N.
Load Balancer 1720 may be implemented as a load balancing  router in
various topological combinations with a standard router and may also
handle the outbound DS Traffic (e.g.. 1740). Each DS treats its requests
(search, team. etc.) as jobs to be executed. The  jobs are stored and
managed in Job Queues 1760-1 through 1760-N (collectively,  



1760) in the memory (e.g., random access memory) of each respective server.
Job Queue Images 1770-1 through 1770-N (collectively, 1770) corresponding
respectively to Job Queues 1760-1 through 1760-N. are stored in a database
in the  Storage System 1530. As discussed below, the Station's Control Unit
(CU) 1550  manages this and a number of other databases in Storage System
1530. Note that  the database containing Job Queue Image 1770 is mapped
onto Storage Volumes  1730 merely for convenience in making the
illustration. It should be apparent to  those of ordinary skill in the art
that the Job Queue Image database and other  SCDN-related databases may be
mapped onto any available Storage Volumes. Each DS periodically registers a
"heartbeat" in a Control Unit database  and, periodically, they watch for
each other's heartbeat. During startup (e.g.,  power-up), the distribution
servers in a DSC vote for a "Master Server". If. for  example. DS 1710-1,
misses h heartbeats, where h is a configurable parameter,  it is assumed
that DS 1710-1 is no longer functioning. The Master Server then
re-distributes the jobs associated with DS 1710-1 to the active (i.e.,
living)  distribution servers within the DSC. If the Master Server ceases
to function, all  the living distribution servers vote for a new Master
Server. The new Master WV'O 02/35799 _50 PCT/USO1/32638 2 5 APR 2005,
Server then re-distributes the previous Master Server's orphaned jobs, if
any  exist. In the event that the Control Unit's database is no longer
accessible, the  distribution servers function as usual except that their
job queues are mirrored to  the local storage of each individual server
machine. During this time, it could  happen that either a DS's job queue
database cannot be accessed or a DS crashes.  If either event occurs, the
server machine would eventually need to be re-started.  It would then read
and recover all the jobs saved in its local file system prior to  the
failure. Application Server Clusters 



An Application Server Cluster (ASC) provides, among other things,  services
to the end-user (e.g., streaming a full-length movie to an end-user's
client  system), while providing system fault tolerance and scalability.
Figures 18A  through 18C provide three illustrative embodiments of the
application server  cluster. Across all three embodiments, ASC 1520
includes Load Balancers 1820  and 1830, a pluralityofApplication Servers
1810-1 through 1810-M (collectively  1810), and a plurality of VFCS Servers
1840-1 through 1840-L (collectively  1840). The application server clusters
provide fault-tolerant and scalable system  performance. For example, if
one of the Application Servers fail or if one of the  VFCS Servers fail,
one of the other existing Application Servers or VFCS  Servers.
respectively, will process the requests. Similarly, if more system
performance is required, the Application Servers, VFCS Servers, or storage
capacity of the Storage System can be increased as required. Figure 18A is
an illustrative embodiment of the Application Server  Cluster 1520 of
Figure 15. Each Application Server 1810 accesses data  (e.g., large payload
files) via one of the Station's VFCS Servers 1840, WO 02/35799 -51
PCT/USO1/32638 5 APR 2005, which in turn access data in the Storage System
1530 via Switch 1540.  Although they are shown logically as two separate
units in Fig.18A, Load  Balancer 1820 and Load Balancer 1830 may be the
same physical unit.  Also, Application Server 1810 and VFCS server 1840 may
be contained in  the same physical unit thereby eliminating one of load
balancers 1820 and  1830. An end-user requests a large payload file using a
standard interface (such  as a web browser) that is running on the
end-user's client machine. As a result,  a service request for the file is
sent to an ASC and arrives at Load Balancer 1820.  The inbound data packets
for the service request are forwarded by Load Balancer  1820 to one of the
Application Servers 1810, e.g.. Application Server 1810-1 (an  



arbitrary illustrative one of 1810-1 through 1810-M). Application Server
1810-1  issues a request for the required data to Load Balancer 1830. Load
Balancer 1830  selects one the of Station's VFCS Servers 1840, e.g., VFCS
1840-3 (an arbitrary  illustrative one of 1840-1 through 1840-L), to handle
the request and forwards the  data packets from Application Server 1810-1
to VFCS 1840-3. Assuming all of  the requested data is present in Storage
System 1530. VFCS 1840-3 processes the  request by accessing the data in
Storage System 1530 via Switch 1540 and sends  data and response back to
Application Server 1810-1 via Load Balancer 1830. When Application Server
1810-1 establishes a session with VFCS 1840-3,  Load Balancer 1830
continues to forward data back and forth between  Application Server 1810-1
and VFCS 1840-3. If Load Balancer 1830 supports  the previously described
(i.e., in the background section) "sticky" feature and the  "sticky"
feature is turned "on", data from Application Server 1810-I may  continue
to be directed to VFCS 1840-3 beyond the current session, if VFCS  1840-3
remains available (i.e.. if Load Balancer 1830 does not allocate VFCS
1840-3 to another Application Server). When VFCS 1840-3 becomes
unavailable, Load Balancer 1830 directs data packets from Application
Server WO 02/35799 PCT/USO1/32638 -52 1810-1 to another VFCS Server,e.g.,
VFCS 1840-1 (another arbitrary illustrative  one of 1840-1 through 1840-M).
VFCS 1840-1 processes the request from  Application Server 1810-1 and sends
response data packets to Application Server  1810-1 via Load Balancer 1830.
Data packets from Application Server 1810-1  are sent back to the client
via Load Balancer 1820. Just like Load Balancer 1830.  Load Balancer 1820
maintains a persistent session between the end-user's client  system and
Application Server 1810-1. Load Balancer 1820 may also provide the
.'sticky" feature. When a new request from a different end-user client
system arrives at  Load Balancer 1820 of the ASC, Load Balancer 1820
forwards the new request  to an available Application Server. e.g.,
Application Server 1810-3 (another  



arbitrary illustrative one of 1810-1 through 1810-M). Application Server
1810-3  processes the request and in turn makes a data request to one of
the Station's  VFCS Servers via Load Balancer 1830, e.g., VFCS 1840-2
(another arbitrary  illustrative one of 1840-1 through 1840-L). Load
Balancer 1830 then forwards  the data packets from Application Server
1810-3 to VFCS 1840-2. VFCS 1840-2  processes the request from Application
Server 1810-3 and sends responses back  to Application Server 1810-3 via
Load Balancer 1830. Application Server 1810- 3 sends responses to the new
end-user client system via Load Balancer 1820. Figure 18B is another
illustrative embodiment of the Application Server  Cluster 1520 of Figure
15. The embodiment of ASC 1520 in Figure 18B,  includes one or more
Application Servers 1810-1 through 1810-M (collectively  1810). Load
Balancer 1820 with low bandwidth capability, Router 1825 with high  network
throughput, Load Balancer 1830 (also with low bandwidth capability),
Router 1835 and one ormore VFCS Servers 1840-1 through 1840-L
(collectively,  1840). Each Application Server accesses data (e.g.. large
payload files) via one  of the Station's VFCS Servers 1840, which in turn
accesses data in Storage  System 1530 via Switch 1540. Although they are
shown logically as two separate WO 02/35799 -53 PCT/US01/32638 5 APR 2005
units in Figure 18B, Load Balancer 1820 and Load Balancer 1830 may be the
same physical unit, and Router 1825 and Router 1835 may be the same
physical  unit. Also, Application Server 1810 and VFCS server 1840 may be
contained in  the same physical unit thereby eliminating one of load
balancers 1820 and 1830  and routers 1825 and 1835. Thus, a configuration
according to an embodiment  of the present invention eliminates load
balancer 1830, router 1835, and combines  application server 1810 with VFCS
server 1840. The present embodiment leverages the fact that the outbound
traffic from  both the VFCS Servers 1840 and the Application Servers 1810
of the application  server cluster is significantly higher than the inbound
traffic. As shown in Figure  



18B, the outbound traffic is sent to Router 1825 and Router 1835 and Load
Balancer 1820 and Load Balancer 1830. while the inbound traffic is sent to
the  load balancers and not the routers. By separating the inbound and
outbound  traffic, this embodiment contributes to network performance
improvement. An end-user requests a large payload file using a standard
interface (such  as a web browser) that is running on the end-user's client
machine. As a result,  a service request for the file is sent to an ASC and
arrives at Load Balancer 1820.  The inbound data packets of the service
request are forwarded by Load Balancer  1820 to one of Application Servers
1810, e.g., Application Server 1810-1 (an  arbitrary illustrative one of
1810-1 through 1810-M). Application Server 1810-1  issues a request for the
required data to Load Balancer 1830. Load Balancer 1830  selects one of
VFCS Servers 1840, e.g., VFCS 1840-1 (an arbitrary illustrative  one of
1840-1 through 1840-L), to handle the request and forwards the data
packets from Application Server 1810-1 to VFCS 1840-1. Assuming all of the
requested data is present in Storage System 1530, VFCS 1840-1 processes the
request by accessing the data in Storage System 1530 via Switch 1540 and
sends  the data and a response back to Application Server 1810-1 via Router
1835. When Application Server 1810-1 establishes a session with VFCS
1840-1. WO 02/35799 -54 Z ~ APR 2005,'  PCT/USO1/32638 Load Balancer 1830
continues to send data from Application Server 1810-1 to  VFCS 1840-1. If
Load Balancer 1830 supports the "sticky" feature and that  feature is
turned "on", data from Application Server 1810-1 may continue to be
directed to VFCS 1840-1 beyond the current session, so long as VFCS 1840-1
remains available (i.e., if Load Balancer 1830 does not allocate VFCS
1840-1 to  another Application Server). The data from VFCS 1840-1 to
Application Server  1810-1 flows through Router 1835. Router 1835 forwards
data packets it  receives from VFCS 1840-1 to Application Server 1810-1.
Application Server  



1810-1 sends data packets to the end-user client system via Router 1825.
When a new request from a different end-user client arrives at Load
Balancer 1820 of the ASC, Load Balancer 1820 forwards the new request to an
available Application Server, e.g., Application Server 1810-3 (another
arbitrary  illustrative one of 1810-1 through 1810-M). Application Server
1810-3 processes  the request and in turn issues a data request to one of
the VFCS Servers via Load  Balancer 1830, e.g., VFCS 1840-3 (another
arbitrary illustrative one of 1840-1  through 1840-L). VFCS 1840-3
processes the request from Application Server  1810-3 and sends data back
to Application Server 1810-3 via Router 1835.  Application Server 1810-3
sends response data back to the end-user client system  via Router 1825.
Figure 18C is a third illustrative embodiment of the Application Server
Cluster 1520 of Figure 15. This embodiment, which is quite similar to the
embodiment of Figure 18B, differs in two important aspects: (1) all
EUC-related  data traffic in and out of the ASC passes through Router 1825
and (2) all data  traffic between application servers 1810 and the VFCS
Servers 1840 passes  through Router 1835.. Inbound client data packets flow
through Router 1825 to Load Balancer  1820. Load Balancer 1820 then
dispatches the inbound traffic to the Application  Servers via Router 1825.
All outbound traffic flows through Router 1825 to the WO 02/35799 -55_ 2 5
APR 2005,  PCT/US01/32638 end-user client system. Inbound traffic to the
VFCS Servers flows from Router  1835 to Load Balancer 1830 and Load
Balancer 1830 dispatches the inbound  traffic to the VFCS Servers via
Router 1835. VFCS Server outbound traffic  flows through Router 1835 to the
corresponding Application Servers. Again,  Load Balancer 1820 and Load
Balancer 1830 may be the same physical unit, and  Router 1825 and Router
1835 may be the same physical unit. Also, Application  



Server 1810 and VFCS server 1840 may be contained in the same physical unit
thereby eliminating one of load balancers 1820 and 1830 and routers 1825
and  1835. Thus, a configuration according to an embodiment of the present
invention  eliminates load balancer 1830, router 1835, and combines
application server 1810  with VFCS server 1840. The embodiment of Figure
18A requires the least hardware. Moreover, it  requires a load balancer
with enough capacity to handle both inbound and  outbound traffic cluster.
The embodiments ofFigures 18B and 18C have obvious  advantages for clusters
with heavy outbound traffic and lower inbound traffic.  Both require two
small capacity load balancers. In the embodiment of Figure  18B, the
inbound and outbound traffic is split between the load balancers and
routers, while in the embodiment of Figure 18C, the inbound and outbound
traffic  goes through the routers, which use the load balancers as a
resource. For  application server clusters with heavy two-way traffic,
smaller capacity load  balancers and routers are desired such as in the
embodiments of Figures 18B and  18C. The embodiments of Figures 18B and ISC
may be configured using load  balancers that can operate in transparent
mode. The Virtual File Control System (VFCS) Protocol and VFCS Servers How
a VFCS Server processes an Application Server's file request if all  of the
requested data is present in the Station's Storage System was discussed in
WO 02/35799 2 5 APR 2005, PCT/USO1/32638 -56 the immediately preceding
section. What a VFCS Server does if all of the  requested data is not
present in the Station's Storage System is now discussed in  the context of
Figure 19. Assuming that VFCS 1840-3 is processing requests forApplication
Server  1810-1. If either additional or the full content of the requested
file is needed by  Application Server 1810-1. VFCS 1840-3 seeks the
assistance of a distribution  



server in the Station's distribution server cluster (e.g., 1510) to
retrieve the  missing content. This communication may be accomplished using
intra-station  data communication over a path that includes Intra-Station
Control-Related  Switch 1515, data communications path 1901 between Load
Balancer 1720 and  Switch 1515, and data communications path 1910 between
VFCS Servers 1840  and Switch 1515. It will be evident to those of ordinary
skill in the arts that the  path just described is merely illustrative and
that many other means for  accomplishing the required communication may be
used. VFCS 1840-3's request to the DSC is input to the Load Balancer 1720.
The load balancer (e.g., 1720) then selects an available distribution
server, e.g.,  DS 1710-2 (an arbitrary illustrative one of 1710-1
through.1710-N), to service the  request. DS 1710-2 issues a search request
as a component of Outbound DS  Traffic, on behalf of the Application Server
1810-1. to each of its neighbor  Stations to locate and download the needed
portions of the file. This searching  and downloading process has been
described above. When DS 1710-2 receives reply packets from the neighboring
Stations  indicating that they contain part of orthe entire requested file.
distribution servers  1710 in DSC 1510 will download the missing content
from those Stations that are  least congested and stores it locally in
Storage System 1530 via Switch 1540.  VFCS 1840-3 then processes
Application Server 1810-I's request by accessing  the data in Storage
System 1530 via Switch 1540 and sends data and response  back to
Application Server 1810-1 via Load Balancer 1830. WO 02/35799 -57 t2 5 APR
2005,  PCT/US01/32638 The Content Repository of an SCDN station may include
several storage  volumes (see Figure 7). During access of a content file
via VFCS 1840, if the  VFCS detects that all the block files that make up
the requested content file are  not available locally, it signals the DSC
1510 via an FDP prepare command to  



download the missing portions from other SCDN nodes. ADS in the DSC 1510
issues an FDP search command to DSs in its neighbor nodes in attempts to
locate  and download the missing block files from the least congested
stations. As the  block files are downloaded, the metadata of the content
file is updated to register  the existence of the block files in the local
storage volumes. In the event of failure of local storage volumes, data
resident in the local  storage volumes that are destroyed are treated as if
they are missing by the VFCS.  Hence, when a storage volume is destroyed,
and access to some block files of a  content file is requested, the VFCS
will detect that the block files are not  accessible and signal the DSC
that the block files are missing via the FDP prepare  or similar command.
ADS in theDSC simply assumes thatthe block files do not  exist locally
under this situation, thus it searches for the missing blocks in the  SCDN
network. When the missing data is located, the DSs in the DSC download  the
missing blocks and then update the file metadata accordingly. Over time.
block files on destroyed storage volumes are automatically recovered and
stored  in the good storage volumes, In order to achieve the VFCS functions
described in this and previous  sections, the VFCS can be implemented
either as a stackable file system, as a  proxy file server using an
underlying network file system such as NFS or CIFS,  or as a storage area
network, or direct attached storage, or as a combination of  these methods.
One such implementation in which VFCS is a proxy file server  using the NFS
protocol as an underlying network file system protocol is  described. One
of the main tasks of the VFCS is to reassemble block files in real WO
02/35799 -58 2 5 APR 2005:  PCT/US01/32638 time before sending them back to
an Application Server such that the Application  Server thinks that file
1/0 is done on a single file. In one embodiment of the  



invention, the Application Server may use the NFS protocol to communicate
with  the VFCS. In the NFS Protocol, a NFS client needs to obtain the file
handle for  the root of a file system before the file can be accessed
remotely. A NFS client  uses the NFS "mount" protocol to obtain a "file
handle" from a remote physical  file system. The NFS mount protocol allows
the server to hand out remote access  privileges to a restricted set of
clients and to perform various operating system- specific functions that
allow, for example, attaching a remote directory tree to a  local file
system. The VFCS enables the Application Servers to view the distributed
storage  volumes that exist within the SCDNstations as a single, large,
distributed virtual  storage system via the VFCS distributed virtual file
system. While the VFCS does  not actually provide the Application Servers
with direct (physical) access to the  real disk files, each VFCS Server may
do an NFS mount in such a way that the  Application Server it is serving
perceives the VFCS distributed virtual file system  as being physically
mounted on the VFCS. To achieve this, each VFCS Server  acts as both NFS
server and NFS client at the same time when performing a  single file I/O
request for an Application Server. Each VFCS Server has to  support the NFS
mount protocol when its role is as an NFS server and it must do  an NFS
mount as a client when accessing files from the Station's Storage System
devices, such as NAS devices. Thus, there are two different "mount"
operations  supported in VFCS to achieve file DO transparently with respect
to the  Application Servers. VFCS Server File System Overview When each
VFCS Server is initialized during its startup procedure, a WO 02/35799 -59
1 5 APR 2005  PCT/USO1/32638 VFCS mount daemon initializes a locally
instantiated (private to each VFCS  Server) "File System" via the NFS mount
procedure. The file system does not  



necessarily exist physically on any attached storage devices. In an
illustrative  embodiment, a private file system exists in the main memory
(e.g., some variant  of Dynamic Random Access Memory) of each VFCS Server.
Each VFCS  Server's private file system uses a "VFCS name space" that is
identical across all  the VFCS Servers. That is, each VFCS Server
references the files held in the  shared System Storage using a common
hierarchy and naming protocol. More  specifically, every file in each VFCS
Server's private file system tree has a  common and unique locator (path
name) and handle. This common VFCS name  space allows each file mounted at
the station to have a unique content locator  (filename) associated with
it. This allows the same filename to be used by all of  the Station's VFCS
Servers with identical result. Thus all of the VFCS Servers  within a
Station have equal access to the entire collection of large payload files
that are mounted at the Station. Whenever an Application Server invokes its
VFCS Client (i.e.. a VFCS access routine running on the Application Server)
to  mount the distributed virtual VFCS, the root file handle of the
distributed virtual  VFCS file system in the Station's Storage System is
returned. This root file  handle is then used to access large payload files
in the distributed virtual VFCS.  Because all of the Station's VFCS Servers
access the identical VFCS name space,  any VFCS Server could use the root
handle. In the event a VFCS Server crashes,  the VFCS Client (running on
the Application Server) retries accessing the  requested file using the
root file handle. Transparent to the Application Server,  the retryrequest
is routed to a different VFCS Server. The file handle thus offers a
persistence feature across all of the VFCS Servers in that it can survive
crashes  of one or more individual VFCS Servers. Station Control Unit and
Data Repository .2 5 APR 2005 WO 02/35799 -60 PCT/US01/32038 Figure 20 is
an illustration of the control unit and data of a station in the  



SCDN in accordance with an embodiment of the present invention. Station
1410  includes control unit 1550 and data repositories 2000. Control Unit
1550 may be  an embedded system that includes four subsystems, in one
embodiment of the  invention. Figure 20 identifies the Control Unit's
subsystems and data  repositories of a station. Control Unit 1550 includes
Resource Management  Subsystem 2050. Learning Subsystem 2060, Storage
Management Subsystem  2070, and Service Management Subsystem 2080.
collectively called control  subsystems. Data Repository 2000 within the
Station includes Network Resource  Repository 2010, History and Statistics
Resource Repository 2030, Event  Resource Repository 2040, and Content
Repository 1530. The Control Unit's Service Management Subsystem 2080
manages the  Station's DSs and VFCS Servers. The Resource Management
Subsystem 2050  supports SCDN network and service configurations and log
and usage data roll  up acti vities. Learning Subsystem 2060 supports
auto-initialization, incremental  content learning, and other adaptive
methods for management and control of the  station. Storage Management
Subsystem 2070 monitors cluster storage usage,  supports content rating and
pruning, and notifies the CMS of the storage usage  of each content
provider. Service Management Subsystem 2080 monitors and  controls services
based on threshold settings, issues SNMP (Simple Network  Management
Protocol) traps, export Enterprise MIB (management information  bases), and
export history, statistics, and event data. It will be evident to those  of
ordinary skill in the art that the functions described herein are used for
convenience and that other functions may be added, subtracted, or
substituted so  long as they result in efficient and reliable control and
management of the SCDN  station. WO 02/35799 -6t Control Subsystems of the
Station Control Unit .2 5 APR 2005  PCTIUS01/32638 



Resource Management Subsystem 2050 includes a Configuration Server,  a
Resource Manager, and a Content Usage Statistics Rollup Agent. The
Configuration Server supports the configuration of the Station. i.e., the
initialization and maintenance of the configuration data in the Network
Resource  Repository. The Configuration Server of the Central Station
allows the configuration  of an attribution table for the SCDN. This
configuration data is also maintained  in Network Resource Repository 2010.
Using Figure 25 as an illustration, when  a new station (e.g., Station J)
is created and configured, the Resource Manager  of Station J notifies the
Resource Manager of its parent station (e.g., Station G)  and the Resource
Manager of the Central Station to update their topology maps  and roll up
the attributes of Station J. The Resource Manager of Station G  updates its
partial topology, notifies its DSs of the new station, and sends its
neighbor station's (e.g., Stations C and I) Resource Managers the same
data. All  Resource Managers within a two-hub, for example, vicinity of
Station J update  their partial topology map and notify their DSs. The
Resource Manager of  Station G then rolls up the attributes of Station J to
the Resource Manager of the  parent of Station G. In the successive
roll-ups that follow, the attributes of  Station J would reach all the way
to the SCDN's root station. When the Resource Managerof the Central Station
receives a new station  notification, it adds the new station to its SCDN
network topology. The Central  Station keeps a full copy of the SCDN
network topology. Only the Central  Station owns the SCDN attribute table:
thus, its Resource Manager responds to  queries regarding entries in this
table. When attributes of Station H are changed, the attributes are rolled
all the  way up to SCDN's root station through the chain of Resource
Managers. The WO 02/35799 -62 2 5 APR 2005  PCT/USOI/32638 



Resource Manager of Station H also invokes its local Learning Agent to
update  the local content in accordance with its new attributes. In the
event of changes to the IP address of the Control Unit of Station H,  or
the IP address of the primary DS of Station H, or the IP address of the
DSs'  Load Balancing Router of Station H, the Resource Manager of Station H
would  notify all neighboring stations' Resource Managers to update their
Network  Resource Repository. These Resource Managers would in turn notify
their  neighbors of the changes. The propagation of the changes may
terminate after  two-hubs. A Resource Manager manages the local Network
Resource Repository  data, communicates with other Resource Managers to
update the data, and  distributes the configuration data to the local
services, such as the DSs and VFCS  Servers. A Content Usage Statistics
Rollup Agent periodically rolls up Content  Service and Content Usage to
the relevant Content Management Server. The Learning Subsystem 2060
provides adaptive methods of station  management and control. Learning
occurs when the attributes of a station  changes, which includes the
creation of a new station. Learning can alsQ be used  to recover content
due to storage failure. Learning is performed by the Learning  Agent in the
Learning Subsystem and is invoked by the Resource Manager. In  one
embodiment of the invention, there are two different learning modes -active
and passive, content learning includes two phases-the discovery phase and
the  content modification phase. In Active mode, during the discovery
phase. a Learning Agent queries all  Content Management servers in the
network for a list of contents to be  downloaded or deleted as a result of
the attribute changes. The Learn ing Agent  locates the Content Management
Servers from the Content Provider Data Table  in the Content Repository.
For a new station, the Learning agent gets the Content  Provider Data Table
from its SCDN parent node and saves the table into the 2 5 APR 2005,  WO
02/35799 PCT/USOI/32638 



-63 Content Repository of the new station. During the content modification
phase,  which follows the discovery phase, the Learning agent deletes
unnecessary  content by issuing remove requests to a local DS for the
specific media files to  be removed. To add content, the Learning agent
iterates through the content list  it obtained during the discovery phase,
and for every file in the list, it issues an  FDP "fetch" or similar
request to the DSs in Station H. For each file, a DS in  Station H issues a
"fetch-info" or similar packet to the DSs of the assigned  station of the
appropriate content provider's CMS. This is done to retrieve each  file's
metadata. ADS in Station H then issues an FDP search or similar request  to
each of its neighboring DSs to locate the file. Whenever a DS in the
network,  for example a DS in Station D, receives a search request for a
file, the DS passes  the request to all its qualified neighbors (e.g.,
Station B). If the requested file  exists at Station D, the DS in Station D
issues an FDP type "search_reply" to the  DSs in Station H. A DS at Station
H then issues FDP "get" to download the  content. A search request may
yield multiple "search-reply" commands being  sent to the teaming station.
Each "search reply" includes the service and network  load of the searched
Station D. The DSs at Station H download each file from  the least "busy"
station(s). A file may be downloaded from multiple locations in  parallel.
The FDP protocol includes a priority tag. The Learning Agent may  control
its learning speed by adjusting the priority tag in the prepare request.
The  Learning Agent may also control its fetch request rate. One advantage
of active  teaming is that the content learning table can be manually
created to direct a  Learning Agent to delete or download content. As the
DSs download new files,  the Learning Agent picks up the history log from
the local DSs and determines  when learning has been completed. In the
passive learning mode, during discovery phase, the Learning Agent  issues a
learn request to the DSs at every neighboring stations. The learn request
includes the old and new attributes of the learningstation. Every station
forwards WO 02135799 



-64 L2 5 APR 2005~  PCTIUSOI/32638 the learn request to its own neighbors,
such that the learn request would propagate  through the entire network.
Upon receiving a learn request. a DS at a given  Station (e.g..B) examines
the old and new attributes of the learning Station (e.g..  H). and obtains
a list of necessary media files for Station H from Station B's local
storage. For each media file in the list. a DS at Station B issues an FDP
.,replicate" or similar request to the DSs at Station ff. Station H
collects the list  of necessary content, figures out what it needs to
delete and what it needs to  download. During the content modification
phase in the passive mode. based on  the list of content it obtained during
the discovery phase, the DS cluster in Station  H issues "remove" command
to itself to remove unnecessary content, and "geC'  commands or similar
request to the DSs in the Station where the "replicate"  request was issued
(e.g., B) to download portions of the file. A DS may yield the  processing
of learn requests to other more important requests. The learn request  may
result in the issuance of the "replicate" notification for the same media
file  from one or more stations, by downloading a file from multiple
locations, the DS  is preventing congestion of any particular node in the
network. The Storage Management Subsystem 2070 includes a Storage
Management Agent as its primary component. The Storage Management Agent  1)
monitors the total local storage availability and the storage availability
of a  content provider. 2) adjusts the "popularity" index of a file: 3)
determines a  storage safety threshold for each content provider, 4)
schedules content pruning:  5) computes pruning amount, 6) removes the
least likely to be used blocks of a  file-, and 7) reports storage usage
information and shortage warnings to Content  Management servers. The
content provider, through a Content Management application, sets the
initial "popularity" index of a file. This initial value serves as a
prediction of the  likelihood of the file to be accessed in the near
future. The DSs rely on the  



"popularity" index. along with storage availability. location of station.
and WO 02/35799 -65 2 5 APR 2005  PCT/US01/32638 network environment, to
decide on what portions of a file, the initial block size,  and the number
of blocks that is output to local storage by the blocking process  930
(Figure 9). The Storage Management Agent uses the VFCS Server history log
data  and data in the File Metadata Database to determine a reasonable
storage safety  threshold, adjusts the "popularity" index of a file, and
identifies the least likely  to be used blocks. A storage safety threshold
is the minimum amount of free  storage each content provider must reserve
at all times. Based on storage  availability and the DS activities, the
Storage Management Agent determines the  total amount of data to be pruned
for each content provider and schedules the  deletion of the least likely
to be used blocks. When content pruning rate for a content provider exceeds
a certain limit,  the Storage Management Agent issues an RPC call (Remote
Procedure Call) to  notify the Content Management Application server to
which the content provider  is assigned. The Content Management Application
prevents a content provider  from uploading any new content when the
content provider's storage is low. In one embodiment of the invention, the
Service Management Subsystem  2080 includes the following components:
History Log Handler, Statistics  Handler, Event Handler, Threshold Monitor,
Trap Agent, SNMP (Simple  Network Management Protocol) stack, Presentation
Agent, and Service  Agreement Policy Agents. A History Log Handler and a
Statistics Handler  collect statistics and task/transaction logs from the
local devices and Servers, and  save all log and statistic information into
the History and Statistics Repository.  While a station is learning, a
History Log Handler forwards all the file download  records to the Learning
Agent to notify the agent of the download status. This  



handler also forwards the inbound and outbound data transfer information
recorded from local DSs to the Content Provider Storage Usage Table. The
Content Usage and-Statistics Database is also updated by the Statistic
Handler. WO 02/35799 -66 2 5 APR 2005  PCT/USOI/32638 An Event Handler
saves received events into the Event Data Repository  2040. The events
stored may originate from any of the DSs, VFCS Servers.  control units, or
any other devices in the station. Depending on the event class  and the
severity of a problem, the Event Handler may report the event to the Trap
Agent. The Threshold Monitor constantly compares various threshold settings
against current readings collected by the Statistics Handler. If a
threshold is  reached, the Threshold Monitor forwards alarms to the Trap
Agent. The Trap  Agentreceives events and alarms from the Event Handler and
Threshold Monitor.  It logs the events and alarms and forwards them to the
Presentation Agent and  SNMP Trap Agent to notify operators. The
Presentation Agent distributes  program objects (e.g., Java applets) to the
Service Management application and  to the end-user's browser. The applets
channel threshold settings. performance  data, network topology, usage log,
and events from data repositories to network  operators. Data from the
History and Statistics Repository and Event Repository can  be either
pushed to, or pulled from, a Presentation Agent. Service Agreement  Policy
Agents retrieve data from History and Statistics Repository and feed the
information to a Service Agreement Policy Server, where business agreement
and  policy (such as guaranteed quality of service per customer) can be
enforced. Network Resource Repository of a Station The Network Resource
Repository 2010 contains network and station  configuration data. The
network configuration data may include the topology of  partial or the
entire network and a complete attribute table. This data is created  



and updated by Resource Management Subsystem 2050. The station
configuration data includes the LP addresses of all the devices,  station
attribute, rolled up attributes, load balancing configurations, database 2
5 APR 2005, WO 02/35799 PCT/US01/32638 -67 I configuration, routing
configuration, statistic data collection interval, heartbeat  interval,
local storage volumes and their configuration, etc. The configuration  data
is created and updated by Resource Management Subsystem 2050. History and
Statistics Repository of a Station The History and Statistics Repository
2030 stores data gathered by the  Service Management Subsystem. This data
repository includes 1) history logs of  the devices, 2) server and network
statistics, 3) the content provider usage table,  and 4) the content usage
and statistic table. The foregoing data collections  contain information
obtained from many sources, including: the DSs. VFCS  Servers, Application
Servers, Learning Subsystem 2060, load balancers, and  Storage Management
subsystem 2070. Learning Subsystem 2060 uses the history information to
interpret the  state of learning. Service Management Subsystem 2080
evaluates statistics information and  compares it to a user-defined
resource-usage threshold to decide whether to send  a notification to an
operator via the management console, or turn services on or  off as
configured by the operators. Storage Management Subsystem 2070 uses the
history logs from DSs and  VFCSs to determine when, what, and how much
content to prune. The content provider usage table is generated by Storage
Management  Subsystem 2070 from data gathered by Service Management
Subsystem 2080.  The data roll up function provided by Resource Management
Subsystem 2050  rolls up a copy of this same information to the assigned
Content Management  



Server of each content provider. The content usage and statistics table
data is gathered by Application  Server usage log parsers and forwarded to
the Control Unit's database by Service 2 5 APR 2001 WO 02/35799
PCT/USOI/32638 -68 Management Subsystem 2080. A copy of this same
information is rolled up to  the assigned Content Management Server of each
content provider by the roll up  function provided by Resource Management
Subsystem 2050. Event Resource Repository of a Station Event Resource
Repository 2040 includes data sets that support events  (e.g..
notification, warning, and error message), job queue, server heartbeat,'and
server registry data. The server registry data includes the Server ID,
service type,  etc. The Service Management Subsystem gathers the
notification, warning, and  error messages from a variety of local sources,
including the DSs, VFCS servers,  the Resource Management Subsystem, the
load balancers. the Learning  Subsystem, and the Storage Management
Subsystem. Station "events" are  organized into different categories, and
notifications are generated and forwarded  to the management console in
accordance with station configuration data.  Service Management subsystem
2080 relies on the heartbeat table to determine  if a serveris functioning.
TheDSs use the server registry, heartbeat table, and job  queue to
load-balance their server cluster, and to monitor one another for fault-
tolerance. Service Management Subsystem 2080 uses the server registry and
heartbeat table to monitor the services in the station, it shutdown during
power  failure and restart services upon server failure. Content Repository
of a Station Content Repository 1530 includes Content Provider Information.
File  Distribution Criteria of the media files residing locally. File
Metadata, and the  content blocks. The content provider information
includes the content provider's  account information, assigned Content
Management Server, reserved storage, 



WO 02/35799 -69 2 5 APR 2005  PCT/US01/32638 number of media files, etc.
The File Metadata includes the media file's attributes,  information on how
the media file is divided into block files, and the indexes in  the local
storage volumes for its block files. The content repository 1530 may  span
multiple local storage volumes. For example, content blocks of a media file
are distributed across multiple storage volumes. The Content repository is
also  called the Shared Storage System. There are multiple storage volumes
in the shared Storage System 1530  (Figure 15). These volumes contain a
number of important databases illustrated  in Figure 20 such as: The
Content ProviderData Table, File Distribution Criteria  Table, the File
Metadata Database, and the content block files. These databases  are stored
independently and may be mapped arbitrarily anywhere within shared  Storage
System 1530. The Content Provider Data Table and File Distribution
Criteria Table also exist in each Content Management Server system. The
tables  in the Content Management Server only include the data of the
content providers  that are assigned to that CMS. The Content Provider Data
Table at each station  includes the information of all the content
providers of the SCDN, and the File  Distribution Criteria Table includes
only the media files that are replicated to the  station. Only the DSs,
VFCS Servers, and the SMS 2070 can access the Storage  System. The DSs can
read and write to the shared Storage System; however, the  VFCS Servers and
the SMS 2070 can only access it in a read-only mode. The  Learning Agent
also writes to the Storage System when it creates the initial  Content
Provider Data Table during the Learning Agent's initialization phase. The
Content Provider Data Table includes information such as content  provider
account information, the content provider assigned Content Management
Server address, reserved storage"content provider's policy server, etc. 



File Distribution Criteria Database includes the distribution criteria for
each content file. WO 02/35799 -70 PCT/us01/32638 2 5 APR 2005 Block files
contain the actual content for each content file. A hashed key  which is a
combination of the content provider ID. media file ID, track ID, and  block
number is used to define the path name of the block files for accelerated
data access. The File Metadata Database The File Metadata Database holds
file metadata related to the block files  which includes content provider
ID, initial popularity index, block size, actual  usage rating, media size,
attributes, minimum retained size, access time stamps, track file indices,
block file indices, storage volume indices, etc. As indicated, the file
metadata specifies the block size used for its  associated file. All blocks
in the file are the same size, except for the last block,  which will be
smaller unless the file (if the file is a linear file) or the last track
(if  the file is a non-linear file) happens to be of a size that is an
exact multiple of the  block size. The file metadata also includes
information to construct a block's actual  location. Since blocks can be
distributed across multiple storage devices within  the Storage System,
there may be multiple block storage path roots. Within each  storage path
root, a block's location and file name are deterministic. A series of
subdirectories is created to ensure that a limited number of files and
subdirectories are contained within a given directory. Distribution servers
communicate with one another and the Content  Management application in
order to transfer large payload files in the SCDN.  The DSs modify entries
in the File Metadata Database when they add or remove  blocks in the shared
Storage System. A sequence server, which serves essentially  as a lock
manager, may be used to synchronize access to the file metadata  



database by multiple DSs. VFCS servers, storage managers, etc., to prevent
2 5 APR 2005, WO 02/35799 -71 PCT/US01/32638 possible race (e.g., conflict)
condition. VFCS servers use information in the File  Metadata Database to
assemble and multiplex appropriate blocks into files forthe  Application
Servers. The Storage Management Subsystem watches the available  shared
storage, the content provider's reserved storage, and the usage logs. It
initiates the removal of less popular content to make room for more popular
and  new content when available storage is running low. It does this by
instructing the  DS to remove some of their associated blocks that are
least likely to be used. It  accesses the File Metadata Database to
determine how many and which blocks  it will request to be deleted. The
particular implementation of the Content Repository depends on the  host
environment. For example, it could be a traditional RDBMS (relational
database management system) or it could be a collection of flat files in
directories. For performance and reliability reasons, one embodiment of the
invention uses flat files in directories to implement the Content
Repository.  Tables are implemented as either a single file with
fixed-length records, or as  separate files for each record. Using a single
file has performance advantages  when reading a complete list of records or
when searching records when the  record ID is not known. Using separate
files has performance advantages when  accessing a record via a known
record ID. The Content Provider Data Table, File  Distribution Criteria
Table, and File Metadata Database are stored in a directory  whose path is
known to the interface that the DSs, VFCS Servers, and the SMS  2070 use to
access the file metadata stored therein. Station Operation and Data Flow
Examples of Station operation and data flow are given in the context of
Figures 21 A through 21 G. In conjunction with these figures, several
interactions 



WO 02/35799 -72 2 5 APR 2005  PCTIUSO1/32638 between the Application
Servers, VFCS Servers, and the Distribution Servers will  be identified
below: Figure 21 A illustrates the request of a large payload file, the
passing of the  request to a selected VFCS server, a request to a DS to
prepare the file, initial  retrieval of the file from shared storage. Table
I shows the station interactions:  Table 1: Station Interactions in Figure
21A Reference #Interaction Description 2101AIncoming request to Load
Balancing and Routing Function 1820 and 1825 from end-user 2101BRequest
delivered to selected AS within AS<l..lvb 1810 2101CApplication Server
request delivered to Load Balancing and Routing Function 1830 and 1835
2102Load Balancing and Routing Function 1830 and 1835 selects one of the
VFCS Servers, e.g., VFCS 1840-1 (an arbitrary illustrative one of 1840-1
through 1840-L), and passes the request to it. 2103VFCS 1840-1 requests a
DS, via Load Balancer 1720, to "prepare" the file 2104AVFCS 1840-1 begins
retrieving data from the shared storage. Figure 21B illustrates initial
return of file data, forwarding the request to  a selected DS, the issuance
of a search request for missing portions, storage of  network retrieved
portions, and logging of usage information. Table 2 shows the  station
interactions: .2 5 APR 200, WO 02/35799 -73 



Table 2: Station Interactions in Figure 21B PCT/USO1/32638 Reference
#Interaction Description 2104AVFCS 1840-1 assembles and multiplexes the
blocks retrieved from Storage System 1530 into a file in real time.
(Whenever a block is required, i.e., either now or in the future, the VFCS
signals the DS of this fact. VFCS 1840-1 then polls the File Metadata
Database until the fact that the required block has been stored in the
Storage System has been indicated.) 2104BVFCS 1840-1 passes data for the
Application Server through Load Balancing and Routing Function 1830 and
1835. 2104CLoad Balancing and Routing Function 1830 and 1835 returns data
originating from VFCS 1840-1 to the Application Server. (The Application
Servercontinues to request data from VFCS 1840-1 until the entire file has
been returned or VFCS 1840-1 fails.) 2104DThe Application Server passes
data for the end-user through Load Balancing and Routing Function 1820 and
1825. 2104Eoad Balancing and Routing Function 1820 and 1825 returns data
originating from the Application Server to the end-user. 12105Load Balancer
1720 selects an available DS, e.g., DS 1710-1 (an arbitrary illustrative
one of 1710-1 through 1710-N), and forwards the request from VFCS 1840-1 to
DS 1710-1. 2106ADS 1710-1 issues a search request for the missing portions
and locates the most available DSs. 2106BMultiple DSs in DS cluster 1710
download missing portions from multi le remote DSs in arallel. 21 77Ss 1710
create or update related File Metadata Database information as appropriate
for the downloaded portions, and save the downloaded portions as blocks.
The blocks are stored across multiple storage volumes. 



2108AAs VFCS 1840-1 returns data to the Application Server. VFCS 1840-1
logs the usage information into a Usage Log database in CU Local Storage
2005 2108BThe VFCS 1840-1 access to the CU Local Storage is via Switch 1515
Figure 21 C illustrates retrieval of usage information, retrieval of
content  provider storage reservation and storage availability data, and
related storage  management activities commanded by the control unit and
carried out by a  selected DS. Table 3 shows the station interactions: WO
02/35799 -74 2 5 APR 2005,  PCT/USOI/32638 Reference #Interaction
Description 2109The Storage Management Subsystem within the Control Unit
1550 retrieves the file usage information. 2110AVia Switch 1515. the
Storage Management Subsystem retrieves the Content Provider data, and reads
the shared storage availabilit of the File Metadata Database. 2110EThe
Storage Management Subsystem receives the data from the Switch 1515 and
uses the Content Provider data to identify the content rovider's storage
reservation. 2111Based on the storage availability, content provider's
storage reservation, media file usage information, and media file's storage
occupancy, the Storage Management Subsystem instructs DS, via Load Balancer
1720, to remove the least likely to be used blocks. The Storage Management
Subsystem also updates the file's popularity level. The Storage Management
Subsystem has multiple pruning engines that it can apply based on the
storage and network traffic situation. 2112The request from Storage
Management Subsystem arrives at Load 



Balancer 1720, which selects an available DS, e.g., DS 1710-2 (another
arbitraillustrative one of 1710-1 through 1710-N). 2113 IDS 1710-2 removes
blocks from the specified files and updates the File Metadata Database
appropriately Figure 21D illustrates the receipt and update of content
provider  information. Table 4 shows the station interactions: Table 4:
Station Interactions in Figure 21D Reference #Interaction Description
2114AWhen a new content provider is added to Content Management application
database, or when the content provider's information changes, the Content
Management application sends an "content provider info" packet to all the
stations in the SCDN. Load Balancer 1720 receives this packet. 2114BThe DS
load balancer of each station selects a DDS and forwards the "info" packet
to that particular DS. 2114CThe selected DS updates or adds the content
provider Table 3: Station Interactions in Figure 21C WO 02/35799 .2 5 APR
2005  PCTIUSOI/32638 -75 2114D information into the Content Provider Data
Table. DS sends information packet to all its other neighbors Figure 21E
illustrates the receipt and organization of content portions in  the
primary station assigned to a CMS. Table 5 shows the station interactions:
Table 5: Station Interactions in Figure 21E Reference # 2115A 



2115B 2115C Interaction Description When a new file is uploaded to the
SCDN, the Content  Management application issues "put" request along with
the  file targeted to a DS of its assigned station. Load Balancer  1720
receives this put request. he DSC's load balancer of the assigned station
selects a DS  and forwards the put request to that particular DS. The DS
selected by the DSC's load balancer divides the  received portions into
blocks and saves the blocks into it  shared storage and creates entries
into the File Metadata  Database. (The Content Management application then
issues  a "distribution" request to distribute the file in accordance  with
the FDP protocol.) Figure 21F illustrates receipt of a distribution request
and the issuance of  a replicate request. Table 6 shows the station
interactions: Reference # 2116A 211GB 2116C Table 6: Station Interactions
in Figure 21F Interaction Description The Content Management Application
connected to the  assigned station associated with a CMS issues a
"distribution"  request to distribute a file in accordance with the FDP
protocol.  The DSC's Load Balancer 1720 of the assigned Station (i.e.,
Figure 21F) receives this distribution request. The DSC's load balancer of
the assigned station selects a DS  and forwards the distribution request to
that particular DS. 



Upon receiving the distribution request, the Station's DS issues
"replicate" request packets to its neighbor stations, initiating  delivery
of content portions to the balance of the SCDN in  accordance with the FDP
protocol. WO 02/35799 PCT/USOI/32638 2 5 APR 2005, -76 Figure 21G is an
illustration of receipt of a replicate request and the  issuance of a get
request. Table 7 shows the station interactions: WO 02/35799 -77 Table 7:
Station Interactions in Figure 21G PCT/US01/326312 5 APR 2005 Reference
#Interaction Description 2116DLoad Balancer 1720 receives a replicate
request 2116EThe DSC's load balancer of the station selects aDS and
forwards the replicate request to that particular DS. 2116FThe DS issues a
"get" request to retrieve the content from multiple stations in the
distribution path. 2116GUpon retrieval of the content, the DS creates
relevant entries in the Distribution Data database and the File Metadata
Database VFCS File System Implementation and Initialization Each VFCS
Server maintains a private file system that implements a  distributed
virtual file system. This distributed virtual file system provides the
illusion to an Application Server (AS) that the VFCS Server locally holds
as a  contiguous atomic whole the content file that the AS desires, when in
fact the  content is generally stored in blocks across multiple volumes
across a network of  stations. Furthermore, portions of the content may be
in transit from other nodes  of the SCDN. Each VFCS Server file system
implements only a skeletal tree  



structure and additional file metadata components are added on an as-needed
and  just-in-time basis. Important to the understanding of the present
section, these  additional components are only added at the particular VFCS
Server where they  are required. In the remaining discussion of this
section, matters are described  from the perspective of each VFCS Server.
Unless otherwise indicated, the  behavior described is independent of the
existence of any other VFCS Servers. The distributed VFCS File System may
be implemented in a number of  ways. In one embodiment of the invention, it
is represented by a Unix VNODE  structure in which a node is either a
directory or a file. Each VNODE has a  unique identifier that represents
either a content provider or a content vendor fi le WO 02/35799
PCT/USOI/32638 -78 in the SCDN. A specific content provider file can only
be retrieved using a file  path that is encoded with its content provider's
name. The root directory of the VFCS Server's private file system contains
a list  of the names of each content provider and a subdirectory for each
content  provider. Each content provider subdirectory contains a list of
that provider's  files. When its private file system is initialized, the
VFCS Server accesses the list  of the content provider names in order to
initialize the content provider  directories. However, the content
provider's content files are not initialized when  the VFCS Server is
initialized. Rather, they are populated upon an Application  Server request
for the content files or notification from the DS or sequence server  as
popular new contents arrive. This process is referred to herein as
"selective  and dynamic initialization". In accordance with the invention,
the particular  elements selected for initialization and the time at which
they are initialized (at  initialization time or at run time) are selected
based on system performance  concerns. The VFCS Server maintains several
caches in its main-memory, typical  examples include: 1. a cache for
content provider information. 



2. a cache for content provider file information. 3. a cache containing
portions of the framework of the VFCS File  System (i.e., the VFCS VNODE
data, but generally not the entire VNODE tree).  4. a cache for
"pre-fetched" blocks that are used to increase the  performance of the
assembly and multiplexing processes. The VFCS Server periodically checks
the Content Provider Data Table  and the File MetadataDatabase to determine
if entries in either have changed and,  if so, updates its caches
appropriately. The periodic check could also be realized  by a notification
mechanism initiated by a DS or sequence server to notify all of  the VFCS
Servers when any entries have changed, such as when a new file is WO
02/35799 -79 PCT/US01/326382 5 APR 2005 uploaded or when an old file has
been pruned (discarded) to save storage space.  When an Application Server
attempts to access a file for which the file metadata  information is not
in cache, the VFCS Server verifies that the file is not accessible  from
the SCDN before returning an error indication, "file not found". In one
embodiment of the invention, the VFCS may maintain caches such as: 1.
Content Provider Name Cache: content provider name and ID.  2. File Name
Cache: file name, ID, number of tracks, number of blocks pertracks, the
origin location of the media file, number of blocks currently  residing in
the shared Storage System. 3. File System Cache: In an VFCS VNODE tree
embodiment, each  node in the tree has a handle. The root forms the "first
layer" of the tree and its  handle is a constant. The "second layer" of the
tree includes the content provider  nodes and the content provider ID is
used as the handle. The "third layer" of the  tree includes the file nodes
and the file ID is used as the handle. 4. Pre-Fetched Blocks Cache: blocks
that have been pre-fetched to  be used in the assembly and multiplexing
processes. 



In an ideal environment where there is unlimited memory, performance  could
be maximized by pre-populating the VFCS Server's private file system  with
the information necessary to support an AS request to any rile stored at
the  station. However, in the more general limited memory scenario.
"selective and  dynamic initialization" and "selective and dynamic caching"
are done as  described previously to achieve the best possible performance.
The VFCS Server  reads the Content Provider Data Table and the File
Metadata Database from the  shared System Storage 1530 during its
initialization process and caches portions  of this data in its
main-memory. Upon servicing a request by an AS for a specific  content
provider file, the VFCS Server will augment its private file system to
include the particular file's attributes. The VFCS Server obtains the
additional WO 02/35799 -80 PCTIUS01/32638 file attribute information from
the file metadata that was cached during the VFCS  Server's initialization.
The additional file-specific information is maintained in  the VFCS
Server's private file system until the server restarts or when memory  is
low and the file has not been accessed for a long period of time. VFCS
Initialization Procedure Figure 22 is a flow diagram of the operations of a
VFCS Server performed  during the VFCS initialization process in accordance
with an embodiment of the  present invention. In this illustration, network
attached storage (NAS) devices  are used for the shared storage system. The
Content Provider Data Table and the  File Metadata Database are mounted in
operation 2201 in order to provide access  their data. For purposes of this
illustration, assume these files are mounted on  /mp/metadata. In order to
access the entire set of blocks available in the storage  system, all of
the content volumes are mounted in operation 2202. For purposes  of this
explanation, the mount points are /mp/blockfiles, e.g., /mp/blockfiles/vl,
/mp/blockfiles/v2, etc. The VFCS Server initializes the content provider's
name  cache by loading the Content Provider Data Table into the cache
(e.g., operation  



2203). The Content Provider Name Cache includes the content provider names
and IDs. In operation 2204, the VFCS Server begins building the file system
Cache. At this step, the structure of the file system to be exported may be
initialized. One embodiment of the invention may use a Unix VNODE tree to
represent the In-Memory file system. Thus, the initialization includes the
creation of a root VFCS VNODE for the exported root directory and the
assignment of a constant handle to this directory. For purposes of this
explanation, the exported directory is /export. The VFCS then, as indicated
in  operation 2205, continues to build the file system Cache by creating
the Content  Provider Directories, i.e., the content provider VNODE data
and structure are WO 02/35799 -s1 L2 5 APR 2005,  PCT/USOI/32638
initialized. For example, the Content Provider Directories take the form
/export/cp_namel, /export/cp_name2, etc. There is one VNODE for each
directory and the handle of each directory is the provider's ID. Suppose,
for  example, Studio Xis a content provider and its provider ID is "123".
When an  application accesses the Studio X directory using its name, a
handle of 123 is  returned to the application. The application can also use
"123" to access the  Studio X directory, in which case, a numeric handle of
123 is returned. In  operation 2206, VFCS initializes the Content Provider
File Name Cache. For  example, the VFCS Server obtains a complete or
partial list, depending on  memory availability, of file names and IDs for
each content provider from the  File Metadata Database. VFCS does not
create the VNODEs for these files until  they are accessed. In operation
2207, VFCS exports its file system. This is an  example of "selective and
dynamic caching", i.e., the caches that are selected for  populating and
when they are populated (at initialization time or at run time) are
determined for performance reasons. VFCS continues to build the file system
Cache during run time when files  



are accessed. When an Application Server accesses a specific file, for
example,  /export /cp_nameJ/file_nameX, the VFCS Server servicing the
request looks up  file-name in the content provider file-name list, creates
a VFCS_VNODE for the  corresponding file in both /export/cp directory, and
obtains the list of block files  for the fi le. At the same time, the VFCS
Server issues a "prepare" request packet  to a DS via the DSC Load
Balancer. After the DS downloads the requested  content portions, stores
the portions as blocks, updates the File Metadata  Database to reflect
this; and after the VFCS polls the File Metadata Database and  recognizes
the blocks are present in the Storage System; the VFCS Server reads.
assembles, and multiplexes them and sends the content to the requesting
Application Server. Each VFCS Server performs read-ahead caching to improve
performance. WO 02/35799 -82 VFCS File Access Procedure PCT/USOI/32638 2 5
APR 2005, Figure 23 shows the VFCS Server operations performed during run
time.  When an Application Server requests access to a file, the VFCS first
checks to  see if there is a node for the file in the VFCS File System, in
operation 2301,  wherein the VFCS Server addresses the question, whether a
VFCS node exist for  the file? If it does, the VFCS server proceeds io step
2305, otherwise, it proceeds  to step 2302. At step 2302 the VFCS examines
its File Name Cache to determine  if an entry for the file exists in the
cache (i.e., does the Related File Metadata  Exist?). If no related file
metadata exists, the VFCS Server proceeds to operation  2303 and reads the
File Metadata Database, caches the related file metadata for  the file in
the File Name Cache and then proceeds to operation 2304. However,  if
related file metadata already exists in the File Name Cache, the VFCS
Server  proceeds immediately to operation 2304, where it creates the VFCS
File System  node for the file. After doing this, the VFCS proceeds
directly to operation 2305. In operation 2305, the VFCS File Server checks
to see if there are any 



blocks for the requested file in the Pre-Fetch (transient) Block Cache. If
there are  no such blocks, the VFCS Server proceeds to operation 2306 where
it reads  blocks associated with the requested file from the Station's
Storage System, sends  a "prepare" request packet to the Station's DSC to
repopulate the missing blocks,  performs a read ahead, and then proceeds to
operation 2307. However, if there are  one or more blocks for the requested
file in the Pre-Fetched Blocks Cache, the  VFCS Server proceeds directly to
operation 2307 from 2305. In operation 2307, the VFCS Server assembles and
multiplexes the blocks  and forwards the data to the Application Server.
VFCS may perform read-ahead  caching to improve performance. Furthermore,
the VFCS Server does packet WO 02/35799 -83 PCT/USOX/32638 5 APR 2005)
spoofing to ship data directly from back-end storage to front-end
application  without buffer copying. When initialized, the VFCS File System
contains a root node and the  Content Provider directories in the first two
layers of the VFCS File System tree.  The third level of the VFCS File
System tree contains the content provider file  directories and is
populated dynamically. If a content provider's file's metadata  is not in
cache when the file is requested by an Application Server, the VFCS  Server
must read the file's metadata from the File Metadata Database, cache this
information, and then create and attach a VNODE for the file in the VFCS
File  System's VNODE tree. Once a file is attached to the VFCS File System,
the  VFCS Server sends a "prepare" request packet to a local DS, and
performs "read  ahead" operations until it reaches the end of the file. The
number of pre-fetched blocks a VFCS Server caches depends on the  local
memory availability in the VFCS Server. The third layer of the VFCS File
System may be pruned and the Pre-fetched Blocks Cache may be flushed when
memory is running low. Depending on memory availability, the VFCS Server
may cache a complete or partial set of these directories. With limited
memory.  



it caches the file metadata for only the most frequently accessed files and
then  updates the cache regularly based on the recent usage information. To
support a specific number of content providers, say XCP, a specific Y
number of content provider files, say YF, and a number of concurrent users,
say  ZU, each with N number of pre-fetched blocks for best possible
performance, a  VFCS Server is configured with a memory size using the
following formula: Memory Size in Mbytes = VFCS Server OS Memory
Requirement +  VFCS Server Runtime Memory Requirement + XCP*(Memory
Required for each Content Provider Name Cache)  YF*(Memory Required for
each File Name Cache) + WO 02/35799 PCT/US01/326382 9 APR 2005 -84-
(1+XCP+YF) * (Size of VNODE tree) +ZU * N * (Block Size) Content Publishing
and Management and Other System-Related Tools The Content Management
Applications are suite of tools that allow:  (1) the owner of an SCDN
(i.e., a service provider) to manage content provider  accounts and (2) the
content providers to manage their files in the SCDN. The  tools access and
update data distributed throughout the SCDN. Content  Management
Applications cause data or request packets to be routed to the  appropriate
SCDN station(s). Content Management Applications execute in a Client/Server
paradigm,  i.e., a client running on a Content Provider Client System is
used to invoke a  Content Management Application that executes either on:
(1) a Content  Management Server (CMS): (2) a combination of the CMS and
the Content  Provider Client System using program objects such as applets
and serviets: or any  combination thereof. There may be one or more CMSs in
an SCDN. In addition to typical  resources such as processor and memory,
each CMS has its own local storage  devices on which various content
management related databases are stored. 



Each Content Provider uses a specific CMS. The service provider assigns
the CMS used by a Content Provider to a specific Station. What this means
is that  the assigned Station processes the CMS requests that result from
the execution  of the Content Management Applications by that Content
Provider. In one  embodiment, one of the DSs in the assigned Station's DSC
is selected by its load  balancer to process the CMS's request. In addition
to data related to Content  Management Applications being stored on the
CMS's local storage devices, other  such data is selectively stored in
either the station's Storage System or the  station's Control Unit's local
storage devices. Each Content Provider may be assigned to only one CMS:
however, more WO 02/35799 PCT/US01/32638 2 5 APR 20 -85 than one Content
Provider may be assigned to the same CMS. Furthermore, a  CMS may only be
assigned to a Station where the Content Provider can upload  files into the
SCDN. When a Content Provider is assigned to a CMS. the CMS  propagates the
Content Provider information and the IP address of the CMS to the  entire
SCDN via its assigned DS using an FDP "info" packet, for example. A
Content Usage Statistics Rollup Client (a component of the associated
station's  Resource Management Subsystem) connects to the CMS to roll up
storage and  content usage information for each content provider. The
Content Management  Server also uses the FDP "info" packet to propagate
changes in the Content  Provider Data Table. Various Content Management
Applications are used for entering and  managing content provider
information, the content's meta information, and the  actual content.
Applications are also used to retrieve usage information and  performance
statistics of the storage system and content. Content Management
Application Tools The Content Management Applications include tools that
may be located  on the CPC. the CMS, and the SCDN stations. These tools may
be in the form  of program objects, e.g., Java applets. Some typical tools
are presented below  



with reference to Figure 20. The Content Provider Management Client is a
tool that provides User  Interface for content providers and operators to
update content provider  information that is stored in the Content Provider
Table in the CMS system. Content Provider Management Server is a tool that
manages the Content  Provider Data Table and sends information packets to
the SCDN via a DS in its  assigned station. The DS creates its own Content
Provider Data Table in the  Station's Storage System. WO 02/35799 -86 2 5
APR 2005'  PCT/USOI/32638 The Content Management Client is a tool that
provides a User Interface  for content providers to upload and delete their
content, check storage usage,  reserve storage, check content usage, etc.
The Content Management Server is a tool that acts as a bridge between  the
Content Management Client tool and the distribution server. It communicates
with a DS in its assigned station using the FDP protocol (e.g., using the
"put",  "distribute", and "clean" commands). When the Content Management
Client tool  uploads a new file, the Content Management Server tool
distributes (i.e., injects)  the file into the SCDN via its assigned DS
using FDP "put" and "distribute"  packets. Content Management Server saves
content provider information, and  content distribution criteria in its
database. While content is distributed to the  SCDN. the DSs involved in
processing the distribution request store information  related to the files
and their constituent portions in the File Distribution Criteria  Database
and the File Metadata Database. The files and their constituent blocks  are
stored in the content repository distributed in the SCDN, also by DS
involved  in processing the request. The Content Management Server uses the
FDP "clean"  packet to remove a file from an SCDN. When a DS in the SCDN
receives a  "clean" packet, it removes the relevant information from File
Distribution Criteria  



Database, File Metadata Database, and the actual content blocks from the
content  repository. The Content Usage Statistic Rotlup Client is a tool
that is implemented  in the Control Unit of every Station. It forwards the
content usage information  from the History and Statistics Repository to
the Content Usage Statistic Rollup  Server tool at the CMS system, where
the content provider is assigned. The  Content Usage Statistic Rollup
Server tool receives usage and statistic data and  saves the data into
Usage and Statistic Database. The assigned Station's Control Unit's Storage
Management Subsystem  periodically forwards the content provider storage
usage from the content data WO 02/35799 -87 PCT/US01132638 repository to
the Content Provider Storage tool agents. A Content Provider  Storage tool
agent only receives storage usage of the content providers assigned  to its
Content Management Server, it stores the storage usage data into the
Content Provider Storage Usage Table. A Billing tool and a Statistics tool
are provided to export information  from the Usage and Statistics Database
and the Usage and Statistics Database so  both service and content
providers can customize invoice statements and other  communications with
their customers. Illustration of the Database Contents Figure 24 is an
illustration of the contents of the content management and  usage database
of Figure 20. Two CMSs are used in this illustration, CMS 2410  and CMS
2411, three stations, Station 2401, Station 2402, and Station 2403, and
two content providers. CPC-1, and CPC-2. In this example, the following
will  be assumed: 1. CMS 2410 is assigned to Station 2401  2. CMS 2411 is
assigned to Station 2403.  3. CPC-1 is assigned to CMS 2410 



4. CPC-2 is assigned to CMS 2411 5. CPC-1 owns Content Cl (hereinafter
simply referred to as Cl)  6. CPC-2 owns Content C2 (hereinafter simply
referred to as C2)  7. Cl has been distributed to Station 2401 and Station
2402 8. C2 has been distributed to Station 2403 and Station 2402. Given
these assumptions, in this example, for CMS 2410, we have:  I. Content
Provider Database includes CPC-1 2. Content Provider Usage Database
includes storage usage ofCPC-1 WO 02/35799 -88 PCT/USO1/32638 2 5 APR 200
at Station 2401, Station 2402, and Station 2403 3. File Distribution
Criteria Database includes Distribution Criteria of Cl. 4. Content Usage
and Statistics Database includes CJ's usage  information from Station 2401.
Station 2402. and Station 2403 5. Since Cl is not distributed to Station
2403, there will be no record  from Station 2403 For CMS 2411. we have: 1.
Content Provider Database includes CPC-2 2. Content ProviderUsa.-e Database
includes storage usage of CPC-2  at Station 2401, Station 2402, and Station
2403 3. File Distribution Criteria Database includes Distribution Criteria
of C2 4. Content Usage and Statistics Database includes C2's usage
information from. Station 2401, Station 2402, and Station 2403 5. Since C2
is not distributed to Station 2401. there will be no record from Station
2401 For Station 2401, we have: 1. Content Provider Database includes CPC-1
and CPC-2 because 



content provider data is replicated to the entire SCDN 2. Content Provider
Usage Database includes storage usage of CPC-1 and CPC-2 at Station 2401
3.File Distribution Criteria Database includes Distribution Criteria of
Cl4.File Metadata Database includes Cl's file metadata 5.Data Blocks
includes Cl's content 6.Content Usage and Statistics Database includes Cl's
usage information at Station 2401 WO 02/35799 -89 2 5 APR 2005
PCT/US01/32638 For Station 2402, we have: 1. Content Provider Database
includes CPC-1 and CPC-2 2.Content Provider Usage Database includes storage
usage of CPC-1 and CPC-2 at Station 2402 3.File Distribution Criteria
Database includes Distribution Criteria of Cl and C2 4.File Metadata
Database includes Cl and C2's file metadata 5.Data Blocks includes Cl and
C2's content 6.ContentUsageandStatistics Database includes Cl and C2's
usage information at Station 2402 For Station 2403. we have: 1. Content
Provider Database includes CPC-1 and CPC-2 2. Con tent Provider Usage
Database includes storage usage of CPC-1  and CPC-2 at Station 2403 3.File
Distribution Criteria Database includes Distribution Criteria of C24.File
Metadata Database includes C2's file metadata 5.Data Blocks includes C2's
content 



6.Content Usage and Statistics Database includes C2's usage information at
Station 2403 Out of Band Signaling and Control In one embodiment of the
invention, plug-in modules are provided ateach  Distribution Node for the
Application Servers to use and locate the "Out-of- Band" signals. The
plug-in modules can invoke remote control modules for  access control and
value-added services. By providing such an infrastructure, the
distribution network allows content providers to control their content at
the edge WO 02/35799 -90 2 5 APR 2005  PCT/USO1/32638 of the network, and
provide dynamic value added services. Access control includes
authentication and licensing by region, number  of concurrent access, by
user, etc. Value added services include dynamic  localized and targeted
advertisement insertion, dynamic preview and trailer  insertions, and more.
The "Out-Of-Band" signal also serves as a notification to  content
providers. WO 02/35799 -91 What Is Claimed Is: PCT/USO1/3263s5 APR 2005 1.
A method for distributing content of large payload file to a  plurality of
storage devices in a network node comprising: obtaining a plurality of
block files representing content of a large  payload file for storage in a
plurality of storage devices in a network node;  associating said plurality
of block files with said plurality of  storage devices: storing said
plurality of block files in said plurality of storage devices based on said
associations; and 



creating a virtual file, using said associations, for presentation to  a
client requesting said file content, said virtual file providing an
illusion to said  client that said file content is contiguous in said
network node. 2. The method of claim 1, wherein said obtaining a plurality
of block  files comprises: obtaining said large payload file from a user:
evaluating said large payload file to locate a portion having  substantive
content: determining if said content from said large payload file comprises
linear characteristics by determining if said substantive content is
located at a  starting end of said large payload file; generating a track
file if said content comprises said linear  characteristics; generating a
plurality of track files if said content does not  comprise said linear
characteristics: determining at least one desired block size: and 2 5 APR
2005  WO 02/35799 PCTIUS01132638 -92 if said content comprises linear
characteristics. dividing said track  file to generate a plurality of block
files, wherein each of said block files  correspond in size to said at
least one desired block size; and if said content does not comprise linear
characteristics, dividing  each of said plurality of track files to
generate a plurality of block files, wherein  each of said block files
correspond in size to said at least one desired block size. 3. The method
of claim 2. wherein said desired block size is  determined by selecting a
block size to maximize space usage within said  network's maximum
transmission unit. 4. The method of claim 2, wherein said network has a
plurality of  distribution nodes and said desired block size is determined
by selecting a block  



size to minimize congestion at said distribution nodes of said network. 5.
The method of claim 1, wherein said associating said plurality of  block
files comprises distributing said plurality of block files amongst said
plurality of storage devices such that said plurality of storage devices
are load  balanced during input/output operations. 6. The method of claim
1, further comprising storing said  associations in a file metadata in said
plurality of storage devices, said  associations comprising information for
rebuilding said large payload file from  said block files. 7. The method of
claim 1, wherein said network comprises a plurality  of nodes and said
plurality of block files is obtained from other nodes of said  network. 2,5
APR 2005 WO 02/35799 PCTNS01/32638 -93 8. The method of claim 6, wherein
said creating a virtual file  comprises: obtaining information about said
large payload file from said file  metadata: using said information to
construct a virtual representation of said  large payload file. 9. An
apparatus for distributing content of large payload file to a  plurality of
storage devices in a network node comprising: one or more first servers in
a first server cluster of a network node  obtaining a plurality of block
files representing content of a large payload file for  storage in a
plurality of storage devices in said network node, said one or more  first
servers associating said plurality of block files with said plurality of
storage  devices and storingsaid plurality of block files in said
pluralityof storage devices  based on said associations; and one or more
second servers in a second server cluster of said  



network node creating a virtual file, using said associations, for
presentation to  a client requesting said file content, said virtual file
providing an illusion to said  client that said file content is contiguous
in said network node. 10. The apparatus of claim 9, wherein said obtaining
a plurality of  block files comprises: a third server obtaining said large
payload file from a user, said  third server evaluating said large payload
file to locate a portion having  substantive content and determining if
said content from said large payload file  comprises linear characteristics
by determining if said substantive content is  located at a starting end of
said large payload file, said third server generating a  track file if said
content comprises said Ii near characteristics and transmitting said WO
02/35799 -94 2 5 APR 2005;  PCT/US01/32638 track file to said one or more
first servers, and said third server generating a  plurality of track files
if said content does not comprise said linear characteristics  and
transmitting said plurality of track files to said one or more first
servers: and said one or more first servers receiving said large payload
file in  the form of one or more track files, said one or more first
servers determining at  least one desired block size for dividing said one
or more track files into a  plurality of block files, wherein each of said
block files correspond in size to said  at least one desired block size.
11. The apparatus of claim 9, wherein said associating said plurality  of
block files comprises distributing said plurality of block files amongst
said  plurality of storage devices such that said plurality of storage
devices are load  balanced during input/output operations. 12. The
apparatus of claim 9. further comprising said one or more first  servers
storing said associations in a file metadata in said plurality of storage
devices, said associations comprising information for rebuilding said large



payload file from said block files. 13. The apparatus of claim 12, wherein
said creating a virtual file  comprises: and obtaining information about
said large payload file from said file metadata: using said information to
construct a virtual representation of said  large payload file. 14. A
method for minimizing network congestion during largepayload  delivery
comprising: WO 02/35799 -95 2 5 APR 2005  PCT/US01/32638 sending a search
request to determine which nodes in a network  have content for a
requesting node, said network having a plurality of nodes: receiving a
response to said search request from each of one or  more responding nodes
having said content: determining from said response which of said
responding nodes  are a desired set of nodes to download said content from;
downloading said content from said desired set of nodes: and  storing said
downloaded content onto said requesting node. 15. The method of claim 14.
wherein at least a portion of said content  is stored in a plurality of
block files in each of said responding nodes. 16. The method of claim 14,
wherein said sending a search request  comprises said requesting node
sending a notification to neighbor nodes in a  virtual tree to determine
the existence of said content, said notification  comprising distribution
criteria of said content. 17. The method of claim 16, wherein each of said
neighbor nodes  receiving said search request forwards said search request
to nodes that are  neighboring said neighbor nodes, excepting said
requesting node, wherein said  



search request is propagated to one or more nodes of said plurality of
nodes in  said network that satisfy said distribution criteria. 18. The
method of claim 14, wherein said response specifies which  portion of said
content said responding node has and performance characteristics  of said
responding node. WO 02/35799 -96 2 5 APR 2005  PCTIUSOI/32638 19. The
method of claim 18, wherein said desired set of nodes  comprises nodes in
close proximity to said requesting node, said desired set of  nodes
comprising nodes identified as least congested as determined by said
performance characteristics. 20. The method of claim 15, wherein said
downloading of said block  files occurs in parallel from said desired set
of nodes. 21. An apparatus for minin-Lizing network congestion during large
payload delivery comprising: a network comprising a plurality of nodes; and
a First server in a first server cluster sending a search request to
determine which nodes in said network have content fora requesting node of
said  network, said first servercluster having one ormore first servers,
said first server  receiving a response to said search request from each of
one or more responding  nodes having said content, said first server
cluster determining from said response  which of said responding nodes are
a desired set of nodes to download said  content from, and said one or more
first servers in said first server cluster  downloading said content from
said desired set of nodes and storing said  downloaded content onto said
requesting node. 22. The apparatus of claim 21, wherein at least a portion
of said  content is stored in a plurality of block files in each of said
responding nodes. 23. The apparatus of claim 21. wherein said sending a
search request  



comprises said first server in said requesting node sending a notification
to 2 5 APR 2005,  WO 02/35799 PCT/US01/32638 -97 neighbor nodes in a
virtual tree to determine the existence of said content, said  notification
comprising distribution criteria of said content. 24. The apparatus of
claim 23, wherein a first server in each of said  neighbor nodes receiving
said search request forwards said search request to  nodes that are
neighboring said neighbor nodes, excepting said requesting node,  wherein
said search request is propagated to one or more nodes of said plurality
of nodes in said network that satisfy said distribution criteria. 25. The
apparatus of claim 21. wherein said response specifies which  portion of
said content said responding node has and performance characteristics  of
said responding node. 26. The apparatus of claim 25, wherein said desired
set of nodes  comprises nodes in close proximity to said requesting node,
said desired set of  nodes comprising nodes identified as least congested
as determined by said  performance characteristics. 27. The apparatus of
claim 22, wherein said downloading of said  block files occurs in parallel
from said desired set of nodes. 28. A method for managing a plurality of
servers in a content delivery  network comprising: . distributing one or
more incoming tasks to one or more available  servers in a network node,
said network node having a plurality of servers capable  of processing said
one or more incoming tasks, wherein said one or more  available servers
comprises a functioning subset of said plurality of servers; 2 5 APR 2005,
WO 02/35799 PCTIUSOI/32638 -98 maintaining a list of tasks for each of said
one or more available  



servers of said network node, said list of tasks comprising all tasks from
said one  or more incoming tasks distributed to said each of said one or
more available  servers; and distributing said all tasks from said list of
tasks of a server of said  plurality of servers that becomes designated as
an unavailable server to said one  or more available servers. 29. The
method of claim 28, wherein said one or more available  servers watch each
other's heartbeat and uses said heartbeat to determine when  at least one
server of said plurality of servers becomes designated as said  unavailable
server. 30. The method of claim 29, wherein if said unavailable server is
said  master server, said one or more available servers vote for a new
master server. 31. An apparatus for managing a plurality of servers in a
content  delivery network comprising: a network node having a plurality of
servers capable of performing identical tasks; a load balancer distributing
one or more incoming tasks to one or  more available servers in said
network node, wherein said one or more available  servers is a functioning
subset of said plurality of servers, each of said plurality  of servers
maintaining a list of tasks containing said incoming tasks distributed  to
it; and a master server distributing to said one or more available servers
all tasks from said list of tasks of a server of said plurality of servers
that becomes  designated as an unavailable server. WO 02/35799 -99 2 5 APR
2005  PCT/USO1/32638 32. The apparatus of claim 31, wherein said one or
more available  servers watch each other's heartbeat and uses said
heartbeat to determine when  



at least one server of said plurality of servers becomes designated as said
unavailable server. 33. The apparatus of claim 32, wherein if said
unavailable server is  said master server, said one or more available
servers vote for a new master  server. 34. A method for initializing a new
node in a network comprising:  adding a new node to a network having a
plurality of nodes:  sending a query automatically to said plurality of
nodes to  determine what contents to download; receiving replies to said
query from a subset of said plurality of  nodes having said contents for
said new node: and downloading desired portions of said contents from said
subset of  said plurality of nodes having said contents. 35. The method of
claim 34. wherein said sending said query  automatically to said plurality
of nodes comprises: announcing said new node's inclusion in said network by
sending  a notification to at least one neighbor node: forwarding said
notification to nodes neighboring said at least one  neighbor node, said
forwarding continuing until each of said plurality of nodes  in said
network receives said notification. 36. The method of claim 35. wherein
each of said replies from a  replying node comprises: WO 02/35799 -100
node; and 2 5 APR HE  PCT/US0I/32638 identification of what content said
new node should have:  identification of portions of said content available
in said replying performance characteristics of said replying node. 



37. The method of claim 36, wherein said downloading said desired  portion
of said content comprises downloading a desired subset of said block files
from said replying nodes in close proximity identified as least congested.
38. A method for automatically adapting a node in a network  comprising:
changing characteristics ofa changed node in a network having a  plurality
of nodes: sending a query automatically to each of said plurality of nodes.
by said changed node, to determine what content said changed node should
have:  receiving a reply to said query from each node of said plurality of
nodes having content for said changed node, said reply comprising a list of
contents to be learned by said changed node; generating a list of contents
to be deleted from said changed node  using information in said list of
contents to be learned; generating a list of contents to be added to said
changed node  using information in said list of contents to be learned;
deleting from said changed node items in said list of contents to be
deleted; and downloading each item from said list of contents to be added
from  said replying nodes having content for said changed node. 2 5 APR
2005 WO 02/35799 -101 PCT/USO1/32638 39. The method of claim 38, wherein
each node includes a set of  attributes and said changing characteristics
step comprises replacing said changed  nodes old set of attributes with a
new set of attributes, and wherein said sending  a query automatically to
said plurality of nodes comprises: announcing said changed node's new set
of attributes by sending  a notification to neighbor nodes: and 



forwarding said notification to nodes neighboring said neighbor  nodes,
said forwarding continuing until each node in said network receives said
notification. 40. The method of claim 38, wherein each node includes a set
of  attributes and said changing characteristics step comprises replacing
said changed  nodes old set of attributes with a new set of attributes,
further comprising: causing each node receiving said query to propagate
said query to  neighbor nodes such that every node in said network receives
said query, said  node receiving said query evaluating said old set of
attributes and said new set of  attributes of said changed node to
determine a list of necessary content files for  said changed node, and
sending a reply directing said changed node to download  items from said
list of necessary content files. 41. The method of claim 38, wherein said
downloading comprises:  obtaining a file metadata for each content item in
said list of  contents to be added: sending a request to determine nodes in
said network having said  content item, same portion of said content item
being available in one or more of  said plurality of nodes: WO 02/35799
-102 PCTIUSOI/32638 2 5 APR 2005 receiving responses from one or more
responding nodes, wherein  said responding nodes are nodes in said
plurality of nodes that have said content  item: determining from said
responses which of said responding nodes  are a desired set of nodes to
download said content item from: downloading said content item from said
desired set of nodes onto  said changed node, said content item comprising
a plurality of block files: and  storing said plurality of block files in a
distributed manner in a  plurality of local storage devices of said changed
node. 



42. An apparatus for automatically adapting a node in a network
comprising: a network having a plurality of nodes, each node having one or
more servers; and a node in said network configured to become a changed
node when  characteristics change, said changed node sending a query
automatically to each  of said plurality of nodes to determine what content
said changed node should  have, said changed node receiving a reply to said
query from each node of said  plurality of nodes having content for said
changed node, said reply including a list  of contents to be learned by
said changed node, said changed node generating a  list of contents to be
deleted and a list of contents to be added using information  in said list
of contents to be learned, said one or more servers in said changed  node
deleting items in said list of contents to be deleted, said one or more
servers  in said changed node downloading each item from said list of
contents to be  added from said replying nodes having content for said
changed node. 43. The apparatus of claim 42, wherein each mode includes a
set of  attributes for identification and said changed characteristics are
a replacement of WO 02/35799 -103 2 5 APR 2005,'  PCT/US01/32638 an old set
of attributes with a new set of attributes, and wherein said sending a
query automatically to said plurality of nodes comprises: announcing said
changed node's new set of attributes by sending  a notification to neighbor
nodes; and forwarding said notification to nodes neighboring said neighbor
nodes, said forwarding continuing until each node in said network receives
said  notification. 44. The apparatus of claim 42, wherein each mode
includes a set of  attributes for identification and said changed
characteristics are a replacement of  



an old set of attributes with a new set of attributes, and further
comprising: each of said plurality of nodes receiving said query to
propagate  said query to their neighbor nodes such that every node in said
network receives  said query. said node receiving said query evaluating
said old set of attributes and  said new set of attributes of said changed
node to determine a list of necessary  content files for said. changed
node, and sending a reply directing said changed  node to download items
from said list of necessary content files. 45. The apparatus of claim 42,
wherein said downloading comprises:  aserverin said one or more servers in
said changed node obtaining a file metadata for each content item in said
list of contents to be added; said server sending a request to determine
nodes in said network  having said content item, same subset of said
content item being available in one  or more of said plurality of nodes;
said server receiving responses from one or more responding  nodes, wherein
said responding nodes are nodes in said plurality of nodes that  have said
content item: WO 02/35799 -104 2 5 APR 2005  PCTIUSOI/32638 said one or
more servers of said changed node determining from  said responses which of
said responding nodes are a desired set of nodes to  download said content
item from: said one or more servers of said changed node downloading said
content item from said desired set of nodes onto said changed node, said
content  item comprising a plurality of block files: and said one or more
servers of said changed node storing said  plurality of block files in a
distributed manner in a plurality of local storage  devices of said changed
node. 46. A method for generating a large payload file from non-contiguous



segments of block files comprising: receiving a request at a network node
for a large payload file:  obtaining information about assembling said
large payload file;  obtaining a plurality of block files of said large
payload file from  a plurality of storage devices associated with said
network node; creating a virtual representation ofsaid large payload file
from said  plurality of block files using said assembling information; and
transmitting said large payload file in response to said request. 47. The
method of claim 46, wherein said assembling information is  contained in a
file metadata database stored in said plurality of storage devices of  said
node. 48. The method of claim 46, wherein said block files are stored in
non-contiguous form in said plurality of storage devices. WO 02/35799 -105
2 5 APR 2005  PCT/USOI/32638 49. The method of claim 46, wherein said
virtual representation  creating step comprises creating a virtual assembly
of said plurality of block files  and further comprises linear
superposition of representations of said plurality of  block files
according to said assembling information. 50. A method for satisfying a
client request for content with portions  of said content distributed
amongst a plurality of network nodes comprising: receiving a first request
at a first node from a client for content,  wherein said first node
comprises one of a plurality of nodes of a network, said  first node having
a portion of said content, wherein said content is distributed in  subsets
of block files amongst one or more of said plurality of nodes: preparing a
virtual image of said content using data in a file  metadata of said
content available in said first node, said file metadata having
information about reassembling said file, said virtual image providing an
illusion  



to said client that said content is fully available at said first node;
beginning transmission of said content to said client starting from said
portion of  said content available at said first node; obtaining
non-resident portions of said content while said  transmission is
progressing, said obtaining non-resident portions comprising:  sending a
second request to determine nodes in said plurality of nodes that have said
non-resident portions of said content, wherein one or more  of said
plurality of nodes may have same portion of said content: receiving a
response from each responding node having said  content, said response
specifying the portion of said content and performance  characteristics of
said responding node; determining from said response which of said
responding nodes  are a desired set of nodes to download said non-resident
portions of said content  from. and WO 02/35799 PCT/USOI/32638 -106
downloading said non-resident portions of said content from said  desired
set of nodes and storing said non-resident portions onto said requesting
node. 51. An apparatus for generating a large payload file from
non-contiguous segments of block files comprising: a network with a
plurality of nodes; a plurality of storage devices in each of said
plurality of nodes: and  a, first server in a first server cluster of a
node of said network  receiving a request for content of a large payload
file, said first server cluster  having one or more first servers, said
first server obtaining information about  assembling said large payload
file, said first server obtaining a plurality of block  files of said large
payload file from said plurality of storage devices of said node,  said
first server creating a virtual representation of said large payload file
from  said plurality of block files using said assembling information, and
transmitting  



said large payload file in response to said request. 52. The apparatus of
claim 51, wherein said assembling information  is contained in a file
metadata database stored in said plurality of storage devices  of said
node. 53. The apparatus of claim 51, wherein said block files are stored in
non-contiguous form in said plurality of storage devices. 54. The apparatus
of claim 51, wherein said virtual representation  comprises a virtual
assembly of said plurality of block tiles including a linear  superposition
of representations of said plurality of block files according to said
assembling information. WO 02/35799 -107 2 5 APR 2005,  PCT/USOJ/32638 55.
A method for distributing content to a plurality of network nodes
comprising: obtaining a large payload file having content from a client for
distribution in a network having a plurality of nodes, said client
providing  distribution criteria for said content: dividing said content
into a plurality of block files; and  distributing a subset of said
plurality of block files to a plurality  of qualified nodes, wherein each
of said qualified nodes conforms to said  distribution criteria set by said
client. 56. The method of claim 55, wherein said dividing said content
comprises: evaluating said large payload file to locate a portion having
substantive content: determining if said content from said large payload
file comprises  linear characteristics by determining if said substantive
content is located at a  starting end of said large payload file: 



generating a track.file if said content comprises said linear
characteristics. generating a plurality of track files if said content does
not  comprise said linear characteristics; determining at least one desired
block size; i f said content comprises linear characteristics, dividing
said track  file to generate a plurality of block files, wherein each of
said block files  correspond in size to said at least one desired block
size: and if said content does not comprise linear characteristics,
dividing  each of said plurality of track files to generate a plurality of
block files, wherein  each of said block files correspond in size to said
at least one desired block size. WO 02/35799 PCT/USOI/32638 -108 57. The
method of claim 55, further comprising: storing said plurality of block
files in a plurality of local storage  devices such that said plurality of
block files are distributed over said plurality of  local storage devices.
58. The method of claim 55, wherein said distributing a subset of said
plurality of block files comprises: an initiating node announcing the
existence of said content of said  large payload file by sending a
notification to neighbor nodes: said neighbor nodes of said initiating node
forwarding said  notification to nodes that are neighboring said neighbor
nodes, wherein  propagation of said notification continues until all of
said plurality of nodes in  said network have received said notification:
and each of said qualified nodes downloading a desired subset of said
block files from one or more of said plurality of nodes having said
content. 59. The method of claim 58, wherein said downloading said desired
subset of said block files is from the least congested nodes nearest to
said  qualified node. 



60. The method of claim 58, wherein said downloading said desired  subset
of said block files is by parallel downloading from a plurality of nodes of
said network. 61. A method for distributing content to a plurality of
network nodes  comprising: obtaining a large payload file comprising file
content from aclient  for distribution in a network having a plurality of
nodes, said client providing 2 5 APR 2005, WO 02/35799 -109 2 5 APR 2005.
PCT/US01/32638 distribution criteria for said file content, said
distribution criteria having  information about which of said plurality of
nodes are authorized to have said  content; dividing said file content into
a plurality of block files having a  block size that maximizes playback of
said content; storing said plurality of block files in a plurality of local
storage  devices such that said plurality of block files are distributed
over said plurality of  local storage devices to load balance said
plurality of local storage devices during  input/output operations; and
distributing a subset of said plurality of block files from said local
storage devices to each one of said plurality of nodes qualified to receive
said file  content, wherein said nodes qualified are those nodes that
conform to said  distribution criteria set by said client, wherein each
qualified node receiving said  subset of said plurality of block files
distributes said subset into a plurality of  local storage devices of said
receiving node. 62. An apparatus for distributing content to a plurality of
network  nodes comprising: a network having a plurality of nodes, each of
said plurality of  



nodes having a plurality of components capable of communicating with one
another, said plurality of components comprising one or more first servers
in a  first server cluster; and a third server obtaining a large payload
file having content from  a client for distribution in said network, said
client providing distribution criteria  for said content, said third server
transmitting said large payload file to a first  server of said one or more
first servers in said first server cluster, said first server  dividing
said content into a plurality of block files and distributing a subset of
WO 02/35799 -110 2 5 APR 2005,  PCT/USO1/32638 said plurality of block
files to a plurality of qualified nodes, wherein each of said  qualified
nodes conforms to said distribution criteria set by said client. 63. The
apparatus of claim 62, wherein said plurality of components  further
comprises: a fourth server for controlling activities of said node. 64. The
apparatus of claim 63. wherein said plurality of components  further
comprises: one or more second servers in a second server cluster, and one
or  more fifth servers in a fifth server cluster for serving said content
to external  clients, said one or more fifth servers having communication
link to said one or  more second servers in said second server cluster. 65.
The apparatus of claim 62, wherein said third server transmitting  said
large payload file to said first server comprises said third server:
evaluating said large payload file to locate a portion having  substantive
content; determining if said content from said large payload file comprises
linear characteristics by determining if said substantive content is
located at a starting end of said large payload file: 



generating a track file and transmitting said track file to said first
server if said content comprises said linear characteristics; and
generating a plurality of track files and transmitting said plurality  of
track files to said first server if said content does not comprise said
linear  characteristics. 66. The apparatus of claim 65, wherein said first
server dividing said WO 02/35799 -11I 2 5 APR 2005  PCT/US01/32638 content
comprises: determining at least one desired block size: if said content
comprises linear characteristics, dividing said track  file to generate a
plurality of block files, wherein each of said block files  correspond in
size to said at least one desired block size; and if said content does not
comprise linear characteristics, dividing  each of said plurality of track
files to generate a plurality of block files, wherein  each of said block
files correspond in size to said at least one desired block size. 67. The
apparatus of claim 62, further comprising: said plurality of components
further having a plurality of shared  storage devices, wherein said first
server stores said plurality of block files in said  plurality of shared
storage devices such that said plurality of block files are  distributed
over said plurality of shared storage devices. 68. The apparatus of claim
62, wherein said distributing a subset of  said plurality of block files
comprises: a first server in an initiating node announcing the existence of
said  content of said large payload file by sending a notification to
neighbor nodes;  said neighbor nodes of said initiating node forwarding
said notification to nodes that are neighboring said neighbor nodes,
wherein  propagation of said notification continues until all of said
plurality of nodes in  



said network have received said notification; and one or more first servers
in said first server cluster in each of said  qualified nodes downloading a
desired subset of said block files from one or more  of said plurality of
nodes having said content. WO 02/35799 -112 PCT/US01/32638 2 5 APR 2005 69.
The apparatus of claim 68, wherein said downloading said desired  subset of
said block files is from the least congested nodes nearest to said
qualified node. 70. The apparatus of claim 68, wherein said downloading
said desired  subset of said block files is by parallel downloading from a
plurality of nodes of  said network. 




