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PCT/ US01/ 32638 This invention relates to the field of content delivery.

More specifically the invention relates to delivering | arge payl oads

(i.e., files) clos ' rky envi rpnnent, Rel ated Art
Content delivery i g{%&ﬁgtdsﬂég %ﬁ&’?’r‘r@gﬁéﬁ?’ﬁ #155%5&%’%@ ng i nformation
(e.g., inthe formof a fYﬁ@mbl&wa doatNetwerbvi der to nultiple content
servers which may serve their content to nmultiple users residing at .
various destinations on the network. The content provider generally puts
the information that is to be distributed onto a conputer connected to a
network. This conputer is often referred to as a content server. Any
client-server or peer-to-peer conmunication protocols may be applied for a
content server to further _transfer the information to a group of content
servers in the same or difadkgroundofdiiesinventione assigned to serve the
information. The source content server is usually called the origin

server. The information resides in a file on a content server and is

avai | abl e 917 MSRE $ni¥niibhe network. \Wen users request access to the
information. the contents of the file are delivered fromany of the
content servers that are assigned to serve the content to the requesting
users using thgl;desired file transfer protocol (i.e., nethod of transfer).

A content serverl'HiyepiIElpestp thg igldafapnisnt deliyenyarMereisgevifically ver bef or e
roman origin WO
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server maybwvaksngnedndém. serve i nformation
Related Art

Content delivery in 2 network environment involves sending information

(e.g., in the form of a file) from a content provider to multiple content servers
which may serve their content to muitiple users residing at various destinations
on the network. The content provider generally puts the information that is to be
distributed onto a computer connected to a network. This computer is often
referred to as a content server. Any client-server or peer-to-peer communication
} protocols may be applied for a content server to further transfer the information
to a group of content servers in the same or different networks that are assigned
to serve the information. The source content server is usually called the origin
server. The information resides in a file on a content server and is available to
users of the nctwork. When users request access to the information. the contents
of the file are delivered from any of thé content servers that are assigned to serve
the content to the requesting users using the desired file transfer protocol (i.e..
method of transfer). -A content server may receive the information from an origin

server before any uscr request, or it may retrieve the information from an origin



frommultiple origin servers, and an origin server may forward only z)ngAPszggﬁ
its inMo?PHESTh to a set of content servers. The owner oOfpciigesassgnt
servers is wusually called content delivery network (CDN) provider. In a
network such as the Internet, for exanple, a user may access the network
via an Internet Service Provider (L3P) connecting through a central office
(CO of a tel ephone conpany or a head end (HE) of a cable conpany. Thus,
the ISP acts as the user's gateway to the Internet. Exanples of |SPs
include Anerica On Liner'" (AOLT"I) and EarthlinkT? . Sone tel ephone
conpani esSCAYR UPAB LEEFEBASAn| A sorHert satveo maPBBs assigrBhso s@Ye infbehaRanect to each
ot her's . they .may connect to. a backbone provider, tel ephone
conpany' gﬁ%%l’rn@e %%%Ipégrc%ﬁbﬁﬂ@ag R BTTRET BAY STy apt pRtatpart afritspubl i ¢

net wor kK. iBAGHeROBE B0y G, ' hi | connectivity for |SPs,
enterprise, etc. Through tcﬁggflgl%ég%a gir;E E{%Q%Fei;h%sceoﬁmﬁg)?eﬁ@%és servi ces
(e.g., dasayilysaicdabhtentfdednerymntvent: (FDN)ipdevigerd TOMAMIEQRE80theSET VErS in
the net V%rrious pes of data (i.e., information) may be transmtted

K.
over a 8{%%. FOATECafpieT Medrcssudernewerk wie anclésraett Servish pages, text
docunent Provi ¢ In@ Btk AL Ge: ] di vi deo, or any ot her
type of dé?‘ga&g\%?)laéggﬁgc tg{gg%roglgﬁgr‘r:%{]g‘rl[cogﬁ%ém%frﬂaé@ﬁqrﬁéomﬂnts of the

files comrahpidend(E) deshbledodaiay  Thes. thd ISPAERRE ir@n)scﬂygﬁxem;%n be
user. fromthe content server. Files confaining web pages

delivereg 0 the [ ;
and t ext %hﬁﬂ%’é HAnet aFgamgRiss P5IPYs edyde AgsnpaCadLine™s ¢AOL3tthend fi | e t ypes,
such as Euhg Nt 84l 1 deo 4l t i nedi data.. Therefo transferring
a~web page f?rz)lﬁ]@g %%ﬁr}'lte g%’? M‘é@?\/@?ﬁgiﬁ% 2{r"ergar'rgf)atbzﬂ CPTBRA O ?fbf’ﬁ%és Australi a,

to a uselSHsmagninterdoBieat :atmythek @elvass, ﬂhbﬁﬁ]az chffict REFOREBopd OVEVET,
transferri ngj a éjdeo file, for exanple, may take minutes to l-I'l1ours
dependi nBOSHef Helerons compames petwesk fcable camgan fiengpedd codnytrvateser s
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(e.g., data) available from content providers from any coutent servers in the

network.

Various types of data (i.e., information) may be transmitted over a
network. For example, when a user desires access to web pages. text documents.
application programs, static images. audio, video, or any other type of data

X available from a remote content server, the contents of the files containing the

- ) desired data (i.e., information) must then be delivered to the user [rom the content
server.  Files containing web pages and text documents are gencfally smali

compared to some other file types, such as files containing video or multimedia

data. Therefore, transferring a web page from a content servér in a remote

location, such as Australia, to a user in United States may take less than a few

seconds. However, transferring a video file, for exampie, may take minutes to

hours depending on the :size of the video file and the speed of the ﬁsers
connection. Such transfers place a huge demand on the network that may resuﬁ

| in lost data. For example, when data is sent across the Inlernet the receiving



system may not receive all of the data transmtted fromthe content %éMrR 2003,

This is wemassmet he data packets (data is generally transfmrtgshiizness
packets) nmay pass through sone routers where sone packets may be dropped
due to congestion. The receiving systemnotifies the server of the m ssing
data so that it may resend the data..in sone cases, dropped packets can
slow or halt the delivery of content because if nmany servers keep
resending data to their clients, the routers get even nore congested and

t hus nore dropped packets. Network-based content delivery that relies on a
si ngl e soursygiemanayiaghrtdearreailiof thediast trarsmitedvsmh crescohygpe seoér. iTHiOr mat i on to

mul tiple renpte |ogcafions may, depending on the sjze of files being
transferr ed‘fr‘rB%WBiﬁJﬁ‘Fé{‘“a RRskRbY qf’-af"bé*(ﬂeﬁ@mgl’ pndergebiropacesheaydiaser or the
server it sehfusm g fo w ) ince trapnsterring a snall
file (e.qg., auEv\igb?rgaée t%fjss‘ﬁg I ;lis%q%ea zie‘l'i(ﬂtgn >¥ geqrgéé@e@c?nl ?bnggsgmnrmssi ve

di stribut i dineoécetvimgmysterti nbiifiés thesaner fory midsing datakoybandnapheséiest i nati on
| ocations may not create |arge inpact on the network traffic near the
source. Tr é!?%‘?% AP 85 CPsES gdroPpedpagkets can glow.or halt gsydebixeny oficantenint r ast
can take tgas,,0f irmauisE b f istribution of such payl oads
relies on a g%’é{%ﬂ tgﬁﬁ/g@c{%ﬁgé%gfi &lﬁr({?ﬂggﬂ}egrcryﬁﬁgeihﬁég?teﬁ%?%‘b%rce, and

t he subsequent compebted eny tinfs momrt®dppedyRukeds.degr ade severely and becone
unacceptable. Therefore, while it nmay be acceptable to rely on a single
source to di st NeBYRIE-hased |comignésdgliveyy thatetslipages a siogle sowrcenal | i nages)

t he potenti; e : etwork.overload calls for using nmultiple
solr ces toklmugtwr?'% uﬁ@eﬁi\égé%@gdéaﬁoé’g %esngf t"?r‘éfrgatbqq g%trg‘.l“"\;ﬁee AL haced
expansi on ktatidie mapadgmndingheisthe ysiasf @l Bsng MAnBsRd, ERfountesh nedia

(e.g.. full length novies, video, orothertypes of nultinedia data).
Br oadband 'Eeéﬁ’ﬁ%loégylgmfph&@wfghﬂép@%&ﬁm@mfébtt soner #pdbmayt beegveror cont ent

A sor - br oAzt d o sXBbleo g Srandlerind SRR B3 RN b oA or vi deo
data usi NQlakeston®PdTeMGseBAlsA thetHAIsARMiSABU AR a khal B frbfh oHelse@ee f Or
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to thousands of destination locations may not create large impact on the network
traffic near the source. Transferring a large file (i.e.. a large payload), in contrast,
can take tens of minutes to hours. If the distribution of such payloads relies on
a single source, the network performance near the source, and the subsequent
delivery of content, could degrade severely and become unacceptable.
Therefore, while it may be acceptable to rely on a single source to
) 7 distribute small files (e.g., web pages, text, or small images), the potential for
server and/or network overload calls for using muitiple sources to distribute large
files to multiple clients.
The fast-paced expansion of the broadband industry has fueled the push
- forrich media (e.g.. full length movies, video, or other types of multimedia data).
Broadband technology brings high-speed connection capabilities for content
delivery to remote users hence large payloads can be transferred faster. Also.

broadband technology makes it possible to send audio and/or video data using

streaming media - whereby the data is sent in streams for real-time playback. for



exanpl e. Thus, the quality of rich nedia at the user's termninal, rmrgﬁhﬁ?R 2005
t hat o0 &7t her type of information, is now nore depepdgoto@dsigde
performance capabilities of the delivery technology. In order to mnimze
delivery del ays, network congestion, and other rel ated problens, sone

systens attenpt to locate content-dn server systens that are |located in

close proximty to, i.e., a few hubs of connections away fromthe

end-users. These server |ocations approxinmately define the concept known

as the " q(dgg;i Olimtsnﬁ net wor k.. For exanpl e, the Internet service providers
are in cI'88¥%r £ gualygy phactemadiags thetuserss ieapingb marg dradebltag  bei ng at
t he edgan@fothfieyAet . ervers ar | gced in such | ocations, the
servers a?eosai todlpgigh)ar{n \Qpﬁg %dg%wowofehgepﬁéamr% HEnH@"lﬁ%@F""@?stens t hat

are coripghiligd dfothelehvery cemngMeyf AMGAS WL RPDeR; at the edge of
the network are therefore beyoﬁ% t he edge of t"ﬂe ﬁ%%’ﬁﬁ@?& K.a. |ast
mile). BEWEECongsstipr, andpiier srleted protderes, shak syytame nterthpratiechtpeyond t he

edge of r till coupled to the network and capabl e of
conmuni gg?iﬁﬂgﬁw&gﬁétsﬂ%g?ser&%?m 188%‘31%?!8“! FOATEY 18 i-8-ha fawifubs Pl aci ng

cont ent oftorreeti@igey9ffrdoh eheidiNeks. | Bhes@ 9MI0L RIS use it can reduce
t he lat (ﬁgfcy in servicing users | ocat edesbeyoﬁIt tﬁ)ﬁggg@%"&ﬂyent appr oaches
&

for del RgConsrRidnguian thes etlge tdfehe retigetk. Fonainpiple.afie MdiQed Ng O

cachi ng Vi h and the limtations inherent in each approach
will nosvsrggggﬁjscusségq? ﬁl%a%{’%xl'm% to Weegdyiseidhpn@ay basrgardad asnder st andi ng
of; t he baingnakereddesoriRsieRYl, NEhEAYENL e | ol e exanpl e of
caching is web caching. In Ets si npl esisg?eogf%&%agg&@ggﬁ%' 'ihﬁvol ves a cache
appl i an€Evard @t Wil bebovak theaedgei &the ueeworkn dEedugrisgitBmsSRAVAE Such that

(app | aneEthed oo Foblife Samd puicah fodes ocaredtsohe i e An
br over VD 031 30708 5 2 Ao 2om LTt s S BRI Bre ket ar oa et wor k-
(LAN) 108 owertantig note thbt gistendalbaated beyaid the EALNSF the network are

still coupled to the network and capable of communicating with the server

computers located at the edge. Placing content at the edge of the network is

advantageous because it can reduce the latency in servicing users located beyond

the edge. Current approaches for deli vering large payloads to the “edge™ consist

of mirroring or caching. These approac'hes and the limitations inherent in each

approach wili now be discussed in detail so as to give the reader an understandin g

J of the advancements made by the invention.

Caching

A simple example of caching is web caching. In its simplest form, web
caching involves a cache appliance located between a client user and an origin
server such that data fetched once from the origin server is saved in the cache
device (appliance) to service subsequent requests for the same data. An

iltustration of caching is shown in Figure 1. for example. A client user at browser



origin server 100 enters the Universal Resource Locator (URL) addr es€ HiAPR 2005

the desiVed28a1a4 into browser 104. LAN 108 may be an | SP' $cHaiRhaks3sf OF
exanple. The request is forwarded to cache appliance 102, which is an HITP
(Hyper Text Transport Protocol) proxy server in this illustration. The
proxy server which may, for exanple,.sbe owned by the ISP is typically

| ocated at the ISP's | ocal network. Like any other server, proxy servers
(cache appliance) 102 and 103 are conmputers wth |ocal processing and
menory. A subset of that nmenory is known as the proxy cache. Cache is

general |y d8édn hacal dimgaiatyost Bralge 10D dedifimatiebthy: diseavaiiabfofg@t i on. Not e
ppliance is showmn in each ISP's |ocal area

that, alth nl e cache

net wor k of 8ﬁg@us(rgge{,18§ﬁ"§:& };ﬂﬁi"ﬁﬁ‘rsg‘n%?ﬁoafqedrpcm (HR\IQ address ohdle one cache
appl i ance dé&siR8 dhi@Fn® Hro& e ox-server, (i.e., cache
appl i ance) 102 prtoc%tssﬂerg ?Aﬁé%?e%t?g\gg%r)@é%?g{é fPB?ﬁwé’F‘T'&HTC’%’f“PE"rO\ABer 104

and sear chéBe ieggest sdhewgidee to cavkermpplinnéOI0N &hic®Ay 85 HAT P @RLE Td the data
cache, proxyserver 102 forwards t request to

i s not avajglable'nitﬁ )

ori gin ser ver=PRIG IO ORI RO T Vet his liusiratiom Eheipsodyl senst waidhamy. net wor k
router 10fs 1€ J request .origjn server 100.
Origin servérxa?% Hlé;tf an 3? eg%i?{?g IWIBHO%Z‘ téﬁel')té%/?{gcglr'?%‘ﬁ%ﬁlﬁ ssi on

Cont r ol Prldkg(r,rolotVldrrsemn@toxﬁeﬁin@@(@héhe@p?!ﬁkﬁ@‘éjmagatlbg, %Qom&# ent user at
browser 104. gciflgi n server 100 services the request and forwards the

- request ed ith locplprogessing HRhMEWABE AGRbsayedhat eomingty ioknbie adali, cache
appl i ance pl&d, HaNe.S ] L its |ocal cach mory and al so
61 ar ds it to pbr{%mgé‘?’etl'g?f’"%ﬂfefﬁl Hg‘{baasi‘_Empgré’fyd“f”éfgﬁg% THsatly HSe4TTP proxy
(cache apphfoamaten. Nie thit, atthe@aisig o _daeﬁgaggﬁsHﬁTc%i)ééhoanWé%h1§95s desiring
y p

t he sane ?at g?gets their request serviced . roxy server (cache
appl i ance)°PoTRF KB ofigured qereastudbsnpigmeiation oag hoee hidERhardnéer  100.

However, Ws8kS nd . t N 109 reguesting the same data would have
their initial P%‘gaﬁ‘é’gt‘ﬁé‘i%‘??e'%éaﬁ§mﬁf?&°§ rver 100 because users 106 and 107

grz /e3 2 gg 90 ? g n(igPijFi) I{tdzeggﬂgqheﬁlﬂ'dﬁc RipBKncEP 202Dl debssB hel :Qauéjsﬂ'@(:eﬁ%ﬁ hed in VO
fromclient at browser 104 and searches its cache (i.e., memory) for the requested
data, if the data is not available in its cache, proxy server 102 forwards the request
to origin server 100 via network router 101, In this illustration, network router
101’s sole purpose is to forward requests to origin server 100. Origin server 100
is an HTTP server with single TCP/IP (Transmission Control Protocol / Internet
Protocol) connection path 110 to client user at browser 104.

) Origin server 100 services the request and forwards the requested data to
cache appliance 102. Upon receipt of the data, cache appliance 102 may save the
data in its local cache memory and also forwards it to browser 104. The data is

| said to be cached in HTTP proxy (cache appliance) 102. A subsequent client user

~ at browser 105 desiring the same data gets their request serviced by HT TP proxy

- server(cache appliance) 102 without the request being forwarded to HTTP server
100. However, users 106 and 107 at LAN 109 requesting the same data would
have theirinitial request serviced by HTTP server 100 because users 106 and 107

are npt connected through HTTP proxy 102 which has the data cached in



PCT/USO / 32638 nenory. |Instead. HTTP proxy 103 would performthe sa
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process®O 43579 scussed above for HITP proxy 102 to obtai BeRRRo Fshe
data in its nenory. Thus, proxy servers 102 and 103, which are said to be

at the edge of the network, are popul ated upon user demand. Once the data
is cached in HTTP proxy 102 and 103,5.origin server 100 would not need to
service requests for the sane data fromusers connecting through HTTP
proxy servers 102 and 103. By caching the data at various proxy servers
closer to the users, delivery of content is distributed thereby reducing

the | oad"@mewnd nsteadn&tTAOR lprexy V6B . wiiddepeeformC Behiang: pfocB&ky agood for
del i veri N, data that is fixed in nmenory such as static

static con -
web pages. CR ﬁiahave %6%’?%0@1”0%#?2f%?bteiyﬂaﬁrecherth@ﬂmin ithmemoty. as servi ces

(e.g., funekimbsysertdr@as2&id , : am di.a, or any other type
of dynamic inr?ofyneftri on. Tﬁfe %P hg‘?hg?%é%'ﬁt‘é%’ %F‘?eﬁéﬁ'www&e of
or di nar y askpdpulited gprm aset dematdier ef ore software to perform the caching

and 103 is readily avail able. However,

function at TP péegéy servers 102

this is not tHE°EaRAHR ihcashed inPdd Prrrakn 10D endiu 63, atidif semnt 1G0 ovi der s of
stream ng,oafd Y& Se :kering protocols t transmt data to the
reci pi ent player (eg.stg.é,%ééflr}% %t}ri'))fgr U gmia TR YSETSUSVEEiNEh  of a

Lypi cal U0 eghIRGh pesvjekneanGTiddI03 ByoRhihe thil o MidR o HTTP TOP/IP
connections to the browser, Stream ng server 200 1s connecCted to player

201 via YHRFEEClosTiRbts Warspdalivery phaantea s distribhie dReatby fEduEnStHeeani ng

Pr ot ocol ' s a protocol that provides for control
over del lioége}?%?q@gﬁ%%ﬂht?ﬁew g‘gfﬁ?fvﬁ%"'fpg‘i&ﬁaﬁ'? é’§'ﬁ)é fog daliterigzand vi deo

st r eans. stitkSRnomn t-alansthat WFBEHIR nhe@Ror9 kudel @aflaly Pryides pl ayback
control s, such as play, rew nd, fast-frgr\l;vard, and g%gg%st 6:9‘%#“3?& 201.

Pl aybackOelPt podoffr dimamignindeimasionssuchhas servideay(erg. c fimctbad,t recei vi ng
e 2oL, PSR o) BB o 12 Sen
g proxy servers 102
and 103 is readily available. However, this is not the case with streaming media
because different providers of streamning servers use differing protocols to
transmit data to the recipient player (e.g.. a browser). Figure 2 is an illustration
of a typical streaming server connection to a player.
In contrast to HTTP TCP/IP connections to the browser, Streamin gserver
200 is connected to player 201 via three connection paths. Path 202 is the Real-
Time Streaming Protocol (RTSP) connection. RTSP is a protocol that provides
for control over delivery of data with real-time properties such as audio and video
streams. RTSP contains a description of media data and provides playback
controls such as play, rewind, Fast-forward, and pausc to player 201. Playback
may be done with an offset so that a player can start receiving the data from a
specified point. For example, when player 201 rewinds. a different offset,
corresponding to the desired playback position, is sent to streaming server 200

and incoming data is sent through path 203 starting from the new offset. Path 203
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(RTP) and¥Ody/38@At ai n the data being played back. The thi pdTamemsedsson, '
path 204, utilizes the RTP Control Protocol (RTCP) and it may provide flow
control of the data. Caching does not work well for stream ng nedia because
the various providers of stream ng servers use differing intelligence to
conpute the data being sent over connection 203 as a function of the

of fset and the flow control. Moreover, server providers do not follow a
common standard, therefore placin a cache appliance between stream ng
server 200YHHzrsghalieal-Diore Twosreriiyotase! (R BRdiIndyndysasiabl the dafadssigt he

intelligen j } oday' s i.npl emeptation is i e ream ng server,
is incl udegagfq\ﬁ!écﬁ@i*l%tthgg‘s:ﬁ'gﬁhg@'&mf h¢'§ ??%‘i?e&r;ﬁémg%@iﬁ’fﬁ%?’ t he
connect i on(PWRCPPandit mdy grbade Bseohbiel bRiMegizEoNt ai ns the intelligence used
by every stream ng server provider. Thus, existing systens do not

currently provi §echigg\doghbet wark wellctac lsteahimgantdig beedisa tidataiovdl so, since
need to

caching is_usage based, . when content._ i.s not K cached the proxy wll

fotch the BOYRER OhaRtumingarters eohiisriBrdnis o o SYaRiad fare | no
guar ant ee Binglse: iob¥r cdReRIdE203NBS LRk Bt HRR3 s-c%ﬁhhélﬁo&ac%négl" antages
such as ease of growh because a new cache appliance can be added anywhere
and it wi | Momevep senvdr prowidersvy nad feldawh e capphérasimelacd thdpforhslad g by

di fferent conhent roviders; and a cache pliance is very Iightwei ght
(i.e., dodsC¥BE 2PRUAICPPeLyRED shiearogg ?ejﬁ?rﬁq%gﬁ‘ﬂd Plard 20d yeodd apebe t o manage.

M rroring (Mdilvaeh [ : i-di -del | ver 0 users at
e " edgar e RIS uRIcs e ER Ly, SRR oy STk fRierffich tat o
centr al | zetreasingtsermer by inchple eabérmig tieomnteanis of mfoteatiod deinglkeitoenet wor Kk,
t hereby m nim zi ntgothe di zftﬁnce bet ween where content is requested and
where it i8¢ ¢GEdon pathg o ifdhe gache gppligicesgniainsdte idstlignnke beasday dt h as

co ”par ed QeqBlky Ak SEHICFHIOR/.E&}.erﬁiﬁgéﬁsﬂngssyggﬁls%%%%t currently provide
a viable way to cache streaming media data. Also. since caching is usage based.,
when content is not cached the proxy will need to fetch the content hence there
is a potential for misses and there is no guarantee of quality.
Despite these limitations, caching has advantages such as ease of growth
because a new cache appliance can be added anywhere and it will be up and -
running; a cache appliance can be shared by different content providers; and a
cache appliance is very lightweight (i.e., does not require special configuration)

) and thus easier to manage.
' Mirroring

Mirroring is a scheme for providing content-delivery o users at the
“edge™ of the network that addresses many of the Irmiations of centralized
systems by replicating content to the edge of the network. thereby minimizing the
distance between where content is requested and where it is served. In so doing,

mirroring saves network bandwidth as compared to delivery to multiple users
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princi pl@ez/ssrgerlying mrroring includes central controbcofstpisht and
the network, efficient distribution of content to the servers atgélhe edge

of the network, and automatic redirection of content requests froma user
to a local edge server. In mrroring, file servers are placed throughout
the network (e.g., Internet), close to where the content requests
originate. This principle mirrors sonme of the functionality of caches, but
with distinct differences. In particular, these file servers work together

in a cenfiogl ¢3¢ eommtizid sedraeol Tratfanadrhareal fpamBiphes didlerl9RSUREREr al | net wor k
perforrranc?. Li ke% cache, content is replicated fromthe ori'gin server to
the ser v vty e‘EO“FQEQF. &raksat grd theengiwatlereffitient distritidtion ofcont ent i s
served. EEMEHES thd Bl | i ter content.control. By pre-

popul ating the ser vér%ﬂéta g]e%%gé)g?&w%lﬁg e éé’f"fc’é’ﬂﬂt@ ’iea'tre‘ft’%t‘)fdel ivery to

t he usercontaitirgruastt ifregn ¢ asdracmisc ed@dridpCr easi ng the hit rate. Mrroring,
in conbination with caching, delivers a better-integrated solution with
the benefits &f "BEPABafifs s8es arconplacesRthrapghdusstheonalvorlt liegservers in a

mrrori j : | br owser. request.s the URL. the system
det er m gtsérgm*'ggﬁttggh?v%etﬁ ;%\Qggtre\?gfeqﬁ‘é%%aﬂglaﬁ. ' %@PHBWP@&F‘% net wor k

| ocat i orsprerafdkn bmctibnaltpiofRhched st GH I G5inct UffFArenQk. SI%HYﬁﬁar( bot h
avai | abi é%t and load). Figure 3 is an illustration of "a netwbrk content

del i ver yRTREWESSEYTIP Bk ipeetiier oz sangratlpcouiatiledontiatdratiee falidogege of t he

net wor k ] 300 represents the edge of the network,

miFhor i ng o?:g?aerggf]?lwewgé‘%%%rf@mf%.@%?aﬁ%@(ﬁ’-“‘%@ma}t‘caﬁwf%g@ as shown in
Fi gure Brigimsdrirstol theUstveRtdn® ondd, |r@ga$@&§ée%fo 1;?%3 %ﬁbér lti%@?[h%r-- Server

controlling all other file servers (e.g., content that needs

to be pHHEY it Frve Hayever mitroingeptovideogmast esnteptcodroBBY prand t hen
s _302-308 using a preferred push

o b o b eSS s g, P
met hod eliminaling cache misses and increasing the hit rate. Mirroring, in combination

with caching, delivers a better-integrated solution with the benefits of both

approaches.

One URL applies to all the servers in a mirroring implementation. When

a browser requests the URL, the system determines a local delivery server based

on: geographical and network location; presence of content; and current status of

server (both availability and load).

) Figure 3isan illustration of anetwork content delivery scheme employing
mirroring.to push content to the edge of the network. Assuming boundary 300
represents the edge of the network, mirfori ng locates file servers (e.g., FS 301-

- 308) at the edge. as shown in Figure 3. In this illustration, File Server 301 is the
master server controlling all other file servers (e.g., 302—308). All conlcmtthat
needs to be pushed to the edge are loaded into master server 301, and then
replicated into all the other file servers 302-308 using a preferred push method.
For example, the content could be replicated using the multicast method

discussed below.



di scussed bel ow. WD 02/35799 -9 2 5 APR 2005 PCT/ USCL/ 32638 Unli R APR 2005/
cachi ng, Wé¥eS7he content nust be static (i.e.. does not pRaR@E/3MEd D :
time), mrroring works well for non-static data such as transactions

because transaction data can be synchronized fromthe master server (e.g.,
FS 301) to the file servers at the edge of the network (e.g., FS 302-308).
The various nethods of replicating data to file servers at the edge may

i ncl ude broadcast, a transm ssion fromthe naster server to all listening
file servers in&i{ge network; anycast. a transmission to the nearest group

of servers: uni tke gchingnwhers shopottent rmustprecitdticdi.6.c agdsviast ch mul ticast,

a transm sg; @ i.pl e specific receivers (a nore detailed discussion
of multi cast'?lrrl}gﬁ%é i Is)}ép ‘ég%eb”éslu @ NOPalC dyapestrasirnsagipnskecadseat t he

edge, a usemnsattibn iEehn B3YnERBUBSLIf O EoRLE s 45y ayt omat i cal |y
routed to {he geographicall ;/] cl osest%%&gﬁﬁﬁe&gﬁ&@&‘y&j@dﬁ tLE‘Fhat IS

abl e to seltf ¥BVerhat the edgeenfithe Mmook (a9, BS 302808 K ST dhoki@ fnedidgam ng
file servers 301-308 to

media. Str 1 vers can be attached to any o
provi de se‘?@?éc‘{e]g:g Igées ta tl?)a@ﬁe?eé"?rts s then gdgre dnayFincluseahysadsashy aat t achi ng a
stream Ny SerswEsiG Brokdihb imBres BenilSGl, &t player 320, in the

geographic vicinity of file tse‘rgéﬁé’rgtt %"3‘9?“@5’5‘%?@%&%&% '%ﬁﬁe%?m’ﬂ’d‘ nmedi a data
Wi t hout mAACIhtdmnpmisiange thanearesogiong of sareBRMiakl, @RansmakibEay N servers

can be att to any of the file servers to overcone the Ilimtations of
cachi ng. ..%&E@’*@F ,reccetﬁ‘fe}e%‘f{"ﬁ‘gf‘?ﬂf‘&§‘Efii‘ﬁ-’ﬁ’éﬁs'%‘itgmlﬂilldamecifd:izsadvaa(aages, f or

exanpl e, andraldgtyiRhl) Bl ' i.s popul.ar. . nmay create a hotspot
0f a di sk because of reziﬁggﬁgg}édgg@%]t'ghﬁ%éjss@gﬁ{egw)'a UHROERES  di sk
i nput / out Fativesad dwnitbie kdges al uset tae rouer SB0ekqudshifig l28¢38 (ORbARh: fleeds to be
fully tragﬁg‘o&er redlto eiJ her the application servér or the cac%e appl i ance
before saf CHPASENGIPUH ta fhegraetpobically Flosest severds g., sovet 309) dat & nay

conmence hb@rtg%i&rtggttrgﬂgslpotenti al latency issues.

Mirroring also works well for streaming media. Streamin gserverscan be
attached to any of file servers 301-308 to provide service closest to where it is
needed. For example, by attaching a streaming server 310 to file server 302 a
user at player 320, in the geographic vicinity of file server 302, can playback
streaming media data without much latency. Thus. in mirrorin gimplementations,
streaming servers can be atlached to any of the file servers to overcome the
limitations of caching. However, current methods suffer significant

) disadvantages. for example, a large object such as video that is popular may
create a hotspot on a disk because of repeated access to the content and because
disk input/output bandwidth is limited. Moreover, the large object needs to be
fully transferred to either the application server or the cache appliance before
satisfaction of an end-user client request for the data may commence thereby
creating potential latency issues.

Mirroring. also. can be very expensive due to scalability issues. storage
limitations, management costs. and inadequate load balancing. Scalability issues

arise from the need to store entire large files, such as video, within a storage



Mrroring. also, can be very expensive due to scalability issues, its)rw 2005
i mtatWeng35nagenent costs, and inadequate | oad bal angdguseessasRbl ity
issues arise fromthe need to store entire large files, such as video,
within a storage WO 02/35799 -10 2 5 APR 2005 PCT/US01/ 32638 nedi a.
Therefore, new storage nust be adde)-to all the file servers in the network
when avail abl e storage is inadequate for storing a particular large file.
Since all the file servers in the network nmust maintain the same file
configuration. rading all the file servers in the mrroring environment

. up
coul d pr M“E-Jﬂ%@fgéﬁﬁyewéwwuﬁebemmd:dhtalelfi)h;seln*&aﬁsifnith@n@.@bﬂ@rS br ought
other file

into the p uld need .to be. configured to conformto all
servers i“nn’%%'\éégglﬁae%m&o .°3A§jmdﬂf§q%{?r@r§‘t°8f‘§g"émf1é‘§{ﬁrr'éf§efé@}l@'%b f or
mOUNt i NG tHN G 1N G¥YvEEOIARR: nélROHE Gust FASKLAPHRE shie UPU Aol M, ed and

soneti mes expensive. Moreover, as storage capaclity ifnc S4LE8N npr e system

admi ni st kBgTadmghiinbe filservees igthe timwkingkenviasiemaeedsld provd@bRIeH he

confi gurg%i on. SiAQﬁl:?'COﬁt of ﬁ stem adm ni stration is expensi've and rack
space i s THRPY & AARYIBEY Vs lierservers krgugittrintophs netvinuk memldssedg Mul ti cast
Ml ti casio beSconifidutddaBeBHHHT I TYels a,single sender and

mul tiple sel ect gg receivers W?tf?\]ﬁgﬁ}\gﬁrp@r&?@‘ﬁ}%&e&w?r an illustration of a
di stribution Adting kotersatrags eguired tack 8picet B HRMABY tHetheW §Brdppf Or mation to
mul tiple co%%egtélcgervers on a network. The source provider uploads the

| arge paii'd spacg jisgisyally [imited gagyaometimes expensing. Moneavef.iase having a

Si ze Si Whrhl aT0]aly} i .k__.resources) onto the root server
400 whi g’}b n%fl@dg)té’mﬁ or egéﬁpﬁé Q}éspeg@%@}epﬁ{égaé'ro\@?’"dfod’éé‘t"gdE’f“ff‘”l? s Angel es.
The rootars ecaded tomenagsihe benfigiretisiedSine asst bRSystrh @iiMiniSBlibglis Root server
400 subsequent | | ticasts the video data to nmultiple servers (e.g.,
serverseﬁgﬁnsﬁﬁ ek sapre iqligited. anigioringsuffessond | evel of the network
server tree, usually in differing geographical |ocations. For exanple,

server 401
Content Distribution Using Multicast

Multicast is simultaneous communication between a single sender and
multiple selected receivers on a network. Figure 4 is an illustration of a
distribution network that uses multicast technology to push information to
multiple content servers on a network.

The source provider uploads the large payload (e.g., video file, image
data, or any other file having a size significant cnoﬁgh to strain network
resources) onto the root server 400 which may be, for example. a content server
located in Los Angeles. The root server may also be referred to as the origin
server. Root server 400 subsequently multicasts the video data to muitiple
servers (¢.g.. servers 401 through 403) that are at the second level of the network
server tree, usually in differing geographical locations. For example, server 401
may be located in San Diego. server 402 in San Jose. and server 403 in San
Francisco. Afterreceiving the video data, servers 40} through 403 will multicast

the video data to servers in the next level of the server tree. For example, server



may be located in San Diego, server 402 in San Jose, and server 4033 § &RR 2005
Franci scowOM23s799r ecei vi ng the video data servers401 throughc-#0shisbéss
multicast the video data to servers in the next |evel of the server tree.

For exanple, server WD 02/35799 -11 2 5 APR 2005 PCTI US01/ 32638 401

mul ticasts the data to servers 404 thgpugh 406, server402 nulticasts the

data to servers 407 through 409, and server 403 nulticasts the data to
servers 410 through 412. In this illustration, each server nulticasts to
three other servers, however, nost inplenentations involve nmulticast to

nore than tHHgaulbispsieths dataeo sprvers d0d Seonghrd®p, seAfer 402 tttiotsteR- dad a i S

distribute S rvers 400 through 412, the video data becones

avai | abl e ﬂrois%wr%% {l(i)—’f)ﬁ'éo'é@r‘\l/@r anl sgtver A3 myntigasty the datartpesesvers 4 feogr aphi cal
local i ti es throughe | DETNERK illuEithGodli SER kQYL, shgs gontent  to the

edge into a mrroring t ylpe uar Ch? t'ect ur%g%@pgﬁg%tg?g}%éﬁg g S?‘Fﬁ‘ff“be serviced
from one ofhowgivel. ghast smplearesiatiossianvolvd ralttidaltetooRosy MR ikl ¥rehosest

server. Mﬂgl:ti ?e}lsti Q‘ﬁ the entire large payload file nay still cause
congest i on ‘a8 'CYRBuf fi ci ent capacity on a particul ar communication

l'i nk: network eQuidiEWid i 0 _processi speed, of networking
equi prrent; server congels%fgﬁg(?%%g@{bgge@r%mﬁ%s&?ﬁ%‘gg'gﬁ(g'ié‘ ‘bl% thée server;
and | at encyiden deticbenemenniaildble ftom tridtiple isoReRIBAGK ARG W h RifFhendat a

travel i ng qver qur‘l?g di ﬁtances. Load Bal ancing Load bal ancing is the task of
di stri but i AEPERRIIGTR{kARES Bahe BrtavorkeThis distritnsiongndtbedipushescaiterst er  of

sefvers totd Pk em . e i1 e simultaneously ingreasing the
FEliability of %"‘?éﬁ%’?’?g%%ﬂ@@@%&% rE usel IRles S Ay DR eI dncer | s
of ten i npl EnEneredofamubipidesrversSwiiatly fm ahé QEdREpIARAILCALLEY sérves 0ad

bal anci ngwtch.or a | oad bal anci ng router-respectively. A load bal ancer's
network i Y theeeniite darge paploaddilesmay wilb)causserareestaen duvits t ual

external hi@kfac d;ag (8 .yercluster. Each server jn a cluster has
both an internal (Fa Ca{ty nea ﬁ:ﬁ{tx&\lar communicalion link: network equipment
congestion due to processing speed of networking equipment; server congestion
due to data processing speed of the server: and latency in the network due to the

time associated with the data traveling over long distances.

Load Balancing

Load balancing is the task of distributing the network load- and the
processing load to a cluster of servers to improve system performance, while
simultaneously increasing the reliability of the service provided by the servers.
A load balancer is often implemented as either a switch or a router and called a
load balancing switch or a load balancing réutcr'rcspec{ively. A load balancer’s -
network interface. the Virtual IP address (VIP), serves as a virtual external
interface for the server cluster, Each serverin a cluster has both an internal (local
IP address) and an external (IP address) network interface. Most foad balancers

_provide a feature called Network Address Translation (NAT), which translates

VIP to a local IP address, which are useable on the Intermnet. A load balancer



| P address) and an external (1P address) network interface. Mst load 5 APR 2005
bal anc¥P92/35799vi de a feature called Network Address Transdatkamns26NAT) .
which translates VIP to a |ocal IP address, which are useable on the
Internet. A |l oad bal ancer WD 02/ 35799 PCT/USQO /32638 -1 accepts all data
packets addressed to its VIP, and.gbstributes themequally to the nost
avai l abl e servers. A load balancer maintains a state table (e.g.. what
server is servicing what client), so that data packets of a persistent
session flowto and fromthe same client and server end points. Many | oad
bal ancer§cqrivall dats patkaguadsstssed BtitscKIP, and eistiibted Ihain Qushy olns es data
packetsnfldﬁgs??vg Lient to the sane serverthat the client was previously
connect S 8Vl SELY§T 1y feature allows a server to intelligently

repare for i - r i | ients. .Load bal ancers can
tvol D@ﬁ)%ﬂl&bﬁnééﬁ;ﬁﬁ;ﬁm{rgqlg&% ?‘8&“‘9% V%h%t geﬁ‘écr{-'s FrYReEaM8ht ) node or a

typically operate in either a "regu
"t r anspaneni. sontbdedatT ipecidits bfea pacitde sesarh HHRAH|2AH Frorl R s
"transpa]r.er}t " node !ﬁ%)cgs i n the managenent of inbound and outbound data
flow IR “HagHPever Fistrointg Manyeas Baleresrs have mceafiguombldtinkly't r af £i c from

the se bal ancer.. In "transparent”
node, o{ﬁég{)rﬁﬁ{ggg%ﬁg%#%zﬁﬁfpgﬁétggg@e#\)gp t%qﬁ%faé?cﬁfyrﬁéé%g‘etcﬁfénq ogd bal ancer

by fI owvagpwivicastylcpnnédiedtogThansticRyY fedh e allJWEa sdrv @RS RALIEM 1y TOde can be
network of servers delivering Farge anounts of

extrerrellg% inﬁortanl for a of s
data, RSP RURRSSDIG Htutgyequssts ITasadts chiantshe | oad bal ancing router and thus
i nproves net . a_, |l oad bal apcer, i.,s operating in
"t'ranspar entwndégggﬁ%% g%ggﬁpﬁgwg%eﬁgﬁealpequ?é 2 JegplaRatifon™™ in t he

i nboundrypapireny rhedeoich Hemispate@ti indds. eTMEHIfkdtRL Beiwdd b OuUt er must be
connected both to the | oad bal ancer and the server c¢ ustegr to do this. The

server Jnede %’?ﬁ’é‘t?@F%?"tE masiedies i Betmanagemehi gflinkelingiand oatdoanp back
A ik i g T e R e
: oc gl bﬁ?‘?’ﬁi fxggue?gnssi?mlg{]u@mmgad BAIEAdeRR “trAfdphredt 76dd, BhibohQs TBNAGE their
traffic from the server cluster bypasses the load balancer by flowing directly
through an 1P router. The “transparent” mode can be extremel y important for a
network of servers delivering large amounts of data, as it reduces the overal! load
on the load balancing router and thus improves network performénce. When a
load balancer is operating in “transparent” mode, it does not translate the
destination IP in the inbound packets from clients to its server cluster. An IP
router must be connected both to the load balancer and the server cluster to do
this. The servers in the server cluster are then configured with a loop back
interface using the IP address of the load balancer and with a default route to the
IP router. |
Most load balancers provide either a remote or local Application
Programming Interface (API or scripts to manage their load balancing tasks. In

general, current technology uses a round-robin approach (i.e.. the next server in

the queue services the next client) to load balance a cluster of available servers.



general , current technol ogy uses a round-robin approach '(i .e., the ﬁe
server i nWQ®E5¢iteue services the next client) to |oad bal anegyaish AFS: 2003
avai l abl e servers. 2 5 APR 2005 WD 02/ 35799 -13 PCT/USO /32638 5 APR 2005

This may mean that servers are allocated tasks even if they don't have
avai |l abl e bandwi dth. Therefore, therg3is a need to address the cost,
scalability, and | oad- bal ancing i ssues associated with | arge payl oad
delivery to the edge of the network. However, before discussing the
present invention, a general overview of how files are handled in

di fferent opt? &RY My28 Al evryerssarp rdemindddskskeiveei FCa d@IE RivieQRai®ihLComput er
Systems The,Qyef@l | structure in which files are named, stored, organized
and accessed In an operating systemis referred to as a "file systent. In

the UNI X oper atlihag:fsiStige ik Qr | i.rectorycan be unted with
afile system _If a directory ?é\)gﬂﬁ{smﬁtﬁst%ztggvﬁ%ts{\ St%fllgéxg%lszt“élnﬁo 2T any '
storage |/ GRReipatisTogs pesociated quiths tlargk tpalyat hizlised- (0 B8R éd%ei S fiar warded to
the file sgngHOEg‘r’ e%&., opening of a file /X/ foo.1xt causes the
open request to0 be Torardat fiscuspis theprewaptvantion. 2@eaeral oautiewe in fil e
system Y. CbhdvefRGraad Narided & &; o h as _Uni x and W ndows. support
"stackable file systens". Aﬁi‘%lg%ﬁa%Pé&??lcheaé‘%ﬂséﬁﬂ?e%e&i |l e systemthat is
built on top of another file system For exanple, if a stackable file

system F iﬁil@éi,lj,ﬁou?t{‘)ve I:i |l e system K, and if directory /X is nmounted with
F, then opening of 21 PeLompusSyseMscauses t he open request to go to file

system F. File system Fprocesses the request and it nmay or nmay not
generate a request to file systemK |In the Wndows operating system

environnent . a Heaeveal etrictue by whim fils 6 haged sfdrbe or%iu':i&cgf and* file
dlaced on any directory. Any 1/O access t0 a directory that

o PR A Ry S Stk Wi pyomr ot oo o
]?ixleg utS ;gt eorﬁneratihé §ystelrh tr6F eﬂMplQ,rcaQPMir&%rysc%] ge r%antreg %Hteils;} ﬁlggysaer}g. under [ yi ng
If a directory /X is mounted with file system Y, any storage /O (Input/Qutput)
request within the sub-tree /X is forwarded to the file system Y. For example,
opening of a file /X/foo.txt causes the Open request to be forwarded to the
corresponding “open™ routine in file system Y.
Contemporary operating systems, such as Unix and Windows, support
| “stackable file systems™. A stackable file system is a file system that is built on
top of another file system. For example, if a stackable file system F is built above
file system K, and if directory /X is mounted with F. then opening of a file
/X/foo.txt causes the open request to go to file system F. File system Fprocesses
the request and it may or may not generate a request to file system K. In the
Windows operating system environment. a stackable file system is called a file |
filter. A file filter can be placed on any directory. Any I/O access to a directory
that has a file filter causes a corresponding file filter routine to be executed. A
tile filter may or may not send any request to the underlying file system.
A distributed file system is one in which (iles may be located on multiple

servers connected over a local or wide area network. A distributed {ile system can



A distributed file systemis one in which files may be |ocated on mj §i RPR 2005)
server sWibpRizeed over a local or wide area network. A dig¢figleiedsdile
system can WO 02/ 35799 -14 ~~5 APR 2005) PCT/ USO 1/ 32638 be i npl enment ed

usi ng any one of several well-known network file system protocols, e.g.,

the Common Internet File System (Clk®) and Sun Mcrosystens. Inc.'s
Network File System (NFS) protocol. CIFS is based on the standard Server
Message Bl ock (SMB) protocol widely in use by personal conputers and

wor kstations running a wide variety of operating systens. The CI FS protocol

supports mEigerenddd Using miyaoriengl aevkralepeiaoivat i@RofiefitdlkRSemsuch as:
saf e cachi ng, read-ahead, and .

be
file acce ile and_ record | ocking :
wite- behﬁrﬁffcols’r F‘g"g}%ﬁ%‘b‘Bmoﬁg‘E[FW&g‘ﬂ? DYt fGHFSe and S Micrasystegest.i at i on,
ext ended abrs NBHESE FiildisSik [ virtual volunes, and server
name resol ution. NFS, | ?ﬂ%ﬁngﬁﬁ?pﬁog&%?‘r@%?% S‘%th)onpﬁ%&s/[iaagar “oFEn
cross- pl dvitenage dblohRrSMBY protedoll emide By Bt 886 by persdi@l8stplicte 2 Vi ces from
server systgms .over a_network. The NFS protocol provides transparent
renpt e actySYAGISTANNME § VdssvasiehbRoprsRtieyr %stemse AlheeCIRS potocdbsi gned to be

t abl e ] oAl g t t Kk
B chi oot o ra e of Bl TR AR PRA Mo le S s DT a8 cveo

t hrough teandiseoof loRkinp! afPe@bREY Fead GAkAd, Bhi Wtk Wesink R oﬂﬁﬁé@ tives) that
are built q of system.inplenentations that use the Extefnal Data

top 2Nl
Repr esenf‘ﬁ't‘ﬁ'a’rﬁ'oé‘t PfARcE! vesdim) neppBatRPC gxténvet| aedbytesovdideibared nt er f ace to
repote s i v S l.ies progra e. -S) ,._each program
~incl udi ngerpgkggta ‘gftugfgéé@é’ﬁ?'eé%o 15 E%’H’gir %ﬁ‘i’téﬂ{" %FF%[\@@‘T $&FSsisnet wor k
addr ess, iraermedgoapmmmropeartdo@-gmgm%eeharn%bf%F cﬁaﬁcﬂgygﬁé @ Specific

renmote procedure to _be executed. XDR uses a | anguage t escri be data
f or mat s. T°RHES THR GERAS fEem SaMvVgr Bstemedvern desork.bdhe AR protbcdls not a

Cyatoms. PRGN ot T RO T Phe s 0% wiRarid o bt o dccess
privi | egiesigned ao ibe Hortable @8roxe Ui ffre st th&Mirtes 205 chith L E LM MY AIJ-RUS Operati ng
architectures, and transport protocols. NFS® portability is achieved through the

use of Remote Procedure Call primitives (RPC primitives) that are built on top

of system implementations that use the External Data Representation standard

(XDR). The RPC primitives provide an interface to remote services. A server

_supplies programs (e.g., NFS), each program including a set of procedures. The

combination of a server’s network address, a program number, and a procedure
number specifies a specific remote procedure to be executed. XDR uses a

language to describe data formats. The language can only be used to describe
~data; it is not a programming language. NFS Implementations exist for a wide

variety of systems. NFS mount protocol allows the server to hand out remote

access privileges to a restricted set of clients and to perform various operating
system-specific functions that allow, for example, attaching a remote directory

tree to a local file systems. '

The above examples illustrate the limitations and problems associated

with current systems for distributing large files. Because of these problems there



systemspecific functions that allow, for exanple, attaching a renot ,
direct or yYWOt288799t 0 a | ocal file systems. The above exanpl %ﬁ"yf"%ﬁ%ﬁe ARR. 2005
limtations and probl ens associated wth current systens for distributing
| arge files. Because of these problens there WO 02/35799 -15 2 5 APR 2005

PCTI USO /32635 is a need for a nmethodjend apparatus that utilizes a nore
effective neans for delivering | arge payloads. Sunmmary of the Invention An

enbodi ment of the invention provides an inproved nechani sm for
di stributing |ar ge files throughout a conputer network and delivering such
files to ah %fydfern rstbe@nnd wpematuh ehat DUEBES Odes offeRt RBRLADFt P ovi des

mul tiple W a 0 obtain access to |arge payload files w thout
overburdeniuc?;cgiré?l}é\%\}/\%%?p%ﬁé@%rces. |f, for exanple, a user wi shes to
downl oad a large file such as a video file an enbodi ment of the invention

provides a way to deliver that video file to the requesting user w thout

putting a strain on the neﬁmnkna,‘ljhgftﬁyg}ﬁ@%pnpl i shes this by breaking
the large file into multiple portions an storing those portions in

| ocations (e.g., nodes) distributed throughout the network. The portions

stored throughouyj thE él_etwor are distributed utilizing a flow
optimization tedHhF'GERCTIFEE oOhihg i tradior ravides an ishprogehmenmmigef@nt of | ar ge
data fil esdisthbisingliee PR thy I ta file are stored in |ocations
that minimze the Jia}%)unt of ?P&rr%aldtahg’gﬁeggeﬁ%o%é‘lnp%GEY“{’}%‘UB%WGSM to the
end- user s%Qfmﬂd-usfhewmohﬁtdnonsirﬁéﬁidrﬁfs%E%én@bcﬂi/pgygﬂi%‘? lt(iﬁcrzdi nary

skill int e art, as the edge of the network. Each node at t edge of the
et vor k embBay1'HY “a¥petd PIER aoss iniser paoad Bles ariftoguoedbirderpear as i f
{orcd bp i REReh L R B L R it - '
i ncreases astreviveo filmbn strbodimertapald e Rforf A8 WA KO8 ML Pout
video file to the requesting user without putting a strain on the network. The
System accomplishes this by breaking the large file into multiple portions and
storing those portions in locations (e.g.. nodes) distributed throughout the
network. The portions stored throughout the network are distributed utilizing a
flow optimization technique that provides for the intelligent management of targe
data files. Thus. the portions of large data file are stored in locations that
minimize the amount of time it takes to deljver the portion to the end-user system.
) These locations are referred to by those of ordinary skill in the art as the edge of
the network.
Each node at the edge of the network efnbodyin g aspects of the invention
is confligured to appear as if it has the large file stored locally when portions of
the file are really stored on other nodes located throughout the network. This
greatly increases the viriual storage cépacily of each network node without
consuming system resources. When the end-user system issues a request for
_contenl (e.g.. a large data file) the request is routed to the nearest node and the

system delivers the requested content to the node in manner that maximizes data

transfer efficiency while minimizing bandwidth consumption. The end result is



consum ng system resources. \Wen the end-user systemissues a requ i :
L7 A% qus

cont entywhQr8s790a | arge data file) the request is routed t
WO02/35799 ,
and the systemdelivers the requested content to the node ﬂ?lg%ggner t hat

maxi m zes data transfer efficiency while m nimzing bandw dth consunpti on.
The end result is WO 02/35799 -16 2,5 APR 2005: PCT/US01/32638 that each
net work node has access to numerous targe data files w thout having to
store each of those data files locally. In one enbodi nent of the invention,
the systemis optim zed so that |arge payload files can be distributed

across exhaldofindlRYORIR Hob RO Ml G IB1ETHRT i SOANGRTANALE [ Nt ranets)

using a transport |ayer network overlay to push content to the edge of the
net wor k. sgpecidh efahpse dathBlestdadlyment s of the invention inprove |arge

payl oad del i v;lr)é erformance, scalahility, reljability, and availability.
As nentioned aB&yesTBREmEREBPREIENEen thesystcpeiOPEmizidsatalitige | ar ge -
payl oad fbRsd FidsQaF il ' e oY g@‘ | irsned, by
sel ecti veﬁlag palr tbi tai oh?ﬁ%@'ﬁ?f‘%‘?ﬁ@%ﬁiﬂ%@é I gﬁ}cﬁ@ g%%éﬁtg%tg hat are

repl i cat eddapgpodite intidoetspdsing o transpout @lértnenobrktiveiiay upisartosteat i ons (a. k. a.

nodes) at the %g:?e f the network., Each distri bution station is
conf i gur &Y hoedes: of Hiermetwawk- miesrifralindhe smbediments of Hiceinvertin v, based on

i.nf or mat §QPrevHC 8 d \1% SV . g . goNt -:Rroyi der def i nes
what di st rPiouti orﬁgéstéaﬁ??%ns g‘?‘;e% %%r?%fné’g&tp‘os?at‘mé I bnr%géblﬂl St%"lcguti on
st ati onsawathbiiy. al so define other distribution criteria. D stribution

stations in the network manage storage and transfer content (e.g.,
pertions of | ASJeciioprdabover preembagimest aktheiinyentiontbrenks e lorge anot her .

e A e G N A
exanpl e, paditionigh tienlasgeayatife irt6 bidks (it Bre replicaiéd BRNIIGGIDERHVEr ), A
virtual file control systemcreates an illusion that the entire file is
present ®x2 plyealidy Ahdistreptinn statiops e kar nodsishaletheedge gbtheatetwerkpor ti ons of
Each distribution station is configured to determine how much of the content to
save locally, based on information such as usage, popularity, etc. The content
provider defines what distribution stations are qualified to function as distribution
stations and may also define other distribution criteria. Distribution stations in
the network manage storage and transfer content (e.g., portions of large payload
files} and other information to one another. Different pieces of a large payload |
file may be available from different nodes, however, when a user requests access
to the large payload file, for example, through an application server (e.g.. a
streaming server), a virtual file control system creates an illusion that the entire
file is present at the connected node. However, since only scléctivc portions of
the large payload file may actually be resident at that node's storage at the time
of request, the distribution stations may download the non-resident portions of the
. file as the application server is servicing the user. The download of the non-

resident blocks may be in parallel and usually from the least congested nodes.

The enlire process is transparent to the user.



the large payload file may actually be resident at that node's sto} &g@pRt 2005,
the time Wo02B%Yaest, the distribution stations may downl ogdtiii6i/32638
non-resi dent portions of the file as the application server is servicing

t he user. The downl oad of the non- resident blocks may be in parallel and
usually fromthe | east congested nodgs. The entire process is transparent
to the user. WO 02/35799 -17 2 5 APR 2005, PCT/1JS01/32638 The required
portions of the requested file are received and reassenbled in real-tine
using one or nore associated file servers called the virtual file control
system server. Thersquitedabrtidns ef temequestesfile ama peaividing rthgehisagsenbl ed
fileto th%reﬁﬂ%écat' on_server servi the client. The virtual file

control systém Can-bhas O?':rﬁﬂ“é%ﬁfSBH‘a@dﬁjﬂgg”é%rsﬁnféqdaW‘éﬂpé filetamteoyst em as a
proxy fil esys@avaivdis TR vidial ﬁl@g%thy'sﬁgerﬂ }MH lL:%regssEé‘% ?{PB 3& as NFS or

Cl FS, a storage-area network Irec or as -a
. conbi nat i APPEfatidTessEveTeehddsg. thd/%nﬁmiae\mne virphiefilRoatrb Py steSn HREG t he
vi rt ual f| I = cont r(gSHE%/rst emohtajns the content fromthe underlying file

systens. STRIEBIS S HBPS B‘eymﬁéﬂméﬁk a§ tapros dileasaverasieaphi cal |y
dis ersed Td@r t [ to 0 tIITB.|| service
P urldgrlfing n%@lg@rkome 2&6 oS N 85@%&' ftﬁ 'Yq’:’WBrl"user client

end-user client systens are | oeated

request s f(8ANIapa diregt aaaxttmdaﬁtomgd:l ¥r 981V c6@Biatioh T Mear %gholdgast
congest ed one or nmore enbodi nents of the invention, the

scal abl e é’%‘?é‘?ﬁerd@p "\‘Fé‘ltii‘ot’iéﬁ\}dé?q( the virwad fileacerol ispstomentitains thg ser vi ces at
tb/e Intera@ﬁte&@ggqhggné }é@gaﬁgggstt € of these services (e. g., the.
I e

Application Servers in so nts of the current invention mght be

Streani ng Ser véc&labh copenatiéldrryhdtvork aaﬁ@rﬁs\/éréeeégrwh&ﬁ %{%ﬁ gt' ng base
of systerrgﬁ) a$ or nore enbodi nents, new nodes may ed to the
net wor k thasHee Qethsinebvorkiaprdeptq eptimady smlcnem-nmj@i;emsgstaﬂbded t hey

I f t k, what tent houl d h d
oo oy CPe0RE llocAOE GBydrl WE oSS "Eda 108" cifR Qlests B Sala e "V

automaticaily serviced at the nearest least congested station. In one or more
embodiments of the invention, the scalable content delj very network is integrated
into existing services at the Internet’s edge to take advantage of these services
(e-g., the Application Servers in some embodiments of the current invention
might be Streaming Servers in operation within a service provider’s existing base
of systems). |
In one or more embodiments, new nodes may be added to the network
) without service interruption. As the new nodes are added, they learn from other
nodes in the network what content they should have and download the required
content. in a desired amount. onto their local storage from the nearest and least
congested nodes. Thus, a node could be added to the network and it would be up
and running after self-initialization.
In one or more embodiments, the portions and amount of a large payload
file maintained at each node depends on the available storage, popularity of the
content, distribution criteria by the content provider, etc. Thus, least ~likely to

be used blocks of a large payload file may be pruned (i.e.. deleted from local



content, in a desired anpunt, onto their local storage fromthe n%ajm ?_ﬁﬁ%
3

| east wengpestesd nodes. Thus, a node could be added to ths-petiRH
woul d be up and running after self-initialization. In one or nore

enbodi nents, the portions and anmount of a |large payload file naintained at
each node depends on the avail abl e ggorage, popularity of the content,
distribution criteria by the content provider, etc. Thus, least-likely to
be used bl ocks of a |large payload file may be pruned (i.e.. deleted from

| ocal WD 02/35799 -18 2 5 APR 2005 PCT/USO1/32638 storage) to nmake room

for ot herS'9iRehity maks icabfce otfem hiphly ddsnel €omted. MG, LiR ugh‘%ﬁét likely to
be used %%ﬁé? of %fi l‘f firg pruned, the entire content o? a | arge payl oad
file maybé Fly 4P bedised hlogksier 2 dile pee puathihecnioncententef i kegy net work,

so | ong fobe i i der t.s.the content to remain in the network.
e 'lwéﬁgrﬂmh&‘m&ﬁt |dﬂ?'éesfalﬁgfggﬂnﬁem‘%%’f"?%\’t“iewf& cachi ng

Brief Description of the Flgureg

met hods 6P lowwsdhe cotabityesvider WagtbiiR comtdht wrénhdiﬁlﬁftrh@%%r?f a typical
stream ng server connection to a player. Figure 3 1s an Illustration of a
network content delivery schene enploying mrroring to push content to the

edge of the network. F%’g‘ur 4 is an {é}ﬁL}st%@tion of a distribution network
that uses nulticast t S REGOBUIh R fdgtEes on to nultiple servers on

a network. Figure 5is an illustration of a scal able content delivery
network for delivering | arge payl oads according to an enbodi nent of the

present i nvenFigore | issrglingrfidnSofaachihf Wik dPRoMbndeyiveLual tree
arrangenent of. the_nodes for control Tnformation comrunication in

a"'(“:'{:ordance wi TI§UEn2 &b HiusiEationel 2 kypicad stremmingi samentomiectibh gine 7 i S a
si npli figgud-ayout of a distribution center in accordance with an

enbodi ment” of the present invention.
Figure 3 is an illustration of a network content delivery scheme employing

g
mirroring to push content to the edge of the network.
Figure 4 is an iliustration of a distribution network that uses multicast
technology to push information to multiple servers on a network.
Figure 5 is an illustration of a scalable content delivery network for
delivering large payloads according to an embodiment of the present invention.
Figure 6 is an illustration of a virtual tree arrangement of the nodes for
control information communication in accordance with an embodiment of the
| } present invention. |
Figure 7 is 2 simplified layout of a distribution centerin accordance with
an embodiment of the present invention.
Figure 8 1s an illustration of linear and non-linear file structures as used
in the present invention.
Figure 9 shows the process of decomposing a large payload file into block
files for storage in accordance with an embodiment of the present invention.
Figure 10 is an illustration of a decomposed large payload file in

accordance with an embodiment of the present invention.



Figure 8 is an illustration of linear and non-linear file structures §sAPR 2005

used in W@oysement invention. Figure 9 shows the process sing a
| arge payload File into block files for storage in accorda%:Telgsl\nﬁm an

enbodi nent of the present invention. Figure 10 is an illustration of a
deconposed | arge payload file in accajgance with an enbodi ment of the
present invention. WD 02/35799 -19 2 5 APR 2005 PCTI US01/ 32638 Figure 11

-is a diagram showi ng the process of reconstructing a |large payload file
frommultiple block files. Figure 12 is an illustration of the attribute

bi t map and roi | eHigupe bi tisrapiiagram @m@mgﬂ&r@cm&s&fbf&@ccﬁ]@i}f?&h{g‘aﬁl‘iargé the

pr esent in\é%n‘ ia%g'l Ei gure ;3 is an illustrative enbodi nent “of tHe

di stribution”of ‘Fé‘i"S’ém“ﬂ} ¢ Bakfilgse within the network of the present
invention. Figurgekés i5; 1| hve exanpl.e of ot her embodi ment of
the Scalable Confgenti%gﬁlﬁégéé)gﬁﬁléﬁ\?\%hgmﬁ%ﬁ tmap ‘i‘@n@ ed upf&Mmaati on of a
scal abl e con@esardatekeiwidr yn arabodifknSéRhé PresedtinRefighdance with an enbodi ment

of the present inl%nventj on. Figure 16 provides an alternate illustration of
the Scal abl e Cort'@We 13is| 3 BRustraitanembkodiment gfitte didiribitighire? alfardes an

i I Tustrati @gyiehd &1diyShiy | er cluster configuration in accordance
with an em(:?)’o)éi nent o?h{nﬁgy%%(g%g?s}?#%ﬁ\%"r‘?ﬂ’%‘ﬁf’cq’—‘io@ures 18A- 18C provi de three

illTustrative enfoglireent & of illbigratiep Rixafpid 8P aﬁSFhXFET@BHﬁﬁe% (;Jn%h%ccor dance

W th enbod'grrignéls(%‘ t he Pr esent invention. Fligure I's use O illustrate
the action8°Ypblg GantenyBlelipenydNatwatk.ol System Server in accordance with an

Ty ¥ R SR S ELANS oty BT 1P
in accordance with an embodiment of the present invention.

Figure 16 provides an alternate illustration of the Scalable Content
Delivery Network of Figure 14.

Figure 17 is an illustration of a distribution server cluster configuration
in accordance with an embodiment of the present invention.

Figures 18A-18C provide three illustrative embodiments of the
application server cluster in accordance with embodiments of the present
mvention,

Figure 19 is used to illustrate the actions of 2 Virtual File Control System
Server in accordance with an embodiment of the present invention.

Figure 20 is an illustration of the control unit and data of a station in the
scalable content delivery network in accordance with an embodiment of the
present invention.

Figures 21A through 21G are illustrative examples of Station operation
and data flow in accordance with embodiments of the present invention.

Figure 22 is a flow diagram of the operations of a VFCS Server performed
during the VFCS initialization process in accordance with an embodiment of the

present invention.

Figure 23 shows the VFCS Server operations performed during run time.



scal abl e content delivery network in accordance with an enbodi nent of? ?thR 2305
0

presenW@ p/379% on. Figures 21A through 21G are illustrat ppg R%# £S
Station operation and data flow in accordance wi th enbodi nent sg%? t he
present inventi-on. Figure 22 is a flow diagram of the operations of a VFCS

Server performed during the VFCS inptialization process in accordance with
an enbodi nent of the present invention. Figure 23 shows the VFCS Server
operations performed during run tine. WO 02/35799 -20 2 5 APR 2005

PCT/ USQOI /32638 Figure 24 is an illustration of the contents of the content
managenent and'BUIHYE 2@ Mlusbaden ofthEcauents 8Qhe EbmenenRgkhbishaat es how new

nodes adapbd ¥ahN.ek et al i by |l earning and downl oading content they
shoul d havg, V\A‘l%{‘ﬁlkrr?l)f Fl%ljr%ég'l abl e content delivery network. Detailed
Descri ption dfigtiee? sAnabeitsab i dbiR ks, A odi nent._of_ the invention
provi des_an_i nproved nechani smf or H%i tsj?’?tf\%&fﬁﬁlé‘ﬂlzgﬁ’gée%'l"%"?ref erred to
as | ar gelopaeasling rortnothghchbuld ompwinin tHesyEHe 2Bfedebbivery Ng such files
to an endrispr system In the follow ng description, nunerous specific _
details are set forth to provide a nore thorough description of

skilled

enbodi ments @eidifed PYEU | Lt L De a ent, however, to one
inthe art, that %‘(’hd’ezlynvei % &ﬂyebérﬁgﬁg‘gx’d’%@ﬂb@ﬁﬁt hese specific
details. In other instances, well known features have not been described in

detail so as not to obscure the invention. Wien the invention is
i npl ement ed 1\ efekestivientel th tiiventien ero)odhs i ¥imprated BRCAINSNFION it provides
oer bur SRl RS (b o bloty netodatihtoughsy stcompbeer {ransmi t
data. |meteok @rﬁ@@@iiﬂ@r‘fﬂg Schl ARks itQVa%nériCEL'PSertS%tc?rxst]r?%??gl?on»\%ugShes this
description, numerous specific details are set forth to provide a more thorough
description of embodiments of the invention. It will be apparent, however, to one
skilled in the art, that the invention may be practiced without these specific
details. In other instances, well known features have not been described in detail
50 as not to obscure the invention.
When the invention is implemented in accordance with one embodiment
of the invention it provides end-user systems with a way to access large payload
files without overburdening the network utilized by the end-user system to
transmit data. In one embodiment of the in vention, the system accomplishes this
by breaking the large payload file into multiple portions and storing those
portions in locations (e.g., nodes) distributed throughout the network. The
portions §tored throughout the network are distributed utilizing a tlow
optimization technique that provides for the intelligent management of the large
payload files. Thus. portions of the large payload file are stored in locations that
- minimize the amount of time it takes to deliver the portion to the end-usersystem.

These locations minimize the latency associated with delivering the filc to the

end-user system and are referred to herein as the edge of the network.



by breaking the |arge payload file into nultiple portions and stori ng 5%2085
portions W@ 023¥78%i ons (e.g., nodes) distributed throughout pcrausoesywg k. The
portions stored throughout the network are distributed utilizing a flow

optim zation technique that provides for the intelligent managenent of the

| arge payload files. Thus, portions-maf the |arge payload file are stored

in locations that mnimze the anount of tine it takes to deli ver the
portion to the end-user system These |ocations mninmze the |atency
associated with delivering the file to the end-user systemand are

referred to her cﬁaﬁh aeder it theayige obfhemgbv otk evbolyin@s 2138 T90inv@ttion2 5 APR
wor k enbodyi ng aspects

/ h h
(2)19 0t5 heplc;ll-vl“eéﬁ“t AR g %E]?H%f‘f ‘8‘-‘3?&&“‘? g‘eg 88?)%8%‘; ?tg’“ﬁ%tlo‘ﬁ’g@ YIRS ROFIYE payl oad

stored | ocaf lne s RQNY is@R&d iPbn tohﬁ:r nbhé's :%Eﬁea%‘ohghah%éqetw& n other
nodes | ocat ed throughout the network This greatly”increases the virtual

st or age caphsigrgatiyfineraashs thet winud shvolge aaphdigusf eaclonatmwiirk gody/ @itkeatr esour ces.
When t he end-user %)%/{ tem i ssues e(rhg]léest for content (e.g., a large

payl oad) t FESPEYRSSGTE TSEUCEY ¢ (P USET SYREIR 138Has ?H@qu%&glfem del i vers
the requestfedt @0k ealiarke phitBadAHE rbhedBRRE el | héihe%hégi gﬁ% i T ansf er

efficiency while mnimzing bandw dth consunption is that
each net woryktenodidivarsharegessed conterntis mamotiangﬁard&&amfttﬂaa&nwei daut having to

store eacg of .those data.files |ocally. Thus, one or nore enbodi nents of
the presefPSfERGEHITSH “%Y'S\/‘V‘&ém@l“fﬁ 'aanéwvdthépﬁw%ptm Hgradaeudias f or del |

vering a lfQ8ch RaWopashde®at A %uﬁ'rert?usrl WALk pbd \Qﬂtﬂ&ﬁthg%n%?

s€al ability, | oad bal ancing, an I ssdes assocl a rior art
met hods ofstwerbemnof theks daay' leFlogatl g S‘hps: mhedgsmarevérBhodinentssfahabl e cont ent

delivery network (SCDN) 8 ﬂel ivering | arge payl oads according to an
enbodi rrentpr‘c’)sleni'ﬂée"&oéf%‘? e siHgieRt matho PROBtUsEsfopdelivenagadarge such as the

ek boce, iy 08 RARE BB R ew e Glit8R R O BRSO, 1P (o
the core, othed issetsmsécisted it prictfaey metho@9wf content delivery.
| Figure 5 provides a view of a scalable content delivery network (SCDN)
for delivering large payloads according to an embodiment of the present
invention. SCDN 500 may be a network such as the Internet which conceptually
includes a network core 505 (i.e., the backbone), intermediale network segments
510 ranging “near” and “far” from the core. and network segments “far’” from
core 520-A through 520-C (collectively 520). “Near™ and “far” relate to distance
: J and are intended to indicate relative path latencies (short or long, respectively) to
the core, such latencies generally depend on the number of intermediate hubs
(e.g.. swilches, routers, and the like) that are traversed to reach the hi gh-speed
backbones that form the core of the network and through which much of the
network traffic is routed. Note that each intermediate hub may perform some
limited processing, which adds latency, before forwarding the traffic to the next
hub. _
Figure 5 shows a plurality of Content Provider Client (CPC) systems 530.

a plurality of End-User Client (EUC) systems 550. and one or more Content



core 520-A through 520-C (collectively 520). "Near" and "far" relate tg

di stanc®O a3d79are i ntended to indicate relative path | at epgj8S Q@r‘lz rAPR 2005
| ong, respectively) to the core, such | atencies generally depend on the

nunber of internmediate hubs (e.g., switches, routers, and the like) that

are traversed to reach the high-speexl backbones that formthe core of the
networ k and t hrough which nuch of the network traffic is routed. Note that
each internediate hub may performsone |imted processing, which adds

| at ency, before forwarding the traffic to the next hub. Figure 5 shows a
pluralit %Pg%ﬁ‘ﬁte%%f"ﬁso&ﬁ%d& S8 dhtocpePOeysyd Network3Bdge 501pl v al ity of

End- User j.an syst e 50...and one or nore Content WO 02/31-799

PCT/ u501fg§2éé‘§8‘he(2g‘¥%iﬁd¥’£6tﬁ§§ 93?@ %ﬁn‘a@% renagsicrdor aseipRydse@ al | | ocat ed

beyond Nesmertkmasiggeriafit setver oM il fn GORLERLY QY| I5kglhent 530 may
ve

be connected (or assigned) to a content nmanhagenent Ser . Wwhich in
turn is dishitesipacenter $4D.asSicgniedt paisdari iploidsnamet fanB. lafecont ent

provi der Is. and/ Qr s large. payload files in the SCDN 500

t hr ough Pﬁé“@ﬂe%ﬁb‘?’e%ﬂ%@g?ﬁ@“%'gi/ﬁ?%@ég@h'efhe&RHZ S¥prozislesths to files in
SCDN 500endR@¥er SocaBPicile IS GBS S5BY unning .on the end-user’s
| ocal conputer. Net wor Kk Edge 501 ggﬁgﬁ’gﬁnﬁ{}@%@éggbﬁﬁy@%&ﬁ?%ﬁmrk core
505. HoWewag ontthe edd-ssencmcdiicomputgrat h | at ency) between the core and the

edge may not ..be upiform_and may vary considerably for a given CPC or EUC
One  enbodi e tw&ffgt%‘gg"p deffnerallyemtay obe frradom aieprenkatorey505% Di stri buti on

nGvor k - herE e e Ve B R B SigP e Bt ant  rom a
cont ent bepurilerderands mpyshay dansidenibly doshr gl | OPC CE&NESIC.t QoRpt her
di stribytlon. cent grs. at t he edge of the network. An end-user seeking
access 84 1“_3‘?’5&’_ FSQ?/Pfféﬁ“‘i 1gverdiopiRdasgs aplralirofdpistribesion Gleniwes ver) fromthe
B P RO AR SRR A SRR e a1y o
Appl i catliepsbySeasubring HGO laewt ydissiel | DafgeOfhyicHH B6em4Bofl 2 (BRefdoe. Path
provider is pushed from one distribution center to other distribution centers at the

edge of the network. An end-user seeking access to a large payload is serviced

(via an application server) from the nearest distribution center containing fhe

desired content. By distributing content to the end-user (e.g..at EUC 550) viaa .

plurality of Application Servers 560 and distribution centers 540 at the edge, path

latency is minimized. Thus, large payload distribution involves obtainin galarge

payload {ile from a content provider and geographically placing such file at the

distribution centers which are at or as close to the edge of the network as possible.

The distribution centers 540A-5401 in SCDN 500 of Fi gure 5 are virtually

arranged in the form of a tree as illustrated in Figure 6, for example. This virtual

tree arrangement is primarily used for communication of contro! information
amongst the nodes of the scalable content delivery network. Data downloads can
be performed from any node in the network having the desired data. preferably

the nearest node (distance-wise). Nodes A through 1 of Figure 6 represent DC

5-40A through 5401, respectively. The nodes are arranged in a logical order. For .



| atency is mninmzed. Thus, |arge payl oad distribution involves obt ailn§ ndPR 2005

| arge pa¥yb@asstasl e from a content provider and geographi C@dﬁ%@'ﬁ%ﬂsgg such
file at the distribution centers which are at oras close to the edge of

t he network as possible. The distribution centers 540A-5401 in SCDN 500 of
Figure 5 are virtually arranged in tdge formof a tree as illustrated in
Figure 6, forexanple. This virtual tree arrangenent is primarily used for
comuni cation of control information anongst the nodes of the scal able
content delivery network. Data downl oads can be performed from any node in
t he net wor RAHEREmFSemen aesietewpdatats EorapeeEmidng. tHeh ogiea @ gt npade

(di stance-m’§gg}j Nod%s1 A through I of Figure 6 represent DC 540A through
5401, respect CEFYETHEC Fymne-Brpce (e-anpedt Phard Fyminsdfiemnator(e.gtor WO

02/ 35799 - gededip aicHt de?ﬁ%h@?—gﬁr@%@%ﬁﬁ@%%&%&éﬁzﬁ?:(:errigg 8%2&}611 g ht be

represents_Europe- Engl and.
Eur ope- Fr ahctiy(exagiple mhde: By 1efo i dEWF GRardeaefR5htS Bupe, th@qggq'nt % and a
child node of Europe-France mi ght be Europe-ltaly (e.g., node . Inthis

exanpl e whEPETPREeNAtias Nade Afis theaopinade appmey enpirese BT aptral tdierali ght  si de
ode and represent a central

L] is th t
may repr eSQﬂﬁqrf‘%racfnglfbgé;a@p +r§e érlrﬁo%%gnbgﬂzw% _cé%ng%qer@ﬁ{ng,trega%a node in the

control station,

tree has amiqu ajtribusd batirbpresersiol the RAGS %Nﬂé’iﬂ)o‘eheﬂ-ﬁaﬂﬁib@tc f1§onpde. The

attribute set for a. node is stored in the node and can be represented in

anyconveni"ORE isPirad r the pednand cambe represenpkéin anheomtehienbdita ssadunean be
represent i . i a bit is the binary representation of
P o cot - eIt BMELR S TBR Teure LT toch Rl DR (SRR ati on of

an obj ect,

the attri listhe bimaty epreganthti®f offdR@bRRER S Giihlrdhe R clgﬁ@d?:%{ éolnfdi]rinesn’ gr eat
grandchildren. etc. (i.e., al | nodes enmanating Fromtha node "as a root
node - | PACRIFSCHENIOROf Hhetadtyibutbisetofieagt afsbewate swhildsencglahddhidven " Rol | ed Up
Set of AL d_any. convenj ent data structure can be used for it.
Thus the 5l g@%?%ﬁldgﬁ‘fﬁbﬁtce' Apoden paanae foen thebhedecasatoobredst the rol | ed
up attributitneal dedcendafis) dTRR: repRiseRARIPiCcaiitd R I HPUG §dBR - Which is

a conbi nation of the ]
Attributes” and any convenient data structure can be used for it, Thus the rolled

up attribute of a node is the representation of the rolled up attribute of its
children. For example, a “Rolled Up Bitmap”, which is a combination of the
rolled up attribute bitmaps of all the node’s children, may be used. A “Rolled Up
Bitmap" may be defined as the “binary OR™ (ﬁ.k.a. Bitwise OR) of the rolled up
attributes of the node’s children. Figure 12 is an illustration of the attribute

) - bitmap and rolled up bitmap, in accordance with an embodiment of the present
invention. Bitmaps 1200, 1210, 1220, 1230, 1240, and 1250 use 16 bits for
Hlustration purposes but since the bitmaps are variable, they may vary as needed
to identify each node and provide other necessary information.

Bitmap 1200 representing the attribute set for node B of Fi gure G has, as
its identification. bits 1,4 and 13 set to 1 and all other bits set to 0. Bit | may be
set because node B is a child node of A, for example. bit4 may be set to represent
Europe, and bit 13 set to represent England. Bitmap 1210 representing the |

attribute set for node D of Figure 6, a child node of B. has bits 1. 4. and 14 set to



rolled up attribute bitn2ps of all the node's children, naybe used. 25 Apg 2005
A" Rol | e 02/Bi7¢hap- may be defined as the "binary OR' (a. kcamsBisahse OR)

of the rolled up attributes of the node's children. Figure 12 is an
illustration of the attribute bitmap and rolled up bitmap, in accordance

wi th an enbodi nent of the present -2#avention. Bitmaps 1200, 1210, 1220,

1230, 1240, and 1250 use 16 bits for illustration purposes but since the
bitmaps are variable, they nay vary as needed to identify each node and

provi de oLheJ negessary information. Bitmap 1200 representing the attribute
set for nod&! ! gieEbys e 1 Oh At 14amayirepresent France fat eomplbi Bamap 4 and 13

set to | pyi her, bl et,, ;b0 0. Bit. | may bhe set because node Bis a
child nod?gfr%&].es %‘?‘8&%%@”%%%?&896 Eé’ffé%“f‘?g- ’Bé?)?%‘é‘%‘ﬂ‘)deaﬁﬁ@pe, and bi t
13 set t chasegitselsentanBNgl seneb 1 Bhd BRRHR Hs EPIES S B [y bute set
for node D of Fifgure 6, a_child node of B. " has bﬁ'ﬂsngmtag%%{% "4 set to WO
g?/ 3?299 Germany, BfWFlﬂgoBltmETBBmﬁFmBﬂhcanﬂbalicgztgbhmde)}i[b;s set tﬁ 0.

it r N rance, (. exanple. Bitmp representing the
Cattri bu@%‘é’?gf%?ﬁ‘rﬁ%%‘ie&"n‘g‘?v’EF%HF@-%-,m§|1§dieétq:hpwaalhea@rbﬂs ®rtohas bits 1.
4, and 1%, g%t 16 ;a ré‘ﬁr@éﬂt'[t L el S : it.1 r esent

Ger many, for exam%l e. SBitmaag’t Etg??(’)“lrn %r' e’gge%‘%?”ﬁge‘{E’é"%’#@%f@ﬁat for node H
of  Fi guug bdmag fetmdds Ihzis. H0Dwohkibelthé strdbede bandp dBns®H{(@nde and al |
ot her bi represent Ital or exanple. As discussed

t 0. Bit 16 .
previ ous?@f’osegﬁ‘g% E*b%"l”é‘éfclhtlﬁfeﬂ? mtberwedmﬂétrmr(@.@dg Bi(240) 1266kisd be t he
atyri but | R t hayve.any.children) and the
P | ed e icor BRRGeEIS. B850, sl §95F PRY el Sk Bpies S Bt maps 1910,
1220, anthal2Bhe Hilseser és Bitmaph 12h® 1202800 ORU Sre diddaler il RolilEUBi ts set in

Bi t maps éZlO. %g@? and 1230 are also set in Rolled Up Bitmap 1250 (i.e.,
bits 1, #1238 (i fytsilpt, 160 ard Iéanagenent server 570 may be connect ed

e e R e el 2 BB o A A et e
gi ves t hecec dibueraithpugly h 86iite® management server and a distribution center may
not be collocated, the content management server gives the content provider a
vehicle to upload large files (e.g., video) to the distribution centers. In one
embodiment, the content management server is a computer that processes the
content provider’s large payload file for distribution in the network. In another
embodiment. the content management server may, for example, be a subset of
tools (e.g.. machine independent objects) that allows upload of content to the
.network; thus, the tools may be shipped from a server to the content providers
client’s computer for processing and distribution of the large payload file in the
network. After a content provider loads the large payload file into the content
management server, the CMS may process the file and forward it to the
distribution center.
A simplified layout of a distribution center is iliustrated in Figure 7 in

accordance with one embodiment of the present invention. Distribution center
700 comprises control unit 701, one or more Virtual File Control S ystem 702, one

- or more distribution server 703, and a plurality of storage devices (c.g..711-713).



vehicle to upload large files (e.g., video) to the distribution cen S. én
one enmboedS79% he content nmanagenent server is a conput efrc.]t,{}%mgégeég 52935‘
the content provider's large payload file for distribution in e network.

In anot her enbodi nent, the content managenent server nmay, for exanple, be
a subset of tools (e.g., machine independent objects) that allows upload
of content to the network; thus, the tools may be shipped froma server to
the content providers client's conputer for processing and distribution of
the large payload file in the network. After a content provider |oads the

| ar ge payl daentralugiti7id és thheetank eninagdrdnape TR buSdh Vefter: R %gﬂay process
the, distribution center. A sinplitied | ayout of

the file anac,iefrgrwar(g. i_t‘té). [ | CE

a di stribut’ on ¢&Ht SECyssed i1 dolieatseatiom Rinplicetion serveracdrTNEez Wi th one
enbodi nent sgkah BQS8NTpN L O Distribution cepnter 700 conprises
control unit Y.Otlh.j% one or?nﬂgr%cg{’%r%'t%ha nﬁ%f"ep ﬁ‘isﬁo\"ﬁlggs‘kr%rﬂo?(}’zft ®ne or nore
di stri but i hstabyticarceni@s 70Rrck shophiebatdctod 19 FheshAbAGE: &%Y%F{;ém&%g- :

711-713). WD,02/.35799. 2 5 APR 2005 PCT/ US01/ 32638 Control’ unit 701 is the
net wor k rnalr‘\'ééf@rg FHralica 1g) Repvide utisibility enthew end-gsdruniiehisomgessaagef urt her

di scussed bayigad BIR stGEGEL B o igation servers 721-724 (e.qg., stream ng
servers, Fllj'gy sztlarverss,t aﬁﬁiﬂ ﬁg’dﬁéﬁ%a crcs‘jjr?pq}aﬁpﬁr?fé#‘%"%tonp‘ifﬂﬂf%ﬂo

di st ri but i o1y cehberolldOfted af the SHHYROdO ' file control
& ¢ %%%!&,%?fg?%&%ﬂ@%|ocgte§

system 702 n this.illustration to provide Vi OW end- user

clients ac%’é‘béh?ﬁ? g HArYea (¢.84 d31-924k eud the doneroS@HNEe.gheucmrponent s of

di stributigg 7 t_be ed in the sane node. For

e“S{gan e, VFC%E‘%(I)dZé%fr?gyeQ%g hlgg%séjp @as “’\}H‘tc‘% ¢€28%pgh?%&tlF Bt resesparydor e. g. |

721-724), ahcbrbjrnentndfrditribiidn d&t&?OO@c&ﬁé&ateM%n%ﬂlﬁﬁ%t ed el sewhere
or "a

such as with VFCS 702. Thus, it is not necessary g%rrponents of
di stribution ceft@nierdPrBEidenluploeds adlarge paylG@Dhlenara. sidyle GBh@AL P OVi der

S i G T T el il
client sysicemenfibrioRider ChHt¥ysiin! Rbef fekb&vidghe %tf%r&%g%§§cséssteg the
file and breaks it down, if required, into track files (a.k.a. linear files). A linear
file comprises a file that maintains the order associated with the substance (i.e_,
substantive content) of the file. If, for example, the linear file contained a movie,
the beginning of that file would include the beginning portions of the movie.
Similarly. the middie and end portions of the movie would be located at the
middie and end of the linear file. Linear files are desired because it is easier to
reassemble such files using linear superposition, for example. Some media files
are non-linear, that is, they contain multiple tracks such that the first part of the
movie, for example, is not stored in the beginning of the file. After breaking the
file down to finear (i.e.. track) files. the CMS transfers the file to the distribution
server it is connected to. The distribution server further breaks the track files
down to block files, as desired for storage. The block files may subsequently be
stored in local storage locations 711-713. for example. A file distribution
protocol {e.g.. FDP) command is subsequently used to distribute (i.e., replicate)

the file, or selected portions thereof, to other distribution server nodes within the



file and breaks it down. if reqwred into track files (a. k.a. |inddr APR 2005
files)w@oizsrear file corrprl ses a tile that maintains t soci at ed
with the substance (i.e., substantive content) of the fp?Tﬂfsg$I52£§
forexanple, the |inear fi | e contained a novie, the beginning of that file
woul d i nclude the beginning portionpg_of the novie. Simlarly, the mddle
and end portions of the novie would be |ocated at the mddle and end of

the linear file. Linear files are desired because it is easier to _
reassenbl e such files using linear superposition, for exanple. Sone nedi a

files asaslaidmeoiiomsaicliverhabticrk. tHoeynitanieaiichtivd| theRherd 61%9%%1&“0*‘ that the
first part of tlpe nmovi e, for exanple, is not stored in the beginning of
the file" eﬂf ¥ b piemd g2l Redest powe vrsum masterr iocopamd)i be maitlabel) files, the

CVB trangdipistely ributi rve i s.connected to. The
di stributi oé\ tge)}r]ve?héf ﬁ?‘?'ﬁgﬁ(ﬁg @Yﬁi PH@'"Fﬁ%@I?og?)I i-he d&n incdudsisock files, as
desi r ed doommsndsrtadacilithiedilblakfefd drﬂﬁmﬂﬁ%uﬁnﬂ@&e gﬁfﬁttw PHNSypLed in | ocal
st orage L. oc for exanpl e. Istri ut| on prot ocol

e}. s 711-713.

(e.qg. é&#lﬁﬂﬁ affects ths pefaenance Qﬂbetﬂl cputedt ditribblideadd codtent r €pl i cat e)

the fiIQi 1i9L ns thereof , to other distribution server nodes

within the V@%;&é@%p@%{e f-’%%@@ PCT/ US01/ 32638 scal abl e content

del i very net vitirekVirtayFilerCdrital S&&BH@.&*@sarmor,mo,g[gb‘g g&tma fgﬂ‘é l'es need not
e

be storzjcai in aII nodes however a master copy na mal n conpl etely
in one N RAIAIALAkIPYCK teetben fpomand bﬂgcmﬁnbe)Asmebfmlmn@dm&es comands to

fagilitaf fers, an pu tlosvmthlnthe SCDN. The size of

ttie bl oc{ﬁhé Oed\% 0?'?'?1 Ep%r?%??@@k b‘?ﬂt eCHPER 3¢ oae Sistiibulidron and cont ent
del i ver geraadhbwe dirsineiemis filadsan iuszlébmnﬂ E: WS oY bl File Control
System (VFCS) 702 is able to pi ece the érﬁg:ﬁn ﬁm" 04U ad) file back

t oget hetONiepthte ARPlispbRIkseryYdrgal (Ag. \mskrlearhmga&plca) e/ Fes Qfe»atesail | the bl ocks
of the | file need ored at one distribution center,
however . I?{uﬁpa@% %a(raggmalt & %“%Wzﬂ? é{’)F’éa'fﬁ hitrthetheodscorer edaeplan end user
connectsstmirgfgy ARKMRARE YO tidighbyl fite R sHHFATNGSFVS[3, the VFCS
the VFCS makes streaming server 721 think that the entire two gigabytes is
available at the location. Thus, streaming server 721 may start playing the file,

As the file is being played. VFCS communicates with DS to locate and retrieve

the remaining portions of the file from other nodes in the network.
Decomposing Large Files

A large payload file is divided into blocks in a number of steps, the exact

process depending on whether or not it is a linear file or anon-linear file. Using

- amovie file for example, the file is linear if the first 10% of the movie is located

approximately within the first 10% of the file. the next 10% within the next 10%
of the file, and so on. In contrast, a movie file in which the first 10% of the

‘movie is located somewhere other than in the beginning of the file is considered

to be a non-linear file.



virtual appearance that the entire file is available at that node. R 2005
exanpl e. wa9zssmwng only fifteen percent of a two-gigabyte Et]rﬁlsioﬁf %{gég i Znn
storage 711-713. the VFCS nmkes streanm ng server 721 think that ? e entire
two gigabytes is available at the location. Thus, stream ng server 721 nmay
start playing the file. As the file.diys being played. VFCS communi cates
"wWith DS to |ocate and retrieve the remaining portions of the file from

ot her nodes in the network. Deconposing Large Files A large payload file is
di vided into bl gcks in a nunber of steps, the exact process depending on

whet her or not Fiampleglindaneed noi-lieearilasomijres aeniliuftidied ilsioh@ g.2 Movi e
fileis linear if _the first 10% of thé novie is

“file for e t
aﬁ%‘@%ﬁﬂ%‘t@f%wmfﬁs% e Mpeg format. dor expanple .| whick ielimext 10%

| ocat ed

Wi t hi n t hebfteude il 09%taiah b/ idd : coptrast, vie filein
whi ch the first 10%of the hccfa Y e b Rah BB PR 1 1 ¢ ne
begi nni ng ®fingleeriak, etartingcivomi itie beginning. eota R kakh @ﬁﬁdivifsidn% MO 02/ 35799

-27 ,2 5 A\I?al?i %9?5 E}CT/ Us01/ 326’3(8 Exanpl e linear and non-linear file
structures are: 11 THSFRISN 2iraeK e i9rmatp§d B-880ench c@nsmmitipder esent t he

npeg f or matkack$.or A@XSHEWE oAl hs:. Lpear . because.it contajns audi o/ vi deo
data nul tipl exed toget hér Oﬁ??g{?@l ot h@'ﬁg"ﬂrl CGEHSe 4L SPRGIMS bsadek, starting
from the UHefgrmationin thiofist nmmaﬁmrdmﬁhmh@k%:é Thfbiatioh 3 HHRYS«f O mat S

I

represent a {(r@ck h@nc.e formats 810-830 each contains nultiple tracks. As
shown, foriat 8101

OriBfPrTRHeR AN g Hissktraak, dwmt mietasinfreaction in teor mati on in
the first fodrftkacel 2 HRG afidi nmeta information in the next
tFfack, then video Tt o?lrlr%%)igg?ﬁnfgunﬁ ﬁ%ﬂftﬁ?‘/rf‘ak‘tarsﬁ%%doat”ﬁﬁfmﬁﬂ%{ B Hor mati on in
the four shithtragkkqndthen smhe eormiiod irfBRAARN at theleh®, Thid h}ctlfe%a in&ﬁofsecond audi o
channel in the _sixth }rack, and then some control i'nforfati at the end.

Thus, t heaﬂéod!'%m%ttﬁq orzgf)lmiSéOf\m%pp@r@siﬂgﬁn tter eginnBidofwelfige.not 1 esi de
B?hérepggg?tgfﬂéﬁgzoﬁqd}%aa&é #éaﬁlsgﬁgg rgsto% ot pgsns: Igﬁgnﬂ{ngarrn?gdrif gﬁgt ations of
formats. For example, format 820 may have data formatted such that the file
contains header information in the beginning, then some 56K encoding for
formats such as mpeg, followed by 128K encoding information. Other media

format 830 may contain header information, followed by index information,
followed by video, and ﬁmﬂly audio infofmalion. All these and other non-linear
files need to first be converted to linear files for compatibility with the replication
algorithm discussed later in this specification.
) Figure 9 shows the process of decomposing a large payload file into block
files for storage. After the content provider uploads the file onto the content
- management server (CMS), the CMS determines whether the file is linear or non-
linear. If the file is linear (e.g.. block 950), such as an mpeg movie, the CMS
sends the data to the DS at block 930 for the blocking process. However, if the
file is non-linear (e.g.. block 900). the CMS performs the Demultiplex Process
at block 910 to generate Linear Track Files 920. The Demutltiplex Process
involves breaking up the non-linear (i.e.. multiple track) file into files containing

single tracks each. For example, using the media data shown in Figure 10 for



formats. For exanple, format 820 may have data formatted such that a7l APR 2005

cont ai nsybeademei nformati on in the beginning, then sone 5@5 ﬁ@ﬁ&s@g for
formats such as npeg, followed by 128K encodi ng i nformati on. medi a

format 830 may contain header information, followed by index information,
followed by video, and finally audigygl nformation. All these and ot her
non-linear files need to first be converted to linear files
forconmpatibility with the replication algorithmdiscussed later in this
specification. Figure 9 shows the process of deconposing a |arge payl oad

file intoilhisoakon.lirgepayiedd Hit: Q00QEontdht REadb NG tﬁ@ﬁs?ﬁ&doo(rg]‘éb%{heum oads the
file onto the content nmanagenent server ter m nes whet her

the file Feon{ Hagk- fispt aygir channeldn. the fhitdtecki seeémcsaadmemmr(eengzhc bl ock 950),

such as a e t he. dat o the DS at bl ock 930 for
“the bl ockfbnggﬂpg%{:ﬂés ahl vcg)l’\{EO’ f"éfgﬁga“% 1"(33'i°2F i farknedie ¢antent. bl ock

900) them@@cﬂﬁhfﬁ@b?é&ﬁsmmélﬁir a8 BRE100DinB € Kin2h: LR gener at e

Linear Track Files 920. The Demul ti plex”Process involves edki ng up the
non- | i nedfileg 1Q43 suchihat pp n‘életcomakl)s the headems second Ble conmirgividddgiatsi ngl e tracks

each. For | e, .usi da a shown in Figure 10 for WD 0213799
PCT/ USO /%%gg@ amﬂnlsaget{j'ﬁf? ’lfj aﬁé?‘l’ 88d file 1000 contains header in
the first trackefedindaRck ib Ei6re 9SBRANG ; noel in the
third track, secgnd augll o] clgannel |2 %a&m?gﬁl% %ﬁrac‘gj‘%cg g%al l'y control

i nf or mat |H§tmlqadFth§5$[Winlhhtsraé&dahn'ﬂaetrmkrﬁlemre(:ﬂ&ﬁﬂgﬁﬁ%ﬂtbyaﬁé RIS br eaks down

t he Large g%l oad f i)%o‘g nfo five |inear track files 1010 such that
orte fil e %6h glnﬁgwqr éof‘u pLitis coperied 10} [The fdgnrapnke trinfoittddia, a third

file contatdi8arclsvitd £ Bl g,gqih ﬁ:wps ferr ack to Figure
9, the Li nearaTraclk Fi l %s 92 or t edco} ear)LgrS((':g)de}Be :}E\%‘ﬁ 950 (which is

~also a | ifmentherG¥S zfrchrq:)utmeus basctirBale}Uth%teEW%U]vaprdM@és the network
The files may be transmtted in

;_gcgr ggnbig‘?thlﬂ? gi%cf {%% I‘Eiﬁ‘}QiHe F‘i“ﬁ?@@@ﬁﬂtpmﬂ)m thti lecal stozapebel ow. The
Llr l)gzcefs Bptgll‘:ocklzﬁ\@g?c%gsﬁ%'rﬂeé) tE?Ves Gayo ‘f@ ﬂkﬂgaﬁgﬁ@%&‘?’?@?or \ggl |CE t he
| ocal st saragyein the network. Generally, there need not be a direct relationship between '

the size of the files transferred over the network and the block files stored in the

local storage system of the DS.

Blocking process 930 breaks down the track files into smaller,

manageable units, as shown in block 1020 of Figure 10. The blocking process
- produces the multiple block files H, V,,, A, . As,,. and C (collectively

referred to as 1020 in Figure 10). Block files may contain data overlaps or offsets

(e.g., shift). For example, block file V, may contain some part of the Header

track, and so on. The only requirement for the block files in one or more

embodiments of the invention is that the beginning of each track is contained in
 the first block file created for that track. for example. the beginning of Audio Ch}

is contained in A, and the beginning of Audio Ch2 is contained in A, etc,

Othgr embodiments may simply breakdown the large payload file (i.e., non-

linear) direcﬁy into block files without first going through the demultiplexing

process (e.g., block 310) thus each block file may contain overlapping tracks.



of t heDS. After processing, the content maybe downl oaded by ot her 25 APR ﬂmg

di stri buW@A2388Pvers in the network. Generally, there ”eegc*i‘ﬂﬁoﬂis% di rect .
rel ati onship between the size of the files transferred over the network
and the block files stored in the 1ocal storage systemof the DS. Bl ocking
process 930 breaks down the track fibhgs into smaller, nmanageable units, as
shown in block 1020 of Figure 10. The bl ocki ng process produces the
multiple block files H Vi4. A ., 1.,, A -2_,, and C (collectively
referred to as 1020 in Figure 10). Block files may contain data overlaps or
of fsets (Bregkingsinwin the l&ge peyaapfile. infol tdedksithai@s Vi pd¥@y a8 U s@igl,isOMe part of
t he I—|eadert etbr%%k and 2&) on. The only requirenent for the block files in
one or nor8¢ CkofleRaneT fErephatorags slsyicemand ta add move stoergerdsivicgs of each
track i s GoORdAhded [ file created for that track, for
exanpl e. the begi ﬁ‘?ﬁ%“’t&?ﬁ“ﬁéj‘féf‘ﬁg %%?P%"?Sﬁl'(‘é"%’%s’ﬁf%n ﬁE‘ﬁP ?‘?f °Af".“?l23aﬂ'tﬂ’"t he
begi nni ng stiragexds viceShRayi s aided ai thedisinbulon ccnl@ﬁ(@ignr@j‘@ﬁh&{[@ﬁ%fem S may
si mply brzakdow&. t he | aége payl oad file (i.e., non- |1 near Irectly into
bl ock fi | 42 GVEHRYT ArPrader EeRTiftpurnetbergiedenias ineheptiopirefongxarpplocess (e. g. ,
bl ock 910); i cont ai n_qv ing tracks. WD 02/ 35799
-29 15 Agkﬁ%%tg@a%@%’%ggﬁ%%gﬁéﬁ%‘gﬂ?%Oé&ﬁg‘hﬁ'g%f‘%ed’@dbféi‘if%tad file into
bl ocks makwsagetdayiresi Hihe snaulid Blotk Busanaldd9r fbQake fd & ohgﬁlgtiagef ferent
storage devices and to add nore storage devices when ‘heede t hout

i mpact i ng 2BRIEALAT ﬁ@'ﬂFGKﬁﬂﬂé@?ﬂ"ﬁH%?rvm? atghasphelimentherebg imtagiagdevi ces may
F1 o5 ar org o BBl 4F LR hGR nS ioleuBdE jof o fussge parioad e crar exanpl e,

files around or reconfigure o

di T f er ent bowekisadeadinparaller Fasfosbardhid BEGELHONESLRE 1sLAG prsd: Nence on
di fferent Bt orage devices. The smaller block ti11es nmakes It possible to

support niffthPiitBe entysi fle beinarfirstaiopaionded ogto, the sreaninggeser ver s) at the same
time, thereby increasing access bandw dth. For exanple; multiple block
files of a large payload file can be downl oaded in parallel. Fast forward

and fast Reoastsecting [arpé BPhylbsd Bl ProRPERIcR Fles

Figure 11 is a diagram showing the process of reconstructing a large
payload file from multiple block files by the VFCS. Biock files 1100 are input
to Assembling Process 1110. The reverse process of blocking. discussed in the
previous seclion, is called “assembling”. The Virtual File Contro! System
(VFCS) uses assembling process 1110 to convert multiple block files into linear
track files. Assembling process 1110 generates only one linear track file (e.g..
Linear large payload File 1150) if the origina] large payload file is linear.
However, where the original large payload file is non-linear, assembling process
1110 generates muitiple linear track files 1120. A linear track file is generated
by a linear combination of the appropriate block files. For example, the video
track file of Figure 10 is regenerated by linearly combining (i.e.. summing) block

files Vi, V., Vy. and V. Linear track files 1120 may further be combined in
Multiplex Process 1130 to generate Non-Lincar Large Payload File 1140. The



without the entire file being first downl oaded onto the stream ng seb\ledPR 2005
Recons®@e@t/83789 Lar ge Payl oad File From Bl ock Fil es Fi gur @CTiusSos/3a63di agr am
showi ng the process of reconstructing a large payload file fromnultiple

bl ock files by the VFCS. Block files 1100 are input to Assenbling Process
1110. The reverse process of bl ockiipg, discussed in the previous section,
is called "assenbling”. The Virtual File Control System (VFCS) uses
assenbl i ng process 1110 to convert nultiple block files into linear track
files. Assenbling process 1110 generates only one linear track file (e.qg.

Li near Imll{:}&)[fp\aw pmeﬁlﬂ!replyﬂs@%sembiqsme badkgiilato panegae taydrigidalf i 1 e i s

i near. ifg %H:ne original large payload file is non-Ilinear,
assenbl i 1Y ﬂeeé‘é ep:iyﬁ Enerates nultiple |inear track files 1120. A

| i near track fileis generated by a |inear conbination of the appropriate
block files. For exanple, the video track file of Figure 10 is regenerated

by | i neafFhe/Fibotstributipn(Brocol @AY ng) block files V1, V,, V3, and V..
Linear track tiles 1120 nay further be conmbined in Miltiplex Process 1130
to generate Non-Linear Large Payload Fil e 1140. The 2 5 APR 2005 WD
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track files to generate the origlna et file. The.
Fi | e Di dtansfeutstcoe, dﬁdoﬁmpﬁla(cl-ﬂbﬁ)enﬂ'bﬁw&lﬁl;’f Risehddid nféei‘dafmokb%fi l e

manag erre}r11t primtives necessary to transfer, store, and mani pul ate content
provi dert § PGLRQriy myich PPE“H’é?SdH‘élPQe <rBReads that upheads distrfute. deliver. prini ti ves

| ud d del et
1 e, FROTIOR e P ABE PP Bl ful el nore BB 4 T et or 7 e

bet Weentlap:;fm@atﬂ:eab:em&ypt@pﬁateﬁbrbé}elmt:w%rk|Itw\mﬂ>de\bﬁcrﬁ‘(¢ﬂ@§3 to those . of
ordinary skjll in the art that the command names and protocol
i npl emeRf Stdivswy skl srthegedhatdhesommped paraes ngpretopvianipderaentatinh t hat ot her

commeNdgeQti D ROBG S sty 05 B4R 2RI/ AL SimeOn ubSLI LUt ed SO Tong as

they result 1Tn erficrent ghd’ n the
net wor Kmay be added. subtracted, or substituted so long as they result in efficient and

refiable transfer of files within the network.
“Put”: Acontentprovider uses content management applications running
on a Content Provider Client system to upload a file (content) and file metadata
(data related to the management of the files being stored, transferred, and
manipulated in the network) onto a Content Management Server (CMS). The
. CMS breaks the file into linear track files and then issues a “put” command to a -
DS that will eventually distribute the content in the network. In one embodiment,
the CMS is connected to a DS at an SCDN node. The CMS sends a “put”
command to the DS for each of the track files. In effect, the “put” command is
a “push™ action. pushing a track from a CMS to a DS. A “put” command may
include four packets. for example: “put”, “pul_response™, “pul_chunk”. and
Yput_ack™. The “put” packet tells the receiving DS to get ready to receive a track
file. The “put_response™ packet is a packet issued by the DS to indicate to the
CMS whether or not the DS needs to receive the track file, and if it needs it,

where to begin the transmission. This packet may be useful in the situation when



"Put": A content provider uses content managenent applications runni n§ 5QQPR 2005
a Cont entV®PHI82r Cient systemto upload a file (content)pcansoibices
netadata (data related to the nanagenent of the files being stored,
transferred, and. mani pulated in the network) onto a Content Managenent
Server (CV5). The OCMS breaks the filsg.into linear track files and then
issues a "put" command to a DS that will eventually distribute the content
in the network. In one enbodinent, the CM5 is connected to a DS at an SCDN
node. The CMS sends a:"put" command to the DS for each of the track files.
In ef fect, 2 tHBMURIRAUOR SEGHNIS Proken aftprsint ol tradntiieas béeangtransfaradk from a

ncl ude f our kets, for exanple: "put",

CMS t " ! d I
"put-(r)egp(?ﬁlsdeﬁs gﬂ%&tq%ﬁﬁ Pe"trg%\é” th%ﬁ?’ﬂ%ﬂ@féeﬁfl’i’é‘ gg{f}f"ﬁlﬁa%? theePPs t he

recei vi ng @nan@etes ECRECNO ume&qb\s@%i% nﬁarngf%%inéeﬁ bk tﬁgﬂhé%}lwggponse"

packet is a packet issued by the DS To indicate tot her or not
t he' DS needictdo Prechlok” pasketatangiwithi the actanbirack fife. TiRellS nidy.respoigr € to begin
Thi,s. in the situation when WO

the trans ion, acket may be usef ul | n

.02/ 35799 r%ﬁ'?lﬁd?lﬁsﬁﬁk/ B%t Yher the stz itoak Sdssis gacqiveh tokedicaet er part of
a track fisucdiofl RERIMSiBASAREF lki R 0k Grd fansfer the
remai nder part_ of the lf'rll e. Once tlﬁg%ggéng%mmhﬁga ecsjllvfdgs'?lheel"ﬁ% where to
begi n t r afsrkfdssigtablockfileststdres the bocRNBesTylocalSsoigeedanPupbdAdURK " packet

al ong witt}.”fy5 he a%ct#al hr ai'!éfkfi e, The DS may respond wth a "put_ack"
packet whéh® FIFEUaH P eqtbadtrack) Blork. andderafion infermadewat e successf ul
transm ssion. Afistrigfee W file, e DS divid he |inear
track files into llblr:)ck fil ef{sEg ag'tbgrﬂgeésﬁgﬁces %4V§cqgg$ipf"g1s‘3diqﬁ th%i%‘t”ﬁ orage, and

updat es t &S fidydssoet'didatbatd” pacletd ditdctih B thelD S eddistaboehe MR dagat i on
information, "Distribute": After all of the tracks have been pushed to the

DS, the CRESSHRNG Rethark dfarexpmplectheSMiSanay igsyecenei “distithae DSicket di stri but e
the file el ' ) For .exampl e, .the . may i ssue one
"distri bu?gr" pégﬁflzlect%gger?mlt] ?)géc'{}?fcpﬁ%% ﬁhee‘é‘érﬁe‘ba%nrgé érc%ﬁfséﬁ%f?@ t he content
provi der ' erigriat Mhbulistibuticar driterid, for ekaghplé, Shiy HPekirPWhidH Asdes dn tHeor exanpl e,

may Sspeci fé/ ich nodes in the ‘
network should have the content. The “distribute” command may include two

packets, for example: “distribute”™ and ‘“‘distri bute_ack”. The DS may
acknowledge receipt of the “distribute” command and track file by issuing a
“distribute_ack™ packet to the CMS
“Replicate™: In response to the “distribute” command. the DS may issue
“replicate™ packets to its neighbors. Each nei ghbor that satisfies the distribution
criteria specified by the content provider may issue a command (such as the “get”
packet described below) to one or more DS in the distribution path to pull a
portion of the file into its local storage. The “replicate” packet starts from the DS
where the track files have been pushed. The “replicate” packel acts as a
notification to a DS that it may need to pull (i.e., replicate) certain block files
from any of the issuing DS into its local storage. The receiving DS may
- acknowledge the notification by issuing a “replicate_ack” packet and thereafter,
it assumes the responsibility of pulling the block files from the issuing DS when

it is ready. A DS further notifies its neighbor nodes to determine if they should



network shoul d have the content. The "distribute" command may incl udé2 fﬁv\éﬂ? 2005
packet s WPO3&R8npl e: "distribute" and "distribute_ack". PoanRoinmss

acknow edge receipt of the "distribute” command and track file by issuing a
"distribute_ack"” packet to the CV5 "Replicate": In response to the

"distribute" command. the DS may isski® "replicate" packets to its

nei ghbors. Each nei ghbor that satisfies the distribution criteria

specified by the content provider may issue a command (such as the "get"

" packet descy,i bed below) to one or nore DS in the distribution path to pull

a portiof! P‘“?H’é‘ €N fie Sy issuingdeenlicateo padkets T Hent.r 4 PIS raat ieluepacket

starts framdikeldS k. files.have been pushed. The "replicate"
packet acts %S a e%#ﬁ%ﬁ ?%%ﬁégt 50%’{{%‘5{0%1?&% *ﬂ%ﬁm&phsmhe (i.e.,
repl i cat efoenttdistribbli@cérittiihes fromany of the issuing DS into its | ocal

storage. The re ei Vi nq)DS may acknow edge the notification by issuing a
"repl i cat e_ack" OhicketDamat nersisdapulififes frdm assthems i issespopai-bi | ity of

pul I'ing thg, iJes framthe,issuing DS when it is ready. A DS further
notifies its'mrllﬁe)cli:'g%{o%!ri&%%e@he[ &° e‘EOé?'Hi“?fngr"FHé&? foprguipes ofiprdi2t85799

PCTI USQOl /32638 get3rebppbdel’. Patttciinkt NghE™dd: T F 1 | i ssuing."replicate"
packets to them ADg may ?g;iﬁe a repl i%a‘tagkr'ecﬁbéga?ﬁﬁa’r tﬂé‘gd%e?fcendent nodes
i f the rdt¥cEd may baused buindtiates phlisandhie “grontsminseli mickdthudyi eised i teri a.

"Get": A e t ull files, fromanotherDS may issue a "get"
command, I??c{%@(g{r%pﬁg&‘sﬁe'gg Featon P insterdilei metpdate af @eededy pBe of packet s:
"get", "¢get_chesPPaAsRet 1HO) bE y " JFor. exanpl e, the "get"

8 bé liiktonr fér ﬁg&e&?{ﬁ%hdthet greérsf‘ﬁgﬂg@ie'packet may be

packet may be used to initiate a pu and get ©
used toMaygSrused leacknawirdgoithd bred sfttht g™ snfbehdeaielieport ith@s TRt adat a -as

needed. "get . chupk”. packet _may be used to transfer file data and the
"get _ac kﬁﬁﬁﬁgﬁc‘%@thﬁé'%‘%&ﬁ%%‘%&kﬂb%@@ g® {lhiss stachgofivaikabilitget " sequence
and r epo(2) 16daBbHBF thA stddSn b j . size of the file to pull based
on: (1) its storage avai Fg;gﬁe?ltg%a%@‘fﬁglgtéogﬁe"gfp?mga%va@?gﬁ in the
net wor k fepeate-ahle pheore tnbeant-ablephputiafistict thedile: bhe (?)tl§1ymwatﬁbl e or
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quences in response to a
“replicate™ request and a “search_reply” request.

“Prepare”™: A “prepare” command may include two packets. for
example: “prepare”™ and “prepare_ack”™. The node's VFCS may issue a “‘prepare”
packet to a DS to pull the non-resident portions of a file for an Application

. Server. The DS may use the “prepare_ack™ packet to acknowledge that it has
received the “prepare” packet and that it will perform “prepare™ as soon as
possible.

“Search™: When the DS can process the “prepare” request, it may issue
a “search” command to locate the missing portions of a file. A “search™
command may include three packets, for example: “search”, “search_ack”, and
“search_reply”. A DS servicing a “prepare” command issues a “search™ packet
to initiate a search among its neighbors for the non-resident portions of the file.
Each neighbor may issue a “search_ack™ packet indicating that it has received thé

“search” request. The “search_ack” packet is not an acknowledgement that the



al l omnance. A DS may issue "get" conmand sequences in response to a 25 APR 2005
"repli cat®O®8gt8st and a "search-reply" request. "Prepare"rCriusopsegare”
command may i nclude two packets. for exanple: "prepare" and "prepare_ack".
The node's VFCS may issue a "prepare"” packet to a DS to pull the

non-resident portions of a file for ad3Application Server. The DS may use

the "prepare_ack"” packet to acknow edge that it has received the "prepare”
packet and that it will perform "prepare" as soon as possible. "Search":

When the D n process_the "prepare" request, it may issue a "search”
command to§P§§§§§°FW§Sﬁf deirrgpesseiiiiond mdedhytihpga partivaedtbhitequoedmand nay

i nclude thrge ; u e Seareh’ . "search ack”. .and
"search_repl y"n?ﬁﬁgﬁ)}é:%sg&%%{%hgi}glpgﬁ%pgﬁée"seﬁ%%ﬁﬁ PASHRE Snay "“@8%\'1" ch" packet
to initiat enforgetive buctmnte ipostidied OIMB GEsrchal fifkhesiMApR ik 8% dsiin RRL tions of

the file. Each nei gh_bor may issue a "search_ack" packet 1ndicating that it
has recei vé Y& condidionf the sajinms and thgdoadsefdhe statiarks DSadkstr.i4 Dbt an

acknow edg . . 135799 15 PCT/ USQ1/ 326 8 APR 20d5 DS has
portions O?H?ﬁ% I?ieaighgépzsd\éﬁs%.ré%lﬁ%sdesef"ﬁgm gs P&C%fd? 3RGaY selset r equi r ed
file may i sppmpaialeseatcchDsepddes basedes theliormutiah @rh&ﬂﬁe@g\i%chp?ei)lﬁﬁt may

include information such as the portion of the searche IMe“residing in
the stati oR2cketo dastriprddhe aristing pertiohs ohibe §ilat A irathd itibiatihpBg of t he

station's 3 -0 the.initiating DS cluster receives '
"search-r eﬁ’ﬁ% E‘Z‘@ﬁéf“s § ?r%"ﬁ;ngg?'e@f ex%fBBE’ok?r Poft & MEFDERUDS lHSdes based on
the. inforseedteh SCIDN hedespRAIGIbAPINE misfAE K&ttt © downl oad the mi ssing

portions of the file. ADS inthe initiating DS cluster may issue "get”
command, for exaRgmeyetThaéramovedconsiaatlimmsintiudetwo pseletcsietl 28CDN nodes)

to downl oa m ssing content .. "Renpve': The "renmove" command may include
two packet gmé%? 3@‘% " Or}"ﬁv’é& a%"’*ﬂ?ﬁ&?@jﬁ@kﬁmtw 1§¥Hfed “EHveol Unit may

:Ofg ggsg’ " mﬁﬁig IS QEBE G téindecedid BlobATOY e Fahind! flollQCRich e Pruning
described later, uses the “remove” command. A “remove” packetis anotification
to a DS that certain blocks have to be removed. The DS may subsequently issue
a “remove_ack™ packet {o acknowledge that it will eventually remove the
indicated blocks when ready. - |

*“Clean™: The “clean” command may include two packets, “clean” and
~ “clean_ack™. The CMS may issue a “clean” or similar packet to notify a DS
located at the same node that it needs to remove a certain file. The DS issues a
,} “clean_ack™ or similar packet to acknowledge that the file will eventually be
removed when ready. Following the path used during the “replicate” command
(available in the distribution criteria for the file). the DS issues a “clean” or
equivalent command to its neighboring nodes requesting deletion of the file and
its related file metadata from all the stations in the SCDN.
*Info™: The “info” command may include two packets such as “info" and
- “info_ack™. The CMS issues an “info" packet to transfer content provider
metadata (data related to management of the content providers using the SCDN)

or file metadata to a DS. The packet may be used to add, delete, and modify



descri bed later, uses the "renove" conmand. A "renove" packet is a 2§ APR 2005
notifi CAOIBAS70 a DS that certain bl ocks have to be renmEmuseizesiaS nay
subsequently issue a "renove_ack" packet to acknow edge that it wll

eventual ly renove the indicated bl ocks when ready. "C ean": The "cl ean”
command may include two packets, "cliean" and "clean_ack”. The CVMS may

issue a "clean" or simlar packet to notify a DS |ocated at the sane node
that it needs to renove a certain file. The DS i ssues a "clean_ack" or

simlar packet to acknow edge that the file will eventually be renoved

when r ead$inbEgs PH eI ¢patena phoviders od UilemgWhea i Diptdceats tomennand

(avail ab - the distributi criteria for the file), the DS issues a

"cl ean” %rﬁo‘h@%d? Wéﬁ?%’ H}?&ﬁﬂesttﬁe f“&e HEFII08ISh §TevedRs Instadleist i ng del et i on
of the f klogedithiniahSOSN Ab&d idsidqnd%h e RL: ssok QNS in the
SCDN. "Info": The "info" corrr:rgmclS may ﬁ\ig{:[ﬁ é‘cg‘g\/\%ét)ﬂaecr{i gé)é c*lgas "info" and
"i nf o_acRrPS¥ped twB issssi§sfavotinmid to ph itk atighborks ERcept Sl reqii@nt provi der

met adat aAgldatE,.rel%tEed t o managenent of the content providers using
t heSCON) “*"or'™fq | BaGkst dhptconfains, coptentrpwvisiss Kaformajionds seppeaiedadd, del et e,

8 100 LS, 2R AR o TR,

certain content providers or en a recelv it provi der
i nf or mat Propagatad based i e disidbitidi w@iteviefor to fle MVhps 8 UMISEeiEhadat a i s

storedwit.hi n anSCDNnqde. issues the "info-ack"” packet to the Tequestor(CVB
or DS) . ad'ﬂih’t W@%‘q?g?ﬁgﬂcmefﬂdém enaniih thedigiribution criterigiof shesfilexeept t he

request (Ips, R rece[ViRe ' co rovider information is
p"f”gpagat ed thFeougﬁg P@?ﬁégﬂg?ﬁt ?ﬂ&at@wrﬁ%mqg%gﬁicpﬁﬁgé‘fta‘t'ﬁé’fes contains file
met adat dinfe_aqkt” guelyite thdxagedt@{CM® o DSY ranbiuthe O Rs 6dsi ‘461 gadkef that file.

When a sends an "info" packet of a file metadata along with the
di stribu?i %ﬁéﬁ%@‘%swﬁ%% fe; digiribgtion ciigriat (he.. thaseithatged@edodi fies its -

T LR
sati sfyunyl theadatitase conthiniy ®eifie retadata 8- a1 hBABRIOhE 34ridtRAS YL
distribution criteria are updated.

“Learn”: The “leam™ command may be issued by a Control Unit's
leamning agent and may be used when a DS is added to the SCDN and its local
storage needs to be initialized, or when the station’s attribute changes, or with -
network configuration changes, or during recovery from a failure. The DS
receiving the “leam” command propagates the “learn™ command to ail its
neighbors except the requestor. The “learn™ packet carries the attributes of the
originating station. Each DS receiving a “leamn” packet determines if its station
has files that satisfy the learning station’s attributes, if so. it issues “replicale™ to
a DS in the learning station to pull the relevant files.

“Fetch™: The “fetch™ command may be used by the Control Unit's
learning agent while learning in active mode. The “fetch™ command may include
_two types of packets: “fetch™ and “fetch_ack™ In active learning mode, the

learning agent obtains a list of media files to be learned, their associated content

provider. and the assigned station of the content provider's CMS. Dunng this



distribution of the file during the "replicate” command). This pr ocegsy APR 2905]
cont i nueswounsstest he dat abase containing the file nmetadata ddygddy §J3§ '
stations satisfying the distribution criteria are updated. "Learn . The

"l earn” command nmay be issued by a Control Unit's | earning agent and may

be used when a DS is added to the SCQN and its |ocal storage needs to be
initialized, or when the station's attribute changes, or with - network
configuration changes, or during recovery froma failure. The DS receiving
the "l earn”™ command propagates the "learn”™ command to all its neighbors

except thetmmmmetmmrow&sm efadHes ar6 AbI 188y toBe Adckl §BkdEmof the

originati ng l? J@S Each DS receiving a "learn" packet determnes if its
station hd8usitpg Bs dogspotdaye gﬁynwaﬂl@awmongu@macmhaedéowmobdutfes if so,

it issues I t ear stati to pull the rel evant
files. " Fetr{: _T&%ﬁw a%npgger’r%anka}%trré PRE e alﬁﬁf”m %(9 Vi teni ¢+ s
| ear ni ng agementdorgindtidarstitiog. Tﬁe@st.w@nm@oéa"m@h _ihRP Pack&esTBRA My

i ncl ude tw%) types of packets: "fetch" and "fetch-ack". In active |eam ng
node. the Of Bsepsigngdsiaion ofphasanteny provsder@fchvﬁédlﬁefttfnthdc BS dboaibetheear ned,
their asso i ned station of the content
provi der’ ﬁ@é&gﬁﬁgﬁ%{% ‘\?@ g’?f%%%go g ‘Qﬁ’o‘gf daighese US01/ 32638

time, the émﬂtﬁnmgttwﬂteanét@ﬂathfaﬁéeetﬁi%@l ‘BetdH hé’l@ R/ the mﬁmﬁgagym' g“hEhe | ocal
station and thus the DS does not have thé information Yo“conduct a search

and downl o‘éélmﬂfrﬂea gt | eay SWh@QN@HthWeQQMUSsusslmspaac " tetedihdpacket to a

| ogal qu h th ontent's origination station. TheDS in turn
i ssues a aljg R4 dﬁ“éﬁﬁet to a DS of the assigned station of the

content provi de‘l‘F‘e&clﬂiﬁfo’N‘tF%Echt | o PHAMAR! b pHSerd | 4rc fﬁg%ﬁdfm the
ta

desired nedia file, it storesthelnforrratlon|ntothe ase containing

the file nieabidnio_blagki-et Jiank “feehChcankiénd chashendodad nivitgiragenke The

| earni ng a bse nt | oceed to iIssue repare" conmands to -
g ﬁ%nQ%gFén (?#J ular medid fife and a particular DS gugranFl)eed to have the

downl oad t'
media file. In response to a “fetch™ command, a DS issues “fetch_info™" tothe DS
station identified in the “fetch”. The remote DS may reply with
“fetch_info_block”, which contains the information necessary to enable the local
DS to save the media. track, and block metadata information into the local
metadata database.

*Stop™: The “stop™ command may include two packets such as “stop”
and “stop_ack™. The “stop” command is used to shutdown a DS. When a DS
receives a “stop” packet. it immediately replies with “stop_ack” and depending

on the termination requirement, the DS may shutdown immediately or shutdown

after it completes all the jobs it is executing.
Distributing Large Payload Files
Todistribute a file, a content provider sets specific distribution criteria for

that file. After the distribution server (DS) stores the uploaded large payload file

as blocks. the content provider requests, through the content management server,



"Fetch-info": "Fetch-info" includes two packets. "fetch-info" and 25 APR 2005

"f et chwonlkasideock” . Each "fetch" command has encoded wi tdp-yd
identification of a particular nedia file and a parti culﬁ%@lé%gﬁant eed to
have the nedia file. In response to a "fetch" command, aDS issues
“fetch-info" to the DS station idggtified in the "fetch". The renote DS
may reply with "fetch-info-block”, which contains the information
necessary to enable the local DS to save the nedia, track, and bl ock
netadata information into the | ocal netadata database. "Stop": The "stop”

command thetyhe BS|distis bbiethqrale kettheugies asthe SCIN. i caRhush LR oAkl - The "stop”
shutdown a_DS. When a DS receives a "stop" packet, it

comrandti§ usgd tg _ ien a DS
i medi at@'° FaBF PEdhe nepvork: Jhe dirtribatign de gemeterdancerwitineptosfiari nat i on
requi r etibut i : immediatel y or shutdown . after it

conpl et es all th%ﬁ%ggﬁib?hﬁég%ﬁ%éﬁr?w er Js‘%/‘?x BﬁttFﬁé%L‘QQSE‘J%I oad Files To
di st ri bpraoeolf (HIP) WWME@%CS@!EW.dqfhes@ifsﬁib‘é:ﬂ@ﬁiciiit&iadj,ﬁgrsippﬂxr' on criteria
for that .file. After the distribution server (DS) storés't upl oaded

| ar ge pHAYHACrS- Burops). spesifia nodase aed othentinforromtichers desiet by she t hr ough t he
cont ent 4R PRRGerSe 2.2 APR 2005 WO 02/ 35799 PCT/ US01/ 32635 -36 that
the DS di S?I?tlgguté e;,[rhtgo ¥‘|§{“§’|t%§8ﬁ{§?" dBE §9ptGhe tample. thet o push the

cont ent distributive ceidg midy ihfladdigForidton Foendth BleHoR @B ulebrkdldccor dance with
specific distribution criteria set by the content provider and may use the

file di'%ABbHte 8#mapr ot ocol (FDP) previously described. The distribution
criteria may Lty - i ons .d.,. Furope) ., specific nodes, and other

i rif or mat i on gggglggéid¥sé%$@8’"tQ{gc‘%‘éﬁ%ﬁe{ﬂﬁob’ﬁo&%&@F Ppresppardolo @est ri bution of
the contfoanint pgrowidexaneheas: tthedisthibald bOtALde0 i el include
informatigon found i n_t?_\e _nodesls attri but eé 0 aﬁgﬁ Z?(ljé %ﬁp@aﬁﬂ"% Bute bit map.
The fi InOUdication Bgt.agisipbwivaaesueat) té s haghborf tanihacDheerBRMAES t0 t he

cont ent,,pLRY jirgﬁ'{t;u%oﬁ%gycef‘x%toftd?e f(?lie:SEZr)i“glﬂlglﬁﬁgd"l zﬁarigq]%opsal.ie.??h%sé ithla? Py sending a
meet the criteria) download several portions of the file during this initial
distribution process; (3) Thc notification is then passed on from neighbor to
neighbor, but not back to the neighbor from which the distribution request is
received: (4) Each neighbor performs steps 2 and 3 until it encounters a leaf node
or a “terminating” node. Thus, the distribution of the file in the network is done
in stages.

Every node that receives a distribution request passes the request to all its
neighbors except to the “requesting™ node (i.e., the node from which it received
the request). A terminating node is one where neither the node's attribute bitmap
nor its rolled up bitmap match the distribution criteria and where the distribution
request cannot be sent to the node’s parent. For any node whose altribute bitmap
malches the content provider's distribution criteria for the file, a portion of file
is downloaded from the nearest neighbors in the distribution path that has the
portion to be downloaded. Once downloaded, a DS stores llhc file locally as
blocks spread over different storage volumes as shown in Figure 7, blocks 711-

713. In spreading the file over several storage volumes. the Input/Output (I/0)



notification (i.e., a distribution request) to its neighbors to an Engg[‘; 2005

t he exi stvepogezsmnd the distribution criteria of the file; gg %d
nei ghbors (i.e., those that neet the criteria) downl oad se /g Pti ons

of the file during this initial distribution process; (3) The notification
i s then passed on from nei ghbor to nRei ghbor, but not back to the neighbor
fromwhich the distribution request i's received; (4) Each nei ghbor
perfornms steps 2 and 3 until it encounters a |leaf node or a "termnating"
node. Thus, the distribution of the file in the network is done in stages.
Every nodeldatisidisteibeiedesross zdes@;nhléblhﬁ&mugﬁl@lké%% Hﬁ%%&%lih@ﬁoﬁﬁdﬂ,‘égﬂ to all
|ts nei gharoll']s except to the "requesting"” node % e no rom whi ch
recei ve ‘é’éﬂfe%‘t")‘emﬂll%ffebtmomaﬂdmgnMdécln&ryorfé:r\{dﬂﬁiceew ther the

node att ts ro mat ch the distribution
Cri tefi a a{?:‘j, \ALerFeHesE@rB%ﬁ (%9 %ﬁ%ﬁ"é’ﬁa”?"éﬂ&%é‘f’“egﬁﬁ'é frvicgsig-814isk he node' s
par ent . Fosrramyatraoksad Wh@ss%rﬂatrt R!A@Dt @A IR Ar?? 8??@&)@%::% 5) provider:

distribution criteria for the file, a portion aded from

t he near esYStEBE B YOrkA it pehed Starage AN, qaaitdsragﬁateam\vbhqs;\mrtl on to be
the file locally as blocks spread

downl oaded. Ongg oaded, DS s
over different s{gg%\zgﬁ;els\/% T (slratye §ﬁ'§ﬁﬁ‘“i‘erﬁ‘thfdm distribupiop <2 tptge 713, I'n

di d il | t (1/0) WO
051 35790 37 3. B AP S08e: peTT e SBrR Ptk Hdpeel BEMGRL e o5 1 ne

vol unes am@romﬂf@ntma@asgmgemhmm(MJ57mewmuhname.cctea td fRie B dur i ng

cont ent d|[§t§¢ﬁﬁt on and content delivery. For purposes of the invention,
tHe storage Voruneyg&RY EB"‘&HS/P%FW'@&@PBW@ﬁg@ﬂwag&wawmoe@goa g.. disk

arrays at Uﬁc&lﬂ{ﬂeﬂt SRECL]; A r ay of 1ndepe ent Di sks)
systens, or Networ Xt t acheaenSt r agei‘l : mS?j% t%?talﬁfgv'ﬁg &'SRet wor k
(SAN). Fi gmipedsxee dstrabutuohlcumaam@werﬁvodcamhtzaﬁnztoeexemséwek?m' on of a

SCDN. A content provi “der upl oads a large

| arge pa e Wi t,
payl oad 1 11 Bviokely G sk cEflges i glasdd fdinoagchis BCssmhich | s
connect ededrmBRdEnidiaPlo the FDP “put” command for each track file to the distribution

server located in node B. In other embodiments, the CMS may be connected to
any node of the SCDN. Atnode B. the DS divides the track files into block files
for local storage. The full copy of the file is shown at Node B as a filled in dot.
The CMS then issues an FDP command of the type “distribute™ to the distribution
server at node B. In response to the distribute command. the DS issues a

command to its neighboring nodes A, D, and E to replicate the content (e.g.,

S

using the “replicate” command of the FDP). Node D examines the replicate
packet and decides its not supposed to have the content thus it passes the replicate
command to its neighbor, node H. Nodes A. E, and H examine the replicate
‘packet and decide they all match the distribution criteria (i.e.. they are “qualified”
nodes). When ready. nodes A, E, and H issue commands to retrieve a portion of
the file from the nearest node (e.g.. node B) in the SCDN. Nodes I and H are
leaf nodes thus they do not propagate the replicate command. However. node A
is the root node with child nodes B and C. Node A may not send the replicate

command back to node B. because it is the originating node. However, node A



t he SCDN, using any content publishing and management software runnihd GmpR 2005,
t he cowtcegd/sspsovi der' s client system (CPC) 530. The cont ulb %yzl%lse al so
upl oads the distribution criteria onto CV5 570. Content nmanagenent server
570, as previously described, divides the uploaded file into track files
and issues a command simlar to the FDP "put” command foreach track file
to the distribution server |located in node B. In other enbodinents, the
CVB may be connected to any node of the SCDN. At node B. the DS divides
the track files into block files for local storage. The full copy of the

fileis rshpmdalue erﬁeateBreqsesatd‘ndde@l NBdQheckE e YR es an FDP
comrand of d}"f "distribute" to the di S%CI’I but | onbﬁtgcg{r}'{/netgggt node B. In

responsémfj ‘ﬁ’@s th%% Avadificd '@6ﬁﬂm@for¢heetasvessspmeomofmmﬂ@rﬁ0 its

nei ghbor, nd Eto re cate the content (e.g usi ng the

"repli cé’t’gge%}g%ﬁgbrﬁ 6‘% ﬁ‘ ?Of(ldg’ b%e%rﬁ:rf&d ﬁﬁéoﬁ@&lhgélufe packet and

deci des netdeddata. NGRS gthsk. hus it e replicate
T e S

command to_its neighbor, nodde des replicate

packet del‘@é’élfﬁe quﬂéfjcmﬂusrratﬂzhevéme: pbrsxbhloblﬂﬁd ﬂl& F6hlRE nBafeke €. . they are
"qual i f| read nodes A, E. and H issue corrmands to

en
retri eve a Srpc?ly {qgﬁﬁg 8‘!’“‘ (¢ gré"’ldF‘P qrr@mf‘ﬂms Geanrdkare modwaanﬁeg thusnode B) in the

SCDN.  Na#9Srebeid Giothifd © sth 0 not ate the
replicate conmand. lﬁJwe\%dr&a(Eo e i Wé? g“r‘fﬂﬂ% rI“?PE UPd nodes B and

C. Nodeatmbnigl ofits erem:h tibes netpdatich Ghe 8RHBRAEN RaGdH A OTﬂédﬁ. ‘?ﬂ because it is
the ori at i ngcg%{node However, node A WO 02/35799 PCTI U /59638 - 38 may

s&nd th P CHIIMPILEEST SeRIEwes pptikl thequakifide n@astie SCDIN he: atilsasti but i on
criteri i ed node therefore it retrieves a
B ASHREER T bhe Erﬂgﬂt@kbo 't"e'ﬁtf)tfggsa("ée@ommf fre2-Rlasksdt of nodes A,

portion of the file from t ares

B, E a:fdtuq)lacgmpaylmmglet e comaniiadindaf fasBAe nbad WPSREURADEY sends the

Krepllcal;,lc %qna to_nodes F and G de Fis qualifie us it retrieves
a portidh'e? Yh‘épf‘l"iliétﬁfqud?ﬁd@ﬁénmefaiﬂésmc saudeportiay itiegetyheredaiig (€. g. nodes B

2t or m et A0 e Bofing s BETG1arTin IR lvasbavind fut whemoss anch docs not
sati sf prinfere giodés omstbiadh vElunie8 He@omd Ningvdilbld. o, example, when a
storage volume (or device) becomes unavailable (i.e.. lost). a DS at that station
need not take any special aclion to recover contents of the damaged volume since
the portions of large payload files stored and hence lost in that volume are
automatically downloaded from other network nodes upon demand to service a
) user request. The distribution servers also relay control information of a failed
station to neighbors of the failed station to prevent improper termination of
control commands.

During normal operation, a Distribution Server sends FDP commands,
such as replicate, info, search. and clean commands that are forwarded to all or
part ef the network. through other Distribution Servers in the immediate neighbor
stations in its control path. For example. when a Distribution Server receives an
FDP command such as replicate or info, it sends the command to its neighbor
DSs based on the FDP distribution criteria. In the situation when one of the

neighbor stations is failed, the DS keeps the job in its job queuve, and repeatedly



replication process continues until all the qualified nodes in SCDN are a2 2005
| east paWoitaisbipopopul ated. I n one or nore enbodi nents, th@ 1R94skI on
(e.g., blocks) of the large payload file is contained in at |east one node

of the SCDN. Preferably. a plurality of nodes naintains the sane portion
thereby creating redundancy and prevgsting | oss of any portion of the

| arge payload file when one or nore nodes or storage vol unes becone
unavai |l abl e. For exanple, when a storage volunme (or device) becones
unavailable (i.e., lost), a DS at that station need not take any speci al

action to rEHBYemddhe gob ss cﬂcctehﬁuﬂﬁmag@d:btwal wethel f8&: e hodg ons of

‘| arge payl s _store nce lost in that volune are automatically
downl oadedq?.(gjl Bgllan )hgﬁsuﬁ'ﬁf ?PanS@@ B% shihgdpidastistations by Forenrdingubser r equest .

The distrlmp@@nﬁﬂhy%g}]q‘l t formation of a failed
- station to nei ghbors of tehg al fb§¥ |f‘rc1)l(rPlCl St;npor évent inproper term nation

of control Com:ﬂa"ﬁdEDPDsesﬁ'@mld’iﬁbr(ﬂp&’r&td@[lﬂlbuﬁoﬁ)lcﬁftéﬁ‘pw[Blg_r&tﬁf‘é’vel’ sends
FDP conman replicate, info, search, and clean conmmands that are

f or war ded tbst%[?Lﬁ'OSrOfa %férk’cr&? P?H@a(hﬁi%#ﬂk‘”h@ihmmgrpadﬂateral[)usies iibtited on Servers
in the i mmy r n.its contyr th. For exanple. when
P g ieelifle M pro Y8 L 80gBo ik A ek Snapmiceta® or i nf o,

a Distribution Server erves an

it sends t h@rt(f@nmandxctda in the tree| glaiversBSep BRBRAViIPIMe 128 uhit Ahsidsi buti on
criteria. Ige%he situation when one of the neighbor stations is failed,
the DS keeP&3f ARdq ¥miyrsiat & tgreinaging nede. ot anypeds ledting the BpABRIA05, WO

02/ 35799 [ 32638 retries un the job is
sticcessf ul %?/r I%é%plﬁgeﬁﬂgqu%m? ﬁggé‘ayﬁglﬁ omt ee“ﬁé‘*“f‘é‘@bb?@r‘f’?‘y}‘e&és umes t he

rol e of th@eDﬁcmarfohaaficmch%ha&Mids@ﬂe: ubcfr%&%ﬁk'tﬁa bifon dJrife fiRpRnd to the
nei ghbor DOSs of the failed station. The FDP uses tﬁe content provider's

di st ri but | %hdg¥ploaded, { Theyinearest npighbai srhf:m bislxwrdmctmg tcoetenarigaopay| oad
file-in w i@c@ss%ly'tﬂe Rkt 9 udd vutug S 6urt] nearcst in terms of distance. This

prevents massive transfers from the node at which the file is initially uploaded. -
Moreover, the staging nature of the distribution prevents excessive demands on
the network around the nitial node (e.g., node B). By delivering smaller blocks
and only a partial file this dcliverj method reduces network load. Additionally,
because the distribution requests stop progressing through the SCDN when they
armive at a “terminating” node, the present invention prevents unnecessary

distribution request packets from flooding the network.
Accessing Large Payload Files

An end-user may request access to a large payload file (e.g., 2 movie) via
an interface, such as a Web-browser, on the end-user’s client system. The request
is forwarded to an appropriate Application Server (i.e., one that is closer to the
end-user and with bandwidth to service the request) that will provide the file to
the end-user, e.g.. a Streaming Server for delivering large video files, or an FTP

Server for delivering large, media rich documents, or any media player that is -
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network nmeeting the provider's distribution criteria. A distribution :

requestWOdR3SEWart fromany node in the tree, and traver sgsSrygy@gsgdown t he
tree until it reaches a leaf node or arrives at a term nating node. Forany
"node having the appropriate attributes, the file is partially downl oaded
fromthe nearest neighbors that neejy. specific performance criteria if

t hose nei ghbors contain the portion of the file to be downl oaded. The

near est nei ghbor when downl oadi ng content is not necessarily the nearest
in the virtual tree but nearest in terns of distance. This prevents

massi ve tenpatdd ef mofmiomng thee/FOSlas At rebits Ifild B tenk Ifoddsr ioMdvi aldeys up! oaded.
Moreover, the st,ag{j{ﬁr}g nature of the distribution prevents excessive denmands
on the AREWBFK BIRPEPOHhel heaRAlgRt ProSREVErdS & thermstieorB)and Byusdadyi ver i ng

| I tial fil i s.del t hod red
netvork Poad g 1 SRt Hob B ahe SEBH STie SOER ol qibeses st op

pr ogr essivofnieB (0l glache MeRidoN MLt AR ¥oma! fdn¥Eordlll ¢ thd BbERsRIHeN9" node, the
present inventjon prevents unnecessary distribution request packets from

f 1 oodi ngSRYrseidt igavestedatilee sifieithet addiorrd \drdbel fiFll kesetofathd fillsBr  nay r equest
a an jnterface, such as a

access t _ iLle (e. i Vi f

Web- br O\I\g%t%,e b g%g‘t% hip eiﬁgﬁﬁgéﬁ\fgr‘gﬁ? gﬁpiﬁ%)ee?n cqpgysettes witht or war ded to
an appr opldcatds Aopduetakh@R ré2fie¥Ebn behAf of RO pbIaE; ol the
end-user_and with bandw dth to service t%he rggtﬂesltoglgfﬁjgl?ﬁt\?\nﬁlf{hgpr ovi de the
file to DPiencigihorsioriocate the nexd@l frommiesider8® puriont of thddileveri ng | arge vi deo
files, or an EIP. _ Server for dia rich docunents, or any

A X l geliveriaglarge medi a .

redi a pl ayer thHat &P NGHLNSEPe SePEHEEdareeargtond g i 0&KIYES 3R nounting t he

VPGS as lehghl @iidsordih 1 SHEIoA 1D BLLR of SodMifie 3EARS ol Fopient 1N the
twork and thus' ray

SCDN. The application Sserver is in the ne e connect ed

to the ridegkas bOPMbstedf Further.SEDMNe Fitly GSGEINS0diByts bRicRS RgRIe lacaliynes (i . e.
of the bl ocks of the

e userV R st SEPRE Roflo YRR Thoaberitu il Bvemal s eawstadink asont ent of t he
Lo S80S M SO GO0 M B BNECH B ¢ o e
Appl i catekishloseliyterthe AppldationiServer viathe VECS. At the request of the VECS,
the non-resident portions of the file are pulled from different distribution servers
in the SCDN and stored locally as the Application Server streams the file 10 the
end-user. Portions of the file might be retrieved from several distribution servers
concurrently. Typically, data received over the SCDN are stored as blocks in the
shared Storage (e.g. local storage volumes). The VFCS assembles and
multiplexes the stored block files into the 10GByte file in real time so the
Application Server can use it (e.g., stream the file to the end-user).
To locate the non-resident portions of the file, a DS in a cluster of DSs
issues a search request that traverses the SCDN tree, starting from its neighbor
nodes. The search request may include the distribution criteria of the requested
file and a lime-to-live counter. A time-to-live counter may, for example, specify
.lhat the search request need only traverse two hubs of the SCDN from the

requesting node. When a neighbor node receives and evaluates the search

request, the node may decrement the counter. for example. A search request



DS' s nei ghbors to locate the needed (non-resident) portions of the 2iJ eAPR 2005,

For exanpW® 0z53%e the requested |arge payload file is | OPyiRS0iess
I ength, corresponding to a total of 20 blocks of 500Moyte storage (i.e., if

each block is 500Myte). Further, assume only 6 such 500Moyte bl ocks
reside locally wthin the SCDN node -JEven though only 3G bytes of the
request ed frle are actually stored in the SCDN node's storage system the
entire file "appears” to exist locally to the Application Server via the
VFCS. At the request of the VFCS. the non-resident portions of the file
are pul | ed Frowmaiistieneitenativsters Histf noles er wentnating” nhbde SOBN tamdtest or ed

| ocal |y as [the Agf)lrcatr n S rveE‘ streans the file to the end-user.
Portions of ' {HE"ftr ?ﬁ"@) P PRV Incdides arounted s Wigra e servers
concur r ent | pissihyRiateys! [ e _stored.as bl ocks
in the shared tgfzg,gé%t @Q{%aaﬁ&&\% t\sf?%rd;}g{gé\clé % $ em\/F%g?gsgenbl es and

mul ti pl exesntlhéccstmtfedsdalctbcdeqﬂﬂst ahe Isﬂirﬂ1 t—étg:céiO@&Ifneeé‘ by @alérsin@ahe t i Me- so
streamthe file to the end-user).

the Appli erver can use it ?
To locate t eﬂ’ﬁ(‘j‘ﬁ F%‘é‘rtE!% frversgpath Bﬁ@'eéﬁ‘ igllistribpion proprssi A nederepditer of DSs

i Ssues a sqpk r: I tar romits
nei ghbor noggﬂ;y H% %ctrsgﬁé Pgdﬁt\égtré S&Hﬁcﬁ%g\'h% hg edﬁ' %ﬁ?‘%&% criteria
of the reqm‘éxieedot ha\heganyl partiommf-th@rdqwﬁe@@iwﬁeﬁlot feply. "B- dePhyl diMe count er

may, for exa spe that the search request need only traverse t wo
hubs of thé" t'f“’rB ‘?’I‘i‘?”‘-?%&Hé@fﬁhﬁgoﬁ%ﬁ@tSWérﬁh%rcn’e'ragﬁlﬂmpmbdns recei ves

a eval ua 1 decre e.counter, for
ex’gnpl e. A"Eg‘gﬁfﬂﬁ"fﬁ%&%"“@%%%g%@% %ﬁg@%‘e BEESEETY Hﬂéfﬁq{g@i“l/ 32638

t er mi nat es amhacddstin ene STDMeINGicatih€ &fat fRYLontain et B BALE M Qe the
time-to- live counter is zero (i.e., where the search request includes a

counter). YWethsHes inihesslviierdiatalaad thomissoegeederditon Hose inadesttbat i ve

counter re d in the, s h request, the
search r qu’gs«%I§ onﬁ ﬁlﬁggﬁ Sto!ie%fat\ll%cra Iryr‘rrbl hF éSLi %%mﬁ%‘é?@ SF ﬁﬁ'@“r erse path
of the inivéolamesli Bhuis, bﬂﬁbﬁﬁpl&h@@rﬁﬁverﬁ‘ﬂ@@f&ﬂé ¢h8%ata to the end-user, the

distribution servers are obtaining the remainder of the file from other nodes and

there is no break in the communication between the application server and the
VFCS.

As discussed earlier, a large payload file is broken down into portions
(e.g., block files) and distributed throughout the SCDN. Thus, when nodes that

contain portions of the file are found through the search request, a cluster of DSs

!

can download portions of that file in parallel from multiple nodes, especially from
those nodes that are currently the least congested. The initiating DS cluster
decides, based on the performance information in the reply packets, where to
download (i.e.. “pull”) missing content so0 as to minimize the latency and
bandwidth demands on other distribution server nodes.

Content portions are pulled from the appropriate distribution servers and
assembled in real-time for the end-user by the VFCS, running on one or more

VFCS Servers. The VFCS enables the Application Servers to view the



directly to the requesting DS if the requested part of the file exiszg ARR 2003,
t hat noW® 02/33%es not havi ng any portion of the request edpdid€Reikot
reply. Areply also includes the performance status of the node that sends
the reply and the portions of the file available. Wien the requesting DS
cluster receives reply packets fromizany nodes in the SCDN indicating that
they contain part or all of the requested file, the DSs in the cluster
downl oad the m ssing content fromthose nodes that are |east congested and
stores it,| ogalj y in the distribution server's shared storage vol unes.
Thus, as THE s Storags wumes (et exist iptes/SADMps henglat largeovittng fdnd- user . t he
di stributygamservers are obtaining the remainder of the file from other
nodes and” there is no break in the comruni cati on between the application
server and the VFCS. As discussed earlier, a large payload file is broken
down i nt &Porti ons e.g., block files) and distributed throughout the
SCDN. Thé¢mepmNaBdeantigngys Fdoftgmentportions of the file are found through
t he search request, aclusterof DSs can downl oad portions of that file in
parallel fromnultiple nodes, especially from those nodes that are
currently t heFr@asineCsHigneties. ealh & tdBd Wil LS80 3gCIdES, based on
t he perfgormance infor natg?%n in the rrepl y palcgkkg?s%,yg[\?#e%tgmlgg 0Hﬁr(:f“(S’V\/nl oad (i.e.,
"pul | ") REDY rfeomtespendsdo asondguriunisegmenttoia lhrgk pagyadifii (epandwi dt h
demands - distribution_server nodes. Content portions are pulled
fromt hegd:}tl[.;)l pg‘%‘{‘f‘%{ gglﬁkgiorv iegujts‘?r&ﬁa’"s"@kv SERTNts thabeampresd aimpvigal -ti ne f or
t he end- ifs@wedyorleh&iYRlS otHeH Fdinf the Hits O i servens. The VFCS
erfiabl es the Application Servers t(():qJ\f/}lsev\/g%-rﬁét {%D%SA%E%W? W@Z/ 35799
PCT/ US0 17346 38 viaypingdthst eritiertioaviet oSiage tholsarie sconbiat poxiads (g, t he SCDN as a
si ngl e. irtual file system Retrieving Non-Contiguous File Segnents
From onesleg]érg‘g%zaei l\?‘é‘fte‘ééLffv§f%rdéf§efﬁl‘ro'&€jeﬁﬂﬂ theeSGD5k ann-sootigupes of an  SCDN
node corse@spRRGT 4 glg(&g_q%g%ﬂﬁgm%o&f ofa lfﬁrrnqecat[?%%lr%&%vfec'il e (e.g., a

independently and in parallel. This has several important side effects. For

example, since a DS can obtain needed content portions from several different

distribution servers, the reliability and availability of the SCDN are significant| y

increased. Additionally, the end-user can efficiently access segments of a large

payload “out-of-order”, e.g.. fast-forwarding of a movie can be realized without

actually having to download all of the portions of the film that are not actually

viewed. Importantly, pruning (freeing the storage used by some blocks for use

by other blocks) can be done at the “block level” (versus the entire “file level™)
based on specific content provider policies, e.g., pruning can be based on usage

patterns. Usage of the content can also be rated at the block level.
Block Size and File Distribution
The size of the blocks affects the performance of both content distribution

and content delivery. Several important Factors are considered in determining a

block size: 1) Ethernet MTU (Maximum Transmission Unit) size, 2) the size of



contiguous interval of novie). For exanple, the segnents that corrpr?sseAER 2003
nmovie, iWOwzedwd one after the other fromthe first segmepicrdgsoiBAsshast
segnent, would result in viewing the entire novie. Since the same content
portions (i.e., segnents) are |ocated at several different nodes in the
SCDN, non-contiguous segnents of a fite (e.g., non-contiguous portions of

a film can be retrieved independently and in parallel. This has several

i nportant side effects. For exanple, since a DS can obtai n needed content
portions fromseyeral different distribution servers, the reliability and

avai | abi | i t§¢ BFYSIGHé UBDRS stpegsi YPriht itiemntelyired ncraased. bidddiwhiena | y, the
of a large payload
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end- user C%aﬁ‘eﬁ tg?g@ﬂéﬁggggﬁf\%&ﬁa?@q%}?th& sheriest agceptahle perid todet Wi t hout

"out-of -order™, O,

actual | y hakipped increshongt Radag!ibrudfd bhe ' filmthat are not
actual |y viewed. Inportantly, pruning Hﬁ?ﬁ%ﬂﬂfﬁ{@@?gﬁga@eﬁggg by some
bl ocks f or (Hisds cpedyihp apinishwo Ksph oaervaB. done at the "bl ock | evel " (versus

the entire "fil %ela%r‘ﬁ?l based on specific content provider policies,
e.g., pruning cin be BREEE BRI RGY Inslstermining thedierk site. One goehisent can

al so be ratcaflaginitdipabd @Gke v I S ile Distribution The size
of the bl ocks aff_ed(;b?)s theg%egygraﬁa%gﬁgpggot u@%ﬂ@e Pte&fé‘rshbﬂ)‘ﬂf’f'on and
cont ent defMPirafiicieg\iAmctherigopos teuinifrint cwngestioR 26108 GisH S RBninda8et er m ning a
bl ock si ze; %% Etiher)get MIU ( Maxi mum Transni ssion Unit) size, 2) the size
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storage, Jra tdtiofe shiREUird B8kt bl ock %ngi chis related to the
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response tc@ngistenswith achiaridgohe othed gehlconmand during content delivery (this

is called the mninumflash interval). Several goals cone into play in
is to maxim ze space usage within an
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too big, server response to fast forward requests during a download
would be sluggish, as the server has to finish downiloading the particular
block file before it can process such requests. Conversely, if the block size
were too small, fast forwarding to the end of the block would be very
quick. If the block size is within the minimum flash interval, another
- distribution server can respond to fast forward requests by retrieving the
)} block containing the target content. '

Based on the above criteria, assumptions made about the physical network
that supports the SCDN, and assumption relating to the size of the flash interval
and minimizing network congestion, the block size in 2 one embodiment may be
256 Kbytes, for example. It will be evident to those of ordinary skill in the art

 that the block size could change when one or more of the assumptions change and
that the value may be implementation and application specific.

Additionaily, the block size in the storage of a delivery network does not

have to be a constant, Each DS in the network may have its own setting



fragnentation, since fragnmentation degrades file system perfornmance, 26@6‘;31

consi st e’YOWRBIT9achi evi ng the ot her goals. Bl ock sizes thapcgagolga:Pi g or
too small can affect performance. Consider the fast forward conmand, for
exanple. If the block size were too big, server response to fast forward
requests during a downl oad would begg] uggi sh, as the server has to finish
downl oadi ng the particular block file before it can process such requests.
Conversely, if the block size were too small, fast forwarding to the end
of the block would be very quick. If the block size is within the m ninum

f1ash i nt efspgndingpothespecitic stwrdnfithasomgr dafcesand tesqaek ééndiiasi f or war d
bl ock caontaining the target content. Based on

requests by retrieving the (

t he above %ﬁhﬁ@; gy tﬁg’gﬂﬁbqf‘?rﬁﬁr_sblﬂﬁd%‘z%bput the physical network that
ThCorval and ot nareroreERIaRELEa ) Mot nd e st B v e "o
enbodi nentdisteiputie piREs isihyerasined by aeampt 6f fabtorishdiudife evd diefhed © those of
ordinary skill in, the art that the block size could change when one or

more of t HEOBLE s RBing RS dregevhereithefHawas nplogdedido theynode, therfostrent at i on

and appli I SRESNHWS |t I e block size i.n the sforage of a
delivery %g?vi\)g% doegﬁmth%ﬁg{\;ed%%g%g¥gn%@ﬁa§?% _-coggri:ﬂnﬁsp{e ‘Cf‘ﬁ{e net wor k
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dependi ng.o& t he st‘%eci fic nature of the storage devices and its network
condi t i on.N9eESEYPY the gontgyt pravider asvetas dietstdrhpe kvailable.at Thee nodetoer of bl ocks

s det or med g BRRIASCr of factors, Jincl uding (he diStance  from the
originating DS (i.e., where the file was uploaded) to the node, the front
and back ggd bandw dth of the node (the current network conditions),
predi ct ed>CHtiyraadAnptati biydLearimgtandtPawyinglsage i nf or mati on of the node, a
"popul arity"”
A SCDN in accordance with an embodiment of the present invention is

highly scalable. For example. when a new node is added to the SCDN. it

downloads the initial content it needs by employing one of several different

adaptable initialization processes. In one embodiment of the invention. an “Auto-

Initialization™ process is used. When a node is added to an SCDN, it is given a

set of attributes. In the auto-initialization process, as soon as the node is
. ) connected to the network, it issues an FDP “Learn™ or similar request to all its

neighbors. The node encodes its attributes in the learn request. The neighbors

offer content, consistent with the new node’s attributes, to it for downloading.

The neighbors then pass on the new nodes.learn request to ali of their neighbors,

which take similar action. Thus, the new node’s learn request traverses the entire

network and all the nodes in the network respond to the leamn request if they have

contents appropriate for the new node. The new node collects all the information,

downloads the necessary initial contents, and is now a functioning element of the

SCDN.
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node to wbe2ssmpent provider. Scal ability and Adaptabil it ycthsalsiasg and
Pruning) A SCDN in accordance with an enbodi nent of the present invention
is highly scal able. For exanple, when a new node is added to the SCDN, it

downl oads the initial content it needgs_by enploying one of several
different adaptable initialization processes. In one enbodi nent of the
invention, an "Auto- Initialization" process is used. Wen a node is added
to an SCDN, it is given a set of attributes. In the auto-initialization

process, as soommsxdriyge nddieisiagto-mandRatien ptageisheilnes distlssed in tiesues an FDP
"Learn" or simlar_request to all its neighbors. The node encodes its
at t ri but es SPRle¥Y R g 4o whichdtustrpirs new npdis Jrasldedtq b SEM entleamonsi st ent
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simlar acldadireqhésiSwhichomaills MRdRribuleAinthy, BIMERS ndibRbGIESES the entire
network and all the nodes in the network respond to the learn request if

t hey have cont &nthis exsmrpiertheneds ooly eredmeadiate deighbbre nndevGhoWheool | ects al |
the information, downl gads fhe necessary initial contents, and is now a
functi oni nao%ﬁgﬁ%cﬁfve\é%etﬁ ™ SEBRESUAF BP Sﬁ%}e-ﬁ%atp%ﬁf AREHE8 An exanpl e
of this aubirivilibh aliletRldfRR R PESREnWINGd ' i ntext of
Fi gure 25, whi ch, illustrates new&ﬁoéew\l géﬁég‘élt?e%q?%gges‘égf\lw}%slag rn request

is initiategpropratodentdnaforsmda ao dowhkadoedd GdtHen pabes3aDMearht | ssues
‘the learn request, which contains its attribute bitmap, to all its

Wi ghbor s. TeARESE R &l sagighkors {igerhiodes Igad © offier tharadadethsdniyidtieg . node G
Wien node,(Fer Lves .t " bt I 's attribute
bitmap to tﬁlg' e%??t@?ﬁJ?S%hﬁklgﬁe?gﬁg’gﬂgfiﬁsgﬁ gﬁ%&ggg%vgﬁf&g%gaic replies to
node J if tfetjudsasonadiyionappieplis. aﬁ@pm?mgmtrhé fique e ackotdandewitharel. Node G
t hen passes the learn request to all its neighbors (i.e,, Nodes T and Q)
ot her thanOFEaEg), Ththdearhequgsti tagninates when it encounters a leaf node or a

“terminating” node.

As the leamn request traverses the SCDN, all the nodes respond to node J
if they have contents that node J should have, Finally, node J collects all the
response information and downloads the necessary initial contents from the nodes
that can most optimally supply them. Node J is now available to service content
delivery requests.

) _ There are additional situations in which learning and adaptation processes
B may be used in other embodiments of the invention. For example, as a large
payload file is accessed, VFCS serves the content to 'Application Servers (such

as Streaming Servers), while it also communicates with distribution servers to

pull missing content portions {rom other locations. As more and more content

_portions are downloaded to satisfy end-user requests. the storage space for each

content provider must be carefully monitored. Based on storage availability and

usage information collected by VFCS, a pruning process could be used to remove

certain blocks of media files. The policy associated with the pruning process

should address: (1) when to prune. (2) how much to prune..and (3) which blocks
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node or a "term nating" node. As the ]Jcamrequest traverses the SCDN, all

t he nodes respond to node J if the_y1 have contents that node J should have,
Finally, node J collects all the regponse i nformati on and downl oads the
necessary initial contents fromthe nodes that can nost optimally supply
them Node J is now available to service content delivery requests. There
are addi t icqrahe A fidtahri@Rg, 4 Rrotkis GRorh&ad e g | on.pEocesses  nmay
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storage space for each content provider mist be'¢C Ptored. Based
on storageeagtaidrkbility and wusage information collected by VFCS, a pruning
process could be used to renove certain blocks of nedia files. The policy
associated with the pruning process should address: (1) when to prune. (2)

how nmuch gealaBleltisnte e Ny l.0cks,.2 5 APR 2005 WO 02/ 35799
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contain entire nedia files or non-contiguous segnents of files that are
am%essed freqtf;ent I yhgy | ocal users. Additionally, the content provider
Trght be apprité@Yct kats Abribuslfadivg gexasp et eanotiest et ment & theer s,
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Del i very Nefvvor k. SCDN 1400 is essentially the sanme as
Application Servers of SCDN 500 replaced by a plurality of SCDN Stations 1410

and a Central Station 1420. '

As in the earlier embodiments, the stations of SCDN 1400 are organized
in a logical virtual tree structure in which each node in the tree has a set of
attributes. Thus, each Station has an attribute set that is stored in the node and
can be represented in any convenient data structure, e.g.. the attribute setcan be - .

represented as an attribute bitmap. Furthermore, each Station (i.e.. node) also

contains a representation of the rolled up attribute set of each of the Station's

-

child-Stations. Thisrepresentation is called the “Rolled Up Setof Attributes” and
any convenient data structure can be used for it, e.g.. 2 “Rolled Up Bitmap”,
which may be the defined as the “binary OR” combination of all rolled up
attribute bitmaps from the child-Stations. The distribution servers within a
Distribution Server CluStér use the attribute bitmap to distribute and route
portions of large payload files and they use the aggregated tolled-up atlribute
- bitmap to terminate unnecessary propagation of messages. One of the Stations
in an SCDN is designated the “Central Station™. The Central Station holds an

attribute database table that matches text strings Lo bit positions. e.g.. a reference



SCDN 500 (see Figure 5) with the individual D stribution Oenters and _
i ndi vi duaWo oxmstascat i on Servers of SCDN 500 replaced by a n%d%é&fﬁmﬂ%
Stations 1410 and a Central Station 1420. As in the earller nent s

the stations of SCDN 1400 are organized in a logical virtual tree

structure in which each node in the tfpee has a set of attributes. Thus,

each Station has an attribute set that is stored in the node and can be
represented in any convenient data structure, e.g.. the attribute set can

be represented as an attribute bitmap. Furtherrmre each Station (i.e.,
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each of th Stations. This representation is called the

&c%tl 's chil ﬂ,
"Rol | ed Upset’ GFHEAY $9Tp Of &kl thefipg e"&ny conveni ent data structure can be used
for it, e.g., amBatbeihorPelh y d as the
"bi nary OR' COI’Tb? nat i onoofcaf) I“F' o u%ﬁ@g mﬁent“@"b?“[dﬁcya&e S35 t he
chi | d- St at (®ke. “Drate GnterDitbay b@mrﬁ“@ww&s Mok iR Rgur® 1St 19c Ry RijpSer ver
to distribute an% route portions of |arge

Cluster use th ute

payl oad fi f'&ci ‘% bt‘%%'é@“ MWYFén%ﬁ@ﬁ?ré%dSiwahe\@pupatm&:rmcmstdmtmap to
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invention, an SCDN station

shown in I-'&'ﬂlgitnreISJZB coftratmionted 44fh stbngk Wgasmal t Cl uster
(DSC) 1510, Q?’@ g{)l i cation Server SCI it:’l(sgt e? ?AS%OS&]HL%H ét%esg\[ﬁ{‘ﬁ{ Unit (CQU)
1550, a sHard8i&cagenunjction sy 1543 siner 4545, Bid tohtrdi5afir 1550,

| nt r a- St atg tr tch, 1515 The distribution server cluster
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1520 communi cates with storage system 1530 throu st orageé Swi
communicates with storaoe switch 1540. The control unit has its local storage
system 1560. The various components will be discussed in more detail later in
this specification.

Figure 16 provides an alternate illustration of the SCDN of Fi gure 14.
Figurel6 is an-abstract representation of the Internet. Comparable to the network
core 505 of Figure 14, high-speed backbones 1605-1 through 1605-N, generally
owned and operated by long-haul communications providers, are coupled via
peering point 1610-1 (and other peering points not-shown). Telecom Access
Facility 1650, Server Farm Facility 1640, Corporate Network 1630, and Co-
location Facility 1620, arrange with one or more long-haul communications
providers to gain access to one or more of the backbones. Each of these major
facility types generally provides fractional access to the backbones to secondary
companies, groups, and individuals under a wide variety of ammg;menls.
(Tetecom Access Facility 1650, should be construed to included such

telecommunication variants as Internet Service Providers providing Dial-up
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comuni cate through intra-station control related switch 1515. 'vghl ch

comuni cates with storage switch 1540. The control unit has its | ocal

storage system 1560. The various_ggonponents will be discussed in nore

detail later in this specification. Figure 16 provides an alternate
illustration of the SCDN of Figure 14. FigurelGis an abstract

representation of the Internet. Conparable to the network core 505 of
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specific local network 1621 is a function of the scale of the station configuration
(i.e., the number of each particular kind of server, and the number of storage
volumes), the various traffic flows expected for each station component, and thé
particular details of the facility where the station is located. While the station is
shown at co-location facility 1620, this is merely illustrative, as the station could

be located anywhere within the larger network.

Distribution Server Clusters

A Distribution Server Cluster (DSC) provides. amon gotherthings, system
fault tolerance and scalability, Figure 17 i-s'an illustration of a distribution server
cluster configuration. DSC 1510 includes a plurality of Distribution Servers
1‘.71'0-1 through 1710-N (collectively, 1710) and a Load Balancer 1720. The
distribution servers, 1710, access data (e.g.. Block Files)'on Storage Volumes
I730-1 through 1730-V (collectively. 1730) in the shared Storage Systemn 1536
yia Switch 1540. A DS (e.g., DS 1710-1) in the distnibution server cluster may |



switches, or routers that interface the station conponents to the netw#of8kAPR 200!

wthin tWéolastdity where the station is |ocated. The exa%hrﬁgapg%éati on
-of station specific local network 1621 is a function of the scale of the
station configuration (i.e., the nunber of each particular kind of server
and the nunber of storage volunes), jghe various traffic flows expected for
each station conponent, and the particular details of the facility where
the station is located. Wile the station is shown at co-location facility
1620, this is nerely illustrative, as the station could be |ocated
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respectively to Job Queues §760-1 through 1760-N. are stored in a database in the
Storage System 1530. As discussed below, the Station’s Control Unit (CUY 1550
manages this and a number of other databases in Storage System 1530. Note that
the database containing Job Queue Image 1770 is mapped onto S torage Volumes
1730 merely for convenience in making the illustration. Itshould be apparent to
those of ordinary skill in the art that the Job Queue Image database and other
SCDN-related databases may be mapped onto anyvavailable Storage Volumes.

Each DS periodicaily registers a “heartbeat” in a Control Unit database
and, periodically, they watch for each other’s heartbeat. During startup (e.g.,
‘power-up), the distribution servers in a DSC vote for a “Master Server”. If, for
example_ DS 1710-1, misses /1 heartbeats. where # is a configurable parameter,

il is assumed that DS 1710-1 is no tonger functioning. The Master Server then
re-distributes the jobs associated with DS 1710-1 to the active (i.c.. livin 2)
distribution servers within the DSC. If the Master Server ceases to function, all

the living distribution servers vote for a new Masier Server. The new Mzistcr
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Job Queiceodssagees 1770-1 through 1770-N (col l ectively, 17 o]
respectively to Job Queues 1760-1 through 1760-N. are st%%%ﬁ?ﬁhg%éat abase

in the Storage System 1530. As discussed below, the Station's Control Unit
(CU) 1550 manages this and a numbep_ of other databases in Storage System
1530. Note that the database containing Job Queue Inmage 1770 i s napped

onto Storage Volumes 1730 nerely for convenience in nmaking the
illustration. It should be apparent to those of ordinary skill in the art
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mapped onto any avail able Storage Vol umes. Each DS periodicalfy registers a
"heartbéatSt in a Control Unit database and, periodically, they watch for

each other's . rAn r.f.u . 0., ower - up),, .the distribution
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| f the Master Server ceases

i vi i i i g ithin the DSC.
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Server then re-distributes the previous Mster rver s or pﬁa‘ned jobs, if
any exitstould thepeadcanshrecavealitthejcbosavel inifsilbda fitkéatas gribstono | onger
ac§essi&%qailﬁrge di stribution servers function as usual except that their
jOob queues arée mrrored to the |local storage of each individual server
machine. During this tinme, it could happen that either a DS s job queue
dat abase cannot be accessed or a DS crashes. |If either event occurs, the
server faRlifatien worvedCowstams ual |y need to be re-started. It would then read
and recover all the jobs saved inits local file systemprior to the
failure. Application Server Clusters

An Application Server Cluster (ASC) provides. among other things,
services to the end-user (e.g.. sireaming a fuli-length movie to an end-user s client
system), while providing system fault tolerance and scalability. Figures 18A
through 18C provide three illustrative cmbodifncnts of the application server
cluster. Across all three embodiments, ASC 1520 includes Load Balancers 1820
and 1830, aplurality of Application Servers 1810-1 through 1810-M (collectively
1810). and a plurality of VFCS Servers 1840-1 through 1840-L (collectively
1840). The application server clusters provide fault-tolerant and scalable system
performance. For example, if one of the Application Servers fail or if one of the
VECS Setvers fail, one of the other existing Application Servers or VECS
Servers. respectively, will process the requests. Similﬁrly, if more system

performance is required, the Application Servers, VFCS Servers, or storage

capacity of the Storage System can be increased as required.

Figure 18A isanillustrative embodiment of the ApplicationServer
Cluster 1520 of Figure 15. Each Application Server 1810 accesses data
(e.g.. large payload files) via one of the Station’s VFCS Servers 1840,



An Application Server Cluster (ASC) provides, anong other things, SFBV%‘?%SZQG

to the endrueers7qee. g., streaming a full-length novie to an migystssEe3s ]

client system, while providing systemfault tolerance and scalability.

Fi gures 18A through 18C provide three illustrative enbodi nents of the

application server cluster. Across ak|_ three enbodi nents, ASC 1520

i ncl udes Load Bal ancers 1820 and 1830, a pluralityof Application Servers

1810-1 through 1810-M (collectively 1810), and a plurality of VFCS Servers

1840-1 througf 1840-L (collectively 1840). The application server clusters

provi de fawvhidhoinethemnt acoess datd mbthe Stysa vpeih 6RRRGe Swirkeh xanpl e, if
lication Servers fail or if one of the VFCS Servers fail,

one of the

one of the ‘gﬁﬁ‘é%}éﬁlﬂ@fﬂ?@%ﬂﬁ%ﬁlb’@swmfﬁﬁWF@Q\PQEi%rI@ad
respectivel i 0 e Sim,l ar,l if nore stem

per f or rrance%f]asﬂreéqltﬁ% peﬁégﬁég%%gﬁegﬁ%ﬂ 83y Ef}eyﬁﬂf{%}?ggﬂ;gfé?ﬁm st or age
capaci ty ofAlbSASHHERAGSN S¥ALITBLAAN OV TSR L IS AP BRichREthindd GUr e 18A i's
an illustrative enbodi ment of the Application Server® Custer 1520 of

Fi gure 15. thesamapplyisizal init tiseebyg elifipating oeewd boadtizdandees 1820 anar ge payl oad
files) via gg@ of the Station's VFCS Servers 1840, WD 02/35799 -51

PCT/ USOL/ 321 5 APR 2005, which in turn access data in the Storage System

1530 via Switch _ Qg l. t separate
ini ts 1 n Bo. 164G Rngsef HeUa ey e 3Ry e B GRH°D0% R
sanme physi ash wehitirowsd¥) soyt isAphingaini thd efeuvars d@hDmacsind/FGCS geliiver 1840 may

be,contained in the sanme physical unit thereby elimnating one of |oad

bal ancers $890carReAvesiion thedie squitoan ASGrdarsives 3thogdBplapeasad2Q.i | e using a
standard i I t s nuRnin n_the

end- user' S'ﬁgf{%ﬁ%ﬁ%ﬁ%ﬂ?ﬁ%&?gﬁ%‘éﬁ%ﬁ{eﬁ %4‘5&%52 %rtg?(\g;l?”élé‘?efl é)éfg‘é)g? gfl@f']cetrhe fileis

sent to anl8&doand ofithel ABSication SateBaBamees.. Ag%@.-.atioff BernthlEyandaflat a packets
for the service request are forwarded by Load Bal ancer 1820 to one of the

Appl i cat i off8EHTY Blustragygoneofd 810-Agpyougiad § HhMie Appticatdm@erver 4il0-1
issues arequest for the required data to Load Balancer 1830. Load Balancer 1830
selects one the of Station’s VFCS Servers 1840, e.g., VFCS 1840-3 (an arbitrary
illustrative one of 1840-1 through 1840-L), to handle the request and forwards the
data packets from Application Server 1810-1 to VFCS 1840-3. Assuming all of
the requested data is present in Storage System 1530, VFCS 1840-3 processes the
request by accessing the data in Storage System 1530 via Switch 1540 and sends

: ) data and responge back to Application Server 1810-1 via Load Balancer 1830,

When Application Server 1810-1 establishes a session with VECS 1840-3,

Load Balancer 1830 continues to forward data back and forth between
Application Server 1810-1 and VFCS 1840-3. If Load Batancer 1830 supports
the préviously described (i.e.. in the background section) “sticky” feature and the
“sticky” feature is tummed “on™, data from Application Server [810-1 may
continue to be directed to VFCS 1840-3 beyond the current scssion, if VFCS
1840-3 remains available (i.e., if Load Balancer 1830 does not allocate VFCS

- 1840-3 to another Application Server). When VFCS 1840-3 becomes

unavailable, Load Balancer 1830 directs data packets from Application Server



arbitrary illustrative one of 1810-1 through 1810-M . Application Ser eb APR 200
1810- WA ®£338® a request for the required data to Load Batpp6&as:4d5330. Load

Bal ancer 1830 selects one the of Station's VFCS Servers 1840, e.g., VFCS
1840-3 (an arbitrary illustrative one of 1840-1 through 1840-L), to handle

the request and forwards the dataspackets from Application Server 1810-1

to VFCS 1840-3. Assuming all of the requested data is present in Storage
System 1530. VFCS 1840-3 processes the request by accessing the data in

St or age % tem 1530 via Switch 1540 and sends data and response back to

Appl i catiB8dR-1derpeihen' 8FGS Senen, el adFEIl 8405 £ (anb8ROarbithary iMRLiieat | on Ser ver

1810-1 | | Shes.a _sessi j t CS.1840-3, Load Bal ancer 1830

conti nu?ZlEfJg 4‘821:6\7\;}}8'08% jgg@é\ﬁg'a&f\é&ﬂﬁ{)‘bé’tﬁ?@éﬁs thgprausst from Server 1810-1
and VFC3plitien Sdrlelu®ad- 1Balg I . pr.eviously descri bed
(i.e., in the ‘backr Found sec??ﬁﬁ)reigﬁ%cﬁw?%‘g?lﬁ’r egpglnc%{'?'ﬁ%ewmsti cky"

f eat ur e 18404l vimbgad Balapcaal830f Do pywikts Cain APpHeiioarSekakQgloay conti nue
to be d'aFees%ftg Fg FCE 1840- 3 Beyond the current session, if VFCS 1840-3
remai ns “aval | ABfe° {F cuent vig Load Balpnger K20 Jusg dibe oad Balencer|1B3@.at e VFCS
1840- 3 1 oa@Belahes; 1A ki Yhen, VECS 1840-3 begones

unavai |l abl e, Load Bal gdr?%g%fn%ggggzﬁ\{%%: Sg%\gg té"cﬁg(?l}ee?rédq'flsr%ﬁlcﬁﬁﬁl i cation
Server WOORABLAPYidAGHH BEOL BRERE Ldad BhBiherl 820 iyl doroNEGRe Ser ver , e. g.

VFCS 181358&% Lanother arbitrary illustrative one of 1840-1 through 1840-M.
VECS 1840- yp 8tsses the request from Application Server 1810-1 and sends

response dat g/HRa Icat, ryer 810-1 via Load Bal ancer 1830.
Dat a packets f ro%ﬁ%ﬁf‘%‘@‘gﬁ‘?@%ﬁ%@?@%& - {°r é‘reﬂg)%sﬁ?m BEYESS the client
via LoddomaBbalammer 198P6F tha Us3CI1idea BadadeBrad20m6R1ard S 3 new @aGksBal ancer 1820
mai ntai ns a %zlrslés‘&ent session between the end-user's client system and
Appl i cdPi B2 SLirblerAppliaation Sepwer. Bat.aheRlicati@pServey 18186 fanothiede t he

AN 80 S RS T ol e llple S hbe™
f or war geodehesrtbavraqeastenid inttOrPmaRdPA HAR & ARP Gt bOMe SRINRFs € J- -
Appl C@léé@ S§1?vre\r/se{ria:Ll,so%:g-Bgalgr?crt]:(r)tlg%, e.g.. VFCS 1840-2 (another arbitra
ry

illustrative one of 1840-1 through 1840-L). Load Balancer 1830 then forwards
the data packets from Application Server 1810-3 to VIECS 1840-2. VECS 1840-2
processes the request from Application Server 1810-3 and sends responses back
to Application Server 1810-3 via Load Balancer 1830. Application Server 1810-
3 sends responses to the new end-user client system via Load Balancer 1820.

Figure 18B is another illustrative embodiment of the Application Server
Cluster 1520 of Figure 15. The embodiment of ASC 1520 in Figure 18B,
includes one or more Application Servers 1810-1 through 1810-M (collectively
lSlO‘)._Load Balancer 1820 with low bandwidth capability, Router 1825 with high
network throughput, Load Balancer 1830 (also with low bandwidth capability),
Router 1835 and one or more VECS Servers 1840-1 through 1840-L (collectively,
1840). Each Application Server accesses data (e.g.. large payload ﬁles) via one

of the Station’s VFCS Servers 1840, which in turn accesses data in Storage

System 1530 via Switch 1540. Although they are shown logically as two separate



arbitrary illustrative one of 1810-1 through 1810-M . Application Se vir |
1810-3 pwecBss®w the request and in turn nmakes a data reqyesiyde?ssdy tAPR 2003/
the Station's VFCS Servers via Load Bal ancer 1830, e.g., VFCS 1840-2

(another arbitrary illustrative one of 1840-1 through 1840-L). Load

Bal ancer 1830 then forwards the datasyjpackets from Application Server

1810-3 to VFCS 1840-2. VFCS 1840-2 processes the request from Application
Server 1810-3 and sends responses back to Application Server 1810-3 via

Load Bal ancer 183_0. Application Server 1810- 3 sends responses to the new

end- user cl4éAtn dy8ure heBi hordBRalamairdg2emnd $20d Hailawere] 858Bmh s batat her

illustrati I : li_ catj on er Cluster 1520 of Figure

15. " The- emboar i Carie iR RsahR Robs 2853 Figy ppdpessagisetaricor o

Appl i cat i omnBeAvw 8 ppRafioh Jebrep Yy ' : . Load

Bal ancer 1820 with I fs’w bandwi dt h ?a%ﬁ??%&@%ﬁgggrﬁ{%%?ﬁ%%%’f‘gh net wor k

t hr oughput the e Busigabenit thesby ¢liniating bhe bbload bokdnéa N8XBR@IZEDL Y) |

Router 183 A=Y Servers 1840-1 through 1840-L

(col | ecti v§P§M‘§§3§?5 q@i@igﬁﬁscﬁ?‘? BrEtiopaccordingda ag egphodingentg. . | ar ge

payl oad fi bEhy pidsentemeentioh clifma@t Rlad®afceY T80, PalYEes 5 1840 ich in turn
W tC %@Z% RBGYES

accesses data in Storage System 1530 via they are
shown | ogi eRRlicptier serwer Hdfaritlt ¥FOB seE85940 - 53 PCT/ US01/ 32638 5 APR 2005

units in Figure B, Load,Bal ancer 1820 and Load Bal ancer 1830 may be the
same physi cal u%‘fll??teﬁﬁrﬁeﬁ(?ﬂ?fé’?c“igﬁﬁmﬁ"ﬁdh?@ﬁ%@'P“bBSB‘bﬁﬂ@/dE@ffmlﬁ@ﬂsarre

physi cal  buth the WSS ScARH 15901 he ST Bk i SGINELd 840 may be
contained in the same physi cal un?fﬁpt'he# e ng?rlggns%/d;qﬁﬂ%aﬁléa%?n | oad
bal ancer s Se8Eychni¢r isdgnificantly hightethsn e Zfbound thBRE . AsRGSq iAFRARS | gur at i on
according ¢ enphodi nen of the present _invention elimnates |oad
bal ancer 1%%0,8[9? s é’F"‘qEé@gﬁc 5rﬁ?”bfﬂr§l"H@§ 1823 il Rauternl 838 arsk L8O wi t h VFCS
server 184hlankRe 1 DI EENLoRIBANEE N3 ! afl L hat She outbound
traffic from both the VFCS Servers di%glegﬁ%ﬁbhgg ﬁﬁcdétg?'ﬁﬁog@rver s 1810
of the appdpacbalaugers sed et thelromesr B sépagitingl @3 hbotnkl Macsutbdidia t he i nbound
traffic. As tsh?vvn [ 0 Figure |
traffic, this embodinitent contributes to network performance improvement.
An end-user requests a [arge payload file using a standard interface (such
as a web browser) that is running on the end-user’s client machine. As a result,
a service request for the file is sent to an ASC and arrives at Load Balancer 1820.
The inbound data packets of the service request are forwarded by Load Balancer
) 1820 to one of Application Servers 1810, e.g.. Application Server 1810-1 (an
- arbitrary illustrative one of 1810-1 through 1810-M). Application Server 1810-1
issues arequest for the required data to Load Balancer 1830. Load Balancer 1830
selects one of VECS Servers 1840, e.g., VFCS 1840-1 (an arbitrary illustrative
one of 1840-1 through 1840-L), to handle the request and forwards the data
packets from Application Server 1810-1 to VFCS [840-1. Assuming all of the
requested data is present in Storage System 1530, VFCS 1840-1 processes the
request by accessing the data in Storage System 1530 via Switch 1540 and sends
the data and a response back to Application Server 1810-] via Router 1835.

When Application Server 1810-1 establishes a session with VFCS 1840-1.



18B, the outbound traffic is sent to Router 1825 and Router 1835 and th@% @
Bal ancewob32879and Load Bal ancer 1830. while the inbound tl‘@lfrfl-didz sen 023&5;
the | oad balancers and not the routers. By separating the i nbound and -
out bound traffic, this enbodi ment contributes to network performance

i nprovenent. An end-user requests asiarge payload file using a standard
interface (such as a web browser) that is running on the end-user's client
machine. As a result, a service request for the file is sent to an ASC and
arrives at Load Bal ancer 1820. The inbound data packets of the service

request dradfBniavwedd830yoritbads Badenaeat frd@20phistaling SefveMIBld ¢85 1 on Servers
1810-1 (an arbitrary illustrative one of

1810, e. q{%casxp%l ication Server
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packets from Appl.ication Serg(ggi 1?310- 1 tt 0 VFCSS%rllgﬁ%%l S{Jgﬁlﬁﬁlg all of the

r equest e BAPRAYAlablecd enif ligad Rabanagrl 83PstoesmdBbeaty NGRS 884D Ltpr ocesses t he
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1835. WheBioApplowatth @SR 1850- Roaalrabi h@ﬁdﬁ%@& ipglgfgt\MBg VFCS

1840-1. WO 02/35799 -54 Z ~ APR 2005," PCITUS 1t ancer 1830
cont i nue¥ceiyesERm YECS ¥346m mphpplsationSeSer Y810-18 Wpplicition $4r@s 1840-1. | f

Load Balf'é‘l,‘be 830, su rt he "sticky" feature and that feature is

t'uf ned "on ,'Itsjéﬂcg df“%oﬁ&%fﬁ‘ﬁﬁ?h’iﬁngﬁ'sgr' {78 sybterp viz Raytec 63 nue to be
directed to ViRGenl84ewl : R j o) as VFCS 1840-1
remai ns avail abl g‘ (i .‘g. r,eaiﬁ%@ﬁ)&jlagda{ ar?égrghcig"g%sgg%% a?llg‘fésaéi?ﬁ‘é)@ét e VFCS
1840- 1 tBnlangsoil Be oAtsl ASG1 Land Bdancer ) 820Thewdaisahé nommfues 3840- 1 to

Appl i cat eryver.  1810-1 flows through Router 1835. Router 1835 forwards
data packalT APDIigaleT AT Ve b ViRplCaBOServ e B9 (oatheoarBaIy or 1810~ 1.

Appl T catilledralQE¥RE of 1810-1 through 1810-M). Application Server 1810-3 processes
the request and in turn issues a data request to one of the VFCS Servers via Load
Balancer 1830, e.g.. VFCS 1840-3 (another arbitrary illustrative one of 1840-]

- through 1840-L). VFCS 1840-3 processes the request from Application Server
1810-3 and sends data back to Application Server 1810-3 via Router 1835.
Application Server 1810-3 sends response data back to the end-user client system
via Router 1825,

Figure 18C is a third illustrative embodiment of the Application Server

- Cluster 1520 of Figure 15. This embodiment, which is quite similar to the
embodiment of Figure 18B, differs in two important aspects: (1) all EUC-related
data traffic in and out of the ASC passes through Router 1825 and (2) .aII data
traffic between application servers 1810 and the VFCS Servers 1840 passes

- through Router 1835..

Inbound client data packets flow through Router 1825 to Load Balancer
1820. Load Balancer 1820 then d'ispatches the inbound traffic to the Application

Servers via Router 1825. All outbound trafﬁc.ﬂows through Router 1825 to the



1810-1 sends data packets to the end-user client systemvia Router 123557APR 2005
When a neWa®fIEt froma different end-user client arri vespdtuk®iddess :
Bal ancer 1820 of the ASC, Load Bal ancer 1820 forwards the new request to an

avai |l abl e Application Server, e.g., Application Server 1810-3 (another
arbitrary illustrative one of 1810- 1-55hrough 1810-M . Application Server
1810-3 processes the request and in turn issues a data request to one of
the VFCS Servers via Load Balancer 1830, e.g., VFCS 1840-3 (another
arbitrary i tI]dgstr ive one of 1840-1 through 1840-L). VFCS 1840-3
processes the reqaddt SYiem ungl dxafiomtosbe WHCS 3816 BloandréaRdsedgiat a back
to Applicatigss QardRrgAsdH: ' ut er, 1835. plication Server 1810-3
sends respon@sﬂq dat a bac%J%B?iggﬁggg&l{gioﬂgeBra}ﬂcF%mj%g‘%ﬁ’%@hesvhguFQmutlér 1825.

Fi gure 18C traffia to e NFOS Stxtvestviy ® Rppa83EE N E ld.catLop Server
Cluster 152@ of Figure 15. This enbodi nent, -V\/n(?écﬁtclr%r%l & itFﬁ?B%r to the
enbodi ment ?W%ihg?}ggg Hatier 53 ortbeicoresponidingoh pplfatias Besless. Alhina! |

EUC-r el at ed oaddatnk£A b Gl ut of _1he ASC passes through Router 1825
and (2) all data 't r'gjngpgngg‘P\%gﬂB‘Bﬁ?ﬂJigééf’?%’rli’%}@rs@@}e@hyami umdasche VFCS
Servers 18RPpupard82sand Roeg 8 IROMEE be #2335 .client, data_ packets flow
t hr ough Roué'%er rJ[ 25 to Load Bal anger 1812118.1)'!]8%%%%%51 ﬁ%oeﬂpfgffﬁt' Then

di spat ches “Fh&" | VEEafseiver 1840 ey Appbhtaiied ONthe SRAMGIhsikh@uRout er  1825.

Al l outbou £1- 0 ro Router 1825 to the 2/ 35799 -55 2 5
APR 2005, ﬂ%&%‘i’gggﬁﬁ%‘%ﬁéﬂ?@g?‘aﬁ‘ﬁ"%ﬁ@%wlc.&%pmndbgumos t825fdridc to the
VECS Ser vel835.IThos, aiconfpiRatib@iccoldaid 4 ¢ I;CA? 'tgfﬁggﬁg%qgggg@%gasi .

Bal ancer 1830. di sPat ches the inbound tra o]
Rout er 18381Mmiggies 03¢ polancas BBGuoietet FEB5T ard cobltons ab PR BNt Q01835 to the

corr espondiyfg AR LGal | Servers. Again, Load Bal ancer 1820 and Load
Bal ancer 1838 may %g&trr{ggg'ane physical unit, and Router 1825 and Router

1835 may .be t heTisasmbddinehFFiglE 1 8 AAL Glres DRPLLF AL . Moreover, it
requires a Joad balancer with enough capacity to handle both inbound and
outbound traffic cluster. The embodiments of Fj gures 18B and 18C have obvious
advantages for clusters with heavy outbound traffic and lower inbound traffic.
Both require two small capacity load balancers. In the embodiment of Fj gure
18B. the inbound and eutbound traffic s split between the load balancers and
routers, while in the embodiment of Fi gure 18C, the inbound and outbound traffic
goes through the routers, which use the load balancers as a resource. For

} application server clusters with heavy two-way traffic, smaller capacity load
balancers and routers are desired such as in the embodiments of Figures 18B and
18C. The embodiments of Figures 18B and 18C may be configured using load

balancers that can operate in transparent mode.

The Virtual File Control System (VFCS) Protocol and VECS Servers

How a VFCS Server processes an Application Server’s file request if al

of the requested data is present in the Station's Storage System was discussed in



Server 1810 and VFCS server 1840 may be contained in the sane physi-c&lﬁ ARR 2005,

t her ebyW& 02534t i ng one of | oad bal ancers 1820 and 1830 ap’@}r,ﬁ?d)‘t,ﬁgﬁ 1825
and 1835. Thus, a configuration according to an enbodi nent of the present
invention elimnates |oad bal ancer 1830, router 1835, and combi nes
application server 1810 wth VFCS_sgrver- 1840. The enbodi ment of Figure
18A requires the | east hardware. Mreover, it requires a |oad bal ancer
wi t h enough capacity to handl e both i nbound and outbound traffic cluster.
The enbodi nents of Fi gures 18B and 18C have obvi ous advantages for clusters

wi t h hea'le snmsdiately tpredading sastioh.ovihai ABORDS Servak fdoss if BOLR hequi re two
bal ancers. I n the enbodi nent of Figure 18B, the

smal | cap 'e%)% Io%d he, ) _
i nbound an B BaHE NPT RIFTRE in the SEtiop ' suipTage SYHtem i$ ve dsabssedar s and
routers, iWhidngext bf £ipodi nent of Figure 18C, the inbound and out bound
traffic goes through the routers, which use the |oad bal ancers as a

resource. For Asappingthbt \GFCS 84083 isprocdsSih S refuédhs fREAYMichMG: §@Yed raf fic,
| oad _bal ancers and routers are desired such as in the

smal | er [ X

enbodi meAtL bt &féf‘b*l?r addiygenl o the fulf contpnboliry oetiunsind §leak nEedgdibgs 18B and | SC
may be caphlictifogd ey od oa _ QIS _t?:%}) can operate in transparent
node. Theﬁ ] rt val éﬁ%ﬂ;&&;ﬁt‘g{ﬁcﬁs e%sfe\bﬁ a%PE’PB%BEaQﬁH’t\HﬂQB Servers How
a VFCS s‘@mrmpqhoomﬁm‘sams_tﬁpmﬁdrpeérb@@ciﬁgwgé.'g§ b Rt bl all  of the
requested. data is present in the Station's Storage System was di scussed in

WO 02/ 3595818 cgnigpR Dhigsommmitation/mpeissaccEGplistediusinedhat-elayiopr ecedi ng
section.g e r s,Lf.all,of the reqyested data is not
present iaxy]? %@S‘%@@gﬁ' é\)’e taogél}gethg'ryﬂci:‘fﬂelss["'ﬁ%'%ad'iogc @f-Rekhated he context of
Fi gur e vitohsKilF, dgtatchaimrGSoa8gRn 3905 b@m@ﬁi%%l@galaﬁéuﬁ%@ aﬁ(ﬁf Appl ication

AR N R e G R
assi st ange sQfitc 315t i OHF bLlvident to those of ordinary skill in the arts that the
path just described is merely illustrative and that many other means for
accomplishing the required communication may be used.
VFCS 1840-3’s request to the DSC is input to the Load Balancer 1720.
The ioad balancer (e.g., 1720) then selects an available distribution server, e.g.,
DS 1710-2 (an arbitrary illustrative one of 1710-1 through 1 710-N). to service the
request. DS 1710-2 issues a search request as a component of Cutbound DS
Traffic, on behalf of the Application Server -1816-1. to each of its neighbor
Stations to locate and download the needed portions of the file. This searching
and downloading process has been described above.
| When DS 1710-2 receives reply packets from the neighboring Stations
- indicating that they contain part of or the entire requested file. distribution servers
1710in DSC 1510 will download the missing content from those Stations that are
least congested and stores it locally in Storage System 1530 via Switch 1540.
VFCS 1840-3 then processes Application Server 1810-1's request by accessing
the data in Storage System 1530 via Switch 1540 and sends data and response
back to Application Server 1810-1 via Load Balancer 1830.



server in the Station's distribution server cluster (e.g., 1510) tog 00
retrieve W@2/357¢si ng content. This communi cation may be ac.c(?fmg‘h%g dﬁﬁw M
intra-station data conmunication over a path that includes ITntra-Station )
Control -Related Switch 1515, data communi cations path 1901 between Load

Bal ancer 1720 and Switch 1515, and datja communi cati ons path 1910 between
VFCS Servers 1840 and Switch 1515. It will be evident to those of ordinary
skill in the arts that the path just described is nmerely illustrative and
that many other neans for acconplishing the required conmmuni cati on may be
used. VFCS 1840- Fhg CoatpneBepasitonhef DSTDN simjoutmdydntinee seaaghi Batapcer 1720.
The | oad babglnﬁ_%g(s%e.fg. 1732%) then selects an available distribution

server, e.g., 7 108Y° (&nPHFBR AFSESy of picoatephiilosda YHE 18407 ifthe. |

t hr ough. 171QFNE, dete@tStBRV4IC ) 10-2 issues a_search request.
as a conponent of CQut boundﬁgtgh&%rfgggfh??hgﬁpgg% rgq%?sletdrfé’"%&bpfec“éﬁi on Server
1810- 1. to edeaiddble tasalpiigbigoals tift BECOITIONGa he FBIPE BRe doMRlAaT, t he needed
portions of ,th Ogtuhg.ﬁ?.Thi s searching . and downl oadi ng process has been

descri bed abov 11588 Fory o8s iremathes S GIaN Ingdesa kB fheddS € HB1 el ghbor i ng

Stations igdiesat D : LN -hart of orfhe entire requested file.
di stributi oln 'servergSE‘?%%&Pﬁmf)%@gigl l%%\efghg%ﬁ H”?WE‘% tod cont ent
from t hose @daoweisdithamissire bibela filesEesy 5 Rt @Bl B ions. heg@l |y in

St or age Syﬁjtleg(nr@SBO Vi a FM tch 1540. VFCS 1840-3 t hen processes
Appl i cat i o & V/&12re 8eyynioadeq. thr rmetadalp of eseonienyfiletsmepditedaoiregiStor age

Syst em 153Qne/d:@siSMet Hinel .send a_and response back to
Appl i cation Server ‘31810-?69%‘?“i‘%&iﬁ“‘s@ﬁ%ﬁ*@%@gwﬁm 02/ 35799 -57 t2 5 APR

2005, PCT/ USO1I82@38eiltns fhiturt eflocREROSE 96Minfds, dita R6iabhShatd RBMaY | ncl ude
several storage '}/ol umes (see Figure 7). During access of a content file
via VFCS 18R58evplumes thaypresicgmpyadhase tredied ad if theliarephissikg by thesVECRIt nake up

g_giOr S?gez %E%D%ng%g B;s;(;erh%egvn@ﬁgﬁa i{] géstr%\f'ear!l,la% lacef\celsg %oasloln¥e’ bliog:k %ile% %?JaS the DSC
content file is requested, the VFCS will detect that the block files are not
accessible and signal the DSC that the block files are missing viathe FDP prepare
or similar command. A DS inthe DSC simply assumes that the block files do not
exist locally under this situation, thus it searches for the missing blocks in the
SCDN network. When the missing data s located, the DSs in the DSC download
the missing blocks and then update the file metadata accordingly. Over time,

block files on destroyed storage volumes are automatically recovered and stored

L

in the good storage volumes,
In order to achieve the VFCS functions described in this and previous
sections. the VFCS can be implemented either as a stackable file system, as a
proxy file server using an underlying network file system such 1s NES or CIFS,
- Or as a storage area network, or direct attached storage, or as a combination of
these methods. One such implementation in which VECS is a proxy file server
using the NFS protocol as an underlying network file system protobol is
described.

One of the main tasks of the VFCS is to reassemnbile block files in real



downl oad the missing portions fromother SCDN nodes. ADS in the DS 95ARR 2003
i ssues ¥WiQ BDF7%ear ch command to DSs in its nei ghbor nodesdpudiiBpRts to

| ocate and downl oad the m ssing block files fromthe | east congested
stations. As the block files are downl oaded, the netadata of the content
file is updated to register the exggtence of the block files in the |ocal
storage volunes. In the event of failure of |ocal storage volunes, data
resident in the local storage volunes that are destroyed are treated as if
they are mssing by the VFCS. Hence, when a storage volune is destroyed,
and accedé¥ngefessendingthent back s of Applicatoh Sadvef suck thasthe sitash the VFCS

w |l det gct tEﬁt tﬂg g_l o%hi-f igoes are not _accessible and signal the DSC
that t he BIGERNPKY Hit il I is doRe) opiaxsipgle fipp Ip papambodigrens ohitiear conmand.
ADS i n t eRs6Gos] fileg.do not . exist locally
under this si tﬁgﬁ’%}@ﬁﬁ\%ﬂ@ﬁ%@gﬁc etsé:1fqg‘rE pfgﬁécoﬁrqucﬁn?{ﬁmﬂl:?}gﬁ’ét in the SCDN
net wor k. theh€RCEhén thed¥FS Gradladod d INFH etighe@edd o bRSS tHe'Tilt RendiSfodownl oad  t he
m ssi ng Pl ocks ng{then update the file netadata accordingly. Over tine.

bl ock fiedoBhOifelieryem before dbeliiran s acenssedugmotely.i AdNFS clistover ed and
stored hfshENB]0 f Lp, order.to achi eve the VFCS functions
described in tlf\]rlg.g g?fﬁ‘t“gr‘g%é’ég"%s%gai? o %e’ohatnﬁé: \f/fQ&aﬁ%OtBQLVW enent ed

ei t her aBleaysitmc KabINEY mbentPyEb&ITallows the sBREX hahd SutsEMYRTackskNg an
underlyilglrg\fipe%tv\ork file systemsuch as NFS or CIFS, or as a storage area

net wor k, P$ K3 restricirdystiokelisntsand topedorm venots opetating syétemt hese net hods.
One suchbp-SNBN k! ' [ VEGCS is,.a proxy file server using the NFS
protocol Fas an un@%l@#ﬁggﬁ‘e \7\%??{“?%5! %“%QWMﬁﬁ%mowyeeaégcri bed. One

of the recdl filasyseraf the VFCS is to reassenble block files in real WO :
02/ 35799 -58 2 5 APR 2005: PCT/US01/32638 tinme before sending them back to

an Appl i cat i ohh&SéFGeenatlesihe Aaplicaion Applerstavicwrthe Sstriteredswrags that file
10 1's dRifn&tnd XidWithir ik Scrif s@RSn RN o1 Mo i Ionted virtuat
storage system via the VFCS distributed virtual file system. While the VECS does

not actually provide the Application Servers with direct (physical) access to the
real disk files, each VFCS Server may do an NFS mount in such a way that the
Application Serveritis serving perceives the VFCS distributed virtual file system
as being physically mounted on the VFCS. To achieve this. each VECS Server -
acts as both NFS server and NES client at the same time when performing a
single file /O request for an Application Server. Each VFCS Server has to
support the NFS mount protocol when its role is 2s an NFS server and it must do
an NFS mount as a client when accessing files from the Station's Storage System
devices, such as NAS devices. Thus, there are two different “mount” operations
supported in VFCS to achieve file /O iransparently with respect to the

Application Servers.
VFCS Server File System Overview

When each VFCS Server is initialized during its startup procedure, a



I nvention, the Application Server may use the NFS protocol to cormungc?tlﬁsﬁ 2005
with theW@gERS579n the NFS Protocol, a NFS client needs to Q&M &g
handle for the root of a file system before the file can be accesse

remotely. A NFS client wuses the NFS "nount" protocol to obtain a "file

handl e" froma renote physical file.sgystem The NFS nmount protocol allows

the.server to hand out renote access privileges to a restricted set of

clients and to performvarious operating system specific functions that

al low, for exanple, attaching a renote directory tree to a local file

system TheVRECsmauntBierson Fretialpek iadlatdlninSanyaed (povaed eeddrevedst ri but ed
hin the SCDNstations as a single, |arge,

t t
Zi g'[ ??Eut \e/§le(/"ms)t Lﬁ{lastyﬂeﬁ? a‘@é%@f@rﬁ‘%"&ﬁ%@‘jm:c@"hélﬁé@ Byskam doesviatt ual file
system Wink&sthBy ¥k gﬁp%?c?xllg RAtan ?%’itﬂ&led ttpr Y gveilc%shg Ag a{hﬁﬁviil&%n SSrG\r/\érer ?ray

wi th direct (physical) acces real
do an NFS mugndinient, sqn:hra& ﬁ!/ayysnémbxi@hen ttﬁﬂﬁézh%@éﬂw@r@(@@r!@rﬁe Viridn® S€rving
per cei ves t VFCS | stributed virtual file system as being physically

nmount ed on® 3 AMicesseMeniosy) efagash Searvesr  Fach SVHSS bot h NFS
server and t when e.rfo file I/0
S&E&é: ﬁ% o Sggtgéeur%g%? V&Ibé?‘?ﬂ %eﬁb\?é’rs %gé‘c?fémmé“%ﬂgort the NFS

request for an Applicati

mount prot@cd&‘%émtxs Tialt és, ieacla YFOS Mreersefey@iced et fifes R@linge an NFS
nmount as a client n accessing files fromthe Station's Storage System
devi ces, sUéfFd NﬂEglPé%ec'é%"" T Reremonthégrarchy end womdigf pretoent. Moreunt "

operat | onss Vi ve fi ransparently with respect
to the ﬁggiﬂﬁ{)tﬁg rgiergc‘%?éggﬁé‘gr &erﬁﬂ?@'%ﬁ' S&F}B d@ When each
VFCS Ser ve:rommon aridtuindd ieZlechtGtiphifthairted arkd RINHED TR OERMbE VERS 2/ 35799 -59

1 5 APR 2005 PCT/ USOL/ 32638 VFCS mount daenon initializes a locally
i nst ant i atSBEFEPIFRaeh fde mpmtodrtdhe Satioreto) havEid eniGystanéntioatdrhe NFS nount

procedure (ﬁi@ﬂ?mf:j IS0 ¥Rl %\mhqeefhxs altlows the same filename to be used by all of
the Station’s VFCS Servers with identical result. Thus all of the VECS Servers
within a Station have equal access to the entire collection of large payload files
that are mounted at the Station. Whenever an Application Server invokes its
VFCS Client (i.e.. a VFCS access routine running on the Application Server) to
mount the distributed virtual VECS, the root file handle of the distributed virtual
VECS file system in the Station’s Storage System is returned. This root file
handle is then used to access large payload files in the distributed virtual VFCS.
Because all of the Station’s VFCS Servers access the identical VFCS name space,
~any VFCS Server could use the root handle. In the event a VFCS Server crashes,
the VFCS Client (running on the Application Server) retries accessing the
requested file using the root file handle. Transparent to the Application Server,
the retry request is routed to a different VECS Server. The file handle thus offers
a persistence feature across all of the VFCS Servers in that it can survive crashes

of one or more individual VECS Servers.

Station Control Unit and Data Repository



necessarily exist physically on any attached storage devices. In an 2 5 APR 2005

i 11Tustr#Qex357¢bodi nent, a private file system exists i npgpgsipiidsdrenory
(e.g., sone variant of Dynam c Random Access Menory) of each VFCS Server.
Each VFCS Server's private file systemuses a "VFCS nane space"” that is
identical across all the VFCS Servgps. That is, each VFCS Server
references the files held in the shared System Storage using a conmon

hi erarchy and nam ng protocol. Mre specifically, every file in each VFCS
Server's private file systemtree has a comon and uni que | ocator (path

-~ nane) and handPgurei3d is ag distiativE GStheametrospacadalatoo @&edh fithe mounted at
the stati cator (filenane) associated with

have.,a unique content |
it. This %P@ﬁga‘faﬁ?éd%‘& g ﬁﬂ”ﬁ%ﬁtsgthe@s‘éewnmmiom Stagipe 18t@it i on' s VFCS
Servers \Vihé¢l0désdentrbbait 1558%hd datyf‘éﬁosﬁbhesqoof)g?{)%%%q%gﬁ?;%’l_ﬁf g%%ti‘%,t hina

Stati on have equal access to the entire col | oad files

t hat ar e ¥rcurhesded systane tigt andiodes fdhendsgsteds iARRE eRBLURRRYFYRY | Nvokes its
Ss routine running on the Application Server)

VFCS Cient (i.e...a V@gs.%cci?_ ni
to mount™YHYB s 184500 IAnifigs | thyrEentralhEintisosubisystemsamatf alagf t he

di stri but@bsibridsust a sth&e o - in. the Station' s, Storage Systemis
retur ned.qj'lli')ﬁi < oot fi F§$ fr?gﬁ IOZ%P?#edqnmﬁgué’as S%E%E@aqa&F@g"tpayl oad files
in the diSgbsysisat 8850 ileammdhg SERSstenBR060IRoAEE Minabhiest Sli9fes VFCS Servers

access t?ﬁ7d[ degt' cal \A(/'I:CS nane space, any VFCS Server could use the root
handl e. “HE e‘%ﬁéﬁ‘?e YPEESBY vEPSYsicas BBE). collaetingbC8alBtd enttrdir unni ng on

the Appl {ifaldi@hs. 4 X sidig. the . requested file using the
r”ifgt file hgngﬁse.%élt}r{gﬁgsogg‘rs n'f@ag‘tﬁﬁgﬁ"ﬁpgs%oeéﬁ% S%W@S‘%CSPH@Cretryrequest
i s rout eBepasitand2fi®r HistoryFod Sedtiseies Rdiuick | RefidiGhe 20 WiSEpffiers a

persisteﬁce fegture acr8$s al| of the VFCS Servers in that it can survive
crashes “OPUBRSDPIHRSY 0+ dingi CridentRzpssiBey 638, Station Control Unit and

an 111 ust rat | e Sy C RPN D S slem AW et e
Station’s DSs and VFCS Servers. The Resource Management Subsystem 2050
supports SCDN network and service configurations and log and usage data roli
up activities. Learning Subsystem 2060 supports aute-initialization. incremental
content leaming. and other adaptive methods for management and control of the -
station. Storage Management Subsystern 2070 monitors cluster storage usage,
supports content rating and pruning, and notifies the CMS of the storage usage
of each content provider. Service Management Subsystem 2080 monitors and
controls services based on threshold settings, issues SNMP (Simple Network
Management Protocol) traps, export Enterprise MIB (management information
bases). and export history, statistics, and event data. It will be evident to those
of ordinary skill in the art that the functions described herein are used for

- convenience and that other functions may be added. subtracted. or substituted so
long as they result in efficient and reliable control and management of the SCDN

station.



SCDN i n accordance with an enbodi ment of the present invention. Statd & APR 2005

1410 i nsvadzssieontrol unit 1550 and data repositories ZOOQCTE%[H/&%& Uni t
1550 may be an enbedded systemthat includes four subsystens, 1 n one
enbodi ment of the invention. Figure 20 identifies the Control Unit's
subsystens and data repositories of gf station. Control Unit 1550 includes
Resour ce Managenent Subsystem 2050. Learni ng Subsystem 2060, Storage
Managenment Subsystem 2070, and Service Managenent Subsystem 2080.
collectively called control subsystens. Data Repository 2000 within the

St ati on i nebuiddsSullsystemk oRbe Guntive Chepddidiory 2010, History and Statistics
Resource Repository 2030, Event Resource Repository 2040, and Content
Repository 1530. The Control Unit's Servi ce Managenent Subsystem 2080

manages the St The urce enent
Subsgstem 2050 Rgupportg%&%% net%%ﬁg mc Jéégg&ﬁﬁ”ﬂﬂ?rg@i%%s and | og

and usage adﬂteaourod: IManggeacind wiCdment Ueﬁg'enSElﬂlsﬁé@wlh m\é&ﬁo BHpports
auto-initi ation, | ncrenental content | earning, ahd Ot her adaptive
met hods f ‘W‘éﬁ‘ RETYER CSUPBPHS dhe chOﬂf Berationaof dhe Sutioragiee. Mairagenent

ST o A M TR

pruni ng,
provi der. I@pomm Managenent Subsystem 2080 nonitors and controls services

based on thr esh%l d_settings, issues SNWP (Sinple Network Managenent
Protocol ) trapg, Bﬁf@ﬁ’!‘e‘sﬁbﬁer@@hmnvﬁhﬁagmmwsthéomnfgummn bases), and

export hi t. dat evident to those of

or'di nary giﬁ%&l?b}hﬁ? tﬁlg?t?éqthgge?ﬁéeﬂuﬁﬁ?rf q:ar“i‘ ﬁé‘gGOHB?‘é’iaFPeére used for

conveni engeNandrk R&Eo&t@&émﬁhﬂﬁﬂ'ﬂ@ﬂslﬁ%ﬂqgué%eﬂ’an a&i)l | q
e contro an

substituted so |ong as they result in efficient an
managenent NBY stAEnIEEN Sl%{!CaltJ)Gﬁcrcmgd@Bﬁ 3670 uredt thetmtmurbe ®lbsyst ens of the

Station C@f@tﬁ&&n nohf" 185 the R%Ec%rgé) M?magpc.:%lf Ll%%%]él/-e%%gggon (e.g., Station G)

and the Resource Manager of the Central Station to update their topology maps

- and roll up the attributes of Station J. The Resource Manager of Station G
updates its partial topology. notifies its DSs of the new station, and sends its
neighbor station's (e.g., Stations C and I) Resource Managers the same data. All
Resource Managers within a two-hub, for example, vicinity of Station J update
their partial topology map and notify their DSs. The Resource Manager of
Station G then rolls up the attributes of Station J to the Resource Manager of the
parent of Station G. In the successive toll-ups that follow, the attributes of
Station J would reach all the way to the SCDN's root station.

When the Resource Manager of the Central Station receives a new station
notifi catlon it adds the new station to its SC‘DN network topology. The Central
Station keeps a full copy of the SCDN network topology. Only the Central
Station owns the SCDN attribute table: thus. its Resource Manager responds to
queries regarding entries in this table.

When attributes of Station H are chimged. the attributes are rolled all the

way up to SCDN's root station through the chain of Resource Managers. The



Resour ce Management Subsystem 2050 includes a Configuration Server{ 5 aAPR 2[]!]5
ResourW® WEdatfer, and a Content Usage Statistics Rollup ROB0$01/3868
Configuration Server supports the configuration of the Station. i.e., the
initialization and mai ntenance of the configuration data in the Network
Resource Repository. The Confi gur@l-i on Server of the Central Station

allows the configuration of an attribution table for the SCDN. This
configuration data is also nmaintained in Network Resource Repository 2010.
Using Figure 25 as an illustration, when a new station (e.g., Station J)

is crea Ho‘ﬁﬁﬂ%%‘?f@frsé‘ﬁw“tlﬁé‘mégmhf@els M bhesningfA @inatd wpdate notifies the
Resourc tion Station G and the Resource
l\/anagerﬁ]el\{%?ﬂ%ﬁ:eﬂ[ ngmw%\r‘{“ﬁdﬁdlﬁgaﬂ“&%f'%éir t opol ogy maps and roll up
the attribut asthefevéiitaiftﬁﬁhoéz,xJﬁh@LRﬁ&d}ws%ﬁH\{WRﬁ Ul PSRl G updates 1ts
partial topol agﬁ notifies its DSs of the new station, nd sends its

res

nei ghboPr §edPi s pbthy. Pﬂ!&ratID%nﬁS@uamdﬂ loy tlﬁeMde&swﬂ&ng§ the sane

dat a. Jj fggourcgﬂl\/F S{Z‘? n a two-hub, for exanple, vicinity of
Stati on P4"E fRe B g, ?)BFW‘?M&“%%IOMPW weild DSs. The
Resour ceotenauesicRborin Sthii @k’ r p Lg.r f Station J to
t he Resoulrv?e I\/antg e?n ot tﬁe E)%%Sgg{}e @L@ #I t(():'nlrl]‘%j ??1 h‘cl’ g&f’{ essi ve

rol | -ud%espnme R@dsctmy t Abest Resdunte ManhgerStvadul@nin Jumonbityr@ash all the way

to the Se fo[?l ?lt at i og_ﬁ Wien the Resource Manager of the Central Station
recei vé§' r?éw S1BPECS n ot erATeRASaHAN of the shenges mayrevminetgtafen to its SCDN

net wor kwbon®sogy. The Central Station keeps a full copy of the SCDN
st wor k topology. Only the Central Station owns the SCDN attribute table:

thus, its Res&escecéBiapee: maagmndbe ool N@OrEReEQHE MepkiRRries in this
table V\pen attrlbutes f Station Hare changed, the attributes are rolled
al | t hdianL9mmpnicatesBfhs othgp Respurce dvianagers ighupdate SreaidataohndResour ce

Manageysstrigites MO0 éﬁ%ﬁ& afigthe lda‘gﬁe%c&%g sucg:T é tlffsgés%%g%’%cs

Servers. A Content Usage Statistics Rollup Agent periodicall y rolls up Content
Service and Content Usage to the relevant Content Management Server.

The Learning Subsystem 2060 provides adaptive methods of station -
management and control. Leaming occurs when the attributes of a station
changes, which includes the creation of a new station. Learning can alsg be used
to recover content due to storage failure. Learning is performed by the Learning
Agent in the Leaming Subsystem and is invoked by the Resource Manager. In

' *) one embodiment of the invention, there are two different learning modes — active
and passive, content learning includes two phases—the discovery phase and the
content modification phase.

In Active mode, during the discovéry phase. a Learning Agent queries all
Content Management servers in the nelwork for a list of contents to be
downloaded or deleted as a result of the attribute changes. The Leamning Agent
locates the Coﬁtent Management Servers {rom the Content Provider Data Table
in the Content Repository. Foranew station, the Learning agent gets the Content

Provider Data Table from its SCDN parent node and saves the table into the



Resource Manager of Station H also invokes its |ocal Learning Agent o% APR 2005
update tWe d2sado content in accordance with its new attri y# 01/]3%3&] g
event of changes to the I P address of the Control Unit of Station H~ or
the I P address of the primary DS of Station H, or the |IP address of the
DSs' Load Bal ancing Router of Statign-H the Resource Manager of Station H
would notify all neighboring stations' Resource Managers to update their
Net work Resource Repository. These Resource Managers would in turn notify
their neighbors of the changes. The propagation of the changes may

term nate tent Reppsitapef tha nRestaliave Dvamggbe coraaagesdi fibaidnoghake, Net wor k
Resour ce i ‘dat CO ni cates W th other Resource Managers to
updat e thga@g‘?’a?&g%ds ﬂlf’l %??qvﬁﬁ{%'éasfhg’ﬂc{ﬁﬁm'@ﬁraﬁeﬂbHc'ﬁb?ﬁd”tnécqsmI ocal
services, GoMeas kifnORmAR § t ent Statistics

Rol | up Agent pe??odi cally rOF?i{E% tt&?ﬁ{%ﬁgﬁ ertwgcbggg'ﬁdn%%ﬁéeﬁtmwage to

t he rel evabt regeednilovad sguireinthe Seaming agheittars mrB%tﬁlhB%MﬁtTcﬁﬁHs@OGO

provi des aﬂaB Lve rretr%t)}gs of station nmanagenent and control. Learning
occurs whe'h CPHEER duTng e disgpvery shase; w1 fog Rany e indhe bt itristuasies t he
creation ofpp ShAall i . al, b ed ta.re er content
due to storage&?g?I%ﬁ@?gg}]ﬁ%?]gg?g%ggr]*@#%e E{qu ecaflég'lj%iaﬁgfgl“hgent in the
Lear ni ng SubSys e mssaedla i*ftén indle dr BinildepoRe100" 68 DENGOBE- askiBnePNE

enbodi nent__ of B%e invention, there are two different |earning nodes -active
and passi VEAUORS e IPATRRIAS FRIGNS BrQuides’s WY Sp Hisis dohetadietrzoeersh phase and

the cont , Lod.cahiyon: d.p Active during the discovery
phase. a ﬁggrs ﬁ%@é%eﬁtﬁ%@?@% IélIIthm '&%ﬁséﬂﬁﬁﬁﬁﬁgﬁéﬁ%“i@ﬁwg in the
net wor k f ¢o ezchl dfsts reighborheDEs td Rche thaRMNvPRGe e DSR] @k §owAsKa result of

the attri ?ute changes. The Learn ing Agent |ocates the Content Managenent
Servers f (YrR*eAPIECR MSHASatop ). sreeiBarsearabraguestiot higleGhn DB pasRaposi t or y.

For a new 1,00, ..t Lear.pi .agent .gets the tent Provider Data Table
Fromits SEitaditee e MusBRlifed SBHEe (5 Seitomihk o thierequesiedHiez00s, - W0
02/35799 BGEs\dBOkAtid4aBEhe DS in Station D issues an FDP type “search_reply” to the

DSs in Station H. A DS at Station H then issues FDP “get” to download the

content. A search request may yield multiple “search_reply” commands being
sentto the learning station. Each “search_reply” includes the service and network
load of the searched Station D. The DSs at Station H download each file from
the least “busy™ station(s). A file may be downloaded from multipie locations in
parallel. The FDP protocol includes a priority tag. The Leamnin g Agent may
control its leamning speed by adjusting the priority tag in the prepare request. The
Leaming Agent may also control its fetch request rate. One advantage of active
leamning is that the content learning table can be manually created to direct a
Leamning Agent to delete or download content. As the DSs download new files,
the Learning Agent picks up the history log from the local DSs and determines
when leaming has been completed. |
In the passive learning mode, during discovery phase. the Leamming Agent
issues a learn request to the DSs at every nei ghboring stations. The learn request

| includes the old and new attributes of the learning station. Every station forwards



-63 Content Repository of the new station. During the content nodi fi‘,LQagingR 2@05
phase, WH §iushey | ows the di scovery phase, the Learning agp%gmgﬂ,%%s N
or e

unnecessary content by issuing renove requests to a | ocal

specific nedia files to be renpved. To add content, the Learning agent
iterates through the content |ist i_64_obt ai ned during the discovery phase,
and for every file inthe list, it iSsues an FDP "fetch" or simlar
request to the DSs in Station H For each file, a DSin Station Hissues a
"fetch-info" or simlar packet to the DSs of the assigned station of the

appr opri atifie Ret sﬂbﬂyb@ﬁﬁléfgh%-.su-Ehiltﬁttih%]éil?ﬁ'?‘eqh@sthrlﬁFl‘bﬁa h file's
nmetadata. ADS in Station H then issues an FDP search or simlar request to

each of i ttrongh giebentirageDBxkt oUpor atcei vigea fidare redifeenev@S @ aDSvem t he

net wor k, or exa e a DS in Station D, .receives a search request for a
file, the %@"’5‘2&5@’ ef‘?f&“&*’é&ﬂ?e‘ﬁf‘a'%"%‘r piinifulespfahs lepmingeiagrpbr&- (e. g. |
Station B) .1 St . td . jn Station D
i ssues an @Déﬁi/%@ﬁﬁggﬁzh%%{ﬁi&ey %ﬁlﬁefﬁr%ggéﬁﬁﬂé@gts Pléﬁ’%ﬁ?sg)%ﬁ at Station
H then i sstespeFDPor' gath’ miediadfilnirodid listea ORI S¥itiorABS Baficshal EWPESt may

yield multiple "search-reply" commands bej ng{ sent to the team ng station.
Each " sear Eplisgp| grsimgar ggguast fo thed@$sat Statign d1-nStajion H coliests e lishe sear ched

Station D. i l. ch file from.the, | east "busy"
station( Sf{ﬁ%%ﬁ%?ic%g%?gﬁﬁé\%ﬂ@(gm '?&%ﬁnggqlp%lfetﬁ %nc{ ‘6’83& {EJigEds parall el .
The FDP pdowpioadl. DofhgithesonteRt moHificktibghasd iethk padsivddodd®ateddy control
its |earni r;ﬂ speed by adjusting the priority tag in the prepare request.
The Lear Hiedi§t Kgenenhingblaingd duong theldijcovery phase, the Pfedustemindtatone advant age

f activeyieaping is.that t t | i ng_t abl be. I
created B aieact g€ befiang FafRHl Etmait bahe oA SR tont - AL ¢ e

DSs downl egdmBedy bd diflar rddiRst-RAMRI DYs ADARISHGKSvHeR: e BhipdaRy | og from
the local DSs and determ nes when |earning has been conpleted. In the

passi ve | wguest wgs rsoeks (e guBing ddivebadeostiophabtbe fildieA Rmayygldgent i ssues a

| earn request to the DSs at eve nei ghboring statigns. The | earn request
i ncl udes PHRESSHSI"E 02&&%5’\7@”%?? H%b%/régoﬁg"’?ﬂ'éa'}tg%ﬂ‘#‘?ﬁﬁg%ﬁaﬂ?%.“'qE%r y station

forwards MG, 2437 $2 issuance of the “replicate™ notification for the same media file
from one or more stations, by downloading a file from multiple locations. the DS
is preventin'g congestion of any particular node in the network.

The Storage Management Subsystem 2070 includes a Storage
Management Agent as its primary component. The Storage Management Agent
1) monitors the total local storage availability and the storage availability of a
content provider: 2) adjusts the “popularity’” index of a file: 3) determines a
.storage_ safety threshold for each content provider; 4) schedules content pruning;:
3) computes pruning amount; 6) removes the least likely to be used blocks of a
file: and 7) reports storage usage information and shortage wamings to Content

Management servers. |
The content provider, through a2 Content Management application, sets the
- initial “popularity” index of a file. This initial value serves as a prediction of the
likelihood of the file to be accessed in the near future. The DSs rely on the

“popularity” index, along with storage availability. location of station. and
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such t hatwophesimarn request woul d propagate through the e'ﬂ'rciﬁrfsg g}&@rk.
Upon receiving a learn request. a DS at a given Station (e.g.. exam nes

the old and new attri butes of the learning Station (e.g.. H). and obtains
a list of necessary nedia files for _§5§1tion HfromStation B s | ocal
storage. For each nedia file in the list. a DS at Station B i ssues an FDP
.,replicate" or simlar request to the DSs at Station ff. Station H
collects the list of necessary content, figures out what it needs to

del et e andnwivark etvirenedst,ito deciayoh oad: pdAIbhd\GF 4 e, GeMiaR! biBdiitd cati on
phase in the passive npde. based on the list of content it obtained during
the di scov&i9thsmyawer phllogks bruisoatput i leraltstarage by thedleskitig proosss” conmand

to itself §§J%gg%%g@)unnecessary content, and "geC comuands or simlar
request tot s“in the Station where the "replicate" request was issued

(e.g., B) to doWnt Sadagaviahestimet Algaft dsel fhe VEES SERN: ¥isd (b)8ata PT OCESSI NG
of learn requests to _other nore inportant requests. The | éarnh request may
result in dHEdaasiothe Fde detedata Dataphiedadetermoteiof ieesmnaiole starngd aéetgane nedi a

fil f atl .y . d loading. a file f ul tipl .
L ocat i ons, e BeedIRE uB BonPRRty et OF iidfyies i dembikeibae | n 1 ne

net wor k. TiaebeSised kMR AAGOrRE isa RUPAYSHEIR RO nifich A SshRinShPAge
Managenment Agent as its primary conponent. The Storage Managenent Agent 1)

noni tors tHheagoeaih todent progidayenusy acdeatsi At ol tana. t Basst onageagyai | abi lity

of ya content .provider. adj.ust,s the "popularity” index of a file: 3)
det er ni ned' gllabg{ltgra 3g§c$%$é‘ft§/w{"?ﬁ &?r?ﬁ?ragff %“W“&éﬁ?’é‘rﬂaw&%%@r, 4)
schedul es t6@N4MBBEntRIFHALNG: be %ﬁn@@?ﬂ?@a@?c@ﬂt@ﬂﬂ vEEP YRS sctfihulShpyes the

| east Ilkel?/.to be used blocks of a file-, a 7) reports storage usage
i nf or mat i ¢Wieting of Hsrleasgbkelantobagsed Wodont ent  Managenent servers. The
content provid nt ent Managenent, application, sets the

initial "popul (;”?P?’{/&rﬁ?%u‘ggw%é%ﬁtq OF & CORFRIPrPYIQes cxcesdsaferaries. as a
]PL '?Slr g t | _Cl)_ rl]me@%gidgf é\ilédagﬁrh%ﬁlgﬂgerﬁﬁssh&eanfki’@ chf} (REmBRFIS&Ht Balififs Near
notify the Content Management Application server to which the content provider
is assigned. The Content Management Application prevents a content provider
from uploading any new content when the content provider's storage is low.
In one embodiment of the invention, the Service Management Subsystem
2080 includes the following components: History Log Handler, Statistics
Handler, Event Handler, Threshold Monitor, Trap Agent, SNMP (Simple
Network Management Protocol) stack, Presentation Agent. and Service
| Agreement Policy Agents. A History Log Handler and a Statistics Handler
collect statistics and task/transaction logs from the local devices and Servers, and
save all log and statistic information into the History and Statistics Repository.
While a station is leaming, a History Log Handler forwards all the file downioad
records to the Léaming Agent'to notify the agent of the download status. This
handler also forwards the inbound and outbound data transfer information
recorded from local DSs to the Content Provider Storage Usage Table. The

. Content Usage and-Statistics Database is also updated by the Statistic Handler.
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deci de on what portions of a file, the initial block size, "an e nunber

of blocks that is output to |local storage by the bl ocking process 930

(Figure 9). The Storage Managenent Aggnt uses the VFCS Server history |og

data and data in the File Metadata Dat abase to determ ne a reasonable

storage safety threshold, adjusts the "popularity” index of a file, and
identifies the least likely to be used blocks. A storage safety threshold

i s the m ni mum AmEyant Idﬁndlereaveﬁfeed‘iaﬂﬁe\%aﬁshnm%%Entgﬁﬂ){l;&?(mmt reserve
sed on storage availability and the DS activities, the

at all t:\/@g E@ﬁ

St or age e tBvﬁﬁé‘n‘ttoﬁétlﬁﬂﬁpﬂé@a&ﬁﬁ@mtwvaif therb¥fist VETCSiatetso be pruned
for each ¢ r d t he . del t|on of the |east |ikely
to be usedgb @g&gﬂg %ﬁlﬂﬁégﬁ?%ﬁt?&g?" 3“19& «?efPSP 32 P8R AYENHFBSS der exceeds

a certai nahd thetseverithef Spashgs, tN&EﬂQ&MhIc@*EﬁQ%ﬁ&ﬁH@é it deTey) | (Renote
Procedure Call)_to_notify the Content Managénent |cat| on server to

whi ch t he A&5Rt eltte 'EPE%M@Momléor&@ﬁtgmtédcorfrmem:tomthmgefmngs Appl i cati on
t t 0 oadin ontent when t he
Sont ent *pEicRend FUE ol LTy IS Sia e Bindlen: fick thmsoldhiont  on, ¢ he
Servi ce WMWHT&bBMEtMMIt&QBMrB%MHﬁ&&1'?1% —mg P%ﬁ%ﬁ“e“ts
res

H story Log Handl er, Statistics Handler, Event ol d Monitor,
Trap Agenf\°efsmm\(OSFmtéanq\aé@mfmmm&gemfmmranmrme)hcaa dMohitoPr esent at i on

A t, nt t Hi st L Handl d
S08 st IR EFen @ IRE RITRS abd rofands M To she Presematan Agento0gs {1 am t he
local devSNBfP argp BgieMe S nofidop&as. ah{helfq‘ e%thloﬁtﬁéérﬁtalgmbﬂ f.grmation into

the H story and Statistics Rep05|tor a statron 18 1earni ng, a
H story LgetaEmRiiests {fbgV\éa\d@pa[dts)ttthmedemcdDmmlagaﬂentmppm;dismtaﬁdt he Learni ng

Agent 104 %f.l. é%—&s@?'se}%g\r'}tserOfThteg%p%ts%'agx?eq tbsrgrgi;[olfg sett-la_rrllés? performance
data, network topology. usage log, and events from data repositones to network
operators.

Data from the Hislory and Statistics Repository and Event Repository can
be either pushed to, or pulled from, a Presentation Agent. Service Agreement
Policy Agents retrieve data from History and Statistics Repository and feed the
information to a Service Agreement Policy Server, where business agreement and

policy (such as guaranteed quality of service per customer) can be enforced.
Network Resource Repository of a Station

The Network Resource Repository 2010 contains network and station

- configuration data. The network configuration data may include the topology of

partial or the entire network and a complete attribute table. This data is created
and updated by Resource Management Subsystem 2050.

The station configuration data includes the IP-addresses of all the devices.

- station atiribute, rolled up attributes, load balancing configurations, database



handl er al so forwards the inbound and outbound data transfer infor med iSoMPR 2005

recorded Woomssmgal DSs to the Content Provider Storage UsageykapsRss The
Content Usage and-Statistics Database is also updated by the Statrstic
Handl er. WO 02/35799 -66 2 5 APR 2005 PCT/USO /32638 An Event Handl er
saves received events into the Event gpata Repository 2040. The events
stored may originate fromany of the DSs, VFCS Servers. control units, or
any other devices in the station. Depending on the event class and the
severity of a problem the Event Handler may report the event to the Trap
Agent . ThecarHrgastivindravibmigtconfigumEomstdiigtic dapavbscticalinens ] tiaasdmel d settings
agai nst currentl ([Peagi ngs co|lected by the Statistics Handler. If a

t hreshol d 1TV9 e REABYOTASA & OHIRESAN| thE K BaRigsatian: figr ddeaoafigyrationt he Tr ap

Agent . Thedi[ﬁ%&reﬂ?&?ﬁ\i&ﬁﬁd%itéﬁﬁarﬁé’ t Event Handl er and
Threshold Monitor. It ['ogs the e%g%\%sﬁ‘gﬂaﬁl&\%g{@n%gsgﬁ% :Jc?r%\?/ar ds themto the
Presentation Agent and SNWP Trap Agent to notify operators. The

Presentatign Agent distributes programobjects (e.g., Java applets) to the
Ser vi ce Nﬁﬁrﬁ&’éﬁr@?& StabisticscBgnasionirf 2 $t@liathe end- user’ s browser. The appl ets

channel threshold settings. performance data, network topol ogy, usage | og,
and events fromdata repositories to network operators. Data fromthe

Hi story and St &fliesHisosryRep Gitisticy Rapekiloveni30Rapesidaer gatkéed bhenei t her
pushed to,_ or, pulled from a Presentation Agent. Service Agreenent Policy

Agent's r etYenEeeManege™end 1 peysied- T hiydntaeaesiory msludep bhistorylognof f eed t he

i nformati : r\i _ 20] i erver,. where business agreenent
and  pol | g};i/b %@l‘%ﬁséss ggﬁg?ﬁﬁﬁgﬁﬁgﬁﬂ%ﬁ%f%&om% grc)a'écﬁer &'ﬁg&%‘ﬁ@ﬁ can be
enf or ced. ahdadohk cReeotinepe ReRoghtiwictable. ariRl firksind RetaNedRL dnsResour ce
Repository 2010 contajns network and station configuration data. The

net wor k c8APRGUINSRTSk o AkkaiRey fiom maty sohwes,.dpoludgg: gfe DSar VFES or t he
entire “e&wcl%, ?\%ﬁ%m‘f@&'@kﬁ}e?s. %%lett)gu Egbsty% elme?.06Td?ilcS>a&j ggl%nécsrs.c:{n%at ed
Storage Management subsystem 2070.
Learning Subsystem 2060 uses the history information to interpret the
state of leaming. ‘
Service Management Subsystem 2080 evaluates statistics information and
compares it to a user-defined resource-usage threshold to decide whether to send
a notification to an operator via the management console, or turn services on or
\ off as configured by the operators.
j Storage Management Subsystem 2070 uses the history logs from DSs and
VECSs to determine when, what, and how much content to prune.
The content provider usage table is generated by Storage Management
Subsystem 2070 from data gathered by Service Management Subsystem 2080.
The data roll up function provided by Resource Management Subsyslem 2050
rolls up a copy of this same information o the assigned Content Management
Server of each content provider.
- The content usage and statistics table data is gathered by Application

Server usage log parsers and forwarded to the Control Unit's database by Service



and updated by Resource Managenent Subsystem 2050. The station 25 APR 2003
confi g¥@P2/ET9%Uat a i ncl udes the LP addresses of all the deyhg8fszs3st ation
attribute, rolled up attributes, |oad bal anci ng confi gurations, database 2
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configuration, statistic data coll-68tion interval, heartbeat interval,

| ocal storage volunes and their configuration,. etc. The configuration data

is created and updated by Resource Managenent Subsystem 2050. Hi story and
Statistics Repository of a Station The History and Statistics Repository

2030 st oY BBIgFRA gubfelear2lsP. theopsef hivennbintaeation iSwibedspemn Thi s dat a
) .seryer and network

i ' QLS. he devi ces,
crat st g Rkl M By sEB Bl cagt Pafm oS b Urerl sBont ent usage

statistics, t he con

and st atfusttion prabided by Resd Rt &IRINAGedeit BB G bbSRNS contain information
obt ai ned from many sources, including: the DSs. VFCS Servers, Application

Servers, Learning Subsystem 2060, | oad bal ancers, and Storage Managenent
subsyst a4, ing Subsystem 2060 uses the history information to
“interpr goeﬁ%gsosut%f%ppgfg?%g ﬁiszﬂ.'o"Ser vi ce Management Subsystem 2080

eval uates statistics information and conpares it to a user-defined
resour ce-usage threshold to decide whether to send a notification to an

oper at or vi a fvsat ReseagrsrReposisonys)dd, includewuidaia s that esppit eventof f as
confi gur _eg .4 he. gperators., Storage nagenment Subsystem 2070 uses the
hi story T 'gggtfé%ﬁoﬁégmﬁwg' angerEr ‘P%S N%e'Pgqu%“ev\,FFéM‘?" Reretbeataand how much
cont ent sér0eMeigRy dAth CTRORND te SOV AL HZRIRC SBPL IH S aled by Storage
Managenent  Subsyst em 2070 f rog?n ata gné:t er ed by cg]ejr)’vﬁegggél\eéﬁg'genent
Subsyst & Ah8ServiFhankpement$ hbsyplefrugmhdrs thepiotifit stish, byunRagasdce Management
Subsystcemr2050 r?I | s, up. a crolpx of this same information to the assigned
Cont ent mnrgaséﬁ%eﬁ rom a vanety of loCal sources, meluding the DSs, VFCS servers,

the Resource Management Subsystem, the load balancers. the ILeaming

Subsystem, and the Storage Management Subsystem. Station “events™ are

organized into different categories, and notifications are generated and forwarded

to the management console in accordance with station configuration data.

Service Management subsystem 2080 relies on the heartbeat table to determine

if aserveris functioning. The DSs use the server registry, heartbeat table. and job

queue to load-balance their server cluster, and to monitor one another for fault-

tolerance. Service Management Subsystermn 2080 uses the server registry and

: ) heartbeat table to monitor the services in the station, it shutdown durin g power

failure and restart services upon server failure.
-Content Repository of a Station

Content Repository 1530 includes Content Provider Information. File
Distribution Criteria of the media ﬁ[es'rcsiding locally, File Metadata, and the
content blocks. The content providerinformation includes the content provider's

account information, assigned Content Management Server, reserved storage,



Server of each content provider. The content usage and statistics tatd & APR 2805
data is JYPAEFEY by Application Server usage | og parsers eawusorymsged to

the Control Unit's database by Service 2 5 APR 2001 WD 02/ 35799

PCT/ USO / 32638 - 68 Managenent Subsystem 2080. A copy of this sane

information is rolled up to the asstfned Content Managenent Server of each
content provider by the roll up function provided by Resource Managenent
Subsystem 2050. Event Resource Repository of a Station Event Resource

Repository 2040 incl.udes dat sthat support events (e.g.

nolto i ficat ?"bﬂﬁ"ubeﬁ%‘tfﬁ??i@??f‘énﬁc ﬁ“og W%?Qﬁé)nﬂ?qp(bbﬂwuma fikpes stembutesar t beat and
server re cl ud Server
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noti ficat |lb¢1!0cweatm1ageg volants fer ﬂQbIoﬂEfﬁ@ge&cfdoﬂan@réb%%h 1540 1h sources,
i ncl udi ng the E?SS servers, the Resource Managenent Subs%tem t he
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notifications are generate

-accor dancealdtthe Shatd Sroragnfy@ethat i on data.  Service Managenent subsystem
2080 relies onTghe heartbheat table to determne if a serveris functioning.
TheDSs use t he lB&F\AEF Mididplssioragenea]pmbeint the shired Stordgé SsteqUEidze t o

| oad- bal a r and to.nD r ,one anot her for fault-
tol er ancemguer%glgjceT %ggré'rrngérsl# gégbda '%'f%?ﬁ@é%ﬂ]i@é@%&?éﬂwmwégl stry and
hear t beat irt Eipire 20 sudidt The Cbi'i&@nﬁl&bVid@?ﬁat‘a'TanEeFﬁéB‘iélﬁﬂuhér&%ﬁ{é‘ﬁ%dom during

power fajlure and restart services upon server l'ure ent Repository
of a St at it oie-EnkiémMeasisinsPrtabase 188100 ewiterd docRdTie® ThdRe aMiadades | Nf or mat i on.

G eI
i ncl udes Stomge Spstemt 1 IBOOVIHECoftenta OB Dalf PINIBLA® Bile 353490/, Cont ent
Managenent Server, reserved storage,
Criteria Table also existin each Content Management Server system. The tables
in the Content Management Server only include the data of the content providers
that are assigned to that CMS. The Content Provider Data Table at each station
includes the information of all the content providers of the SCDN, and the File
Distribution Criteria Table includes only the media files that are replicated to the -
station.
Only the DSs, VFCS Servers, and the SMS 2070 can access the Storage
: ) System. The DSs can read and write to the shared Storage System; however, the
VECS Servers and the SMS 2070 can only access it in a read-only mode. The
Learning Agent also writes to the Storage System when it creates the initial
Content Provider Data Table during the Learning Agent’s initialization phase.
The Content Provider Data Table includes information such as content
provider account information, the content provider assigned Content Man agemenl
Server address, reserved storage. content provider’s policy server, etc.
File Distribution Criteria Database includes the distribution criteria for

cach content fije.
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The Fiwe oksmdata i ncl udes the nedia file's attributes, Pd%@ﬁﬂ%sﬁon nAH%vz 3
the media file is divided into block files, and the indexes in the |ocal
storage volunes for its block files. The content repository 1530 may span
mul tiple | ocal storage volunes. Fojgexanple, content blocks of a nedia file
are distributed across nultiple storage volunes. The Content repository is
also called the Shared Storage System There are nmultiple storage vol unes
in the shared Storage System 1530 (Figure 15). These volunes contain a

nunber of i miotiaits datt@ibasesctidlicoatenefor dachicinieh Oie € A20s§eERey2S:  The
Cont ent Fﬁr. viderData Table, File Distribution Criteria Table, the File
“Met adat ¥ "H5Et 'FL9BPINANAN O e enftteni ProYigendD). imeska filPHBs radka{@basles  are st or ed

i ndepengdgRk nVinfyRs; irbitraril nywhere within shared Storage
Syst em 1530." 'Inﬁ(@a léor{ﬁ%(deﬁjted gr O\IC/}??l radh]:ﬁ;frﬁe qfatggg?o&%mgq Foéaff £t i on |
Criteridatdaldess.al so exi st in each Content Managenent Server system The

tables in the Content Managenent Server only include the data of the
content providers that are assigned to that CVS. The Content Provider Data

Tabl e he .0, | udes the information of all the content
afp Pg@gﬁgﬁg@%}m&a@

providers o and the File Distribution Criteria Table includes
only the nmedia files that are replicated to the station. Only the DSs,
VFCS Servers, and the SM5 2070 can access the Storage System The DSs can
read and wri T Fis Maiadata Dratebase biokiydi ISystadnta rblowevethe ek fiMECS Servers and

the S . |y access it in.a read-on]y nmode. The Learning Agent
120wk et S0k ERERE 0 sl aieop iy wdeeiedtesithiacka | Cont ent
Provi dessagedating ahddea €16, iafteibliRE, ﬁa%ﬁhﬁnﬁ‘&tﬁ%ﬁie?a&@&tﬁﬁus?a% j;on phase. The

Content Provider Data Table includes information such as content provider
accountrackfidg ngdidesrbloakifde dodicentstqrrga/valeme askicegnael Cont ent Managenent

Server addr 658 indiGR, (R Hit HATGas s blooR sis B £ server: ete.
associated file. All blocks in the file are the same size, except for the last block,
which will be smaller unless the file (if the file is a linear file) or the last track (if
the file is a non-linear file) happens to be of a size that is an exact muitiple of the
block size.

The file metadata also includes information to construct a block’s actual
location. Since blocks can be distributed across multiple storage devices within
the Storage System, there may be multiple block storage path roots. Within each

) ~ storage path root, a block’s location and file name are deterministic. A series of
subdirectories is created to ensure that a limited number of files and
subdirectories are contained within a given directory.

Distribution servers communicate with one another and the Content
Management application in order to transfer large payload files in the SCDN.
The DSs modify entries in the File Metadata Database when they add or remove
blocks in the shared Storage System. A sequence server, which serves essentially
as a lock manager, may be used 1o synchronize access to the file metadata

database by multiple DSs. VFCS servers, storage managers, etc., to prevent
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each cont Bift0357%. WO 02/ 35799 -70 PCT/ us01/ 32638 2 5 APR 2Q05u&Hisslesl i | es
contain the actual content for each content file. A hashed key which is a
conbi nati on of the content provider ID. nedia file ID, track ID, and bl ock
“nunber is used to define the path nangi-of the block files for accel erated

data access. The File Metadata Database The File Mt adata Dat abase hol ds

file metadata related to the block files which includes content provider

ID, initial popularity index, block size, actual usage rating, nedia size,
at t ri but es PORIRFE Mfs(e-8t apnBiglisionditionc ¥EES stivers st ampsmatidgraakheAilee i ndi ces,

bl ock fil e jyndi orage volune indices, etc. As indicated, the file
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(if the fFhaseqd gogggotheldonteat providdr sxeppents stomgbean tha Wshgeloghal s an

exact nmul thﬁ{izﬁesoti-x t he t?I gfk size. The file netadata al so incl udes

i nformation to conStiPo¥ °h a5k BeRular cantephio mpksrgomfier mgirppepuitr@oits can be

di st ri but efevREs&s Whnta 1.6 i Lhin, . the Storage System

there may be nultiple 6‘1"2’5%%%@%%’%25 ’%gi{‘hb?"(?%ﬁé.k‘g‘w{“ﬁ}bﬁ"g %’ﬁ&"ggﬁ‘ér age path

root, a bl BEKO erexsacimEofthdir hidoeiatahidodksehaateleaitnikely 16.beAs&Lr1t €S Of

subdi r ect oz{cices i&l ?‘@ﬁ{ded to ensure that a limted nunber of files and

subdi r ect 07T &EHE Tal5AYISiaARY Rntabash tadeiermine Bpwentrorand whish bidsks | on ser ver s
comuni catigwil Fyuestqo BBALREL . and the Content Management application in
order to transfer large payload files in the SCON. The DSs nodify entries
in the File MtHuqatiBdiabgdemedtation daye Gotte M RERRVYE depbRilen the? the shared
St or age Sry@ttem A sequence server, whi ch serves essentially as a |ock
manager , B QEBY - o TSy AEHPBIS Herouldchesa traditione! RDBMSeredalmmal

database management system) or it could be a collection of fiat files in
directories. For performance and reliability reasons, one embodiment of the
invention uses flat files in directories to implement the Content Repository.
Tables are implemented as either a single file with fixed-length records. or as
separate [iles for each record. Using a single file has performance advantages
when reading a complete list of records or when searéhing records when the
record ID is not known. Using separate files has performance advantages when

accessing arecord via a known record ID. The Content Provider Data Table, File

S’

Distribution Criteria Table, and File Metadata Database are stored in a directory
whose path is known to the interface that the DSs, VFCS Servers, and the SMS

2070 use 10 access the file metadata stored therein.
Station Operation and Data Flow

Examples of Station operation and data flow are given in the context of

Figures 21 A through 21G. Inconjunction with these figures, several interactions



dat abase by nultiple DSs. VFCS servers, storage managers, etc., to pleVehRfR 2005
2 5 APRQOUB79MD 02/ 35799 -71 PCT/ US01/ 32638 possi bl e r agerArgoigsa¢3sconflict)
condition. VFCS servers use information in the File Mtadata Database to
assenbl e and nultiplex appropriate blocks into files forthe Application
Servers. The Storage Managenent Supsystem watches the avail able shared
storage, the content provider's reserved storage, and the usage |logs. It
initiates the renoval of |ess popular content to nake room for nore popul ar
and new content when available storage is running low. It does this by

i nst r ucthatyeantiee AmSw@bom&mvr@ ¥5@8 Sefverhand thabsuobattedSdbocksdl t hat are

| east Ilkel used It accesses the File Metadata Database to

determ ne H%‘\W %d which blocks it will request to be deleted. The
particul ar i nEbAERNAMIhPRA r ene t he host
envi ronnent . F%r exaarrg %?Ehigﬁugggﬁg&fﬁg@?§d%% fofl K}%q:(ﬁr“g ational

dat abaseema@eamlnctQ;WFé:S)sco.reua raqcnedtdo b®Stcptepaetthofilgfinitibpt files in
directories nce,and re b|||ty reasons,_ one enbodi ment of the

oot | Gl ot e FRpa et Sprages Sapled S i BHHoT infarectemay ot
Repository. Tabl esT%m r@lkﬁﬁﬁfﬁt@r@c@é}s%% 1xingle file wth
. e OI’

fixed-length recar separ at each record. Using a single
fil e hasRpkrdnoe #a ce advant ages Intehuetion Baghirpgioa conpl ete Ilst of records or

when seppofiANg I efpicdmi ueQeto LS&PB@IahQngsaﬂaORo& ]9 separate
files has perfor napg advan ‘ﬂﬁﬁ,ﬁ; Gy 2CCESSING a re ora Vi a a known

hitt o

O T SR I T L A U AT
known to2tHE i nterf‘ﬁE‘@&E‘ﬁ&tSfﬂ@ Tpgrest YriosTRbio/bpad BalcingangS 2070 use to
access the file neR(aldHtDaFlsmbpedSB@leméllWS Stati on Operati on and Data Fl ow
Exanpl gs212 St at i foloadiiR4laiding afd R odGh g FihQiynal 830dinderz3sielebg jcont ext  of

Fi gures 21 A througie @it VETSCORNERC bisonviEh ddoes ead nlifes,| Sever al

interagtions illustrative one of 1840-1 through 1840-L), and passes the
request to it.
2103 VFCS 1840-1 requests a DS, via Load Balancer 1720, to
__| “prepare” the file
2104A VECS 1840-1 begins retnieving data from the shared storage.

Figure 21B illustrates initial return of file data, forwarding the request to
a selected DS, the issuance of a search request for missing portions, storage of
network retrieved portions, and logging of usage information. Table 2 shows the

_ } station interactions:
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Servers, WwbGSsSawvers, and the Distribution Servers wll entified
bel ow. Figure 21 Aillustrates the request of a |arge payl g)g:an?ﬁoﬂlé?63?he

passing of the request to a selected VFCS server, a request to a DS to
prepare the file, initial retrieval .&f the file fromshared storage. Table
| shows the station interactions: e 1. Station Interactions in Figure
21A Reference #lnteraction Description 2101Al ncom ng request to Load
Bal anci ng and Routing Function 1820 and 1825 from end-user 2101BRequest
del i vered H(ab&ez;esﬁaﬁdmﬁﬁem’bﬁmsqn@%]re 2igb 1810 2101CApplication Server
request deldiwvered to load Balancing and Routing Function 1830 and 1835
2102Load BaRateegneg #antl Rout i ng Funct i ofnté@3foaDdsctpibnsel ects one of the
VFCS Server3l04Ag., VFOBCES4Q40L] (@asen®ib hAdmYull; lTek'e%t rhettsma{sox%ﬁx&fedlﬁ&h{ 1

t hrough 1840-L), and Jgﬁﬁ > St qgggq;‘,‘pt(prllg Ci/ gg&le&stsng
' g:’éstt

E)gt r?/iesi hgagasgl ?pgrenr tlg EIP&C?RQ{V%H hc fulu Z}hg / ;
file data, Peuntibibeifadjance
of & Search requost. f PR §§‘F%§FB& Qakdig bcgfi ﬁfPéFﬁ'é“é‘Fc Stﬁag\m%yktcrrefnzrsu beged

of a searc/h request f
portions, jand laggin weicated ae information. Table 2 shows the station
i nteracti gndl04B2 5 AHRVEOD, | 340- DRARET Afta- 53 the Application Server through Load

Balancing and Routing Function 1830 and 1835,

2104C Load Balancing and Routing Function 1830 and 1835 returns data
5 originating from VFCS 1840-! to the Application Server. (The
o Application Server continues to request data from VECS 1840-1 until the
‘ entire file has been returned or VFCS 1840-1 fails.)
2104D The Application Server passes data for the end-user through Load
Balancing and Routing Function 1820 and 1825.

2104E oad Balancing and Routing Function 1820 and 1825 returns data

originating from the Application Server to the end-user.
2105 Load Balancer 1720 selects an available DS, e.g., DS 1710-1 (an

arbitrary illustrative one of 1710-1 through 1710-N); and forwards the
request from VFCS 1840-1 to DS 1710-1.

2106A DS 1710-1 issues a search request for the missing portions and locates
the most available DSs.

2106B Multiple DSs in DS cluster 1710 download missing portions from
multiple remote DSs in parallel.

2107 Ss 1710 create or update related File Metadata Database information as
_ .{ appropriate for the downloaded portions, and save the downloaded
) portions as blocks. The blocks are stored across multiple storage
volumes.

2108A As VFCS 1840-1 returns data to the Application Server, VFCS 1840-1
 logs the usage information into a Usage Log database in CU Local
Storage 2005 _

21088 The VFCS 1840-1 access to the CU Local Storage is via Switch 1515

Figure 21C illustrates retrieval of usage information. retrieval of content
provider storage reservation and storage availability data. and related storage
management activities commanded by the control unit and carried out by a

selected DS. Tabie 3 shows the station interactions:
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#1 nt er ast® on3Descri pti on 2104AVFCS 1840-1 assenbl es and j t he

bl ocks retrieved from Storage System 1530 into a file i n”l;‘lé%ﬁu&??&‘ﬁ%ﬁs
(Whenever a block is required, i.e., either nowor in the future, the VFCS
signals the DS of ‘this fact. VFCS 1840-1 then polls the File Metadata

Dat abase until the fact that the required bl ock has been stored in the

St orage System has been indicated.) 2104BVFCS 1840-1 passes data for the
Application Server through Load Bal anci ng and Routing Function 1830 and
1835. 2104CLoad Bal anci ng and Routing Function 1830 and 1835 returns data
originating from VF 40-1 to the Application Server. (The Application
Ser ver copt+hues—to ICSEﬂJ,b&:? §5'I“;§mflmﬁfﬂé8p@"ﬁ&‘gﬁ]21€nti | the entire file has
been r et yuRederense #/FCS 1840- 1 f ai | dnteraetiod Debeiptiopl i cati on Server] passes
thet Stonigg MbhapdniBal 806dy8@naRAthROtd TBnfkoNChilgn 1820 and

data for|2he? end- ugd

1825. ZéL )4Eodad Ba![ 650 eeraeks ReeifileNGaf RFdiniioh 820 and 18?5 retLrgsBdiata

originat|pggA om : ¥ | Y end-pser—12105tqad Bal ancer
e S AT, 1

1720 sel pcts an av
one of 1y/10-1 thro uS8eref  YRIA9RES 1840-1 to

5 -’Nﬁp 602‘[’_3‘?% i
DS 1710- —2166ADS %‘ﬂv ity of theFile Matadatg Datahdset for the nissifg portions
and | ocat e51%he o haviragmManmmens SobBMeim festigeDBe date DSmathegt er 1710
downl oad{ ni ssi ng ppbwitehd 515 and meest the IGonteanBreyi@Ssdatntcidahlifl the 1 77Ss 1710
create or update rptatted protide\bitatiat asbiehfbase i nformation as appropriate

foy the [domnl oadedfggeui@mhe @fmaweairaaﬁnﬁomtaﬁﬁ@ng‘gis?&agg= bl ocks.
me :

Th}e bl ogks are st of ek agi s hellehi I%a%e ST diafile's storage
occupancy, the Storage Management Subsystem instructs DS, via
Load Balancer 1720, to remove the least likely to be used blocks.
The Storage Management Subsystem also updates the file's
popularity level. The Storage Management Subsystem has
multiple pruning engines that it can apply based on the storage
and network traffic situation.

2112 The request from Storage Management Subsystem arrives at Load
Balancer 1720, which selects an available DS, e.g., DS 1710-2
. (:.mo_ther arbitrary illustrative one of 1710-1 through 1710-N),
2113 DS 1710-2 removes blocks from the specified files and updates
the File Metadata Database appropriately

Figure 21D illustrates the receipt and update of content provider
) information. Table 4 shows the station interactions:

Table 4: Station Interactions in Figure 21D

Reference # Interaction Description

2114A When a new content provider is added to Content
‘Management application database, or when the
content provider's information changes, the Content
Management application sends an “content provider
info™ packet 1o all the stations in the SCDN. Load
Balancer 1720 receives this packet.

2114B The DS load balancer of each station selects 2 DS and

. forwards the “info™ packet to that particular DS.
2114C The selected DS updates or adds the content provider




2108AAs VFCS 1840-1 returns data to the Application Server. VFCS 18408 1APR 2005
| ogs t he WRAYESHHf or mati on into a Usage Log dat abase in CUPb?ﬁfslog\%ﬁéage

2005 2108BThe VFCS 1840-1 access to the CU Local Storage is via tch 1515
Figure 21 Cillustrates retrieval of usage information, retrieval of

content provider storage reservatiapsand storage availability data, and

rel ated storage management activities commanded by the control unit fand
carried out by a selected DS. Table 3 shows the station interactions: WO

02/ 35799 -74 5. APR 2005 PCT/ USQ / 32638 Ref erence #l nteraction _

Descri pti on 4109The St ol afermvititagenetic sy PreataMDIn Wa&l*éegont rol Unit

1550 retrieve2ltp fil o] usaghdd inf@hiHNoh PReketb AV oRher RbibhBog 15 the i read
St orage Managenent Subsystem retrieves 1he Comtent—rProviaer—data, and reads
the shared storage availabilit of the File Metadata Database. 2110EThe

Managen®gureUbslisttamesribe sice RS ahergdakzatidd SPohRGt SWit ko515 and
ﬁtsg;a?ﬁe n'?ent gPr oVi dgr_ data to i gﬁnt i fygdt he content .rgw cfgr S st orage
reservati gﬁ? PRTIVEIYERD BistHbion GMyeTablabishows theytativorinenictionsy i der’s
storage reservation, nedia file usage information, and nedia file's storage
occupancy, the Storage Managenent Subsysteminstructs DS, via Load Bal ancer

renove the | dable 3:i K@tiyn (Mehetivsad ARE$E The Storage Managenent
éZﬁg;/SE gm ! Jdagbs the-file's nn!’]lll ari tﬁeVEl . _The Stor age I\/B.nagenent

Subsyst em héie\ff#ﬁ"qq hlle pruni ng encﬁ"tﬁ@gct'tdndﬁcstrﬁptixmn apply basedjon the
storage andiiéfwork t|réihén a mew (éd is00plo2deRibh@e ISTINGS the! £BAIeSE P ag€
I\/apagerrent Subsyst em|avisnagemeatapbliastion issues “put” request along with the
file targeted to a DS of its assigned station. Load Balancer
1 1720 receives this put request.

2]15B he DSC’s load balancer of the assigned station selects a DS
and forwards the put request to that particular DS.
2115C The DS selected by the DSC’s load balancer divides the

received portions into blocks and saves the blocks into it
shared storage and creates entries into the File Metadata
Database. (The Content Management application then issues
a “distribution” request to distribute the file in accordance
with the FDP protocol.)

Figure 21F illustrates receipt of a distribution request and the issuance of
a replicate request. Table 6 shows the station interactions:

Table 6: Station Interactions in Figure 21F
} Reference # Interaction Description
2116A The Content Management Application connected to the
assigned station associated with a CMS issues a “distribution™
request to distribute a file in accordance with the FDP protocol.
The DSC"s Load Balancer 1720 of the assigned Station (i.e.,
Figure 21F) receives this distribution request.

2116B The DSC's load balancer of the assigned station selects a DS
and forwards the distribution request to that particular DS.
2l6C Upon receiving the distribution request, the Station’s DS issucs

“replicate™ request packets to its neighbor stations, initiating
delivery of content portions to the balance of the SCDN in
accordance with the FDP protocol.




Bal ancer 1720, which selects an available DS, e.g., DS 1710-2 (anot?e{
ar bi t r WO pust?pht i ve one of 1710-1 through 1710-N). 2113 bPprkedSrs 2005
bl ocks fromthe specified files and updates the File Mt adata Dat abase
appropriately Figure 21D illustrates the recei pt and update of content
provider information. Table 4 shows-the station interactions: Table 4:
Station Interactions in Figure 21D Reference #Interaction Description
2114AWhen a new content provider is added to Content Managenent application
dat abase, or when the content provider's information changes, the Content
Managenent applelEagiens senlfystamioncohtesnipt pf aviepheaté nfquiesipaket to al | the

stations.d Q | ancer 1720 receives this packet. 2114BThe DS
| oad baﬁ3§n%g%9§#§%gyﬁqtgsgﬁ%ﬂe 255‘%‘3? é"%{“%\ﬁg BIREEA8PHar ds the "info" packet
to that particular DS. 2114CThe sel ected DS updates or adds the content
provi der Table 3: Station Interactions in Figure 21C WD 02/35799 .2 5 APR
2005 PCTIUSQO /32638 -75 2114D information into the Content Provider Data
Tabl e. DS sends information packet to all its other neighbors Figure 21E
illustrates the recei pt and organi zati on of content portions in the
primary station assigned to a CMS. Table 5 shows the station interactions:
Table 5: Station Interactions in Figure 21E Reference # 2115A



2115B 2115C Interaction Description Wen a new file is uploaded to the
SCDN, th e Managenent application issues "put" req I Rt
the file tarée éd to a DS of its assigned station. Load Bgﬁihggﬁgﬂﬁé%g RPR 2003
receives this put request. he DSC s | oad bal ancer of the assigned station
‘selects a DS and forwards the put reﬁtest to that particular DS. The DS
sel ected by the DSC s | oad bal ancer /ides the received portions into

bl ocks and saves the blocks into it shared storage and creates entries
into the File Metadata Database. (The Content Managenent application then
I ssues a "dIStrIbutlOq%bk?ﬂugﬁhohqnghﬁhgﬁgﬂI$$L@616i|e in accordance wth-
the FDP protocal.) Figure 21F illustrates recefpt of a distribution request
and the i ssuangBefskenca #r ¢pl i cat e r elpteadlion Tasteptenshows the station

interactions: Refmpirence #133dBAlhtdFrRk&ivelaRERidie ézlaégton I nteractions
in Figure 21F | BFRIEACTT 0N cfgﬁza%rbamse»c?@e% JiohSlt | Application

connected to the assigne sjles a

"di stribution"| request g‘é cg?vprc%dﬁ%reg 13 F’écqflﬁ“é%@dmﬂﬁﬁ'éhh th the FDP

pr ot ocol . TheitDSC.s Load Lancer 1720 of the assi nnpd Stat) on (I . e.,

Fi gure 21F) regdihFs thi ;bef:BtSriBW‘éﬂogﬁtr@qmstoretﬁheems@betehbad bal ancer of
t he assigned station_ sel pbbs mubiple stadordsanwae distribhgodpsthr i buf i on request to

that particul T.?JDSG ‘Upon retrieval of the content, the DS creates

relevant entries in the Distibution Data database
| and the File Metadata Database

J

VECS File System Implementation and Initialization

Each VFCS Server maintains a private file system that implements a
distributed virtual file system. This distributed virtual file system provides the
illusion to an Application Server (AS) that the VFCS Server locally holds as a
contiguous atomic whole the content file that the AS desires. when in fact the
content is generally stored in blocks across multiple volumes across a network of
stations. Furthermore. portions of the content may be in transit from other nodes
of the SCDN. Each VFCS Server filc system implements only a skeletal tree
structure and additional file metadata components are added on an as-needed and

) ’} ' just-in-time basis. Important to the understanding of the present section, these
additional components are only added at the particular VFCS Server where they
are required. In the remaining discussion of this section. matters are described
from the perspective of each VFCS Server. Unless otherwise indicated. the
behavior described is independent of the existence of any other VFCS Servers.

The distributed VFCS File System may be implemented in a number of
ways. In one embodiment of the invention. it is represented by a Unix VNODE
structure in which a node is either a directory or a file. Each VNODE has a

unique identifier that represents either a content provider or a content vendor file



Upon receiving the distribution request, the Station's DS issues 25 APR 2005
"replic " est packets to its neighbor stations, initjati livery ”
of cont é&l?oﬁéﬁgyons to the balance of the SCDN in accord%ﬁ%@%’?ﬁﬁqghe FDP
protocol. WD 02/35799 PCT/USO /32638 2 5 APR 2005, -76 Figure 21Gis an
il lustration of receipt of a repli ca7te request and the issuance of a get
request. Table 7 shows the station inferactions: WO 02/35799 -77 Table 7:
Station Interactions in Figure 21G PCT/ US01/ 326312 5 APR 2005 Reference
#I nteraction Description 2116DLoad Bal ancer 1720 receives a replicate
request 2311GEREDRSA @écm&@ér@%@ﬂdé?fﬁlébﬁé&l?fbh%ﬁé@écﬁ%@r fiz and
forwards the replicate request to that particular DS. 2116 e DS issues a
"get" reqpethtthatgs ertaded watht itecantett pravidermame.t i pl e stations in the
di stribution path. 2116GUpon. retfrieval of the caontent, the DS creates
rel evant entri &SP Clﬁ&&r‘{‘%gkpgrﬁeﬂéﬁéP&é‘(f"&lﬁ%%ﬁéﬁ?&lc?mé‘“lﬂr‘l'%t Met adat a
Dat abase WFGr hhhes oY Sh&cbHRhEPRAIARL ! iflctdr! b7 3hd h VFCS
Server mmintains a private i+'e syg{%‘iér?]%tahﬁ'?g?dﬁp%drinq%ggap PSETi but ed
virtual fpreyvideystaoh ciiest phosider dubidedctory tanading bliet 6§ tiaeprgviderisdes t he
I 11 usion H:) a&@gpl I catiaon Server (AS) that the VFCS Server |ocally holds
as a contfSu A BRVEC OIS erHS e bRkzed: the MEES Sravenameesass thielistr es, when in
fact the oo @BhtehS pRYVGAhintesS 10 'oer 1 RLASKR BRS QS&FH‘%’#A\J%? volunes
across a network of “stations. Furthernore, portions o e content may be
i n transidirdatarinsoHoese verothe sonteht froeidSGEDdntdndfiles WGt SeiMefedihkes system
tree

|[r}3l ement t?le%lé/s ger%léx? ils?;[liztiilalized. Rather, they are populated upon an Application
Server request for the content files or notification from the DS or sequence server
as popular new contents arrive. This process is referred to herein as “selective
and dynamic initialization”. In accordance with the invention, the particular
elements selected for initialization and the time at which they are initialized (at
initialization time or at run time) are selected based on system performance
concems.

The VFCS Server maintains several caches in its main-memory. typical

examples include:

1. a cache for content provider information.
2. a cache for content provider file information.
} 3. a cache containing portions of the framework of the VFCS File

System (i.e., the VFCS VNODE data, but generally not the entire VNODE tree).

4.  a cache for "pre-fetched" blocks that are used to increase the
performance of the assembly and multiplexing processes.

The VFCS Server periodically checks the Content Provider Data Table
and the File Metadata Database to determinc if entries in either have changed and,
if 50, updates its caches appropriately. The periodic check could also be realized

_ by a notification mechanism initiated by a DS or sequence server to notify all of

the VFCS Servers when any entries have changed, such as when a new file is



structure and additional file netadata conponents are added on an as- ered%ggz
2005

and justwionzissy® basis. Inportant to the understanding of ddieudis ‘fg,g
section, these additional conponents are only added at the partl cul ar VFCS

Server where they. are required. In the renaining discussion of this
section, matters are described from7he perspective of each VFCS Server.
Unl ess otherw se indicated, the behavior described is independent of the
exi stence of any other VFCS Servers. The distributed VFCS File System may
be inmplemented in a nunber of ways. In one enbodi nent of the invention, it
is repr eseNP@@dtﬁlolaWhﬁnwmlNKﬁiEhmhaeuqmumd (discaédYho saveaeragssgicé.her a
directory Wk fi uni qg_ﬁ i.dentifier_that represents

Eac
either a content’ l%?%{fl ﬁ%‘? S‘Brveéatt? ‘%Wcseﬁa e fqr whichyipe §ig mistagota
PCT/ USOl / 32f3fnatibh ié RotiNeacERNk V’ﬁc%%?\!’efr'vgnﬁ%ri%ﬂqﬁc PeMdgLetlibe can only

be retrieved using a file path that Is enco t's cont ent provi der's
name. The fremthdﬁ@ﬂ@c@rofetummﬁenmemm prilevmt €ourid'e system cont ai ns

alist of the anes qwdeach&%%tent prOV| der_and .a subdirectory for each
content provi dat "R Gk fhe P BRliga the YEES ﬁ%@t’&?‘}‘t%@)ﬁ%"&r‘:wc list of
that proviger's fil es. Wien its private file systemis initialized, the
VFCS Server accesses the list of the content provider nanes in order to
initialize the tont eﬁbnwnol?tqi'éader NiimreeCachei @mteritipyeiddr, natiieeandd; ent
provider's contgnt f aﬁare nat i n| tialized when the VFCS Ser ver is

initialized. Rather, mg Ga p@l S 0age-Jdbb nusbengd tagks. iwmbesef ver request
fgg t he comb@etpei‘-trh@@ 1RE oﬁgiwlif)da%hb%eHeﬂmﬁIQ%uﬁfbe% FRSAEIGE P 7!

ul ar new contents arriveé. ThiS process IS referre her el
"sel ect i veresiding ldyhﬂashaoed S‘ftptagalﬁyzam on". In accor dance with the i nvent| on,

th t I el ted f t d the t t whi ch
they are ini i1 zod PQYSHRCEFa BanVIS VNDISE it ombnsimatbrac o sel ot od
based on sm&emmfefe%ﬁamﬁﬁdlecqm%dﬁo ke VGPI9BE uipdBEOLRI o Several
caches in its main-nmenory, typical exanples |nc cache for

content prhgoildéesa ¢Q11’St31mtm'fheohf:00nd layer" of the tree mcludes the content provider
nodes and the content provider ID is used as the handle. The “third layer” of the
tree includes the file nodes and the file ID is used as the handle.
4. Pre-Fetched Blocks Cache: blocks that have been pre-fetched to
be used in the assembly and multiplexing processes.
In an ideal environment where there is unlimited memory, performance
could be maximized by pre-populating the VECS Server's private file system
) with the information necessary to support an AS request to any file stored at the
station. However, in the more general limited memory scenario. "selective and
dynamic jnitialization" and "selective and dynamic caching™ are done as
described previously to achieve the best possible performance. The VFCS Server
reads the Content Provider Data Table and the File Metadata Database from the
shared System Storage 1530 during its initialization process and caches portions _
~ of this data in its main-memory. Upon servicing a request by an AS for a specific
- content provider file, the VFCS Server will augment its private file system to

include the particular file’s attributes. The VFCS Server obtains the additional



2. a cache for content provider file information.
porti oMo B¥3¥Me framework of the VFCS File System (i.e. Pc*rﬁl?sl)l\/fz@% VNODE
data, but generally not the entire VNODE tree). 4. a cache f

"pre-fetched"” blocks that are used to increase the perfor mance of the
assenbly and nul tipl exi ng processes80-The VFCS Server periodically checks
the Content Provider Data Table and the File MetadataDat abase to determ ne

if entries in either have changed and, if so, updates its caches
eri.odj c check coul d al so be realized by a notification

appropri The
mechani s?}hﬁartlti P! @p"’fi‘f}“%“ Jﬁlﬁg”d]ﬂe Equetsdaia et wes cacbedhitrdpthalFcgf  the VFCS

Servers S&@bramitig when a new file is WO
02/ 35799 -79 PCT/ u%%ﬁ?‘gi%”%%@&%@%wﬁfwa%s@um ISfRaRtareddnd file has

been pr dﬁéd’ﬁ@ﬁ Serxedegivite fBaytah Whaoe opl i cation Server
g E%Q%Fres{ g}ggfﬂg”ﬁ?&%tl on i s not

attenpts, {0 E%sé_!afllefor which the file net
in cache. ?"ﬁ ilgbay pet egpiapsassed Forta lohgpéridceofitim@iot accessible from

the SCDN before returning an error indication, "file not found". In one
enbodiment of the invention, the VFECS nay nmai ntain caches such as 1.

Cont ent Gy initalizsine PeaeHate cont ent provider nane and ID. 2. File Nane
Cache: file nane, |ID, number of tracks, nunber of blocks pertracks, the

origin location of the nedia file, nunber of bl ocks currently residing in

the shared Stp 882 I I n an VFCS VNCDE tree

enbodi ment , té):t'?tg(:h nodZ‘T"?f\r‘y’f‘%"“"f sge{a[émﬁgﬁﬂlv CSﬁ%vqr@gqfomm the "first

I?}/er" geringiheRES almhllzhﬁonmlaédsﬂnlagc&d&fgg%ﬁ, emm% C pl?vl ayer"” of the
e ent g IDis

useg ;2 caeerlef‘rsl%\%?g?gg O%'hgus- {Iﬁgsggpllgrg;@ﬂggrgﬁim&l% ;Iwr:@C?MTAB)JQ&ﬁ etshled‘?'rl e nodes
C
fhat have boen pearer seibeefell Hekon'sr Phevde it sbinmes el 1 p exing
pr oces J@ée Metadata Database are mounted in operation 2201 in order to provide access
their data. For purposes of this illustration, assume these files are mounted on
/mp/metadata. In order to access the entire set of blocks available in the storage
system, all of the content volumes are mounted in operation 2202. For purposes
of this explanation, the mount points are /mp/blockfiies, e. g../mp/blockfiles/vl,
fmp/blockfiles/v2, etc. The VFCS Server initializes the content provider’s name
cache by loading the Content Provider Data Table i into the cache (e.g., operation
2203). The Content Provider Name Cache includes the content provider names
) and IDs. In operation 2204, the VFCS Server begins building the file system
Cache. At this step, the structure of the file system to be exported may be
initia!iz’cd. One embodiment of the invention may use a Unix VNODE tree to
Tepresent the In-Memory file system. Thus, the initialization includes the
creation of a root VFCS VNODE for the cxported root directory and the
assignment of a constant handle to this directory. For purposes of this
explanation, the exported directory is /export. The VECS then. as indicated in

operation 2205, continues to build the file system Cache by creating the Content

Provider Directories, i.e.. the content provider VNODE data and structure are

3. a cache cont ai ni 2@ APR 2905



In an ideal environnment where there is unlinmted nenory, performanc 5%%%351
be maxi mwed2py79pr e- popul ati ng the VFCS Server's private fbt@,{gyﬁgggg o
the informati on necessary to support an AS request to any rile stored at

the station. However, in the nore general |imted nmenory scenario.

"selective and dynamc initializatign® and "sel ective and dynam c cachi ng"
are done as described previously to achieve the best possible performance.
The VFCS Server reads the Content Provider Data Table and the File

Met adat a Dat abase fromthe shared System Storage 1530 during its

i nitializatibalizpdocd®s amdpitacthesCopoett Bnsideaf Dirbitsrigkatikei the i fofm

mai n-mem)ry._ Uﬂfn ser&c} ng@ reques,)t by an AS for a sgeci fic content

provi der f158CYReTYRES ‘CEPULFP-HANEZn fYrenkherg ds gpe VANGDHE Fas enght em t o

i ncl ude t hgjrBabty WAT-N I : . ver _obtajins the

addi tional WO 8%/%%878\% Mé]g%PééT%E gi‘%g%g%és "}F?ﬁ)éygtg%rﬁsg?jteu%?%‘r tion from

the file netadpleaStutat Xias comtettgaodded gl itsyeroVideSID SeYI28T. WhiRbhi al i zat i on.

The additi onial f.ile-speci {]i ]g;ﬁi nformation is maintained in the VFCS
Server's pPRRIGEBOT PPeeses dheiugin ¥ difsstory dising ity sarpaya Rengle ofH@4 isenory i s
low and t heufhb@ das AplicResn b pesiog of Line. VFCS
Initialization Proced eICFl gurgﬁggﬁflgqggﬁlcgﬁvaggg%?:a%’%f gt‘ﬁzgeséﬁg‘la’eati ons of a
VFCS Ser ve¥tuger Kodinedoryd i iwhicht bese VEGSnienict haaldiezeft 1 Zispfedeii&s I accor dance

with an enbodi nent. of ‘}Pg.&/ pgé,sent invention. In_this illustration, network
attached SIRTHER 434Rs) indledizeghe GanentiispvidpeFdnNemg (Gache-aber system The
Cont ent Prgyi t : ' . t se. are nounted in

. tRRteEda ey Midile o S MESANHA (]! 30Oy Boaes of this

opéeration 2201 i'n order to provi de acce ropar

i | | ustrat iroemonsauaitebiline of filt haseaned MufdredcioBontédprodtiadainithd N order to
access th .&%i r ﬁ%tsgﬁ%f bl ocks .available in the storage system all of
the cont erft " VOF'Afia 4Hou dpes ngs ereate thy VIYDES ksthesufijsogel of this
expl anat i QRey 5BGCORYS. RIS 0a" g& {) | e / %bl ockfiles/vl,
/ mp/ bl ockfi Iyes/ v2, etc. % \/llg%g9 e?ggreb%% #gﬁ?tzﬂeessy egl' c@ﬁ &t provi der's
nanme caclesampielafdstleg)ivehed Gpmirrictcaliny'i, dle), tHeakehel kit areisBlettel fr Cache
(e.q., operat‘ion e
populating and when they are populated (at initialization time or at run time) are
determined for performance reasons.
VFCS continues to build the file system Cache during run time when files
are accessed. When an Application Serveraccesses a specific file, for example, .
fexport /cp_namel/file_nameX, the VFCS Server servicing the request looks up
file_name in the content provider file_name list, creates a VECS_VNODE for the
} corresponding file in both /export/cp directory, and obtains the list of block files
forthe file. Atthe same time, the VFCS Server issues a "prepare” request packet
to a DS via the DSC Load Balancer. After the DS downloads the requested
content portions, stores the portions as blocks, updates the File Metadata
Database to reflect this: and afl ter the VECS polls the File Metadata Database and
recognizes the blocks are present in the Storage System: the VFCS Server reads.
assembles, and multiplexes them and sends the content to the requesting

Application Server. Each VFCS Server performs read-ahead caching to improve

performance.



2203). The Content Provider Nanme Cache includes the content provider nanes

and | D¥O az3s%99er at i on 2204, the VFCS Server begins build | € BYS -
Cache. At this step, the structure of the file systemtgb({)igu‘ééd;%%ﬁsed errgyhggmﬂg’
initialized. One enbodi ment of the invention may use a Unix VNODE tree to
represent the In-Menory file systegm. Thus, the initialization includes the
creation of a root VFCS VNODE for the exported root directory and the
assignment of a constant handle to this directory. For purposes of this

expl anation, the exported directory is /export. The VFCS then, as indicated

in operation 2205, continues to build the file system Cache by creating

t he Con Pr Qi deliD Directories, i.e., the content provider VNODE data

and struct us’rfé"% E“MOFHEFIEFo9 -s1' L2 5 APR 2005, PCT/ USO / 32638
initialized. For exanple, the Content Provider Directories take the form
[ export/cp_nanel, /export/cp_nanme2, etc. There is one VNODE for each

directory an#figure2hshestsshoVFESSerdiropetations pesfdrved BhANE A8itirse.| D Suppose,
provider and its provider IDis "123".

for exmlﬂe lﬁ%{di 0 X‘%s a_ cont ent

When an' &pETi AR 8oL STNEL BRI UERR AasesOG MedihecWGS firstshacksitos name, a
handl e @k ilthidrd & a Acle . i [ The appl.icati,on can al so use
"123" to z;c_cegs i he léﬁbﬁg%oh% %‘Pﬁ%%gysﬂ% ﬁ%} Teh! 8%%5‘1,'0 “filfmer i ¢ handl e of
123 i s Whtrgiibel VECS Seoyrrddicsses BR0fiestirCohethet h #FCBafodeBRisGapt ent  Provi der

File ., For | e, the VFCS Server obtains a conplete or

parti al\tlﬁ H?FS%E} ﬁ?géjﬁ%gfen@éggge%ﬁﬂweg\?gﬁt%ﬁ@& gtheryisé.iit proceades and | Ds for
each capkepR3pr.oNi 290> - El abase, .VFCS does not
c-r%at et heBVNCDEs sg?r jzdﬁgg@ev i I&’ecél:l hﬁmc:}fﬁE ﬁﬂ g}e\?} ar eacgﬁgoe%%%rﬁl.mq n operation

2207, VEmseripbrithe filssexfists dn shestaehe (Th] SodsTh@RelMXPPNE R1@5datsel ective and
t he caches that are selected for populating and

2207, VFEseRIpEhe |
when Ry U BablfATUbmetadefagia e W TS Serereronsedsto pprmatianre) ar e
det er m2008lah@feaBOIHC G RNIE RS I3 RATse. R IROHIT Fud Selilidhdof e F11 € system

Cache during run tine when fi

the file.mn the File Name Cache and then proceeds to operation 2304. However,
if related file metadata already exists in the File Name Cache, the VFCS Server
proceeds immediately to operation 2304. where it creates the VEFCS File System
node for the file. After doing this, the VFCS proceeds directly to operation 2305.
In operation 2305, the VFCS File Server checks to see if there are any
blocks for the requested file in the Pre-Fetch (transient) Block Cache. If there are
ﬁ no such blocks, the VFCS Server proceeds to operation 2306 where it reads
: ) blocks associated with the requested file from the Station’s Storage System, sends
a "prepare” request packet to the Station's DSCto repopulate the missing blocks,
k performs aread ahead, and then proceeds to operation 2307. However. if there are
one or more blocks for the requested file in the Pre-Fetched Blocks Cache, the
- VFCS Server proceeds directly to operation 2307 from 2305.
In operation 2307, the VFCS Server assembles and multiplexes the blocks
and forwards the data to the Application Server. VFCS may perform read-ahead

caching to improve performance. Furthermore, the VECS Server does packet



are accessed. Wen an Application Server accesses a specific file, for
exanpl e, woexpsmé /cp_nanel/file_nameX, the VFCS Server segﬁtﬂsgg 1 5 APR 2005
request | ooks up file-name in the content provider file-n PEP28¢ 1 eat es
a VFCS _VNODE for the corresponding file in both /export/cp directory, and
obtains the list of block files for.gghe fi le. At the sane tine, the VFCS
Server issues a "prepare" request packet to a DS via the DSC Load

Bal ancer. After the DS downl oads the requested content portions, stores
the portions as bl ocks, updates the File Metadata Database to reflect
this; and %H%&ngttﬁéhwdgamt@y froen badkeerdetalat ao PAInabAS @paftdiriohecogni zes

t he bl ockswﬁhgutq; ?ft:?nt i.-n the Storage System the VFCS Server reads.
assenbl es, an i |6P@Q8%’ t hem and sends the content to the requesting

Appl i cation Serwden isagizof @R . read- ahead caching to inprove
per f or rranc(lgzi.)r&V\D 02/ 35799 - 82 VFCS Fi ‘l‘é;g%étg{é‘s ONSHBY A dRRt N oseBnaidhE / 32638 2 5

APR 2005, gt rogidendivestariee inMRESrsBewy elye it VPOS Fggrsg,?&mqg%duri ng run
requests access to a file, the VFCS first

tine. W . | i i
checks to TEirRBygIEF bnrCE BIasyerh rpcantiias e comeapiEsider fie System | n
oper at i on d2@0tbries ‘dﬁlﬂérsqidﬁuFa&%edyﬁ%?i?m}égésc%q%{qgg%ﬁ%g},gg ! %gﬁ% whet her a

VFCS node ,exist for the fil eds io step

2305, ot hét #plga cathe yher tedie it wqatsegd BIAR. ApYlicalisP s3I0 thh¢RACS exani nes
' for the file exists in the

its File e_t termne jf an entr

cache (i. g_g %ﬁ@gpﬁeﬁ%ﬂﬁgﬁﬁf Biftadaiadroyp thriBileMemdatatTrtabaké, cacherttlisat ed fil e
me} adat a exbahRiont Red Wekereal! Ma 848 operati.o and reads the
Fi'l e Met adat a Dat abase, caches%talgtgél?gl'at egﬁﬁof@eﬁféﬁg?a\;?ggﬁ'@he file in
the File Ru#eMCa¥MNOREdreehémcpnddeddanicheans i vBrsaafdsydaneysr . i f

rel ated f%srgetrgedrata al.r ead}/,,exi sts in the File Nane Cache, the VFCS
Server procaeus § i PERITe st packesio a3l Dahandeperforms Sahds t he VFCS

Fil e Syst#adnogi@ati®s dnbi€itfrddcGes Bk & ' this, the VFCS proceeds
directly to operation 2305. Icncsoperg iogﬁ&e;glﬁa the VFCS File Server checks

to see if therEheanembenef pre-fetched blocks a VFCS Server caches depends on the
local memory availability in the VFCS Server. The third layer of the VFCS File
System may be pruned and the Pre-fetched Blocks Cache may be flushed when
memory is running low. Depending on memory availability, the VFCS Server
may cache a complete or partial set of these directories;. With limited memory,
it caches the file metadata for onl y the most frequently accessed files and then
) updates the cache regularly based on the recent usage information.
} To support a specific number of content providers, say XCP, a specific Y
number of content provider files, say YF, and 2 number of concurrent users, say
ZU, each with N number.of pre-fetched blocks for best possible performance, a

VFCS Server is conﬁguréd_ with a memory size using the following formula;

Memory Size in Mbytes =
: VFCS Server OS Memory Requirement +
VECS Server Runtime Memory Requirement +
XCP*(Memory Required foreach Content Provider Name Cache)

YFf(Memory Required for each File Name Cache) +



bl ocks for the requested file in the Pre-Fetch (transient) Block Cache. If

there awe o2m374uch bl ocks, the VFCS Server proceeds to Opf?@’g@g?fz’%gg%w %35

it reads blocks associated with the requested file from

Storage System sends a "prepare" request packet to the Station's DSC to
repopul ate the m ssing blocks, pergprns a read ahead, and then proceeds to
operation 2307. However, if there are one or nore blocks for the requested
file in the Pre-Fetched Bl ocks Cache, the VFCS Server proceeds directly to
operation 2307 from 2305. In operation 2307, the VFCS Server assenbles and

nul tipl exes the bl odksXCRrAYFpt (fzesf VNODRee) 2T Rey ApRldc£ 84PN Server.
VFCS nmay performread-ahead caching to inprove performance. Furthernore,
t he VFCS Server does packet WD 02/ 35799 -83 PCT/ USOX/ 32638 5 APR 2005)

spoof i ng QonihiPRbASH R Shd B&hh : o o front-end
application wt houtla%uf fer c%eﬁﬁlérﬁgb@%gerﬁ}gtleﬁ gefagegdd?oqlﬁe VFCS File System

contains aro nd. t he ntent Provider directories in the first two .
| ayers of t he%gg%Fﬁe%ggeéﬂ%gr‘%@m?W ¥R T4t vioplsothat RBowrCS Fil e
Syst em t (Bahe oindi GBari $‘@D‘P~pﬁ.te.e.Qtscpﬁ@/ﬁrgefde@'tb?m}r?l?é Egﬁtgrqtltpef-g\él fgrd IS

popul ated dynam cally. If a content providér"s e"S neta is not in
cache whaitopRls and|(@) fhe cortgnbptorities toamanypp lthaiafilesrin 8er SEDN. tTe VFCS  Ser ver

nust rea i.le' s netadaja fromth il e Metadata Database, cache this

i nf or mat &gins?g(égneaé t%’gn”%‘iaz%t%?%ﬁﬁtﬁ?%tﬁ‘gHE@“MEIWOSC% fEprentn t he VFCS
File SysaamgemeMAbplica8sns ENGE dBrd bt Gdl . to the VFCS File System
th VFCS Server sends a "prepar e"a req élgstta%%gﬁtgﬁgtbg Té)ufeodc% ‘%%s, and

pef f or nsdPPrepeite §REREStabpr(sht i ons until it reaches the end of the file. The

nunber of pre-getc ed bl ocks,a VFGCS Server caches depends on the | ocal
menory avai | apPTePyMPR2geRE /AeR!egliops pxecytsd n i kenuSapver paudighe VFCS Fi | e

i S Ly T R Uy
may cacHeorderdoMpinegenant paplitaionstat afketihes @itfler &t A1) &5 -Coflddp | i mited
menory. Management Server (CMS): (2) a combination of the CMS and the Content
Provider Client System using program objects such as épplets and servlets: orany
combination thereof. ,
There may be one or more CMSs in an SCDN. In addition to typical
resources such as processor and memory, each CMS has its own local slorage -~
devices on which various content management related databases are stored.
Each Content Provider uses 2 specific CMS. The service provider assigns
the CMS used by a Content Provider to a specific Station. What this means is that
the assigned Station processes the CMS requests that result from the execution
of the Content Management Applications by that Content Provider. In one
embodiment. one of the DSs in the assigned Station’s DSC is selected by its load
balancer to process the CMS’s request. In addition to data related to Content
Management Applications being stored on the CMS’s local storage devices, other
such data is selectively stored in either the station’s Storage System or the
station’s Control Unit's local storage devices.

Each Content Provider may be assigned to only one CMS: howevecr, more



it caches the file netadata for only the nost frequently accessed files and
then updeioe®/ishe cache regul arly based on the recent usage |l i Of.
support a specific nunber of content providers, say XCP, ae%(t)@ﬁlg?g‘wgﬁ HPR 206
nunber of content provider files, say YF, and a number of concurrent users,
say ZU, each with N nunmber of pre-fegghed bl ocks for best possible
performance, a VFCS Server is configured wwth a nenory size using the
following formula: Menory Size in Mytes = VFCS Server OS Menory

Requi renent + VFCS Server Runtinme Menory Requirenment + XCP*( Menory

Requi red f dhakaehConnuiehovidenuiagdre dNsigredachesamYCNIBE PRk eRagyi £ ed for
each File Cach ; + WD 02/ 35799 PCT/ US01/ 326382 9 APR 2005 -84-

( 1+XCP+YF) éP%Ye"‘ﬁ be/Agsesncdta @yStatin whegethg Epatekt Biozialer Gonapodd Publ i shi ng
and Managenp&y i Qe Tool s The Cont Managemnent

Appl i cations arngnghai te of %&ﬁ%gﬁgﬁg%ﬁ%’\% 1S 351gnGaie ”o% R CHS scoN

(i.e., a s@mmgetewwﬂodenbPrtomdmnﬁgﬂnamtaaatheqpm.@%onﬁ&@gmp&cand (2) the
CDN. The too

.manage their files in the S S access and

cont ent prov_'.dgé %'o i
updat e dat S"WECSATPHNRYS BH FFGHOS LsgandRIDR inBohpaiet, fddnagpieni
Appl i cati opg . . kets to be routed to the appropriate
SCDN st at i on?g?gg%bg%f%%sgkfaﬁggg%&eg%wgﬂ?%@ thsasseiater statowsi ent / Ser ver
par adi gm Rescirce Masigearht Sutisybtoeh) @dnAetPRNBR NS ‘&#cﬁ?ﬁ Sokflngystem i s

t hat

used to invoke-a Cantent Managenent Application xecut®es either on:
(1) a Cont ¥ WEEsdRivER#t aselog each covynt pt¥iden. Toattontint Manageride OMS and

the Cont endervEr QUi [ . tem,usin rogram obj ects such as applets
arid serviets: orggﬁggs tcor?giﬁ;na I’i)f%np?ﬂ??é%g.r p?ﬁ%FéhPr’é&ﬂSUé thp&optenore CMVBs i n
an SCDN. |Rroaiddr DamrTdbée.t ypi cal resources such as processor and nenory,

each CVM5 has its own | ocal storage devices on which various content
managenent rel af ¥Puidsrmen dansgemens qplications are used for entering and

managing content provider information, the content's meta information, and the
actual content. Applications are also used to retrieve usage information and

performance statistics of the storage system and content.
Content Management Application Tools

The Content Management Applications include tools that may be located

on the CPC, the CMS, and the SCDN stations. These tools may be in the form

M’

of program objects, e.g., Java applets. Some typical tools are presented below
with reference to Figure 20.

The Content Provider Management Client is a tool that provides User
Interface for content providers and operators to update content provider
information that is stored in the Content Provider Table in the CMS system.

Content Provider Management Server is a tool that manages the Content
Provider Data Tablc and sends information packets to the SCDN viaa DS in its
assigned station. The DS creates its own Content Provider Data Table in the

- Station’s Storage System.



Each Content Provider uses a specific CM5. The service provider ass'ﬁﬁ}r@ 2005

the CMcoumed7dsy a Content Provider to a specific Stationg ﬁﬂ@ﬁyﬁz@}.
is that the assigned Station processes the CVB requests? at result from

the execution of the Content Management Applications by that Content
Provider. In one enbodinent, one @-the DSs in the assigned Station's DSC
is selected by its |oad balancer to process the CM5' s request. In addition
to data related to Content Management Applications being stored on the
CM5's | ocal storage devices, other such data is selectively stored in
either the stHq gANEnSManagrenedy iiem o toblahatgiravidens §s&omtdifake Unit' s | ocal

st or age i ._EFach Content, K Provider may be assigned to only one CMS:
however ,fgﬁ%é@g%rgﬂtgﬁ@@éw U§8§‘7‘§‘§6‘§‘8" gogtcgnghg% stgBIge Wargeone Cont ent

Pr ovi derresmayeQgragg‘s&}gepgoﬁ@mtdgggégma CMS. Furthernmore, a OCMS may only be
assigned to a Station where the Content Provider can upload files into the

SCDN. Wen a Tsrtenentvendgterent Serassisgnedl that &t biithe: dMpeedr OPagat es t he

Cont ent rI13r¢vitdetr infornat@gqn and the I P address of the CM5 to the entire
SCDN vi &'G T etgudYianasgmsat s pokandippdisitiugon pervere it cofonurisaiep| e, A

Cont ent wWBpoPsShatd Skioh ; (1 nent of t{he associated
station's Resourc?e Ngng%ggngéﬁgg%gysgeﬁirﬁtgﬁﬁgsﬁs ut“(?gtth% s to roll up
st or age “dintiibutrdnaretitclaas dgemimehds) nithea thefCont@rMunagMan CliBhQybder . The

Cont ent I\{an %grren. eryer also uses the FDP "info" packet to propagate
changes"PRA(TAECH s fite ConteriManagement Sratsiréoo! Vistritwes (Contrgerts)Vanagement
Appl i catheams iR%EthH SRED O, GRLEL . mapagi.ng .conf gat proyider
i<-n190rrrati on, the cont ewlzsl%neat(ggélhﬁ%* %ﬁ%ﬁ,ﬁ@arﬁttﬂk& distribuie cont ent .

Appl i capdchnts. Slomtert ddansgemichOSdredsa@Meconih Brdvide? i Minafo g per f or mance
statisti CZ%{lOf .the storage system and content. Content Managenent

Appl i cat P FiRbTRUNECTHBRR dhits NatabesenaNbileppitensds distribitetioutie t ool s t hat
may be s@pat gl {, - .and the SCDN stations. These tools may
be in the for mD%}anQS%%rgé%g@gﬁ %gt&.g?t‘%’i‘?%l"%ﬁPE’t‘§%°@GH@“typi cal tools
are prasiutded thefilbwand their constituent portions in the File Distribution Criteria

Database and the File Metadata Database. The files and their constituent blocks
are stored in the content repository distributed in the SCDN, also by DS involved
in processing the request. The Content Management Server uses the FDP “clean™
packel to remove a file from an SCDN. When a DS in the SCDN receives a
“clean” packet, it removes the relevant information from File Distri bution Criteria
Database, File Metadata Database, and the actual content blocks from the content
) ~ repository.
The Content Usage Statistic Rollup Client is a tool that is implemented
“in the Control Unit of every Station. It forwards the content usage information
from the History and Statistics Repository to the Content Usage Statistic Rollup
Server tool at the CMS system, where the content provider is assigned. The
Content Usage Statistic Rollup Server tool receives usage and statistic data and
saves the data into Usage and Statistic Database.
The assigned Station's. Control Unit’s Storage Management Subsystem

periodically forwards the content provider storage usage from the content data



with reference to Figure 20. The Content Provider Managenment C i ent |?$ p ;
tool thatwwavisdes User Interface for content providers ar}&}ﬁ{f@r%tz%:g oﬂ‘ R 200!
update content provider information that is stored in the 4 ovi der
Table in the CM5 system Content Provider Managenent Server is a tool that
manages the Content Provider Data Tapje and sends information packets to
the SCON via a DS in its assigned station. The DS creates its own Content
Provider Data Table in the Station's Storage System WD 02/35799 -86 2 5
APR 2005' PCT/USO /32638 The Content Managenent Client is a tool that
provi des a BBestohicetifeaCentehd Praviddréhoraps el dgestst oA uDhast BRddel ete their

cont ent, Crﬁﬁéug orage usg&g, . reserve storage, check content usage, etc.
The Cont ent ﬁagoé’rlr@ Nt 8BIXEFelves Romgoysagn af thasosteaspraviersigsgbet ween  t he

Cont ent Managenesitesd Memt and. 1 he . di i bution server.. |t conmunicates
withaDSinits assig%gégésr?g{"i on ur'sF}nséglltegiéq:ﬁgr?ﬁﬁo'f%‘%Id%("e'.“&’. theysing t he
"put", "diGanténdBrevidersfitdrage Usapd Tameamands) . Wien the Content Managenent
Client tool upl o%dﬁ. a new file, the Content Managenment Server t ool
distributes (i.é& Biipgdeekind o Siatistigsetophats prowid@tDNevpart itfsmaaivingned DS

usi ng FDP 4 e ol I-hut a5 cket.s. nt ent. Managenent Server saves
cont gnt pr 5%%?&@% %%!niétt?g%?gsg%aéa b%g%?ﬂ%etﬁ‘f Uac‘\‘?%etaf’lr‘}lﬁﬁ‘l“f%‘ﬁg Sfabeseise in its

dat abase. Vhihl servéeerarehtonitent irstitdérd dineehistdinizl $nvore Nateh18t0S5S oig{b\éo' ved in
processing the distributjion request store information related to the files

and their COHRSHPICASIRS W thedheustamarhe File Distribution Criteria Database
and the File Metadata Database. The files and their constituent blocks are
stored in the content repository distributed in the SCDN, al so by DS

i nvol ved IHhsipatmnedshaDatdbass €gatess. The Content Managenent Server uses the
FDP "cl ean" packet to renove a file froman SCDN. When a DS in the SCDN
receives a "clean" packet, it renpoves the relevant information fromFile

Di stribution Crgb@&Ein is an illustration of the contents of the content management and
usage database of Figure 20. Two CMSs are used in this j lustration, CMS 2410
and CMS 2411, three stations, Station 2401, Station 2402. and Station 2403, and
two content providers, CPC-1, and CPC-2. In this example, the following will

be assumed:

1. CMS 2410 is assigned to Station 2401

o

CMS 2411 is assigned to Station 2403,
CPC-1 is assigned to CMS 2410
CPC-2 is assigned to CMS 2411

s

3

4

5. CPC-1 owns Content C| (hereinafter simply referred to as C1)
6 CPC-2 owns Content C2 (hereinafter simply referred to as C2)
7 C1 has been distributed to Station 2401 and Station 2402

8

C2 has been distributed to Station 2403 and Station 2402,

Given these assumptions, in this example, for CMS 2410, we have:
L. Content Provider Database includes CPC-1

2. . Content Provider Usage Database includes storage usage of CPC-1



Dat abase, File Metadata Database, and the actual content blocks from tfth APR 260
content wpapAstdory. The Content Usage Statistic Rotlup ClaEmsiiss2esst 00 |
that is inplemented in the Control Unit of every Station. It forwards the
content usage information fromthe Hi story and Statistics Repository to

the Content Usage Statistic Rollup -&rver tool at the CM5 system where

the content provider is assigned. The Content Usage Statistic Rollup

Server tool receives usage and statistic data and saves the data into

Usage and Statistic Database. The assigned Station's Control Unit's Storage
Managenentat Stdiypstden Stadph dddL and ptatimwidOds t he content provider storage

usage fromthe gonte L3557 87 PCT/,U 2 itory to
the Content Pr ogi derfgg‘?@t“c’é\@émiog mﬁ’d%ﬁg’?ba%'& d Sﬁ%é_’gb que(;,-‘?[@ orage t ool
agent onl yy¢recei ves storage usage of the content providers assigned to its

Content Managenment Server, it stores the storage usage data into the
Cont ent Provi deft St o€agenuﬂag$ Tad| Statintiasi Dhiahgset owludghdC HsStaxee st i cs t ool

are provide o ort info tion. d Statistics Database
and the USB Pﬁl&é‘f‘?‘&é“ %é@? 'ngﬁgfjﬁglg%@e and content
providers can CﬂJstOn&%@eCﬁlwo@elsﬁﬂﬁ&@d%rs&ﬁuﬁa%wtﬂn%wmm@é&@&I ons with
their custoners. Illustration of the Database Contents Figure 24 is an

i |1 ustr at ifoom Statione24@3nt ent s -of the content nanagenent and usage dat abase

of Figure 20. Two s, are used in this illustration, CV5 2410 and CMVS
2411, three steﬁqf&r{‘é 244 LiweRa¥EA01, Station 2402, and Station 2403, and

two content provi ders,.CRG dvid { 2ncilifeddps.£xanpl e, the follow ng
wil/l  be assungld 1. é%?vs ?91’8 ?Igggss;lggngﬂ tos Station 2401 2. CMB 2411 is

assigned to Station Qeliéht PrdideCPBage Daatss inghelds $toraglvisagé bOCPC-2
at Station 2401, Station 2402, and Station 2403

3. File Distribution Criteria Database includes Distribution Criteria
of C2

4. Content Usage and Statistics Database includes C2’s usage
information from Station 2401, Station 2402, and Station 2403

5. Since C2 is not distributed to Station 240L. there will be no record
from Station 2401

For Station 2401, we have:

I. Content Provider Database includes CPC-1 and CPC-2 because
} content provider data is replicated to the entire SCDN
2. Content Provider Usage Database includes storage usage of CPC-1

and CPC-2 at Station 2401

3. File Distribution Criteria Database includes Distribution Criteria
of C1

4. File Metadata Database includes C1’s file metadatla

5. . Data Blocks includes Cl's content

0. Content Usage and Statistics Database includes Cl’s usage

information at Station 2401



4. CPC-2 is assigned to CM5 2411 5. CPG-1 owns Content C (hereinaft@rg APR 2605
sinply retarozst7eo as C) 6. CPC-2 owns Content C2 (herei nedtrasoisszegd y
referred to as C2) 7. O has been distributed to Station 2401 and Station
2402 8. C2 has been distributed to Station 2403 and Station 2402. G ven

these assunptions, in this exanple, f-88- CVB 2410, we have: |. Content

Provi der Dat abase includes CPC-1 2. Content Provider Usage Dat abase

i ncl udes storage usage of CPC-1 WD 02/ 35799 -88 PCT/ USOL/ 32638 2 5 APR 200

at Station 2401, Station 2402, and Station 2403 3. File Distribution

Criteria Dat abasEiNelionedohbvehavBution Criteria of O. 4. Content Usage

and Statistics t aba i ' sa i t] from Stati on 2401.
Stati on 2402. _ a% St a?ﬁglﬁﬂgg%g?%r Béi[z??élge ﬂqﬁidgs E%?Jg?%c{ ¢ngrgt ed to Station
2403, there will2be ngohRaOP@vider UsagSDAtdbAL iRADGskRreMRRbtEpCie have: 1.
Content Provider Database incl udes C-2 2. Content ProviderUsa.-e Database

i ncl udes stWHAFCduSdation 28028-2 at Station 2401, Station 2402, and Station

2403 3. File Disfribution.Criteria.Dat e incjudes. Di,stribution Criteria
of C2 4. ContentSJI'Usagfé'léa;ﬁbS &utfond I?tggag‘?a}ﬁ%%‘é'cguﬁﬁﬁﬁ&b”&?“ ¥ite
i nformati ofiolamd Station 2401, Station 2402, and Station 2403 5. Since C2

is not distributed to Station 2401. there will be no record from Station
2401 For Stati o240 1EilaRdeirag@ Darabase incbedes R loandd@?’s Eidt miotsietai ncl udes CPC- 1

and CPC-2 becau%c.e Data Blocks includes C1 and C2's content

) 0. Content Usage and Statistics Database includes C 1 and C2'susage

information at Station 2402
For Station 2403, we have:

1. Content Provider Database includes CPC-1 and CPC-2

2. Content Provider Usage Database includes storage usage of CPC-1
and CPC-2 at Station 2403

3. File Distribution Criteria Database includes Distribution Criteria
of C2

4, Fi-le Metadata Database includes C2’s file metadata

5. Data Blocks includes C2's content

6. Content Usage and Statistics Database includes C2's usage

, ,} information at Station 2403

QOut of Band Signaling and Control

inone embodiment of the mvention, plug-in moduies are provided ateach
Distribution Node for the Application Servers to use and locate the “Qut-of-

- Band” signals. The plug-in modules can invoke remote control modules for
access control and value-added services. By providing such an infrastructure, the

distribution network allows content providers to control their content at the edge



content provider data is replicated to the entire SCDN 2. Content Prd\i R 2005
Usage Dawabexas7encl udes storage usage of CPC-1 and CPC 2 apcpiRli9R:2401
3.File Distribution Criteria Database includes Distribution Criteria of
Cl4.File Metadata Database includes C's file nmetadata 5. Data Bl ocks
includes C's content 6.Content Usag@gand Statistics Database includes d's
usage information at Station 2401 WD 02/35799 -89 2 5 APR 2005

PCT/ US01/ 32638 For Station 2402, we have: 1. Content Provider Database

i ncl udes g@ 1 and CPC-2 2. Content Provider Usage Database includes storage
usage of the ngiyprpmdprayidedanamiv wAG2d@eFidreicBi.stri bution Criteria

Dat abase-i ncl ud ' ihQution Criteria.of Q _and C2 4. File Mtadata

Dat abase i ncl udg‘gc%%é‘ﬁfé&dﬁ%gﬁ%“‘f?é%‘é%&*dé!%aﬁlagsmwgmrmmwes d and
C2' s cont eoft céneGareheBiddsAgsangst atd sty b | des .G and C2's
usage information at Stat igdc%)fl1 2402 CIForvagt%atg?Jgg %g\gg%sn\ﬁ%“hcgevgymf?“wnt ent
Provi der DRE2FAYeandniaragthslsadpGistnam i@REich. AynGare heMeWw M el Usage

Dat abase i; S or age.usage CPC-1 and CPC-2 at Station 2403 3.File
Di stribut i'gﬁé'%rgﬁ?sf %’?‘{' Bofat Hiad “‘r‘ﬁEPa SSighad plsp servievs Onotificatianeé C24. Fi | e
Met adat a Rehahdp@videed udes C2's file netadata 5. Data Bl ocks includes C2's
cont ent '



6. Content Usage and Statistics Database includes C2's usage inf orn'aﬁiﬁcq)npﬁ
Stati on MO32@8wm9 of Band Signaling and Control In one enbog'tqcﬁ}%ug%ﬁé APR 2003
i nvention, plug-in nodules are provided ateach Distribution Node for the
Application Servers to use and |locate the "Qut-of- Band" signals. The

pl ug-in nodul es can invoke renote camtjrol nodules for access control and

val ue- added services. By providing such an infrastructure, the

distribution network allows content providers to control their content at

t he edge WD 02/35799 -90 2 5 APR 2005 PCT/ USQOL/ 32638 of the network, and
provi de dyA¥hutly §laémediEst services. Access control includes

aut hentication and |icensing by region, nunber of concurrent access, by

user, etc. Value added services include dynamc |ocalized and targeted
iler insertions, and nore.

advertisenment inpsertion,, d m review and tr

The "Qut-Of -Bantjzl“ si Qd‘ng?e”éc?ld; OTS§F€'@§¥13§ canisat iOfﬁéféﬁiW!Q%' fileoit @nt

provi der s. pMRIRP6BAAZe dOdic¥iata ﬂe@wgkarida@@oh%ﬁ fET/ USOL/ 3263s5 APR 2005 1.
A nmethod for distributing content of large p yFo d filetoa plurality of

storage devices in aobfetnwmg kplvodiey ohivipck 6les gepredehaingidigert dfhtdrge ity of

bl ock fil f nting content  of | arge .payload file for storage in a

plurality io!f) foglpgﬁ% ersﬁoéggec'é'sa ﬁH%ﬂ%%ﬁWﬂﬁg%ﬂas IN3JeBYPtIady: said plurality

of block files wth sabdaidsabifivraBty of bURGE ggy ces:y .Stor said
plurality of block files i nngai aﬁpl uryal Ity of S orlg]ggglg \%/Fré‘ielg)pg%sed on said
associ at i GHyagedayices:

- storing said plurality of block files in said plurality of storage

devices based on said associations; and |
creating a virtual file, using said associations, for presentation to
a client requesting said file content, said virtual file providing an illusion to said
client that said file content is contiguous in said network node.
2. The method of claim 1, wherein said obtaining a plurality of block
files comprises:
obtaining said large payload file from a user:
evaluating said large payload file to locate a portion having
substantive content;

- determining if said content from said large payload file comprises
linear characteristics by determining if said substantive content is located at a
starting end of said large payload file:

generating a track [ile il said content comprises said linear
characteristics;

generaling a plurality of track files if said content does not
comprise said linear characteristics:

determining at least one desired block size: and



creating a virtual file, using said associations, for presentationstioAPR 2003

client wequssshs ng said file content, said virtual file ppeMithDs:a8
illusion to said client that said file content is contiguous In said

network node. 2. The nmethod of claim1l, wherein said obtaining a plurality
of block files conprises: obtaini#g-said |arge payload file froma user:
evaluating said |arge payload file to |locate a portion having substantive
content: determining if said content fromsaid | arge payload file conprises
| i near characteristics by determning if said substantive content is

|l ocated at a st ar HisAig ceR@nbFomprisss linsagehqrasieosticsfdiviatingmndraki ng a track

fileif [ t ' . d. i . ch .1, stics; ti
ol ural i (5ol SPREE 1 AT EopREL i e RBLS e nidl a1 | near

char act erdrispailin §Re6 Bhidi A Geadt ohLdElre @PRCHERE! & Dl OCck size: and 2 5 APR
2005 WD 02/35799 PCTIUS01132638 -92 if said content conprises |inear

characteristics. difvsiidioogtesdiddes netcmpiist Entar oereteaisdca dptidingl i ty of bl ock
files, FN.each . of id block files orrespond in size to said at

| east o\rllge?'gféigfsgl?l%ug ufﬁ’@%f?? &f“g‘bmcéﬁﬂlg?'?er%tsf‘ﬁf%@hﬁyé?%g“{ft?efn ehothegdhpri se | i near
char act eatsbi a8d blgE Fitlis R rre §RH iRkize 3 ShiPLUEAL irdd 16K idd €S to
generate a plurality of block fill é]sz \/\/néretlulné,4 gg%ﬂg%ﬁdstg%%ééck files
correspond in size to said at |east one desired block size. 3. The nethod

of claim 2. erei,n said d sifr d bl,)oc si.ze |s determned by selecting a
bl ock size t o maxiMezB YN QT SHFe 2wt s st desierdabioeks sigants mum

transm gsie@Rinddidy séecti MRbAO i, 1oChnatif; F §de S rk has a
pldrality of di syt ri bul'}‘i%g% nodesl ang sai lglléeg%%d&ﬁ%(%c\ghgﬁnz%w\g det erm ned
by sel eotivwigk'amak ool transmission unit. )

4. The method of claim 2, wherein said network has a plurality of
distribution nodes and said desired block size is determined by selecting a block

size to minimize congestion at said distribution nodes of said network.

5. The method of claim 1, wherein said associating said plurality of
block files comprises distributing said plurality of block files amongst said
plurality of storage devices such that said plurality of storage devices are load

balanced during input/output operations.

6. The method of claim 1, further comprising storing said
associations in a file metadata in said plurality of storage devices, said
associations comprising information for rebuilding said large payload file from

said block files.

7. The method of claim 1, wherein said network comprises a plurality
of nodes and said plurality of block files is obtained from other nodes of said

network.



size to nininize congestion at said distribution nodes of said netmg%é.AgR 2003

The nethdﬂoﬁﬂﬂeﬁa!n1lz wherein said associating said p!urahkhyUgﬁBzg%pck
files conprises distributing said plurality of block files anpbngst said
plurality of storage devices such that said plurality of storage devices
are | oad bal anced during input/outpst3-operations. 6. The nmethod of claim
1, further conprising storing said associations in a file netadata in said
plurality of storage devices, said associations conprising informtion for
rebuil ding said_|arge_ payload file from said block files. 7. The met hod of
claim1, wherei 'saignﬁéﬂﬁﬁﬁﬁ elomgimseswhersinusaili ¢ryatimyf a nddesl AR sai d
plurality eémblagk files is obtained fromother nodes of said network. 2,5
APR 2005 WD 02/ 35799 PCTNS01/ 32638 -93 8. The met hod of claim®6, wherein
said creating a virt wataifing & foR@Mni 586i oy b tion.about said

| arge payload file fron1sa%d file netadgﬁggﬁ%sﬁﬁgmgg?%ﬁ?ﬁv%gg@@ion to

construct XetAdpiayal representation of said l|arge payload file. 9. An
payload file to a plurality of

apparatus for distri Lng.content of |arge t

st orage devices in agﬁé%a‘gﬂ{&ﬂgﬁﬂgm&g%??sg%ﬁbq vigHal represppiasioniof saidser vers i n

a first sdnsgerpagloadtfidé. of a network node obtaining a plurality of block

files representing content of a |arge payload file for storage in a

plurality of storage devices in said network node, said one or nore first
|l ock files with said plurality of

servers associ ajing [ lurality. of b
st or age devicgé andﬁgfgpgﬁggZPH&%Fﬁ%EPgﬁ?“EWtBfé%&eP%ﬂ@@ﬂﬁh=@kﬂd
pl ural i typlursligrofgeori@vdsanss DA% PR ndalk Qorﬁﬁﬁgg%ati ons; and one or nore

second servers in a second server cluster of sal
one or more first servers in a first server cluster of a network node

obtaining a plurality of block files representing content of a large payload file for
storage in 2 plurality of storage devices in said network node, said one or more
first servers associating said plurality of block files with said plurality of storage
devices and storing said plurality of block files in said plurality of storage devices
based on said associations: and ‘

one or more second servers in a second server cluster of sajd
network node creating a virtual ﬁfe; using said associations, for presentation to

a client requesting said file content, said virtual file providing an illusion to said

client that said file content is contiguous in said network node.

10. The apparatus of claim 9. wherein said obtaining a plurality of
block files comprises:

a third server obtaining said large payload file from a user, said
third server evaluating said large payload file to locate a portion having
substantive content and determining if said contenlt from said large payload file
comprises linear characteristics by determining if said substantive content is
located at a starting end of said large payload file, said third server generating a

track file if said content comprises said linear characteristics and transmittin g said



network node creating a virtual file, using said associations, for %55 AFR 2005
presenvapioeds®® a client requesting said file content, %%irﬁJsﬂlﬁzk':@ file
providing an illusion to said client that said file content 1s contiguous
in said network node. 10. The apparatus of claim9, wherein said obtaining
a plurality of block files conprisgas: a third server obtaining said | arge
payload file froma user, said third server evaluating said | arge payl oad
file to locate a portion having substantive content and determning if .
said content fromsaid |large payload file conprises |inear characteristics
by det ertfidqki g tpisaishore suborafiritserveontetsaidghird cGeatedemdratingsa ar t i ng end of
said | ar e ?}ylfgag fjlle said third server generating a track file if said
cont ent con% f A deack files 1f said content fapspat CPMRHF LRI REf Fas N Chg sai d WD
02/ 3579 %ndQfhngmati A Eaid PralityRENaLSAks 32838 okd AGKofid stcp\ie§sta'z\9d one or nore
first servers, and said thi |yd server generating a plurality of track files

if said content dowsdnot ormopr fisesesedrsl deeivigy sabdhargcpeiosltfilesn and
more first

transm’tgi said pluralit I track files to said one or |
servers: %Efgms‘ﬂ?%c&ﬁ@fm ‘rﬂ‘éf g o1 4 OWATTROTE TTESEIVETTRPIgAENE aF ge payl oad
file iniedshBnd QLS bRER sPle MR EuitfRCkf Lher HBlArRACHAL yiBre Tt

servers determ ning at east one Ire size for dividing said one

or nor e pluralty of bloek filex, ehareiptach af sdiy blotk Blacontigond.in whelahiy each of said
bl ock fi]es corres.pocpd in size to said at |east one desired bl ock size.
11. Theaﬁgﬁﬁl‘”a‘?ﬁ’gs‘&? pck 529, wherein said associating said plurality of
block files conprises distributing said plurality of block files anpngst
said plurality of storage devices such that said plurality of storage
devices are lloéad Thelsppeatisdificiang 9, MbeteiOsdi@uisoeREhAkhidpturald. The

appar at ug of g_lai m 9. further conprising said one or nore first servers
st or i ng°58logk ddesorqmprisss distrbyting sad prality of blaskddeslapbogsakaidy of st or age

devi cespsaifl oRSRPAeAidvaS sGARLE ?zii&'%luirgifit())rroqas&i)rgge QicdsRid,d! g said Targe

balanced during input/output operations.

12. The apparatus of claim 9. further comprising said one or more first
servers storing said associations in a file metadata in said plurality of storage
devices, said associations comprising information for rebuilding said large .

payload file from said block files.

: ) 13. The apparatus of claim 12. wherein said creating a virtual file
comprises: and
obtaining information about said large payload file from said file
metadata:
using said information to construct a virtual representation of said

large payload file.

14. A method for minimizing network congestion during large payload

delivery comprising:



payl oad file fromsaid block files. 13. The apparatus of claim 12, wiejeAPR 2005

sai d creawoOmgssregirtual file - conprises: and obtaining i nf @giRidePBrapOUL
said large payload file fromsaid file nmetadata: using said information to
construct a virtual representation of said |arge payload file. 14. A

met hod for mnimzing network congest?®n during | argepayl oad delivery
conprising: WO 02/35799 -95 2 5 APR 2005 PCT/US01/ 32638 sendi ng a search
request to determ ne which nodes in a network have content for a
requesting node, said ng.twork having a plurality of nodes: receiving a
response to said seartRCFEGFERENFHHSERIstesMingkhigh nodesria armstworkdi ng nodes

havi ng sai GaGordRM: folSt (N r ok ' S PoNs ich.of said
respondi ng rzllodes arce) aegeg%tﬁgg%ggt&g% ﬁ‘ﬁlg reléﬁ Vgnﬁ%%\f\%gﬂogﬁ?%scontent from
downl oadi ng sai d contrestivifig amesiinde desdid echraeleq0ést TOMESactPdihneSdOr i Ng sai d

downl oaded content qnto &%i d requesting node. 15. The nethod of claim 14.
wher ei n at TERESPANHRS PP Mgvingsagi eenént  is stored in a plurality of

bl ock files in each i iy N odes.. .16, The nethod of claim 14,
wherei n said sendi ng%gtﬁgfggl?%%ﬁ?)g‘g%gg{c%p@gﬁpwfrp%hegf@ﬁ@sP PSS node
sendi ng a aetad ddsted saof hodssab gabalodidREconfendfroM: Ftual tree to determne

t he existence of said content, said notification conprising distribution
criteria of said confiewploadmg saickcantant fiemotaictdesinad 86, ofwodeseiand each of sai d

nei ghbor nodes recejyi: i [ [ est forwards. said search request
to nodes that are ngét}sgﬁgéélar?g“gg%éﬁ ag?ﬁ%ﬁg%%‘ééﬁq“‘éﬁﬂ’@dﬁdﬁg sai d
rgﬂuesting node, wherein said :

' 15. The method of claim 14. wherein at least a portion of said content

is stored in a plurality of block files in each of said responding nodes.

16.  The method of claim 14, wherein said sending a search request
comprises said requesting node sending a notification to nei ghbor nodes in a
virtual tree to determine the existence of said content, said notification

comprising distribution criteria of said content.

I7. The method of claim 16, wherein each of said neighbor nodes
| receiving said search request forwards said search request to nodes that are
) neighboring said neighbor nodes, excepting said requesting node, wherein said

search request is propagated to one or more nodes of said plurality of nodes in

said network that satisfy said distribution criteria.

18. The method of claim 14, wherein said response specifies which
-portion of said content said responding node has and performance characterstics

of said responding node.



search request is propagated to one or nore nodes of said plurality %L@ APR 2005

nodes iwo @akfhonet work that satisfy said distribution crig®figis3s
met hod of claim 14, wherein said response specifies which port{on of said

content said respondi ng node has and performance characteristics of said
respondi ng node. WD 02/35799 -96 2_-8;-APR 2005 PCTIUSO /32638 19. The

nmet hod of claim 18, wherein said desired set of nodes conprises nodes in
close proximty to said requesting node, said desired set of nodes
conprising nodes identified as | east congested as determ ned by said
per f or mance chéf.act €h¢ suétbed of GlaiFThd Snethhmin chidcHedind1&t ofhwsdesn sai d
downl oadi ng of said hlock files occurs in parallel fromsaid desired set

of nodes.“2PEH"Y deﬁO_lﬁgpf%‘mWﬁ?ﬁQIEirE‘ﬂ”ﬁé‘?\%P%ﬁvl@ai@dﬂﬁég’é‘_ﬂF"dr‘?fduri ng | arge
pay! 0ad  d@ldey @bk pASIRIotks SerB B i IEds: <8 ﬁgﬁ%nggd@[e%me i ¥ai@f nodes; and

a First server in a  tirst server cluster s a search trequest.to

det er mi neeviivimbnagodiesicienssal d net wor k have content fora requesting node of
said network, said first servercluster having one ornore first servers,
said first server receiving a response to said search request from each of

one or o e T egpondi,RggeEc a1 0GRS0 SRYes B 6 g Sheiser ver

cluster determ ning fromsard response Ich™o e % 8?'?1g nodes are

Bon

a desi r efilesiccofs inpdeiel Horaahi daies pitdf nogert ent from and said one or nore
first servers in said first server cluster downloading said content from

said desired set of nodes and storing said downl oaded content. onto said
requesting node. 2 of- clajm?21 wherein at ] east a portion
of/said cont é"(rflt i? nsg%%éﬂggﬁéé%gﬁw&ﬁt";%{%qrﬁbqogéﬁﬁ o %%"?%Iaé%?ch of said
r espondi payloatiédiveABcordpsigpar at us of claim21. wherein said sending a

search request N .
a network comprising a plurality of nodes; and

a first server in a first server cluster sending a search request to
determine which nodes in said network have content for a requesting node of said
network, said first server cluster having one or more first servers. said first server
receiving a response to said search request from each of one or more responding
nodes having said content, said first server cluster determining from said response
which of said responding nodes are a desired set of nodes to downioad said

| content from, and said one or more first servers in said first server cluster
) } downloading said content from said desired set of nodes and storing said

downloaded content onto said requesting node.

22, The apparatus of claim 21, wherein at least a portion of said

content is stored in a plurality of block files in each of said responding nodes.

23.  The apparatus of claim 21, wherein said sending a search request

comprises said first server in said requesting node sending a notification to



conprises said first server in said requesting node sending a notifi 2a8i ARR 2003
to 2 5 ARRD20G599 WO 02/ 35799 PCT/ US01/ 32638 -97 nei ghbor pe@gSsoi/sreds
virtual tree to determne the existence of said content, said notification
conprising distribution criteria of said content. 24. The apparatus of
claim 23, wherein a first server in #3ch of said neighbor nodes receiving
sai d search request forwards said search request to nodes that are

nei ghbori ng sai d nei ghbor nodes, excepting said requesting node, wherein
said search request is propagated to one or nore nodes of said plurality

of nodes i ACEEPY IIENBY & VirHal treqiq detgrming e grestanicn of said conleplesdid. 25. The
appar at us . Y : r el 1d response. speci,fies which portion of
said cont eﬁ%t@%&?jgmrcég?gn |%n°3§‘ﬁ8§‘2‘5 %%tgréﬂg %éq?(grﬁﬁﬁhce characteristics of
sai d respondi ng node. 26. The apparatus of claim25, wherein said desired
set of nodes conprises nodes in close proximty to said requesting node,
sai d desired seZ%of Theaearabsef chimg3nwebersin aifirst sérivedinasich efistid congest ed

as determ i .formgnce characteristjcs., 27. The apparat us of

claim 22, ﬁﬁgfr’@‘ﬁs‘@%%cg‘oma%‘ isﬁacgfe%‘gﬁtd%%’?ﬁ;&(safq f C}bF&H?SEQ‘P n parall el

from said flatk tfﬁﬂaﬁ&ieéghfboﬁﬂggﬁd ngéhb&d@%ﬂgﬁcé&irnémaygdjﬁﬁ&ﬁﬁ%%dy ality of
e D I

servers in a content li'very network conprisin stributing one or
nor e i nconVVhgeinggidscathagnguast isipreragaied td amd @r meemeeles of saidplatiywr k node,

sai d netwo e hayving a plurality.pf. servers . .capable of processing said
one or mréﬁ(qoﬁgsglrrﬁsﬁ?l?%g@f B\i\'ﬁﬁébﬁéﬁﬁlﬁl"g%o%m%ﬁe avai |l abl e servers

.conprises a functioning subset of said plurality of servers; 2 5 APR 2005,
“WD 02/ 35799 PCTI USO /32638 -98 maintaining a list of tasks for each of said
one or nore avadd ablBhe apparatus of claim 21. wherein said response specifies which

portion of said content said responding node has and performance characteristics

of said responding node.

26.  The apparatus of claim 25, wherein said desired set of nodes
comprises nodes in close proximity to said requesting node, said desired set of
nodes comprising nodes identified as least congested as determined by said

performance characteristics.

27.  The apparatus of claim 22, wherein said downloading of said

%"

block files occurs in parallel from said desired set of nodes.

28. A method for managing aplurality of servers in a content delivery
network comprising:

distribuling one or more incoming tasks to one or more available

servers in anetwork node, said network node having a plurality of servers capable

of processing said one or more incoming tasks, wherein | satd one or more

available servers comprises a functioning subset of said plurality of servers;



servers of said network node, said list of tasks conprising all tasKs§f tﬁBFhZﬂﬂiz
sai d oM& 0B¥57%bre i ncoming tasks distributed to said eachcgfyssphil;pne or

nore avail able servers; and distributing said all tasks fromsaid |list of
tasks of a server of said plurality of servers that becones designated as

‘an unavail abl e server to said one -9 nore avail abl e servers. 29. The

met hod of claim 28, wherein said one or nore available servers watch each

other's heartbeat and uses said heartbeat to determ ne when at |east one
beconmes designated as said wunavail able

server of said plurali gxé of Ise:#er :
server. 30. The nefREH*BIBA USLR 525ks (gresoeh Af said ong o moavaidilable server is
said mestwrs SRakEletwsA HHdeNGi Pfist . ilabl e servers vote for a new
master server. 31. An apparat us ¥ 6@‘%%‘81[1 ’bs"ég?)lfﬁf’léﬁ‘ir?@?sﬁ‘ld%'érvers in a
cont ent Ordeeevergmmgttathisidinobped 3bngid cucheF WEHoRAIEHHRVivAH@. P! Ural ity of
serverssgggﬁple of performng identical tasks; a |oad balancer distributing

1} . . . .
one or nore |n@%n1ng tasks to one or nore avail able servers in said
servers is a functioning

net wor kK node, whergi j re avail apl e .
Ltﬁ'bﬁﬁﬁ%?a(?ﬁslglr’ \% Fggoglasémb? OLLasks Aljaseryer pfsaidf servers

subset of said plurality

mai nt ai BIUTYit of sevensithatdskementdsiinatddths sAluda i Ha8IH B8 o A5k Qi St ributed to
it; and_a miSteEIaﬁ rver distributing to said one or nobre avail able servers

al |t asRS™Foh% SPVStS-of tasks of a server of said plurality of servers
t hat becones designated as an unavail abl e server. WO 02/35799 -99 2 5 APR

2005 PCT/ USOL1/ 32638 32. The apparatus of claim 31, wherein said one or

noye avail abl®  s@hwanstho@of kiRacdg owheeinssig dnk Meahoangdy A5Es said
heart beat to deterni ne when
servers watch each other’s heartbeat and uses said heartbeat to determine when

at least one server of said plurality of servers becomes designated as said

‘unavailable server,

30. The method of claim 29, wherein if said unavailable serveris said

master server, said one or more available servers vote for a new master server.

31. An apparatus for managing a plurality of servers in a content
delivery network comprising:
., anetwork node having a plurality of servers capable of performing
} identical tasks;

a load balancer distributing one or more incoming tasks to one or
more available servers in said network node, wherein said one or more available
servers 1s a functioning subset of said plurality of servers, each of said plurality
of servers mainlaining a list of tasks containing said incoming tasks distributed
to it: and

a master server distributing to said one or more available servers
all tasks from said list of tasks of a server of said plurality of servers that becomes

designated as an unavailable server.



at | east one server of said plurality of servers becomes designated asABRi 2003

unavai | abW® 5ver . 33. The apparatus of claim32, wherein li'(f:'rfﬁ '19{% 38
unavail abl e server is said master server, said one or nore availa fe
servers vote for a new master server. 34. A nethod for initializing a new
node in a network conprising: addingg® new node to a network having a
plurality of nodes: sending a query automatically to said plurality of
nodes to determ ne what contents to downl oad; receiving replies to said
gquery froma sugﬁgt of said plurality of nodes having said contents for
sai d new node: dobkf 2R eleelrite d1pwhticonsidbns ar tneonvsitibse f r om sai d

subset of i it . s .having sajd contents. 35. The net hod of

cl ai m 34. vs\h&gng \ﬁétgg?%jdhs%lﬁgﬁfsn%gg &) aﬂéé’? Sa&ijﬁ?fl’?&??tdalqeﬁﬁﬂfﬂwes‘aﬁ'@ plurality

of nodes ceprissene sameoicianty phaityNSMLANIE RAAG! USLghLA 93k netvork by
sending a notifjcation to at Ipeast one nei ghbor node:*”ftofwar ding said

noti fi cati JR{aHaplsFeEepe] ghboring said at | east one neighbor node, said

forwardi ng continuing until each of said plurality of nodes in said
network receives said notification. 36. The nethod of claim 35. wherein

each of said repBi es Theappaands iM% ' | ; 2/ 35799 -100
node; and 2.5 APR HE PCT] USOI / 32638 idgﬁ'?fe?‘?ﬁaadgﬁé%’?%gfe%rn‘?ent sai d
new node sT¥liMiskrverver,isgichond pe atdronvatabposdrivansots foval feve Gisept avai | abl e

in said replyng performance characteristics of said replying node.

S
34. A method for initializing a new node in a network comprising:

adding a new node to a network having a plurality of nodes:;

sending a query automatically to said plurality of nodes to
determine what contents to download:

receiving replies to said query from a subset of said plurality of
nodes having said contents for said new node: and

downloading desired portions of said contents from said subset of

said plurality of nodes having said contents.

35. The method of claim 34, wherein said sending said query
) : automatically to said plurality of nodes comprises:
announcing said new node's inclusion in said network by sending
a notification to at least one neighbor node:
forwarding said notification to nodes neighboring said at least one

neighbor node, said forwarding continuing until each of said plurality of nodes

in said network receives said notification.

36.  The method of claim 35. wherein each of said replies from a

replying node comprises:



37. The nmethod of claim 36, wherein said downl oading said desired 2pprAPRPING
of sai WOdREBETM conpri ses downl oadi ng a desired subset ofpﬁs‘qugjlgggg@k files
fromsaid replying nodes in close proximty identified as |east congest ed.
38. A nethod for automatically adapting a node in a network conprising:
changi ng characteristics ofa changetbgrode in a network having a plurality
of nodes: sending a query automatically to each of said plurality of nodes.
by sai d changed node, to determ ne what content said changed node shoul d
have: receiving a reply to said query fromeach node of said plurality of
nodes havi ng contentdef‘BgC%éi"ondﬁ[aﬁdelenm@i nesancker shpliid leppri sing a |ist of
contents to be |ear . sai d _change@d npode: generating a |list of contents
to be deleted from @ﬁ‘ég%ﬂ%%ﬁg"gé?"ﬁb"d’ °gi?éﬂr<f?@“q"ﬂ?wlﬂakei%ﬁmiﬂrpm:]a list of
cont ent s riagleband ear ned; generating a list of contents to be added to said
changed node wusing information in said |list of contents to be |earned;

del eting from sai d RentpTgedchdieadtetntss bhsadieplinghodd contents to be

del eted; and downl oadi ng each itemfromsaid |ist of contents to be added
from said replying nodes having content for said changed node. 2 5 APR
2005 WO 02/ 35299 - kL (RGRLY 8 inls of clajm38, wherein
each node includes a set of gpg{a'?‘r%?%h@%ag‘n %s@dngﬁddﬂﬁfﬂa d(‘?ﬁéﬁ'cgcteri stics
step conpPTtvesfsagrenemngospridecdmmyediingaticreddubs@el safl bdcdHihut es with a
new set i . €S nd erein said sending a query automatically to
said pl u?rfg | ai/cr’ggp)&l%g%&édﬂ‘\gqugé’§‘?x'5‘|‘1‘ﬂf6‘éﬁﬁ‘é‘ﬁﬁ§a%&fiﬂﬁ cohgesed] node' s new set
of ;attributes by sending a notification to neighbor nodes: and

o

38. A method for automatically adapting a node in a network
comprising:
changing characteristics of a changed node in a network having a
plurality of nodes;
sending a query automatically to each of said plurality of nodes. -
by said changed node, to determine what content said changed node should have:

receiving a reply to said query from each node of said plurality of
nodes having content for said changed node, said reply comprnising a list of

conients to be learned by said changed node:

generating a list of contents to be deleted from said changed node

po—

using information in said list of contents to be learned:
generating a list of contents to be added to said changed node
: using information in said list of contents to be learned:
deleting from said changed node items in said list of contents to
be deleted: and
downloading cach item from said list of contents to be added from

| said replying nodes having content for said changed node.



forwardi ng said notification to nodes nei ghboring said nei ghbor no%iés,APR 2005
said for wd2a§7%ont i nui ng until each node in said network gﬁg@%o\%%ﬁai d
notification. 40. The met hod of claim 38, wherein each node 1 ncludes a set

of attributes and said changing characteristics step conprises replacing
said changed nodes old set of attrilugties with a new set of attributes,
further conprising: causing each node receiving said query to propagate

said query to neighbor nodes such that every node in said network receives
said query, said _ node receiviqg said query evaluating said old set of
attributes and s3i-d nélF sethosk of elaim 3Bumberef esdi tbdehiatigdes RAGEoL O

det erm ne i I ontent.files for said changed node, and
sending a ?étblbskégé%%:iﬁga% 'géaﬁ?{ﬁgﬁﬁgl‘fsﬁtSHEOTPB”%Wﬂ'Q‘iHEBSN chargddr om sai d

list of nemessssld sensftamibulel W8G2 fbly im 3 erein said
downl oadi ng conprises: obtaining a ?ci-[lgga&r?g%@%g?gj \‘Vg'l'r'r%@as H?%ﬁg tént itemin
sai d |ist GfAucpimitematcally tpeaidpiaalitysEmoiienromprigsest to deternine nodes in
sai d network having said cont ecgt item same portion of said content item
bei ng available in oRG 3" Hg Rt thanged podn's neay set 9f wribwieschy seuding2/ 35799

- 102 PCTI Us@b!i 82433 14 neighbbt #R48s: dfCei vi ng responses fromone or nore
respondi ng nodes, wherein said responding nodes are nodes in said
plurality of nodes t fienvardivg ssidindtiGioaticanto nodé£nai glRiRk Tafi RGetpopm sai d
responses MEFEa?C{fO%%gd.re%%?ndj ng nodes are a desired set of nodes to
downl oad sai 0 cont Sht SEESPHBHNE IR FAsRAICH st dinaswtlereceivessaid r om sai d

desi red setotiffcaiggles onto said changed node, said content item conprising

@ plurality of block files: and storing said plurality of block.-files in a

distributed manner in a plurality of |ocal storage devices of said changed
node. 40.  The method of claim 38, wherein each node includes a set of
attri butes\ and said changing characteristics step comprises replacing said changed
nodes old set of attributes with a new set of attributes, further comprising:
causing each node receiving said query to propagate said query to
neighbor nodes such that every node in said network reccivés said query, said
node receiving said query evaluating said old set of attributes and said new set of
attributes of said changed node to determine a list of necessary content files for
said changed node, arid sending a reply directing said changed node to download

itemns from said list of necessary content files.

41.  The method of claim 38, wherein said downloading comprises:
obtaining a file metadata for each content item in said list of
conlents to be added;
sending a request to determine nodes in said network having said

content item. same portion of said content item being available in one or more of

said plurality of nodes:;



42. An apparatus for automatically adapting a node in a network

conpri swogz3srsnet wor k having a plurality of nodes, each va}ﬁh%g dnb APR 2005
nore servers; and a node in said network configured to becone a Changed

node when characteristics change, said changed node sending a query
automatically to each of said plurghity of nodes to determ ne what content
sai d changed node should have, said changed node receiving a reply to said
gquery from each node of said plurality of nodes having content for said
changed node, said reply including a list of contents to be |earned by
sai d changed node, wwatidingvesppastsime ogetanaicirdgpardinginvlieQfvieRa; ents to be
del et ed %ngha Iigt of contents to be added using inFornation in said list
of cont enfs THBEMEIGHREC "Odrtinsald Rvralipref nodey theshave ssmi @nehanged  node
deletingiiekens in said list of contents to be del eted, said one or nore
servers in said changed node downl oadi ng each itemfromsaid |ist of

‘contents to be addieterfrining $@intsai®Rkyoriies Wﬁ%&)ﬁ%@l\ﬂir@g)oﬁeﬁ‘g%&ge; or said
changed node., 43. Thcgr appar atus of claim 42, wherein each node includes a
set of Attt{esUEdsetinodewiordoyrdead ssivl contentatesh fhanged characteristics are

a replacenent of Wy - APR 2005,' . PCT/US01/ 32638 an ol d set
of attributes with ggﬁi%%gr%t%modf]tgg%eﬁ'?% I‘é’&}“&ﬁ%ﬁ%@ffép nedes gnl9endi ng a
query ausndelbinged ngde,saildotitepl el doipriding ORISR BPEISE Files2RPUNCI NG sai d

changed node's new set of attri but ei‘ﬂbby sendi ng 'Qa notiﬁ lljcééﬁbgn t o nei ghbor
nodes; and forwar dFRFN8sRE plutality ebblook files inaddistribeieghharnengn aai d nei ghbor

e o oA bR ST odem 42, whor el n each mode
includes a set of attributes for identification and said changed

characteristics are a replacement of
- An apparatus for automatically adapting a node in a network

comprising;
a network having a plurality of nodes.‘ each node having oné or
more servers; and
anodein said network configured to become achan ged node when
characteristics change, said changed node sending a query automatically to each
of said plurality of nodes to determine what content said changed node should
have, said changed node receiving a reply to said query from each node of said
plurality of nodes having content for said chan gednode, said reply including a list
} of contents to be learned by said changed node. said changed node generating a
list of contents to be deleted and a list of contents to be added using information
in said list of contents to be leared. said one or more servers in sajd changed
node deleting items in said list of contents to be deleted, said one or more servers
in said changed node downloading each item from said list of contents to be

added from said replying nodes havin g content for said changed node.

43.  The apparatus of claim 42, wherein each mode includes a set of

attributes for identification and said changed characteristics are a replacement of



an old set of attributes with a new set of attributes, and further 2§ APR 2005
conpri si ng0 @ashesof said plurality of nodes receiving said PEETYoB635
propagate said query to their neighbor nodes such that every node in said
network receives said query. said node receiving said query eval uating
said old set of attributes and said-108w set of attributes of said changed
node to determne a list of necessary content files for said. changed
node, and sending a reply directing said changed node to downl oad itens
fromsaid li%ﬁ of necessary content files. 45. The apparatus of claim42,
wher ei n sai®® YOG 2T P Bighra resk set of seiribuies rensial teromesaot sending servers i n

sai d chang : i . i ] € tadata for each content itemin said
list of cogggﬁ@??@gt)%hgyd%ﬁpy&{m Y??SPS T QORIPRY a request to deternine

nodes in said networ kann\eéinpgsasRERhriZRAhEA's dduPiBt o?ﬁi’ﬁ‘?bmﬁk‘?ﬁf&m‘ﬁfn ald
content itembeing available in one or nore of said plurality nodes;

sai d ser vef "PEEEANHE neigbpomaasdestansin one or nore responding nodes, wherein

sai d respondi ng node e..nodes in.said plurality of nodes that have said
content item WO 02/ 2%-%'5‘119%5?%21%“:%?‘@’2 deppsighlzaynsssd seighber one or

Tor e ser vensdsaf sdiovaianoashunatie dh eil Bk oMk ddgaRenges whi ch of

sai d respondi ng nodes are a desired set of nodes to wnl o sai d content
i tem from NYHi@liehe or nore servers of said changed node downl oadi ng sai d
content itemfromsaid desired set of nodes onto said changed node, said

content itemconprising a plurality of block files: and said one or nore

servers of sai dLhantRchiRRRuEbOLINY 4930 fercfl HER hidd6 iRUMBLOFK TE! €= 10 a
distributed manner in a plurality of | oca? storage devices? 8t °Sai d changed
node. 46. aMribwtasder iflentifigetien and sagd ehdngedjehpaydrivaids firelageflabemd@Bf CONt i guous

an-old set of attributes with a new. set of attributes., and further comprising;
each of said plurality of nodes receiving said query to propagate
said query to their neighbor nodes such that every node in said network recejves
said query, said node receiving said query evaluating said old set of attributes and
said new set of attributes of said changed node to determine a list of necessary

content files for said changed node, and sending a reply directing said changed

node to download items from said list of necessary content files.

| 45.  The apparatus of claim 42, wherein said downloading comprises:
7 ) aserverin said one or more servers in said changed node obtaining
a file metadata for each content item in said list of contents to be added;
said server sending a request to determine nodes in said network
having said content item, same subset of said content jtem being available in one
or more of said plurality of nodes;
said server receiving responses from one or more responding
nodes. wherein said responding nodes are nodes in said plurality of nodes that

have said content item;



segnents of block files conprising: receiving a request at a netwot & APRe2005
for a | W@D2Fa3Woad file: obtaining information about asquﬁ%goqu id
| arge payload file; obtaining a plurality of block files of sai ar ge
payload file from a plurality of storage devices associated with said
network node; creating a virtual repfédsentation ofsaid |arge payload file
fromsaid plurality of block files using said assenbling information; and
transmtting said |large payload file in response to said request. 47. The
net hod of cl ai m 46, whéarei n said assenbling information is contained in a
file metadata databa¥t” HOFdBOTIc LI Pisritrdrngad mdeseermgenglfvirces of  sai d
node. 48. sdilge R wBichChid L i idhlock files are stored in
non- cont i guoustﬁigr_m in sa?tgéaggi[ﬁ% ngégjfoggstsg?azbgesd@éisgég.?“\?\@50@/ 35799 - 105
2 5 APR 2080%niopdFrigsonte32B&@ fafin: The net hod of claim 46, wherein said
virtual representation creating step conprises creating a virtual assenbly
of said plurality of3iiBERT MIreservemaf saif chanzed mope doesloiingasid

super posi ¢drid¢ht e S i aid, plurality of block files
according to sai g{ﬁ@@%ﬁ@%ﬁ%&@%ﬁgfﬁ% SRt %U{&’ﬂ"ﬁéﬂﬂ?&- 24 cauentsf yi ng a

client reiégrasemposingardientitwefdlogiofilesofsi of sai d content distributed
anongst a plurality af network nodes conprising: receiving a first request
at a first node froffi'd e ¥nmoreservsrst efsaid ailreped modaistbrinigr did node

conpri sel@RGtOEF Bidel: | -nodes of a.network, said first node having
a porti 0?1) of s)gi d contLﬁelggt l,nt %/ndgtrép%egé?zﬂm%m% urality pfslofalptierage i n subset s

‘of, bl ock devicesobsmdigbdngedaods. nore of said plurality of nodes: preparing a
virtual image of said content using data in a file nmetadata of said
content available in said first node, said file netadata having

informati on abgut r ﬂﬁmli said file, said virtual imge providing an
i 11 usi on b Eﬂﬁ? Oré]eglera?fngalargc pay?oad file from non—contigguofs J

segments of block files comprising:

Teceiving a request at a network node for 2 large payload file;

obtaining information about assembling said l.arge payload file;

obtaining a plurality of block files of said large payload file from
a plurality of storage devices associated with said network node;

creating a virtual representation of said large payload file from said

plurality of block files using said assembling information; and

transmitting said large payload file in response to said request.

47. The method of claim 46, wherein said assembiing information is

contained in a file metadata database stored in said plurality of storage devices of

said node.

48. The method of claim 46, wherein said block files are stored in

non-contiguous form in said plurality of storage devices.



to said client that said content is fully available at said first nople cﬁPR 2005

begi nni nowlor@pgfyssi on of said content to said client startddigydy;R5s8al
portion of said content available at said first node; obtaining

non-resi dent portions of said content while said transmssion is
progressing, said obtaining non-resiggat portions conprising: sending a
second request to determ ne nodes in said plurality of nodes that have said
non-resi dent portions of said content, wherein one or nore of said
plurality of nodes may have sane portion of said content: receiving a
response from ea®h reBponditing! pbdeihadd, ngheaindsaid oftentrep@sdmdationsponse
specifying the portion of said, content and Perfo_r mance characteristics of

sai d r espoSEiaHpE HERECMREFE T HINGG it pssgmd !y o spidhdwraliny of plask fidesi d

respondi ng : I { i n-resi dent
portions of HHs)al eégé\rﬁgﬁfgqﬁegr?n&p%%@ 5&8"gg?%gefggtagwé%%@g@gg}&l%

‘downl oadi n@leRifdesmeording edestid psenbling inddmediod. content from said desired
set of nodes and storing said non-resident portions onto said requesting

node. 51. An apparatus for generating a |arge payload file from

non- cont i guous gnme - Bl.les conprising: a network with a

o ur ety or modgar 2 Felogtor SHisphuf S pia R e P R e
plurality ef siideegentafistribatedfdnidnpsSLpiuRlity oF ethbASiodee EM@prisihatst er of a

node of said network receiving a request for content of a |arge payl oad
file, said first servesei\angstiupt reguast sl forse nede fromen ¢liang forwenigats, sai d

first serve bt ai. ni-ng i nf or mat.i on _about segbl i,n ai'%vl rge ,payl oad
tide, sai dpeiy S litst rofls PamBrines orC oF A pLiF Ry b poffoeie P wpls e "shi I ar ge

- payl oad fifigt A6 Rav@ida phition|oFs¥d @bniehOWABRITIGT 6&iedtfis Sidirbuitade, said

first server creati n% a virtual representation of said |arge payload file
from sai dsybsets af blogkdilesroenest pheer meiernf ssidipluraiiterfiziddag | nf or mati on, and
transmtting . . . . . .
_ preparing a virtual rmage of said content using data in a file
metadata of said content available in said first node, said file metadata having
information about reassembling said file, said virtual image providing an illusion
to said client that said content is fully available at said first node:
. beginning transmission of said content to said client starting from said portion of
said content available at said first node;
obtaining non-resident pottions of said content while said
transmission is progressing, said obtaining non-resident portions comprising:

. } ' ' sending a second request to determine nodes in said plurality of
nodes that have said non-resident portions of said content, wherein one or more
of said plurality of nodes may have same portion of said content:

receiving a response from each responding node having said
content. said response specifying the portion of said content and performance .
characteristics of said responding node;

determining from said response which of said responding nodes

are a desired set of nodes to download said non-resident portions of said content

from; and



said | arge payload file in response to said request. 52. The appar at gsg OAPR 2005
cl ai m 5%p oatseroei N said assenbling information is contai '}ch‘fl'.@;?u% é:sjsl e -
net adat a dat abase stored in said plurality of storage devices of8ai d

node. 53. The apparatus of claim51, wherein said block files are stored in
non-contiguous formin said pluraligyg of storage devices. 54. The apparatus

of claim51, wherein said virtual representation conprises a virtual

assenbly of said plurality of block tiles including a |inear superposition

of representations of said plurality of block files according to said

assenbl i ng i nf or natdowml o R BEFOR sid A potidnsAPR1iIQOB ent RGH/skQI/ 32638 55.

A net hod for .di sti;_i buting caontent to a plurality of network nodes

conpri si HE)S.MSBF%? MG an siPHRE 53 IngRdesifans PREVITE @ELTRIG MQuEStn a cl i ent for
distributbgn in a network having a plurality of nodes, said client

providing distribution criteria for said content: dividing said content

into a plurality of block files; and distributing a subset of said

plurality of lock files to a plurality of qualified nodes, wherein each

of said qualified AGISPPEBHISOMRE $edemting adilangei paylpadh Gl tfeorha set by said
client. | al rein said dividing said content

conpri se@?’%ﬁ?ﬂgﬁ%ﬁ?gfsﬁ%ﬁg%@%g "8 e to locate a portion having

subst antive cont ens netsieirle withrd pigrality sficdegont ent from sai d | arge payl oad

file conprises |linear characteristics by determning if said substantive

content is |ocated® Rty aksipragerevisaslinshchvel said plnyditpofirioded afid | e
J; a first server in a first server cluster of a node of said network

receiving a request for content of a large payload file, said first server cluster
having one or more first servers, said first server obtaining information about
assembling said large payload file, said first server obtainin g a plurality of block
files of said large payload file from said plurality of storage devices of said node,
said first server creating a virtual representation of said large payload file from
said plurality of block files using said assembling information, and transmitting

said large payload file in response to said request.

52.  The apparatus of claim 51, wherein said assembling information
is contained in a file metadata database stored in said plurality of storage devices

) of said node.

53.  The apparatus of claim 51. wherein said block files are stored in

non-contiguous form in said plurality of storage devices.

54.  The apparatus of claim 51, wherein said virtual representation
comprise; a virtual assembly of said plurality of block files including a linear
superposition of representations of said plurality of block files according to said

assembling information.



generating a track.file if sai d content conprises said |inear 2 5 APR 2008

charact erwstozssyosgenerating a plurality of track files if saglyant does
not conprise said |linear characteristics; determning at |east one eS| red
bl ock size; i f said content conprises i near characteristics, dividing

said track file to generate a pluralipyy of block files, wherein each of
said block files correspond in size to said at |east one desired bl ock
size: and if said content does not conprise |linear characteristics,
dividing each of said plurality of track files to generate a pl urallty of
bl ock files, whet®in Agagshodfordstrbihlingckntent tos: goratibspioretvork rmidee t o sai d
at | east one_desired bl ock size. WO 02/ 35799 PCT/ USO /32638 -108 57. The

nmet hod of cl g}prqsg.g; further conprising: storing said plurality of block
filesinapluralily Gluhfeal LiEOpaAGd ARVAEAS éb&gbmtﬁaﬁl Sefichubpral ity of
e

bl ock files are distribut over a| dp ura | ocal storage devi ces.
58. The rretdtmdbldiomiralamefoﬁorhmgnagra glarzrlﬁtyhoﬁtnoudbutmr@caeraulhﬁetdmg‘ sai d
plurality o é es_conprises: an initiating node announcing the

exi stence &FSte tH’"c%H’P‘éﬁ""é?“&QFE“t ‘large payload file by sending a

noti ficati on to nei ghipidaAdRB:ontal B iAARE SIS PfsSAld 1 nitiating node

forwarding said notification to no e nel ghboring sai d nei ghbor
nodes, wherein propaijstibatingd sibabidofsaid fluatity ofblecnfilesues phivality al | of

sai d pI ur al s in said network have received said notification:
and each 01‘3"r Qﬁf"ﬁ‘tﬁﬂﬁf)g ¥ eI Rntaih grnlfied aedssr ernfoupsée s sai d

bl ock fil eﬁ:sfrftf?ﬁ‘oﬁ'&ﬁté?{g s@?g)gfggg cﬁ@gq plurality of nodes having said

cohtent. 59. The netho alm wherein said downl oadi ng sai d desired
subset of said block files is fromthe |east congested nodes nearest to

said qualified_pode,
56, The method of claim 55, wherein said dividing said content
. comprises:
evaluating said large payload file to locate a portion having
substantive content:
determining if said content from said large payload file comprises
linear characteristics by determining if said substantive content is located at a
starting end of said large payload file:
| generating a track. file if said content comprises said linear
characteristics:
) generating a plurality of track files if said content does not
comprise said linear characteristics:
determining at least one desired block size:
| if said content comprises linear characteristics, dividing said track
file to generate a plurality of block files, wherein each of said block files
- correspond in size to said at least one desired block size: and
7 if said content does not comprise linear characteristics, dividing
each of said plurality of track files to generate a plurality of block files, wherein

each of said block files correspond in size to said at feast one desired block size.



60. The nethod of claim 58, wherein said downl oadi ng said desired %UQSﬁPfgfzuaﬁg

of saiWou@keof il es is by parallel downloading froma pl ' nodes
said network. 61. A nmethod for distributing content to a%ﬁt’#‘gﬁz?% of

networ k nodes conprising: obtaining a |arge payload file conprising file
content fromaclient for distribqbggn in a network having a plurality of
nodes, said client providing 2 5 APR 2005, WO 02/35799 -109 2 5 APR 2005.

PCT/ US01/ 32638 di stribution criteria for said file content, said
distribution criteria having information about which of said plurality of

nodes are autiTori ZHt methbdvechands, aatHeetdmp#diivgdi ng said file content into
a plurality of block files having a block size that maxim zes pl ayback of

sai d content; storstaigesaidipiyralityof blpckliies ipgkpleralissof loca spirageal i ty of | ocal
t j ..Saj ity of bloock fi i stributed
over - SalgREts R RLERa bR SR BBk Y ki Blow e Fesmd Wirdiee st 0 ¢

pl ur al i togeabdtotage dbvisésor age devi ces during input/output operations; and

distributing a subset of said plurality of block files fromsaid | ocal
storage devices to each one of said plurality of nodes qualified to receive

said file cqpten wher ej ai odes.quali.fied.are those nodes that
conformto Sg.lg'd ?Eﬂ"’?’b‘lﬂﬁ% & dqslr‘]g?’F?"gﬁA‘Eﬁ"‘@éﬂ'agﬁ‘i‘[ﬁﬁ&qh%ﬁerei n each
qual i f i gldcaiegler bleckeFist@nfmises: subset of said plurality of block files

distributes said subset into a plurality of |ocal storage devices of said
recei vi ng node. 62ninimntmgredaausounsimegdhstristbade afgaidootitemtofsaida plurality of

e o S o APE) S 2 BRI SRUeRBo ety 81 1Y of nodes, each of
said neighbor nodes of said initialing node forwarding said
notification to nodes that are neighboring said neighbor nodes, wherein
propagation of said notification continues until all of said plurality of nodes in
said network have received said notification: and

each of said qualified nodes downloading a desired subset of said

block files from one or more of said plurality of nodes having said content.

59.  The method of claim 58. wherein said downloading said desired
subset of said block files is from the least congested nodes nearest to said

qualified node.

60.  The method of claim 58, wherein said downloading said desired
subset of said block files is by parallel downloading from a plurality of nodes of

said network.

61. A method for distributing content to a plurality of network nodes
‘comprising:
obtaining a large payload file comprising file content from aclient

for distribution in a network having a plurality of nodes. said client providing



nodes having a plurality of conponents capabl e of communi cating vvitfz ng 2005
~anot her, wapek/gow ality of conponents conprising one or nor C'I‘/juééltlszﬁffv Pg -
ina first server cluster; and a third server obtaining a 1arge payload

file having content from a client for distribution in said network, said
client providing distribution criteri.ggg-for said content, said third server
transmtting said large payload file to a first server of said one or nore
first servers in said first server cluster, said first server dividing

said content. into a plurality of block files and distributing a subset of

WO 02/ 3579distipgtion R Foo5aid AET/coseit, 3268 ’lisdbaiop ¢rHadriat Ya@hg bl ock

files to a; ! ual i £i ed nodes, wherein each of said qualified
nodes conf d?f#"? gbééi)ﬁhdﬁy?{? iotgﬁ?’ﬂdﬂ”réﬁiytcgr‘loée%@?' ayiposized te hpensaid 63. The
appar at us afonthgi m 62, wherein said plurality of components further
conprises: a fourth server for controlling activities of said node. 64. The
appar atus of cl ai m 63ivigeg siid fdacchtpdtuneld piyratity §m§@;aﬁqgsqmvmgrg her

conpri ses: re second server in a second server clustér, and one
or nore fib?({}%Sgieert\gotr@a’f’ﬁ"“écsff?[fllf%%é’ vadcemterdt er for serving said content

to external clients,s&otk 810415 i1 .servers having conmuni cation
link to said one or rmregcgsaecgnd § r\@glpéklﬁi?]&égf Y‘é%@%’n l@‘é‘ﬁ\??ﬂ'agﬂ uster. 65.
The appar afigigcestsueh Hiahsabd plunkiisy of bloskitks bl dislribeeN Bvershalialily sig  sai d

| ar ge payl ile to.said first server conprises said third server:
eval uat i ng%ggli Sgorfl%cr ‘ﬁfé’ 19557 19ad beiapee saud pluralityeof doqabstoiage dbvdveésduringubst ant i ve

content; depersitpiisherdtiondl sheontent fromsaid large payload file conprises
lishear characteristics by determining if said substantive content is

| ocated at a starti ndistituitinf asabskt begagtEpl pAYtYSFSIddK Mes from said local
storage devices to each one of said plurality of nodes qualified to receive said file
content, wherein said nodes qualified are those nodes that conform to sajd
distribution criteria set by said client. wherein each qualified node receiving said
subset of said plurality of block files distributes said subset into a plurality of

local storage devices of said receiving node.

62. An apparatus for distributing content to a plurality of network
nodes comprising: |

a network having a plurality of nodes. each of said plurality of

} nodes having a plurality of components capable of communicating with one
another. said plurality of components comprising one or more first servers in a

first server cluster: and

a third server obtaining a large payload file havin g content from

aclient for distribution in said network. said client providing distribution criteria

for said content, said third server transmitting said large payload file to a first

server of said one or more first servers in said first server cluster. said first server

dividing said content into a plurality of block files and distributing a subset of



generating a track file and transmtting said track file to said 2 '5StAPR 2005
server wb mas®docontent conprises said |inear characteri stpicg% 0@)3(_;{133 g
generating a plurality of track files and transmtting sai p% urality of
track files to said first server if said content does not conprise said

| i near characteristics. 66. The appa@atus of claim65, wherein said first
server dividing said WO 02/35799 -111 2 5 APR 2005 PCT/ US01/ 32638 content
conprises: determning at |east one desired block size: if said content
conprises linear characteristics, dividing said track file to generate a
pl ur al i t yS%f Pipradiexofhloeishileates piuralispohguafifisdinddds| whirefi ¢8 of 41 espond i n
size to sgj st_ene desi.red bl ock size;, and if said content does not
conpri se |aﬂfe]§(¥r1 néﬁcgrcggfo 53?is'f:’g,d('jsﬁf‘{)/'i‘téﬂ”rﬁ“e%ﬁf’ﬁbéiﬁ“‘gaﬁf'&"bl urality of track
files to generate a plurality of block files, wherein each of said block
files correspond in size to said at | east one desired block size. 67. The
appar at us of di3ai m B apparatimeof odainpél, sihegsin s&id gplurhliyalficbpehe@mponent s -
further }}.?,‘}{ﬁen% a gl‘u_ality of shared storage devices, wherein said first
server stores SaPd*pFurality of block files in said plurality of shared

storage devices suGTohifike@t fhrRbhiiallink Yoindl Gl hgs are distributed
g evli ces. .

over said plurality of shared storage “apparatus of claim
62, wherein said distributing a subset of said plurality of block files
conprises: a first. server in gn initiating node announcing the existence of
said content%3f sdid PGS ShGlaa @3 Wheremsaibplgralyy af earnpdricotst i on t o

nej ghborm}ggpgémp,s@sp nei ghbor nodes of said initiating node forwarding
sald notificationh to nodes that are nei ghboring said nei ghbor nodes,

wherein propagat i one of moad sttcond debvetiln DfRceMNidrMt@Fusidt hld dd oc0f said
pl urali t|¥1 of Hﬁ)des in

ore fifth servers in a fifth server cluster for serving said content to external
clients, said one or more fifth servers having communication link to said one or

more second servers in said second server cluster,

65.  The apparatus of claim 62, wherein said third server transmitting
said large payload file to said first server comprises said third server:

evaluating said large payload file to locate a portion having

substantive content;

determining if said content from said targe payload file comprises

‘««..,J

linear characteristics by determining if said substantive content is located at a
starting end of said large payload file: |

generating a track file and transmitting said track file to said first
server if said content comprises said linear characteristics: and

generating a plurality of track files and transmitting said plurality
of track files to said first server if said content does not comprise said linear

characteristics.

66. . The apparatus of claim 65, wherein said first server di viding said



desired subset of said block files from one or

nodes having said content.

The apparatus of claim68, wherein saldd-downl oadi ng said desired

said block files is fromthe |east congested nodes nearest to said

' [ wherei n sai d downl oadi ng
70. The apparatus of claim 68, Gount i nadire | a

qual i fied
said desir
plurality o

d
g;,e Qggt .of said block files is by paralle

B?SGSald net wor K.
determining at least one desired block size:

if said content comprises linear characteristics. dividing said track
file to generate a plurality of block files. wherein each of said block files
correspond in size to said at least one desired block size; and

if said content does not comprise linear characteristics, dividing

and one or rmre fi rstégg %@@?935

WD 02/ 35799 -112 PCT/USO1/ 32638 2 5 APR 2005 69.

subset of

each of said plurality of track files to generate a plurality of block files, wherein

each of said block files correspond in size to said at least one desired block size.

67.  The apparatus of claim 62, further comprising;
said plurality of components further having a plurality of shared
storage devices. wherein said first server stores said plurality of block files in said
plurality ‘of shared storage devices such that said plurality of block files are

distributed over said plurality of shared storage devices.

08.  The apparatus of claim 62. wherein said distributing a subset of

said plurality of block files comprises:

a first serverinan initiating node announcing the existence of said
content of said large payload file by sending a notification to neighbor nodes;

said neighbor nodes of said initiating node forwarding said
notification to nodes that are neighboring said neighbor nodes, wherein
propagation of said notification continues until all of said plurality of nodes in
said network have received said notilication; and

one or more first servers in said first server cluster in each of said

| qualified nodes downloading a desired subset of said block files from one or more

of said plurality of nodes having said content.
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69.  The apparatus of claim 68, wherein said downloading said desired
subset of said block files is from the least congested nodes nearest to said

gualified node.

70.  The apparatus of claim 68, wherein said downloading said desired
subset of said block files is by parailel downloading from a plurality of nodes of

said network.



