1 Description Title of Invention COMMUNICATION DEVICE, COMMUNICATION METHOD AND
PROGRAM 5 Technical Field [0001] The present invention relate 0 a communication device, a
communication method, and a program. 10 Background Art [0002] IC (Integrated Circuit) cards
that incorporate an integrated circuit capable of information recording and computations have been put
to practical use. Particularly, 15IC cards, also called smart cards, that include a processor in an
integrated circuit and realize advanced information grocessing are widely used for various applications
today as a means of settlement or a means of personal identification in daily life. [0003] In general,
information processing on an IC card is perforrq_.?d Upon 20 receiving a command issued from an
external device which can communicate with the 1C ¢ard. As for commands issued to the IC card,
there are various types that cause the IC card to execute information input and output, computations,
security processing or the like. Therefore, many IC.cards developed recently incorporate an operating
system (which is referred to hereinafter as an lges()’ft;lé‘feﬁb%es a platform 25for executing such a
group of commandsIiNECCYTEIGINTDERI @Fe Candsvhaie aploralnE of kimds 8 O8Sa0me ieprporated
into an IC card in order to allow the IC card to work in conjunction with a plurality of external devices
conforming to different specifications and expand the versatility of the IC card.

Technical Field
[0001]
The present invention relates to a communication device, a communication
method, and a program.
10
Background Art
(00023
IC (Integrated Circuit) cards that incorporate an integrated circuit capable of
information recording and computations have been put to practical use. Particularly,
15 IC cards, also called smart cards, that include a processor in an integrated circuit and
realize advanced information processing are widely used for various applications
today as a means of settlement or a means of personal identification in daily life.
[0003]
In general, information processing on an IC card is performed upon
20 recetving a command issued from an external device which can communicate with
the IC card.  As for commands issued to the IC card, there are various types that
cause the IC card to execute information input and output, computations, security
processing or the like. Therefore, many IC cards developed recently incorporate an
operating system (which is referred to hereinafter as an OS) that provides a platform
25  for executing such a group of commands in its circuit.  There are cases where a
plurality of kinds of OSs are incorporated into an IC card in order to allow the IC
card to work in conjunction with a plurality of external devices conforming to
different specifications and expand the versatility of the IC card.

[0004]



[0004] 2 As techniques related to the IC card incorporating a plurality of OSs, techniques
described in Patent Literature 1 and Patent Literature 2 below, for example, are known. For example.
Patent Literature 1 discloses a technique that incorporates an OS for contact IC cards and an OS for
contactless IC cards into one 5circuit and holds link information to data managed by each OS to
thereby enable data sharing between the OSs. Further, Patent Literature 2 discloses a technique that
manages processing history of each individual command to thereby prevent another command from
being executed by another OS during execution of a command by a certain OS. 10 Citation List Patent
Literature [0005] Patent %ét%rnalture l: PtZé) 2-25 %ﬂ?_f(lAl)l 15Patent Lite([at%re 2: 007-122289 (A)
Summary of Invention eChRICAIPrS eemr(%bgﬁé?% ro\l,vg%‘??%‘téﬂ%gﬁj Reasts ere it is desirable to
use a functioneohaiqgeesdnst G dimPaErcaithyuwsinga Pratecolithatearn wadsintgonjunction only with
a first OS of the IC (l:ard for exam%e._ln such a case, if an interfagce%fhat accepts a command from the
first OS is prepared %yafiﬁfl?i%%o ifcStoH :ﬁ&tgétclolﬁ?f%‘g{?t ISHetRD e grEaecond OS
decreases. Fuithepoapplieation fof thaiteaniquri2baiselassdin Ratentdsierabdrasliap d4aises the

necessity to add a, functjon to both OSs, which causes a passibility of reducing the versatility or
extensib?/ﬁty Oglfﬁglﬁlg&lﬁg%ﬁﬁdggﬂn%manon to data managgd by each OS to thereby enable data y

sharing between the OSs.  Further, Patent Literature 2 discloses a technique that
manages processing history of each individual command to thereby prevent another

command from being executed by another OS during execution of a command by a

certain OS.

10
Citation List
Patent Literature
[0005]
Patent Literature 1; JP 2002-259922 (A)
15 Patent Literature 2: JP2007-122289 (A)
Summary of Invention

Technical Problem

[0006]
20 However, a situation occurs whete it is desirable to use a function of a

second OS of an IC card by using a protocol that can work in conjunction only with a

first OS of the IC card, for example. In such a case, if an interface that accepts a

command from the first OS is prepared by making modification to the second OS,

the security level of the second OS decreases. Further, application of the technique
25  disclosed in Patent Literature 1 or 2 raises the necessity to add a function to both OSs,

which causes a possibility of reducing the versatility or extensibility of the OS itself.

[0007]

The present invention is made in view of the above-mentioned issue, and

aims to provide novel and improved communication device, communication method,



3 and program that enable calling of commands between OSs without decreasing the security level of
the OSs. Solution to Problem [0008] 5According to one aspect of the present invention, there is
provided a communication device which includes a first operating system that executes commands
belonging to a first command group, a second operating system that executes commands belonging to
a second command group different from the first command group, and a determination unit that, when
a first command belonging to 10the first command gyoup is received from an external device, inputs
the first command to the first operating system, when a first response is output from the first operating

system as a response to %e first omrﬁuand ransmits, the first reggso‘rg&tot e externahdewce, and

when a second command aetlgrr}fbblnegc?o %ﬁ%%e%oﬁlg%lo%krﬁgwge&roup IS oﬁ)i’g FSH e st operating

system as a respongdeaetioé fiksO&smmand, 15inputs the second command to the second operating
system and t n ipgutts 3¢ ond response as a response to the second command output from the
second opera fr’@%y%té)mrtc()j Re first operating system. [0009] Further, when the second command
belonging to tf@sgcond command 20group is received from an external device, the determination unit
may input the second conu-nand to the second operating system, and when a second response is

output fréhn the secordSPEFREHY SPSETRESS L T BBHER 1B YRRISB: BitdecsMivAac & ceived from the

external deviegtihendriaionidatien Whikmaylkansii:thesesond sesnanss i thgrexternal device.
95[0010] Further, the first operating system may include a command conversion unit that

converts at |e8%@%%%&&%@&@%@0%@%&%%@@%%%é%ﬁ}ﬁ%a belonging to
the second copp@ad @euRnl@Meldnging to a second command group different from the first

command group, and a determination unit that, when a first command belonging to
10 the first command group is received from an external device, inputs the first
command to the first operating system, when a first response is output from the first
operating system as a response to the first command, transmits the first response to
the external device, and when a second command belonging to the second command
group is output from the first operating system as a response to the first command,
15 inputs the second command to the second operating system and then inputs a second
response as a response to the second command output from the second operating
system to the first operating system,
[0009]
Further, when the second command belonging to the second command
20 group is received from an external device, the determination unit may input the
second command to the second operating system, and when a second response is
output from the second operating system as a response to the second command
received from the external device, the determination unit may transmit the second
response to the external device.
25 [0010]
Further, the first operating system may include a command conversion unit
that converts at least one command belonging to the first command group into &

command belonging to the second command group.

[0011]



4 Further, the commands belonging to the first command group may contain a header section
and a data section, and the command conversion unit may convert a command by extracting a
command belonging to the second command group from the data section of the command belonging
to the first command group. [0012] Further, the first operating system may further include a conversion
table for converting a command belonging to the first command group into a command belonging to
the second command group, and the command conyersion unit may convert a command by referring
to the conversion table and acquiring a command 10 belonging to the second command group

associated with the C%Hffae? h%elon%n%og first co m%nd roup. [0013] Further, the first
operating system may Inciide 5 first Corimand toRe LS Ui iia SRR YA Bommand

belonging to theatiestsecinmantlgiaupdoipg ibdadpwoanskhelongisgietbeiseeond.scammand group,
and a second commagrg conversion unit that conyverts at least one command belonging to the first

command grotB IS anstheY %M%ﬁ%%%ﬁg%ﬁﬁ?&%f% S AN SPUROBA] Further, the

communicatiaheigmicectnay tirthetonchsel adhirdipperatingirdsysiemmifatayecutes commands
belonging to 1thj§l command group different from the first command group and the second command
group, and th OR “operating system may include a first command conversion unit that converts at

least one command beigtginentorthe dijstcamBanreharayminteAcammand helangingie the second

command group, and a second command conversion unit that converts at 25least one command

belonging to tHEHFELES tATEHBEGFLRRGRES (& iRl SBIBHEI ST this ihr@EdmAREnd group. [0015]
Further, when,tensaqorcicosand dsapuLiem e isLORERHASNIRT AR A aponse to the first

command, the determination unit may rewrite information 30identifying an applicationof the second
operating sysfeRV &R e@mﬁq@@mrﬁ{y@n@g to the conversion table and acquiring a command

10 belonging to the second command group associated with the command belonging to
the first command group.
[06013]
Further, the first operating system may include a first command conversion
unit that converts at least one command belonging to the first command group into a
15 command belonging to the second command group, and a second command
conversion unit that converts at least one command belonging to the first command
group into another command belonging to the second command group.
[0014]
Further, the communication device may further include a third operating
20 system that executes commands belonging to a third command group different from
the first command group and the second command group, and the first operating
system may include a first command conversion unit that converts at least one
command belonging to the first command group into a command belonging to the
second command group, and a second command conversion unit that converts at
25  least one command belonging to the first command group into a command belonging
to the third command group,
[0015]
Further, when the second command is output from the first operating system
as a response to the first command, the determination unit may rewrite information

30 identifying an application of the second operating system and contained in the



second command according to a predetermined correspondence table before inputting the second
command to the second operating system. [0016] Further, the commands belonging to the second
command group may 5contain a header section and a data section, and when the second command is
output from the first operating system as a response to the first command, the determination unit may
input the second command to the second operating system only when the header section of the
second command satisfies a predetermined condition set in advance. 10[0017] Further, when the
second response as a response to the second comrand is not output from the second operating
system even after a predetermined time interval has elapsed from input of the second command to the

second operafiftf RYSERMIRE SRR RSP IReETERD e TrReRERAcISMmRRET o the second
operating systeim&aaoansd@HBlommahyithal: YeRERES85RRIESPONSe as a response to the

second command is not output from the second operating system even after a predetermined time
interval has elgt}&éééi from input of the second command to the second operating system, the

20determination unit MapiBPYlAKSSRARAS 1&@9&5@%&99@5@%@5& Al AMSIPLAR NG lrst operating

system. [0019] Further, according to another aspect of the present invention, there is provided a
communi€atiofPiieihadiadarcsaiipuAht datasortomelisdineen fressaBubermingrslistentpifat executes

commands belepging fﬂ@ég%ﬂé@ mend.groy pe@ﬁﬂ@c%%@ﬂéapg&ﬁﬂﬂ&a,yﬁ&%@eﬁe%{ﬁé%ﬁtes

commands belonging to a second command group different from the first command group, which
includes the sY&sneFy wineh thefijeramsheamanaisblonbirmgdontherfrstisgrsysandaiyuphisnréeeived from an

external devicg, JApAIR e HELCOMIMARL RS ISk QPLIRUAG SIS HIGT A [ 30response is

output from the first operating system as a response to the first comman transmiﬁqlng the first
response to thiee@tesnal device; when a second command belonging to the second command group is
output frgm th@@iﬁﬁ operating system as

Further, when the second response as a response to the second command is
not output from the second operating system even after a predetermined time interval
has elapsed from input of the second command to the second operating system, the
determination unit may input the second command to the second operating system

15 again,
[0018]}

Further, when the second response as a response to the second command is
not output from the second operating system even after a predetermined time interval
has elapsed from input of the second command to the second operating system, the

20 determipation unit may input a response indicating occurrence of an error to the first
operating systent.
10019}

Further, according to another aspect of the present invention, there is

provided a communication method in a communication device including a first

25 operating system that executes commands belonging to a first command group and a
second operating system that executes commands belonging to a second command
group different from the first command group, which includes the steps of, when a
first command belonging to the first command group is received from an external
device, inputting the first command to the first operating system; when a first

30 response is output from the first operating system as a response to the first command,



a response to the first command, inputting the second command to the second operating system; and
inputting a second response output from the second operating 5system as a response to the second
command output from the first operating system to the first operating system. [0020] Further,
according to another aspect of the present invention, there is provided a program causing a computer
controlling a communication device to 10 function as a first operating system that executes
commands belonging to a first command group, a second operating system that executes commands
belonging to a second command group different from the first command group, and a determination
unit that, when a first command belongingato the first command group is received from an external

device, inputs"HETISH RS AmERY TRABSEAS s Sraam Ietias, Wiksr 195oneeemaspithse is output from
the first operagiigIsiem @s %E@ﬁ@%ﬁﬁﬁ&ﬁﬁgrﬁ BmRaEe FaRsmile el espanss to the

external device, andwhen a second command belonging to the second command group is output from

the first operafifiFRg/ate A B Arelsumaand inpuTHREBInfRarey rpuremdstormsesmmand to the
second operagipgsystamand thanipRits.a Second LeRARSE AR R AERPARSR (0DE Reand

20command output from the second operating system to the first operating system. Advantageous
Effects oPInventish [B0213R31de s itsetpemitl eonaaadarinwi detip il duigieonpaidesiviterication

method,  apdAbeRICYAMiACSEARY to the present invention enable calling of commands
25between OSs without decreasing the security level of the OSs. Brief Description of Drawings [0022]

[Fig. 1] Fig. 1 i8&Yhattern diagram showing an overview of a communication device 30according to a

}‘gjte f;nciz%rmn; ] UG ool 0! AR MB0A U9 HeRh e ONHIRNO N gl g dntermediate

provided a program causing a computer controlling a communication device to

16 function as a first operating system that executes commands belonging to a first
command group, a second operating system that executes commands belonging to a
second command group different from the first command group, and a determination
unit that, when a first command belonging to the first command group is received
from an external device, inputs the first command to the first operating system, when

15  a first response is output from the first operating system as a response to the first
command, transmits the first response to the external device, andwhen a second
command belonging to the second command group is output from the first operating
system as a response to the first command, inputs the second command to the second
operating system and then inputs a second response as a response to the second

20 command output from the second operating system to the first operating system.
Advantageous Effects of Invention
[0021]

As described above, the communication device, the communication method,

and the program according to the present invention enable calling of commands

25 between OSs without decreasing the security level of the OSs.

Brief Description of Drawings
[0022]
[Fig. 1] Fig. 1 is a pattern diagram showing an overview of a communication device

30  according to a first embodiment.



[Fig. 3A] Fig. 3A is an illustrative diagram showing an example of a format of a command. [Fig. 3B]
Fig. 3B is an illustrative diagram showing an example of a format of a response. [Fig. 4] Fig. 4 is a
block diagram showing a logical configuration of a first operating system according to the first
embodiment. [Fig. 5A] Fig. 5A is the first half of an illustrative diagram for illustrating command
10conversion processing by a command conversion unit according to the first embodiment. [Fig. 5B]
Fig. 5B is the latter half of an illustrative diagram for jllustrating command conversion processing by a
command conversion unit according to the first embodiment. 15[Fig. 6] Fig. 6 is a block diagram
showing a logical configuration of a second operating sist_em according to the first embodiment. [Fig.

7] Fig. 7 is anlfiifsttatVie- didgmmiodr diastiatiseeties b Ry pamRiipnpEaminisresdiats device.

[Fig. 8] Fig. 8 ig,ap dlLstiatly eodiagram demilluatraling a relationship between types 20of external
devices and the processing paths in Fig. 7. [Fig. 9] Fig. 9 is a flowchart showing a flow of a transfer

destination detenitafidngproteissaactbriing 4o st ehabongrentxpmigle of Rigonaisof lowchart
showing a flowgf,a.figst command execution process according to the first embodiment. 25[Fig. 11]
Fig. 11 is a flowchart showing a flow of a second command execution process according to the first
embodimént. [fF&y. 3B Fig. 3B i anldbsdiiyeadiasnowingoaviitstaltexamive ekaniplaof die
intermediate laygr aceording to the first embodiment. [Fig. 13] Fig. 13 is a block diagram showing a
second alternative example of the 30intermediate layer according to the first embodiment. 8 [Fig. 14]
Fig. 14 is a pdttegridibigramsshbiwihgitgave shiewingf a logimmhunidationidevice Sccarnptingitea second

embodiment. 5 égenjr%gégdﬁg n{g %’r%go&k' éiljﬁ%r&rple%raowing a logical configuration of a first operating

system according to the sec iment.
[Fig. SA] Fig. SA is the first half of an illustrative diagram for illustrating command

10 conversion processing by a command conversion unit according to the first
embodiment.
[Fig. 5B] Fig. 5B is the latter half of an illustrative diagram for illustrating command
conversion processing by a command conversion unit according to the first
embodiment.

15 [Fig. 6] Fig. 6 is a block diagram showing a logical configuration of a second
operating system according to the first embodiment.
[Fig. 7] Fig. 7 is an illustrative diagram for illustrating three processing paths in a
communication device.
[Fig. 8] Fig. 8 is an illustrative diagram for illustrating a relationship between types

20 of external devices and the processing paths in Fig. 7.
[Fig. 9] Fig. 9 is a flowchart showing a flow of a transfer destination determination
process according to the first embodiment.
[Fig. 10} Fig. 10 is a flowchart showing a flow of a first command execution process
according to the first embodiment.

256  [Fig. 11] Fig. 11 is a flowchart showing a flow of a second command execution
process according to the first embodiment.
[Fig. 12] Fig. 12 is a block diagram showing a first alternative example of the
intermediate layer according to the first embodiment.
[Fig. 13] Fig. 13 is a block diagram showing a second alternative example of the

30  intermediate layer according to the first embodiment.



5[Fig. 16] Fig. 16 is a block diagram showing a logical configuration of an intermediate layer according
to the second embodiment. [Fig. 17] Fig. 17 is a block diagram showing an example of a hardware
configuration of a communication device. 10Description of Embodiments [0023] Hereinafter,
preferred embodiments of the present invention will be described in detail with reference to the
appended drawings. Note that, in this specification and the drawings, elements that have substantially
the same function 15and structure are denoted with ﬁhe same reference signs, and repeated
explanation is omitted. [0024] Further, description will be given in the following order. [I] First
Embodiment 20[1-1] Basic Configuration of Communication Device [1-2] Example of Flow of

CommunicatidhBrddd<dg1 -Bt Birét PHEHafiAeERE AOWINR 4TS e KR fafos maiAHIe 2] Second
Embodiment 2s{0@2a]dddkHestEmbadimanbiliidldgasic Configuration of Communication Device

Firstly, a basic configuration of a communication device 100 according to a first embodiment of the
present inventidi§id Yddgribedswithadtcieamashpiyinglatpgical configuration of a first

operating system according to the second embodiment.

5 [Fig. 16] Fig. 16 is a block diagram showing a logical configuration of an
mtermediate layer according to the second embodiment.
[Fig. 17] Fig. 17 is a block diagram showing an example of a hardware configuration

of a communication device.

10 Description of Embodiments
[0023]

Herematter, preferred embodiments of the present invention will be
described in detail with reference to the appended drawings. Note that, in this
specification and the drawings, elements that have substantially the same function

15 and structure are denoted with the same reference signs, and repeated explanation is
omitted.
[0024]
Further, description will be given in the following order.
f1] First Embodiment
20 [1-1] Basic Configuration of Commumication Device
[1-2] Example of Flow of Communication Pfocess
[1-3] First Alternative Example
[1-4] Second Alternative Example
{2] Second Embodiment
25 [0025]
[11 First Embodiment
[1-1] Basic Configuration of Communication Device

Firstly, a basic configuration of a communication device 100 according to a

first embodiment of the present invention is described with reference to Figs. 1 to 6.

30 [0026]



30[0026] 9 Fig. 1 is a pattern diagram schematically showing a communication device 100
according to the first embodiment of the present invention. An external device 10 and the
communication device 100 are illustrated in Fig. 1. [0027] 5The external device 10 is a communication
device that can communicate with the communication device 100. For example, the external device 10
may be a reader/writer that reads and writes information recorded on the communication device 100.
Further, the external device 10 may be an information processing device that provides an arbitrary
application to a user by using functions mounted on“10the communication device 100. [0028] On
the other hand, the communication device 100 is typically implemented as a contact or contactless IC
card or IC chip. FurthéigtHeitamtiercitgaaeshanttoeiaghes e arrprunisdsdioméeiirs included in

an information GoKAIGANG ML HEAINAb e AS ARSI PhARG The Cﬂm&té@iﬁ?%%oigévice 100

provides a command group for executing input and output of information recorded In its device or
various compUthtitdh8 eeorssenisatantdsvivh A0 wiseHusaiethiaidgislinput from the external device 10,
the communicgjfier;device 100 executes processing corresponding to the command and outputs a
response to the ext]ernal device 10. 20[0029] Referring to Fig. 1, the communication device 100
includes & communicdtisrerisit®i dedacintermrediate layetibR0] ey firethatl (BN iBOniadiest operating

system (referieoereiialiar o (4 Q)08 85pnd oRRIAING. YIS Rfeted o hereinafier

as a second OS) 160. 25[0030] The communication unit IS a communication'i e that
mediates comiagdaicatice dfatheabrmndurmivatorfdeviten @Qwittdthe hxtesnahdeviaso0. Input of

command g e el 55 08,1 GODIWIGRIRD ey SR aupitol eopones fom
unit 110. For exzivptbgtvwhendhean arbitrary application to a user by using functions mounted on
10 the communication device 100.
[0028]

On the other hand, the communication device 100 is typically implemented
as a contact or contactless IC card or IC chip.  Further, the communication device
100 may be a communication module included in an information communication

15 terminal such as a cellular phone. The communication device 100 provides a
command group for executing input and output of information recorded in its device
or various computations, as described later. Then, when a command is input from
the external device 10, the communication device 100 executes processing
corresponding to the command and outputs a response to the external device 10.

20 [0029]

Referring to Fig. 1, the communication device 100 includes a
communication unit 110, an intermediate tayer 120, a firewall (FW) 130, a first
operating system (referred to hereinafter as a first OS) 140, a second operating
system (referred to hereinafter as a second OS) 160,

25  [0030]

The communication unit 110 is a communication interface that mediates
communication of the communication device 100 with the external device 10.

Input of commands from the external device 10 to the communication device 100
and output of responses from the communiéation device 100 to the external device

30 10 are performed through the communication unit 110. For example, when the



10 communication device 100 perfoiiis contactless communication with the external device 10, the
communication unit 110 can be implemented as a communication interface conforming to standard
specification such as NFC (Near Field Communication). 5[0031] The intermediate layer 120 is a
logical hierarchy provided between the communication unit 110 and the first OS 140, the second OS
160. The intermediate layer 120 determines either one of the first OS 140 or the second OS 160 as a
transfer destination of a command input from the external device 10 and transfers the 10command, as
described in detail later. Further. the intermediate layer 120 outputs a response returned for the
transferred command to the external device 10 or further transfers it to either one of the first OS 140 or

the second OSCTHOURGAFRINAOASS 4 MesHOBRESPRiaMfgSRuBEY IicRiM BT ohmetsmadS 140 and the
second OS 16-0eihe ik i RIAVIdes DR INtesRetia e, aY&n %0 19003 hunic tjgo%firewall 130is
ed directly between

provided to prevent data access or command input and output from being perform

the first OS 14bieeefoBEEBREOSSEedard Inrsdieniicasvshtaseriéedr 13¢/ds logically implemented
in practice by aJRemay.6anpirol means included in the intermediate layer 120, which is described
20later. However, the firewall 130 may be implemented by physically dividing a memory area between
the OSs, for ebdhlle. [0033] The first OS 140 and the second OS 160 execute input and output of

information held by the-gemytuiaten dsvss A00and-piadelennined amptialions, 2saccording to
input commands. In this specification, &mong commands whic r& executablé i the communication
device 100, a sunotiosimandy éxecudthbyitkieFFsti0SHb4Rdséfofddio ashe fisstrarmimand group,

o 2t o B O 0 A0 e e o o,
30may be Felitat{negisteisdctranemaikp@Sromtte likeerSatificednfigidration®efibze 11 first OS 140
and the gpeond Q480359 HINg 18 %S MheTiMenhaie fessibed {n dSta G ipuss a
response returned for the transferred command to the external device 10 or further
transfers it to either one of the first OS 140 or the second OS 160. TFurthermore, a
means of controlling access to memory of the first OS 140 and the second OS 160 or
the like 1s provided in the intermediate layer 120.
15 [0032]
The firewall 130 is provided to prevent data access or command input and
output from being performed directly between the first OS 140 and the second OS
160.  In this embodiment, the firewall 130 is logically implemented in practice by a
memory control means included in the intermediate layer 120, which is described
20 later. However, the firewall 130 may be implemented by physically dividing a
memory area between the OSs, for example.
[0033]
The first OS 140 and the second OS 160 execute input and output of
information held by the communication device 100 and predetermined computations
25  according to input commands. In this specification, among commands which are
executable in the communication device 100, a set of commands executed by the first
OS 140 is referred to as a first command group, and a set of commands executed by
the second OS 160 is referred to as a second command group. For example, the
first OS 140 may be Java Card (registered trademark) OS, and the second OS 160

30  may be Felica (registered trademark) OS or the like.  Specific configurations of the



[0034] The overview of the communication device 100 according to the first 5embodiment of the
present invention is described above with reference to Fig. I. Hereinafter, a detailed configuration of
each of the intermediate layer 120, the first OS 140 and the second OS 160 is described. [0035] Fig. 2
is a block diagram showing a detailed configuration of the 10intermediate layer 120 according to the
embodiment. Referring to Fig. 2, the intermediate layer 120 includes a packet translation unit 122, a
determination unit 124, a temporary storage unit 126, and a memory control unit 128. [0036] When a
communication packet is received by the communication unit 110, 15the packet translation unit 122
translates the content of the communicationé)acket and directs the determination unit 124 to determine

the transfer d&&tiafior O raddgmmsreans fos thedmetardingdo Hrerpmbedisinios: tetrkethis time, the

command acgiign frem the communication packet is stored in the temporary storage unit 126. [0037]
20The determination unit 124 determines which of a command belonging to the first command group
to be transfert@83dl the first OS 140 (which is referred to hereinafter as a first command) and a

command belonging g6, 2eaRdSARUDAA IPLRILA heANSIBIEd. 9 iha saroL 0S 160 (which i

referred to hereinafter as a second command) the above-described com ecelved form the

external éevi@@Qiﬁméﬁi@&th@a@S[@USBYGHﬁOFﬁg_.C@ACtﬁJaﬁ dlhostrative ndfagrarn showirlg an example of
o format of & ¢RMMARG re AL N tE. GOMIN N CAURBARY R IR REIRITNG 10 Rtk Ay 2 command

50 includes a command header sectiorf 52 and a command data section he command header
section 52 coMaiaedthmsedrebaé forlideddfyiigdhe type of

[0035]
Fig. 2 is a block diagram showing a detailed configuration of the

10 intermediate layer 120 according to the embodiment. Referring to Fig. 2, the
intermediate layer 120 includes a packet translation unit 122, a determination unit
124, a temporary storage unit 126, and a memory control unit 128.

[0036]
When a communication packet is received by the communication unit 110,

15 the packet translation unit 122 translates the content of the communication packet
and directs the determination unit 124 to determine the transfer destination of a
command for the first OS 140 or the second OS 160. At this time, the command
acquired from the communication packet is stored in the temporary storage unit 126.
[0037]

20 The determination unit 124 determines which of a command belonging to
the first command group to be transferred to the first OS 140 (which is referred to
hereinafter as a first command) and a command belonging to the second command
group to be transferred to the second OS 160 (which is referred to hereinafter as a
second command) the above-described command received form the external device

25  1s, for example.

[0038]

Fig. 3A is an illustrative diagram showing an example of a format of a
command received by the communication device 100, Referring to Fig. 3A, a
command 50 includes a command header section 52 and a command data section 54.

30  The command header section 52 contains a command code for identifying the type of



12 the command, a parameter for executing the command or the like, for example. On the other hand,
the command data section 54 contains data to be processed by the command or the like. Further,
processing to select an application may be implemented by setting a code to command selection of an
application to the 5command header section 52 and including an application code for identifying an
application to execute the command into the command data section 54. [0039] The determination unit
124 refers to the command code contained in the header section 52, for example, and when it
determines that the above-described 10command reCeived from the external device 10 is the first
command, the determination unit 124 inputs the first command to the first OS 140. Then, when a
response as d1eSPBHAh L HIEEIBHmEHRE iR soaTRIRE 9 thedsafrsrcaamarfest ré8ponse) is
output from thedirsh Q@ RakA0taltes thaknthe-determinationHaifnl 24:QutPis the.fis] gspense to the
packet translation unit 122, so that it is transmitted to 15the external device 10 through the
communicatictfiienderdodte.  Furfberaproseminrstasice anralisasivoving &n example of a format

of a response; nsyiied O 1e SANMUBIGAHAN HPYAE AR REISISIRIR 9, 35, a response 60

includes a response data section 62 and a status section 64. The 20response data section 62 contains
data acq@irederyaistdrsdaseciesuit ohdxaelndieeaeapnhegithorcde fikeidoridxampte. On the other

hand, the statys,secion G4 conlalns.as Ao IdicANghelher exgeution of a command

ends normally or ends abnormally or the like. [0041] 25 IS em ment, there is a case where, after
the determinatii#Uhit 124 inputs the first command to the first OS 140, the second command to be

ransferred (0 the secqqd 460, 515 NG fISLSRONSE, S QUIPHL o0 118 st OS 140. In such

a case, the determination unit etermines that the second command'1s ou putlby referring to the
command codesntssiciechihhcommpaindand ademse diomBR6R hotkn ibdwig.d3d;fordexample, and

inputs thg, Secc%%'n%%@ rl%%gﬁifetzg %rhoemst%%oqu%%gl device 10 1s the first command, the

determination unit 124 inputs the first command to the first OS 140. Then, when a

response as a response to the first command (which is referred to hereinafter as a first
response) 1s output from the first OS 140 after that, the determination unit 124
outputs the first response to the packet translation unit 122, so that it is transmitted to

15  the external device 10 through the communication unit 110.
[0040]

Fig. 3B is an illustrative diagram showing an example of a format of a

response transmitted from the communication device 100. Referring to Fig. 3B, a
response 60 includes a response data section 62 and a status section 64. The

20 response data section 62 contains data acquired or generated as a result of executing
a command or the like, for example. On the other hand, the status section 64
contains status information indicating whether execution of a command ends
normally or ends abnormally or the like.
[0041]

25 In this embodiment, there is a case where, after the determination unit 124
inputs the first command to the first OS 140, the second command to be transferred
to the second OS 160, instead of the first response, is output from the first OS 140.
In such a case, the determination unit 124 determines that the second command is
output by referring to the command code contained in the command header section

30 52 shown in Fig. 3A, for example, and inputs the second command to the second OS



13 160. After that, when a response as a response to the second command (which is referred to
hereinafter as a second response) is output from the second OS 160, the determination unit 124 inputs
the second response to the first OS 140 that has output the second command, rather than transmitting
it to the external device 10. Then, 5when the first response is finally output from the first OS 140, the
determination unit 124 outputs the first response to the packet translation unit 122, so that it is
transmitted to the external device 10 through the communication unit 110. [0042] Further, when the
determination unit 124 determines that the command 10received from the external device 10 is the
second command, it inputs the second command to the second OS 160. Then, when the second

response as d Pspohee {HaheEeRHEERTHAN IS BRStEH Smsaresbeomaard eabicthis determination
unit 124 outpytsdheiseqeneifesrenss & the P&%ﬁ&éﬁ%lﬁt@%mﬁ frei0dialdt {gdragsmitted to the
e

external device 10 through the communication unit 110. Determination as to 15whether the second

response as FESPBAEIHURE SebEnyeshsrieaadsasperae thiheifssoS1 W shar dasaimd to the
external deViQﬁelgé@ﬁEHQ%ﬂﬁ%%ﬁ%@ﬁ%@ﬂ%%ﬁ%%fﬂégh\éaé%ﬁﬁfla%\%@ for determining a

transfer destination into the temporary storage unit , for example. [0043] 20Note that, when a
responseas FMEEFadE YoreBosse dhdnedin AP Koo tisufpat fOthdhseduaindBtie0siten after a

predetermined. i pieryel Arinesh i adyanes has claRse iam e dnout gt second command o

the second OS 160, for example, the deteimination unit 124 may input the second command to the
second OS 16GugaitcNechvatiienalvaira re shonsd te acwsponsatimtheisetdond 25command is not
output even é@&g}predetermined time interval has elapsed, the determination unit 124 may notify the
first OS 140 of the occurrence of an error by inputting a response containing status information
indicating timeout to tHetfiret, ®8en4be thtexanmien 0044341k termirEr¢hdederiptiomaidhe intermediate

layer 129)“@59&“/%&%%}% &%‘Q%%'r%ﬁ eiﬂﬁc%o i?sut%(ej ls:)é/ccgrel};%gn té)ndF,igf i%puts the second
command to the second OS 160. Then, when the second response as a response to
the second command is output from the second OS 160, the determination unit 124
outputs the second response to the packet translation unit 122, so that it is transmitted
to the external device 10 through the communication unit 110. Determination as to

15 whether the second response as a response to the second command is input to the
first OS 140 or transmitted to the external device 10 can be made by temporarily
storing a flag value or the like for determining a transfer destination into the
temporary storage unit 126, for example.

[0043]

20 Note that, when a response as a response to the second command is not
output from the second OS 160 even after a predetermined time interval defined in
advance has elapsed from the input of the second command to the second OS 160,
for example, the determination unit 124 may input the second command to the
second OS 160 again.  Alternatively, when a response as a response to the second

25  command is not output even after a predetermined time interval has elapsed, the
determination unit 124 may notify the first OS 140 of the occurrence of an error by
inputting a response containing status information indicating timeout to the first OS
140, for example.

[0044]



[0045] The temporary storage unit 126 temporarily stores commands and responses 5exchanged
between the packet translation unit 122 and the determination unit 124 and between the determination
unit 124 and first OS 140 or the second OS 160, control data or the like. The temporary storage unit
126 can be implemented by using RAM (Random Access Memory), for example. [0046] 10The
memory control unit 128 controls the operation of each of the first OS 140 and the second OS 160 in
order to avoid that memory access occurs concurreigly between the first OS 140 and the second OS
160 and a failure occurs in the communication device 100. The memory control unit 128 can be

implemented by usingga known I\_/JMUOrélMer_nory Management Unit), for example. Alternatively, the 15
first OS 140 and the sERBAEIHUBDYNLS BucHpetiate avephy dissnr dirkeie dia crehnsémsntl power

supply to eachs Il ShiRdN2Y REGaRroHedby the memory control unit 128. [0047] The detailed
configuration of the intermediate layer 120 according to the embodiment is described above with

reference to F@%‘@ and 3. Note that the 20intermediate layer 120 may be implemented as a kernel of
the communication deyiga 190, sREGHiealY:& GOR BRRIPANAIRINS I IHRCHER SrayR.Offhe,
intermediate layer 120 for the first OS 1?0 and the sec%nd 098 160, which is describségc%a%ove, may be
implemerfted &HREMDITER Sesitrksicaredenivait b (0048t 2skignindticn bivitk dlagram showing

a deailed configusatian ot ibeJiteh S arcers g e Pe empogimen, Releniogdg Fig. 4, the first

OS 140 includes a first execution environment 142 and applications 150A and T0049]
The first exectRigrrbAvironTiiEnikies? iEhe sofverey glotqeehatiptagideste ddplatierneddrthe first OS 140

to execute th%ﬂ@ ﬂmﬁgﬂ&%%cczpseﬂg%o})%, for example.
[0046]

10 The memory control unit 128 controls the operation of each of the first OS
140 and the second OS 160 in order to avoid that memory access occurs concurrently
between the first OS 140 and the second OS 160 and a failure occurs in the
communication device 100.  The memory control unit 128 can be implemented by
using a known MMU (Memory Management Unit), for example. Alternatively, the

15 first OS 140 and the second OS 160 may be mounted on physically different IC chips,
and power supply to each IC chip may be controlled by the memory control unit 128.
[0047]

The detailed configuration of the intermediate layer 120 according to the
embodiment is described above with reference to Figs. 2 and 3. Note that the

20 itermediate layer 120 may be implemented as a kernel of the communication device
100.  Specifically, a common management function group of the intermediate layer
120 for the first OS 140 and the second OS 160, which is described above, may be
implemented as a kernel of the communication device 100.

[0648]

25 Fig. 4 is a block diagram showing a detailed configuration of the first OS
140 according to the embodiment. Referring to Fig. 4, the first OS 140 includes a
first execution environment 142 and applications 150A and 150B.

[0049]
The first execution environment 142 is a software group that provides a

30 platform for the first OS 140 to execute the first command group. The first



execution environment 142 mainly includes a first command translation unit 144, a first command
execution unit 146, and a first storage unit 148. [0050] The first command that is input to the first OS
140 by the determination unit 5124 of the intermediate layer 120 is first converted into a format which
is executable by a CPU (Central Processing Unit) or the like of the communication device 100 by the
first command translation unit 144 and output to the first storage unit 148. Then, the first command is
executed by the first command execution unit 146. [Q051] 10The applications 150 (150A and 150B)
are arbitrary applications that operate on the first 0S'140 by execution of the first command. The term
"application” involves an applet, software containinﬂgﬁ:éa simpler logic only or the like. Which of the

applications 156RENG 180E TR Literaintetbrhifse @ Badepmranddppiialion wuteYr the like

contained in thescommimand eatausretianS4efthe JirstdaspmmandiRy setting a code to command
selection of an application to the command header section 52 of the first command, for example.

[0052] In[ B émbodiment, when the application 150A is executed for the first command, input

and output of informatiei garespARAIRGHA iheaRPlicalion.4594 1 20RedRtgIRING ERMRYiAtions or the

like is performed, and the first response is output to the temporary storage unit 126 of the intermediate

layer 1205 [0053} efrihmérimaedizisdavohéAtheltptnativied 50B isfeseautddciorsthectingtble command,
the first commgndds ceariafppiohe, seqand,cARANG K ACOMMANY ARGRRYEISIRR Nt 152

included in the application 150B, and the second command is output to the temporary storage unit 126
of the interme@i gqh&;@mm@gi translation unit 144 and output to the first storage unit 148. Then,

the first command is executed by the first command execution unit 146,
[0051]

10 The applications 150 (150A and 150B) are arbitrary applications that
operate on the first 0S 140 by execution of the first command. The term
"application" involves an applet, software containing a simpler logic only or the like.
Which of the applications 150A and 150B is executed is determined based on an
application code or the like contained in the command data section 54 of the first

15 command by setting a code to command selection of an application to the command
header section 52 of the first command, for example.

[0052]
In this embodiment, when the application 150A is executed for the first
command, input and output of information corresponding to the application 150A,

20 predetermined computations or the like is performed, and the first response is output
to the temporary storage unit 126 of the intermediate laver 120,

[0053]
On the other hand, when the application 150B is executed for the first
command, the first command is converted into the second command by a command

25 conversion unit 152 included in the application 150B, and the second command is
output to the temporary storage unit 126 of the intermediate layer 120,

[0054]
The conversion of a command by the command conversion unit 152 can be

realized by a technique shown in Fig. SA or 5B, for example. Figs. 5A and 5B are



[0054] The conversion of a command by the command conversion unit 152 can be realized by a
technique shown in Fig. 5A or 5B, for example. Figs. 5A and 5B are 16 illustrative diagrams for
illustrating examples of command conversion processing by the command conversion unit 152. [0055]
In Fig. 5A, a command header section 52a of a first command 50a contains 5a command code
indicating that the command is the first command. Further, a command data section 54a contains a
series of information constituting a command head%section of the second command after conversion.
Then, the command conversion unit 152 extracts the'’command data section 54a of the input first
command 50a and outputs it to thereby convert the first command 50a into the 10 second command.

[0056]  OWRBGi et A& oY tEalnesmes KESBHERMi 6P O 6P ATIEEBIERMand 50a

contains a compaheate-hidicating thatitre command is the first command, just like in Fig. 5A.
Further, a command conversion table TBL1 is held 15 in advance in a storage area available to the

command con{8rsibon unit 152. Then, the command conversion unit 152 acquires a command code of

the second commandiasseciated withthe.0mimend sads coptained inthe commang igader section

52b of the input first command 50b from the command conversion table TBL | and outputs it to thereby

convert the firsteBmmEesobHiestine datbcesmaahy. the fisstaepmandin hetbsample of Fig. 5B,
the first commapdrXl canneapvestedhiniothe secand cammand, Yi. andifhe firshgammpand X2 can

be converted into the second command Y2. [0057] As is understood from theTillustrations of Figs. 4
and 5, when theadgsseBsaminianddecademsrseiby therfrer GS40, tRecfirsheasponsedor the second

command . ;version unit 152 extracts the command data section 54a of the mput first

command 50a and outputs it to thereby convert the first command 50a into the
10 second command.
[0056]

On the other hand, in Fig. 5B, a command header section 52b of a first
command 50a contains a command code indicating that the command is the first
command, just like in Fig. 5A. Further, a command conversion table TBL1 is held

15 inadvance in a storage area available to the command conversion unit 152.  Then,
the command conversion unit 152 acquires a command code of the second command
associated with the command code contained in the command header section 52b of
the input first command 50b from the command conversion table TBL1 and outputs
it to thereby convert the first command 50b into the second command. For example,

20 inthe example of Fig. 5B, the first command X1 can be converted into the second
command Y1, and the first command X2 can be converted into the second command
Y2.

[0057]

As is understood from the illustrations of Figs. 4 and 5, when the first

25  command is executed by the first OS 140, the first response or the second command
is output from the first OS 140 to the intermediate layer 120. Then, as described
earlier, the first response is transmitted to the external device 10, and the second
command is input to the second OS 160.

[0058]



is output from the first OS 140 to the intermediate layer 120. Then, as described earlier, the first
response is transmitted to the external device 10, and the second command is input to the second OS
160. [0058] 17 Fig. 6 is a block diagram showing a detailed configuration of the second OS 160
according to the embodiment. Referring to Fig. 6, the second OS 160 includes a second execution
environment 162 and applications 172 and 174. [0059] 5The second execution environment 162 is a
software group that provides a platform for the secc:%néd OS 160 to execute the second command
group. The second execution environment 162 mainly includes a second command translation unit
164, a second command execution unit 166, and a second storage unit 168. [0060] 10The second

command that is input 18- thés SU6RK reHED Y Heedelsimiirhroriigniaton of thesriitnediate layer
120 is first comggrigebiiata@tfonmabwbishis exerutakind P AL thedikewd the sampunication

device 100 by the second command translation unit 164 and output to the second storage unit 168.
Then, the sechRtFeBHTHEMS SR8BGIBCHY theé Fxkapmrlicsivmnahiteréciffon unit 166. 15[0061]

The applicati 85bi2 and 174 are arbitrary applications that operate on the second OS 160 by
execution of the second command. In this example, when the application 172 or 174 is executed for
the secofd command I ISpiseand Begiosr InToIPRERM Lo nesprHitineterear happiivadena

predeterminegicamRHiaaRS AL GO in Retrna aud e eeand Leshenses Ui © Ine

temporary storage unit 126 of the intermediate layer 120. Which of the applications 172 and 174 is

executed is detSeivaEBELRIMsRIPAppticdtior tede victmiilcovoraineehiatie com@hd header
section 52 of e saeEMAAMTANK % PHATIE: IG9ALESTIG A65RToRRonSe output as a resultof

execution of the second comman
[0060]

10 The second command that is input to the second OS 160 by the

determination unit 124 of the intermediate layer 120 is first converted into a format
which is executable by a CPU or the like of the communication device 100 by the
second command translation unit 164 and output to the second storage unit 168.
Then, the second command is executed by the second command execution unit 166.

15 [0061}

The applications 172 and 174 are arbitrary applications that operate on the
second OS 160 by execution of the second command. In this example, when the
application 172 or 174 is executed for the second command, input and output of
information corresponding to each application, predetermined computations or the

20 like is performed, and the second response is output to the temporary storage unit
126 of the intermediate layer 120. Which of the applications 172 and 174 is
executed is determined based on an application code or the like contained in the
command header section 52 of the second command, for example.

[0062]

25 The second response output as a result of execution of the second command
by the second OS 160 is transmitted from the intermediate layer 120 to the external
device 10 through the communication unit 110 when the second command is
received from the external device 10 as described above.  On the other hand, when
the second command is output from the first OS 140, the second response is input to

36 the first OS 140 by the intermediate layer 120.



by the second OS 160 is transmitted from the intermediate layer 120 to the external device 10 through
the communication unit 110 when the second command is received from the external device 10 as
described above. On the other hand, when the second command is output from the first OS 140, the
second response is input to 30the first 05 140 by the intermediate layer 120. 18 [0063] The
second response that is output from the second OS 160 and input to the first OS 140 is processed by
the application 150B that has output the second comymand, for example, and output to the intermediate
layer 120 as the first response 5 that contains the execution result of the second command. Then, the
first response is transmitted from the intermediate layer 120 to the external device 10 through the
communicatid?¥hit 110. [0064] Note that the first storage unit 148 and the second storage unit 168

may be 10those dividq@/iduaily Ryihadunstinnefihermamery-cony eldndolat deneribegabove.

Specifically, the first storage unit 148 and the second storage unit 168 may be configured by physically

a single recorfifig RIS OO ERa A Gn i OB dinbas RiatibPreeert 15The basic
configuration gf thecammunisatian devicerRQateardinddethe %rﬁsemém%&g{%%geabove with

reference to Figs. 1 to 6. Summarizing the above description, paths of processing by the

communiatidhd éoriainnhaexsaion ierde «idus et putisomshmng. in Hignrthipdss reereferring to Fig.
7 a first procesgingAbd s8R IRiehite et sammandiaaaies ian ig.expmal device 101s

executed by the first OS 140, and the first response output from the first OS 140 as™a result is
transmitted toctheresmesdizttevee 0 (P | a, b). [0067] 25A second processing path is a path in which
the first comnﬂg@gdﬂeceived

Note that the first storage unit 148 and the second storage unit 168 may be

10 those divided virtually by the function of the memory control unit 128 described
above. Specifically, the first storage unit 148 and the second storage unit 168 may
be configured by physically a single recording device.

[0065]
[1-2] Example of Flow of Communication Process

15 The basic configuration of the communication device 100 according to the
embodiment is described above with reference to Figs. 1 t0 6.  Summarizing the
above description, paths of processing by the communication device 100 are mainly
three kinds of paths shown in Fig. 7.

[0066]

20 Referring to Fig. 7, a first processing path is a path in which the first
command received from the external device 10 is executed by the first OS 140, and
the first response output from the first OS 140 as a result is transmitted to the
external device 10 (Pla, b).

[0067]

25 A second processing path is a path in which the first command received
from the external device 10 is converted into the second command by the first OS
140, and the first response containing a result of executing the second command by
the second OS 160 is output from the first OS 140 and transmitted to the external
device 10 (P2ato d).

30 [0068]



from the external device 10 is converted into the second command by the first OS 140, and the first
response containing a result of executing the second command by the second OS 160 is output from
the first OS 140 and transmitted to the external device 10 (P2a to d). 30[0068] 19 A third processing
path is a path in which the second command received from the external device 10 is executed by the
second OS 160, and the second response output from the second OS 160 as a result is transmitted to
the external device 10 (P3a, b). 5[0069] A cas?[és assumed where a communication protocol
between the external device 10 and the communication device 100 supports the first command only.
The external device 10 in such a case is shown as an external device 10a in Fig. 8. [0070] 10The

external device 10a i’ Fi§i'8 R95GEE08 PR Avt e ariichibiq s o smnreaydisptitadon operating on
the first OS 14R.hyiRefirelepiacesaingpathRe abtheyaamuaisigation device 0Q.g,pddition, the

external device 10a can issue the first command and use an arbitrary application operating on the
second OS 160°B) aREBHb R BCdSsiRYPaR P oBfhe ieamhUfaTE Hedevidee FoGrAglthis time, it
15appears to fhe;exigyppddeyice 10a as if only the first command is executed by the communication
device 100. This means that it is not necessary to make modification to the external device 10a in
order to provid@0aRitrary application services of the first OS 140 and the second OS 160 to a user.

10071) 20Further, an exigal eyl JAN-WTPSE SOMMURISELRRLTIGERI IR g comunication
n Fig. 8.

device 100 supports the second command is also shown i The external device l106 can issue
the second comiviEntland thseccammtbitcanpagdplicatidi) speratinghorfitsecssooani@8l160Hy a third

processing palinrplithg.commuisAiandevise 400 4t kil lie seagnd Op 160 of the 25

communication device 100 is provi with a special interface for accepting accéss from the first OS
140, there is 448584ibility that the interface is abused by a user who makes connection through the

exteralevice 10 Hqueer, I} s erpgsITentyhseause Jne second OS 160 accepts oy the
second command as usuaﬁ ﬁ']@ security eve}ilo %he secon oes no 8% Iuéqg .

arbitrary application operating on the first OS 140 by a first processing path P1 of the
communication device 100, In addition, the external device 10a can issue the first
command and use an arbitrary application operating on the second OS 160 by a
second processing path P2 of the communication device 100. At this time, it

15 appears to the external device 10a as if only the first command is executed by the
communication device 100. This means that it is not necessary to make
modification to the external device 10a in order to provide arbitrary application
services of the first OS 140 and the second OS 160 to a user.
[0071]

20 Further, an external device 10b whose communication protocol with the
communication device 100 supports the second command is also shown in Fig. 8.
The external device 10b can issue the second command and use an arbitrary
application operating on the second OS 160 by a third processing path P3 of the
communication device 100. At this time, if the second OS 160 of the

25  communication device 100 is provided with a special interface for accepting access
from the first OS 140, there is a possibility that the interface is abused by a user who
makes connection through the external device 10b.  However, in this embodiment,
because the second OS 160 accepts only the second command as usual, the security
level of the second OS 160 does not decrease.

30 [0072]



30[0072] Figs. 9 to 11 are flowcharts showing an example of communication processing by the
communication device 100 according to the embodiment. Fig. 9 mainly shows a flow of a transfer
destination determination process by the determination unit 120 of the intermediate layer 120. 5[0073]
Referring to Fig. 9, the transfer destination determination process starts triggered by reception of a
communication packet from the external device 10 through the communication unit 110 (S1202). The
received communication packet is written into the temporary storage unit 126. 10[0074] Next, the
packet translation unit 122 translates the content of the communication packet and, when the first
command or the second command is contained in the communication packet, directs the

determination unit 124 t&*def8ridine flewrikgrer nesng fioramnile ebFmBERNIESELD4). 15[0075]
Then, the determinationsinitd &hdeiitangs be ansfacdsainaiemhot e.aamumand:Ry geferring to

the command header section 52 of the received command, for example, and identifying the command

as either the fiF&iRS AN oo Se bR eatamiandonsissemyingg enrarieswieiehe received
command is thedirst cApmant: 20MeeIREmRALen YRL 334 inputs the first command to the first OS

140. Further, when the received command is the second command, the determination unit 124 inputs
the secorid cdfiMahd to the second OS 160. [0076] Upon input of the first command, the first OS 140

executes the first 250@&@@&% 5F @’.tﬁ@t%@é{ti@&@{g&ﬁ@%%ﬂ%ﬁggﬁ@@s Ly, the first OS 140

is described in detail hereinafter wi ' reference to Fig. 10. [0 Is a flowchart partially
illustrating thelfgge!sflthe Hespbomp armgBxaputaiopoedss Byrthddirst@S:ddiRelérring to Fig. 10,

after S1206 O{lﬁﬂrg%’the communication unit 110 (81202). The received communication packet
is written into the temporary storage unit 126.
10 [0074]

Next, the packet translation unit 122 translates the content of the
communication packet and, when the first command or the second command is
contained in the communication packet, directs the determination unit 124 to
determine the transfer destination of the command (S1204).

15 [0075]

Then, the determination unit 124 detenmines the transfer destination of the
command by referring to the command header section 52 of the received command,
for example, and identifying the command as either the first command or the second
command (S1206). As a result, when the received command is the first command,

20 the determination unit 124 inputs the first command to the first OS 140. Further,
when the received command 1s the second command, the determination unit 124
inputs the second command to the second OS 160.

[0076]

Upon input of the first command, the first OS 140 executes the first

25 command (S1208). An execution process of the first command by the first OS 140
is described in detail hereinafter with reference to Fig. 10,

[0077]
Fig. 10 is a flowchart partially illustrating the flow of the first command

execution process by the first OS 140. Referring to Fig, 10, after S1206 of Fig. 9,



21 access to memory of the first OS 140 is permitted by the memory control unit 128 of the
intermediate layer 120 firstly (S1402). [0078] Then, the first command translation unit 144 that
has received the first 5command in the first OS 140 translates the first command and converts it into
an executable format (51404). Further, the first command execution unit 146 executes the first
command converted into the executable format (S1406). [0079] In this step, the process branches off
depending on whether the application 10150 that operates by execution of the first command performs
conversion of the command or not (S1408). For example, the application 150A shown in Fig. 4
generates the first response as a response to the first command without performing conversion of the

command (ST#185S IR tRrsiease! the Yeh&ralktP iraaapisddy idhemeairm eratiehiperads slorage unit

126 of the intermpliate:layer 1d29- ﬁ@qgrglg@t(gtﬁ;bg)process shifts to S1210 of Fig. 9. [0080] On
the other hand, the application 150B shown in Fig. 4, for example, includes the command conversion

unit 152. Theﬂ@ﬂ;r%], when the application 150B operates, the first command is converted into the

second command by the. cORIMANL2RSSMERSIANHRIL 167 312k e serend sammand generated

in this step is written to the temporary storage unit 126 of the intermediate layer 120. After that, the
process shiftscesngERd0biEi§rg Go0sH) Tanslaeschiphivr rmmnend mid conwiielt ttesponse as a

response to the. 28 fifistEAMMaNd is PURHLAQM ARG st § aége%%égl E?(HH’PT g Jni 124

determines whether the response should be transmitted to the external device 10 or tfansterred to the
second OS 16]@3@}2g@pr{@ggzpnverted into the executable format (§1406).

[0079]
In this step, the process branches off depending on whether the application
10 150 that operates by execution of the first command performs conversion of the
command or not (51408). For example, the application 150A shown in Fig. 4
generates the first response as a response to the first command without performing
conversion of the command (S1410).  In this case, the generated first response is
written to the temporary storage unit 126 of the intermediate layer 120.  After that,
15 the process shifts to S1210 of Fig. 9.
[0080]
On the other hand, the application 150B shown in Fig. 4, for example,
includes the command conversion unit 152.  Therefore, when the application 1508
operates, the first command is converted into the second command by the command
20 conversion unit 152 (S1412). The second command generated in this step is written
to the temporary storage unit 126 of the intermediate layer 120.  Afier that, the
process shifts to S1210 of Fig. 9.
[0081]
The description returns to Fig. 9. When a response as a response to the
25 first command is output from the first OS 140, the determination unit 124 determines
whether the response should be transmitted to the external device 10 or transferred to
the second OS 160 (51210).
[0082]
At this time, when the first response is output from the first OS 140, the

30 determination unit 124 transmits the first response to the external device 10 through



22 the communication unit 110 (51212). and a series of processing by the communication device 100
ends. On the other hand, when the second command is output from the first OS 140. the determination
unit 124 inputs the second command to the second OS 160. 5[0083] Then, upon input of the
second command, the second OS 160 executes the second command (S1214). An execution process
of the second command by the second OS 160 is described in detail hereinafter with reference to Fig.
11. [0084] 10Fig. 11 is a flowchart illustrating the floyy of the second command execution process by
the second OS 160. Referring to Fig. 11, when the S€cond command is input to the second OS 160 as
a result of the determinatjon.in S1206 or S1210 of Fig.9, access to memory of the second OS 160 is

permitted by tE FOEHBRA cAiRPIrtihit 16 bt 1R M Amedraretimsrsessieerhsdhes1602). 15[0085]
Then, the secafifRORMMARE JENIAHONKNT 16 LIRS 16RIVRHLN &s8condicoMMangin the second

OS 160 translates the second command and converts it into an executable foimat (S1604). Further,
the second coRAfEcaxdrfisn Uit 186t sdeisraarpbosesvind LoimpHEr b cesvadsgmisite executable
format (S1606).(RPIL86H s 1ddhen, the second response as a response to the second command is
generated by the application 172 or 174 shown in Fig. 6, for example (S1608). The second response
generated in fé8 p is written to the temporary storage unit 126 of the intermediate layer 120. After

tht, the process shiftyo,54248 051223008 comm TP AESGIRHEN SRR Elg 9y Vhen the

second response as a response to the second command is output from the second the
determinatiors¢ffiod Z@etarmhites ihethar thecrssiponzestioulll e termswitientoutidebextbenal device

10 or ransfergeg 0 f} Q31417 10hPAIRORTH2S, 10, o ALINS g hen the second

command is received from the external device 10, t transmits the second
response to thed8tiernal device 10 through the communication unit 110 (S1220), and a series of

processipg by the COIP[EPM%%O@O%\H&% &ngt%@ﬁll?g t%[eoﬁgvgv] of the second command execution
process by the second OS 160. Referring to Fig. 11, when the second command is
input to the second OS 160 as a result of the determination in S1206 or S1210 of
Fig.9, access to memory of the second OS 160 is permitted by the memory control
unit 128 of the intermediate layer 120 firstly (S1602).
15 [0085]

Then, the second command translation unit 164 that has received the second
command in the second OS 160 translates the second command and converts it into
an executable format (S1604). Further, the second command execution unit 166
executes the second command converted into the executable format (S1606).

20  [0086]

Then, the second response as a response to the second command is
generated by the application 172 or 174 shown in Fig. 6, for example (S1608). The
second response generated in this step is written to the temporary storage unit 126 of
the intermediate layer 120.  After that, the process shifts to $1216 of Fig. 9.

25 [0087]

The description returns to Fig. 9. When the second response as a response
to the second command is output from the second OS 160, the determination unit 124
determines whether the response should be transmitted to the external device 10 or
transferred to the first OS 140 (S1216).

30 [0088]



On the other hand, when the second command is output from the first OS 140, the determination unit
124 inputs the second response to the first OS 140. At this time, the second response is processed by
the application 150B that has output the second command, for example. The first response is thereby
generated (51218). 10[0090] Then, the first response generated based on the second response is
transmitted to the external device 10 through the communication unit 110 (S1212), and a series of
processing by the communication device 100 endszg)ogl] 15An example of the flow of the
communication process by the communication device 100 is described above with reference to Figs. 9
to 11. Note that, altho%% the example in which the second command converted from the first

command by the first AHTRERIEDHERT BYFANd SEUEHID'S 66 RtHIE JaRHRPELE &N is shown
herein, restrictionsdaRiche; impasesiomtansienel ¢Rmands-haweeR-Qesihnaughcthe

intermediate layer 120 as in alternative examples of the embodiment described hereinbelow. [0092]
[1-3] First Alte]r‘xgﬂ\‘?é‘%b‘?é“mﬁmﬁq%“a%éll(b@d%Ws%ﬂﬁ@%%@ﬁﬂ@f@ﬁ% bv dbeintermediate
layer 25120 aggardingcieis-fist altlemativesexample of the embodiment. Referring to Fig. 12, the
intermediate layer 120 according to the alternative example includes a packet translation unit 120, a
determindtion t¥f124, a temporary storage unit 126, a memory control unit 128, and a condition

holding unit 132. [0098], 8% other TRSCORIAR holdingunit-1aa holds,aendiiandhatds defined in

advance for the second command to be transferred to the second OS 160. [0094] For example, a

command codéWHieKshImMmaE nanpkE diehue dharreaacorsBonsi¢h trafisse ool Ghe fitst OS 140 is
permitied, amanaisemmanttGadRs IBALCAN AR £aRAINAHINIAREARIMA0R headat seelign 52 of the

second command, may be held in the condition holding unit'132. In this case, only when the second
command whibh satsigenHeaednifandmobie hélt By shegonditioritvotingeuninte82 53 Bikput from the
first OS {40, %ggﬂﬁterminaﬂon unit 124 can transfer the second command to the

Then, the first response generated based on the second response is
transmitted to the external device 10 through the communication unit 110 (§1212),
and a series of processing by the communication device 100 ends.

[0091]

15 An example of the flow of the communication process by the
communication device 100 1s described above with reference to Figs. 9to 11.  Note
that, although the example in which the second command converted from the first
command by the first OS 140 is executed by the second OS 160 with no particular
restriction 1s shown herein, restrictions may be imposed on transfer of commands

20 between OSs through the intermediate layer 120 as in alternative examples of the
embodiment described hereinbelow.

[0092]
{1-3] First Alternative Example

Fig. 12 1s a block diagram showing a configuration of an intermediate layer

25 120 according to a first alternative example of the embodiment. Referring to Fig.
12, the intermediate layer 120 according to the alternative example includes a packet
translation unit 120, a determination unit 124, a temporary étorage unit 126, a
memory control unit 128, and a condition holding unit 132.

[0093]



10second OS 160. [0095] Further, for example, an application code which specifies an
application of the second OS 160 for which calling from the first OS 140 is permitted may be held in
the condition holding unit 132. In this case, only when the second command 15which contains the
application code held by the condition holding unit 132 is output from the first OS 140, the
determination unit 124 can transfer the second command to the second OS 160. Further, the
determination unit 124 can transfer the second command to the same application of the Second OS
160 until an application code which specifies anothér application is selected subsequently in the
condition holding 20unit 132. [0096] Thus, according to the alternative example, it is possible to restrict

the transfer of commahfsSP8ritAR fpidiessnitd 38 hddsacenndios 1w icddfiandgnadvence type of the
command or the {escEbedsaeHIRATEHR-GRIMURIGRH R dR¥IGR 199 jg 2 Sthereby further enhanced.

[0097] Note that, when the determination unit 124 does not transfer the second command output
from the first @@9_640, the determination unit 124 may notify the first OS 140 that the second command

s not ransferred by retyraiag AcesRanse.A0SARRING, HREESEISRIED SHIRL GoR5 R 1F fst 05 140,

for example. 25 [0098] [1-4] Second Alternative Example Fig. 13'is a block diagram showing a

configuration Bihéh intasisediare ey Erst 28K bitihegnitiab ecorm atemative edartiplecahithe
embodiment. Reteringi 1990 mmand header section 52 of the second command, may be held in

the condition holding unit 132, In this case, only when the second command which
contains the command code held by the condition holding unit 132 is output from the
first OS 140, the determination unit 124 can transfer the second command to the

10 second OS 160.
[0095]

Further, for example, an application code which specifies an application of
the second OS 160 for which calling from the first OS 140 is permitted may be held
in the condition holding unit 132. In this case, only when the second command

15 which contains the application code held by the condition holding unit 132 is output
from the first OS 140, the determination unit 124 can transfer the second command
to the second OS 160. Further, the determination unit 124 can transfer the second
command to the same application of the second OS 160 until an application code
which specifies another application is selected subsequently in the condition holding

20 unit 132,

[0096]

Thus, according to the alternative example, it is possible to restrict the
transfer of commands from the first OS 140 to the second OS 160 according to the
type of the command or the like. The security of the communication device 100 is

25  thereby further enhanced.
[6097]

Note that, when the determination unit 124 does not transfer the second
command output from the first OS 140, the determination unit 124 may notify the
first OS 140 that the second command is not transferred by returning a response

30  containing a predetermined error code to the first OS 140, for example.



513, the intermediate layer 120 according to the alternative example includes a packet translation unit
120, a determination unit 124, a temporary storage unit 126, a memory control unit 128, a
management table 134, and a table operation unit 136. [0099] In the management table 134, a
unique application code which identifies an 10application of the second OS 160 is held in advance in a
format associated one-to- one with an arbitrary external specification code, for example. [0100]

Then, when transferring the second command outpyf from the first OS 140 to the second OS 160, the
determination unit 124 refers to the management table 134, 15rewrites the external specification code
contained in the second command to the above-described application code and then inputs the
second commi&id%b the second OS. Specifically, in this alternative example, the management table

134 serves as g corespandanssaialie:font)iding the unique application code of the second OS 160
from the first OS 140. In this case, the external specification code is also a code 20which identifies the
application of the secéi@ B'91BbloskdlpBanEmainhe eprbgvi torefmraintsrasdiatsiteryy character

string using alphpRelsand pmetainoniliadie: LLARIRIeJAENE 2R ARRIANON Halt 136 Is an

interface for re%istering, changing or 25deleting a combination of the external specification"code and

the applidation tobe iaHecHiakdaEsh AP riskrdiag i tieatmmaldy ¢ive tatie bpérdtion pak 36 receives
a command feranagementiRblaearalianwhishidges Ankhelong g e iy spmmand aroup and

the second command group from the external device 1 0 throughthe communication device 100 and
registers, chal§e¥or eulatd el e8nibirrienroéiB 0t dBdvendestriibedpeodeminntiié Fhanagement
table 134. 26;{{}107] According to the alternative example, the unique application code which
identifies each application of the second OS 160 is hidden from the first OS 140, and the external
specification code whiohilis nesgisgerechirtahdivapdesinthimanapigainenrtde which identifies an

10 application of the second OS 160 is held in advance in a format associated one-to-
one with an arbitrary external specification code, for example.
[6100]

Then, when transferring the second command output from the first OS 140

to the second OS 160, the determination unit 124 refers to the management table 134,

15 rewrites the external specification code contained in the second command to the
above-described application code and then inputs the second command to the second
OS. Specifically, in this alternative example, the management table 134 serves as a
correspondence table for hiding the unique application code of the second OS 160
from the first OS 140. In this case, the external specification code is also a code

20 which identifies the application of the second OS 160, and the external specification
code may be an arbitrary character string using alphabets and numerals or the like,
for example.
[0101]

The table operation unit 136 is an interface for registering, changing or

25  deleting a combination of the external specification code and the application code in
the management table 134,  For example, the table operation unit 136 receives a
command for management table operation which does not belong to the first
command group and the second command group from the external device 10 through
the communication device 100 and registers, changes or deletes the combination of

30  the above-described codes in the management table 134.



5table 134 can be specified instead. It is thereby possible to further enhance the security of the
communication device 100 and reduce the effect of a change in the application of the second OS 160
on the first OS 140. [0103] The first embodiment of the present invention is described above with
10reference to Figs. 1 to 13. According to the embodiment, as described in relation to Fig. 8, it is
possible to use application services by the first OS 140 and the second OS 160 of the communication
device 100 through the device that supports the fir\;geécommand only. This eliminates the need to
support a plurality of communication protocols between the communication device 100 and the
external device 10, thereby 15 expanding the versatility of the communication device 100. Further,
because it is ﬁ%{%cessary to provide each OS with a special interface for accepting access from

another OS, the securityclavgl offhe-QE-Aoes nel Ae6rease JA104LEMtthanresticlions may be

imposed on exchange of commands between the 200Ss by providing the intermediate layer 120 with
a means of filtdfiiyFargerBp isatconsiiandscme A8l thrbrhidden oents i @Fplitatiod code which

is necessary fgr exReHIION,Qf AGRARIMAAE RYithE SREANE QS AER maY mlmqgs&%é%émermediate

layer 120. This enables further enhancement of the security of the communicatio vice 100.

25[0105] 2] Salsnd Erapdgirnerificd insfepd firktie thpsinmessitheteXarfistecmwiicthonly one means
of converting Lo s GOV LBAMING.ING aeaRd FRMMPRLIRPIYRC DS HISLOR 40 In he

communication device 100 is described. However, a plurality of means of 30con eﬁlng the first

command intéRRBcsEesrd berirnamt Gfalo8xistthe 7ifgx08]140. Fig. 14 is a pattern diagram

schematically §ﬁ16>3/ying a communication device 200 according to a second embodiment of the present

invention. Re#erring to Fig. 14, the communication device 200 includes a communication unit 110, an
The first embodiment of the present invention is described above with

10 reference to Figs. I to 13.  According to the embodiment, as described in relation to
Fig. 8, it is possible to use application services by the first OS 140 and the second OS
160 of the communication device 100 through the device that supports the first
command only. This eliminates the need to support a plurality of communication
protocols between the communication device 100 and the external device 10, thereby
15 expanding the versatility of the communication device 100. Further, because it is
not necessary to provide each OS with a special interface for accepting access from
another OS, the security level of the OS does not decrease.
[0104]
Further, restrictions may be imposed on exchange of commands between the
20 OSs by providing the intermediate layer 120 with a means of filtering transfer of the
commands. Further, information such as the application code which is necessary
for execution of a command by the second OS 160 may be hidden in the intermediate
layer 120.  This enables further enhancement of the security of the communication
device 100.
25  [0105]
[2] Second Embodiment
In the first embodiment, the example in which only one means of converting
the first command into the second command is provided in the first OS 140 in the
communication device 100 is described. However, a plurality of means of

30  converting the first command into the second command may exist.



5intermediate layer 220, a firewall 130, a first OS 240, a second OS 160 and a third OS 180. Further,
the communication device 200 is connected to an external device 10 through the communication unit
110. [0107] In this embodiment, the intermediate layer 220 is a logical hierarchy placed 10between the
communication unit 110 and the first OS 240, the second OS 160 and the third OS 180. The
intermediate layer 220 determines one of the first OS 240, the second OS 160 and the third OS 180 as
a transfer destination of a command input from the gﬁternal device 10 and transfers the command.
Further, the intermediate layer 220 outputs a resporise returned for the transferred command to the
external 15 dfvigg 10 or further transfers it to another OS. Furthermore, a means of controlling access
to memory of HE%flst os 240, the second OS 160 and the third OS 180 or the like is provided in the

intermediate layer 22¢:{01081 Thedis! £2240sdhensarand @860 arddhs g Qs:18Qexecute

input and 20output of information held by the communication device 100 and predetermined

computations 2HLRREREHES IAPUEEORTRENed s chnprerantiiavo8ouo Bebdouiesta Firgt command

which belongs 40 BefiEshaRIMMANHIHE. 51 $89006 QS-HOR EHERUASASERANE command which
belongs to a second command rou% and the third OS 180 executes a third command which belongs
@Iﬂ%@hé 1

to a third TomsHA85I2Y e B0 fug (ABlddestsrectshiiaifd eohwetiidn means that
convert the firsiccommanghitp the secandicommandanshing third.command, fespactively, as

described later. [0109] On the other hand, the third OS 180 includes an execution environment and
applications juét thikeuglethe sfiguranosniéfniaisddénd OS shown in Fig. 6, for example, and executes
the third commggehand outputs a third response. [0110] S5Fig. 15 is a block diagram showing a detailed
configuration of the first OS 240 according to the embodiment. Referring to Fig. 15, the first OS 240
includes a In this embodiment, the intermediate layer 220 is a logical hierarchy placed

10 between the communication unit 110 and the first OS 240, the second OS 160 and
the third OS 180. The intermediate layer 220 determines one of the first OS 240,
the second OS 160 and the third OS 180 as a transfer destination of a command input
from the external device 10 and transfers the command. Further, the intermediate
layer 220 outputs a response returned for the transferred command to the external

15 device 10 or further transfers it to another OS.  Furthermore, a means of controlling
access to memory of the first OS 240, the second 08 160 and the third OS 180 or the
like is provided in the intermediate layer 220.

[0108]
The first OS 240, the second OS 160 and the third OS 180 execute input and

20 output of information held by the communication device 100 and predetermined
computations according to input commands.  Specifically, the first OS 240 executes
a first command which belongs to a first command group, the second OS 160
executes a second command which belongs to a second command group, and the
third OS 180 executes a third comumand which belongs to a third command group.

25 Further, the first OS 240 includes two command conversion means that convert the
first command into the second command and the third command, respectively, as
described later.

[0109]



first execution environment 142 and applications 250A and 250B. The first execution environment 142
includes a first command translation unit 144, a first command execution unit 146 and a first storage
unit 148. Further; the application 10250A includes a command conversion unit 252A. The application
250B includes a command conversion unit 252B. [0111] The applications 250 (250A and 250B) are
arbitrary applications that operate on the first OS 240 by execution of the first command. Which of the
15 applications 250A and 250B is executed is determined by the method of selection using the
application code or the like contained in the command data section 54 of the first command, for
example. [0112] In this embodiment, the command conversion unit 252A converts the first 20

command input from tH8 fh?&%%@#%%ﬁé%ﬂ%@&?ﬁd‘%@ﬁ?ﬁm %‘Wéﬁ@éﬁt@ﬂi by the
second OS 16@pfeuiliek e GRETMaRG SOMVEIHIQNT HNLER SoMVltsIRefirskaommand input from the

intermediate layer 220 into the third command to be executed by the third OS 180. Such conversion of
the commandSRepENorFRE G 1P ERE GBI d crarewid matheUiRHS thikisdieipantedata section 54a or
acquisition of the;gpsecond command or the third command associated in the conversion table or the
like, as described with use of Fig. 5, for example. [0113] Fig. 16 is a block diagram showing a
detailed éonfigurationogtHé inteinslidiesrapesirppngeckirlpdoond srdstsaimiethe Riefddfing to Fig. 16,

the S0intermeslgiz ayel220 INCludBs AR e iaasialoy F‘I% ﬁn@&%ﬁ@%@%@& g9 224, 2

temporary storage unit 226, and a memory control unit™228. hen a communication

packet is recdielccBs e srimanieettiont diahdlamnithatipag RED thamg 2668 unif 228 rttanslates the
content of theeggm%ﬁ‘é%%ﬁk%%ﬁ&%ﬁz includes a first command translation unit 144, a first

command execution unit 146 and a first storage unit 148.  Further, the application
10 250A inchudes a command conversion unit 252A.  The application 250B includes a
command conversion unit 2528,
[0111]
The applications 250 (250A and 230B) are arbitrary applications that
operate on the first OS 240 by execution of the first command. Which of the
15  applications 250A and 250B is executed is determined by the method of selection
using the application code or the like contained in the command data section 54 of
the first command, for example.
[0112]
In this embodiment, the command conversion unit 252A converts the first
20 command input from the intermediate layer 220 into the second command to be
executed by the second OS 160. Further, the command conversion unit B converts
the first command input from the intermediate layer 220 into the third command to
be executed by the third OS 180.  Such conversion of the command is performed by
extraction of the command from the command data section 54a or acquisition of the
25  second command or the third command associated in the conversion table or the like,
as described with use of Fig. 5, for example.
[0113]
Fig. 16 is a block diagram showing a detailed configuration of the
intermediate layer 220 according to the embodiment. Referring to Fig. 16, the

30  intermediate layer 220 includes a packet translation unit 222, a determination unit



5and directs the determination unit 224 to determine the transfer destination of a command for the first
OS 240, the second OS 160 or the third OS 180. At this time, the command acquired from the
communication packet is stored in the temporary storage unit 226. [0115] 10The determination unit
224 determines the transfer destination of the command by reference to the command header section
52 of the command received from the external device and in accordance with a command code or the
like contained in the command header section 52, f?5 example. When the determination unit 224
determines that the command received from the extérnal device 10 is the 15first command, for
example, the g ﬁermination unit 224 inputs the first command to the first OS 240. Then, when a first
response is 0 ﬁ)ﬂﬁ?ﬂﬁ?ﬂﬁ@ﬁ%?@@?@ﬁ 280 R4 ARSI tHefRe: B8hARnd after that, the
determinationjgnity224 outputs the first response to the packet translation unit 222, so that it is
transmitted to the external device 10 through the communication unit 110. 20[0116] Further, when
the second command Y$'50th GO REWHEaHER S8 tHE ]esi Wshhn droc Tamaseinieg it défermination

unit 224 inputg,the,Seqanchaaminand 101he:seRRGHI S0 Thal WheR.ASecoRdaspoNse as a

response to the second command is output from the second OS 160, the determination unit 224 inputs

the 25seCondd¥LPErds rfdarstoerAnindiadsinpinmbetenidcssimaiien edther than
transmitting itdg:he: fxtenak 38 ass19 dOhL theond ORUERSS, m@ﬁgﬁ@@@i@bs:ommﬁmﬁgutput asa

response to the first command, for example, the determination unit 224 inputs the third command to
the 30third O$a 8ommpaN avheiicd i fesponseiaisatipsspotist itostredrirdheomnpanays 30 output
from the thirdS%%éggn{.pgzg_etermination unit 224 inputs the third response to the first OS 240 that has
output the third command, rather than transmitting it to the external device 10. [0118] 5The temporary
storage unit 228 emporarily stores commands and responses exchanged between the packet

L i 22 G DA P AT 224 e
command by reference to the command header section 52 of the command recetved
from the external device and in accordance with a command code or the like
contained in the command header section 52, for example. When the determination
unit 224 determines that the command received from the external device 10 is the

16 first command, for example, the determination unit 224 inputs the first command to
the first OS 240. Then, when a first response is output from the first OS 240 as a
response to the first command after that, the determination unit 224 outputs the first
response to the packet translation unit 222, so that it is transmitted to the external
device 10 through the communication unit 110.

20 {0116]

Further, when the second command is output as a response to the first
command, for example, the determination unit 224 inputs the second command to the
second OS 160. Then, when a second response as a response to the second
command is output from the second OS 160, the determination unit 224 inputs the

25  second response to the first OS 240 that has output the second command, rather than
transmitting it to the external device 10.

[0117]

Further, when the third command is output as a response to the first

command, for example, the determination unit 224 inputs the third command to the

80  third OS 180. Then, when a third response as a response to the third command is



[0119] 10The memory control unit 228 controls access to memory of the first OS 240, the second OS
160 and the third OS 180 in order to avoid that memory access occurs concurrently among the first OS
240, the second OS 160 and the third OS 180 and a failure occurs in the communication device 100.
[0120] 15Note that, although not shown in Fig. 16, restrictions may be imposed on exchange of
commands among the OSs by providing the intermediate layer 220 with a means of filtering transfer of
the commands in this embodiment also, as in the fir%sé embodiment. Further, information such as the
application code which is necessary for execution of a command by the second OS 160 or the third
OS 180 may be 20hijdden from the first OS 240. [0121] The second embodiment of the present
invention is dESEPHECEb i Mith(PerdPantls drierganeian Ut kifHarEsEhq HErd Tereenesss are

incorporated iniofihe comayisetiandgxice2fasinthisambadiment Ay piauidinghg,irst OS 240
with 25a plurality of conversion means that convert the first command into the second command and

the third com ﬁ’a}allé?ﬁé%@ci@giy, for example, it is possible to use application services by the three
OSs through @@qg;qvice that supports the first command only. This eliminates the need to support a
plurality of communication protocols between the communication device 200 and the external device
10, thereBy 30expandihy fREREEA iy EERRICHHteumemRItl devse0mandsthed thewasse it is 31 not

necessary (0 peNife PSS WD A SREIAL ISR (0o aSHEPHRGIAGERSSIBM AOIbgT OS, the

security level of the OS does not decrease. [0122] Further, rather than providing a command
conversion maihieaaresadhcoistesnbmatintsusinBaditnd iyt (35848ibke oo odadsiif adtbmmthand group

executed by qpg QiR }W&&%ﬁ%@ﬁdop{ﬁé’i% a plurality of command conversion means

corresponding to the respective sets. For example, when the second OS 160 supports both of a
command grol# ¥8} radio communication and a command group for wire communication, the first OS

240 ma)i(i)nclude a ﬁrsﬁ?eo{ﬁéﬂ%@? &%{%}/ﬁr&igpﬂgi%%%}ols access to memory of the first OS 240,
the second OS 160 and the third OS 180 in order to avoid that memory access occurs
concurrently among the first OS 240, the second OS 160 and the third OS 180 and a
failure occurs in the communication device 100.

[0120]

15 Note that, although not shown in Fig. 16, restrictions may be imposed on
exchange of commands among the OSs by providing the intermediate layer 220 with
ameans of filtering transfer of the commands in this embodiment also, as in the first
embodiment. Further, information such as the application code which is necessary
for execution of a command by the second OS 160 or the third OS 180 may be

20  hidden from the first OS 240,

[0121]

The second embodiment of the present invention is described above with
reference to Figs. 14 to 16. In the case where three OSs are incorporated into the
communication device 200 as in this embodiment, by providing the first OS 240 with

25 aplurality of conversion means that convert the first command into the second
command and the third command, respectively, for example, it is possible to use
application services by the three OSs through the device that supports the first
command only. This eliminates the need to support a plurality of communication
protocols between the communication device 200 and the external device 10, thereby

30  expanding the versatility of the communication device 200.  Further, because it is



10converts the first command into a command for radio communication and a second command
conversion unit that converts the first command into a command for wire communication. In such a
configuration, by combining the command filtering processing by the intermediate layer 120 shown in
Fig. 12, for example, more detailed setting of the security level than the units of OS is enabled, and the
safety of 15the communication device 200 is further enhanced. [0123] It should be noted that a series
of processing according to the first and the second g{nbodiments described in this specification is
typically implemented by software operating on a computer provided in the communication device. Fig.
17 is 20 a block diagram showing an exaﬁge of a con]‘i(l;uration of hardware by which a series of

processing actUriing i s AL RSB AR M opEFe A AT IH aeR) for Acscpig drEsdheidls the overall

operation of theARPMYNIEALSNEBViee:!BRQRM{Read PPk Memory) 904, a program describing a part
or the 25whole of the series of processing or data is stored. In RAM 906, a program, data or the like to

be executed 691@1%} CPU 902 is temporarily stored. An MMU 908 controls access to memory from the

CPU 902. Further, althgughy natishow i &itild a2daaniionahaprlicetipnmay: befupeystored by

incorporating nonvolatile memory such as EEPROM (Electrically Erasable and Programmable ROM).
30[0125]°32 in thigpeiopmayitisdRONE 904l RAMDOBRHEHES MY ted8arsetinected to one

another through A 0US A0 Aoy RRPYIRHSNIeHesR, 421 Al cRANAEIR o s BHSi A%, 0126]

5The input/output interface 912 is an interface for connecting the CPU
the respective sets.  For example, when the second OS 160 supports both of a

command group for radio communication and a command group for wire
communication, the first OS 240 may include a first command conversion unit that
10 converts the first command into a command for radio communication and a second
command conversion unit that converts the first command into a command for wire
communication. In such a configuration, by combining the command filtering
processing by the intermediate layer 120 shown in Fig. 12, for example, more
detailed setting of the security level than the units of OS is enabled, and the safety of
15 the communication device 200 is further enhanced.
[0123]

It should be noted that a series of processing according to the first and the
second embodiments described in this specification is typically implemented by
software operating on a computer provided in the communication device, Fig. 17 is

20 ablock diagram showing an example of a configuration of hardware by which a
series of processing according to each embodiment operates.
[0124]

In Fig. 17, a CPU 902 controls the overall operation of the communication

device. In ROM (Read Only Memory) 904, a program describing a part or the

256 whole of the series of processing or data is stored. In RAM 906, a program, data or
the like to be executed by the CPU 902 is temporarily stored. An MMU 908
controls access to memory from the CPU 902.  Further, although not shown in Fig.
17, an additional application may be further stored by incorporating nonvolatile
memory such as EEPROM (Electrically Erasable and Programmable ROM).

30 [0125]



the ROM 904, the RAM 906 and the MMU 908 with a communication circuit 914. [0127] The
communication circuit 914 transmits and receives a communication packet with the external device 10
in conformity with a predetermined 10communication protocol. The communication circuit 914 may
support contactless communication conforming to standard specification of ISO 14443, contact
communication conforming to standard specification of IS07816 or the like, for example. [0128] 15The
preferred embodiments of the present invention havg been described above with reference to the
accompanying drawings, whilst the present invention is not limited to the above examples, of course. A

person skilled in the art may. fi d8 rious alternations and madifications within the scope of the
appended claims, anthes%ﬂ:g é ’n%‘gr?tgd% téé)‘[/[]’trfgﬁ m%tﬁ)%lﬂgﬁ@u%\éﬂh%o%éﬁﬁical scope
of the 20presentiRvestion.{e kddther tireigxample) the PLICRSSIN Crikgehvathiasg gfsbigs. 9 to 11
is not necessarily exe uteS?@according to the sequence shown in the flowcharts. Each processing step
may include ﬁi%‘gé%%ﬁ‘%% ctHed ifl-parallel or individually. 25[0130] Further, for example, the
number of applicagions of each OS is not limited to the number indicated in this specification. The

applications can be added or deleted according to need by the method of rewriting the content of
EEPROM described aptvEPREfasarh periaes Rigrdrercinsgree it fomseqisactmMBRI®2command

header sectiofhe ROM 904, the RAM 906 and the MMU 908 with a communication circuit 914.
[0127]

The communication circuit 914 transmits and receives a communication
packet with the external device 10 in conformity with a predetermined

10 communication protocol. The communication circuit 914 may support contactless
communication conforming to standard specification of ISO14443, contact
communication conforming to standard specification of ISO7816 or the like, for
example.

[0128]

15 The preferred embodiments of the present invention have been described
above with reference to the accompanying drawings, whilst the present invention is
not limited to the above examples, of course. A person skilled in the art may find
various alternations and modifications within the scope of the appended claims, and
it should be understood that they will naturally come under the technical scope of the

20  present invention.

[0129]

For example, the processing described with use of Figs. 9 to 11 is not
necessarily executed according to the sequence shown in the flowcharts. Fach
processing step may include processing executed in parallel or individually.

25 [0130]

Further, for example, the number of applications of each OS is not limited to
the number indicated in this specification. The applications can be added or deleted
according to need by the method of rewriting the content of EEPROM described
above, for exampie,

30



5 54command data section 60response 62response data section 64response status section 100,
200communication device 10110communication unit 120, 220intermediate layer 122, 222packet
translation unit 124, 224determination unit 126, 226temporary storage unit 15128, 228memaory control
unit 130firewall 132condition holding unit 134management table 136table operation unit 20140,
240first operating system 142first execution environment 144first command translation unit 146first
command execution unit 148first storage unit 2515(%3250(A, B) application 152, 252(A, B) command
conversion unit 160second operating system

Reference Signs List

(0131}

50 command

52 command header section
5 54 command data section

60 response

62 response data section

64 response status section

100, 200communication device
10 110 communication unit
120, 220intermediate layer
122, 222 packet translation unit
124, 224 determination unit
126, 226temporary siorage unit
15 128, 228memory control unit
130 firewall
132 condition holding unit
134 management table

136 table operation unit

20 140, 240first operating system

142 first execution environment
144 first command translation unit
146 first command execution unit

148 first storage unit
25  150,250(A, B) application

152, 252(A, B) command conversion unit

160 second operating system
162 second execution environment
164 second command transtation unit

30 166 second command execution unit



162second execution environment 164second command translation unit 30166second command
execution unit 168second storage unit 172, I74application 180third operating system 35 CLAIMS
Claim 1 A communication device comprising: a first operating system that executes commands
belonging to a first command group; a second operating system that executes commands
belonging to a second command group different from the first command group; and a determination
unit that, 10when a first command belonging to the IiéEst command group is received from an external
device, inputs the first command to the first operatin’g system, when a first response is output
from the first gperating system as a response to the first command, transmits the first response to the
external devic]e6,8and WHEHS LerssdeBmmand belonging to the second command group is output
15from the firgtyoperatipglisygiam as a response to the first command, inputs the second

180 third operating system



command to the second operating system and then inputs a second response as a response to the
second command output from the second operating system to the first operating system. 20 Claim 2
The communication device according to claim 1, wherein, when the second command belonging to the
second command group is received from an external device, the determination unit inputs the second
command to the second operating system, and 25when a second response is output from the second
operating system as a response to the second command received from the external device, the
determination unit transmits the second response t6 the external device. Claim 3 30The
communication device according to claim 1, wherein_36 the first operating system includes a
command conversion unit that converts at least &hé*&mmand belonging to the first command group
into a command belonging to the second command group. 5 Claim 4 The communication device
according to claim 3, wherein the commands belonging to the first command group contain a
header sectiofr /&8 iﬂ data section, and the command conversion unit converts a command by

extracting a 10 commang, helongingfedhesecnssapmand group from the data section of the
command belonging to the first command group. Claim 5 The communication device according to

claim 3, Wherein 15thé first opsarbinsgsyere fhauetrspinchotesandohelondoig taidifst converting

command group;
a second operating system that executes commands belonging to a second
command group different from the first command group; and
a determination unit that,
10 when a first command belonging to the first command group is received
from an external device, inputs the first command to the first operating system,
when a first response is output from the first operating system as a response
to the first command, transmits the first response to the external device, and
when a second command belonging to the second command group is output
15 from the first operating system as a response to the first command, inputs the second
command to the second operating system and then inputs a second response as a
response to the second command output from the second operating system to the first

operating system.

20 Claim 2
The communication device according to claim 1, wherein, when the second
command belonging to the second command group is received from an external
device, the determination unit inputs the second command to the second operating
system, and
25 when a second response is output from the second operating system as a
response to the second command received from the external device, the

determination unit transmits the second response to the external device.

Claim 3

30 The communication device according to claim 1, wherein



a command belonging to the first command group into a command belonging to the second command
group, and the command conversion unit converts a command by referring to the conversion
table and acquiring a command belonging to the second command group 20associated with the
command belonging to the first command group. Claim 6 The communication device according to
claim 1, wherein the first operating system includes a first command conversion unit that 25converts at
least one command belonging to the first command_group into a command belonging to the second
command group, and a second command conversiéﬁ unit that converts at least one command
belonging to the first command group into another command belonging to the second command group.

37 The communicatiof8IEVTE QREERBREI NG T IR T areRBr B H9sRsion unit dhvtcopEeating system
that executes gommandshaipnging i aibivd geramansharenn diffsrsntdronihg first command group

and the second command group, wherein 5the first operating system includes a first command
conversion uriE\PRE B8R EEI8E SOBHBABSEFABRd belonging to the first command group into a
command belonging to the second command group, and a second command conversion unit that
converts at least one command belonging to the first command group into a command belonging to
the third Gomrk#@ group. 10 Claim 8 The communication device according to claim 1, wherein

when the second compmend s AHiRU P (Ne IShARGIALNGLAIET A response (o the frt

command, the determination unit rewrites information I5identifying an application of the second
operating system and‘éopeameahis Bsbosgogne Sunfirsndraceorgigup @prédetbemined

corresponderg(é%&ggl&g%f%%iggolg(gilqultllae second command to the second operating system.

the command conversion unit converts a command by extracting a
10 command belonging to the second command group from the data section of the

command belonging to the first command group.

Claim 5
The communication device according to claim 3, wherein
15 the first operating system further includes a conversion table for converting
a command belonging to the first command group into a command belonging to the
second command group, and
the command conversion unit converts a command by referring to the
conversion table and acquiring a command belonging to the second command group

20 associated with the command belonging to the first command group.

Claim 6
The communication device according to claim 1, wherein
the first operating system includes a first command conversion unit that
25  converts at least one command belonging to the first command group into a
command belonging to the second command group, and a second command
conversion unit that converts at least one command belonging to the first command

group into another command belonging to the second command group.

30 Clam?7



Claim 9 20The communication device according to claim 1, wherein the commands belonging to
the second command group contain a header section and a data section, and when the second
command is output from the first operating system as a response to the first command, the
determination unit inputs the second command to 25the second operating system only when the
header section of the second command satisfies a predetermined condition set in advance. Claim 10
The communication device according to claim 1, w e}rein 38 when the second response as a
response to the second command is not output from the second operating system even after a
predetermined time interval has elapsed from input of the second command to the second operating
system, the determinatiSncORPIHPESIEReIe RIS TE Corinsdna tithd. Soubrrcopurasing: system again. 5

Claim Il The communicaiigndlgHes AEEQulingo.c L ORISR vloWHhRR e fggond response as a

response to the second command is not output from the second operating System even after a _
predetetiiine ¥R aIAtetvndETeraRpsatO M ShsunBrib sseup at k hn megrttoothesedond operating
system, the detgrminafiequnit inputs a response indicating occurrence of an error to the first operating

system. Claim 12"15A communication method in a communication device including a first
5 the first operating system includes a first command conversion unit that

converts at least one command belonging to the first command group into a
command belonging to the second command group, and a second command
conversion unit that converts at least one command belonging to the first command
group into a command belonging to the third command group.
10 |
Claim 8
The communication device according to claim 1, wherein
when the second command is output from the first operating system as a
response to the first command, the determination unit rewrites information
15 identifying an application of the second operating system and contained in the
second command according to a predetermined correspondence table before

inputting the second command to the second operating system.

Claim 9
20 The communication device according to claim 1, wherein
the commands belonging to the second command group contain a header
section and a data section, and
when the second command is output from the first operating system as a
response to the first command, the determination unit inputs the second command to
25 the second operating system only when the header section of the second command

satisties a predetermined condition set in advance.

Claim 10

The communication device according to claim 1, wherein



operating system that executes commands belonging to a first command group, and a second
operating system that executes commands belonging to a second command group different from the
first command group, the method comprising the steps of: when a first command belonging to the first
command group is received 20from an external device, inputting the first command to the first
operating system; when a first response is output from the first operating system as a response to
the first command, transmitting the first response to tge external device; when a second command
belonging to the second command group is output ﬁ m the first operating system as a response to the
first command, inputting the 25second command to the second operating system; and inputting a
second response outptRIPIRF e YELETIVBISE AttG Syt iaha Yeepdrsansané isdednd command
output from thefirst Sper e SYNEPIAIRE frsaParaling SR ke hined AR QRERPAGRHSING a

computer controlling a communication device to function as: a first operating system that

executes confiliffsHanHRpabtefrecagramRmangrsubesscsesorit Baetintesysism that executes
commands bejanging o3 SRR FOMEMABGLarosRAiiarent ram ihe %ﬁ%‘;ﬁ%?%%%%%&ﬁf and a

determination unit that, when a first command belonging to the first co eceived from
an exterrial device, inputs the first command to the first operating system, 10when a first response is
output from the first,gperating system as a response to the first command, transmits the first response
to the external device, and when a second command belonging to the second command group is

output from the first opétatingreystesticasda igsponsalitethedissncomiraeid, inputs the second
command to the SeCO&ﬂe%QEE%g&QHS&/ ?@tglggﬂ%g %Stgergsg](gl%testg %%CS%@ganEQI%rI}?aﬁlg ?Saﬂot

output from the second operating system even after a predetermined time interval has

10 elapsed from input of the second command to the second operating system, the
determination unit inputs a response indicating occurrence of an error to the first

operating system.

Claim 12
15 A communication method in a communication device including a first
operating system that executes commands belonging to a first command group, and a
second operating system that executes commands belonging to a second command
group different from the first command group, the method comprising the steps of:
when a first command belonging to the first command group is received
20 {rom an external device, inputting the first command to the first operating system:
when a first response is output from the first operating system as a response
to the first command, transmitting the first response to the external device;
when a second command belonging to the second command group is output
from the first operating system as a response to the first command, inputting the
25  second command to the second operating system; and
mmputting a second response output from the second operating system as a
response to the second command output from the first operating system to the first

operating system,

30  Claim 13



15response to the second command output from the second operating system to the first operating
system.

39

A program causing a compuier conirolling a communication device to
function as:
a first operating system that executes commands belonging to a first
command group;
5 a second operating system that executes commands belonging to a second
command group different from the first command group; and
a determination unit that,
when a first command belonging to the first command group is received
from an external device, inputs the first command to the first operating system,
10 when a first response is output from the first operating system as a response
to the first command, transmits the first response to the external device, and
when a second command belonging to the second command group is output
from the first operating system as a response to the first command, inputs the second
command to the second operating system and then inputs a second response as a
15 response to the second command output from the second operating system to the first

operating system.



