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[ 0001] The present Application for Patent clains

priority to Provisional Application No. 60/690, 621
entitled "DYNAM C HOVE ADDRESS ASSI GNMENT BY HOVE
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assi gned _to the assignee hereof and hereby expressly
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addi tion of data services have had and will continue

to have a significant effect on the conmunicating

bubl i Kieldrofehe duventional servi ces i ncl ude accessing the

The- abii PSR e e Sra Bl e copt i n aoter: pad more

spegifical tto tondeeHod angiekspasiteh FofSdyREIAP BOAE UdBreséSsdenment by a
user noves, the user may change from one network type
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Protocol Version 4 (MPv4) may be used to provide data

essi.on continuity as the Mobile Station (MS) noves

et V\E%Fkﬁ[mgnd 3G systens. [0005] FIG 1 shows an
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continuity between a WAN
fawciertse Ehigresowth0e:s beerc fuettesinpatittiythe fvGom dO@ovement offered by

: ct tp a 3G Ho Access Network, 104, or a WAN
R s ST, SR DR b L
odtinkuindd i o $ Ger Ttha Reieé¥ Ghe il IBPRVEBESity of voice services along

with the addition of data services have had and will continue to have a significant effect

on the communicating public. The additional services include accessing the Internet
using a mobile device while roaming.

The ability to maintain a data session while moving is important to both users
and system operators. As a user moves, the user may change from one network type to
another, for example, moving from a Wireless Local Area Network (WLAN) to a Third
Generation (3G) Network. Various protocols, such as Mobile Internet Protocol Version
4 (MIPv4) may be used to provide data session continuity as the Mobile Station (MS)
moves between WLAN and 3G systems.

FIG. 1 shows an interworking architecture for supporting data session continuity
between a WLAN system and a 3G system. The architecture, 100, includes multiple
MSs, 102, connected to a 3G Home Access Network, 104, or a WLAN system, 110.
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al t hough only one BTS is shown in the figure, and

mul tiple Base Station Controller/Packet Control
weoéumstiBsns devi ces (BSC/ PCF), 108, of which onl pcomus200s8/023211
shown. The BTS is connected t2 the BSC/PCF in the 3G

Hone Core Network, 116. The W.AN system 110 i ncl udes
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connection wt N 118. After t
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registration causes the HA to tunnel packets destined for the MS to the PDIF 122, which

in turn forwards the packets to the MS. The MS may continue moving and may
eventually move out of the WLAN coverage area and into an area served by the 3G
network. Once in the 3G network, the MS establishes a Point-to-Point Protocol (PPP)
connection with the PDSN 118. After the PPP connection is established, the PDSN 118
may act as a FA to advertise its CoA to the MS. When the MS initiates a MIPv4 session
in the WLAN system a Home Address (HoA) should be dynamically assigned by the
HA. At present there is a need for a method and apparatus to dynamically assign a HoA
by a HA to a MS.



HA. At present there is a need for a nethod and
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regi straetheh coagisg the gaps ofe sebing e képvutherizatidrhequest from a

f8h&d : t, 1.4 Vi the securi Lic t abase. .

usjlf)i(rliégglig\r/}1 %redrgm% ingﬁpd gfc()n eg%ﬁe% T e &%@ng?rﬁi 1CSS; assigning a
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registration request from the mobile device to a foreign agent; and a receiver for
receiving a home address.

An apparatus comprising the following elements: a receiver for receiving a key
authorization request from a mobile device; a processor for storing a temporary address;
a transmitter for sending a temporary address to a mobile device; and a processor for
creating and modifying a security policy database.

An apparatus comprising the following elements: means for sending a key

authorization request from a mobile device to a network device to request a tunnel inner



a transmtter for sending a tenporary address to a
nobi | e device; and a processor for creating and
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apparatus conprising the follgwi ng el enents: neans for
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mobile device.
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for the nobile device.lV. Brisef Description of the

Drawi ngs [0015] FIG 1 is a block diagramthat shows
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CoA with a HA. The HA sends datagrans destined for the
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t hrough thé tunnel the datagrans are delivered to the
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or illustration”. Any embodiment described herein as “exemplary” is not necessarily to
be construed as preferred or advantageous over other embodiments.

MIPv4 allows the transparent routing of IP datagrams to mobile nodes in the
Internet. Each mobile node is always identified by its home address, regardless of its
current point of Internet attachment. While away from its home, a mobile node is also
associated with a Care-of Address (CoA), which provides information about the mobile
node’s current Internet attachment point. MIPv4 provides mechanisms and procedures
for registering the CoA with a HA. The HA sends datagrams destined for the mobile
node through a tunnel to the CoA. After passing through the tunnel the datagrams are
delivered to the mobile node.

MIPv4 assumes that a mobile node’s TP address uniquely identifies the mobile
node’s point of attachment to the Internet. A mobile node must be located on the
network identified by its IP address in order to receive datagrams destined to it;

otherwise the datagrams are undeliverable. A mobile node may use one of the following
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Qﬁ)% e..[0028]. A Forei.gn ent is a router on a
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with the mobile node and reflects the mobile node’s current point of attachment to the
Internet. The mobile node uses its home address as the source address of all IP
datagrams it sends, excepting only certain mobility management function datagrams that
are independent of the present invention.

Mobile IPv4 uses a number of terms that should be defined before reviewing the
operation of the protocol. These terms are defined below.

An Agent Advertisement is an advertisement message constructed by attaching a

special extension to a router advertisement message.
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availability on each link for which they provide service. A newly arrived mobile node

may send a solicitation on the link to ascertain if any prospective agents are present.

[0041] Registration occurs when the mobile node is away from the home network. A

mobile node away from its home network registers its care-of address with its home
agent. Depending the on the mode of attachment to the Internet, the mobile node will
register either directly with its home agent or through a foreign agent which forwards

the registration to the home agent.

[0042] The following steps provide a general outline of the operation of the Mobile IP

protocol. Mobility agents, that is, foreign agents and home agents advertise their

presence using Agent Advertisement messages. A mobile node may also solicit an
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hi de Mobile IPv4 provides two mechanisms for acqulnng a care-of address. In the
first mechanism, a foreign agent care-of address is a care-of address provided by a
foreign agent through Agent Advertisement messages. In this mechanism, the care-of
address is an IP address of the foreign agent. When the foreign agent receives the
tunneled datagrams it decapsulates them and delivers the inner datagram to the mobile
node. This mechanism is preferred because it allows many mobile nodes to share the
same care-of address and does not place unnecessary demands on the limited address

space.



nobi | e node' s hone address fromintervening routers
bet ween t he hone network and the current | ocation of

wohaemiok e node. The tunnel terni nates at therPaphisSh@e/023211

[0047]

[0048]

[0049]

[0050]

[0051]

node' s careof address. The cape-of address nust be an

address to which datagrans nmay be delivered via

conventional IP routing. At the care-of address the

ori gi mA® smdgmqhmamgmrmww afqodmtﬂbcaramﬁeiddmg This co-located
bi |

9%% \?Yglgﬁgfsg % Eéb@ham ?)[%‘lf b c? al\fg I c@ess through some

azdemnasmeadsnTnmmobﬂé ﬁéderfﬁ@h@sedxﬁms ﬁhefcerl&a@éa &9@8? address with one
1‘:’gre of address is a care-of address provided

R QY Bk tipteHacs- I@érﬁo Inenied tcﬁri@é?femdrmsma‘gé)s d}lma,rmcally
Bd?fuﬁeﬁnﬁg Q?gflnggﬂag); Q@dr&%\}@le txﬁglg I’T‘odeI 5 an ? ?Nglg ge mobile

he to or el g
nchc@ asurined edmddticegs formsé bnlgl edalesidiahes fdrB&mlﬁﬁﬁbrk hWhen using a

leersthel &‘gta mto the nobil e node. This
W S sy leatiade serves| 15oihe eneipgimhobiecunncl and
pafiemsttRe a8@psulidth SEMHE déﬁ%@an%htuﬁﬁ&iéfﬁ?' %i ge%gsl‘lﬂg mechanism

pl ace unnecessary denands n1te
kasdhead\aoug} of Alkowieg emiobiteatvdaits fnptio ivitksuta forel gn agent. It may
Thi s co-| ocated care-of

f _add
SRR D IR BoaRThPin S0 o Eoonbih obmict HieFopaI pre forcign

aatatokss mdkequgmbwmlﬁﬁﬁgmeaile A&RRs. The nobile node
then associ ates the co-located care-of address wth

one ofhg f¥ewhmddssiviy letlﬁ‘iteﬁfﬁadb@, forekgn ggent oatieds. The care-of

f Y al.l ed as a .
:fig?regg ?s Jpsglg%% i ﬁﬁ%&y’cﬁﬁ%q i} they Cf?dc % ﬁﬂgorsxénmdbut it may
dso bhewnplirks wogderaiy athmngi byértﬁé aﬂ&ﬁﬁsﬁodeo(a 4680 @AY care-of
a foreign network. Wen using

It
%@S%cétfébelég‘g%nbﬁ agpefbyagertibatpspyifes ﬁ%\d%eSé@ theagobike nodes.
t he emdp Q'sHBwQEhetrﬁﬁuﬁgJ@F‘(ﬂtag?ﬂgs RELd g{r(’;fg trﬁgl?he node away from its

decapsu ation of dat agrans tunn
lmyreﬁ@@workrlaﬁsr ﬂﬂeaminlesmdhasgmthﬁ veidly st lngee @genalewnagod 200,

. to function w thout afore agent .
lﬁ“ S g8 mq’g\%“"&adiﬁ@@sa PEER aSFRcs-Ot p effsr d%ragram for the

miﬁbﬂiaddﬂ@&&ﬁ&s\alt tindst 40e Jn%@hgﬂﬂ %@Wk'ﬁ hes
avai lable to visiti ?1 e noges 02'18? &Egﬁga%)éou&ng The

homsragent 304 intesqeptache 8¢t@gfﬁmrv@dﬁmisqhe defegrtant tortisd camsf address.

= r end unnel . 1t
AR5 2SRk B ERL el AR ablmonic
Ibée 208 dod demgranenyeat dyi thy Mgl ial, biinddie WoRulife MeBGers each
at ed of address A forei gn agent is a

co-lo
B <) R GBSO HoBich s The dereish aeel it mebile node’s
BeleToutkP049] FIG 2 shows the routing of datagrans to
and froma nobile node away fromits honme network,
af t erA horge apdit naush bel eble ég ataet mdvintelcephdathaams dge ate addressed

U BB b R B b v may e
satisfied if the home agent has a network interface on the link indicated by the mobile
node’s home address. Other placements of the home agent relative to the mobile node
may also be possible, however, other methods for intercepting the datagrams addressed
to the mobile node’s home address may be needed.

A mobile node and a current or prospective foreign agent must be able to
exchange datagrams without relying on standard IP routing mechanisms, specifically
those mechanisms that make forwarding decisions based upon the network prefix of the

destination address in the IP header. This may be achieved if the foreign agent and the
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component of P Eecurlty (h(;sec use for performing mutual authentication and

establishing and maintaining security associations. IPsec provides confidentiality, data
integrity, access control, and data source authentication to IP datagrams. These services
are provided by maintaining a shared state between the source and the sink of an IP
datagram. This state defines the specific services provided to the datagram, which
cryptographic algorithm will be used, and the keys used as input to the cryptographic
algorithms. IKEv2 allows this state to be established dynamically.

All IKEv2 communications are comprised of pairs of messages: a request and a

response. The pair is known as an exchange. A request is followed by a response. It is



[0057]

[0058]

[0059]

[0060]

with its care-of address for a specified period of

time. [0054] Mobile IP offers two different
woegicsdsmsi on procedures, one via a forei gn agear/ushas/023211

relays the information to thél nobile node's home

agent, and another registering directly with the

nmobi | e node's hone agent. Rul es_define which procedure .
thehrsspensivalitysefthel spmeipnlp otsutenieliabitipy bk thenrearonseis prirreceived

egi stration _procgedure j t i h
g
cRegicabn.atihenfipt oeethangs regoidtele saciritgnpamakicon fandthe security

sonme security and tunneling also. {%r ovi des. securi t

apogBH Phrel s scond dF‘iqeéﬁwEP?sgg@ UAPRUICH sPIOXE KB Y (6945 B they scorets
cﬁﬁ%@?&ﬁﬂg&melt@o'i&éﬁiﬁ@@ $hd sét?ﬁ}? Hﬁrbeé'ﬁﬁtk 'aEa’éo@iaﬂgﬁ.V‘Dr ks.

4 1s used in conjunction wt key exchange

pr ot K& méybevseglsinl bembrertof KifferBixtcieamymseachiafrwiich has special

| KEv2. | IS conponent of .| P Securit | Pse
TR DREABRRPRGSL UL S SUEHENERESET S by Hhnnel. FIG. 3
RSN AR 184 BReARe ofBhiRtREMIRY IS N scénbridS B6iEhedtdn@pint of the IP
I Psec provides confidentiality, data integrity, access
coomiction jmplethettstiRsesohe wevesutehuerkinodes beiween them protect traffic for

dat ans.. Th el \j i . i.nt:ai ni .
SR Pl B0 TR LB AGH K A At
rbitiratoagendnpackbts Sthfdugh ehél efiinee endpuents foc ipfdcessseg. Viack sendpoint

provi ded to the datagram _ which cryptogr ghi c ..
3ENYBICPY Hid 36t 1of aggreys ebehinghdit. #e Ragieis et b SeRpif tuypgel mode

st state
A e alant PR E el
conmHiGc dtshows aacenationphérs ddthoéndpeintsobthe B svagresion amplement

equest and a respaons The paiy .i s kno as. an
TB3ih G GRIDORt o SHRRGIN: drmspeth Rasier)s UsS BUp ghaianel b header. If an
ihSdrP HeS&RQE %fe?éﬁti thy iftfer bh® ofiRAHEGEARES he BOSARE. A single pair of

reliability. 'If the response is not received within a
adidrpespatis inpgasiates) for tpaekate tpules peteaiads by this seqysiy essppiation. These
request or abandon the.connecti o e first h
g e T S
MGRAGEAd QentifiEeob &@Eﬂ‘tiéi@weﬂ)né radngmigesof denkidnags,is that it
proves know edge of the secrets corresponding to the
Rroydesranttptend $SCUgity sets up the security associ ati on.

[ 005 I e | e i £ f
scen Zlﬂrllgé ?E Seach go?lld\?\ﬁ ?déég}ﬁgs&g E)Heéc F%@E%rg qlE)i %ﬁg‘t t é?te‘ivaleé unnel
seenarioe I sleisl seértaniona ectacted pndatiewdypitalyaa pedable trgaming device)
tunnel. FI G, 3 shows a block djiagram of this scenariq.. .

CORPE ek I8 Ha FPROEREHEH: Brigh A Be Profectppn el Thi fevice, or
RORRELIdE Pihyl U¥B KBNSl diffp REaccBRWEMbBhati HESVAE kopRERSnetwork, or
between théem protect tratfic for part of the routi n(g@t ;

ntage o

iPrmaty denmied pll jof its rteafie hacknthraugh ttheecernelists paty ol talkg p

upon.. or dinarny routin . S€ h - -
SRRRAFY SR PPt BodUF RS Fesk 8RS encpoint vt
WA 0s ASRSant IPerdaftss Bfsocigdt &gt th eduulity’ gdtéwapsitthpagaskéts returned
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to it will go to the security gateway and be tunneled back. This IP address may be static
or may be dynamically allocated by the security gateway. To support dynamic
allocation IKEv2 includes a mechanism for the initiator to request an IP address owned
by the security gateway for use for the duration of the security allocation.

In this scenario, packets use the tunnel mode. On each packet from the protected

endpoint, the outer IP header contains the source IP address associated with the current

location (i.e., the address that routes traffic directly to the endpoint), while the inner IP



[0061]

[0062]

[0063]

[0064]

[0065]
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As discussed above, a tunnel is a secure means of transferring datagrams through
the Internet. A tunnel is established using the procedures described below.

FIG. 6 shows the flow of messages in the tunnel establishment procedure. To
begin establishing a tunnel, the MS or mobile node, authenticates to the WLAN Access
Network and receives Internet Access. This may include the WLAN Access Network
checking with the H-AAA for authorization. The MS or mobile node configures an IP

address from the Access Network and discovers the default router and servers.



[0066]

[0067]

[0068]

[0069]

[0070]

[0071]

[0072]

[0073]

data connectivity will be presented. [0062] FIG 1
shows a portion of a WLAN network designed to
wonvmrBae with a 3G Home Core Network. The f uRCTiUS2®6/023211
in the 3G Hone Core Network that interface with the
WLAN entities include the PBDF and the HA [0063] The

PDIF i s the Packet e In er unctl on,
act s Thg MS sewghile 90%%"%’%/\%’9% OYf’é¥oIﬁec%@IFaW cpddress is a
pﬁﬁﬁ? gg% 1§8ﬂ¥ SRirédd @ serving cdna2000 net wor k

una

orlze access. The PDIF 122 is |located in
t he SheWIRgrmedbitertadeithert hitsatesase [KEViz e8BGakgmwitGohe PDIF. The

Net . The HA 4, Ho t I d i
50! OTASEtE R IRIESS TrlcRP Xt Lo ke g sdghanges
a}s® sﬁﬂgd??tthe %@é&mﬁ%ﬁ Wt 828N PBHcAbthtbR. connectivity

to the 3G Hone

Core NetworK and ot her external _
net wdihksVIS lar mselplsorads nest initéatesuhadiey rﬁanls@gmnthonzatlon with the

cedures between itself d nobi
RS ThE Tnaseet e oS Rist B TuPREE RIS T RlyoTRegliffpd in the
pidigoutsUtdis! Thé M 6akoBlle bdetheRTe ﬁlfthSt‘&nhél ihtee IVRAEFeNTIA).
t he serving network, and encapsul ati on and

The M3 95 Mobile drde ciudss 115 Nepworkrprcessoldentieer (N Ad) inihpipryload in
tﬂ?ngCi&#ﬁkiﬁngﬂﬁ cgs serving network policies such

tering and routing. Through the interface
t o t ithe PEAet@0cs tHeelKEDhEhdAZatmuppqudss and eontacts the H-AAA to

aut henticatiqgn and transfer of authorizati.o ol i )
TeqHesr SREYICD FUthoRZaliy ARG HSeTt %JéhqﬁBF?ilofzﬁ@ohT“g‘égsa‘ﬁﬁ%mcates the
sUBRADES 21RE EWaEdsNbe | A fHRhABkLA NN R984] bAsk & 8feUSSEY The PDIF
above, a tunnel is a secure nmeans of transferring

cauplegrsative TKFranthghvizatien emhengeeby samdmm@rreauth@ﬂzatlon message to the

R e —

eSR bR HBRRBA tWMSQﬁlmlicQ)ﬂe]i@deb@tgi nhe@mﬁbl i shing a
tunnel, the M5 or nobil e node, authenticates to the

W ANFiGe & %2 Revidpgramd dyagaiohesng sddssss @ﬁma@e% by athpmae agent

13 AN G B A Ao TN GBRREIE N S €12, 1, 2,5,

eONfengiuigSreten td Ete@dﬁh emsméthodnof kignaﬁnmdmd\hidms lkassigdnent by a
di scovers thg} fault roujfer d servers. 0066}%23%? ¢
homengspt @ #66e Hbtsqu P iECHIS 2550 gment o
Fé:) 1@9&{&2& %Vép 2 a@lﬁk@ k'equ%@la's Qlséudsed Bg(k%}eefdr Pk&dd F)Eéﬁtlon when

0067 or nobile node then initiates an
lmmghthngmnm:lt modcheBaEaluFe of Hbisf feqyirergent, dfe %%@ageebllﬂ gode, set

RSN S5 R BR BB T IR G s T

A inchited RS 8GRP2-Bpecifid PBBIneth einMoatie FRPithe MO d@amexs use the
initiates the key exchange authorization wth the

MOt P éoge opasaticiy discuysed ayey pt ed and protecti ng
usi nQntsl:'s]a(f) %%ﬁ’]ﬁ%g%tsigag %%ﬂlBOIIaWaddress, X, to the MS. This address will

be recovered later, after step 9.

At step 3, the PDIF conveys the temporary address x to the MS in the IKE
Authorization Response message.

At step 4, the PDIF creates a Security Policy Database (SPD) for the MS. At this
point in the method, the policy of the SPD is to disallow all packets destined for

temporary address X.



previous steps. The MS or nobile node then requests a
tunnel inner I P address (TIA). The M5 or nobil e node

wonaleudemsi t s Net work Access ldentifier (NAI) PaTHIS2006/023211

[0074]

[0075]

[0076]

[0077]

[0078]

[0079]

[0080]

payl oad in the service authori4ation request. [0069]
The PDIF receives the | KE authorization request and
contacts the H AAA to request service authorization
and ubestept theeruse the MiS. hashiadiqaiadahatuit ahthiecasings MIRed FA CoA

SABERF, 1, BB chRESS S HREAL S A oY BLABAL B

AgbosdveaisefRnexohRloGe PR GeAdi ng an authorization
message to the M5 or nobile node. Once this | KE

aut hoftl 56 Pothei MScendi et MRt RegistratiomRequess(RRQ) to the FA. The
B BRI AR 0P 0 B L O0RPE! Mepggier. The

soldcccarl destnayiomeokt @ynmrMH&v agﬁbathd bg ttﬁﬁd\ﬁbﬁtﬂd 434 (a well known
i nter In FIG 7, nunbers on the | ef

B9 gor?@fljé 4 %aglst@twé) fé%E@Ct)‘Vf‘glén"é‘FeaR&Q Feains thp M%fbMTnand the
HageRihed (%A%%?cm £t ﬁ?ﬂﬁtoa@%ftﬁ?n it Wﬁgﬂhg i ur%&st for the HA

honme agent i n a terwor ki ng arch
tecaseigdiardp4.0 an enbodl ment of the invention. In step 1

oper alfl 8P Gtk ETOF sG st R SHIE oy AUHOE datsBlatio PR  pcsthe MS's

Ne Uik iR B ctork TBhiMne@hs fHaPHePIIPOR;i]] £8bciate only MIPv4 Reg1strat10n
Internal | P4_Address to zero to signal to the PDF t

RerlyRRY)daspinedbfop lee MS withéhavPsa¢ smnehizpmdbe PRIF to the MS. This
t the MS t
A RRAF 1 SR ARRER0 s RrR i 8 Sbove
[ 0071t ktep St the IfAhb‘w%ﬂglal HoASE :algdl ﬁespoﬁc&ﬁmﬂ’f ag RlR@de[tm ,contains
h {
EH R T ST
TRORAHr& I 8% n ol'tch frﬁ)% M | @seﬁé&?edh}éﬁhé‘mr)%ﬁ %x/atrés‘ﬁgctlvely

Response nessage. [0073] At ste PDIFcreat’es
Secur It stefPg] the PDIE chivegse theSHD) bjf ancludieg MBy it deshingtion address y

Qs M & PP ATER BBt er8E Pfe fas et S BPIF '] apeiats subsequen

R b&ﬁt@é] dektingit RP the MXL GAlUSEe Th&c Mot $rdnd @Hecﬁlbﬁdt& HRIMS. This
it wll be using MPv4 FA CoA operation, the PDF

élémfﬁsthﬁgm tongppeths paskets testhegorhet IRBcmnel.per i odi c

Fgg '72 Pﬁﬁg{%%ﬁf‘%mﬁ?q‘gﬁr rkfsag)gﬁsgi(o?’ i gﬁéggare%}rgg% Elt'lappco?tAgRat is, each

H@qmytasélgR@wh& ddtieeskdy. anthmagauer €€ oadprilesd hdibdsdpabd? In this
adg sses are 0.0.0.0 and the FA CoA, respectively.
SHROdBEHG & lérP&S%'élgtf%a‘fq Bifhspip assign thsetameaprivajf address to different

(BRI R8BS yPe hfe YPIF. BDthid SthatiBn WRE twk HAWEts intended for the two

MSs have the same destination IP address, so the PDIF must determine the appropriate
IPsec tunnel for each packet. Each IP packet destined for a MS arrives at the PDIF from
the MS’s HA via the IP-IP encapsulation. In this situation, the outer packet’s source and
destination addresses are the HA’s IP address and the FA’s IP address, respectively. The
inner packet’s source and destination addresses are the MS’s IP address and a
correspondence node’s IP address, respectively. Although the two MSs have the same
private address, they have different HA TP addresses that are globally routable, because
the two MSs are served by different Has.

In a further embodiment, the PDIF includes the source IP address of the outer

tunnel, which is the HA’s IP address, as an additional selector in the SPD for the MS.



[0081]

[0082]

[0083]

port for MPv4 registration), respectively. The RRQ
contains the M5 s NAlI and the Hone Address (HoA)
woielodssmet equal to 0.0.0.0. in order to signaCTAS2006/023211
request for the HA to assignl:a HoA [0076] In step 7,
t he PDDF changes the SPD by addi ng destination port w
and the M5's NAl as the selectors. This neans that the
TRBI dhangds| steps® of fhatmetbed @swmmm@ Step Qtin dis p@ppgiment requires

AT B L VP LB L L0 v

aBRBss. THeNEDIOtHeg Clddd Bise SoureenTre hddrEQ0dT7 the Adutet tepnd, whtm is set

HA assi gﬁs’ a HoA, y, and responds with an Rﬁg%hag

eqhal o BherVI8] sEATR @dfinesss angm) addjtppnal srlecter in dop oiaE Moh

| P a S I .
313 g?f?ne? m%{)gmgé'rb‘{ nf%ﬁ‘ﬂéc?ﬁﬂﬁ@ﬁﬂ%ﬂl ﬁggré%i@tgf{tﬁ%{ rﬁ@fore going

and imation are z
i odndn Vide 1hqﬁ¢1ﬁ@ttd:d/laj/ yhe @&Gﬂtﬁﬁn dfha @tagnarﬁ emﬂméieﬁmrﬂ:a computer
chan]ges the SPD by | ncl ud| t he @ t| n ti can
raftﬁﬂb s@e@um sgeh arteﬁ Be prenor A)a R RATE e ”?FF%C 1ons ca
L P @lh@t €ord ng cbﬁ’d r tertiar
et s gelgh g@:sfggp‘e{‘fi ém?/% S - g)eb%?gg@t uennel ar?ro Y
mdsthea PleFnédia tneey deiBiprikhi for axaropls RAM Prersible byepiiresiding Wwithin,
etstothe orrect C 07
ﬂ’lto Hg‘fweer%l 9T SEReT: aWtbea%er Y rnPagrrlEfdva 2{ 5 d'roég éilssketée or other

s%étﬂﬂ@f stofdd@t mbia, GRC thstifetiBRY B8p ibgnstfred vt @ adlidtye 58 esachine-
and manage Its own private address space. In this

rerdabléi drisnstorage mediap sck as RASI storags (R8s atcen‘éegglpaﬂ ‘hprd drive” or
%gﬁDp“ a¥f, i r@?ﬁé B8 {19cu§&n§cf 2681k MEEmS egg' oM BPEEPROM)

thetvvopc 's 1 nt ended
flRh rhéiBoryerrdyEs ds;mcel ttbeags aleicd de.fgi, (EDROM, WaBM.d¥D, digital
so the PDIF nust determ ne _the appropriate |Pse
Qnﬁh%léﬁpﬁf)o?apéécﬁ’}lnﬁggﬁ@fls OEQHhET wpta%ﬁecc%@ SEESE | 31& ipglpdipe digital
M Ak g\ﬁ%ﬁsﬁ{ss&f?%@@g Ffromthe M58s HAvia the IP-IP
encapstlation. In this situation, the outer packet's
sour cWhila thedfestgoire distlosukdistewesaHusirasive Rebpyimests| ¢f the invention,
dr and .t FA s.1P addres
Al B B VTS SO R B RAE I B rpad o withou
& ?u't ﬁoﬁlpth@dé%ﬁ&%f aRél ivea Q6 @5 RRfiden 6§ tﬁ@d@p@nde&’ claims. The
ress respecti vel ﬁ Al t hough the two MBs have &
zmwmep reirvetens efdde enehod Klaym iy @cenrdanse oKih g prpbodiments of the

addr.ess t (Y
%gntg)ﬂlefegcébe% egglg 8%(?@@?&@6&@%@%’8‘5 it a%f&&?tt?rhg\rﬁﬁhermore
gffoadh FRIMentd hﬁt}EDInFentnml mdys$>etdmecrﬂmdrcn’eclmmedddrtbs singflar, the

the outer tunnel, which is tl;g-tgHA s IP d% ess, .as an
plgerl 15 onigmplgipd Bplsss Ritation te Sfl%%m%rH%e’i\}%‘ [Vsi Afianges
step B ffdihemBBiieAsdss Gl Ex%ger@QEVﬁltm@tlﬁﬂe Yhibd beéd Shown and

enbodi ment requires the PDIF to discover the assigned
tesAribéd. dt ,wauld e appardRRRo (eneeof pefin®y skill an ghe \agh éowever, that

a%ggrgaﬁs eallt-elz—{]aﬁﬁplpg ||n§at Sglﬁlg eg%%ttpe S0 merjxtE h%geqﬁ ecﬁg’clgged without
departing from the spirit or scope of the invention. Therefore, the present invention is

not to be limited except in accordance with the following claims.



equal to the M5 s HA | P address, as an additi onal
selector in the SPD for the Ms. [0081] In further
wenhwdBsmat s, those skilled in the art will appceaisaine023211
that the foregoi ng nethods caim be inplenented by the
execution of a program enbodi ed on a conputer readable
medi um such are the msrmré of a conputer platform
The instructions can resid€lamsari ous types of
bq%nal -bearing or data storage primary, secondary, or
Weatds dpinedddi a. The nedia may conprise, for exanple,
RAM accessi bl e by, or residing within, the client
devi ce and/or server. Wether contained in RAM a
1di Sk?@)hgrnaBrAﬁfeﬁm%ﬁc%ﬁftbﬁ@i@%fy storage nedia, the
I nstructions may be stored on a variety of
mac hisersliemal bty authienization trqugy fwmi& smobge pviestogaswork device to

stora conventl onal "hard drive" or a RAID
r%ﬂ”reﬁ%gmmgegé%@{ria@ F¥pe, electronic read-only menory
(e. 9., ROWk@gni E’Egai@or ad&fésmrtﬁé yhobHs deviedy opti cal

st orage device (e.qg. WORM DVD,. digital
optical tapeding ﬁ%fflpﬁ"fﬁl}’nf@@fesééﬂfﬁ mQS’F edeYies: suitabl e

data stor joye
Cransn o6 aeE G LI Gl foplnclltbi R
di scl osur sesding\ageank hdvettiseticus fmnh)a(ﬂmmgntagerufto theanobile device;

i nvention, . shoul.d he noted that var,i and

nDdl ficat |36?én%6trﬁf=’é§t@é‘°%ed3éleﬁéc?°é’? hwvﬂ“ﬁ’l V‘&S%‘é&lﬁ%ﬂrﬁlgﬂ
gam the scope of the invention as defined by the

§ppended clains. The activities or steps of the nethod

cl ai ms i n redtyingihe scanrithpelivy databessi usine isfogmatiprecontained in

dovention esc%lbed herein need not be perforned in
W7 Iap?raﬁqg?s order. Furthernore, although el ements

of the i n\é@ﬂgﬂnﬁ? BBy hdife SEHE i Hoat @drest & e thobile dbeice; and
singular, the plural is contenplated unless linitation

to the sirngedififing bessqmitypeliey defabeseto pgiedsnlpheraobilsfevice
0 present invention have thus been

h?%w%%ﬁgg%ﬁ%?&%:d It would be apparent to one of

ordinary skill in the art, however, that nunerous

alteratijon y be made to the enbo her e

B B TRl ooy e o e Bititigfign reauest

iREinbdieh R By TRSHATR0Beol s8Rl G58RL | nvention is

not to [1Tmted except In accordance with the

foIIovving claims. Gl ainms Wiat is clained is:

A R N —

IELNGY KpAiaréteeintiRatiRohasthe andbis delice Wﬁl@ﬁse&ﬁi@td&@@ agent care-of
%séi,l gni ng a tenporary address to the nobile device;
a €S8S.

),

4. (Original) The method of claim 1 wherein sending the key authorization request
includes setting an internal internet protocol address to zero and including a parameter

indicating that the mobile device will use a foreign agent care-of address.

5. (Original) The method of claim 1 wherein the registration request includes a

source internet protocol address and a destination internet protocol address.



sending the tenporary address to the nobil e device;
creating a security policy database for the nobile
wdevictiag408endi ng agent advertisenents from a f BCEiUgm06/023211
agent to the nobile device; Eending a registration
request fromthe nobile device to the foreign agent;
nmodi fying the securjt policg dat abase usi ng
6i nf ofPeiginah T@éﬁt@i@éﬁy‘iﬂ%mt%@ ¢Teigi the FegistigHon Equessta source
ifRE3b bR s MR inche BERAIASE d Pulcdort number,
adastiahase pbio nimbénded onétyotlheccamlidémifevi ce hone
address as a selector. 2. (Oiginal) The nethod of
claim1 wherein sending the key authorization request

i ncl . SEt i | internet protocol address
7i 0 zggggmf%ﬁ '%C%ﬁbgl@rﬁ}ﬁ{ééanet hod of claim 1 wherein
sendsemglinghekdeautirizaton ranésd fromegmebile devitatdesneiwork device to
araneter .indicating that the nobile device will use a
TP HOnE) SHET AdeSSof  address. 4. (Original) The

met hod of a&di@ing 4 taphiRial AdeRBoRE: MBilkeWice;
aut hori zation request includes setting an internal
i nternet peingbF apnrayaddesy tortbe Mol deYieRkli ng a

par anmet er _j ndi ' t ' I 1.Ll use a

foreign aateﬁﬁh%%%éec@ %PE ]g(g%y éfsagab g%%’(%??’g?gﬁ%?j)e%%’e

met hod of seldwgagennhBiesisemette fropga Sireigh iagent t@teesdbile device;

i ncludes a source internet pr toc&% aqg{ess_and a. .

dest i nat i 8GR eFeeBtrapeRicaret ogihe saobsle deves i the fgreizn

aggﬁ' nmet hod of claim5 wherein the registration request
source internet protocol address, a destination

i nt er net malifyoy thaswugspoliwy slewbase ysmgtinfoonyiéon coatained in

destj nation sggt nunber, and a network access

RERSHRHTeA9eSL r | gi nal ) A net hod conpri sing: sendi ng

a key aut hegis@as it Hopsiaght, hheMeddiRM lodhdgivbiie dévace
network device to request a tunnel inner address;

assi gni ng nzodifyingdhe sscusbiop@sy datbasedo fashideoondpeiie geobile device

sendi the t r address to the npbil e devi ce;
hgpgﬁtd?%gﬁs%assgg%ﬁ%t%{%ol i cy database for the nobile

devi ce; senshifythgae sdcuathvsslicy sanrBndeSo incdwdea doaroeiigornet
agent to the nobile device; sending. a regriéitrati

Preigert sddmessorh anpuigrdpinebasan addgiangl folretqrde @Hmbﬂg device.

8. (Original) An apparatus comprising:

a transmitter for sending a key authorization request from a mobile
device to a network device to request a tunnel inner address;

a receiver for receiving a temporary address from a network device;

a process or creating a security policy database for the mobile device;

a transmitter for sending a registration request from the mobile device to
a foreign agent;

a receiver for receiving a home address

9. (Original) An apparatus comprising:
a receiver for receiving a key authorization request from a mobile device;
a processor for storing a temporary address;

a transmitter for sending a temporary address to a mobile device;



agent; nodifying the security policy database using
informati on contained in the registration request;
wagsicgns4g, by a hone agent, a home address t oPCHAIS2006/023211

nobi | e device; nodifying the gecurity policy database
to include only the nobile device hone address as a
sel ector; and nodifying the security policy database
t o i ncl udea areeessocforicreating end modifpiagla secidite pslicyf daabase.
outer tunnel as an additional selector for the nobile
device. 8. (Oiginal) An apparatus conprising: a
qQansnyﬁgﬁm?gQQm%QQQg@gH@ﬁgg . authori zation request
froma nbbile device to a network device to request a
t unnemepfer scadingeskey authoszetioereqhest fromcaenebilgdevice to a network
tengorarg add%Fs§.fron1$ networ k device; a process or
g?vé etﬁor{ﬁ e RPS 89“3589 r(??/g’ dat abase for the nobile
device; a hieassiol hdsBinirfgOd tehpoeirP dddedsad g mabilddevice;
request fromthe nobile device to a foreign agent; a
recei ver fBreapscloepapding the Fommoray @ddsss to thy @b@? fAetige; An
appar at us GORRI oSl Rbing LRGAIVSHiicl Qhrab S hBthdbitk Wvice;
aut hori zation reques roma iI'fe éeV|ce, a
processor heanssfoosdndihgeagerinpiveaisymeadsfressd foaeign agent to the
%%gqs itter for sending a tenporary address to a

I'f 8°YeNi ce; a processor for creating and nodifying a
security pglehfyrof ?énﬂﬁ%sﬁreéﬁgatiérgegﬂésﬂ b 8 nRABRB L& ESto the
conpri sing: means for sending a key authorization
faejigesgerftr om a nobil e device to a network device to

request a tunnel inner. address; neans .for assiqgni .
{enpor ary BdAEos PPaTyRE W EERn EDRE g Ahasd R dytOfindtion
s&isihegin the rdg@dtRabRtequagldr ess to the nobile device;
means for creating a security policy database for the

nobi | e devimgans fopassigning: by ehemeqcarfen home pedressde iingbile
htam.gyforeign agent to the nobile device; neans for

sendi'ng a registration request fromthe nobile device

to the for eiegis fageaidifying the security policy database to include only the

mobile device home address as a selector.

11. (Original) The apparatus of claim 1 wherein means for sending the key

authorization request includes setting an internal internet protocol address to zero.

12.  (Original) The apparatus of claim 1 wherein means for sending the key
authorization request includes a parameter indicating that the mobile device will use a

foreign agent care-of address.

13. (Original) The apparatus of claim 1 wherein means for sending the key
authorization request includes setting an internal internet protocol address to zero and

including a parameter indicating that the mobile device will use a foreign agent care-of

address.

14. (Original) The apparatus of claim 1 wherein the means for the registration
request include a source internet protocol address and a destination internet protocol

address.



means for nodifying the security policy database using
informati on contained in the registration request;
worenss3§408 assi gni ng, by a honme agent, a hone addss®6/023211
to the nobile device; and ne#hs for nodifying the
security policy database to include only the nobile
devi ce hone address as a selector. 11. (Original) The
apparatus of claim1 wherein neans for sending the key

1Pt ofntEyb APs ABRERG oL 08iny 3 PeREh ottt cirpon

rétRaiadluge Pfovededintardet phro] addreans désvinasa@nihitarget tphatobay
aut hori zati on request includes a paranmeter indicating
agldiass, £ KeUIRGBPY BUBBY: & desiinpiion Rt RUPRGeRnsA BRGwALK access

. .0- 0f address. 13. (Original) The apparatus of claim
lcie%\gl\l/ﬁg?ei n means for sending the key authorization
request includes setting an internal internet protocol

1Bhat OREADE FempBer EBRh megue BoRgRe rPARERie et

i<k @ﬁ&{s’ @(qgémz 14. (Original) The apparatus of claim
11 vl\lherei n the means for the registration request

i ncl sewling & bey ashonzatonerqupstdrode 8 mobile dewse wrinegwork device to

destti nat iejn i nt&& net prot ocol address.15. (Oiginal)
TSHES A HAPA S 8FYET2i m 5 wherein the neans for the

regi Sl&sﬁ?ﬁih@ﬁ térBstt@stadined tde rodileidedcd; nt er net
prot ocol address, a destination_internet protocol

addr serding thedemperapyorddrass tide mobilgdsyirHat i on port

nunb . ' i ff-1 . 16.
(o croauRRe ;B MAHCY BERESCrL SethbiiletovichS

conputeding xgnt hdlektiseineatsiconh b dorsignagenmrto siengobikedediasy
a key authorization request from.a bi | evice to a
net wé?_ Ipg § e OP st e iSRRI i 0 oigen eert:
assi gRb Ak the YRRy ﬁolg‘%gfa@a%ﬁset RiddarimRbiibecARMhEEin the

sendi ng t'he tenporary ress to the nobil e device;
regigtaationgequesiecurity policy database for the nobile

devi ce;. sendi ng, agent adverti senments,.from.a .forei
age ntasilgmflﬁ’gayn%%‘?lﬁ%a ggia O,mes%dﬁlﬁﬁsﬁgo e ped gl ?\glf c?’oaﬁﬁ
r equesdifyiRnmbe RecuippbiecydRvibag tandiid dy deghotdRakiice home

address as a selector.

17.  (Original) A computer-readable medium including computer-readable
instructions, comprising:
sending a key authorization request from a mobile device to a network device to

request a tunnel inner address;

assigning a temporary address to the mobile device;

sending the temporary address to the mobile device;

creating a security policy database for the mobile device;

sending agent advertisements from a foreign agent to the mobile device;

sending a registration request from the mobile device to the foreign
agent;

modifying the security policy database using information contained in
the registration request;

assigning, by a home agent, a home address to the mobile device;



nodi fying the security policy database using

informati on contained in the registration request;
wagzeiegnas4g, by a honme agent, a home address t oPCIAIS2006/023211

nobi | e devi ce; and nodi fyi ng 4de security policy

dat abase to include only the nobile device hone

address as a selector. 17. (Original) A

conput er - r esdifhing theskicurityi podicy database oorpiehele ohBatiablobile device

Lnstrg tions, fonprising: sendi ng a key authorization

6 8S4resS a5 S81e0B1 A" device to a network device to

request a i : WeTel t d

addr s ¢ o T RETmg iy SeuBtcRes BB ISIRAR g R e et

achdocs sddresstdf@n woter lmnedieasi apedditiosalt selegtoa fargbeimobite device.

pol i cy database for the nobile device; sending agent

advertisenents froma foreign agent to the nobile

devi ce; sending a registration request fromthe nobile

device to the foreign agent; nodifying the security

policy database using information contained in the

regi stration request; assigning, by a hone agent, a

hone address to the nobile device; nodifying the

security policy database to include only the nobile

devi ce hone address as a selector; and nodifying the

security policy database to include a source internet

protocol address of an outer tunnel as an additiona

sel ector for the nobile device.



