
TITLE A method and a device for improved service
authorization. TECHNICAL FIELD The present invention
discloses a method and a device by means of which
improved service authorization can be obtained in a
wireless access telecommunications system. BACKGROUND
At present, in some wireless access telecommunications
systems, such as, for example 2G and 3G systems, such
as 3G-GPRS, there are functions in the system for
allowing or denying users access to services within
the system or services outside of the system. In most
2G and 3G systems, the functions for allowing or
denying a user such access are designed in the
following manner: a user requests access to a service
by means of a request to a node in the system, in a
GPRS system the so called GGSN, the Gateway GPRS
Support Node. The GGSN has obtained knowledge of the
user's rights and which services the user may access
by means of another function in the system, usually
known as the PCRF, Policy and Charging Rule Function.
Usually, when a UE requests a new session, e.g. is
turned on initially, the GGSN requests, and receives
from the PCRF, a list that defines which services the
user may or may not access. This list is then used by
the GGSN during the session in question, in order to
permit or deny the user access to services which the
user requests access to. If a user requests access to
a service to which the GGSN wishes, according 



to the information from the PCRF, to deny him access
to, the request may be redirected to a separate
function in the system, which handles denial of
service requests. This separate function will send a
message to the UEinforming the user of the denial,
e.g. he will receive a message such as "Access Denied"
or "Service not authorized". In the context of
allowing or denying access to a user, the GGSN assumes
a role referred to as Policy Charging Enforcement
Function, PCEF. The PCEF accesses the PCRF by means of
an interface known as Gx. Some services that a user is
normally allowed to access may temporarily not be
authorized, e.g. due to a number of PCRF-defined
polices:  A service that a user is normally allowed to
access may not be authorized if the user roams into a
different network,  Some services may be authorized
during certain periods of the day only, e.g. between
09:00 and 18:00 on weekdays only,  Certain services
may only be authorized in case the requested bearer
provides good enough quality.  Limitations in the
user's terminal equipment. Even though it is clear
that the reason that one or more services may be
denied for a user, the Gx interface only provides
information regarding whether or not a user is allowed
access to a service or not. For example, it is
impossible for a PCEF/GGSN to know if a user is denied
access to a certain service due to the fact that the
user's terminal doesn't support the service in
question, or if the denial is due to the fact that the
user is roaming in another network, in which the
service in question is denied. Hence, the only action
the PCEF can take in the case of a denial is to 



redirect service requests issued from the user
terminal to a generic redirect address that informs
the user that the service is denied for an unspecified
reason, as exemplified by the messages above.SUMMARY
As has emerged from the description above, there is
thus a need for a method by means of which a node such
as, for example a PCEF/GGSN can provide a user who is
denied access to a service to which he has requested
access more information regarding the reason for the
denial than is possible at present. This need is
addressed by the present invention in that it
discloses a method for use in a wireless access
telecommunication system, in which system there can be
a number of user equipments, UE, and a first node to
which a UE may send a request for access to a specific
service. The system in which the invention can be
applied also comprises a control function which holds
information about the access rights to specific
services for a plurality of UEs in the system, and the
system additionally comprises an interface between
said first node and the control function. The method
of the invention comprises the step of letting the
first node receive information about a UE's access
rights from the control function, and also comprises
the step of letting the first node handle access
requests to a service from a UE using the access
rights information from the control function. The
method also comprises the step of letting the access
rights information from the control function to the
first node comprise a code regarding services to which
the UE is denied access. Thus, by means of the present
invention, the first node, e.g. a PCEF/GGSN 



can use the code obtained from the control function,
e.g. a PCRF, in order to provide users with more
detailed information regarding the reason that they
are denied access to a certain service. In a preferred
embodiment of the present invention, the code is used
by the first node (PCEF/GGSN) in order to redirect the
access request to a second function in the system, and
in thisembodiment, the method also comprises the step
of letting the second function send an explicit
message regarding the reason for the denial to the
requesting UE. However, it is also entirely possible
to let the first node comprise a list of said codes,
so that a code may be "decoded" in the first node, in
which case a message which corresponds to the code in
question may be sent to the UE from the first node. In
addition to the problem of "denial messages" which do
not comprise sufficient amounts of information, an
additional problem in present systems is that an
operator may want to grant certain users access to
certain services during a limited interval in time,
such as for example, between 08:00 AM to 06:00 PM on
weekdays. In order to achieve this with the present
standard Gx protocol, the authorization information in
the PCEF for all affected sessions will need to be
updated essentially at the same time. This will cause
massive peaks in Gx signalling, which is highly
undesirable. This problem is also addressed by the
present invention, in that the invention in a
particular embodiment comprises the step of letting
the access rights information from the control
function (e.g. PCRF) to the first node (e.g.
PCEF/GGSN) comprise information about periods in time
when the UE is allowed or denied access to one or more
of said services. Thus, by means of the present
invention, it is made possible to inform users 



who are denied access to a certain service of the
reason for the denial, and it is also possible to
improve the way in which users may be denied or
granted access to services based on time intervals.
These and other advantages of the present invention
will become even more apparent from the following
detailed description.The invention also discloses an
improved interface for use between the first node
(e.g. PCEF/GGSN) and the control function (e.g. PCRF),
as well as a node for use as said first node. BRIEF
DESCRIPTION OF THE DRAWINGS The invention will be
described in more detail in the following, with
reference to the appended drawings, in which Fig 1
shows a prior art system, and Fig 2 shows the system
of fig 1, with the invention applied, and Figs 3 and 4
show examples of event diagrams of the invention.
DETAILED DESCRIPTION Fig 1 shows an example of a prior
art system 100, shown in order to facilitate the
reader's understanding of the invention. In fig 1, as
well as in the description below, the invention will
be described with the aid of system components and
names from a 3G GPRS system, but it should be
understood that this is by way of example only, the
invention can be applied to virtually any system in
which it is desired to solve the problems which are
addressed by means of the invention. As shown in fig
1, in the system 100 there can be a number of user
equipment, UE, 110, and a first node 120, a GGSN,
which in this text will alternatingly be referred to
as a PCEF, a Policy Charging Enforcement 



Function, since the GGSN in this context constitutes
the PCEF for GPRS. It can be pointed out that a GPRS
system comprises numerous components which are not
shown in fig 1. This is due to the fact that only
those components which are of immediate interest to
the present invention will be shown in the drawings
and described in this text. For example, the 3G GPRS
system comprises a function known as the SGSN, which
is positioned between the UE 110 and the PCEF/GGSN
120. However, the messages withwhich this invention is
concerned are "passed through" the SGSN on their way
between the UE and the PCEF/GGSN, which means that the
SGSN is of less interest to this invention. The PCRF
160 has information about which services that the UE
110 should be granted or denied access to. This
information is communicated to the PCEF/GGSN, usually
at the initial UE bearer service request, although the
procedure may take place at other points in time as
well. The interface between the PCRF 160 and the
PCEF/GGSN 120 is known as the Gx interface. Thus, the
PCRF 160 communicates to the PCEF/GGSN 120 a list of
services to which the UE 130 should be denied or
granted access to. As an example, all services that
are not granted in the list can be considered to be
denied. The PCEF/GGSN stores this list, and when a UE
110 sends a request message, shown by the arrow 1 in
fig 1 to the PCEF/GGSN 120, requesting access to a
certain service, the following may happen:  The
PCEF/GGSN 120 grants the UE 110 access to the service
in question based on information provided from the
PCRF via the Gx interface. The request is
routed/forwarded by the PCEF/GGSN to its 



destination.  The PCEF/GGSN 120, by means of the
information provided from the PCRF via the Gx
interface, sees that the UE 110 may not be granted
access to the service which it has requested access
to. In this case, the arrow 2 from the PCEF/GGSN
intercepts the request and sends a "redirect"
response, shown by the arrow 2 in fig 1, to the UE,
i.e. a message which redirects the UE's request to a
second function 170 in the system, to which the UE's
request is redirected, shown as the arrow 3 in fig 1.
The second function 170 sends a message, shown by
means of the arrow 4, to the UE 110. In the prior art
system 100 of fig1, this message can only be a
standardized "denial message" such as "Access Denied"
or "Service not authorized". Fig 2 shows a system 200
of the invention. Components and functions which can
be found in the system 100 of fig 1 have been given
the same reference numbers in fig 1, and will not be
explained again here. In the system 200 of the
invention, the control function 160, i.e. the PCRF,
may send information to the PCEF/GGSN regarding a UE's
access rights to a number of services via the Gx
interface. However, in the system 200, as opposed to
the system 100 of fig 1, the information sent from the
PCRF 160 to the PCEF/GGSN 120 may have the following
structure, as also indicated in fig 2 : Examples of
service authorization information provided over the Gx
interface from the PCRF to the PCEF/GGSN: Service "A":
OK Service "B": Not OK, "NOK", Code 2 



Service "C": OK Service "D": NOK; Code 4. Thus, as can
be seen, for services to which the user 110 is denied
access, the PCRF uses the Gx interface to explicity
inform the PCEF/GGSN 120 not only about which services
that are authorized, but also which services that are
not authorized (NOK), which may be temporary, together
with a code coupled to the reason for the denial.
Subsequently, when a UE requests access to a service
to which it, according to the information from the
PCRF, should be denied access to, the PCEF/GGSN uses
the codes comprised in the Gx message as follows: The
UE 110 sends its request message, arrow 1 in fig 2.
The PCEF/GGSN 120 identifies the requested service and
sees that the UE 110 should be denied access to the
service in question and sends a redirect message,
arrow 2 to the UE 110. However, as opposed to the
event sequence in the prior art system 100, the
PCEF/GGSN now has additional information coupled to
the access denial, said additional information being
the code shown above. The code is, in a certain
embodiment of the present invention, used in order to
redirect the access request from the UE to one of a
number of specified functions, shown as 180-182 in fig
2. The redirected request is shown by means of an
arrow 3, and the response from the function 180-182 is
shown by means of an arrow 4. Since the denied request
can be redirected to one of a number of functions
180-182, the contents of the "denial message" to the
UE 110 can be tailored in a way which has been
impossible hitherto. Preferably, each NOK code is 



tied to a specified one of the functions 180-1 82, by
means of which each NOK code can be made to correspond
to a certain denial message. Thus, each of the
functions 180-182 is prepared with a certain message,
example of which might be:  The requested service can
only be reached from your Home PLMN, Public Land
Mobile Network.  The requested service cannot be
accessed from this terminal type. Please contact
customer support for minimal terminal requirements.
The requested service can only be accessed between
0700 and 1800 Monday to Friday.  The requested service
requires a 3G connection.Naturally, the number of
"denial message functions" 180-182 shown in fig 2 are
only example, the number can be varied more or less
endlessly. It should also be pointed out that the
denial message functions 180-182 are merely one way of
utilizing the enhanced Gx messages of the invention.
It is also perfectly possible to let the PCEF/GGSN
comprise the function of "decoding" the codes from the
PCRF itself, so that the denial messages are sent
directly from the PCEF/GGSN 120 to the UE 110 by a
function for this in the PCEF/GGSN. In addition, it is
also possible to let the denial message function
180-182 be external to the PCEF/GGSN as shown in fig
2, but to let it be one function only, which as such
comprises the ability to decode all of the codes sent
from the PCRF regarding the reasons for denial. As has
emerged from the description above, the present
invention comprises extending the Gx protocol so that
the PCRF may communicate more 



information to the PCEF regarding reasons for denying
a UE access to a service. The extensions to the Gx
protocol may be referred to as Attribute Value Pairs,
AVPs, a term which may be used below, AVPs being
information containers used by the Gx protocol. Fig 3
shows a signaling sequence 300 in which the AVPs of
the present invention is used. The signaling is
between a UE, a PCEF, a PCRF and a Redirect Server
which corresponds to the functions 180-1 82 of fig 2.
The sequence is as follows: 1. Establish bearer
service request: The UE sends a requests to the
PCEF/GGSN to set up a bearer. For GPRS, this would be
an Activate PDP Context Request.2. Gx CCR, Credit
Control Request, initial. The PCEF initiates a Gx
session with the PCRF, and includes the UE identity,
the requested QoS, PLMN-Id etc. 3. Gx CCA initial. The
PCRF responds with a CCA, Credit Control Answer,
containing one Charging-Rule-lnstall for a
Charging-Rule- Base that is authorized and a
Charging-Rule-Name which normally is available only in
the Home PLMN. Since the UE in this example is
currently roaming in another operator's network, the
service is temporarily unauthorized. The CCA in
question may contain the following information:
Charging-Rule-lnstall AVP Charging-Rule-Base-Name = 1
Charging-Rule-lnstall AVP Charging-Rule-Name=5 



Charging-Rule-Authorization AVP Authorization-State =
DENIED_ROAMING 4 . Establish Bearer Service Request.
The Requested bearer is accepted. For GPRS, this would
be an Activate PDP Context Accept. 5. The UE requests
access to a web-page, e.g. URL "x". The PCEF detects
that URL "x" corresponds to e.g. Charging-Rule No.
dwhich is temporarily not authorized due to roaming.
6. The PCEF sends a response to the UE with a redirect
indication that includes the configured redirect
server address used only for DENIED_ROAMING (url "y)
7. The UE issues a request for url "y"8. The redirect
server at URL "y" responds to the UE that the
requested webpage can only be accessed from the Home
PLMN. In the following, by way of example only, some
examples of AVPs of the present invention will be
given. Charqinq-Rule-lnstall AVP The authorization
state for the current and next periods of time is
included in the Charging-Rule Install AVP, by
inserting the a new AVP: The Charging-
Rule-Authorization AVP: Charging-Rule-lnstall := < AVP
Header: 1001 > *[ Charging-Rule-Definition ] *[
Charging-Rule-Name ] *[ Charging-Rule-Base-Name ] [
Charging-Rule-Authorization] *[ AVP ] 



The authorization information provided in the
Charging-Rule-Authorization AVP is valid for all
Charging-Rule-Names and Charging-Rule-Base-Names
provided in that instance of the Charging-Rule-lnstall
AVP provided in a CCA or RAR, Re-Authorization
Request. If no Charging-Rule-Authorization AVP is
present in a Charging-Rule- Authorization AVP then
this implies that all Charging-Rule-Definitions,
Charging-Rule-Names and Charging-Rule-Base-Names are
authorized without any restrictions (standard
solution). Charqinq-Rule-Authorization AVP The
Charging-Rule-Authorization AVP groups the AVPs that
are required to define the authorization state for the
current and next time period for the associated
charging rules and charging rule bases.The
Charging-Rule-Authorization AVP is shared in the same
Charging-Rulelnstall for those Charging-Rule-Names or
Charging-Rule-Base-Names that has the same
Authorization-state. The Charging-Rule-Authorization
AVP may look as follows: Charging-Rule-Authorization:
:= < AVP Header: 1055, Vendor Id: 193 > {Autho rizatio
n-State} [Authorization-State-Change-Time] [Next
Authorization State] *[ AVP ] Authorization-State AVP
The Authorization-State AVP may be of the type
"enumerated", and specifies the authorization state
and reason for non-authorization for the charging
rules and charging rule bases provided in the
Charging-Rule-lnstall AVP. 



The following values can be defined for the
Authorization-State AVP: AUTHORIZED 0
DENIED_CALENDAR_TIME 1 DENIED_ROAMING 2
DENIED_QUALITY_OF_SERVICE 3 DENIED_BLACKLISTED 4
DENIED_TERMINAL 5 DENIED_OPERATOR_REASON_ONE 6 DENIED_
OPERATOR_REASON_TWO 7 DENIED_ OPERATOR_REASON_THREE 8
DENIED_ OPERATOR_REASON_FOUR 9 DENIED_
OPERATOR_REASON_FIVE 10 DENIED_UNKNOWN_REASON 11 As
has been seen from the description given above, by
means of the invention, a problem associated with
"access denial messages" may beaddressed. Another
problem which may be solved by a particular embodiment
of the invention is that an operator of a system may
want to authorize some services to a large number of
users during a limited period of time, such as a
particular interval of a day, such as, for example,
between 08:00 AM to 06:00 PM on weekdays. To achieve
this with the present Gx protocol which is used
between the PCRF and the PCEF, the authorization
information in the PCEF of all affected sessions need
to be updated more or less at the same time point in
time. This causes massive peaks in Gx signalling in
the system, which is undesirable. In order to address
this problem, the mentioned embodiment of the present 



invention comprises the step of letting the access
rights information from the control function, i.e. the
PCRF, to the first node, i.e. the PCRF/GGSN, comprise
information about periods in time when a UE is allowed
or denied access to one or more services. As an
example, some services may be authorized for a certain
user during a specific period of time only, e.g. for
24 hours from the time when the service is activated,
or during re-occurring periods of the day, e.g.
between 07:00 - 18:00 on weekdays. In order to provide
such information to the PCEF, the "authorization code"
described above, provided by the PCRF to the PCEF, the
so called PCCrule, can be associated with information
regarding a specific point in time when the
authorization state changes. The next authorization
state that is valid after the authorization state
change must also be provided for this kind of
services. In this way, it will be possible for the
PCEF to determine that e.g. a certain user is to be
granted access to a certain service until, in this
example, 18:00, and thereafter the user should be
denied access to the service, due to calendar time
restrictions. The opposite is of course also possible,
i.e. the service is first temporarily denied to the
user due to calendartime restrictions, but after
18:00, in the present example, the user is granted
access to the service. Another "building block" in the
calendar time based authorization embodiment of the
invention is a validity timer which schedules the PCEF
to request new policy information from the PCRF. The
validity timer is provided by the PCRF to the PCEF,
and should typically be set longer than the
authorization state change time, e.g. longer than
18:00 in the present 



example, but short enough to catch new policy
information before the next consecutive authorization
state change time occurs, i.e. in this example at the
latest at 07:00 the following morning. Thus, by means
of calendar time based authorization embodiment of the
invention, Gx signalling peaks may be avoided. In
order to explain the time based authorization or
denial/grant of access to certain services, reference
will now be made to fig 4, which is a signalling
diagram 400 in which the time based denial/grant of
access is used. The signaling in fig 4 is between a
UE, a PCEF and a PCRF. The signaling is as follows,
with reference to the horizontal arrows shown in fig
4: 1'. Establish bearer service request. The UE sends
a request to the PCEF/GGSN to set up a bearer. For
GPRS, this would be an Activate PDP Context Request.
2'. Gx CCR initial. The PCEF/GGSN initiates a Gx
session with the PCRF, and includes the UE identity,
Requested QoS, PLMN-Id etc. 3'. Gx CCA initial. The
PCRF responds with a CCA containing one
Charging-Rule-lnstall for a Charging-Rule-Base that is
authorized and a Charging-Rule-Name that is currently
not authorized due to calendartime. The authorization
state change time is set to be at 07:00 the next
morning. When the authorization state change time has
passed, access to the service is granted to the user
(next authorization state). In addition, the
authorization-validity-time states that the policy
information must be refreshed by the PCEF before 18:00
the next day. The CCA in question may have the
following format: Event-Trigger = TIME_CHANGE 



Charging-Rule-lnstall AVP Charging-Rule-Base-Name = 1
Charging-Rule-lnstall AVP Charging-Rule-Name = 5
Charging-Rule-Authorization AVP Authorization-State =
DENIED_CALENDAR_TIME Authorization-State-Change-Time =
07/08/01 , 07:00 UTC Next-Authorization-State =
AUTHORIZED Authorization-Validity-Time = 07/08/01 ,
18:00 UTC 4'. Establish Bearer Service Request. The
Requested bearer is accepted. For GPRS this would be
an Activate PDP Context Accept. All service requests
associated with the Charging-Rule-Name in question
will be redirected to a redirect server for
DENIED_CALENDAR_TIME for this bearer. 5'. At 07:00,
the authorization state changes from
DENIED_CALENDAR_TIME to AUTHORIZED. From now on, the
PCEF will no longer redirect service requests for
Charging-Rule-Name in question, but the requests will
be passed through. 6'. CCR update. At a point in time
before 18:00, the PCEF issues a new CCR in order to
refresh the policy information. The PCEF is
responsiblefor distributing this kind of requests in
order to avoid signalling peaks in the case that there
are many sessions which share the same
Authorization-Validity-Time. T CCA update. The PCRF
responds with new policy information. The
Charging-Rule in question now has the authorization
state AUTHORIZED 



and a next authorization state that is
DENIED_CALENDAR_TIME. The authorization state change
time is at 18:00, and the policy information must be
refreshed again at the latest at 07:00 the following
day. The new values may look as follows: Event-Trigger
= TIME_CHANGE Charging-Rule-lnstall AVP
Charging-Rule-Name = 5 Charging-Rule-Authorization AVP
Authorization State = AUTHORIZED
Authorization-State-Change-Time = 07/08/01 , 18:00 UTC
Next Authorization State = DENIED_CALENDAR_TIME
Authorization-Validity-Time = 08/08/02, 07:00 UTC Some
examples of AVPs of the invention which may be used
with the calendar based grant or denial of access to
services are shown below. It should be pointed out
that the AVPs below are merely examples, and are in no
way to be seen as restrictive for the scope of
protection sought for the present invention.
Authorization-State-Change-Time AVP The
Authorization-State-Change-Time is a time-stamp
identifying the date and time when the authorization
state provided in the Authorization-State AVP will no
longer be valid. An example of an
authorization-State-Change- Time AVP is that it is of
the type "Time" and includes the time in seconds since
January 1, 1900, 00:00 UTC.Next-Authorization-State
AVP An example of the Next-Authorization-State AVP is
that it is of the type 



"enumerated", and specifies the authorization state
and reason for nonauthorization after the expiration
time, defined in the Authorization-State- Change-Time
AVP, has been passed. The following values may be
defined for the Next-Authorization-State AVP:
AUTHORIZED 0 DENIED_CALENDAR_TIME 1
Authorization-Validitv-Time AVP The
Authorization-Validity-Time AVP may be included in a
Credit Control Answer, CCA, or in a
Re-Authorization-Request, RAR. The Authorization-
Validity-Time is a time-stamp identifying the date and
time when the authorization information, provided in
the Charging-Rule-lnstall AVPs, will no longer be
valid. An example of a specific
Authorization-Validity-Time AVP is that it is of the
type "Time", and includes the time in seconds since
January 1, 1900, 00:00 UTC. Event-Trigger AVP The
Event-Trigger AVP is suitably of the type
"Enumerated". The Event- Trigger indicates an event
that shall cause a re-request of PCC-Rules The
following value may be defined for this AVP:
TIME_CHANGE 100 This value is used to indicate that
before the given time, specified in the
Authorization-Validity-Time AVP, new PCC-rules should
be requested. Note: If the Event-Trigger 100 and the
Authorization-Validity-Time AVP are not provided, but
the Authorization-State-Change-Time AVP has
beenprovided in a Charging-Rule-Authorization AVP,
then the next-authorization state will be a permanent
state of authorization, until new PCC-decisions are 



provided by the PCEF. This is useful for accomplishing
time-based subscriptions, e.g. 12 hour access to
service "A". The invention also comprises as such a
node 120 as shown above, said node suitably being a
PCEF/GGSN of a 2G or a 3G system such as the 3G GPRS
system. Such a node will comprising means for
receiving the information about a UE's access rights
from the control function 160. These means 145 have
been symbolically shown as a processor 145 in fig 2,
but the means can also be a suitable combination of
hardware or software. A node of the invention will
also comprise means for handling access requests to a
service from a UE by using the access rights
information from said control function, these means
also suitably being the processor 145, which will also
be able to handle the access rights information from
the control function, the PCRF, including a code, X,
Y, Z, regarding services to which the UE is denied
access. Suitably, the processor 145 also handles the
redirection of access requests to services which a UE
is denied access, as shown above, as well as handling
information about periods in time when the UE 110 is
allowed or denied access to one or more of said
services, so that a UE which requests access to a
certain service from the node 120 may be denied or
granted access by the node 120 based on the time of
day, week, month etc that the request is made. In
conclusion, the enhanced service authorization of the
Gx interface as discloses by the present invention
enables the PCEF/GGSN to carry out a selective service
redirect to a redirect server which can provide
detailed 



information to an end user, i.e. a UE regarding why
the UE has been deniedaccess to a certain service to
which he has requested access, and to which service
the user is normally allowed to access. The calendar
time based authorization information conveyed via the
Gx interface as disclosed by the present invention
provides the PCEF/GGSN with information that enables
it to carry out service based access control for
services that are authorized only for a certain period
of time, or only during, for example, certain times of
the day or the week. By means of this information, it
will be possible to avoid the signalling peaks that
present day Gx solutions would imply for this kind of
services, when the policy information of large numbers
of sessions needs to be updated at the same time. The
invention is not restricted to the examples of
embodiments described above and shown in the drawings,
but may be varied freely within the scope of the
appended claims.CLAIMS 1. A method (300) for use in a
wireless access telecommunications system (200), in
which system there can be a number of user equipment,
UE ( 1 10), and a first node (120) to which a UE may
send a request for access to a specific service, the
system (200) also comprising a control function (160)
which holds information about the access rights to
specific services for a plurality of UEs in the
system, the system (200) in addition comprising an
interface (150) between said first node (120) and the
control function (160), the method (300) comprising
the step (3) of letting said first node receive
information about a UE's access rights from said
control function, and the step (5) of letting said
first node handle access requests to a service from a 



UE using the access rights information from said
control function, the method being characterized in
that it additionally comprises the step (3) of letting
the access rights information from said control
function to said first node comprise a code (X, Y, Z)
regarding services to which the UE is denied access.
2. The method (300) of claim 1, according to which, if
a UE ( 1 10) requests access to a service to which it
is denied access according to the information from the
control function (160), said code (X, Y, Z) is used by
the first node (120) in order to redirect the access
request to a second function (180-182) in the system,
the method (300) also comprising the step (8) of
letting the second function (180-182) send an explicit
message regarding the reason for the denial to the
requesting UE. 3. The method (300, 400) of claim 1 or
2, additionally comprising the step (3') of letting
the access rights information from said control
function (160) to said first node (120) comprise
information about periods in time when the UE ( 1 10)
is allowed or denied access to one or more of said
services.4. The method (300, 400) of any of the
previous claims, according to which said first node
(120) is the GGSN of a 2G or a 3G system, configured
to act as a PCEF, Policy Control Enforcement Function,
and the control function is the PCRF, Policy and
Charging Rule Function of the system. 5. An interface
(150 for use in a wireless access telecommunications
system (200), in which system there can be a number of
user equipment, UE ( 110), and a first node (120) to
which a UE may send a request for access to a specific
service, the system (200) also comprising a control
function (160) which holds information about the
access rights to specific services for a 



plurality of UEs in the system, said interface being
the interface ( 150) used between said first node
(120) and the control function (160) in order to
convey, inter alia, information from said control
function to said first node (120) about a UEs access
rights to certain services, the interface (150) being
characterized in that it comprises, along with said
access rights information, one or more codes (X, Y, Z)
regarding services to which the UE is denied access.
6. The interface (150) of claim 5, in which said codes
(X, Y, Z) may be used by said first node if a UE ( 1
10) requests access to a service to which it is denied
access according to the information from the control
function (160), in order to redirect the access
request to a second function (180-182) in the system.
7. The interface of claim 5 or 6, in which the access
rights information from said control function (160) to
said first node (120) comprises information about
periods in time when the UE ( 1 10) is allowed or
denied access to one or more of said services. 8. The
interface (150) of any of claims 5-7, being the Gx
interface in a 2G or 3G system, such as the 3G GPRS
system.9. A node (120) for use in a in a wireless
access telecommunications system (200), in which
system there can be a number of user equipment, UE ( 1
10), to which node (120) a UE may send a request for
access to a specific service, the node comprising
means for exchanging information with a control
function (160) in the system which holds information
about the access rights to specific services for a
plurality of UEs in the system, said exchange of
information being carried out over an interface ( 150)
between the node (120) 



and the control function (160), the node (120)
comprising means (145) for receiving information about
a UE's access rights from said control function (160)
and means (145) for handling access requests to a
service from a UE by using the access rights
information from said control function, the node (120)
being characterized in that it additionally comprises
means (145) for handling the access rights information
from said control function including a code (X, Y, Z)
regarding services to which the UE is denied access.
10. The node (120) of claim 9, in which said means
(145) for handling access rights information use one
or more of said codes (X, Y, Z) if a UE ( 1 10)
requests access to a service to which it is denied
access according to the information from the control
function (160), said code (X, Y, Z) being used by said
means (145) in order to redirect the access request to
one of a number of second functions (180-182) in the
system, the code being used in order to select the
proper second function. 11. The node (120) of claim 9
or 10, additionally comprising means (145) for
handling access rights information from said control
function (160) which comprises information about
periods in time when the UE ( 1 10) is allowed or
denied access to one or more of said services, so that
a UE which requests access to a certain service from
the node (120) may be denied or granted access by the
node (120) based on the time of day, week, month etc
that the request is made.12. The node (120) of any of
claims 9-1 1, being a GGSN of a 2G or a 3G system
configured to act as a PCEF, Policy Control
Enforcement Function in the system. 


