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&he pysierdpsalianiag ordenying userns agcessdadenyceg witbio the system
P LUNRG s SUtYRE TP th 8y SIERN M08 S 3REYE sPSems, the functions
for allowing or denying a user such access are designed in the following
manner: a user requests access to a service by means of a request to a node
in the system, in a GPRS system the so called GGSN, the Gateway GPRS

Support Node.

The GGSN has obtained knowledge of the user's rights and which services
the user may access by means of another function in the system, usually
known as the PCRF, Policy and Charging Rule Function. Usually, when a UE
requests a new session, e.g. is turned on initially, the GGSN requests, and
receives from the PCRF, a list that defines which services the user may or
may not access. This list is then used by the GGSN during the session in
question, in order to permit or deny the user access to services which the

user requests access to.

If a user requests access to a service to which the GGSN wishes, according
to the information from the PCRF, to deny him access to, the request may be
redirected to a separate function in the system, which handles denial of

service requests. This separate function will send a message to the UE



to the information fromthe PCRF, to deny himaccess
to, the request may be redirected to a separate
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service requests. This separate fénction will send a
nmessage to the UEi nform ng the user of the deni al ,
e g he will receive a nessage such as "Access Deni ed"

"Service not authorized". In the context of
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di Breesses the Rk by nseans efearvintertacedynomen asiGixor i zed
during certain periods of the day only, e.g. between
09: 00 and 18: 00 on weekdays only, Certain services

maBopd yemizeguhsos ugedis mbrm? dllbﬁ'ed a6 wesésmagaemporarily not
provi des good enough quality. Linmtations in the

uséP aythertzedngig- Qqsutﬁr@ermmb@v@ri”@'ﬁﬁmmeﬂ Po§ces:ear
that the reason that one or nore services may be
denied for a user, the Gk interface only provides

i nf oraveAl eerviczgdtiati agusdreishedrmallyn@liowedser acsest Infayethot be
access to a serV| ce or not. For exanple, it is
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accesgs r 0 t
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quest i oonlype.d. betvil@erd&@loalandsmioe oh@véét@iafye@hlyt hat the
user is roamng in another network, in which the
15 ser vi%ceCeRalLeRIVICes May aBly kejautherized in s e reguesied bearer

t he PCEErdi/?dEsté’é%ed eﬁbdd??q&é}ﬁﬁ of a denial is to

e Limitations in the user's terminal equipment.
Even though it is clear that the reason that one or more services may be
20 denied for a user, the Gx interface only provides information regarding

whether or not a user is allowed access to a service or not.

For example, it is impossible for a PCEF/GGSN to know if a user is denied

access to a certain service due to the fact that the user's terminal doesn't

25  support the service in question, or if the denial is due to the fact that the user
is roaming in another network, in which the service in question is denied.
Hence, the only action the PCEF can take in the case of a denial is to
redirect service requests issued from the user terminal to a generic redirect
address that informs the user that the service is denied for an unspecified

30 reason, as exemplified by the messages above.



redirect service requests issued fromthe user
termnal to a generic redirect address that inforns
W b@snsissl t hat the service is denied for an unBEESEX0DEE0289
reason, as exenplified by the nes8ages above. SUMVARY
As has energed fromthe description above, there is
thus a need for a nethod by neans of which a node such
as, for exanple a PCEF/ GGSN can provide a user who is
deni ed access to a service to which he has requested

ac y information regarding the reason for the

dewwmn is possible at present. This need is
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which a UE may send a request access to a spec
seBgtess mohe irdgrmation regandiod tln@eeasmefor tleerdenial than is possible
applied al so conprises a control function which holds
n about the access rights to specific
ALPIREENbn ab h i gh i fi
services for a plurality of UEs in the system and the

syst em additionally conprises an interface between
sailbis needt israsidsessad bhthepigsent invantian bnthatiiglisalasesda method
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S of Iettln the first node handl e access
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r| ghts information fromthe control function. The
nmet hod al so conprises the step of letting the access
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interface between said first node and the control function.

The method of the invention comprises the step of letting the first node
20 receive information about a UE’s access rights from the control function, and

also comprises the step of letting the first node handle access requests to a

service from a UE using the access rights information from the control

function. The method also comprises the step of letting the access rights

information from the control function to the first node comprise a code
25 regarding services to which the UE is denied access.

Thus, by means of the present invention, the first node, e.g. a PCEF/GGSN
can use the code obtained from the control function, e.g. a PCRF, in order to
provide users with more detailed information regarding the reason that they
30 are denied access to a certain service. In a preferred embodiment of the
present invention, the code is used by the first node (PCEF/GGSN) in order
to redirect the access request to a second function in the system, and in this
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e.g. a PCRF, in order to provide users with nore
wa@ledoaitsasell | nformati on regardi ng the reason thaeCT/BE07/050289
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PCEF/ GGSN) conprise information about periods in tine

when the UE is allowed or denied access to one or nore
of THis prodlanyicalso avdirsseybyniberpresentiineentioss émthat the invention

| et bé’ﬁ‘it:uliaF e‘n?de?&%SnP 88%*%'383 ttﬂeis%pg) ro'?qle't%%sthe access rights
information from the control function (e.g. PCRF) to the first node (e.g.
20 PCEF/GGSN) comprise information about periods in time when the UE is

allowed or denied access to one or more of said services.

Thus, by means of the present invention, it is made possible to inform users
who are denied access to a certain service of the reason for the denial, and it
25 is also possible to improve the way in which users may be denied or granted

access to services based on time intervals.

These and other advantages of the present invention will become even more
apparent from the following detailed description.
30



who are deni ed access to a certain service of the
reason for the denial, and it is also possible to
WO pB0%3E6t he way i n which users may be deni ed PCT/SE2007/050289
granted access to services based on tine intervals.
These and ot her advantages of the present invention
w || becone even nore apparent fromthe foll ow ng
detail ed description. The invention al so di scloses an .
i mgheviaMentinrealsactisglosesar impravedrinteiaceifes ise bgtveen the first
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described in nore detail in the following, wth
reference to the appended drawings, in which Fig 1

5SNERER I:@E'S.@ﬁlfﬁg)ﬁﬁ!f ¢HE BRAWINGG shows the system

of fig 1, w e invention applied, and Figs 3 and 4
shdweesruenticeswitifbeedestribéddgmaone ddtail rethenfollowingnwith reference

DEIA LED DESCRI PTI ON Firﬁ é Ehows an exanple of a prior
ar 0 SR OTAWRR IWBCBer to facilitate the

reader's understanding of the invention. In fig 1, as
wel |l as in the description below, the invention wll
be Fied showe® piieran dgstemdasd syst em conponents and

10 1o 2 chs g SR rHE M i badio sl gnd e
I NVFigY 8 and dlashdve erdpblesbflevent diagadry ofihg iaysritm. i n

which it is desired to solve the problens which are
addressed by neans of the invention. As shown in fig

1, dFPTAmEDSI%EE@ﬁﬂ’?R)Nhere can be a nunber of user

equi pnent, 0, and a first node 120, a GGSN,
whiFigh1 ishowsias exampleidfla prlidrearhaysteml 400 ehoehen oedertto facilitate
15astr?e PrgaEtlj:ér’sa uFr;%leirs%gnémg r(%j ﬂ?e Ilirri]\;e%rtigﬁ. rrw]tfig 1, as well as in the
description below, the invention will be described with the aid of system
components and names from a 3G GPRS system, but it should be
understood that this is by way of example only, the invention can be applied
to virtually any system in which it is desired to solve the problems which are

20 addressed by means of the invention.

As shown in fig 1, in the system 100 there can be a number of user

equipment, UE, 110, and a first node 120, a GGSN, which in this text will

alternatingly be referred to as a PCEF, a Policy Charging Enforcement
25  Function, since the GGSN in this context constitutes the PCEF for GPRS.

It can be pointed out that a GPRS system comprises numerous components
which are not shown in fig 1. This is due to the fact that only those
components which are of immediate interest to the present invention will be
30 shown in the drawings and described in this text. For example, the 3G GPRS
system comprises a function known as the SGSN, which is positioned
between the UE 110 and the PCEF/GGSN 120. However, the messages with



Function, since the GGSN in this context constitutes
the PCEF for GPRS. It can be pointed out that a GPRS
W@ y@B@sSehNPri Ses nuner ous conponents whi ch arBCTIBE2007/050289
shown in fig 1. This is due to the fact that only
t hose conponents which are of inmediate interest to
the present invention will be shown in the draw ngs

and described in this text. For exanple the 3G
syg‘t@ﬁ %%?Y%'Q”dsf%?rr&ﬁj RfovRRSssd theoughSithe \ﬁﬁ%w on their
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wever hi's ITnvention 1S
cohﬂﬂmnﬂmeaﬂetmpaa&ﬁmonhrough the SGSN on their way
bet ween the UE and the PCEF/ GGSN, whi ch neans that the
SGSN is of less interest to this invention. The PCRF
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110 shoul d be granted or deni ed access to.
| nber grantesh or denigrrancess: &l ThistihtorPaten G@&ommgn@ateﬁ to the

t | t hough.Lh
o Bk B S Uy S B n Y167 Bl Sethice Teh {1889 Atthgn the
wel kocetife I Mg taRE lHed \wﬁtﬁhéhg?mﬁn 1fAe aad vide The interface
CEF/ GGSN 120 i s known as i nterface. Thus, the

pCRetvigrn doentaREaleR ansl the ROEF/GESN 120 is knawn @s the Gx
10 S€§ 'w?ﬁ%é to which the UE 130 shoul d be denied or

gran dccess to. As an exanple, all services that

are not granted in the Iist can be considered to be

0 hoe e ECREGASPomMERoEgess ot e GESH, 146 48\ of services
f ' % Which fh@eUEq[é'f/ W%F%erﬁ&ﬂ%éﬁgﬁ@d QE&é”s%flﬁht @As@n example,

certain service, oW ng may happen
PCEFF/&@@Bceﬂﬂmtgaramcs graeteUEnJIh@ |ist cansbe condigersdrtoi ke denied.

15 porpeePLERIRe 6s: BLE TR 40T SV P 1SN a request
r oWiALGer ¥RVie By lae ta%m?%/f@ﬁ% iR PCEF/GGSN 120, requesting

access to a certain service, the following may happen:

o The PCEF/GGSN 120 grants the UE 110 access to the service in
20 question based on information provided from the PCRF via the Gx
interface. The request is routed/forwarded by the PCEF/GGSN to its
destination.
e The PCEF/GGSN 120, by means of the information provided from the
PCREF via the Gx interface, sees that the UE 110 may not be granted
25 access to the service which it has requested access to. In this case,
the arrow 2 from the PCEF/GGSN intercepts the request and sends a
“redirect” response, shown by the arrow 2 in fig 1, to the UE, i.e. a
message which redirects the UE’s request to a second function 170 in
the system, to which the UE’s request is redirected, shown as the
30 arrow 3 in fig 1. The second function 170 sends a message, shown by
means of the arrow 4, to the UE 110. In the prior art system 100 of fig



destination. The PCEF/ GGSN 120, by neans of the
informati on provided fromthe PCRF via the X
WO piosnsamee, sees that the UE 110 may not be grBeit/gER2007/050289
access to the service which it hag requested access
to. In this case, the arrow 2 fromthe‘PCEF/GGSN
intercepts the request and sends a "redirect”
response, shown by the arrow 2 in fig 1, to the UE,
i e. ﬁe%%gteamgenan&ml%etasst{anea@@eg ‘degiabBiessage’ such as
second fi ich the UE' s
request /Iédés‘t%ise recc? dJnSteﬁﬁcé}ﬁéfggihgﬁgedr”ﬂw 3in fig 1.
The second functlon 170 sends a nessage, shomn by
t he arrow to the UE 11 Int r art .
sy %ﬁwsi‘ﬁwscﬁ syqtﬁm ZQ%pgth,eégg%@t@ncg:@ ?unctuons which
55t dBAYeHoERE in HRNS teﬂeﬁﬁ?&feﬁ%ﬁurﬁ% eﬁ“@@@ﬁ?hé)@é‘rh@%ference
or "Service not authorized” shows™a system 2
of numbeirsiirefig i oand Wdhmrbeawae)eplanddfagamm@'es whi ch can
be found in the system 100 of fig 1 have been given
the sane reference nunbers in fig 1, and will not be

exph ghdegistadrR00 ke tiee idventiBa, HestemtrdF0netort h6Q, i.e. the PCRF,
i nvention, the control function 160, i.e. the CRF

maynayesend infemationda the R%F/@ﬁ&Naegﬂrdle@@r dEisgaccase rights to
107 EERnBLBt Sehsd VHIRE P lyStich 3902l W Btypipp 200, as

t heppysddto fHéOsysferﬁH;g)Olof fighe, thefmfdmtath ien hs%ﬁ?frlorrftbm PGORF 160
PCRF 16 CEF/ GGS ma ave the follow n

st F%&%B@E%Aé%%amﬁaamaya thg fpﬁ'cgywzg stitehiifp as aéﬁo indicated
sefyii§ 9. aut hori zation information provided over the &
interface fromthe PCRF to t he PCEF/ GGSN: Service "A":

X Service "B": Not OK, "NCK", Code 2

15 Examples of service authorization information provided over the Gx
interface from the PCRF to the PCEF/GGSN:

Service “A”: OK

Service “B": Not OK, “NOK”, Code 2
20 Service “‘C":. OK

Service “D”: NOK; Code 4.

Thus, as can be seen, for services to which the user 110 is denied access,
the PCRF uses the Gx interface to explicity inform the PCEF/GGSN 120 not
25 only about which services that are authorized, but also which services that
are not authorized (NOK), which may be temporary, together with a code

coupled to the reason for the denial.

Subsequently, when a UE requests access to a service to which it, according
30 to the information from the PCRF, should be denied access to, the

PCEF/GGSN uses the codes comprised in the Gx message as follows:



Service "C': K Service "D': NOK; Code 4. Thus, as can
be seen, for services to which the user 110 is denied
w@e®ess3set he PCRF uses the Gx interface to expP@TBE207/050289

i nform the PCEF/ GGSN 120 not onl y8about which services
that are authorized, but also which services that are

not authorized (NOK), which may be tenporary, together
with a code coupled to the reason for the denial.
Subsetjudiel YE 1Aaends i reaurss snessagecarsowd ia figed.vi ce
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the codese UBANOSEbUId bk hferfed BRESRORD B Eohvicevw: %Jém;on and
UE 110 sends its request nessage, arrow 1l in fig
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ques nmessage,

serV|ce ion and sen

arrow 2PCGER/BGISIE ridﬁﬂ) hdﬂwMﬁmnalaafavm@eﬁdeLmldd‘lm the access
event sequence.in the p art system 100,
PCEF/ oeé%nw&v@aﬁ%@dgmn@[ ﬁqmqtm %R itB% cegsp?wrt gbove. The

t he aCC%ééed@”inﬂb catdifl afgbdjhRA! f'tHE%r@Eéhtoﬁ‘wQﬁﬁ&g used in

t he code shown above. The co de is, in
enbodi nerderdé recthleeqh ithess emessn‘equestdrqm mme tm cmealefra nomber of

redirect _th s request fr one

101 crmber - SPeSed FTelAnF A, A 1B sarin 2oB54 Befrastad gpauest
2. The i@ﬁhdv@r‘ib?dnééﬁhl@ﬁén bfroRMOVWhdtheRBPBENSS frafh the function
arrow 3, andtheresponsefromthefunctlon 180-182 is

shown byl8ReB2ds shown byrmeansiof & AFew he deni ed request
can be redirected to one of a nunber of functions
180- 182, the contents of the "denial nessage" to the

UESlridb thenddrtied aedwast tanrbareditecydt thohaf *aem‘imnber of functions
impossible hitherto. Preferably, each NOK co

15 180-182, the contents of the “denial message” to the UE 110 can be tailored

in a way which has been impossible hitherto. Preferably, each NOK code is

tied to a specified one of the functions 180-182, by means of which each

NOK code can be made to correspond to a certain denial message.

20 Thus, each of the functions 180-182 is prepared with a certain message,
example of which might be:

e The requested service can only be reached from your Home PLMN,
Public Land Mobile Network.
25 e The requested service cannot be accessed from this terminal type.
Please contact customer support for minimal terminal requirements.
e The requested service can only be accessed between 0700 and 1800
Monday to Friday.
¢ The requested service requires a 3G connection.
30



tied to a specified one of the functions 180-1 82, by
means of which each NOK code can be nade to correspond

W 2008/1836t ai N deni al nessage. Thus, each of thBCT/SE2007/050289
functions 180-182 is prepared witf a certain nessage,
exanpl e of which mght be: The requested service can
only be reached from your Hone PLMN, Public Land
Mobi | e Network. The requested service cannot be

acdeiaradys thennumber elerdenialimesssge fanetiens” dSHt B shown in fig 2
t I I

L SHO B RSB e o S ond BEHEL BRI

0700 and 1800 Monday to Fri day The request ed service

uires a 3G connection, Nat ur he nunber  of
hauldralsoshe meﬁ@% oghthat i@%dfeﬁl mﬁﬁﬁﬁgﬁﬁumt@ng 1804182 are

onI r

5 andierBieRe frayidiuiafgthe CRflanfed 8% fidsfRie Gthp Fivention. Itis
de szl pme‘esﬁagepdssmdﬂ itonket 186 - PEEFAGE Sk raainyprisee tveafurdtion of
utiliz ,,t enhanced ,Gx es of th i ven i on.

't bl e, RUBEITE 408 PR RESR 0 el Thbr e ssages are
CORBR{ §ifedtherdrH mﬁé POFRGGSIea0ditgghe UFe1 1‘@69% funeBr e this in
PCRF itself, so that the denial nmessages are sent

di the POER/6&8Nhe PCEF/ GGSN 120 to the UE 110 by a
10functlon for this in the PCEF/GGSN. In addition, it is
al so possible to let the denial nessage functi on

18Mh éaamba BX$ @rsmaﬂaoésmlé he I1E1GRE/ (AT messdyunttion rleo 182 be
2, but to let it be one function onlg whi ch as suc
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As has emerged from the description above, the present invention comprises
extending the Gx protocol so that the PCRF may communicate more
information to the PCEF regarding reasons for denying a UE access to a
service. The extensions to the Gx protocol may be referred to as Attribute
20 Value Pairs, AVPs,a term which may be used below, AVPs being

information containers used by the Gx protocol.

Fig 3 shows a signaling sequence 300 in which the AVPs of the present
invention is used. The signaling is between a UE, a PCEF, a PCRF and a
25 Redirect Server which corresponds to the functions 180-182 of fig 2.

The sequence is as follows:
1. Establish bearer service request: The UE sends a requests to the

30 PCEF/GGSN to set up a bearer. For GPRS, this would be an Activate
PDP Context Request.



information to the PCEF regardi ng reasons for denying
a UE access to a service. The extensions to the &

w@e@B03sh1 may be referred to as Attri bute Val uBCP8aE2087/050289

AVPs, a term which may be used bdllow, AVPs bei ng

i nformati on contai ners used by the Gk protocol. Fig 3
shows a signaling sequence 300 in which the AVPs of
the present_ invention |s used The r%@%nal in

bet ween GX GERa Cregit ControbriRequast.al i TBet g@ﬁvgﬁtiates a Gx
whi ch fl
SR g

servi ce QuyiRiMN-Idleéc.UE sends a requests to the

PCEF/ GGSN to set up a bearer. For GPRS, thi s vvoul d be
an Activate PDP Context Request.2. & CCR

Cred
5cont rdl Greffetinitiahi i‘hmP e regrmdsn Withag e SCA, cszredlt Control

t
the. reqCshen' EEushidly ) CrRioHE R s, ' Gridtging-Rule-
PCRF r eBpeadhatistduthoriZed, afd edCharGiny-Rale-Namsewhich normally is
S i
Ch ' [
the. PoncUTENEY "RRRIHG' T RMEH F?"‘gi‘%ﬁ%{*@% e Yséfice is

10cur r ent kempararniiynginantramizetie rThep&@Aoin sjuestiowrvay t tentain the
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20

25

30

service_is te rarily unauthorized. The CCA in
questi oﬁpllﬁwngggﬁ?rg?q{lo%he follow ng information:
Char gi ng- Rul e-1 nstall AVP Chargi ng- Rul e- Base-Name = 1
Char gi n@h%iﬁg-'l‘(lﬁé—%étalﬁvaChar gi ng- Rul e- Nanme=5

Charging-Rule-Base-Name = 1

Charging-Rule-Install AVP
Charging-Rule-Name=5
Charging-Rule-Authorization AVP
Authorization-State = DENIED_ROAMING

4. Establish Bearer Service Request. The Requested bearer is accepted.
For GPRS, this would be an Activate PDP Context Accept.

5. The UE requests access to a web-page, e.g. URL “x". The PCEF
detects that URL “X” corresponds to e.g. Charging-Rule No. 5which is

temporarily not authorized due to roaming.

6. The PCEF sends a response to the UE with a redirect indication that
includes the configured redirect server address used only for
DENIED_ROAMING (url “y)

i@, N

7. The UE issues a request for url “y



Char gi ng- Rul e- Aut hori zati on AVP Aut horization-State =

DENI ED ROAM NG 4 . Establish Bearer Service Request.
wab@sRezfoest ed bearer is accepted. For GPRS, tPCHSEOT/E50289

be an Activate PDP Context Acceptll 5. The UE requests

access to a web-page, e.g. URL "x". The PCEF detects

that URL "x" corresponds to e.g. Chargi ng-Rul e No.

dwhich is tenporarily not authorized due to roam ng.

6. Th PoBFedeeeisseavereaipdnbeyt esphadeto e WEathakthe erauested

orver WaRpadE oAb ENEF pordReRt BEERMISRLUE ) -,

7. The UE issues a request for url "y"8. The redirect
server at UR responds to the UE that the
redfuéd @Qé@il%a@,aéé Waih Ob SXaMpEe QBlYe $9EIE £XamPiaseotByEs of the

PL nPy way of exanple only, some
5 g%ﬁelng'ryfgﬂ}i%y"g&?ﬁg present invention will be

gl ven. Charging-Rule-lInstall AVP The authori zation
state for h ur.r gnd next periods of tinme is
in g-Rule Install AVP, by

' n?ﬁbtéﬂﬂoﬁﬂa‘ﬁoﬁ i foVthe Jth?e%ﬁ%éi@‘penods of time is mcluded in
Rul e- Aut hori zati on AVP: Charging-Rul e-Install :

He #tke Chatgiog-Rule [Ingtat i)l Pigb)Rirseties the aurmW}AVF[ “The Charging-
Ch i Rul_e . *[ Charging-Rul e-Base-Nanme | |
10@3“8?‘%gt%128t'%“@6%-i zation] *[ AVP ]

Charging-Rule-Install := < AVP Header: 1001 >
*[ Charging-Rule-Definition ]
*[ Charging-Rule-Name ]
15 *[ Charging-Rule-Base-Name ]
[ Charging-Rule-Authorization]
*[AVP ]

The authorization information provided in the Charging-Rule-Authorization

20 AVP is valid for all Charging-Rule-Names and Charging-Rule-Base-Names
provided in that instance of the Charging-Rule-Install AVP provided in a CCA
or RAR, Re-Authorization Request.

If no Charging-Rule-Authorization AVP is present in a Charging-Rule-
25  Authorization AVP then this implies that all Charging-Rule-Definitions,
Charging-Rule-Names and Charging-Rule-Base-Names are authorized

without any restrictions (standard solution).

Charging-Rule-Authorization AVP

30 The Charging-Rule-Authorization AVP groups the AVPs that are required to
define the authorization state for the current and next time period for the

associated charging rules and charging rule bases.



The aut horization information provided in the

Char gi ng- Rul e- Aut hori zation AVP is valid for all
w@h@sgsisgt Rul e- Names and Char gi ng- Rul e- Base- NaP@BSE2007/050289

provided in that instance of the1@hargi ng-Rul e-Install

AVP provided in a CCA or RAR Re-Authorization

Request. If no Chargi ng-Rul e- Aut hori zation AVP is

present in a Char'gi ng- Rul e- Authorization AVP then
t hiThei Giparging-RulerAathprizatiorgANE- iRgheresbin thiet s$ame Charging-Rule-

Ch Lng- Ryl e- .an rgqi ng- R, e- 5
audior] Fratenole Ry ey sherBuba R BN ibimes that
solhgk itied samehaitaofgatidml ga@dut hori zati on AVP The
Char gi ng- Rul e- Aut hori zati on AVP groups the AVPs that
are required to define the authorization state for the
cu [ : o) 1.at.ed
5 ohar S P Pae AR PRIV e, REICESRAORS:
Ch@hairgiggRule-AAithdvimatioal: + cnAVYRHexleshH055] Viemdohi&dl: 486e
Chargi ng-Rul el nstal | f t.hose Char gi ng- Rul e- Nanes or
Char gi ng- Ru"’gutgﬁg@tm%{?t?}hat has the sane
Aut hori zat i E&u&baﬁ&vﬂ@%@b%abem% e- Aut hori zat i on
AVP may | ook as follows: Charging-Rul e-Authorization:
1= < AVP Hefert:Autberzativertifete]| d: 193 > {Autho rizatio
n-State} [ i,zat i on- St at e- Change- Ti ne] [ Next
Aut hori zat i alt e] *[ AVP ] Authorization-State AVP
The Aut horization-State AVP may be of the type

“enunerated", and sgeci fies the authorization state

an 1 : hori zation for the charging

ru . [ [ « ) o

m;ﬁélﬂgﬂﬂﬁ%ﬁ)ﬂéﬁg ?41\/%\)%%%% oF thé tgﬁéj itrh&8ted”, and specifies
the authorization state and reason for non-authorization for the charging rules

10

15  and charging rule bases provided in the Charging-Rule-Install AVP.

The following values can be defined for the Authorization-State AVP:
AUTHORIZED 0
DENIED_CALENDAR_TIME

20 DENIED_ROAMING
DENIED_QUALITY_OF_SERVICE
DENIED_BLACKLISTED
DENIED_TERMINAL
DENIED_OPERATOR_REASON_ONE

25 DENIED_OPERATOR_REASON_TWO
DENIED_ OPERATOR_REASON_THREE
DENIED_ OPERATOR_REASON_FOUR
DENIED_ OPERATOR_REASON_FIVE
DENIED_UNKNOWN_REASON

- = O 00N OO R WODN -

- O

30
As has been seen from the description given above, by means of the

invention, a problem associated with “access denial messages” may be



The follow ng val ues can be defined for the
Aut hori zati on-State AVP: AUTHORI ZED 0O
WORNBEBS@QALENDAR _TI VE 1 DENI ED_ROAM NG 2 PCT/SE2007/050289
DENI ED_QUALI TY_OF_SERVI CE 3 DENI BB BLACKLI STED 4
DENI ED TERM NAL 5 DEN ED OPERATOR _REASON ONE 6 DEN ED
OPERATOR REASON_TWO 7 DENI ED OPERATOR REASON THREE 8
DENI ED OPERATOR REASON FOUR 9 DENI ED
OPERAEGReREASTMhET \VBrobleMENTECHh UNKNOWE REASEIN by As particular

has een seen omth des tion en_ abo
o SRESMERES: HeEHveBfion 3 Shabra bt A SVelprinay want to
a@amnzd%@haé SORABAIES |af@e/nbmedﬂbﬁ§§@§ dufifgtdrhited period of
probl em whi ch may be sol ved | g a particul ar enbodi nment
8pé

of fiTee SURD R A dTaiieiien atern(al ahardavorsush as, d9s exampigy between
5\’\6@'8 dOOAiWU]%%leOe PRP'Sh vc\‘lgéle S TPadhibi Qﬁﬁq}dlfﬁ)?ﬁe Ofesent Gx
of trne, such as a

users dur ted
papt'otoublanhlbhtlsmed bB‘tweeldab!e PCRR amgl, theoP CEFa i euthorization

bet ween 08: 00 AM 06: 00 PM on weekdays. To. achi
t hirdorgatipn 'ﬁéhsrpeééﬁto?@% oShsPSSpnS Head tq kg gipdated more or

eSS 5 R, S s A0 FBRA00 gy i o

toslg@aliipgeimme systemowhiasis undesingblsame ti me poi nt | n
time. This causes nmassive peaks in G signalling in
the system which is undesirable. In order to address

t hii$ oRIeHbBdré L tHIE o IIERT tiedrpRsHtisRBl MhbddimeRt ©F &Y present
invention comprises the step of letting the access rights information from the

control function, i.e. the PCRF, to the first node, i.e. the PCRF/GGSN,
comprise information about periods in time when a UE is allowed or denied

10

15 access to one or more services.

As an example, some services may be authorized for a certain user during a

specific period of time only, e.g. for 24 hours from the time when the service

is activated, or during re-occurring periods of the day, e.g. between 07:00 -
20  18:00 on weekdays.

In order to provide such information to the PCEF, the “authorization code”
described above, provided by the PCRF to the PCEF, the so called PCC-
rule, can be associated with information regarding a specific point in time
25 when the authorization state changes. The next authorization state that is
valid after the authorization state change must also be provided for this kind
of services. In this way, it will be possible for the PCEF to determine that e.g.
a certain user is to be granted access to a certain service until, in this
example, 18:00, and thereafter the user should be denied access to the
30 service, due to calendar time restrictions. The opposite is of course also

possible, i.e. the service is first temporarily denied to the user due to calendar



i nvention conprises the step of letting the access

rights information fromthe control function, i.e. the
WOaRB/133561 t he first node, i.e. the PCRF/ GGSN, POIBEI08E050289

informati on about periods in tind4when a UE is all owed

or deni ed access to one or nore services. As an

exanpl e, sone services may be authorized for a certain

user during a specific period of tine only, e.g. for

24trmmre§tmcrt@ns1 ¢t aftere! SiPRrintthe psesent exampleadhe wseeis granted

ring periods of the day, e.g.
ﬁ%gé%&g’fhg(&mg% 00 on weekdays. In order to provide
such information to the PCEF, the "authorization code"

descri bed above, prow ded by the PCRF to the PCEF, the
so Angtherd b@ﬂﬁ"ﬂge G He 4Reosalendar wiime i hasadraputhirization

5" e%ﬂﬁtﬁi(ﬂﬂeﬁt SPRE! | {N/&nt 8ty bé]LFﬁg'fﬂ'léMmcﬁ R@hedules the PCEF to

authorization sta an es next aut horizatron
st atquddh aewi polmlnnﬁbrmbhem frohretreuP CRYF. Zhiei \mmdﬂy dtreer is provided

S oB her PURF 5, weuBEER 1o shows fiskealyiloe st topger than the

PCRGtHRizE868 " SthRee chaﬁéeetlrﬁe 2.6 e\drRyel t‘h%ﬁr185€)0t%btﬁe present
granted access to a certain servicé until, in this

ex&xpmple, 1lzutcxhortaﬁrabug’retceaattcbrnQW1®oiJe3ernfehnamlq11 before the next
s.to.the s§ rV|ce to _cal endar. t]

de@%ﬁ?%%‘f@?aut PAEnsShle, Shandd o &l 68 inh b grample at

. Ehe Ialt‘&t%@OVIODGtheifolidwmg niHARIRL arily denied to the
user due to calendartine restrictions, but after

18: 00, in the present exanpl e, the user is granted

caﬁgﬁga %Qﬁn %'i‘vd ér?qr Fhé aselaué%;gbﬂgatm ogﬁbd'tdﬂgemsof the

trme ase Ization e I nmen

i nyreehtion, Gs s@nm&ingd)da&(stmanyebe\ahoidbdschedul es the PCEF
to request new policy information fromthe PCRF. The
15vaI idity timer is provided by the PCRF to the PCEF,

ﬂ%%ﬂfeﬂ 1. é i hé 3(mﬁ§b§§éd EQMﬂEaﬁé}?Pr HEﬁiaI/ghant of access to
authori zatio st ate e tinme, e.g. longer an
18céfainnsariieepy rference wull now be made to fig 4, which is a signalling

diagram 400 in which the time based denial/grant of access is used.

20  The signaling in fig 4 is between a UE, a PCEF and a PCRF. The signaling is

as follows, with reference to the horizontal arrows shown in fig 4:

1'. Establish bearer service request. The UE sends a request to the
PCEF/GGSN to set up a bearer. For GPRS, this would be an Activate
25 PDP Context Request.

2'. Gx CCR initial. The PCEF/GGSN initiates a Gx session with the PCRF,
and includes the UE identity, Requested QoS, PLMN-Id etc.

30 3. Gx CCA initial. The PCRF responds with a CCA containing one
Charging-Rule-Install for a Charging-Rule-Base that is authorized and a
Charging-Rule-Name that is currently not authorized due to calendar
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exanpl e, but short enough to catch new policy

i nformati on before the next consecutive authorization
wG@e@Ba3xshange tine occurs, i.e. in this exanpl BCHSE20NE050289

| atest at 07:00 the foll owi ng noridi ng. Thus, by neans

of cal endar tine based authorization enbodi nent of the

i nvention, Gx signalling peaks may be avoided. In

order to explain the tine based authorization or

deni atimg: dine athadzation statecehargentimerisisst 4o beedted B dhe next

W |

nal | i

11 BRRS TS s, St St S RS Bogpe, scess

accesg tHe stdide id BRarfibd PAtHNGsdrnéxtauthdrizdtioh West8). an addition,
UE, a PCEF and a PCRF. The signaling is as foll ows,

vv| th the epthesization-validitydime states thal bespalicyvinformatipy must be

R a e LA

GPRS, mdyi isavaothedolmviag féetatvat e PDP Cont ext Request .

2' .

G< CCRinitial. The PCEF/ GGSN initiates a &«

session with the PCRF, and i ncludes the UE identity,

Requegt ghk. ﬂg@er&ﬁu’h{nt NGB - G« CCA initial. The

PCRF respon

contalnlng one

Char gOngrdtng-drulednstbll AMBY a Chargi ng- Rul e-Base that is
aut hori zed | e-Napge that is currently
not aut hori @&f%lngﬁ%ggégéﬁﬂ%w . The authori zation
st at_egme(\g}\hg F{mg:q:né@” a&¢p to be at 07:00 the next

mor ni ng

en the authorization state change tinme has

passed, accé&d@rginogiRidedNameessdis granted to the user

(next autho ion, the

aut hori zat i ?ﬁéﬂpgg?"ﬁé%ﬁmn@gﬁg@%hat the policy

i nformati on MuALtHeeiz&8dH-Stdtec: DENIED B@EEN&&RW!MB 00
the next day. The CCA in_question may have t

15f ol | owi ng f or nfbithopigatien-PiatgdehangetTime EQKKQ%O“ 07:00 UTC

6.

Next-Authorization-State = AUTHORIZED
Authorization-Validity-Time = 07/08/01, 18:00 UTC

. Establish Bearer Service Request. The Requested bearer is accepted.

For GPRS this would be an Activate PDP Context Accept. All service
requests associated with the Charging-Rule-Name in question will be
redirected to a redirect server for DENIED_CALENDAR_TIME for this

bearer.

. At 07:00, the authorization state changes from

DENIED_CALENDAR_TIME to AUTHORIZED. From now on, the PCEF
will no longer redirect service requests for Charging-Rule-Name in

question, but the requests will be passed through.

CCR update. At a point in time before 18:00, the PCEF issues a new
CCR in order to refresh the policy information. The PCEF is responsible



Char gi ng-Rul e-I nstall AVP Chargi ng- Rul e- Base-Nane = 1
Char gi ng- Rul e-I nstall AVP Chargi ng-Rul e-Nanme = 5

wW@hasgsasgr Rul e- Aut hori zati on AVP Aut hori zat i onP(t/SE®071050289

5
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DENI ED_CALENDAR TI ME Aut hori zat i d6- St at e- Change-Ti ne =
07/08/01 , 07:00 UTC Next-Authorization-State =

AUTHORI ZED Aut hori zation-Validity-Tinme = 07/08/01 ,

18:00 UTC 4'. Establish Bearer Service Request. The
RequeBIFGSHStBbuW@Q this kinstebraswiestsoin @RSt Breidveianalling peaks in

o P SR R o By, LA YA SRS e came

w || petieidaties\etlditp Tameedi rect server for
DENI ED CALENDAR TI ME for this bearer. 5. At 07:00,

t he authorization state changes from

DEML EBCHL AR TheFPERPAILEIRIE i Fhalh BoIy° hfofition. The

'onger redirect service request
Char gChgrdiag-®RuNairequestipnesiw bas trmJaumbazat&n[ustatesAlAhTHORIZED

be passed thro . .6', d t.e.
bef b Ehdg Xt FaBopRRtion SEedal 5 PEALENAR ofTRE. The
ref r eghtnoRgatkH 'sﬁéfe'dl‘fa‘ﬁpﬁm@ﬂs aTth WEEndi $he policy information

responsi bl efor distrib this kind of quests in
or der must aeweﬁiesh@agalnwg tm&tatestuat Ok tf@sf@ owing dayerlee new

are rmnl}é sessi 0 's(avvi} share the same
0 At hof s o). BER Ao iMe e, ' Cca’ Update. The PCRF
responds with new policy information. The

Chargi_ng-Rul e in guestion now has the authorization
st at eExem-iggers TIME_CHANGE

Charging-Rule-Install AVP
Charging-Rule-Name =5
Charging-Rule-Authorization AVP
Authorization State = AUTHORIZED
Authorization-State-Change-Time = 07/08/01, 18:00 UTC
Next Authorization State = DENIED_CALENDAR_TIME
Authorization-Validity-Time = 08/08/02, 07:00 UTC

Some examples of AVPs of the invention which may be used with the
calendar based grant or denial of access to services are shown below. It
should be pointed out that the AVPs below are merely examples, and are in
no way to be seen as restrictive for the scope of protection sought for the

present invention.

Authorization-State-Change-Time AVP
The Authorization-State-Change-Time is a time-stamp identifying the date

and time when the authorization state provided in the Authorization-State
AVP will no longer be valid. An example of an authorization-State-Change-
Time AVP is that it is of the type “Time” and includes the time in seconds
since January 1, 1900, 00:00 UTC.



and a next authorization state that is
DENI ED_CALENDAR TI ME. The aut hori zation state change

wao pove/1336at 18: 00, and the policy information PCESEIE7/050289

refreshed again at the | atest at 1@7: 00 the foll ow ng
day The new val ues may | ook as follows: Event-Trigger
= TI ME_CHANGE Char gi ng Rul e-I nstall AVP

Char gi ng- Rul e-Nane = 5 Char gi ng- Rul e- Aut hori zati on AVP

Aut hor| zation State = AUTHORI ZED

Aut hor ian-Sta e-Tine = 07/08/01 , 18:00 UTC
N: A‘ft JPY'M' Be DENI ED_CALENDAR Tl ME

AutafoekaRbic0 Bf Yiad iNbttAUTharzatioRER AP 05 A& WIS &bt type

exanpl es of AVPs of the invention which may be used
i teNuRerated’ e g specities dharautberizationastads “anec saasany for non-

sse%p{ﬁ&a%@ PYWe P&l itioh nﬁ@o%ﬁn?& W%BgﬁGth‘&HEatlon -State-
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el ow are rrere

vvayzriangbér imechVRs haesﬁeenqiassedfﬁhe tfdmle)vang)mlws may be defined

tecti ht for the sent i nvention.
dh?i\ﬁ%% rgatiotPiRlg |'me AVP The

Authorlzatlon St at e- Change Time is a tine-stanp
identifying the date and tinme when the authorization
st MHHOBIAKI2d i n the Authori@ation-State AVP will no

r'ﬁ?’iﬁ%@?ﬁ?&@ﬁ@ﬂgs %f me AP b that it is of

the type "Time" and includes the tine in seconds since
January 1, 1900, 00: 00 UTC. Next - Aut hori zation-State

AVAuosd & adbiditvERnie AVPAUL hori zation-State AVP i s
t hat

The Author|zat|on-VaIti<¥iRETime AVP may be included in a Credit Control
Answer, CCA, or in a Re-Authorization-Request, RAR. The Authorization-
Validity-Time is a time-stamp identifying the date and time when the
authorization information, provided in the Charging-Rule-Install AVPs, will no
longer be valid. An example of a specific Authorization-Validity-Time AVP is
that it is of the type “Time”, and includes the time in seconds since January 1,
1900, 00:00 UTC.

Event-Trigger AVP
The Event-Trigger AVP is suitably of the type “Enumerated”. The Event-

Trigger indicates an event that shall cause a re-request of PCC-Rules The

following value may be defined for this AVP:

TIME_CHANGE 100

This value is used to indicate that before the given time, specified in the
Authorization-Validity-Time AVP, new PCC-rules should be requested.

Note: If the Event-Trigger 100 and the Authorization-Validity-Time AVP are
not provided, but the Authorization-State-Change-Time AVP has been



"enuner ated", and specifies the authorization state
and reason for nonauthorization after the expiration

wao 2eve/133ef i ned in the Authorization-State- ChaP@QESHI0NE050289

10

AVP, has been passed. The foll owil8g val ues may be

defined for the Next-Authorization-State AVP:

AUTHORI ZED 0 DENI ED_CALENDAR TI ME 1

Aut hori zation-Val i ditv-Time AVP The o
AuPrdfidechin arChanging-RyleriutongatiorndMbe ther ithe agxi-authorization
Credj - ro i . "

e SRt P52 pertRE st paBinciRaton, yngl pow, R GG decisions are
Valbprslided Thyrethies RCEF NETisis atg usddult iféry i avgotripdiskiag e tinedbased
time_when the authorization informfjon, provided in

t h&8URSHIPYPARS- %A1 &2 hAYE aFFesaIPSerigs Ao | onger be

valid. An exanple of a specific

Aut hori zation-Validity-Time AVP is that it is of the

t yjbe"ihvemtign alsd comprises ashsuchi eendade 420 asdshewncabove, said

25 BHEE Yo 2 SR G R Tl 55 B 8on as e s
" Egprs aspdem. THEcHVEMhode r\jvmg@bni,gﬁein ahRsardn feV e8teiving the
that shall cause a re-request of PCC-Rules The

f olinfonmatipn/abeid arblE'aceess rightsfitam tthe soplvpl: function 160. These

TI 0 .S ' 0.1 ndj that. .

oo BN PR pEBhn bl s, A LSRR 8% g 2 b
Auttiwmieant ican-a¥éd bélatsuithblEcofvhinati@noPi&rdware or sbionae.

be requested. Note: |If the Event-Trigger 100 and the

Aut hori zation-Validity-Time AVP are not provided, but

th 0L 003 t e - S ;
beg‘nﬁrgg\gli éfeéﬁé Hﬂge@(%r g\lﬂlng- u%@%ﬁ%ﬁ%ﬂﬁ (f)%r R@thng access
t hesqudsts treatseavitd dronz at WBrbystising the laccess rAghtsrinfameation from

state of authorization, until new PCC-deci sions are
5 Yt 01y
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said control function, these means also sui eing the processor 145,
which will also be able to handle the access rights information from the
control function, the PCREF, including a code, X, Y, Z, regarding services to

which the UE is denied access.

Suitably, the processor 145 also handles the redirection of access requests
to services which a UE is denied access, as shown above, as well as
handling information about periods in time when the UE 110 is allowed or
denied access to one or more of said services, so that a UE which requests
access to a certain service from the node 120 may be denied or granted
access by the node 120 based on the time of day, week, month etc that the

request is made.

In conclusion, the enhanced service authorization of the Gx interface as
discloses by the present invention enables the PCEF/GGSN to carry out a
selective service redirect to a redirect server which can provide detailed

information to an end user, i.e. a UE regarding why the UE has been denied



provided by the PCEF. This is useful for acconplishing

ti me- based subscriptions, e.g. 12 hour access to
w@e008i183861' A" . The invention al so conpri ses as BUI/BE207/050289

node 120 as shown above, said nod® suitably being a

PCEF/ GGSN of a 2G or a 3G system such as the 3G GPRS

system Such a node will conprising neans for

receiving the informati on about a UE' s access rights

f r egcesetocamertain semisei tonwhieb .heThas eequested aaeessaand to which

oI et i o Tl uBh R LB Comb nat i on ot

hardware or software. A node of the invention wll

al so conprise neans for handling access requests to a
serlhecealendan Amee bgged savthotizatione ndarnatigghcgnveyed via the Gx
i nf ' ; [ an, a

51 L35 2B, 5080 D, R Piert IVCHER ol FEiPEFF/GaSN
be wathl iefdronatiandhat ¢rebles itets carrygbutssarvite hased arcesooontrol for
t he cont r@l funct&%,, the PCRF, includin af code, X, .
Y, S#VIG&sy EB?H%GE PEe OV TR ERMRIALANEY & tBR; egonly during,
AC S Seaniple t Gttarn titi2e d?rm@aagemﬂé@eék.so handl es the
redirection of access requests to services which a UE
I's deni ed access, as shown above, as well as handling

I ntbormation.about. pertiods in.tine when the. 110 |

10,1 ELRe s e Mot T i PR B e P eginaifing peats
setpdtqREsertAdynek salldonshidild ﬁ@ggﬁ’@? i KARISSS détvides, when the
certain service fromthe node 1 may be denied or

gr RRteindemalionyf lerge Auaber of sassiens need te bgeupdated at the
da)éa \@etﬁ‘he nonth etc that the request is made. In

concl usi on, the enhanced service authorization of the

&x interface as discloses by the present invention

enables the PCEF/ GGSN to carry out a selective servi

, , ce
151 ed ihEe'Bt/e'?ttPrh'Sr et F%%E'C'@Qrth?hev\ﬁX%fﬂp@ﬁrpr‘P’@PP@'énents described
debgbl&dnd shown in the drawings, but may be varied freely within the scope

of the appended claims.



information to an end user, i.e. a UE regardi ng why

the UE has been deni edaccess to a certain service to
wokiosh3isel has request ed access, and to whi ch SEPCTBE®07/050289

the user is normally allowed to &b0cess. The cal endar

time based authorization information conveyed via the

Gx interface as disclosed by the present invention

provi des the PCEF/ GGSN with i nformation that enabl es

it GLAIMS ry out service based access control for

services that are authorized only for a certain period

of tinme, or only during, for exanple, certain tines of

t h|e1 daynetiod ttg?ooﬁek us&yn dmew{]nsleeé dcb&iaiss 'tenémmgmhmanohs system
Wi e. sible to avoid the si in eaks that
éé%‘ﬂs "ﬁwﬁ'%@@éﬁmt herescatbhe @ “lgwg? pbHsqTAGURMARL HfE (110),
ser C W I i
5of azlgsgﬁlgﬁs neeglmt) geb‘*éﬁ'ﬁ?) att}gjﬁgatt)) tQ e@saa}r;eg{uglgtneﬂ#%e%s to a
i nepacifiorsergceother systemnct208) tabsa kempxiaimgl escootrol function (160)

Uty PRI, EFeTEtRtBR.afg Rt Penfip SR s Ja  Sedlio SemEss for a
apwrdmj &fl OESHR Cﬂqé\ldv&tel:n themsydiem (z@@@)mfaqfd.ttb%ﬁcbﬂﬂpﬁs.ng an

Wi rel esS access tel econmuni cations system (200), in

whintarfage { o) thaiweer saichfirsh nedetd20banddle ceglipbfwsstion (160)
10 Eife Bl (308 B ESS4R 8L ol S 4 e receie

sy sifermétdiDpbalitsa WE'EPAdcRss Tights i Gaid Uﬁﬁﬁrmloﬁmmﬂ&ﬁ))and the
whi ch hoI ds information about the access rights to

sp&taR {9 o detling &3¢ tist Roge herdle geesssurguesSitaa service from a
e P S SR ok e SO, PRIAD g methoc

cob’err@ cHaracterined (rilﬁﬁa) ,|t admtlmﬂiilp@dn(p&?@@}a teester &)d Iettmg the
t he st Iet sald rst node receive

151 1 PErReS Mo Bl el o 8k PNGRL danetim d& said first node
COoRbRfrisk U Coldenex, apdzy W8?§r‘d‘?ﬁg %é?vu?gs ke WHIRW tﬁé"l@E is denied

first node handl e access Fequests to a service froma
access.

2. The method (300) of claim 1, according to which, if a UE (110) requests
20 access to a service to which it is denied access according to the information

from the control function (160), said code (X, Y, Z) is used by the first node

(120) in order to redirect the access request to a second function (180-182)

in the system, the method (300) also comprising the step (8) of letting the

second function (180-182) send an explicit message regarding the reason for
25 the denial to the requesting UE.

3. The method (300, 400) of claim 1 or 2, additionally comprising the step (3)

of letting the access rights information from said control function (160) to said

first node (120) comprise information about periods in time when the UE
30 (110)is allowed or denied access to one or more of said services.



UE using the access rights information from said
control function, the nethod being characterized in

wao b@s/13356addi ti onal |y conprises the step (3) 0PCT/BEX0DTIE0289

the access rights information fr@h said control

function to said first node conprise a code (X Y, 2)
regardi ng services to which the UE is deni ed access.

2. The net hod 5300 of claim1l, according to which, if

a EThe methpdr(30e40€) atary of the areviaus daims agepeting to which

cont ol SF ofls P 1505 G d 4% 6 Ba16, oGl to ac

t hesfd PEER ®aticy THtrol Entdrdemehb Fuactiore ehdtthe caatrebfunction is
request to a second function (180-182) in the system

t héherBERSd Fodion pndIGhwrgBadrylgiFngctior okthesystpm of

5Iett|ng the second function (180-182) send an explicit

15

20

25

30

nmessage regarding the reason for the denial to the
r eGudstintegface.(130 fd'rhess’rmtdnwte(e’iﬂ(heoé@@)eleéomhminmallons system

: hﬁﬁﬁt&é@ﬂ%}w%@’ %r.e'ncgqq] g%frﬁ pgagedrﬁolruﬁértn'eﬂtg UE (110),
fu%ﬁH'é“ﬁrét]fwe t@03abdwhich UE)%)(éé’rQ) aCrRELS for acc)ess to a

i nformation about periods in tine when the UE ( 1
i s spetifiousgndce,dibei sybtanc@d9) taisa)nerrxprlsnmgr@ oohtrehfunction (160)

105 T Bofhs  RE o oo Garoan e dofSnda, sepyices for o

( 13Rralit§ dfh%@@ﬁtﬁ@fs s'?te%Gs@Ed mteEacey BEiRgIthe anferfage qqiso) used
to act as a PCEF, Po (a)éOControl Enf orcenent Functio
|

an@etvh%efbéﬁtdf frstf e i($20) end hibepcwatrol Hynetign 4760) in Grder to
( 1géﬂ¥é(}g e z?lir'%, 1 erﬁg ioH fFogrg C%gstcgmrol‘r’furf‘ﬂoﬁ b &di@Gfst node

ess econnunlcat I ons

sy $120N b0 h, UES ambésshngbtsit@ aetthierserviess, lthe anterfabe(150) being
user equi pnent, 110), and a fjrst node (120

mpbﬁra&tqnzeﬁdp taétn'a campéﬁeés@bﬂerw'ﬁb gald 2qcess ﬂgbﬁ%a grgnation,
2
Seﬁﬁbcﬁnm%gbg 8?&\% ‘n‘{ho ) e@%r??noqggw ided f&gwﬂlcﬁoﬁ(grgt is denied

functio mati on about
acaesssy.i ghts to specific services for a

6. The interface (150) of claim 5, in which said codes (X, Y, Z) may be used
by said first node if a UE (110) requests access to a service to which it is
denied access according to the information from the control function (160), in
order to redirect the access request to a second function (180-182) in the
system.

7. The interface of claim 5 or 6, in which the access rights information from
said control function (160) to said first node (120) comprises information
about periods in time when the UE (110) is allowed or denied access to one
or more of said services.

8. The interface (150) of any of claims 5-7, being the Gx interface in a 2G or
3G system, such as the 3G GPRS system.



plurality of UEsS in the system said interface being
the interface ( 150) used between said first node

w@ 208)33ed t he control function (160) in orderPCDSE2007/050289
convey, inter alia, information 22om said control
function to said first node (120) about a UEs access
rights to certain services, the interface (150) being
characterized in that it conprises, along with said
ac8edadegiR8) fartuseniata bra detese*racmb‘%t@@mmlcavonzﬁystem

0 VB o oo SRS 0 11,

( Xto Which nodlg 0ysedJbymanisénldi &steqoestefarf accdds 1o & speC|f|c
10) requests access to a service to which. it is denie
ac 8RYLCAHIORA N EOTBiEiNG MR ioh EXBhANGIRGNRRENRUOR Wi 2 ontrol

5 f URFCHOA ( 45@% thé% e?ﬁ'imﬂ& H?@g dﬁff@g%f‘@n %B GBfhe access rights

request to secon unctl on in the system
7 toTkpecifit sehdces &r 8lpunality of Uks |nnthm:5ys1emhesaateﬁsh;ange of

G ofbrinadn heiRe cBRins] SR odBtrfate aPT betibshhe nod (120)
peéh@dﬁe'créntrbmr\’é%ﬁ (ﬁb@) Qﬁe(n&del@*DZO Scarhprasieg! n‘i’éans 145) for

deni ed access to one or nore of said’'services. 8.
| ntenehdng infesoatiart ahayt efUkisaagress-rightséiony saldecmtrol “function

10 L {Eoh e fRBaBad8)lsey ReliitE BodutebafiBslsllf, £ Fallediom a UE

aCb?&%lﬁgﬁl@éﬁ@@w ﬂgﬁtlsqﬁﬁ)rﬁﬁaﬁbﬁmdrﬁ%)d cbAtrehfudltion, the node
systemthere can nber of user equi pnent,

10§120) Peipg @harﬁﬁﬂ%ﬂqeﬁzm that LEaﬁatyog@Ilydcgmpga%gmeqr@g(145) for
f
ﬁggﬁﬁ&@?thgxéﬁ%%b r‘r@@ﬁﬁé}rnﬁét or‘L ﬂSVmpgﬂﬁ é:%g'gﬁ hﬁ'lcﬂgn including a

f uoode OX Y, JZS)G)agardm@ sesysetwiticte thehdEds dienfealr axaelsen
about the access rights to specific services for a
15p| urality of UEs in the system said exchange of

'bgzi % Eﬁé hﬁ&e g?%(@q%f‘ic%;d &dn AHicP¥EH ABand L RI5) 3&endndling)access
rights information use one or more of said codes (X, Y, Z) if a UE (110)
requests access to a service to which it is denied access according to the
information from the control function (160), said code (X, Y, Z) being used

20 by said means (145) in order to redirect the access request to one of a
number of second functions (180-182) in the system, the code being used in

order to select the proper second function.

11. The node (120) of claim 9 or 10, additionally comprising means (145) for
25 handling access rights information from said control function (160) which

comprises information about periods in time when the UE (110) is allowed or

denied access to one or more of said services, so that a UE which requests

access to a certain service from the node (120) may be denied or granted

access by the node (120) based on the time of day, week, month etc that the
30 requestis made.



and the control function (160), the node (120)

conprising neans (145) for receiving information about
W@2008/1335access rights fromsaid control functipaI/§0207%/050289

and neans (145) for handling acc@Ss requests to a

service froma UE by using the access rights

information fromsaid control function, the node (120)

bei ng characterized in that it additionally conFrises

Q

medRs Theamder 6r20n i @nyref ¢laignsa8clds eingyat @GSN of aedG o a 3G

fr . : e . o
S At G TERhe ke sHEES A FGE E e Pt gl el £ohotion in
10thdbgstemde (120) of claim9, in which said neans
(145) for handling access rights information use one
or nore of said codes (X, Y, Z2) if a UE ( 1 10)
requests access to a service to which it is denied
access according to the information fromthe contro
function (160), said code (X, Y, Z) being used by said
means (145) in order to redirect the access request to
one of a nunber of second functions (180-182) in the
system the code being used in order to select the
proper second function. 11. The node (120) of claim9
or 10, additionally conprising nmeans (145) for
handl i ng access rights information fromsaid contro
function (160) which conprises information about
periods in tinme when the UE ( 1 10) is allowed or

deni ed access to one or nore of said services, so that
a UE which requests access to a certain service from
the node (120) nay be denied or granted access by the
node (120) based on the time of day, week, nonth etc
that the request is made.12. The node (120) of any of
clainse 9-1 1, being a GGSN of a 2G or a 3G system
configured to act as a PCEF, Policy Contro

Enf orcenent Function in the system



