
1/12

100

104 106 108

UE UE UE

110 112 114

UE UE UE

102

Network device

Network

FIG. 1



2/12

LDSF
210

LDSF

MME/HLR/
HSS
220

S-GW/
P-GW

250

230

240

200

FIG. 2



3/12

FIG. 3

The user equipment encrypts and encapsulates data by using the key
and the user equipment identifier

User equipment obtains a user equipment identifier and a key that are
allocated by a core network device and that are used for grant-free

transmission
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The user equipment transmits the encrypted and encapsulated data to
an access network device on a first contention transmission unit CTU

resource in a grant-free transmission mode
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The core network device decapsulates and decrypts the data
according to the user equipment identifier and the key

A core network device receives data that is transmitted by user
equipment to an access network device on a first contention

transmission unit in a grant-free transmission mode, where the data is
encrypted and encapsulated by using a user equipment identifier and

a key that are allocated by the core network device to the user
equipment and that are used for grant-free transmission

The core network device sends the decapsulated and decrypted data
to a destination address in the data
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The access network device sends the first request message to the core
network device

An access network device receives a first request message from user
equipment, where the first request message is used to indicate that the
user equipment supports grant-free transmission and to request a core
network device to allocate, to the user equipment, a user equipment

identifier and a key that are used for grant-free transmission
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The access network device receives a first response message sent by
the core network device, where the first response message carries the

user equipment identifier and the key

The access network device sends the first response message to the
user equipment, so that the user equipment encrypts and encapsulates

data by using the key and the user equipment identifier

The access network device receives the data transmitted by the user
equipment to the access network device on a first contention

transmission unit CTU resource in a grant-free transmission mode
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The access network device sends the data to the core network device
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