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FIG 3

User equipment obtains a user equipment identifier and a key that are
allocated by a core network device and that are used for grant-free
transmission

/— 410

The user equipment encrypts and encapsul ates data by using the key
and the user equipment identifier

/— 420

The user equipment transmits the encrypted and encapsul ated data to
an access network device on afirst contention transmission unit CTU
resource in a grant-free transmission mode

/— 430

FIG 4
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A core network device receives datathat is transmitted by user
equipment to an access network device on afirst contention 510
transmission unit in a grant-free transmission mode, where the datais /_
encrypted and encapsulated by using a user equipment identifier and
akey that are allocated by the core network device to the user
equipment and that are used for grant-free transmission

520
The core network device decapsulates and decrypts the data /
according to the user equipment identifier and the key

530
The core network device sends the decapsul ated and decrypted data |/
to adestination address in the data

FIG 5



512

An access network device receives afirst request message from user
equipment, where the first request message is used to indicate that the
user equipment supports grant-free transmission and to request a core
network device to alocate, to the user equipment, a user equipment
identifier and a key that are used for grant-free transmission

The access network device sends the first request message to the core
network device

The access network device receives afirst response message sent by
the core network device, where the first response message carries the
user equipment identifier and the key

The access network device sends the first response message to the
user equipment, so that the user equipment encrypts and encapsul ates
data by using the key and the user equipment identifier

The access network device receives the data transmitted by the user
equipment to the access network device on afirst contention
transmission unit CTU resource in a grant-free transmission mode

The access network device sends the data to the core network device

FIG 6
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