1/12

10
11
3 102 ) ! 1\ 1
Host 100 ! Memory card (
/7 Preset Flash
o special [y
Application combination SD memory
controller Secure
File system || VC element
) =%
8 tunenel \) - i
101 119
103 110

FIG. 1 (PRIOR ART)



20
) 291

Host

Application

212

2/12

21
8

210
\

-

Secure memory card

NA

[

Non-volatile| | Read/

memory Write
controller

Read/
Write

File system

)

(
202

Firmware |[F—

\

/ I

{
2120

FIG. 2

Non-volatile
memory device

Regular range

2101

Reserved range

T1+-2100

Secure element

A}

(
211



3/12

21
20 ) 210

) 201 p \

\ Secure memory card (

Host Non-volatile
, memory device
Non-volatile
Application 21299 memory Regular range 12101
T C1 controller
. Reserved rangerm—2100
File system g+----- T MFimware | | C2
] Secure element
T } =4
( ) 1 (
202 '\ 211
2120
FIG. 3A
Non-volatile Non-volatile
Host memory memory Secure
20 controller device element
212 210 211
I I I

Write command

|

|

|

|
-

Encryption mode | setting
]

|
| Setting completio:ﬂ

Write completion

—— -

Write setting result

———e____Y

FIG. 3B



Non-volatile

Host
20

memory
controller

212
I

|
|
Write command > :

4/12

Non-volatile
memory
device

210
|
|
|

Encryption mode setting
]

Secure
elemen
211

FIG. 3C

|
| Setting completio:ﬂ




5/12

21
20 210
) 201 ) N \
\
Secure memory card (
Host Non-volatile
devi
) 2127 Non-volatile memoty Feviee
Application memory Regular range [1y-2101
T D1 controller
- Reserved rangei-2100
tle system (=== -~ Firmware D2
] Secure element
( ] ¢ ~
|
202 '\ | 211
2120
FIG. 4A
Non-volatile Non-volatile
Host memory memory Secure
20 controller device element
212 210 211
I I I

I

| .

| Write command |
| containing specific |

data to be written ’i

Revision of parameters!

| .. .
iRevision completi

>

Write completion

S—

Write revision result :

FIG. 4B

T



6/12

Non-volatile Non-volatile
memo memo
Host ry ) Ty
20 controller device

212 210
| l l
| | |
| Write command | |
| containing specific | |
! data to be written >J_ :
Revision of parameters,

Secure
element

FIG. 4C

|
IRevision completio:U




7/12

21 210
2 201 ) )
{
Host Secure memory card [ Non-volatile
— S12Al Nonvolatile memory device
Application memory Regular range f—2101
T F1 controller
72) Ep——— - g
File system || E4 E3 [|Reserved rangej—2100
) Firmware E2 Secure element
( T } o4
) 1 (
202 : | 211
2120
FIG. 5A
Non-volatile Non-volatile
Host memory memory Secure
20 controller device element
212 210 211
I I

Write command

Read speciﬁc:information

| Read completion

Write completion

Command for
reading result

T

Write specific
information

Read specific
information

e __Y_

1 Specific information

L
|
|

Specific information

FIG. 5B



8/12

Non-volatile

Host
20

memory
controller

Non-volatile
memory
device

Write command

210
I
|

Read specificiinformation

Secure
element

Write completion

Command for
reading result

Temporarily store

read-out :

specific information|
to own memory

Transfer specific

|

|

|

|

|

|

|

|
information :
back to host
|

|

|

|

|

|

FIG. 5C

| Read completion




9/12

20 5 210
) 201 ) 3 )
Host Secure memory card Non—volatilo
. Non-volatile memory device
Application | | 21234 memory Regular range [f—2101
T F1 controller
File system F4 F3 [|Reserved rangeq—2100
) Firmware F2 [Secure element
( ) ( 2
|
202 \ | 211
2120
Non-volatile Non-volatile
memory memory Secure
Host )
20 controller device element
212 210 211
I I I I
| Write command | : :
| containing data to be | | |
! encrypted ! | |
Encrypting operation| !
Encryption Tj
Write encrypted completion
Write completion data

Command for
reading result

-
|
|
|
|

Read encrypted

data

7 Encrypted data T

Encrypted data

FIG. 6B

Y __



10/12

Encrypted data

Non-volatile Non-volatile
Host memory memory Secure
2%8 controller device element
212 210 211
I I I I
| Write command | : :
| containing data to be | ! !
! encrypted g | |
Encrypting operation| !
|
i :
Temporarily | Encrylp tion ﬂ
store encrypted | completion i
data to own | |
Write completion T memory ! |
h | | |
| Command for | | |
| reading result | : |
Transfer | :
encrypted data | !
back to host ! |
| | |
| | |
| | |
| | |

FIG. 6C




11/12

Non-volatile

Host
20

memory
controller

containing specific |

Non-volatile
memory
device

212
I
Read command |

address >

210
l
|
|
|
:
Read speciﬁc:information

Secure
element

Data-reading T

. |
command completion,

FIG. 7

Read completion of :speciﬁc informatio




12/12

Host
20

Non-volatile
memory
controller

Non-volatile
memory
device

Write command
containing specific
dynamic address

212
I

210
I
|
|
|
|
|
|

Read specific,information

Secure
element

Write completion

Read command

of result

:to
|
|
|
|

Temporarily store |

| Read completion

read-out :

specific information|

own memory

Transfer specific

|

|

|

|

|

|

|

. . |
information |
back to host |
|

|

|

|

|

FIG. 8




