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System and Method for Controlling Asset-Related Actions via a Blockchain  

This invention relates generally to the computer-implemented control, exchange and 

processing of assets. In particular, it relates to the field of smart contracts and is suited for 

	

5 	use with a peer-to-peer distributed network such as a blockchain. This may be the Bitcoin 

Blockchain or an alternative blockchain platform. The invention is particularly beneficial 

in situations where ownership of an asset is split between multiple entities, and/or value is 

accrued or generated from the asset. The invention provides a mechanism for determining 

and responding to events which serve as triggers for action in such situations. The 

	

10 	invention also comprises cryptographic techniques which provide enhanced security and 

anonymity in relation to the control and transfer of electronic assets. 

A blockchain is a computer-implemented decentralised, consensus-based, distributed 

system made up of blocks which in turn are made up of transactions. Each block contains a 

	

15 	hash of the previous block so that blocks become chained together to create a permanent, 

unalterable record of all transactions which have been written to the blockchain since its 

inception. Transactions contain small programs known as scripts embedded into its inputs 

and outputs, which specify how and by whom the outputs of the transaction can be 

accessed. 

20 

The most widely known application of blockchain technology is the Bitcoin ledger, 

although other blockchain implementations have been proposed and developed. While 

Bitcoin may be referred to herein for the purpose of convenience and illustration, it should 

be noted that the invention is not limited to use with the Bitcoin blockchain and alternative 

	

25 	blockchain implementations fall within the scope of the invention. 

Blockchain technology is most widely known for the use of cryptocurrency 

implementation. However, in more recent times, digital entrepreneurs have begun 

exploring both the use of the cryptographic security system Bitcoin is based on, and the 

30 data that can be stored on the Blockchain, to implement new systems. These include but 

are not limited to: 
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• Storing metadata: information can be transferred via a blockchain by embedding it 

as metadata within a transaction; this in turn can be used for: 

• Implementing digital tokens 

• Establishing contracts that are signed with digital signatures. Smart contracts may 

	

5 
	

be designed to provide self-executing, machine readable solutions which can 

include conditions and tests that can be evaluated to determine which actions 

should be performed e.g. whether a payment should be made to a certain party. 

It would be advantageous to be able to calculate and allocate income and/or costs to 

	

10 	owners of blockchain-based assets in an automated, secure and effective manner. In order 

to do this, events (triggers) would need to be detected which generate actions such as 

income or costs payable to or by owners of such assets. A technique would then be needed 

for automatically (ie by machine) generating and signing blockchain transactions to 

execute the income or costs payments. 

15 

Such an improved solution has now been devised. The present invention may comprise a 

technical solution which is built upon a blockchain protocol to enable automated 

generation of blockchain transactions. The transactions may then be used to make 

transfers between entities via the blockchain such as payment of income or costs. Use of 

	

20 	the blockchain ensures that there is a secure, public record of any payments made in regard 

to a given contract. This eliminates or at least reduces the need, in dispute scenarios, to 

gain access to proprietary systems and data sources to provide evidence for any 

delinquency against that contract. The invention may also comprise and utilise a novel 

technique for the generation of cryptographic keys. Some of the other benefits which flow 

	

25 	from the invention are discussed below. 

The invention may provide a computer-implemented system or mechanism for controlling, 

calculating, generating and/or executing exchanges on a blockchain. The exchanges 

(transfers) may relate to any type of physical, virtual or logical asset. 

30 

The invention may be arranged to control a transfer made via a blockchain in respect of an 

asset, and may comprise an asset or representation of an asset. The asset or representation 
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may comprise one or more private cryptographic keys, each private key being associated 

with an owner of the asset. The private key(s) may part of a cryptographic key pair. One 

or more of the private keys may be generated according to a technique substantially as 

described below in the section entitled "method for sub-key generation". One or more of 

	

5 	the private keys may be generated using a common secret. It may be a sub-key which is 

generated from a master cryptographic key. 

The invention may comprise a technique for determining a secret which is common to a 

first and a second entity. The first or second entity may be the asset and the other entity 

	

10 	may be a controller or other entity associated with the asset. This method may comprise 

the steps: 

• Determining a first entity second private key based on at least a first entity master 

private key and a generator value; 

• Determining a second entity second private key based on at least a second entity 

	

15 	master private key and the generator value; 

• Determining a common secret (CS) at the first entity based on the first entity 

second private key and the second entity second public key, and determining the 

common secret (CS) at the second entity based on the second entity second private 

key and first entity second public key; 

	

20 	• wherein the first entity second public key and the second entity second public key 

are respectively based on at least the first/second entity master key and the 

generator value. 

The invention may also comprise a registry. The registry may store one or more public 

	

25 	cryptographic keys. Each public key may correspond to one of the asset's private keys. 

The public key(s) may be associated with a redeem script hash that can be identified within 

an unspent blockchain transaction (UTXO). 

The invention may comprise a smart contract comprising at least one rule relating to the 

	

30 	automated generation of one or more blockchain transactions to enable a transfer to be 

made in respect of the asset. The smart contract may be machine readable and/or 

executable. 
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The invention may comprise a computing agent arranged to evaluate and/or execute the at 

least one rule of the smart contract. The computing agent may be substantially as 

described below. 

5 

The transfer may be a transfer of funds or some currency such as, for example, a portion of 

cryptocurrency. It may be a payment to be made in respect of the asset. It may relate to 

income or costs associated with the asset. The transfer may be made between parties 

specified in the smart contract. The currency may be Bitcoin, or any digital 

10 	(crypto)currency, or a tokenised value. 

The at least one rule provided in the smart contract may define a payment schedule 

associated with the asset. 

15 	The computing agent may be arranged to communicate with further computing agents. 

Each of said further computing agents may be arranged to perform a task associated with 

the asset. The computing agent may be arranged to coordinate and/or authorise the 

activities of each of the further computing agents. Thus, there may be a 'master' 

computing agent and one or more subordinate (further) computing agents. The master 

20 	agent may be arranged to control, direct or monitor the activities of the one or more 

subordinate agents. 

The invention may comprise at least one further computing agent arranged to generate a 

blockchain transaction relating to income associated with the asset (an 'income agent as 

25 	described below). 

The invention may comprise at least one further computing agent arranged to generate a 

blockchain transaction relating to a cost associated with the asset (a 'costs agent' as 

described below). 

30 
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The invention may comprise at least one further computing agent arranged to process the 

netting off of income against payments associated with the asset (a 'netting agent' as 

described below). 

	

5 	The invention may comprise at least one further computing agent arranged to generate 

and/or transmit an alert to an owner of the asset, the alert providing a notification about an 

event relating to the asset (a 'notification agent' as described below). 

The computing agent may be arranged to generate a blockchain transaction upon detection 

	

10 	of an event or trigger specified in the smart contract. 

The smart contract may be stored in a Distributed Hash Table. A hash of the contract may 

be provided within metadata associated with a blockchain transaction. 

The invention may also comprise a computer-implemented method of controlling a transfer 

	

15 	made via a blockchain in respect of an asset, the method comprising the steps: 

defining an asset comprising at least one private cryptographic key, each private key 

being associated with an owner of the asset; 

generating a registry comprising at least one public cryptographic key wherein each 

public key: 

	

20 	corresponds to a private key in the asset's one or more private keys, and 

is associated with a redeem script hash that can be identified within an unspent 

blockchain transaction; 

generating a smart contract comprising at least one rule relating to the automated 

generation of one or more blockchain transactions to enable a transfer to be made in 

	

25 	respect of the asset; 

and 

using a computing agent to evaluate and/or execute the at least one rule of the smart 

contract. 

	

30 	The transfer may be a transfer of currency to be made in respect of the asset, and wherein 

the transfer relates to income or costs associated with the asset. The currency may be 

Bitcoin, or any digital currency, or a tokenised value. 
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The at least one rule provided in the smart contract may define a payment schedule 

associated with the asset. 

	

5 	The method may further comprise the step of arranging the computing agent to 

communicate with further computing agents, and arranging each of said further computing 

agents to perform a task associated with the asset. 

The computing agent may be arranged to coordinate and/or authorise the activities of each 

	

10 	of the further computing agents. 

The method may further comprise the step of providing: 

i) at least one further computing agent arranged to generate a blockchain transaction 

relating to income associated with the asset; 

	

15 	ii) at least one further computing agent arranged to generate a blockchain transaction 

relating to a cost associated with the asset; 

iii) at least one further computing agent arranged to process the netting off of income 

against payments associated with the asset; 

iv) at least one further computing agent arranged to generate and/or transmit an alert 

	

20 	to an owner of the asset, the alert providing a notification about an event relating to 

the asset. 

The computing agent may be arranged to generate a blockchain transaction upon detection 

of an event or trigger specified in the smart contract. 

25 

The smart contract may be stored in a Distributed Hash Table, and a hash of the contract is 

provided within metadata associated with a blockchain transaction. 

One or more embodiments of the invention may comprise a technique substantially as 

30 	described below in the section entitled "method of sub-key generation". This may 

comprise a technique for determining a secret which is common to a first and a second 
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entity. Hereafter, the term "node" may be used instead of "entity" for ease of reference. 

This method may comprise the steps: 

• Determining a first node second private key based on at least a first node master 

private key and a generator value; 

	

5 	• 	Determining a second node second private key based on at least a second node 

master private key and the generator value; 

• Determining a common secret (CS) at the first node based on the first node second 

private key and the second node second public key, and determining the common 

secret (CS) at the second node based on the second node second private key and 

	

10 	first node second public key; 

• wherein the first node second public key and the second node second public key are 

respectively based on at least the first/second node master key and the generator 

value. 

	

15 	Additionally or alternatively, one or more embodiments of the invention may comprise a 

computer-implemented method as follows: 

- determining, at a first node (C), a common secret (CS) that is common with the first 

node (C) and a second node (S), wherein the first node (C) is associated with a first 

asymmetric cryptography pair having a first node master private key (Vic) and a first 

	

20 	node master public key (Pic), and the second node (S) is associated with a second 

asymmetric cryptography pair having a second node master private key (Vis) and a 

second node master public key (Pis), wherein the method comprises: 

- determining a first node second private key (V2c) based on at least the first node 

master private key (Vic) and a deterministic key (DK); 

	

25 	- determining a second node second public key (P2s) based on at least the second 

node master public key (Pis) and the deterministic key (DK); and 

- determining the common secret (CS) based on the first node second private key 

(V2c) and the second node second public key (P2s), 

wherein the second node (S) has the same common secret (S) based on a first node 

	

30 	second public key (P2c) and a second node second private key (V2s), wherein: 

- the first node second public key (P2c) is based on at least the first node master 

public key (Pic) and the deterministic key (DK); and 
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- the second node second private key (V2s) is based on at least the second node 

master private key (Vis) and the deterministic key (DK). 

The deterministic key (DK) may be based on a message (M). The method may also 

	

5 	comprise the steps of: 

- generating a first signed message (SM1) based on the message (M) and the first node 

second private key (V2c); and 

- sending, over the communications network, the first signed message (SM1) to the 

second node (S), 

	

10 	wherein the first signed message (SM1) can be validated with a first node second 

public key (P2c) to authenticate the first node (C). 

Preferably, the method may comprise the steps of: 

- receiving, over the communications network, a second signed message (SM2) from 

	

15 	the second node (S); 

- validating the second signed message (SM2) with the second node second public key 

(P2S); and 

- authenticating the second node (S) based on the result of validating the second signed 

message (SM2), 

	

20 	wherein the second signed message (SM2) was generated based on the message (M), 

or a second message (M2), and the second node second private key (V2s). 

Preferably, the method may comprise the steps of: 

- generating a message (M); and 

	

25 	- sending, over a communications network, the message (M) to the second node (S). 

Preferably, the method may comprise the steps of: 

- receiving the message (M), over the communications network, from the second node (S). 

	

30 	Preferably, the method may comprise the steps of: 

- receiving the message (M), over the communications network, from another node. 
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Preferably, the method may comprise the steps of: 

- receiving the message (M) from a data store, and/or an input interface associated with the 

first node (C). 

5 

Preferably, the first node master public key (Pic) and second node master public key (Pis) 

may be based on elliptic curve point multiplication of respective first node master private 

key (Vic) and second node master private key (Vis) and a generator (G). 

10 	Preferably, the method may comprise the steps of: 

- receiving, over the communications network, the second node master public key (Pis); 

and 

- storing, at a data store associated with the first node (C), the second node master public 

key (Pis). 

15 

Preferably, the method may comprise the steps of: 

- generating, at a first node (C), the first node master private key (Vic) and the first node 

master public key (Pic); 

- sending, over the communications network, the first node master public key (Pic) to the 

20 	second node (S) and/or other node; and 

- storing, in a first data store associated with the first node (C), the first node 

master private key (Vic). 

Preferably, the method may comprise the steps of: 

25 	- sending, over the communications network, to the second node, a notice indicative of 

using a common elliptic curve cryptography (ECC) system with a common generator (G) 

for the method of determining a common secret (CS), and 

wherein the step of generating the first node master private key (Vic) and the first node 

master public key (Pic) comprises: 

30 	generating the first node master private key (Vic) based on a random integer in an 

allowable range specified in the common ECC system; and 
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- determining the first node master public key (Pic) based on elliptic curve point 

multiplication of the first node master private key (Vic) and the common generator 

(G) according to the following formula: 

Pic = Vic x G. 

5 

Preferably, the method may comprise the steps of: 

- determining the deterministic key (DK) based on determining a hash of the message (M), 

and 

wherein the step of determining a first node second private key (V2C) is based on a scalar 

10 	addition of the first node master private key (Vic) and the deterministic key (DK) 

according to the following formula: 

V2c = Vic ± DK , and 

wherein the step of determining a second node second public key (P2S) is based on the 

second node master public key (Pis) with elliptic curve point addition to the elliptic curve 

15 	point multiplication of the deterministic key (DK) and the common generator (G) 

according to the following formula: 

P2S = Pis + DK x G. 

Preferably, the deterministic key (DK) may be based on determining a hash of a previous 

20 	deterministic key. 

The first asymmetric cryptography pair and the second asymmetric cryptography pair may 

be based on a function of respective previous first asymmetric cryptography pair and 

previous second asymmetric cryptography pair. 

25 	Any feature described above in relation to one aspect or embodiment may also be used in 

relation to any other aspect or relation. For example, any feature described in relation to 

the method may also apply to the system and vice versa. 

These and other aspects of the present invention will be apparent from and elucidated with 

30 	reference to, the embodiment described herein. 
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An embodiment of the present invention will now be described, by way of example only, 

and with reference to the accompanying drawings, in which: 

Figure 1 illustrates an overview of a system implemented in accordance with an 

	

5 	embodiment of the invention. 

Figure 2 shows some illustrative use cases which may be utilised in relation to the 

invention. 

	

10 	Figure 3 shows the format of the metadata used in the transactions of figures 5 to 11 for the 

Racehorse example used herein. 

Figure 4 shows the definition of a Racehorse asset. 

	

15 	Figure 5 shows a transaction which starts a sequence for the 'racehorse' scenario used 

below, and in which the stable generates a private key for the Racehorse using the methods 

described below for generating a sub-key, and then seed funding the racehorse account for 

the share issuance. 

	

20 	Figure 6 shows a blockchain transaction in which, following on from Figure 5, the 

racehorse then issues shares in itself. It should be noted that technically the stable owns 

the racehorse's private key but logically this is what is happening. 

Figure 7 shows a transaction for claiming a set of stable fees from investors. 

25 

Figure 8 shows a transaction in which the Racehorse passes the stable fees back to the 

stable. 

Figure 9 shows a transaction which is generated when the Racehorse wins its first race, and 

30 	the stable earns the £20,400. Using a standard BTC broker transaction (not shown here) 

the Exchange has paid the stable the equivalent amount of BTC in exchange for the 

GBP20,400 (transaction-ID = EXCHANGE-S3-T1). Using the output from EXCHANGE- 
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S3-T1 as input, the stable generates a transaction to pay the winnings as BTC to the 

racehorse key. 

Figure 10 shows a transaction in which the racehorse pays out its winnings to the investor. 

5 

Figure 11 shows a transaction in which Alice sells one share to Eve. 

Figures 12 to 18 show various aspects of an illustrative technique for deriving sub-keys 

from a parent key as discussed below, this technique being suitable for use in relation to 

10 	aspects of the present invention. 

Key Terms used Herein  

The following terms are used herein to define key concepts and components. 

Name Type  

Actor An actor is an entity or component within an embodiment of the present 

invention. 

Agent Herein, the term 'agent' may be used to refer to a computing resource which is 

a suitably arranged computing component(s), such as a server running a 

program, that provides processing functionality in parallel to the blockchain. 

It can monitor the state of the blockchain as well as receive inputs from off-

block sources. It can respond and behave in a variety of ways depending upon 

the inputs it receives and/or the outcome of a test. In the figures or 

description, the term 'oracle' may be used as an alternative to 'agent'. The 

Agent may be substantially as described below in the section entitled 

"Illustrative Computing Agent for use with the invention". 

Netting "Netting" or "netting off' are terms used in financial contexts to describe a 

process wherein the value of two or more positions or transactions are 

consolidated (off set) so as to create a single value. It can be used to determine 

which party is owed remuneration in a multiparty agreement. 
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Name Type  

Asset The asset is an actor that represents something that can apportion ownership to 

one of more Asset holders in variable amounts. These amounts can be simple 

percentages (e.g. 5%) or units (e.g. 100 units). The Asset comprises, or is at 

least associated with, both a private cryptographic key (which may be 

deterministically derived from the ultimate owner or controller's key) plus an 

Agent (as above). The private key may be deterministically derived from the 

ultimate owner or controller's key using a technique substantially as described 

below in the section entitle "method of sub-key generation". 

Asset Holder The asset holder is an actor that represents something that currently holds i.e. 

owns a proportion of an Asset. 

Repository The repository is an actor that represents the entity responsible for the storage 

(and potentially on-going maintenance) of the Contract document defining the 

payment schedule associated with the asset. 

Contract The Contract is the document that contains the formal definition for how to 

determine the payments, and the schedule associated with the payments for 

this asset. It is a smart contract which may be machine readable and 

executable. It may also (depending on the implementation method used) hold 

details of the current ownership of the asset. 

Ownership 

Registry 

The Ownership Registry is a document or database that defines the current 

ownership (and ownership history) of the Asset. 

Note that in some embodiments, the Ownership Registry can be contained 

within the Contract itself. 

From one perspective, the invention described herein can be viewed as providing a generic 

technical mechanism for controlling exchanges on a blockchain. These exchanges may be 

financial exchanges relating to payments. The invention is directed towards the technical 

5 	mechanism or vehicle which enables this exchange. 

According to one perspective, the invention provides a technical arrangement to calculate, 

register and/or apportion costs and/or generate income in proportion to the current 

ownership of an asset. Thus, one benefit provided by the invention is that it allows the 
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distribution or transfer of data representative of costs and income for an asset registered 

and maintained on the Blockchain. In turn, this increases the capability of such assets to 

meet the real-world needs of various entities such as the asset itself and investing parties. 

	

5 	Recent research into blockchain applications includes explorations into mechanisms for 

creating and using what are known as 'smart contracts', and how these can be monitored 

and managed against the Blockchain. One possibility is to use the smart contract to 

represent an asset where the ownership of that asset can be split amongst a number of other 

entities. That ownership can then be transferred securely between entities using the 

	

10 	blockchain as the vehicle of transfer. 

In some cases, assets confer the right to income that is generated. Additionally or 

alternatively, an asset can bind the holder to certain cost obligations. The present invention 

presents a generic mechanism to allow a value such as the costs accrued against the asset, 

	

15 	or income generated from it, to be exchanged via a blockchain. 

Key elements of the Invention:  

Some elements of the present invention are as follows: 

• A technical solution and technique for determining events (triggers) which generate 

	

20 	income payable to owners of a Blockchain-based asset, 

• A technical solution and technique for determining events (triggers) which generate 

costs payable by owners of a Blockchain-based asset, 

• A technical solution and technique for calculating and allocating income/costs to 

owners of Blockchain-based assets based on a set of pre-defined rules, 

	

25 	• A technical solution and technique for generating and signing the bitcoin 

transactions to execute the income/costs payments. 

The processing is controlled by a hierarchy of Agents, as illustrated in Figure 1. These 

Agents may be computer-based resources which execute in parallel to the blockchain. 

	

30 	They can be suitably programmed to monitor the state of the blockchain, respond to the 

outcome of tests and conditions, and/or can receive inputs from off-block sources. See 
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section below entitled "Illustrative Computing Agent for use with the invention" for an 

example of how such an Agent may be implemented. 

In the example described herein the following assumptions are made. However, it will be 

	

5 	appreciated that this example does not limit the variations possible on the underlying 

method: 

• There is one Master Agent per contract (i.e. per asset). There may be several 

subordinate Agents that perform discrete functions. 

• The Master Agent manages and 'authorises' all the subordinate Agents. 

	

10 	• The sub-ordinate agents for this invention include a combination of one or more of 

the following types of Agents: 

o one or more Income Agents, responsible for processing the Income 

generated from an asset; 

o one or more Cost Agents, responsible for processing the costs generated 

	

15 	 from an asset 

o optionally, one or more Netting Agents, responsible for netting off income 

against payments where applicable; 

o one or more Notification Agents, responsible for alerting share owners of 

various events such as income payments made; cost payments due; events 

	

20 	 affecting or relating to the asset; or any other notification; 

o any other type of Agent that performs a necessary or optional discrete 

function 

The operation of the Agents is rule-based and may follow any pre-defined set of rules. The 

	

25 	rules are determined in accordance with the requirements of the task to be performed. In 

accordance with the present invention the Master Agent manages all the other Agents. An 

example of the hierarchy and possible flow of control and processing may be as follows: 

• The Master Agent authorises the Income/Cost Agents to perform their tasks, e.g.: 

	

30 	 o The Master Agent monitors all triggers, or 

o Subordinate- Agents monitor triggers and seek authority from the Master 

Agent to process, or 
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o Subordinate- Agents are pre-authorised to monitor and perform their tasks, 

or 

o Any combination or the above. 

• The output(s) and control from the Income/Cost Agents are passed to the Master 

	

5 	Agent. 

• The Master Agent engages the Netting Agent (passing it data from the Income/Cost 

Agent) 

• The Netting Agent passes output to the Master Agent 

• The Master Agent authorises transaction broadcasts (either it does the broadcast 

	

10 	itself, or it authorises the sub-ordinate agents to broadcast or a combination, etc.). 

There now follows an outline of the key requirements for an embodiment of the invention. 

Determining current ownership  

	

15 	In order to apportion costs / income against an asset it is essential to be able to deteimine 

the current ownership of that asset. In accordance with an embodiment of the invention, 

details pertaining to the current owners are maintained in a registry (public or private, 

distributed or centralised). The registry may contain the respective owners' public keys 

which are associated with a redeem script hash that can be identified within an unspent 

	

20 	blockchain transaction (UTXO). The UTXO indicates the number of shares owned by each 

public key. In addition, other information may be stored such as email address and so on. 

Calculating and paying costs:  

In order to accrue costs to the ownership of the asset: 

	

25 	- The asset must have the ability to determine its current ownership; 

- The asset must be able to determine the total costs/income for a given time period; 

- The asset must be able to divide the costs/income between the current ownership; 

and 

- The asset must be capable of triggering the payment of those costs/income from/to 

	

30 	the current asset holders. Payment will be performed by generating a blockchain 

transaction to exchange some value between parties. 
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Payment rules may be simple or complex depending on the type of asset and the type of 

income, providing the required input data and/or parameters are available. For example, an 

income rule could be to pay each owner a share of the total income according to their 

current proportion of ownership. In another example, each owner might be due a share of 

	

5 	income based on their proportion of ownership over the time period in which the income 

accrued. In another example, a 'bonus' might be paid for holding the share ownership for a 

given length of time. These examples are illustrative only and do not limit the number or 

types of different payment rules that can be set up. 

	

10 	Contract enforcement (e.g. recovery of unpaid costs) can be achieved in several ways, 

some of which can be controlled automatically (again by using computing Agents) or by 

non-automated means. For example: 

- Legal redress; 

- Reallocation of the ownership of the asset (although only possible if the issuer is 

	

15 	required to counter-sign asset re-allocation); and 

- Blocking payment of income until the costs have been recovered. 

Other functionality  

Other (optional) functionality may be built by designing Agents and setting up rules 

	

20 	accordingly. Illustrative but non-exhaustive examples may include: 

- The asset may be capable of netting costs from the income; 

- The asset may be capable of holding income where previous costs have not been 

paid; 

- This income/costs/net may be rolled up at the end of a time-period (e.g. every six 

	

25 	months) or as it is generated (e.g. immediately). 

Technical Model  

The technical solution presented herein provides a blockchain-based mechanism for the 

control of an asset via the use of a computing Agent and a smart contract. The invention 

	

30 	enables the automated generation of a set of blockchain transactions. These transactions 

can be used for payments to either re-coup costs or pay income related to performance of 
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the smart contract. Figure 1 shows an overview of a system in accordance with an 

embodiment of the invention, including components which can be arranged to implement 

the architecture of the system. 

5 Costs Agent 

The Costs Agent, once the trigger condition is satisfied, will: 

• Calculate the total payment due for the asset as a whole; 

• Calculate the individual payments across the current ownership split for the asset 

based on the payment rules defined within the contract e.g. pro-rata; and 

10 	• Create payment transactions for each of the individual asset holders. 

There can be more than one Costs Agent defined against a given contract if required e.g. 

one for periodic costs, and one for ad-hoc costs. 

15 	Income Agent  

The Income Agent, once the trigger condition trips, will: 

• Calculate the total payment due for the asset as a whole; 

• Calculate the individual payments across the current ownership split for the asset 

based on the payment rules defined within the contract e.g. pro-rata; and 

20 	• Create payment transactions for each of the individual asset holders. 

There can be more than one Income Agent defined against a given contract if required (for 

example: one for periodic income, and one for ad-hoc income). 

Netting Agent 

25 	The Netting Agent, once the trigger condition is satisfied, will: 

• Consolidate payment transactions into a single net transaction from multiple 

individual ones where the payment addresses match. 

In the example provided herein, there is only a single netting contract. However, it is 

30 	important to note that the invention is not limited in this regard. In one or more 
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embodiments, there may be multiple netting agents. In such cases, each instance is 

provided with a clearly defined, distinct set of rules. 

Determining the Current Ownership Split 

	

5 	The embodiment described herein assumes that the current ownership for the asset can be 

determined by a combination of a registry (or database) and the UTXO list. The term 

"UTXO list" is known in the art and refers to a list of transaction outputs on the blockchain 

which have not yet been spent. 

	

10 	Figure 2 shows some key use cases related to the technical model described herein. These 

are now explained in more detail as follows. 

Determination of Ownership [1001  

It should be noted that the following example assumes that the action is performed directly 

	

15 	by the asset itself. However, in other embodiments this actor may be replaced with some 

other asset controller using the same process. In this use case, the Asset needs to 

determine its current ownership in order to facilitate a payment. 

Table 1: 

Step Details 

100.10 From the Ownership Registry associated with the Contract the Agent process 

can determine: 

- 	The ownership for the asset within the given period; and 

- 	The share in the asset for each owner. 

20 

Payment Calculation [2001  

Again, the primary actor in this example use case is the Asset. However, in other 

embodiments the Asset may be replaced by another primary actor. In the present use case 

of payment calculation, the Asset wishes to calculate the amount of income and / or costs 

25 	that it should pay or collect from its current owners (as determined in use case 100 above). 
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Table 2: 

Step Details 

200.10 Depending on the Agent, the Asset pulls in all the information for the specified 

period to calculate the income due or it pulls in all the information for the 

period to calculate the costs due. 

Note: a given Agent will only calculate costs or income, not both. 

Note: the mechanism used will be specific to the nature of the asset itself and 

formally defined within the associated contract document. 

200.20 The outputs from 200.10 is then apportioned to the shares according to the 

contract. 

For example, by dividing the output value with the number of shares in 

existence and then defining the proportion based on the time held within the 

period (although there is nothing to stop the Contract providing more 

complexity over the allocation rules). 

The rounding rules will tend to be defined within the associated contract 

document but will normally be down for income due and up for costs due. 

200.30 The per-unit apportionment derived in step 200.40 is now allocated on a per-

holding basis through a simple multiplication using the holding allocation 

derived in use case 100. 

200.40 Where costs need to be recovered, use case 300 is now performed for each 

individual holding. 

200.50 Where income needs to be paid, use case 400 is now performed for each 

individual holding. 

Pay Costs I-3001  

Again, the primary actor in this example is the Asset. An Asset Holder wishes to pay costs 

5 	incurred as a result of ownership of the asset. 

Table 3: 

Step Details 

300.10 In this situation, the Asset generates a transaction that it will pass to the Asset 

Holder for the asset holder to add the required transaction inputs, and then sign 
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to complete the transaction. 

300.20 The Asset creates a partially formed transaction with: 

- 	No transaction inputs; and 

- 	One transaction outputs. 

The transaction output is: 

- 	The cost transaction paid to the Asset's public key hash address. 

However, the signature applied by the Asset is marked as SIGHASH ALL I 

SIGHASH ANYONECANPAY which prevents the outputs being changed, but 

does allow an additional transaction input to be applied. 

300.30 The Asset sends this transaction to the Asset Holder to complete. 

300.40 The Asset Holder will then create a transaction in order to generate a 

transaction output of the right size for this transaction plus the mining fee. 

300.50 The Asset Holder will then use the transaction output from step 300.30 as an 

additional input to the transaction generated in 300.20. 

They will then sign and submit this transaction. 

Considerations:  

It is noted that there is no particular incentive for the Asset Holder to pay their proportion 

of the costs. In the process defined above, there is redress possible through two routes: 

	

5 	- 	Subsequent income could be withheld if the costs are not paid. This would need to 

be defined within the contract (and assumes that there is income being generated 

against the asset), but is simple to detect within step 100.10 

- 	Legal redress through the relevant legal channels. 

	

10 	It is possible to create a contract such that there are notaries on the issuance contract such 

that if the Asset Holder does not pay, then their asset ownership is revoked back to the 

asset itself using a standard m of n multi-signature transaction. In this situation: 

- 	After step 300.20 is performed, a second transaction is created with a locktime set 

based on the time allowed to pay the costs. This takes the transaction input of the 
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last transaction issuance, but assigns the assets back to the Asset. This transaction 

is signed by the relevant notaries. 

- 	If the Asset Holder pays their costs, then this transaction is invalid (as the 

transaction input has already been used) but if they do not, then the asset ownership 

	

5 	is revoked. As the payment transaction effectively re-issues the shares with the 

asset, this transaction cannot be rolled-over to the next period but rather two 

transactions must be created whenever a cost transaction is created. 

Variant 1:  

The above example assumes that the costs are paid in Bitcoin. However, there is no 

	

10 	requirement for this to be the case as any tokenised value can be used. In this situation, the 

following changes are required: 

- 	Step 300.50 adds two transaction inputs rather than simply the one. The first is the 

mining fee in BTC and the second is the tokenised cost transaction (for example in 

fiat currency). 

15 

Variant 2:  

The above example assumes that the mining fee is paid by the Asset Holder (along with the 

other costs). There is no requirement for this to be the case. Should the mining fee be paid 

by the Asset itself, the following changes are required: 

20 	- Step 300.20 creates two transaction inputs; the asset issuance one plus a BTC one 

for the mining fee. 

Variant 3:  

Rather than create a cost transaction per asset holder, a single cost transaction is created 

25 	and each individual asset holder adds their input (rather than a separate transaction per 

asset holder). The transaction output is the total value of the costs due with the details of 

the amount per asset holder informed through an alternative route. 

Whilst this model works for simple splits, and relatively low number of asset holders, it is 

30 	impractical in many cases because the transaction is only valid when all the owners agree 

to pay. From the asset's point of view, in a situation where it is expected that payment 
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may be delayed or not made by a number of the asset holders, then Variant 3 is preferred in 

that it maximises the amount of income received in the shortest possible time. 

The actual variant used for payments can be controlled via the Master Agent, based on a 

	

5 	pre-defined set of rules, which may be embedded (hard-coded) with the Master Agent or 

may be located on a separate look-up table. For example, a rule may govern which variant 

to use based on a simple Boolean flag, or may involve a threshold number of owners or 

any other suitable testable condition. 

	

10 	Pay Income 14001  

Again, in this example the primary actor is the Asset. The Asset wishes to pay income to 

its owners in proportion to their ownership. 

Table 4: 

Step Details 

400.10 The Asset generates a transaction with one transaction input and one 

transaction output for each asset holder. 

The transaction input is: 

- 	Total income distribution amount plus the mining fee. 

There is one transaction output for each current investor, structured as follows: 

- 	Transaction income distribution input paid to the Asset Holder's public 

key hash 

15 

Variant:  

This is a consideration where the income is being paid in a tokenised form, not native 

BTC. In this situation, the transaction income transaction is assigned to a redeem script 

address comprising: 

20 	- The asset holder's public key; and 

- 	The metadata associated with the income distribution. 
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Example Scenario — Racehorse  

An example scenario is now provided for the purposes of illustrating a workable 

implementation of the invention. The individual transaction sequence for the scenario is 

provided within the accompanying figures. 

5 

In this illustrative scenario, a stable chooses to issue shares in a racehorse, with associated 

rights to winnings and obligations to pay upkeep such as stable fees, etc. In the example 

the stable retains ownership of 50% while Alice purchases 30% and Bob 20%. 

10 	As a contractual obligation, owners must register their details with the Issuer (the Stable). 

This might be simply a public key for bitcoin payments (i.e. a BTC Address). It might 

however, also include an email address for notifications, a full name, date of birth, a 

residential/business address, a tax file number, etc. Any of these may be a contractual 

requirement or an option depending on the Issuer's own processing requirements and/or 

15 	any regulations the Issuer may or may not feel bound to observe. 

Depending on the Issuer's desires, the contract token (i.e. the bitcoin transactions 

containing the metadata) may require the Issuer's signature for all transfers of ownership 

(i.e. in a `web-of-trust' situation) or (as in this example) may be allowed to be transferred 

20 	without Issuer signature. In the latter case, by the Terms and Conditions of the contract, the 

new owner must contact the Issuer to register their ownership (see clause 1.1). 

These registered details are stored within the contract itself and relies on the hash of the 

contract excluding modifiable fields (such as the ownership information). Effectively, the 

25 	hash against the contract is defined within the contract itself, which means that not all 

attributes of the contract needed to be included in the hash. This allows for the ownership 

list to be maintained within the contract document but the owners not be included within 

the hash. Therefore the signature of the document remains unchanged even if the owners 

of the document are changed. 

30 

Contract Summary 
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The following presents selected highlights of the human-readable version of the contract 

that contains the details about the two Agents that implement those clauses. 

Naka's Revenge Title Contract 

Issuer: Blockchain Stable Ltd.; hereafter 'the Stable' 

Public Key: xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 

This contract covers ....<some content> .... Part share of ownership of racehorse known as 

Naka's Revenge .... <more content> ... 

Contract specifics 

NumShares 	10 

ShareVal 	 10% 

Pegging rate 	1000 Satoshis/share 

Clause 1: Ownership Registration 

1.1 	Ownership of shares will be determined as the most recently verifiable information 

on the public key owning the token. The Issuer accepts no responsibility for 

misdirecting income payments in cases where none of the following has been 

satisfied: 

1.1.1 The Token has been signed by the Issuer or by an authorised signatory 

1.1.2 The Token owner has proven ownership by presenting the relevant redeem script 

along with their signature. 

1.1.3 Pursuant to subclauses 1.1.1 and/or 1.1.2 the owner information will be added to 

the Issuer's registry 

1.2 	Pursuant to 1.1, where the owner wishes their public key to remain unrevealed to 

the Issuer and therefore absent from the Issuer's registry, the most recent registrant 

will be considered the 'Owner' and will remain subject to all obligations and 

entitlements. 

Clause 3: Distribution of Income 

The issuer will pay share owners a share of all winnings in direct proportion to their 

percentage ownership within 30 days of race day. Share owners are defined here as holders 

of this contract on race day. 
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Clause 7: Maintenance fees 

Maintenance fees (all inclusive: stable fees; training; fodder; etc) are 1000 satoshis/day for 

the lifetime of this contract. Share owners agree to pay stable fees annually on 30 June in 

proportion to their ownership. Fees will accrue on a daily basis and will be transferred to 

new share owners in the event of a share transfer. 

Clause 28: Terminations 

This agreement terminates without prejudice immediately on any of the following 

conditions: 

28.4 Death of the named racehorse 

Issuance  

The Stable first registers the Racehorse with its own private key. This could be a 

15 	completely new private key, or it could use the mechanism substantially as described 

below in the section entitled "Method of sub-key generation" to derive it directly from the 

stable's own keys. 

The Stable then needs to seed-fund the Racehorse's account for the issuance transaction 

20 	which it does in STABLE-53-T1 (see figure 5). 

The racehorse then issues shares in itself to the various asset holders in RACEHORSE-53- 

T1 (see figure 6). The issuance transaction allows free transfer of asset directly by the 

owner since the contract states that no winnings are due if the costs are outstanding 

25 	(meaning that ownership is never directly revoked). Output 4 of this transaction creates a 

smart contract covering the racehorse itself allowing Clause 28 of the contract to be 

implemented. 

Cost Agent (Stable fees)  

30 	On a bi-annual basis, the Cost Agent responsible for billing the stable fees is triggered by 

the date. The costs are calculated as 1000 Satoshis / share / day (for the sake of simplicity, 

the example assumes that six months = 180 days). 

5 

10 
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To improve the cash flow, the Agent creates separate transactions for each public key 

owner, with the owners' details taken from the asset registry associated with the underlying 

contract (or Issuer's own private internal database) and current share allocation taken from 

	

5 	the Blockchain (based on the underlying BTC on the UTXO and the pegging rate specified 

on the contract). For details relating to pegging rates, see the section below regarding 

`codification scheme'. 

The high-level process for the Agent is: 

	

10 	- Determine ownership from the Ownership Registry and relevant UTXO 

o In this example, this provides a list of Stable — 5 (PubK-Stable), Alice — 3 

(PubK-Alice), Bob — 2 (PubK-Bob) 

- Calculate the total costs due for the period; 

o In this example, this provides a total of 180,000 Satoshis 

	

15 	- Determine the apportionment rules from the Contract; 

o In this example, only bill Alice (54,000 Satoshis) & Bob (36,000 Satoshis) 

and the Stable (90,000 Satoshis) 

- Create the payment transactions with no transaction inputs signed using the 

SIGHASH ANYONECANPAY marker (to allow the transaction input to be added 

	

20 	subsequently) 

o In this example, this is RACEHORSE-S3-T2 and RACEHORSE-S3-T3 

- Wait for the payments to be published onto the Blockchain. The contract itself will 

instruct the agent(s) on how to behave when payment is not received; for example, 

if a payment is not received within 14 days, a reminder may be sent and after 60 

	

25 	days the account marked as in arrears 

- Where the payment is subsequently received, update the monitoring agents to cease 

any further collection activities. 

Figure 7 shows the transaction relevant to this aspect of the example, wherein the first set 

	

30 	of stable fees need to be claimed from the investors (6 months' worth for 180000 Satoshi / 

share). Since the money is repaid to the stable, the cost transaction is not generated back to 

the hidden owner (although if the stable was trying to 'hide' its share then it would be so 
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that the public record on the Blockchain did not distinguish between owners). Because 

change cannot be provided to Alice or Bob, there is an assumed transaction to create the 

right sized transaction input (assumed to be ALICE-S3-T1 & BOB-S3-T1) 

	

5 	Investor Payment of Costs  

Upon receipt of the incomplete transaction, the investors (Alice and Bob) will allocate the 

correct transaction input to fulfil the fees and complete the transaction using their Bitcoin 

wallet. This adds the transaction input to the stubbed transaction RACEHORSE-S3-T2 

(for Alice) and RACEHORSE-S3-T3 (for Bob) — See figure 7. 

10 

Income Agent (Winnings)  

The winnings accrued by the Racehorse are paid out once the stable receives payment from 

the racetrack. Depending on the situation, the winnings might be received in BTC (for 

example, if the racing industry has enabled bitcoin transactions, or if the particular 

	

15 	racetrack has enabled winnings in bitcoin, etc.), or might be received in fiat currency. In 

the latter case the stable might perform a step to convert the winnings into BTC prior to 

performing the income distribution steps. 

The high-level process for this Agent is: 

	

20 	- Using the Contract determine how to accrue income for this investment 

o In this example, an external news feed is checked for details of the race 

results 

- Communicate with the relevant parties (as defined within the Contract) about the 

funding requirement 

	

25 	 o In this example, an e-mail is sent to the Stable containing an invoice to pay 

based on the winnings that they should receive on the Racehorse's behalf 

from the track 

- Determine ownership from the Ownership Repository 

o In this example, this provides a list of Stable — 5 (PubK-Stable), Alice — 3 

	

30 	 (PubK-Alice), Bob — 2 (PubK-Bob) 

- Wait for the income to be paid into the relevant account 
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o In this example, the winnings of £20,400 comes to 8OBTC is paid to the 

Public Key Hash address of the Racehorse 

- Calculate how to split the winnings due for the period; 

o In this example, this provides a total of 8BTC / share 

	

5 	- 	Determine the apportionment rules from the Contract; 

o In this example, Stable 40 BTC, Alice 24 BTC and Bob 16 BTC 

- Create the payment transaction(s) to pay the return 

Figure 8 shows a transaction in which the Racehorse passes the stable fees back to the 

	

10 	stable. Note that if the stable was not keeping its ownership secret then it is possible to 

have the stable fees paid directly to the stable by simply using the stable's public key rather 

than the racehorse's one in S3-T2 through S3-T5 

Other techniques and mechanisms which may be used in conjunction with the present 

	

15 	invention are now discussed in more detail below. 

Codification Scheme  

The metadata in the blockchain transaction can be formatted in a variety of ways. 

However, one possible codification scheme is described here. 

20 

A contract is transferable if the rights it defines are conferred upon the holder or owner of 

the contract. An example of a non-transferable contract is one in which the participants are 

named - that is, where the rights are conferred upon a specific named entity rather than the 

holder of the contract. 	Only transferable contracts are discussed in this codification 

25 scheme. 

A token represents a specific contract that details or defines rights conferred by a contract. 

A token can be a representation of the contract in the form of a bitcoin transaction. 

	

30 	This codification method uses metadata comprising three parameters or data items. This 

data may be indicative of: 

i) an amount of shares available under the contract 
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(this may be referred to herein as `NumShares'); 

ii) a quantity of transfer units to be transferred from a sender to at least one recipient 

(this may be referred to herein as 'ShareVal'); and 

iii) a factor for calculating a value for the quantity of transfer units 

	

5 	(this may be referred to herein as a 'pegging rate'). 

An advantage of this codification scheme is that it can be used to encapsulate or represent 

contracts as tokens on a blockchain using only the three parameters described above. In 

effect, the contract can be specified using a minimum of these three data items. As this 

	

10 	codification scheme can be used for any type of transferable contract, common algorithms 

can be devised and applied. Further detail of these metadata items is provided as follows. 

A divisible token is one in which the value on a transaction output may be subdivided into 

smaller amounts allocated across multiple tokens (i.e. allocated across multiple 

15 transactions). The archetype is tokenised fiat currency. Divisible contracts are defined as 

those that specify a non-zero PeggingRate. For divisible contracts the tokenised value 

transferred in the transaction output is tied to the underlying bitcoin (BTC) value via the 

PeggingRate. That is, the contract specifies the holder's rights in terms of a pegging-rate. 

For non-divisible tokens there is no PeggingRate and the contract specifies the holder's 

20 rights in terms of a fixed value (e.g. like a bearer bond: 'this contract is redeemable for 

exactly $1000' or a voucher 'this contract is redeemable for one haircut'). For non-divisible 

contracts the underlying transaction BTC value is irrelevant to the contract value. 

The phrase "Underlying BTC value" refers to the bitcoin amount (BTC) attached to the 

25 transaction output. In the Bitcoin protocol every transaction output must have non-zero 

BTC amount to be considered valid. In fact, the BTC amount must be greater than a set 

minimum (known as 'dust') which, at the time of writing, is currently set to 546 satoshis. 1 

bitcoin is defined as being equal to 100 million satoshis. As the bitcoin transactions are 

here used only as a means of facilitating an exchange of ownership, the actual underlying 

30 BTC amount is arbitrary: the true value lies in the contract specification. In theory every 

token could be carried by dust. 
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In accordance with the present codification scheme, specifically for divisible tokens, the 

underlying BTC value does have a meaning: it bears a relationship to the contract value via 

a PeggingRate. The PeggingRate is itself arbitrary and is chosen so as to keep the 

underlying BTC amount small. The reason for using a PeggingRate rather than simply 

5 underlying every token transaction with dust is because the protocol of the present 

invention facilitates divisibility: when a token is split into several transaction outputs of 

smaller amounts it is not necessary to adjust the original contract. Rather, the contract 

value of each subdivided token is simply calculated based on the PeggingRate and the 

subdivided amount of underlying BTC value. 

10 

A limited token is one in which a total issuance value is fixed (or 'limited') by a fixed non-

zero number of shares as defined by a quantity called NumShares. Therefore, no further 

shares may be issued under a limited contract. For example a contract for part ownership of 

a race horse is limited to 100% of the race horse (e.g. 100 shares at 1% each or 10 shares at 

15 	10% each, etc.). An unlimited contract implies that the issuer is able to underwrite further 

issuances of shares, for example by adding the required amount of fiat currency into their 

Reserve Account. NumShares must be explicitly stated on all contracts. Limited contracts 

must have NumShares > 0; unlimited contracts are denoted by setting NumShares = 0. 

20 	The archetypical example is a currency reserve (analogous to a gold reserve) such that the 

total value held in the reserve bank account matches the total value in promissory notes in 

existence (i.e. unredeemed tokens). This concept extends beyond currency reserves to 

include stock inventory. For example, an issuer of licensed printed t-shirt tokens may start 

with an inventory of 10,000 T-shirts in stock and may issue a divisible token to represent 

25 those 10,000 t-shirts (where, say, each share = 1 t-shirt). The original token could be 

subdivided and each subdivided token would be redeemable for a number of t-shirts 

according to the transaction output's underlying BTC value as defined by the PeggingRate. 

If demand increases, however, the issuer may decide to issue further shares (i.e. increase 

the number of shares in circulation by (say) another 10,000). In such cases it is incumbent 

30 on the issuer to deposit a further 10,000 t-shirts into his reserve account (i.e. stock 

warehouse) in order to underwrite the further issuance. Thus, the total number of t-shirts in 
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stock (where stock acts as 'reserve account') at any one time = the total number of 

unredeemed shares. 

PeggingRates only apply to divisible contracts, wherein the value of a share (represented 

	

5 	by a quantity called ShareVal) is pegged to the underlying BTC amount. For example, the 

contract might specify that the issuer promises to redeem the token at a rate of $10,000 for 

every underlying 1 BTC. That would mean (for example) that a transaction with a 

tokenised underlying output value of 15,400 satoshis would be redeemable for $1.54. A 

value of 0 for the PeggingRate indicates that the contract is non-divisible (i.e. can only be 

10 transferred whole, like a bearer bond). When the PeggingRate is set to 0 (meaning non-

divisible token) the underlying BTC value is not relevant to the contract value and can be 

set at any amount. Normally in this case it is desirable to keep the underlying BTC amount 

as small as possible (i.e. set to dust) to minimise operating costs. 

	

15 	NumShares is the total (fixed) number of shares available under the (Limited) contract. For 

limited contracts NumShares must be a whole number greater than zero. For unlimited 

contracts NumShares is not fixed as more shares can be issued at any time (provided they 

are underwritten), which is denoted by setting the value to 0. 

20 A share is defined as the unit of transfer and the ShareVal is the value of that unit. For 

example, for fiat currency, the unit of transfer may be set to 1 cent. Or, for example, it may 

be set to 50 cents, in which case transfers may only be executed in 'lots' of 50 cents. 

ShareVal may also be expressed as a percentage: for example if a breeder wants to sell a 

racehorse in 10 equal shares then the ShareVal = 10%. ShareVal must be > 0 and must be 

	

25 	defined on the contract. 

Totallssuance represents the total value of shares issued. This value only relates to limited 

contracts as for unlimited contracts the issuance is not fixed and more shares may be 

issued. If the shares are expressed as a percentage then the Totallssuance = 100% by 

30 definition. 
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For limited contracts NumShares, ShareVal, and TotalIssuance are related in the following 

way: 

NumShares x ShareVal = TotalIssuance. 

5 A value of 0 for TotalIssuance implies it is an unlimited contract. An example of an 

unlimited contract is fiat currency (so TotalIssuance is set to 0); examples of limited 

contracts are: (i) limited edition commemorative coins (1000 minted, where 1 share = 1 

coin): TotalIssuance = 1000 x 1 = 1000 coins; and (ii) seats at a ticketed venue, where 

TotalIssuance = total number of seats available. 

10 

The circulation is defined as the total value of unspent tokens (i.e. as determined by 

transactions in UTXO — unspent transaction output). The full set of all unspent transactions 

is kept in a list available to all bitcoin nodes. For example, if an issuer initially issues 

$10,000 as fiat currency type tokens and over time $5500 worth of tokens are redeemed, 

15 then the circulation = $4500 (being the value of unredeemed tokens). This value should 

reconcile to the balance in the associated reserve account. 

Method of Sub-key Generation  

The above description refers to situations where it is advantageous to generate a sub-key 

20 	from an original (master) key. A method for achieving this is now provided for illustration 

of one way in which this could be performed. The following description is provided with 

reference to Figures 12 to 18. 

Figure 12 illustrates a system 1 that includes a first node 3 which is in communication with 

25 	a second node 7 over a communications network 5. The first node 3 has an associated first 

processing device 23 and the second node 5 has an associated second processing device 27. 

The first and second nodes 3, 7 may include an electronic device, such as a computer, 

phone, tablet computer, mobile communication device, computer server etc. In one 

example, the first node 3 may be a client (user) device and the second node 7 may be a 

30 	server. The server may be a digital wallet provider's server. 
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The first node 3 is associated with a first asymmetric cryptography pair having a first node 

master private key (Vic) and a first node master public key (Pic). The second node (7) is 

associated with a second asymmetric cryptography pair having a second node master 

private key (Vis) and a second node master public key (Pis). In other words, the first and 

	

5 	second nodes are each in possession of respective public-private key pairs. 

The first and second asymmetric cryptography pairs for the respective first and second 

nodes 3, 7 may be generated during a registration process, such as registration for a wallet. 

The public key for each node may be shared publicly, such as over communications 

	

10 	network 5. 

To determine a common secret (CS) at both the first node 3 and second node 7, the nodes 

3, 7 perform steps of respective methods 300, 400 without communicating private keys 

over the communications network 5. 

15 

The method 300 performed by the first node 3 includes determining 330 a first node 

second private key (V2c) based on at least the first node master private key (Vic) and a 

Generator Value (GV). The Generator Value may be based on a message (M) that is a 

shared between the first and second nodes, which may include sharing the message over 

	

20 	the communications network 5 as described in further detail below. The method 300 also 

includes determining 370 a second node second public key (P2s) based on at least the 

second node master public key (Pis) and the Generator Value (GV). The method 300 

includes determining 380 the common secret (CS) based on the first node second private 

key (V2c) and the second node second public key (P2s). 

25 

Importantly, the same common secret (CS) can also be determined at the second node 7 by 

method 400. The method 400 includes determining 430 a first node second public key 

(P2c) based on the first node master public key (Pic) and the Generator Value (GV). The 

method 400 further include determining 470 a second node second private key (V2s) based 

	

30 	on the second node master private key (V is) and the Generator Value (GV). The method 

400 includes determining 480 the common secret (CS) based on the second node second 

private key (V2s) and the first node second public key (P2c). 
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The communications network 5 may include a local area network, a wide area network, 

cellular networks, radio communication network, the internet, etc. These networks, where 

data may be transmitted via communications medium such as electrical wire, fibre optic, or 

	

5 	wirelessly may be susceptible to eavesdropping, such as by an eavesdropper 11. The 

method 300, 400 may allow the first node 3 and second node 7 to both independently 

determine a common secret without transmitting the common secret over the 

communications network 5. 

	

10 	Thus one advantage is that the common secret (CS) may be determined securely and 

independently by each node without having to transmit a private key over a potentially 

unsecure communications network 5. In turn, the common secret may be used as a secret 

key (or as the basis of a secret key). 

	

15 	The methods 300, 400 may include additional steps. See Figure 13. The method 300 may 

include, at the first node 3, generating a signed message (SM1) based on the message (M) 

and the first node second private key (V2c). The method 300 further includes sending 360 

the first signed message (SM1), over the communications network, to the second node 7. 

In turn, the second node 7 may perform the steps of receiving 440 the first signed message 

	

20 	(SM1). The method 400 also includes the step of validating 450 the first signed message 

(SM2) with the first node second public key (P2c) and authenticating 460 the first node 3 

based on the result of validating the first signed message (SM1). Advantageously, this 

allows the second node 7 to authenticate that the purported first node (where the first 

signed message was generated) is the first node 3. This is based on the assumption that 

	

25 	only the first node 3 has access to the first node master private key (Vic) and therefore 

only the first node 3 can determine the first node second private key (V2c) for generating 

the first signed message (SM1). It is to be appreciated that similarly, a second signed 

message (SM2) can be generated at the second node 7 and sent to the first node 3 such that 

the first node 3 can authenticate the second node 7, such as in a peer-to-peer scenario. 

30 

Sharing the message (M) between the first and second nodes may be achieved in a variety 

of ways. In one example, the message may be generated at the first node 3 which is then 
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sent, over the communications network 5, the second node 7. Alternatively, the message 

may be generated at the second node 7 and then sent, over the communications network 5, 

to the second node 7. In some examples, the message (M) may be public and therefore 

may be transmitted over an unsecure network 5. One or more messages (M) may be stored 

	

5 	in a data store 13, 17, 19. The skilled person will realise that sharing of the message can be 

achieved in a variety of ways. 

Advantageously, a record to allow recreation of the common secret (CS) may be kept 

without the record by itself having to be stored privately or transmitted securely. 

10 

Method of registration 100, 200  

An example of a method of registration 100, 200 will be described with reference to Figure 

14, where method 100 is performed by the first node 3 and method 200 is performed by the 

second node 7. This includes establishing the first and second asymmetric cryptography 

	

15 	pairs for the respective first and second nodes 3, 7. 

The asymmetric cryptography pairs include associated private and public keys, such as 

those used in public-key encryption. In this example, the asymmetric cryptography pairs 

are generated using Elliptic Curve Cryptography (ECC) and properties of elliptic curve 

20 operations. 

In the method 100, 200, this includes the first and second nodes agreeing 110, 210 on a 

common ECC system and using a base point (G). (Note: the base point could be referred 

to as a Common Generator, but the term 'base point' is used to avoid confusion with the 

	

25 	Generator Value GV). In one example, the common ECC system may be based on 

secp256K1 which is an ECC system used by Bitcoin. The base point (G) may be selected, 

randomly generated, or assigned. 

Turning now to the first node 3, the method 100 includes settling 110 on the common ECC 

	

30 	system and base point (G). This may include receiving the common ECC system and base 

point from the second node 7, or a third node 9. Alternatively, a user interface 15 may be 

associated with the first node 3, whereby a user may selectively provide the common ECC 
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system and/or base point (G). In yet another alternative one or both of the common ECC 

system and/or base point (G) may be randomly selected by the first node 3. The first node 

3 may send, over the communications network 5, a notice indicative of using the common 

ECC system with a base point (G) to the second node 7. In turn, the second node 7 may 

	

5 	settle 210 by sending a notice indicative of an acknowledgment to using the common ECC 

system and base point (G). 

The method 100 also includes the first node 3 generating 120 a first asymmetric 

cryptography pair that includes the first node master private key (Vic) and the first node 

	

10 	master public key (Pic). This includes generating the first master private key (Vic) based, 

at least in part, on a random integer in an allowable range specified in the common ECC 

system. This also includes determining the first node master public key (Pic) based on 

elliptic curve point multiplication of the first node master private key (Pic) and the base 

point (G) according to the formula: 

	

15 	Pic = Vic x G 	 (Equation 1) 

Thus the first asymmetric cryptography pair includes: 

Vic : The first node master private key that is kept secret by the first node. 

Pic: The first node master public key that is made publicly known. 

The first node 3 may store the first node master private key (Vic) and the first node master 

public key (Pic) in a first data store 13 associated with the first node 3. For security, the 

first node master private key (Vic) may be stored in a secure portion of the first data store 

13 to ensure the key remains private. 

The method 100 further includes sending 130 the first node master public key (Pic), over 

the communications network 5, to the second node 7, as shown in figure 14. The second 

node 7 may, on receiving 220 the first node master public key (Pic), store 230 the first 

node master public key (Pic) in a second data store 17 associated with the second node 7. 

Similar to the first node 3, the method 200 of the second 7 includes generating 240 a 

second asymmetric cryptography pair that includes the second node master private key 

20 

25 

30 
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(Vis) and the second node master public key (Pis). The second node master private key 

(Vis) is also a random integer within the allowable range. In turn, the second node master 

public key (Pis) is determined by the following formula: 

Pis = Vis x G 	 (Equation 2) 

5 

Thus the second asymmetric cryptography pair includes: 

Vis : The second node master private key that is kept secret by the second node. 

Pis: The second node master public key that is made publicly known. 

10 	The second node 7 may store the second asymmetric cryptography pair in the second data 

store 17. The method 200 further includes sending 250 the second node master public key 

(Pis) to the first node 3. In turn, the first node 3 may receive 140 and stores 150 the second 

node master public key (Pis). 

15 	It is to be appreciated that in some alternatives, the respective public master keys may be 

received and stored at a third data store 19 associated with the third node 9 (such as a 

trusted third party). This may include a third party that acts as a public directory, such as a 

certification authority. Thus in some examples, the first node master public key (Pic) may 

requested and received by the second node 7 only when determining the common secret 

20 	(CS) is required (and vice versa). 

The registration steps may only need to occur once as an initial setup. 

Session initiation and determining the common secret by the first node 3  

25 	An example of determining a common secret (CS) will now be described with reference to 

Figure 15. The common secret (CS) may be used for a particular session, time, 

transaction, or other purpose between the first node 3 and the second node 7 and it may not 

be desirable, or secure, to use the same common secret (CS). Thus the common secret 

(CS) may be changed between different sessions, time, transactions, etc. 

30 

The following is provided for illustration of the secure transmission technique which has 

been described above. 
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Generating a message (M) 310  

In this example, the method 300 performed by the first node 3 includes generating 310 a 

message (M). The message (M) may be random, pseudo random, or user defined. In one 

	

5 	example, the message (M) is based on Unix time and a nonce (and arbitrary value). For 

example, the message (M) may be provided as: 

Message (M) = UnixTime + nonce 	 (Equation 3) 

In some examples, the message (M) is arbitrary. However it is to be appreciated that the 

	

10 	message (M) may have selective values (such as Unix Time, etc) that may be useful in 

some applications. 

The method 300 includes sending 315 the message (M), over the communications network 

3, to the second node 7. The message (M) may be sent over an unsecure network as the 

	

15 	message (M) does not include information on the private keys. 

Determining a Generator Value (GV) 320  

The method 300 further includes the step of determining 320 a Generator Value (GV) 

based on the message (M). In this example, this includes determining a cryptographic hash 

	

20 	of the message. An example of a cryptographic hash algorithm includes SHA-256 to 

create a 256-bit Generator Value (GV). That is: 

GV = SHA-256(M) 	 (Equation 4) 

It is to be appreciated that other hash algorithms may be used. This may include other has 

	

25 	algorithms in the Secure Hash Algorithm (SHA) family. Some particular examples include 

instances in the SHA-3 subset, including SHA3-224, SHA3-256, SHA3-384, SHA3-512, 

SHAKE128, SHAKE256. Other hash algorithms may include those in the RACE Integrity 

Primitives Evaluation Message Digest (RIPEMD) family. A particular example may 

include RIPEMD-160. Other hash functions may include families based on Zemor-Tillich 

	

30 	hash function and knapsack-based hash functions. 

Determining a first node second private key 330 
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The method 300 then includes the step 330 of determining 330 the first node second 

private key (V2c) based on the second node master private key (Vic) and the Generator 

Value (GV). This can be based on a scalar addition of the first node master private key 

(Vic) and the Generator Value (GV) according to the following formula: 

	

5 	 V2c = VIC ± GV 
	

(Equation 5) 

Thus the first node second private key (V2c) is not a random value but is instead 

deterministically derived from the first node master private key. The corresponding public 

key in the cryptographic pair, namely the first node second public key (P2c), has the 

	

10 	following relationship: 

P2C = V2c x G 	 (Equation 6) 

Substitution of V2c from Equation 5 into Equation 6 provides: 

P2C = (Vic + GV) x G 	 (Equation 7) 

	

15 	where the ' + ' operator refers to elliptic curve point addition. Noting that elliptic curve 

cryptography algebra is distributive, Equation 7 may be expressed as: 

P2C = Vic x G + GV x G 	 (Equation 8) 

Finally, Equation 1 may be substituted into Equation 7 to provide: 

	

20 	Plc = Pic ± GV x G 	 (Equation 9.1) 

P2C = Pic + SHA-256(M) x G 	 (Equation 9.2) 

Thus the corresponding first node second public key (P2c) can be derivable given 

knowledge of the first node master public key (Pic) and the message (M). The second 

	

25 	node 7 may have such knowledge to independently determine the first node second public 

key (P2c) as will be discussed in further detail below with respect to the method 400. 

Generate a first signed message (SM]) based on the message and the first node second 

private key 350  

	

30 	The method 300 further includes generating 350 a first signed message (SM1) based on the 

message (M) and the determined first node second private key (V2c). Generating a signed 

message includes applying a digital signature algorithm to digitally sign the message (M). 
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In one example, this includes applying the first node second private key (V2c) to the 

message in an Elliptic Curve Digital Signature Algorithm (ECDSA) to obtain the first 

signed message (SM1). Examples of ECDSA include those based on ECC systems with 

secp256k1, secp256r1, secp384r1, se3cp521r1. 

5 

The first signed message (SM1) can be verified with the corresponding first node second 

public key (P2c) at the second node 7. This verification of the first signed message (SM1) 

may be used by the second node 7 to authenticate the first node 3, which will be discussed 

in the method 400 below. 

10 

Determine a second node second public key 370'  

The first node 3 may then determine 370 a second node second public key (P2s). As 

discussed above, the second node second public key (P2s) may be based at least on the 

second node master public key (Pis) and the Generator Value (GV). In this example, since 

15 	the public key is determined 370' as the private key with elliptic curve point multiplication 

with the base point (G), the second node second public key (P2s) can be expressed, in a 

fashion similar to Equation 6, as: 

P2S = V2s x G 	 (Equation 10.1) 

P2S = Pis + GV x G 	 (Equation 10.2) 

20 

The mathematical proof for Equation 10.2 is the same as described above for deriving 

Equation 9.1 for the first node second public key (P2c). It is to be appreciated that the first 

node 3 can determine 370 the second node second public key independently of the second 

node 7. 

25 

Determine the common secret 380 at the first node 3  

The first node 3 may then determine 380 the common secret (CS) based on the determined 

first node second private key (V2c) and the determined second node second public key 

(P2s). The common secret (CS) may be determined by the first node 3 by the following 

30 formula: 

S = V2c x  P2s 
	 (Equation 11) 
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Method 400 performed at the second node 7  

The corresponding method 400 performed at the second node 7 will now be described. It 

is to be appreciated that some of these steps are similar to those discussed above that were 

performed by the first node 3. 

5 

The method 400 includes receiving 410 the message (M), over the communications 

network 5, from the first node 3. This may include the message (M) sent by the first node 

3 at step 315. The second node 7 then determines 420 a Generator Value (GV) based on 

the message (M). The step of determining 420 the Generator Value (GV) by the second 

10 	node 7 is similar to the step 320 performed by the first node described above. In this 

example, the second node 7 performs this determining step 420 independent of the first 

node 3. 

The next step includes determining 430 a first node second public key (P2c) based on the 

15 	first node master public key (Pic) and the Generator Value (GV). In this example, since 

the public key is determined 430' as the private key with elliptic curve point multiplication 

with the base point (G), the first node second public key (P2c) can be expressed, in a 

fashion similar to Equation 9, as: 

P2C = V2c x G 	 (Equation 12.1) 

20 	 P2C = Pic + GV x G 	 (Equation 12.2) 

The mathematical proof for Equations 12.1 and 12.2 is the same as those discussed above 

for Equations 10.1 and 10.2. 

25 	The second node 7 authenticating the first node 3  

The method 400 may include steps performed by the second node 7 to authenticate that the 

alleged first node 3, is the first node 3. As discussed previously, this includes receiving 

440 the first signed message (SM1) from the first node 3. The second node 7 may then 

validate 450 the signature on the first signed message (SM1) with the first node second 

30 	public key (P2c) that was determined at step 430. 
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Verifying the digital signature may be done in accordance with an Elliptic Curve Digital 

Signature Algorithm (ECDSA) as discussed above. Importantly, the first signed message 

(SM1) that was signed with the first node second private key (V2c) should only be 

correctly verified with the corresponding first node second public key (P2c), since V2C and 

	

5 	P2C form a cryptographic pair. Since these keys are deterministic on the first node master 

private key (Vic) and the first node master public key (Pic) that were generated at 

registration of the first node 3, verifying first signed message (SM1) can be used as a basis 

of authenticating that an alleged first node sending the first signed message (SM1) is the 

same first node 3 during registration. Thus the second node 7 may further perform the step 

	

10 	of authenticating (460) the first node 3 based on the result of validating (450) the first 

signed message — see Figure 16. 

The second node 7 determining the common secret 

The method 400 may further include the second node 7 determining 470 a second node 

	

15 	second private key (V2s) based on the second node master private key (V is) and the 

Generator Value (GV). Similar to step 330 performed by the first node 3, the second node 

second private key (V2s) can be based on a scalar addition of the second node master 

private key (Vis) and the Generator Value (GV) according to the following formulas: 

V2s = Vis + GV 	 (Equation 13.1) 

	

20 	 V2s = Vis + SHA-256(M) 	 (Equation 13.2) 

The second node 7 may then, independent of the first node 3, determine 480 the common 

secret (CS) based on the second node second private key (V2s) and the first node second 

public key (P2c) based on the following formula: 

	

25 	 S = V2s x P2C 	 (Equation 14) 

Proof of the common secret (CS) determined by the first node 3 and second node 7 

The common secret (CS) determined by the first node 3 is the same as the common secret 

(CS) determined at the second node 7. Mathematical proof that Equation 11 and Equation 

	

30 	14 provide the same common secret (CS) will now be described. 
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Turning to the common secret (CS) determined by the first node 3, Equation 10.1 can be 

substituted into Equation 11 as follows: 

S = V2C x P2S 	 (Equation 11) 

S = V2C X (V2S X G) 

	

5 	 S= (V2c x V2s) x G 	 (Equation 15) 

Turning to the common secret (CS) determined by the second node 7, Equation 12.1 can be 

substituted into Equation 14 as follows: 

S = V2s x P2c 	 (Equation 14) 

	

10 	 S = V2S X (V2C X G) 

S = (V2s x V2c) x G 	 (Equation 16) 

Since ECC algebra is commutative, Equation 15 and Equation 16 are equivalent, since: 

S = (V2c x V2s) x G = (V2s x V2c) x G 	(Equation 17) 

15 

The common secret (CS) and secret key  

The common secret (CS) may now be used as a secret key, or as the basis of a secret key in 

a symmetric-key algorithm for secure communication between the first node 3 and second 

node 7. 

20 

The common secret (CS) may be in the form of an elliptic curve point (xs, ys). This may 

be converted into a standard key format using standard publicly known operations agreed 

by the nodes 3, 7. For example, the xs value may be a 256-bit integer that could be used as 

a key for AES256 encryption. It could also be converted into a 160-bit integer using 

25 	RIPEMD160 for any applications requiring this length key. 

The common secret (CS) may be determined as required. Importantly, the first node 3 

does not need to store the common secret (CS) as this can be re-determined based on the 

message (M). In some examples, the message(s) (M) used may be stored in data store 13, 

30 	17, 19 (or other data store) without the same level of security as required for the master 

private keys. In some examples, the message (M) may be publicly available. 
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However depending on some application, the common secret (CS) could be stored in the 

first data store (X) associated with the first node provided the common secret (CS) is kept 

as secure as the first node master private key (Vic). 

	

5 	Advantageously, this technique can be used to determine multiple common secrets that 

may correspond to multiple secure secret keys based on a single master key cryptography 

pair. 

Hierarchy of Generator Values (keys)  

	

10 	For example, a series of successive Generator Values (GVs) may be determined, where 

each successive GV may be determined based on the preceding Generator Value (GV). 

For example, instead of repeating steps 310 to 370 and 410 to 470 to generate successive 

single-purpose keys, by prior agreement between the nodes, the previously used Generator 

Value (GV) can be rehashed repeatedly by both parties to establish a hierarchy of 

	

15 	Generator Values. In effect, the Generator Value, based on the hash of a message (M), can 

be a next generation message (M') for the next generation of Generator Value (GV'). 

Doing this allows successive generations of shared secrets to be calculated without the 

need for further protocol-establishment transmissions, in particular transmission of 

multiple messages for each generation of common secrets. The next generation common 

	

20 	secret (CS') can be computed as follows. 

Firstly, both the first node 3 and the second node 7 independently determine the next 

generation of the Generator Value (GV'). This is similar to steps 320 and 420 but adapted 

with the following formulas: 

	

25 	 M' = SHA-256(M) 	 (Equation 18) 

GV' = SHA-256(M') 	 (Equation 19.1) 

GV' = SHA-256(SHA-256(M)) 	 (Equation 19.2) 

The first node 3 may then determine the next generation of the second node second public 

	

30 	key (P2s') and the first node second private key (V2c') similar to steps 370 and 330 

described above, but adapted with the following formulas: 

P2s'  = Pis + GV' x G 	 (Equation 20.1) 
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V2C'  = Vic + GV' 	 (Equation 20.2) 

The second node 7 may then determine the next generation of the first node second public 

key (P2c') and the second node second private key (V2s') similar to steps 430 and 470 

	

5 	described above, but adapted with the following formulas: 

Plc'  = Pic + GV' x G 	 (Equation 21.1) 

V2s'  = Vis + GV' 	 (Equation 21.2) 

The first node 3 and the second node 7 may then each determine the next generation 

	

10 	common secret (CS'). In particular, the first node 3 determines the next generation 

common secret (CS') with the formula: 

CS' = V2C'  x P2s' 	 (Equation 22) 

The second node 7 determines the next generation common secret (CS') with the formula: 

	

15 	 CS' = V2s'  X Plc' 
	

(Equation 23) 

Further generations (CS", CS'", etc.) can be calculated in the same way to create a chain 

hierarchy. This technique requires that both the first node 3 and the second node 7 keep 

track of the original Message (M) or the originally calculated Generator Value (GV), and 

	

20 	to which node it relates. As this is publicly known information there are no security issues 

regarding the retention of this information. Accordingly, this information might be kept on 

`hash tables' (linking hash values to public keys) and distributed freely across the network 

5 (for example using Torrent). Furthermore, if any individual common secret (CS) in the 

hierarchy is ever compromised, this does not affect the security of any other common 

	

25 	secrets in the hierarchy provided the private keys Vic, Vis remain secure. 

Tree structure of keys  

As well as a chain (linear) hierarchy as described above, a hierarchy in the form of a tree 

structure can be created. With a tree structure, a variety of keys for different purposes such 

	

30 	as authentication keys, encryption keys, signing keys, payment keys, etc. may be 

determined whereby these keys are all linked to a single securely maintained master key. 

This is best illustrated in Fig. 17 that shows a tree structure 901 with a variety of different 
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keys. Each of these can be used to create a shared secret with another party. Tree 

branching can be accomplished in several ways, three of which are described below. 

(i) Master key spawning  

	

5 	In the chain hierarchy, each new 'link' (Public/Private key pair) is created by adding a 

multiply rehashed Message to the original master key. For example, (showing only the 

private key of the first node 3 for clarity): 

V2C = Vic + SHA-256(M) 	 (Equation 24) 

V2C' = Vic + SHA-256(SHA-256(M)) 	 (Equation 25) 

	

10 	 V2C" = Vic + SHA-256(SHA-256(SHA-256(M))) 	(Equation 26) 

... and so on. 

To create a branch, any key can be used as a sub-master key. For example V2c' can be used 

as a sub-master key (V3c) by adding the hash to it as is done for the regular master key: 

	

15 	 V3c = V2c' + SHA-256(M) 	 (Equation 27) 

The sub-master key (V3c) may itself have a next generation key (V3c'), for example: 

V3c' = V2c' + SHA-256(SHA-256(M)) 	 (Equation 28) 

	

20 	This provides a tree structure 903 using the master key spawning method as shown in 

Figure 18. 

(ii) Logical Association  

In this method all the nodes in the tree (public/private key pairs) are generated as a chain 

	

25 	(or in any other way) and the logical relationships between the nodes in the tree is 

maintained by a table in which each node in the tree is simply associated with its parent 

node in the tree using a pointer. Thus the pointer may be used to determine the relevant 

public/private key pairs for determining the common secret key (CS) for the session. 

	

30 	(iii) Message Multiplicity  

New private/public key pairs can be generated by introducing a new message at any point 

in the chain or tree. The message itself may be arbitrary or may carry some meaning or 
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function (e.g. it might be related to a 'real' bank account number, etc). It may be desirable 

that such new messages for forming the new private/public key pairs are securely retained. 

Illustrative Computing Agent for use with the invention  

	

5 	The present invention can utilise a computing resource or agent to perform automated 

aspects of the contract process. An example of a suitable agent is provided below, 

although other implementations may be used. 

The agent may operate in conjunction with the blockchain, using it as the non-erasable tape 

	

10 	in the implementation of a Turing machine. This agent runs in parallel with the blockchain 

network, overseeing and handling the execution of a (looping) process. The looping 

process is designed to perform a given task such as, for example, the automation of a 

process or control of a device or system. This parallel resource monitors the state of the 

blockchain and can cause transactions to be written to the blockchain. In one sense, it 

	

15 	utilises the Blockchain as a non-erasable tape of the Turing Machine, with the following 

definitions and features: 

1. the Blockchain acts as the tape of the Turing Machine. Each transaction in the 

Blockchain represents a cell on the tape. This cell can contain symbols from a finite 

alphabet. 

	

20 	2. The tape head can read information from the blocks that have already been written 

onto the Blockchain. 

3. The tape head can write new blocks, containing many transactions, to the end of the 

Blockchain. However, they cannot write onto blocks that already exist. As such, the 

Blockchain tape is non-erasable. 

	

25 	4. Metadata for each transaction can be stored as part of a multi-signature pay-to- 

script-hash (P2SH) transaction. 

An important function of the agent is to act as an automated entity that monitors the current 

state of the Blockchain. It can also receive a signal or input from any off-block source. 

	

30 	Depending on the Blockchain state and/or a received input, the agent may perform certain 

actions. The agent decides which action(s) are to be performed. These may or may not 

involve actions in the 'real world' (i.e. off block) and/or actions on the Blockchain (such as 
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creating and broadcasting new transactions). The action that the agent takes may be 

triggered by the Blockchain state. The agent may also decide on the next set of 

transactions to be broadcast to the Bitcoin network, and subsequently written to the 

Blockchain. 

5 

The agent's action(s) run in parallel and simultaneously to the Blockchain (eg Bitcoin) 

network. In a sense, this extends the function of blockchain (eg Bitcoin) script. This 

continuous monitoring implements the 'loop' control-flow constructs making the 

combined agent and Blockchain system Turing Complete. 

10 

The Turing Machine includes two stacks: 

• Data stack: This is represented by the Blockchain as described above. 

• Control stack: This is represented by the agent function. This stores information 

relating to the repeat control-flow function. 

15 	The separation of the control stack from the data stack provides the advantage of 

preventing infinite loops from occurring within the Bitcoin core, mitigating denial-of-

service attacks. 

The agent manages and runs subroutines that are able to loop via any type of loop construct 

20 	(e.g. FOR-NEXT; REPEAT UNTIL; etc). An illustrative embodiment described herein 

includes a process using one example of the 'repeat' construct. The user may specify the 

index (i) and the limit (J) . These represent the current iteration number (typically counted 

starting from 0) and the total number of iterations of the repeat loop respectively. 

25 	For each iteration: 

1. The Index increments by 1. For the exit condition, the iterations will stop when the 

index reaches the limit 

2. A code block containing an "if condition then action" (ICTA) statement is 

executed; the action may be any action on or off the blockchain; 

30 	3. A cryptographic hash of this subroutine is computed. This can be stored in the 

Blockchain as part of a transaction. Since the hash is unique to each code, it will 

enable verification of which code has been used 
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The body of the loop includes a code block. Each code block contains a "If condition then 

action" (ICTA) statement. This monitors the current state of the Blockchain for 

transactions matching the: 

	

5 	• 	Start or triggering condition (e.g when a particular date is reached). 

• Repeat condition (i.e. a metadata or hash associated with the previous iteration). 

• Stop condition (i.e. last iteration of the loop). 

The ICTA statement enables the agent to decide on the next transaction to make, based on 

	

10 	the current state of the blockchain. Making the next transaction involves broadcasting the 

transaction onto the Bitcoin network, and writing the new transaction onto the Blockchain. 

This acts as a record that this iteration has been executed. Once the transaction has been 

written onto the Blockchain, the Manager will subsequently find that the previous iteration 

has been executed and written onto the Blockchain, and will execute the next iteration. The 

	

15 	latter continues until the repeat loop exits when the index (i) reaches the limit (J) specified 

in the code block. 

Each transaction is saved in the blockchain in a way that can be reused. In a Bitcoin 

implementation, each signature in a transaction is appended with a SIGHASH flag. This 

	

20 	flag can take on different values, each indicating whether other parts of the transaction can 

be amended without involvement of the owner of this signature. A reusable transaction has 

the SIGHASH flag `SigHash AnyoneCanPay' in one of the transaction inputs. This 

permits anyone to contribute to the inputs of the transaction. This parameter enables the 

agent's ICTA function to be executed and repeated multiple times and with different 

	

25 	inputs. Use of the function can be restricted to authorised parties — for example, via 

copyright of the reusable transaction. 

The 'If condition' section of the ICTA code block can monitor any type of condition. This 

is similar to other programming languages (e.g. C, C++, Java) and not limited to 

	

30 	information stored on the Blockchain. For example, it could monitor the date and time (i.e. 

when a certain date and time are reached) or monitor the weather (i.e. when the 
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temperature is below 10 °C and it is raining), monitor the conditions of a contract or a trust 

(i.e. when company A buys company B). 

The 'Then action' section of the ICTA code block can execute a number of actions. The 

	

5 	invention is not limited with regard to the number or type of actions that can be taken. The 

action is not limited to a transaction on the Blockchain, although a transaction containing 

metadata related to the action may be written on the Blockchain. 

The metadata can be of any form. However, in one embodiment, the metadata may store a 

	

10 	hyperlink to a file containing more data or instructions relating to the action. The 

metadata may store both a hyperlink to a hash table containing more data or instructions 

relating to the action along with a hash of the action that acts as the loop-up key for the 

hash table. 

	

15 	The agent's control stack can be implemented in a number of ways that are specific to the 

needs of each user. For example, the repeat loop of the control stack can be based on any 

Turing Complete language. One possible choice of language is the Forth style stack-based 

language. An advantage of using this language is that it keeps the control stack consistent 

in programming style with the Bitcoin scripts which are already known and in wide usage. 

20 

Using the Bitcoin Script's Alternate Stack as a Data Storage Space  

The Bitcoin script contains commands, also called op codes, which enable users to move 

data onto an alternative stack, known as the 'alt stack'. 

	

25 	The op codes are: 

• OP TOALTSTACK - which moves data from the top of the main stack onto the 

top of the alt stack. 

• OP FROMALTSTACK - which moves data from the top of the alt stack to the top 

of the main stack. 

30 

This enables data from intermediate steps of calculations to be stored in the alt stack, 

similar to the 'memory' function which allows data to be stored on the calculator. In one 
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embodiment, the alt stack is used for configuring bitcoin scripts to solve small computation 

tasks and returning the results in the computation. 

Using a Code Register to Manage the Agent 

	

5 	The agent also manages a registry of all the codes that it owns and runs. This registry is 

structured like a lookup table or dictionary that maps a specific key to a specific value. The 

key and value pair is represented by the hash of the code block (Hi) and the IPv6 address 

of where the code is stored respectively. To retrieve the code block using the key Hi, the 

lookup table is used to retrieve the associated value (this is the location where the code is 

	

10 	stored) and retrieves the source code accordingly. The implementation of the code 

registry can vary. 

Transaction Metadata of the Agent's Code, and Re-Spawning of the Loop  

Information required to respawn the agent's loop at a particular iteration is stored as 

	

15 	metadata in the transaction recorded on the Blockchain. 

In this way, a transaction on the blockchain stores or provides access to information about 

a given iteration of the loop which is being executed on the agent. This information can 

include the values of any variables associated with the loop, such as index i, and any other 

	

20 	necessary information such as values for parameters used in the code block or location- 

related data specifying where further required information can be accessed. 

The metadata itself is stored as part of a multi-signature pay-to-script-hash script (P2SH) in 

the transaction. The metadata recorded with the transaction also gives the ability to record 

	

25 	an audit trail of how the code has been executed in the past. 

There are several ways in which the agent could respawn the repeat loop code block at 

each iteration. The code block might be hard-coded into the agent itself, or could be stored 

in a private or publicly available file, or stored as an entry on a private or public hash table 

	

30 	file, or a combination of the above. The code block could be static with hard-coded 

variables or could be static but contain parameter(s) that can be populated. The parameters 

could be single values of any data format, or could be small chunks of code, or be 
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combinations of the above. The parameters could be populated by retrieving them directly 

from metadata in a transaction (e.g. bitcoin transaction) or from an external source such as 

an internal database or a private/public file or hash table or any combination of the above. 

Pointers to the external source of parameter values might be stored in metadata in a 

5 transaction. 

The following steps provide one example of how the agent can respawn a repeat loop code 

block at the ith iteration. In this example, the code registry is a hash table whereby the 

hash values act as look-up keys for the table and are stored in metadata on transactions. 

10 

1. The agent monitors the Blockchain for transactions that contain hashes of the code 

block that matches entries in the code registry. 

2. The agent finds a transaction that contains the corresponding hash (Hi). 

3. The agent reads the `Metadata-CodeHash', gets the CodeHash field to get Hi and 

15 	uses it to retrieve the code (CO. If RIPEMD-160(SHA256(Ci)) equals Hi, the code 

has not been changed and it is safe to proceed to the next step. 

4. The agent reads the `Metadata-CodeHash' which stores the index I, and respawns 

the code at the ith  iteration. In other words, the loop is 'reloaded' at the appropriate 

iteration 

20 

	

	5. The signature of the User is included in the P2SH command to verify the origin of 

the metadata. 

6. The agent reads the `Metadata-OutputHash' and `Metadata-OutputPointer' to 

retrieve the output of the previous steps, if these data are required for this iteration 

of the loop. 

25 

It should be noted that the above-mentioned embodiments illustrate rather than limit the 

invention, and that those skilled in the art will be capable of designing many alternative 

embodiments without departing from the scope of the invention as defined by the 

appended claims. In the claims, any reference signs placed in parentheses shall not be 

30 construed as limiting the claims. The word "comprising" and "comprises", and the like, 

does not exclude the presence of elements or steps other than those listed in any claim or 

the specification as a whole. In the present specification, "comprises" means "includes or 

consists of and "comprising" means "including or consisting of'. The singular reference 
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of an element does not exclude the plural reference of such elements and vice-versa. The 

invention may be implemented by means of hardware comprising several distinct elements, 

and by means of a suitably programmed computer. In a device claim enumerating several 

means, several of these means may be embodied by one and the same item of hardware. 

5 	The mere fact that certain measures are recited in mutually different dependent claims does 

not indicate that a combination of these measures cannot be used to advantage. 
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CLAIMS: 

1. A computer-implemented system arranged to control a transfer made via a blockchain, 

the system comprising: 

	

5 	an asset comprising a plurality of private cryptographic keys, each private key being 

associated with an owner of the asset; 

a registry comprising a plurality of public cryptographic keys wherein each public key: 

corresponds to a private key in the asset's plurality of private keys, and 

is associated with a redeem script hash that can be identified within an unspent 

	

10 	blockchain transaction; 

a smart contract comprising at least one rule relating to the automated generation of one 

or more blockchain transactions to enable a transfer to be made in respect of the asset; 

and 

a computing agent arranged to evaluate and/or execute the at least one rule of the smart 

	

15 	contract. 

2. A system according to claim 1 wherein at least one of the plurality of private keys is 

generated as a sub-key of an existing cryptographic key pair, comprising the steps: 

determining a first entity second private key based on at least a first entity master 

	

20 	private key and a generator value; 

determining a second entity second private key based on at least a second entity master 

private key and the generator value; 

determining a common secret (CS) at the first entity based on the first entity second 

private key and the second entity second public key, and determining the common 

	

25 	secret (CS) at the second entity based on the second entity second private key and 

first entity second public key; and 

wherein: 

the first entity second public key and the second entity second public key are 

respectively based on at least the first/second entity master key and the generator 

	

30 	value; and 

either the first or second entity is the asset and the other entity is a controller or other 

entity associated with the asset. 
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3. 	A system according to claim 1 or 2 wherein the transfer is a transfer of currency to be 

made in respect of the asset, and wherein the transfer relates to income or costs 

associated with the asset. 

5 

4. A system according to claim wherein 3 wherein the currency is Bitcoin, or any digital 

currency, or a tokenised value. 

5. A system according to any preceding claim wherein the at least one rule provided in the 

10 	smart contract defines a payment schedule associated with the asset. 

6. A system according to any preceding claim wherein the computing agent is arranged 

to communicate with further computing agents, each of said further computing agents 

arranged to perform a task associated with the asset. 

15 

7. A system according to claim 6 wherein the computing agent is arranged to coordinate 

and/or authorise the activities of each of the further computing agents. 

8. A system according to any preceding claim and further comprising: 

20 	i) at least one further computing agent arranged to generate a blockchain transaction 

relating to income associated with the asset; 

ii) at least one further computing agent arranged to generate a blockchain transaction 

relating to a cost associated with the asset; 

iii) at least one further computing agent arranged to process the netting off of income 

25 	against payments associated with the asset; 

iv) at least one further computing agent arranged to generate and/or transmit an alert 

to an owner of the asset, the alert providing a notification about an event relating to 

the asset. 

30 	9. A system according to any preceding claim wherein computing agent is arranged to 

generate a blockchain transaction upon detection of an event or trigger specified in the 

smart contract. 
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10. A system according to any preceding claim wherein the smart contract is stored in a 

Distributed Hash Table, and a hash of the contract is provided within metadata 

associated with a blockchain transaction. 

5 

11. A computer-implemented method of controlling a transfer made via a blockchain, the 

method comprising the steps: 

defining an asset comprising a plurality of private cryptographic keys, each private 

key being associated with an owner of the asset; 

10 	generating a registry comprising a plurality of public cryptographic keys wherein each 

public key: 

corresponds to a private key in the asset's plurality of private keys, and 

is associated with a redeem script hash that can be identified within an unspent 

blockchain transaction; 

15 	generating a smart contract comprising at least one rule relating to the automated 

generation of one or more blockchain transactions to enable a transfer to be made in 

respect of the asset; 

and 

using a computing agent to evaluate and/or execute the at least one rule of the smart 

20 	contract. 

12. A method according to claim 11 wherein at least one of the plurality of private keys is 

generated as a sub-key of an existing cryptographic key pair, comprising the steps: 

determining a first entity second private key based on at least a first entity master 

25 	private key and a generator value; 

determining a second entity second private key based on at least a second entity master 

private key and the generator value; 

determining a common secret (CS) at the first entity based on the first entity second 

private key and the second entity second public key, and determining the common 

30 	secret (CS) at the second entity based on the second entity second private key and 

first entity second public key; and 

wherein: 
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the first entity second public key and the second entity second public key are 

respectively based on at least the first/second entity master key and the generator 

value; and 

either the first or second entity is the asset and the other entity is a controller or other entity 

	

5 	associated with the asset. 

13. A method according to claim 12 wherein the transfer is a transfer of currency to be 

made in respect of the asset, and wherein the transfer relates to income or costs 

associated with the asset. 

	

10 	preferably wherein the currency is Bitcoin, or any digital currency, or a tokenised 

value. 

14. A method according to claim 12 or 13 wherein the at least one rule provided in the 

smart contract defines a payment schedule associated with the asset. 

15 

15. A method according to claims 12 to 14 and further comprising the step of arranging 

the computing agent to communicate with further computing agents, and arranging 

each of said further computing agents to perform a task associated with the asset. 

20 	16. A method according to claim 15 wherein the computing agent is arranged to 

coordinate and/or authorise the activities of each of the further computing agents. 

17. A method according to claims 12 to 16 and further comprising the step of providing: 

i) at least one further computing agent arranged to generate a blockchain transaction 

25 	relating to income associated with the asset; 

ii) at least one further computing agent arranged to generate a blockchain transaction 

relating to a cost associated with the asset; 

iii) at least one further computing agent arranged to process the netting off of income 

against payments associated with the asset; 

30 	iv) at least one further computing agent arranged to generate and/or transmit an alert 

to an owner of the asset, the alert providing a notification about an event relating to 

the asset. 
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18. A method according to claims 12 to 17 wherein computing agent is arranged to 

generate a blockchain transaction upon detection of an event or trigger specified in the 

smart contract. 

19. A method according to claims 12 to 18 wherein the smart contract is stored in a 

Distributed Hash Table, and a hash of the contract is provided within metadata 

associated with a blockchain transaction. 

5 

10 


