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PASSSWORD MANAGEMENT SYSTEM AND PROCESS

TECHNICAL FIELD

The present invention relates to a system and process of password management for

the automatic updating of functional accounts associated with an application.

BACKGROUND

Computing systems have become integrated into many aspects of modern life. In
recent decades the amount of information stored within, and managed by, computing
systems has dramatically increased. Financial transactions, health and medical
records, educational resources and government registrations are all now represented
by electronic data that is managed by computing devices, and/or networks of

computing devices.

To organise and manage the large amounts of electronically stored information,
entities (such as financial institutions, governments, etc.) typically provide one or
more electronic applications, in the form of software or firmware packages, which are
typically executed on a computing device to grant users (such as customers, or
persons registered with the entity) access to particular information via one or more
respective electronic services. For example, MasterCard may provide a MasterCard
Online Card Management application which a user can install and operate on their
smartphone or tablet device in order to access information related to their MasterCard

credit or debit card via digital wallet and/or transaction viewer services.

These electronic applications typically utilise password based authentication
mechanisms to ensure that the entity’s services are accessible only to users with
appropriate authorisation. This extends to enterprise level users, who may need to
access different services of the entity application based on their specific role (i.e. in
relation to the development or support of the application). In password-based
authentication, the entity and the user share, in advance, knowledge of a password

(typically consisting of a string in the form of alpha, numeric and/or special



10

15

20

25

30

characters). The combination of the user’'s password and a corresponding user
identifier (such as a user name) is required to operate the application by
authenticating the user. While the user identifier may be publicly known, the password
must be kept secret in order to prevent unauthorised parties from accessing the

electronic application and/or its services.

As a result, entities often employ methods to manage the passwords of users,
including requiring that passwords be updated (i.e. changed) periodically to reduce the
likelihood of unauthorised access to information provided by the electronic application,
as may occur if a password of that user becomes exposed to a third party. Password
management can therefore become complex for an entity with a large number of
enterprise users (such as, for example, developers and support staff of the entity),
and where there are multiple passwords that must be stored and updated by the
entity in order to enable these users to securely access particular services.
Conventional enterprise password management solutions involve the entity storing a
representation of each password, and prompting a special user (such as an
administrator) to update each password when particular password update conditions

are satisfied.

Despite the convenience of these password management technologies, there remains
room for improvement. It is desired to provide a system and process for password
management that alleviates one or more difficulties of the prior art, or to at least

provide a useful alternative.

SUMMARY

In a first aspect, there is provided a process for managing passwords of an entity
application, including: receiving, at a password management device, functional
account data representing one or more functional accounts associated with the entity
application for use by a user, and the corresponding password data of each functional
account; storing, into a repository, the functional account data; and updating the

password data of a particular functional account of the one or more functional
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accounts associated with the entity application by performing, at the password
management device, the steps of: i) retrieving, from the repository, the stored
functional account data of said particular functional account; ii) processing the
retrieved functional account data to generate new password data representing a new
password of the particular functional account; iii) storing, into the repository, the new
password data; and iv) transmitting the new password data to a corresponding service
device of the entity application to synchronise the service device with the password
management device. It is preferable that the updating of the password data is
performed based, at least in part, on the functional account data and corresponding
scheduling data, said scheduling data representing criteria for updating the password

of, at least, the particular functional account.

In another aspect, there is provided a password management system, including: a
password management device, including: a processor; and a computer readable
memory, and a repository, the password management device configured to execute a
password management process, said process including the steps of: receiving,
functional account data representing one or more functional accounts associated with
the entity application for use by a user, and the corresponding password data of each
functional account; storing, into the repository, the functional account data; and
updating the password data of a particular functional account of the one or more
functional accounts associated with the entity application by performing the steps of:
i) retrieving, from the repository, the stored functional account data of said particular
functional account; ii) processing the retrieved functional account data to generate
new password data representing a new password of the particular functional account;
iii) storing, into the repository, the new password data; and iv) transmitting the new
password data to a corresponding service device of the entity application to
synchronise the service device with the password management device. The updating
of the password data is preferably performed based, at least in part, on the functional
account data and corresponding scheduling data, said scheduling data representing

criteria for updating the password of, at least, the particular functional account.
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BRIEF DESCRIPTION OF THE DRAWINGS

Some embodiments of the present invention are hereinafter described, by way of

example only, with reference to the accompanying drawings, wherein:

Figure la is a block diagram of conventional password based authentication of users in
the context of an application that interacts with one or more service devices of an

entity;

Figure 1b is a block diagram of a password management system in accordance with

some embodiments of the present invention;

Figure 2 is a block diagram of a computing device within the password management

system;

Figure 3 is a flow diagram of an automatic password management process using the
password management system in accordance with some embodiments of the present

invention;

Figure 4 is a flow diagram of a configuration process of the automatic password

management process;

Figure 5 is a flow diagram of an automatic password update process in accordance

with some embodiments of the present invention;

Figure 6 is a flow diagram of an password update procedure of the automatic

password update process; and

Figure 7 is a flow diagram of a password synchronisation process in accordance with

some embodiments of the present invention.
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DETAILED DESCRIPTION

Overview

The inventors have identified some specific shortcomings with existing password
management systems and processes employed by entities to provide users with
secure access to particular electronic information. Traditionally, password based
authentication for electronic services has involved the management and use of a
single password and corresponding user identifier used by a user to operate an
application on their computing device. Management of the password typically involves
the storage of a secure representation of the password (such as a ciphertext produced
by an encryption method) within a server computing device of the entity that provides

the application and the corresponding services.

At the enterprise level, password authentication is used to control access to various
sub-services of the entity application. Access to particular services is typically
permitted to an application team member based on their specific role, where this
access is managed from a central “application account”. For example, a Mastercard
online card management application developer may have access to the transaction
database service of the application. To preserve the security of the services, the
passwords of the application should be updated periodically. Traditionally, an
application team member of the entity accepts and manually processes password
change requests, and updates the password information accordingly. Figure 1la
illustrates the conventional approach 150 to the provision of electronic services by an
entity. A user 111 can typically be an application support/development team member
who manages the passwords of all functional accounts, and changes a password(s)
when necessary. An application account 154 is used by end user 101 (for example,
online banking user who uses an online banking user id/password to login) who
accesses services 161, 162 using the application account 154. The application account
154 is invisible to them and is used indirectly (the service call made from application
entity to respective service using required functional account is seamless to the end
user 101 as it happens at application level) when they access the services 161, 162
using application 152. The password change process of application account 154
carried out by the user 111 is seamless to the end user 101 when the end user 101

accesses service 161, 162.
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As the number of services provided by an entity increases, it is often desirable for the
entity to issue multiple sub-accounts for the application, in order to manage access to
the respective services by application personnel. As shown in Figure la, a more
complex approach to application based service provisioning 180 involves the end user
101 interacting with an application 182 via their user ID and a corresponding
password, as described above. However, the application account 184 has associated
multiple sub-accounts (referred to as “functional accounts”), and the corresponding
password is a password of one of the functional accounts of the entity (referred to as
a “functional account password”). Each functional account 191...19N is associated with
a particular service 161...16N of the entity. The end user 101 can access respective
services 161...16N using functional accounts that are not transparent to them. The
user 111 does not need to provide a password(s) to the end user 101 to access the
respective services as they use these accounts indirectly as mentioned in an earlier
paragraph. The end user 101 just need to use a regular login id/password(s), such as,
for instance, online banking. The user 111 manages passwords of all functional

account 184 for the application 182.

The above discussed conventional approaches to password management for
applications with multiple functional accounts have several major disadvantages.
Specifically, in order to secure an application the password of each functional account
must be updated individually. That is, for each individual service 161...16N provided by
the entity, the password information of one or more corresponding functional accounts
191...19N must be managed separately, leading to increased complexity for systems
with a large number of end users and respective services (e.g. where there are many
developers, support staff, etc. requiring access to a diverse range of services). For
example, a financial institution with an online application that provides personal
banking and insurance services may need to control and manage separate login
information for distinct functional accounts corresponding to each respective service.
Updates performed to the password for each of the distinct functional accounts must

also be managed by the entity.

Furthermore, conventional password management systems often rely on a user to

manually initiate an update of each functional account password. For example, an
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administrative user is often required to select a new password via a “change
password” option, or similar, implemented within a user interface of the application.
The entity has limited ability to ensure that the functional account passwords are
updated periodically. Some existing systems are configured to issue notifications to
indicating that the password of a particular one of the functional accounts has, or will
soon become, expired in order to prompt a manual update. However, the notification
may be ignored and the system may continue to use the un-updated password. The
likelihood of a password update notification being ignored is increased if multiple
notifications are issued within a short period, each prompting an update of different
passwords corresponding to the distinct functional accounts associated with the
application account. In the case that the user does take action, in response to
notifications or otherwise, securing their application account is likely to require
multiple “password change” operations, one for each functional account of the

application, which is inconvenient and time-consuming.

Automated Password Management

The described embodiments of the present invention include a password management
system and process that automatically updates the password of each functional
account of a particular application. Specifically, the proposed system and process
maintains the security of an application provisioned by an entity (referred to herein as
an “entity application”), where the application is configured to allow a user (referred to
as an “end user”) of that application to access services provided by the entity via one
or more individual functional accounts. For example, a MasterCard online card
management application may have associated various services to allow customers to
manage their MasterCard products. These services are accessed by the end users 101
at the enterprise level via functional accounts, such as, for example, a digital wallet
account (in the form of an SSO account) to sign into a digital wallet platform, and a
transaction view account (in the form of a database account) to permit access to the
transaction history of one or more of a customer’s card products. The functional
accounts associated with an entity application are managed by the password
management system via an application account which is accessed by a “user 111" of

the system (i.e. a particular application team member).
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The password of each functional account is updated periodically by the generation of
new password data by the password management system. The new password data is
stored within a repository, and replaces the existing password data for the particular
functional account. The password management system and processes described
herein synchronise local updates of the repository with updates to one or more
computing devices of the corresponding entity. Specifically, the new password data is
transmitted to a corresponding functional account service device such that the
password change is registered at the entity immediately following the update process
performed by the described system. In some embodiments, the new password data is
automatically transmitted to the user of the application, allowing the user to continue
to access the entity’s services, via the user’s corresponding functional accounts of the

entity application, seamlessly in the presence of password updates.

In the described embodiments, the password data of each individual functional
account associated with a particular application account of a user is stored as a
secured password representation. The secured password representation is a
ciphertext, or a hash value, produced by applying an encryption, or hashing, method
to the plaintext password of the functional account. A variety of different encryption
methods are available for use by the described system to generate the secured
password representation, such as symmetric key encryption techniques or asymmetric

key encryption techniques.

In some embodiments, the encryption process used to generate the secured password
representation is based on information relating to the entity application and/or the
individual functional account. For example, an entity may specify that a particularly
strong encryption algorithm is to be used in order to generate password
representations for a functional account which provides access to highly sensitive data
(such as financial transaction data). However, a weaker but less computationally
expensive algorithm can be used to encrypt password data of a second functional
account which is used to access less sensitive data (e.g. social communication
information). In other embodiments, the password management system s
unconstrained in the choice of encryption algorithm used to generate the secured

password representation for a particular functional account.
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In the described embodiments, the system stores data in relation to each functional
account for which automated password updates are to be performed. The functional
account data includes password data of the functional account, and an indication of
the entity application to which the functional account is associated. In some
embodiments, the repository stores functional account information across a plurality of
different hierarchy levels, such as to differentiate the functional accounts at the
business unit level, the environment level, and/or based on the type of the functional
account. In the described embodiments, functional account data, and corresponding
entity application data, is obtained by the system via a registration process in which
the user specifies the details of each functional account associated with the particular
entity application account that is to be managed by the password management
system. However, the skilled addressee will recognise that, in other embodiments, the
functional account data may be provided by another source, such as by the entity or a

third party.

In the described embodiments, the automatic password updates performed for the
one or more functional accounts occur periodically according to a predetermined
update schedule. A specific update schedule can be set individually for each functional
account, or for any arbitrary grouping of functional accounts managed by the system.
The scheduling of password updates can be either static (i.e. based on predetermined
time periods) or dynamic, such that the system performs a password update in

response to particular events (as described herein below).

In the described embodiments, the password management system is configured to
allow authorised users of the entity application (i.e. an “admin user” or team member)
to access the data stored for all the corresponding functional accounts registered to
the entity application. In some embodiments, such a user can perform manual
updates of the password for any one or more of the functional accounts for a
particular entity application via the password management system. An admin user
manages the password update functionality configured for an entity application by
accessing the password management system using their corresponding application

account details.
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The password management system described herein is also configured to allow
“backdoor” access to the repository in order allow “developer” users to insert
information or to execute an upgrade in relation to P1 issues. Specifically, in the case
of a functional account which is a database account type, access may be granted to
users with a particular role (as designated by administrative team members) to use
their functional account to insert/update content in the system database. Performing a
backdoor update to the password management system in this manner will result in the
transmission of an update notification to the entity to ensure that password data
remains synchronised. Urgent issue resolution is also supported the system, which
allows the admin user to update the data stored in respect of any functional account

managed by the system (i.e. to manually perform a password update).

In providing a solution for the automatic updating of passwords for functional accounts
associated with a user’s entity application account, the password management system
and process described herein advantageously:

« automates the process of updating passwords for a plurality of individual
functional accounts associated with an entity application, which increases the
convenience of managing each entity application account;

« allows for the arbitrary scheduling of password updates for separate functional
accounts, and promotes efficiency in the scheduling process by removing the
need for the entity to schedule, organise and conduct updates;

e synchronises password updates at the password management system with
corresponding changes at the entity to ensure that end users have seamless
access to the entity’s services; and

e interfaces with the entity to ensure that secure password representations

produced by the password management system are compatible with the entity.

System

As shown in Figure 1b, the password management system 100 includes a user device
102, operated by a password management system user 111 (referred to herein as a
“user”), configured interact with a password management device 104 for the purpose
of managing one or more passwords associated with an entity application 105 of an

entity 130. The entity application 105 is accessed by an end user 101 via a user
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interface (UI) 109 of an end user device 104. The user 111 interacts with the user
device 102 by a UI 103, which is configured to render display elements (such as, for
example, text input forms, buttons and interactive application windows) on the display
components of the user device 102. The password management device 104 is
configured to execute a password management application 106, which consists of a
communications module 108, an updater module 110, a scheduler 112, and an

encryption module 114.

The communications module 108 is configured to transmit data to, and to receive data
from, corresponding communications module 107 of one or more user devices 102 for
the purpose of performing the password management processes described herein
below. The communications module 108 transfers data received from the user device
102 to the updater module 110. The updater module 110 is configured to organise and
facilitate the updating of password data for one or more functional accounts
associated with the entity application 105. The updater module 110 receives and
processes functional account data, containing entity application data and user data,
that is received at the communications module 108 (as provided by the user device
102) and obtained from a repository 116 of the password management system 100.
The updater module 110 is configured to update the password associated with a
particular functional account of the entity application 105. The updater module 110
invokes the encryption module 114 to produce a secured password representation of a
password as part of the update process (as described herein below), by providing the
encryption module 114 with: a plaintext representation of the password; and an
indication of the encryption technique to be used to produce the secured password

representation.

In the described embodiments, the encryption module 114 is a software application
executing within the password management device 104. However, in other
embodiments the encryption module 114 may be implemented via dedicated hardware
components, such as by a trusted platform module (TPM) chip. The encryption module
114 transmits the generated secured password representation back to the updater

module 110 which stores the secured representation in the repository 116.

The repository 116 is configured to store data in relation to the entity application 105,
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each of the one or more functional accounts corresponding to an entity application
account that are managed by the system 100, and the user 111, as described below.
In the described embodiments, the repository 116 is implemented within a separate
computing device to the password management device 104. Specifically, the
repository 116 is a device implementing a database system that contains: a functional
account information table 118, and entity application information table 120 and a user

information table 122.

The functional account information table 118 is configured to store functional account
data representing the properties of each functional account for which password
updates are to be performed by the system 100. In the described embodiments, the
stored functional account data includes: a functional account identifier, in the form of
a string which uniquely designates the particular functional account of the entity
application; an application identifier, which uniquely identifies the entity application to
which the functional account is associated; an environment type flag, which indicates
the environment of the functional account; a functional account type flag, which
indicates a functional account type; and a password representation, in the form of a

string representing the password for the functional account.

The entity application information table 120 stores data in relation to the entity
applications that have one or more functional accounts for which password updates
can be performed by the system 100. In the described embodiments, the entity
application information table 120 is configured to store data including: an application
identifier, which uniquely identifies the particular entity application; an application
name, in the form of a string describing the name of the application; and a list of
functional account identifiers that identify the particular functional accounts that are
associated with the entity application. The entity application information table 120 also
stores service device data for one or more service devices, each service device
corresponding to a functional account associated with a particular entity application.
The service device data is stored as a string containing an indication of: the device
type; the location of the device on a particular communications network (such as an IP
address, or similar address that is interpretable by a computing device to locate the
service device); and the authentication protocol used by the service device for

authenticating, with the entity and/or service device, a password update that has been
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conducted in accordance with the processes described herein below.

The user information table 122 is configured to store data in relation to the users 111
of the password management system 100, including: a user identifier, representing
the unique identity of a user of an application account to which a functional account
that is managed is associated; one or more identification details of the user; and one
or more password management system login details that are used by the user 111 to
log into the password management system 100. Other embodiments of the system
may be configured to collect additional information in relation to users, such as
identifiers of particular hardware components of the user device 102, in order to
prevent fraudulent access to the password management system 100, or for any other

reason.

The repository 116 includes a management module 117 which operates to efficiently
retrieve and store data from the functional account information 118, entity application
information 120, and user information 122 tables. In the described embodiments, the
management module 117 is a database management system (DBMS) configured to
use the SQL language to query the tables 118, 120 and 122 which are relational
database tables. In other embodiments, the password management system 100 may
implement a different organisation and/or structure for the data repository 116. For
example, repository 116 may be configured to store functional account, entity
application, and/or user data using a different database table configuration. The
repository 116 can also be implemented as a module within the password

management device 104, such as in the form of a specific database application.

The scheduler 112 is configured to maintain scheduling data representing the
conditions for performing a password update for one or more functional accounts that
are managed by the system. The scheduling data is specific to the entity application
105 and the particular functional account for which password updates are being
performed. Specifically, the scheduler 112 maintains a record of the time and date of
the last password update for each functional account enrolled within the password
management system 100. When the password update conditions for a particular
functional account are met, the scheduler 112 invokes the updater module 110 to

initiate a password update for that functional account. In the described embodiments,
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the scheduling data can specify that password updates are performed periodically. In
this case, the update period can be set to a pre-determined number of days (such as,
for example, 60 or 90 days). In other embodiments, the scheduling data can specify
one or more dynamic update conditions that, when satisfied, will automatically trigger
a password update for the functional account. Dynamic update conditions can be
assigned in conjunction with a fixed update period, and the scheduler 112 can be
configured to reset the update period on the occurrence of a dynamically triggered
update. Alternatively, or in addition, the scheduler 112 can be configured to allow the
user 111 to initiate a password update for the functional account at an arbitrary time.
The repeated invocation of the updater module 110 by the scheduler 112 ensures that
periodic updates are performed to the password of each functional account managed

by the password management device 104.

The password management system 100 includes an entity 130 that provisions the
entity application 105. The entity 130 provides a set of one or more service devices
131 ... 13N, where the service devices each provide particular services that are
accessible to the user 101 via corresponding functional accounts of the entity
application 105. The password management application 106 is configured to
communicate with the service devices 131 ... 13N to provide the entity 130 with
updated password data for each respective functional account that is the subject of a
password update performed by the system 100. This allows the service devices to be
synchronised with the password management device 104, such that interaction
between the service devices 131 ... 13N and the entity application 105 executing on
the user device 102 can proceed normally on the occurrence of an automatic password

update.

For example, the entity application 105 can be a MasterCard online card management
application with an associated MasterCard digital wallet functional account (in the form
of an SSO (single sign-on) account), and a MasterCard transaction viewer account (in
the form of a database account). The user 101 operates the MasterCard online card
management application from the user device 102 involving communication between
the user device 102 and the service devices 131 and 132 corresponding to the
individual digital wallet and transaction viewer functional accounts. These functional

accounts have separate passwords, and the accounts may be registered with the
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password management system 100 in association with the MasterCard online card
management application. The system 100 will periodically and automatically update
the digital wallet and transaction viewer functional account passwords, and will
synchronise these password updates with the service devices 131 and 132. A user 101
may then continue to use the MasterCard online card management application with
the new (updated) digital wallet and transaction viewer account passwords, as
provided by the password management application 106. There is no necessity to
provide an additional password(s) to the end user 101 as they can just access the

MasterCard online car management application.

Communication between the user device 102 and the password management device
104, and between the password management device 104 and the entity 130 devices,
occurs over communications networks 109 and 113 respectively. The communications
networks 109 and 113 can be local area networks, or a wide area networks such as
the Internet, for the purpose of facilitating the exchange of data between the
respective connected devices. In the described embodiments, a secure transport layer
communications protocol, such as https, is used for the exchange of data between the

devices.

In the described embodiments of the password management system, the user device
102, the password management device 104, the repository 116, and the service
devices 131 ... 13N are implemented as one or more standard computer systems 200,
such as, for example, an Intel IA-32 based computer system, as shown in Figure 2,
and the processes executed by the system 200 are implemented as programming
instructions of one or more software modules 202 stored on non-volatile (e.g., hard
disk or solid-state drive) storage 204 associated with the computer system, as shown
in Figure 2. However, it will be apparent that at least parts of these processes could
alternatively be implemented as one or more dedicated hardware components, such
as application-specific integrated circuits (ASICs) and/or field programmable gate

arrays (FPGAs), for example.

The system 200 includes standard computer components, including random access
memory (RAM) 206, at least one processor 208, and external interfaces 210, 212,

214, all interconnected by a bus 216. The external interfaces include universal serial
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bus (USB) interfaces 210, at least one of which is connected to a keyboard 218 and a
pointing device such as a mouse 219, a network interface connector (NIC) 212 which
connects the system 200 to a communications network, such as the Internet, and a
display adapter 214, which is connected to a display device such as an LCD or LED

panel display 222.

The system 200 also includes a number of standard software modules 226 to 230,
including an operating system 224 such as Linux or Microsoft Windows, web server
software 226 such as Apache, available at http://www.apache.org, scripting language
support 228 such as PHP, available at http://www.php.net, or Microsoft ASP, and
structured query language (SQL) support 230 such as MySQL, available from
http://www.mysqgl.com, which allows data to be stored in and retrieved from an SQL
database 232.

Together, the web server 226, scripting language module 228, and SQL module 230
provide the system 200 with the general ability to allow users of the Internet 220 with
standard computing devices equipped with standard web browser software to access
the system 200 and in particular to provide data to and receive data from the
database 232.

However, it will be understood by those skilled in the art that the specific functionality
provided by the system 200 to such users is provided by scripts accessible by the web
server 226, including the one or more software modules 202 implementing the
process described herein below, and also any other supporting scripts and data 234,
including markup language (e.g., HTML, XML) scripts, PHP (or ASP), and/or CGI

scripts, image files, style sheets, and the like.

Process

The password management system and process described here in automatically
update the password of one or more functional accounts of an entity application
according to an update schedule, and synchronise the updated password data with
corresponding devices of the entity, such that security is maintained over the user’s

application account. The process performed at the password management device 104
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to manage the passwords of a user’s one or more functional accounts of a particular
entity application includes the steps of:

receiving, at a password management device, functional account data
representing one or more functional accounts associated with the entity application for
use by a user, and the corresponding password data of each functional account;

storing, into a repository, the functional account data; and

updating the password data of a particular functional account of the one or
more functional accounts associated with the entity application by performing, at the
password management device, the steps of:

i) retrieving, from the repository, the stored functional account data of
said particular functional account;

i) processing the retrieved functional account data to generate new
password data representing a new password of the particular functional
account;

iii) storing, into the repository, the new password data; and

iv) transmitting the new password data to a corresponding service
device of the entity application to synchronise the service device with the
password management device,

wherein the updating of the password data is performed based, at least in part, on the
functional account data and corresponding scheduling data, said scheduling data
representing criteria for updating the password of at least the particular functional

account.

Figure 3 illustrates the activities involved in performing automated periodic functional
account password updates for an entity application 105, in accordance with the
described system 100. At step 302, the password management application 106 is
configured to manage passwords of functional account associated with a particular
entity application. The entity application table 120 of the repository 116 is configured
to contain data in relation to the entity applications that are supported by the
password management system 100. Following configuration, the user 111 registers
the password of one or more individual functional accounts associated with a

particular supported entity application 105 for management by the system 100.

Configuration and Registration
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Figure 4 illustrates a configuration process 400, which commences with the
registration of the user 111 with the password management application 106 (at step
402). Registration involves the user 111 providing the password management
application 106 with user identification details, including the user’'s name, address,
contact telephone number and email address. The user identification details are
provided to the user device 102 via the UI 103, which then transmits user registration
data containing the user identification details to the password management device
104.

The password management application 106 processes the received user registration
data and creates a corresponding entry in the user information table 122 to store the
user information. Password management system login details are created for the user
111, including a username and a corresponding passcode. The password management
system login details are stored in the user information table 122 with a unique user
identifier assigned by the password management system 100 to identify the user 111.
In various embodiments of the password management system 100, the user identifier
is a alpha-numeric character based username that is automatically assigned by the
password management system to the user 111. For example, the password
management application 106 may assign a username to the user 111 in the form of
an integer that uniquely identifies the user 111 within the password management

system 100.

Alternatively, the user 111 can supply a candidate username via the user device 102
which, if accepted by the password management application 106, is designated as the
username for the user 111. The password management system 100 may place
restrictions on the username of a registered user. In some embodiments, username
validity criteria are applied at registration to assess the suitability of a candidate
username for a particular user. For example, one particular validity criterion may be
whether the username is unique among all usernames stored in the user information
table 122.

The user 111 accesses the password management application 106 by presenting their
username in combination with a password management passcode. The password

management passcode is stored within the user information table 122 in a secure
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form, such as a hash value obtained by applying the SHA-1 algorithm to the passcode.
In the described embodiments, the password management passcode is chosen by the
user 111 at the time of registration with the password management system 100. In
other embodiments, the password management application 106 may designate a

particular passcode to the user 111.

At step 404, a registered user 111 logs into the password management application
106 by presenting their username and passcode combination. The user information
table 122 is checked to determine whether the user 111 is registered with the system.
If the user 111 is registered, then the user information table 122 entry containing the
presented username is extracted, and the stored passcode is compared to the hash
value produced from the passcode presented on login. If the hash values match, then
the user 111 is authenticated and the login attempt is successful. Otherwise, the login
attempt fails and further access to the password management application 106 is
denied to the user 111.

Following a successful login, the user 111 enrols the entity application 105 in order to
enable the system 100 to perform automated password management of functional
accounts associated with that application. At step 406, the user 111 provides the
password management application 106 with entity application details that indicate the
entity application 105 for which functional account passwords are to be managed. In
the described embodiments, the entity application is selected by the user 111 from a
series of list elements rendered on the UI 103 of the user device 102. The user 111
can select the entity application from a set of supported entity applications for which
the password management system 100 is configured to manage associated functional
accounts. Data indicating the supported entity applications is transmitted to the user
device 102 from the password management application 106 during the registration
process. The user device 102 processes the supported entity application data to
generate the set of supported entity applications from which the user 111 may make a
selection. Entity application data representing the details of the selected entity
application 105 is transmitted from the user device 102 to the password management
device 104.
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Following the enrolment of the entity application 105, the user 111 enrols one or more
of their functional accounts associated with the entity application 105 for automated
password management. At step 408, the user 111 provides functional account
information to the password management application 106 via the UI 103 of the user
device 102. In the described embodiments, the password management application
106 requests the functional account information in response to receiving the entity
application details (such as by transmitting, to the user device 102, data representing
a list of supported functional accounts associated with the selected entity application
105 for which password management can be performed). Functional account data
encapsulating the information provided by the user 111 is transmitted from the user
device 102 to the password management device 104. The functional account
information received from the user device 102 includes, for each functional account to
be enrolled for password management: an indication of the environment type of the
functional account; an indication of the type of the functional account; a functional
account identifier for the functional account (such as an account name that is unique
with respect to the entity application); an entity application identifier of the entity
application to which the functional account is associated; and password data for the

functional account, including a password representation.

In the described embodiments, the type of the functional account can be designated
as: a '‘Single Sign-on’ (SS0O) account type, which is used to connect to other
applications; a ‘database’ account type, which is used to connect the entity application
to a database; a ‘firewall’ account type, which is used in the entity application to
restrict information sent to particular outside networks, such as the Internet or other
Wide Area Networks, in order to assist in securing application data during a transfers
to such networks; an ‘apache’ account type, which is used to connect a web server to
an application server; or a ‘generic’ account type, which represents a generic account
used to connect any other interconnecting components with the entity 130. The
functional account data is received by the communications module 108 of the
password management application 106 and is processed (as described below) to
register the functional account in association with the corresponding entity application
105, and the user 111.

The environment of the functional account can be designated as: ‘DEV’, which
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represents ‘development’; 'QA’, which represents ‘quality assurance environment’;
‘UAT’, which represents ‘user acceptance testing’; or ‘PROD’, which represents

‘production environment’.

The password management device 104 is configured to perform the automatic
updating of password data for registered functional accounts, as described herein
below. In some embodiments, the system 100 generates password update notification
data representing a notification that the password of a functional account has been
updated (at step 410). Password update notification data is transmitted from the
password management application 106 to a notification device when a password
update is performed for one or more of the registered functional accounts associated
with the entity application 105. In some embodiments, the notification device is the
user device 102. In other embodiments, the notification device is a computing device
that is distinct from the user device 102. In these embodiments, the characteristics of

the notification device can be specified by the user 111.

Automatic Password Updates

Figure 5 illustrates the process 304 of performing an update to the password
information of an enrolled functional account at the password management device
104. At step 502, the password management device 104 receives entity application
data and functional account data transmitted from the user interface of the password
management application 106, at steps 406 and 408. In the described embodiments,
the functional account data includes: a functional account identifier, in the form of a
string which uniquely identifies the particular functional account of the entity
application; an application identifier, which uniquely identifies the entity application to
which the functional account is associated; an environment type flag; a functional
account type flag; and password data representing the existing password for the

functional account.

In some embodiments, the entity application data is received separately to the
functional account data. For example, the user 111 may perform an initial enrolment
of the entity application 105 with the password management application 106, and
subsequently enrol particular functional accounts of that application for password

management at a later date. This allows the system 100 to perform password
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management for functional accounts which are added to an entity application 105
(such as, for example, when the entity 130 upgrades their service offerings) after the

user 111 enrols their respective entity application 105 account (as described above).

At step 504, the received functional account data is stored in the repository 116. In
the described embodiments, the received functional account data 105 includes
password information plaintext password data representing a plaintext password for
each corresponding functional account that is to be managed. In this case, storing the
functional account data into the repository 116 includes: generating a secure
representation for the plaintext password of each of the one or more functional
accounts; and storing, for each of the one or more functional accounts, the secure
password representation as the password data in the repository 116 of the password

management device 104.

For example, the secure password representation produced for the plaintext password
of a functional account can be a ciphertext generated by the application of an
encryption method to the plaintext password. In the described embodiments, the
updater module 110 invokes the management module 117 of the repository 116 to
create an entry in the functional account information table 118 for each functional
account specified by the received functional account data. The functional account
information table 118 entry for a specific functional account is linked to corresponding
entries in the entity application information table 120 and the user information table
122 by the application identifier and user identifier fields respectively. The secured
password representation is stored in the password representation field of the

functional account information table 118 entry.

At step 506, the password management application 106 processes the functional
account data and corresponding scheduling data of the password management system
100. The scheduling data is maintained within the scheduler module 112, which is
configured to: receive, from the repository 116, the functional account data of a
particular functional account; determine whether the password of the particular
functional account should be updated; and, if so, invoke the updater module 110 to
initiate a password update for the particular functional account (i.e. at step 508, as

described below). The scheduling data represents criteria for updating the password of
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one or more functional accounts enrolled with the system 100.

In the described embodiments, the scheduling data represents an update period that
indicates the maximum amount of time that can pass between consecutive updates of
the password of a particular functional account. In some embodiments, the update
period value is fixed and applies to each of the one or more functional accounts
enrolled within the system 100. In other embodiments, the update period value is
specific to each of the one or more functional accounts, such that different update

periods can be set for distinct functional accounts enrolled within the system 100.

For example, for a MasterCard online card management application 105, the password
of an associated digital wallet functional account may be scheduled for automatic
update every 3 months, while the password of a transaction viewer functional account

may be scheduled for less frequent updates (e.g. every 6 months).

The scheduler module 112 is configured to repeatedly read the time-date value of a
‘last updated’ field of the functional account information table 118 entry for each
enrolled functional account and to compare this value to the present time. If the
difference between the present time and the value of the ‘last updated’ field exceeds
the update period value for the functional account, as represented within the
scheduling data, then a password update is initiated. In other embodiments, the
scheduling data may represent conditions in the form of dynamic events which, on
occurrence, prompt the automated update of the password for the functional account.
For example, the scheduling data can include specific functional account event
messages, which may be received from the entity 130, indicating that the functional
account of the entity application is being utilised in a particular way that warrants a
password update (e.g. when there are multiple login attempts to the functional
account, possibly from different hardware identifiers or IP addresses, and/or where all

the login attempts occur within a short period of time).

The password management application 106 performs a scheduled update of the
password for a particular functional account of the entity application 105, at step 508.
As shown in Figure 6, the automatic password update process commences (at step

602) with the updater module 110 retrieving, from the functional account information
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table 18 of the repository 116, stored functional account data corresponding to the
functional account that is to be updated. At step 604, the retrieved functional account
data, including the corresponding password data, is processed by the updater module
110. In the described embodiments, processing the retrieved functional account data
includes extracting the existing password from the corresponding password data of the
functional account that is to be updated. The updater module 110 is configured to
generate new password data, at step 606. The updater module 110 invokes a
password generation utility to create a string representation of a new plaintext
password according to one or more password creation conditions. The password
creation conditions can be configured such that passwords generated are
cryptographically strong. For example, the password creation conditions may specify a
minimum character length for the password (e.g. 8 characters), and/or a minimum
number of alpha, numeric and/or special characters which must be included in the

generated new plaintext password.

In other embodiments, the password management application 106 is configured to
generate the new plaintext password based, at least in part, on candidate password
data received from the user device 102. For example, the updater module 110 may
extract, from repository 116, user contact information, and may generate a new
password request message to be sent to the user device 102 via the communications
module 108. The user 111 may respond to the password request message with a
candidate plaintext password which is received by the password management device
104, in the form of candidate password data, and processed by the updater module
110 to ensure that the candidate plaintext password satisfies the one or more
password creation conditions, as described below. The updater module 110 is also
configured to process candidate password data received from the user 111 in cases
where the user 111 initiates a manual password update. The manual update is
performed only if the candidate password data provided by the user 111 satisfies the

password creation conditions.

In the described embodiments, the new password data represents a new password
that sufficiently differs from the existing password of the functional account according
to one or more password comparison criteria. Specifically, generating new password

data includes: i) generating new plaintext password data representing a new plaintext
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password for the corresponding functional account; ii) comparing the new plaintext
password to the existing plaintext password represented by the password data of the
functional account; and iii) repeating steps (i) and (ii) if the new plaintext password
does not meet one or more password comparison criteria. In the described
embodiments, the one or more password comparison criteria specify a set of minimal
character specific differences that exist between a new password and an existing
password. For example, a password comparison criterion may be whether the new

password differs from the existing password in at least 3 character positions.

The processing of candidate password data, as received from the user 111, by the
updater module 110 can include comparing the candidate plaintext password to the
existing password of the functional account in order to ensure that the aforementioned
password comparison criteria are satisfied in respect of the candidate password. If the
candidate password does not meet one or more of the password comparison criteria
then the candidate password can be rejected, and a corresponding password rejection
message transmitted to the user device 102 to inform the user 111 that their chosen

candidate password is inadequate.

At step 608, the updater module 110 invokes the encryption module 114 to encrypt
the generated new plaintext password. The encryption process converts the new
plaintext password representation into a secure new password representation, such as
a hash value or ciphertext. For example, the updater module 110 can provide the
encryption module 114 with arguments consisting of a string representation of the
new plaintext password, and a string specifying that the SHA-1 hashing algorithm is
to be used to produce the secure password representation. In response, the
encryption module 114 applies SHA-1 hashing to the new plaintext password string
and returns a string containing the secure password representation to the updater
module 110.

Following the generation of the new password for the functional account, the password
management application 106 updates the repository 116 with the new password (at
step 510). The updater module 110 instructs the management module 117 of the
repository 116 to store, into the repository 116, the new password by overwriting the

contents of the password representation field of the corresponding entry in the
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functional account information table 118. The updater module 110 is configured to
buffer the existing password data of the functional account (such as the existing
secure password representation) prior to performing the overwrite operation, such
that the existing password data can be used within the synchronisation process
described herein below. Following the buffering operation, the new secure password
representation replaces the existing secure password representation in the functional

account information table 118 entry.

Synchronisation of the Updated Password with the Entity

The password management application 106 is configured to synchronise the new
password with the entity 130 which provides the entity application 105 to which the
passwords are associated (at step 306). Specifically, the new password data
generated by the password management device 104 is transmitted to a service device
131 ... 13N which corresponds to the particular functional account for which the
password update is performed. Figure 7 illustrates the password synchronisation
process, which includes (at step 702) processing, at the password management device
104, the functional account data to retrieve, from the repository 116, service device
data of an entity 130 of the entity application 105. The updater module 110 invokes
the management module 117 to retrieve, from the entity application information table
120, data representing the identity of the service device corresponding to the
particular functional account for which the password update is performed. The service
device identity can be specified by an IP address or a uniform resource locator (URL)
which enables the transmission of electronic messages from the password

management device 104 to the service device, via the communications network 113.

At step 704, the password management application 106 encapsulates the new
password data in a form for transmission to the identified service device. In the
described embodiments, the password management device 104 generates password
update sync data, including: i) entity application identity data representing the
identity of the entity application 105; ii) functional account identity data representing
the functional account of the entity application 105; and iii) updated password data
representing the new password for the functional account, as produced by the update
process. The password update sync data is transmitted to the identified service

device, at step 706. The identified service device receives the password update sync
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data, and processes this data to determine the identities of the entity application 105
and the corresponding functional account for which the password update has been

performed.

The updated password data contains new password data representing the new
password generated by the password management application 106. In some
embodiments, the updated password data can also include existing password data,
which represents the secured password of the particular functional account prior to the
password update. The new password data and the existing password data may
represent the respective passwords in a secured form such that interception of the
password update sync data by a third party will not reveal the corresponding plaintext
passwords. The identified service device can be configured to process the existing
secured password representation, in combination with the entity application identity
data and functional account identity data, to verify that the automated password
update was performed by, or on behalf of, the user 111. In some embodiments, the
functional account identifier and password data are stored in a cryptographic vault of
the entity 130 in the form of labels. The service device updates the corresponding
label with the new password received from the password update sync data. The labels
are used as a source from where passwords are referred during the processing of a

request.

The service devices 131 ... 13N can be configured to transmit password update
acknowledgement data to the password management device 104 indicating the
successful receipt of the new password data for the functional account. The password
update acknowledgement data is received by the communications module 108 of the
password management device 104 (at step 708), and is processed by the updater
module 110 to generate password update notification data representing a notification
that the password of the functional account has been updated at the entity 130. The
updater module 114 invokes the communications module 108 to transmit the
password update notification data to a notification device in the form of the user

device 102, or another computing device as specified by the user 111.

Example
Consider a MasterCard online banking application 105 which has associated two
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functional accounts: a digital wallet account; and a transaction viewer account.

User Joe Smith manages the MasterCard online banking application 105 within the
password management system 100 by logging into the MasterCard online banking
account (the “application account”) using an account username and a corresponding
account authentication code. The password management device 104 is operated to
enrol the digital wallet and transaction viewer functional accounts, as associated with
the MasterCard online banking application 105, such that the passwords for these
functional accounts can be automatically managed by the password management

system 100, in accordance with the processes described above.

Let the existing passwords for the digital wallet and transaction viewer functional
accounts be:

¢ “WALLET123”; and

e “myviewer456”
respectively, with secured password representations produced according to the SHA-1
algorithm as:

+ "9e3a5d21b000fe324b0174bcec82dbcle59727ac”; and

e “2718c0bb779285e6b842adc59ff6b10226367072".

The password management application 106 generates respective new plaintext
passwords of:

¢ “NEWWALLET123"”; and

« “newMyviewer456”,
with secured new password representations of:

« “f6592970b410a459df36af23f5466d997cb1d61b”; and

“6a84802d1c038efbab85ala5aa645d6436cd0c72”,

and synchronises these new passwords with service devices 131 and 132, which are
respectively configured to manage digital wallet and transaction viewer services for
MasterCard.

The password management device 104 transmits password update sync data to each
service device in the form of two password sync messages. Each password sync

message contains a functional account identifier (*"FA ID”) with a value specific to the
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digital wallet ("DWALLET") or transaction viewer ("TVIEWER"”) account to which the
message relates, and an entity application identifier that specifies the MasterCard
online banking application 105. The functional account identifier distinguishes the
functional accounts in the case that a single service device handles updates for
multiple functional accounts associated with the same entity application 105 (i.e. in
the case where the service device 131 processes password updates for both the digital

wallet and transaction viewer accounts).

Each password sync message also contains the updated password data representing
the existing (i.e. pre-update) password and the newly generated password for the
respective functional account. Table 1 shows the password sync messages generated
by the password management application 106 for transmission to the service devices
131 and 132 corresponding to the digital wallet and transaction viewer functional

accounts respectively.

Password Sync Message Password Sync Message
for Service Device 131 for Service Device 132
Entity App ID MC_OnlineBankApp_001 MC_OnlineBankApp_001
FA ID DWALLET TVIEWER
Existing 9e3a5d21b000fe324b0174bc  2718c0bb779285e6b842adc
Password ec82dbcle59727ac 59ff6b10226367072

Representation
New Password f6592970b410a459df36af23f 6a84802d1c038efbab85ala
Representation 5466d997cb1d61b 5aa645d6436cd0c72

Table 1: Example password update sync data fields for service devices of

digital wallet and transaction viewer functional accounts.

The service devices 131 and 132 receive the respective password update sync
message, and process the password update sync data field values to: i) authenticate
the password update request by comparing the existing password representation of
the password sync message to the password representation currently maintained by
the service device; and ii) if the comparison in step i) results in a match between the

password representations, update the password representation maintained by the
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service device (i.e. as a cryptographic vault label that is used as a source from where
passwords are referred on the device) with the new password representation of the

password sync message.

On a successful password update, each service device 131, 132 then acknowledges
the update by transmitting password update acknowledgement data to the password
management device 104. The password management device 104 transmits a
password update notification message to a notification device, which is the user device
102 in this case, such that Joe Smith is altered to the update of the passwords for the
digital wallet and transaction viewer functional accounts by the password management
application 106. Joe Smith can access the new passwords for the digital wallet and
transaction viewer accounts by logging into the password management device 104
using the MasterCard online banking application account credentials, and can

subsequently distribute the new passwords to the appropriate personnel.

Authorised Access and PROD Use

As described herein above, a user 111 is provided with access to password
management system 100 services in relation to the management of enrolled entity
applications 105, and corresponding functional accounts. The password management
system 100 can be configured to provide additional users with access to the functional
account password data that is managed by the password management application
106. In some embodiments, the password management application 106 can be
accessed by a ‘DEV’ user 111 of a particular entity application 105. The DEV user 111
is configured by the system 100 to exist without registration (as described below), and
to have a pre-defined level of access which is determined based on the application
specific configuration of the DEV environment. For example, the DEV user can be
granted access to DEV all functional accounts. Similar user registrations can be
configured for the QA, UAT and PROD environments.

The user information table 122 can be configured to contain login and password data
for a DEV user associated with a particular entity application 105 supported by the
password management system 100. The DEV user represents development team
members associated with the particular entity application 105, and allows these

members to access the password management functionality of the system 100 without
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undergoing the individual user registration process. In some embodiments, the DEV
user will have access to particular DEV functional accounts associated with one or
more application development roles, such as support accounts, and/or production
accounts for the entity application 105. In other embodiments, the system 100 can
be configured to provide particular password management services for an entity
application 105 to specific sub-users defined in relation to distinct development roles,

such as DEV-Support and DEV-Production users.

In production support development roles there is often a need to resolve P1 issues by
inserting or updating entity application information. In the described embodiments,
the system 100 can be accessed by an ‘admin’ user. The password management
application 106 provides the admin user with the ability to modify data stored within
the repository 116 in order to resolve P1 issues, or otherwise. In other embodiments,
an entity application 105 can have dedicated accounts for issue resolution or to
implement changes to the functional accounts associated with one or more other
applications. The issue resolution accounts are role based. For example, a PROD
functional account can be accessed by users that are designated a PROD role for the
entity application, and this account can be used to resolve P1 issues via backdoor
access (as described above). These issue resolution accounts can be configured as
temporary accounts that are valid for limited period of time, such as for example a few
hours from the time at which the account is created in the system 100. The admin
user may create one or more issue resolution accounts, the login details of which can
be distributed to select personnel of an entity 130 (such as application developers

associated with a particular development role).

For example, the MasterCard production support team may have access to a
production support resolution account for a MasterCard online card management
application. This enables production support developers to access password
management data maintained by the system 100 for the MasterCard online card
management application (e.g. to reset the password of a functional account). When
the password data stored in respect of a particular functional account managed by the
system 100 is modified by the admin user or the user of an issue resolution account,
the password management application 106 can be configured to provide a notification

of the password update to one or more registered users of the system 100. The
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notification may proceed via the transmission of password update notification data
from the password management device 104 to a notification device, such as the user
device 102 or another prescribed device, in accordance with the process described for

step 712 above.

Many modifications will be apparent to those skilled in the art without departing from

the scope of the present invention.

Throughout this specification, unless the context requires otherwise, the word
"comprise", and variations such as "comprises" and "comprising", will be understood
to imply the inclusion of a stated integer or step or group of integers or steps but not

the exclusion of any other integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be taken as,
an acknowledgment or any form of suggestion that the prior art forms part of the

common general knowledge in Australia.
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CLAIMS

1. A process for managing passwords of an entity application, including:

receiving, at a password management device, functional account data
representing one or more functional accounts associated with the entity application for
use by a user, and the corresponding password data of each functional account;

storing, into a repository, the functional account data; and

updating the password data of a particular functional account of the one or
more functional accounts associated with the entity application by performing, at the
password management device, the steps of:

i) retrieving, from the repository, the stored functional account data of
said particular functional account;

i) processing the retrieved functional account data to generate new
password data representing a new password of the particular functional
account;

iii) storing, into the repository, the new password data; and

iv) transmitting the new password data to a corresponding service
device of the entity application to synchronise the service device with the
password management device,

wherein the updating of the password data is performed based, at least in part, on the
functional account data and corresponding scheduling data, said scheduling data
representing criteria for updating the password of, at least, the particular functional

account.
2. The password management process of claim 1, wherein the updating is
performed repeatedly according to a predetermined update period, said update period

determined by the processing of the scheduling data.

3. The password management process of claim 2, wherein the update period is

specific to each of the one or more functional accounts.

4, The password management process of any one of claims 1 to 3, wherein the
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scheduling data is received from one or more of the service devices, each of said

service devices corresponding to at least one of the one or more functional accounts.

5. The password management process of any one of claims 1 to 4, wherein the
password data of each of the one or more functional accounts is plaintext password

data representing a plaintext password for the corresponding functional account.

6. The password management process of claim 5, wherein storing the functional
account data into the repository of the password management device includes:
generating a secure password representation for the plaintext password of
each of the one or more functional accounts; and
storing, for each of the one or more functional accounts, the secure password

representation as the password data in the repository.

7. The password management process of claim 6, wherein generating a secure
password representation for the plaintext password includes applying an encryption

method to the plaintext password data.

8. The password management process of any one of claims 5 to 7, wherein
processing the retrieved functional account data includes extracting password data

stored for the corresponding functional account.

9. The password management process of any one of claims 5 to 8, wherein
generating new password data includes:

i) generating new plaintext password data representing a new plaintext
password for the corresponding functional account;

ii) comparing the new plaintext password to the plaintext password
represented by the password data of the functional account; and

iii) repeating steps i) and ii) if the new plaintext password does not meet one

or more password comparison criteria.

10. The password management process of claim 9, wherein the one or more
password comparison criteria specify a set of minimal character specific differences

that exist between a new password and an existing password.
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11. The password management process of any one of claims 9 to 10, wherein
generating new password data includes generating a secure representation for the

new plaintext password.

12. The password management process of claim 11, wherein generating a secure
password representation for the new plaintext password includes applying an

encryption method to the new plaintext password.

13. The password management process of any one of claims 6 to 12, wherein
storing, into the repository, the new password data includes storing the secure
password representation for the new plaintext password as the password data for the

corresponding functional account.

14. The password management process of any one of claims 1 to 13, wherein
transmitting the new password data to a corresponding service device includes:

processing, at the password management device, the functional account data
to retrieve, from the repository, service device data of an entity of the entity
application;

generating, at the password management device, password update sync data
including: i) entity application identification data representing the identity of the entity
application; ii) functional account identification data representing the identity of the
particular functional account associated with the entity application; and iii) updated
password data representing one or more passwords for the particular functional

account.

15. The password management process of claim 14, wherein the updated password
data includes the new password data and the existing password data, said existing
password data representing the password of the particular functional account prior to

the password update.

16. The password management process of any one of claims 1 to 15, including
transmitting, from the password management device, password update notification

data to a notification device of the user, said password update notification data
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representing a notification that the password of the particular functional account has

been updated.

17. A password management system, including:
a password management device, including:

a processor; and

a computer readable memory, and
a repository,
the password management device configured to execute a password

management process, said process including the steps of:

receiving, functional account data representing one or more functional

accounts associated with the entity application for use by a user, and the
corresponding password data of each functional account;

storing, into the repository, the functional account data; and

updating the password data of a particular functional account of the one

or more functional accounts associated with the entity application by performing the
steps of:

i) retrieving, from the repository, the stored functional account data of
said particular functional account;

ii) processing the retrieved functional account data to generate new
password data representing a new password of the particular functional
account;

iii) storing, into the repository, the new password data; and

iv) transmitting the new password data to a corresponding service
device of the entity application to synchronise the service device with the
password management device,

wherein the updating of the password data is performed based, at least in part, on the
functional account data and corresponding scheduling data, said scheduling data
representing criteria for updating the password of, at least, the particular functional

account.

18. The password management system of claim 17 configured to execute the

process of any one of claims 2 to 16.



