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(57) Abstract: The present invention relates to the technical field
of cloud computing and information security, and in particular, to a
method and device for cloud host total traffic network access pro-
tection. According to the present invention, under the conventional
north-south traffic protection, the protection capability for cloud re-
sources in an east-west level is realized by means of cloud comput-
ing service orchestration and automation technologies, and is comple-
mentary to the north-south traffic protection, so that total traffic net-
work access protection is formed. Specifically, by establishing a re-
sponse rule of a distributed firewall, establishing a response rule of a
total traffic firewall, configuring a total traffic protection policy, ac-
quiring a total traffic protection policy requirement, and making a re-
sponse, total traffic network access protection is automatically real-
ized. The present invention further provides a corresponding device,
which solves the problems of high professional requirements of a con-
ventional firewall technology, protection policy configuration conflict
in protection mode, lack of collaboration in protection policy config-
uration among multiple cloud hosts, and tedious operation steps, etc.



WO 2023/050070 A1 {/IMAIY 00008 0RO 00

RO, RS, SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI,
CM, GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

RIBLAN 4. 17897 0E :
—  RENER @A 17 6v))

KERRAT:
— B PR IR GRS 2146(3))

G7) WE: ARWE KA R B ZERORGUE, BARN R — T F = S0 20 8 W 4% 07 8 B 577 R
HH, ARWAEAESEARRED T, B = TR g & B R SKBL T 2= B8 AR 8 ) 2 T A —
EPr e, SRl R EANE R e E MY R BARCKHE S A B K S A SR,
SEA R P KA N A, A U B A DL GREX i B P SRS TR SRR N, AT A B4k ST
A MY R, AR BIRR OO N R, R T AP KRR T R, B 5
FAEPIPHRSRLE R, kZ G EHURKIPH RISRLE = thRITE . BfE b BRI R L




