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sinmply clogs and ceases to function properly. In such a situation, data can
be lost, transactions not conpleted and the flow of cémiovembaald0éd.
Conpani es are getting attacked via data flooding by a wi de range of

fl ooding nechanisns, including certain types of Denial of Service (DQOS)
and Distributed Denial of 10 Service (DDOS) attacks that are not specific
to an a i i,on, but exist in the network. One k ion to this
particuPQbogégggof probl emis manual intervention B§%E$&§%§%em

adm ni strator scrolling on access control |ist screen to manually sel ect
and block an offending IP address.2 This, of course, presupposes that the
operator even knows which sending FP 15 address(es) is causing the

probl em | r i I i operat or (system
adm ni str a%@%%@%ﬁ% ﬁ%g {:ﬁgﬁ%ﬁ%ﬁ)w of are
renote intrusion detect & MUS3 manual notification that an
attack has been detected and |lists the known offending IP address. A third
solution is renote nonitoring of network conditions. The problemw th the
solutions to date is the fact that by the time a. 20 human can respond to
the existing condition, it i HN@&%@ ond his/her ability to control the
traffic and . rk .l 0 the.intrudi raffic overl oad.
For exanple,ﬁﬂgggg&%@gﬁagﬁ%éﬁﬁngﬂ%k%%'e§$¥%pee%n%%ygﬁg?§§&%3y a 1,000

packet t sostomand mbtbed formbrfitonfg ant Gitermg itmiintaiasivtain acenstht siedfii ofchannel , t he
human ey, &ﬁq@ﬁg f .to read the |IF addresses, digest the
infornal?%h an ag%ﬁﬁgﬁgggL ﬁ%gégxﬁhny packets enter the system-and cause
damage. Today a typical enterprise can receive a mllion hits in an hour
made up of perhaps 4,000,000 or 5,000,000 packets. Such |arge nunbers of
packets, when backed up, cause the systemto stop functioning. 25 Novenber
2005 WO 02/ 100039 PCT/ US02/ 17426 4 SUWMNMARY OF THE | NVENTI ON The present
invention includes a systemwhich inplenents a three tiered architecture
where t he database runs on one conputer, or across nultiple conputers, and




the kernel and all of its intelligence runs on a separate conputer while
the applications and 5 managenent tools run on ot her cafiplotvember)2003he
systemis designed to nonitor every tcp/ip packet directed toward a
conpany and to keep track of each packet fromeach IP address, including
all of the bytes of information associated with each packet. The goal of
the systemand nethod is to prevent flooding which is defined as a .

t hr eshol WOEHIB*Whi ch data t hroughput nust not go.PCIESIFI74€sired, the
system can have several threshold's, each dynamically changeable, when a
threshold is reached. Threshold, in this context, neans that the nunber of
arriving data packets and the accudrul ated nunber of bytes of information
during a preset time period, (called a primary tinme slice (PTS)) has net a
limt. When this happens cert aBACKGROKBME: are scanned, captured, and
prevented (tepporarily) from passing through the 15 system Wen the
traffic rate ﬁ%f’ﬂ%w ﬂ@‘)?%ﬁi"éas%?‘é‘l“ﬂlsl"g‘%qtﬂ?l’?@%‘*é"??&’ﬁ'?&?@“ﬂﬁﬂﬁackets are

al | oned tefrefphiss. Whavvhislﬂﬁt@ﬂﬂskiistiﬁt&l@}éﬁ,t&%foﬂll@bﬁei&iéiﬁﬁ&vﬂs’}ﬁk’:ﬁ{o‘i are sel ected
based on a arison of .information "snjffed" by the npnjtor against

co .
certain EFOleBr PRt Onk Kan interpat ayeh darllogsis Reflaoding Ay QEmmpiesfion| ati on of byt es

per PTS diae{ongny iebedeRias bl tethattiwaly Rrittidd G Sata PhckdhOW theldgdlce | P address; and
known badir‘?g’?t %%agat erns. 20_Generailly, when it comes to flooding, there are
four (or SHBPECIoR apdeass oyfinstionroperly. lp spck 2 fipation, daip 0§l h are per cent ages
of the t GimcnsioitomprMadnRindEbwef ciufierRaimar k. The threshol ds can be for
exanpl e 20, 30, or 40 percent of maximum |If the traffic flowis wunder the

| owest t hr eshigtepanies/ase gettinigatiackedda datfpotiing by Omiderapgreof floodigy of arri vi ng
ket i . . . begi ,
packet s i Ut Gt xhgéugagg%ﬁﬁ‘g&ggéggg#g Didibieed YRliGrBeDe0! NS

automati call process o I'ng certain packets. If
hi gh@r t Pewich GPIXES)attecky thoflaset et speaidin toaprapplicativg, tubexist sebengwaikt | on i s taken,

i.e. nore and re packet(s). are prevented_ fromflow ng _through the
system One eﬂ%g‘iﬂ‘f’wgﬁ’i“%?&‘ti‘fép%%‘%éWF “g’&’é%’sg’é{?’é‘f’&Fer‘ie%%“bﬁ’iarre di spl ays,
or tool s systein adaiiittin®escrol g @ccef Ot Nit k@ken thBaflalycRaSAShIodhA kernel , and
t he whol eﬁsﬁtﬁlgd One 30 visual display of data and addresses shows the

packets f ¥&%n choked and, 25 Novermber 2005
This, of course, presupposes that the operator even knows which sending IP

15 address(es) is causing the problem. If the rogue sending address keeps changing, the
operator (system administrator) is at a loss. The other solutions that we know of are
remote infrusion detection sensors that provide manual notification that an attack has been
detected and lists the known offending IP address. A third solution is remote monitoring
of network conditions. The problem with the solutions to date is the fact that by the time a _

20 human can respond to the existing condition, it is already beyond his/her ability to control
the traffic and the network is brought down by the intruding traffic overload.

For example, today even assuming a modest speed of, let’s say a 1,000
packet/second, about half of the maximum data rate of a T1 channel, the human eye
cannot respond that fast to read the IP addresses, digest the information and act before

25 ~ many, many packets enter the system and canse damage. Today a typical enterprise can
recelve a million hits in an hour, made up of perhaps 4,000,000 or 5,000,000 packets.

Such large numbers of packets, when backed up, cause the system to stop functioning.



-5 optionally could show why. This information can be displayed locally and
can be comunicated renptely to any term nal or conmuiibddivembedibce
anywhere in the world. Thus, a user, operating fromany termnal with the
appropriate user ID and password can nake adjustnents to the system by
changing the different paraneters allowing nore or |ess data flow The
operator can, if desired, adjust the criteria for choking data. In

accor dan¥@ %{#%%° an aspect of the present invention,PQW§17F7§ provi ded a
traffic rmanagenent system for use in conjunction wth packet data, said
system operative for passing data gackets there through, said system
conprising: neans for review ng selécted portions of data which is flow ng
into said systemand for deriving certain paraneters based on said

sel ected portions of sai &WY%%T%M Nr enenbering for a period of

time said c ' gl | | i ] recei ved packet. In
accordance wt e%%é%g;i{?ﬁi;r ag%lggés%ﬁ%&%%?gn%P%%gen ﬁ%rr?d there is provided
a data farcbifpchuenivirens the Jatabesering on preemputemer sarssomtlipednpetediadnd pr ocessi ng
system fr ' r: |t ta.r tS.dif ed. t ai d

enterpri ;%rﬂ s?{?lgftag?hﬂtl ?foﬁ%ugt%u g%sl)é\%sx{)? é‘g%é‘ﬂ% tetcgﬁglg%i@lﬂgﬁee I%)hrci%soé@%n;sﬁ[st em said
dat asf | owrasggsmenhiaodsrpn Prsothey computpaisle iy syistem indssigpdditogronitt everdi rect ed to sai d
ent er pri $&,4S¥s ( | , htoring circuit
For rovi o REkE e dabaRY s Ayt H 08 R HE 00 oA TP 0T "0 ey,
and for agdessaiahylingatiofihg byjesrof inferawonzswdatedwitis eachipaskett Fhegoploaft i ons of sai d
data; an : L E rently being
andi cd b AR el o QRRLAENGITch MuRRAE) Rl R EHBEE" o7

t enpor ar idpty threughppt mysteeigect ed data which is directed to said enterprise

system away fromenterprise stem wherein sel ection of said selected data
for t18t enpor arff g‘if"?‘g G TSt G28 i¥}§§%"&m@)ﬁli‘m§1é{’$dds: s@ﬁﬁwﬁm&a}* disasegble. The

f or egoi ngvhbi@stherstold 18 edeedtl MeVesHAIAORANIY cdnttRt, ek WabiBe Althet SGRANIKRAI advant ages
of the ﬁres%&?i r&vention in order that the detailed description of the

i nvent i off*£R Bty gecumpatedumberof Riytes of BEFEEROBATIEANEPIME f eat ures and
advant ag@eriodf (cile a ipfiviedy i Bliosi(hTS)ies meesiakhit. DAl BIs@hpRhd @faidhi ch form the
subj ect of .the cl al of the_invention. It should be appreciated by those

ski |l ed PHYEHREesRMmedcoptupedend pryeeaist (smpormty)dparnassing Rpahdhsrent

15 system. When the traffic rate falls to the threshold level these captured packets are
allowed to then flow through the system. The captured packets are selected based on a
comparison of information “sniffed” by the monitor agaitist certain criteria, such as
number of packets and the accumulation of bytes per PTS coming from a particular IP
address; a known “bad” IP address; and known bad data patters.

20 Generally, when it comes to flooding, there are four (or more or less) threshold

levels which exist which are percentages of the total maximum band-width of the network.
The thresholds can be for example 20, 30, or 40 percent of maximum. If the traffic flow is
under the lowest threshold, everything runs smoothly. Once the number of arriving
packets and accurmulated bytes violate a threshold, the system begins, automatically, the

25 process of choking or holding certain packets. If higher thresholds are violated then more
and more severe action is taken, 1.e. more and more packet(s) are prevented from flowing
through the system.

One embodiment of the system inchides several real time displays, or tools, to
analyze, manage, and monitor the data bases, the kemnel, and the whole system. One
30 visual display of data and addresses shows the packets that have been choked and,



di scl osed may be readily utilized as a basis for nodifying or designing
other structures for carrying out the same purposes of25Nwwempbersiigd
invention. It should also be realized by those skilled in the art that
such equi val ent constructions do not depart fromthe spirit and scope of
the invention as set forth in the appended clains. The novel features which
are believed to be characteristic of the invention, both as to its

or gani zat élmnnsallsrdommtsl’(mdwlﬁy‘ Thﬁﬁlﬁ'dsrﬁiaﬁ@fbanbegﬁﬂilw lwhllﬁaﬂ‘dmaﬁ ker objects and
advant ages_w | | ?w% under st ood rmﬂﬂmuﬁm foII deﬁﬁrlptlon when

unlcat 1 OF ( ce an & WOT
consi dered 1'n CONNGE P W th The acconpanyi ig fi ﬁ‘ﬁres 'S to be

expresslyﬂwm@@wsnmgdngﬁmmemgwnmmﬂamhéa@nmqﬁmmmaxﬂmguhsswm@cprOV|ded for the
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basic bl o I nt.L.on shows .a | ow di agram of
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In accordance with another aspect of the present invention, there is provided a
data flow control system for preventing an enterprise data processing system from being
overloaded with data requests directed to said enterprise system from sources external to
said enterprise system, said data flow system comprising: a gateway for accepting data
directed to said enterprise systein from any said external source; a data monitoring
circuit for reviewing selected portions of certain data directed to said gateway, and for
deriving certain parameters based on said certain portions of said data; and a delay path
operable when the amount of data currently being handled by said enterprise system reaches
a certain threshold for temporarily removing selected data which is directed to said
enterprise system away from enterprise system, wherein selection of said selected data for
temporarily removing is based on said certain parameters.

The foregoing has outlined rather broadly the features and technical advantages of
the present invention in order that the detailed description of the invention that follows
may be better understood. Additional features and advantages of the invention will be
described hereinafter which form the subject of the claims of the invention. It should be
api)reciated by those skilled in the art that the conception and specific embodiment
disclosed may be readily utilized as a basis for modifying or designing other structures for
carrying out the same purposes of the present invention. It should also be realized by
those skilled in the art that such equivalent constructions do not depart from the spirit and
scope of the invention as set forth in the appended claims. The novel features which are
believed to be characteristic of the invention, both as to its organization and method of
operation, together with further objects and advantages will be better understood from the
following description when considered in connection with the accompanying figures. It is
to be expressly understood, however, that each of the figures is provided for the purpose of
illustration and description only and is not intended as a definition of the limits of the

present invention.



Turning now to FIGURE 1, as packets conme frominternet 18 (or any source),
they travel to data converter 11-1 (11-2) through |iné5Novemherc2¥06oul d be
a Tl, T3, OC48 or any other comuni cation nedia. Data converter 11-1 can
be several data converters which 5 take the data packets off the |line and
convert that data to an "internal" protocol, such as token ring, FDDI,
TCP/ I P or other protocol desired by an enterprise. These packets then pass
to securW@ {3t em 200-1 one nedi um 14. Wien the pdEEBEY1Z%¥ive at security
system 200-1, each packet will be analyzed, as will be discussed
hereinafter. Only those nedium packets which nmake their way through
security system 200-1 are delivereddto router 12 10 over 15. Router 12
could be a conbination router/gateway or, in fact, router 12 and/or
firewal'l 108 coul d be BRIEF DESCREFION OF THE BRAWMNGY system 200-1 if so
desired. Tho acket s t hat nage make it through security system 200-1
are deliver ei%r F{Sm’?ﬁ?’@ﬁﬁtﬁug@gi? Héa‘ﬁeltr?ﬁ‘?’ftl‘%‘)“m}?é‘t FPRCSIBN0%  r ewal | 108.
Connect eshadecto ietfslimnbig dbstriptidhs BiRen if bétfincliolivwitlted feconlpagdlg Riwihgmot e. . For
exanpl e, . i rht;r anet 13-N is connected to intranet 13 via 15 nedi um 17.

Connect et ¥ Chémy of the intranets can be any type of device such as routers

102,5 gat eway L C I rotocol systens
(VQ/?) 106, O?Iég% 1t§ %%q%%%%gé?ncﬁ@%%%mﬁ%kos‘%?@ér%ﬁgéﬁ g%rgiagned havi ng a
back up Pefwerk;spcipasdhs iptemet, i f the user desires, -information is al ways
delivered fr external .network for exanple from.internet 18, 20 over
data |ines T&T{jﬁgﬁ%ﬁ_OW%EM%Q@OFHQESW%%WYGQ&%e processed in a
simlar way i joh Tl they do not pass through
security sysﬁ%ﬁrgﬁgg%&%n@t@ﬁddggdguéqt%efygéﬁtgﬂé%%u%o-2 gets notified that
security sysREURDQAsHovss seieh threaB ot byfign Gbrkingieérh@igdednd | N such an event
the information stops flowing fromT1l-1 and starts flowing fromT1-2. This
i s ¥ back-up F&mgﬁﬁ@%‘éﬂ@eﬁ@?hww@wmsﬁ@h@mm2 can, for 25

exanpl e, conmuni cate with each ot her over medi um 109. Dat abase 19

advant ageously is connected to both systenms 200-1 and 200-2 and is used to
store the information analyzing every packet that cones via T1-1 or T1-2.
Applications 107 can be renote fromsecurity systens 200-1 and 200-2 if
desired and, connected via intranet 13, or they can be local to security
system 200-1. The




30 preferred arrangenent would be for applications 107 to be in a separate
CPU fromthe one 25 Novenber 2005 WO 02/ 100039 8 PCT/ [ 250RAEMBAB005 ocessi ng
system 200-1. They can be run froma location via internet 18 if needed. In
t hat .case, the informati on would cone in on nodem T1-1 and T1-2 as any
other information would conme in to the system This, as will be discussed,
allows a user to renotely access the system nonitor the system and nmake
changes Y8 %¥H&B8ystem as 5 desired. Data from appl i “IHUSBHE42%07 i s

advant ageously binary encrypted so when it's ran from anywhere, it is
difficult to decrypt. As data flows into security system 200-1 (200-2) the
packets are anal yzed and do not pas5 to router/ Gateway 12 unless they are

| ogged through the systemas will be discussed hereinafter. 10 FI GURE 2
shows a bl ock diagram by V2ETAHLERPESERETEM Y, of security system 200:

Data enters, 4| | CPU interface 20 I ch advantageously coul d
be a Sun U t%ﬁg@%?ﬂﬁﬁmgﬁﬁoﬁeiﬁﬁﬁl”é'ﬁ'?%téﬁ?‘ffnm"’é’ ’&‘Sgl d be Solaris
8. Adni nitsvel wtdateeonvetierlddEls2)2rongh linel 0, ekilipduld WeracT1 T31I0048 stialy di spl ays;
two of | [ S riven t ot her, two bei ng.yi sual displays
of the E@%%gpﬁ?ﬁmgggﬁnF?%Eﬁm%gFgmg%Zggf@yﬁﬁ?EW§g?%§m§ Pﬁ?c'n our exanpl e,
Or acy e 8itake the duto pacBetd off the lifk; and kchverd firiadata t@anTiméed” mbtocdlabdtes based on
Oracle 8 ' Iof i S em 23 i.s al ] system that

i nvol ves @%ﬁ%&ﬁgﬁ%ﬁ?ﬁ Ie’%ﬁtqtﬁ%ﬁ%%ﬁéaia‘nésﬁiﬁ’yeaﬁegte’ggsepz@?@?%ﬁegeﬁgﬂanal yzed and
choked. Ppasstosetunigy sygiem 26t aree rdddivar . Siea thie padkett apidiadtlseukigrsiedm nodul es t hat
actual ly,filt 1.sall o cke fr om passi oggh the system SM 26
is se|f-%@%Lf%%ﬁ%%ﬁﬁﬁﬁgfF?%%E§EEY@§?d?%“?gﬁ%ﬂﬁgﬁﬁﬁgbgﬁge Foring the
conpl et epakets whiclh mgledbein way thrpeghesudQGystenf 2000129 deligtdwo rdater ittt er f ace 27
progesse o external interface L5 usin un,Fest Ethernet PC
NI Cﬁfnt erg‘rf]egig'gl}:@geg?&ﬁ})‘%qefaicg% %Hngvgefﬁéﬁ?%Ogérh%%’rﬁglg[e@,aﬂﬂ(g’fmi | and/or any
ot her ne$sagh 108 oppld be huilt dinécily evusbuyritysyste B60-BNEFdgirat ocol t hr ough ext er nal

i nterface 14 using, for ) _
Those packets that manage to make it through security system 200-1 are delivered

to enterprise internal (intra) network 13, firewall 108. Connected to intranet 13 can be
other intranets, local or remote. For example, intranet 13-N is connected to intranet 13 via

15 medium 17. ‘Conneéted to any of the infranets can be any type of device such as routers
102, gateways 103, servers 104, PCs 105, voice-over IP, protocol systems (VOIP) 106, or
any type of devices .01.

-The system is designed having a back up line T1-2 so that, if the user desires,

information is always delivered from the external network for example from internet 18,

20 over data lines T1 and T2. The packets that come via T1-2 are processed in a similar way
as those coming via T1-1, except they do not pass through security system 200-2 until
security system 200-2 gets notified that security system 200-1 is not functioning or
overloaded. In such an event the information stops flowing from T1-1 and starts flowing
from T1-2. This is a back-up system and security systems 200-1 and 200-2 can, for

25 example, communicate with each other over medium 109. Database 19 advantageously is
connected to both systems 200-1 and 200-2 and is used to store the information analyzing
every packet that comes via T1-1 or T1-2. .

Appligations 107 can be remote from security systems 200-1 and 200-2 if desired

and, connected via intranet 13, or they can be local to security system 200-1. The
30 preferred arrangement would be for applications 107 to be in a separate CPU from the one



exanple the Sun Solaris Mailx program Threshold settings control 28 allows
for fixed 25 and variabl e settings. Commands i nterface 25Navetvhen2@hel |
and/ or DOS shell command |line interface to the system Interface allows
external issue of conmands that change the internal configuration
paraneters of the system Along with changing the internal configuration,
the confjguration database is updated sinultaneously and automatically. The
fol | owi ng%l %a list of configuration itens that %%Usﬂ?é”ézl“tered: WO
02/100039 9 PCTIUS02117426 Status - tells the systemto list all the
configuration itenms that can be altered and their current status; Email -
turn on/off email alerts; Pager - $urn on/of f pager alerts; 5 Iptrack -
turn onloff witing to the iptrack database; 10 |Ipchoke - turn

on/ of f wr PIICFEnE 8ystepiP8ile Thatcabbrsan from g jospon viainfemetds ifopsdeduwlnt i ng t o i pi enp

dat abas e habsé 8@ nforntabiiwaid Qe iNBSAGEA T1L 0H4TEHAE kiyihand change the
nmessage .reporting |level; Trace - turn on/off error log reporting and alter

the tracdpunpon weiideome g to e systena cThis, prowidlbg disenesseprplloperuserde and Threshol d s

1-4 - 1 Ukeddl Rbkbss BREHtdnl SRR o) @¥EInd nfak phaSs:Sy st em di agr am 300.
Packet s entdgér]fvi a box%SOI vi a ITESI um 14 (FlI 2) an%l each packet is

anal yzed %864t i ne 302 |1 ooks at the packet to see if the IP 15 address of
t he packet h ) QU ' tion., Alsqg a.tally is

i nt ai ned | rorah gl B Rbooll Bl e fi R B L acie

cont ai ns framdnywheray i adtifficdf toldpdrgps.  Axdatatfloers paa deetrity systasioatl (1002he total for
that s amﬂmlpgck@tg glre%ﬁﬁyzclgl?d c?o*%% p%sng 6 lro%%r/&gt%ésy 1t2ru%f:eg<s tﬁgy are logged

through the system as will be discussed hereinafier.

10 FIGURE 2 shows a block diagram, by way of example only, of security system
200: Data enters, via medium14, to CPU interface 20, which advantageously could be a
Sun Ultra Computer running operating system 24 which could be Solaris 8.
Administrative interfaces 21 in our example are four visual displays; two of which are data
base driven and the other two being visual displays of the kernel in real time. Data base

15 interfaces 22 are, in our example, Oracle 8i version 8.1.7.0.0, and contain a number of
tables based on Oracle 8 architecture. Notification system 23 is an alarming system that
involves sending out e-mail and pager alerts as packets get analyzed and choked. Filtering
processes 25 are Solaris 8 loadable kernel modules that actually filter or disallow packets
from passing through the system. SMI 26 is self-monitoring intelligence that is -

20 continuously monitoring the complete state of security system 200-1 (200-2). Network
interface 27 processes data packets to external interface 15 using Sun Fest Ethernet PCI
NIC Internet access. Notification system 23 sends pages, e-mail and/or any other message
type, advantageously via the SMTP protocol through external interface 14 using, for
example the Sun Solaris Mailx program. Threshold settings control 28 allows for fixed

25 and variable settings.

Commands interface is a Unix shell and/or DOS shell command line interface fo
the system. Interface allows external issue of commands that change the internal
configuration parameters of the system. Along with changing the internal configuration,
the configuration database is updated simultaneously and automatically. The following is

30 a list of configuration items fhat can be altered:



how t he packet size fits with respect to the nmaxi mum packet size of the
other incomng data. Also tallied are the anount of bgsdevahbeebhe | ast
primary time slice (PTS) has been 20 stored along with, the accunul at ed
bytes for the whole tinme the system has been running for that |P address.
The date when an | P address first sent a packet through the system along
with the date of the | ast packet is nmaintained along wwth the current
nunber oVOBOME? for that PTS all of which are st oP€®VUB1#¢ abase 19 via
routine 303. Analysis 304 involves determning if the nunber of packets and
the accunulated 25 bytes per |P address over each PTS, taken as a whol e,
is enough to violate any of the fot preset threshold |evels. Analysis 304
al so determ nes, on a continuous basis, if the packet byte accunulation
rates warrant theS&BHarteflote gstem (ks altihe epvfigration itaweithatserche altered he | i st of
chokes as conpar ggh th&r Raed skl eshol d | evel and preset packet rate. 25
Novenber 2005 WO 02/ 100039 10 PCT/ US02/ 17426 Threshol d conpare 305,
conpar es t he nunbEmaibf tubndnesf eehiail ales; t he | ast PTS where it first sorts the
total nunber of bytes to each |IP address by descendi ng nunber of bytes. In
ot her words, the hig§hedin onigfmager dertshyt es by | P address gets sorted to the
top.cIf the thre l,d .has been.viol.ated .box. 306, if the total nunber of

; ARG S OE R R Bl

bytes that came tFHrough for &uring that PTS is greater
than one (or norejpcRikel i EEHRRALD HANWRd SitBhsel I the packet rate violates
a preset packet rate threshold. V\I%en a level of violation happens, 307 a
determ nation is Tpiee -den bwolfiviitidy tb éyiedp dambaseeen viol ated. |f any threshold
is violated, then certain data packets are choked fromflow ng through the
system Once a t hMs&RgEA-qup ev/off Bpsseasdiog rreorygsand shaseqthemessagedi sal | ow packet s
fromcertain I P &QoaadkRsses to pass through the system Since the system
has al ready and continuously, Kkeeps track.of the total bytes as well as
t hellhunber of packets- thoon/effeny ldgRemdihzand aleptht aate idvel re@sgndi ng or der it

now uses t hat talé)%/_to choke a certain percentage of traffic. The
lice - modify the PTS period; and

Threshold s 1-4 - turn on/off each threshold level.

FIGURES3 shows system diagram 300. Packets enter via box 301 via medium 14

(FIGURE2) and each packet is analyzed. Routine 302 looks at the packet to see if the IP

15 address of the packet has sent any previous bad information. Also a tally is maintained in
database 19 (FIGURE1} of how many bytes each packet contains and the number of bytes
of the packet is added to the total for that same IP address. The system also keeps track of
how the packet size fits with respect to the maximum packet size of the other incoming
data. Also tallied are the amount of bytes since the last primary time slice (PTS) has been

20 stored along with, the accumulated bytes for the whole time the system has been rumning
for that IP address. The date when an IP address first sent a packet through the system, -
along with the date of the last packet is maintained along with the current number of bytes
for that PTS all of which are stored in database 19 via routine 303.

Analysis 304 involves determining if the number of packets and the accumulated
25 bytes per IP address over each PTS, taken as a whole, is enough to violate any of the four
preset threshold levels.

Analysis 304 also determines, on a continuous basis, if the packet byte
* accumulation rates warrant the addition or subtraction. of IP addresses to the list of chokes
as compared to each threshold level and preset packet rate.



system does this by | ooking at packets from|P addresses that are known to
have -sent bad packets in the past. |f choking only th2s&ovaekat20bs not
enough to bring the bandw dth 15 down bel ow a particular threshold | evel,
the system chokes the next IP address on the list having the |argest data
vol une per PTS. If this total accunul ation of bytes as well as the packet
rate for this | P address brings total bandw dth down to threshold | evel

t hen t heWOYWBH st ops adding | P addresses to the HARBON4%f t he

t hroughput still remains over threshold, nore and nore | P addresses are
added to the choke list until the proper 20 throughput is achieved. During
this time the systemis sirmltaneoué?y determining if there is a violation
of any ot herélﬁﬁher ez(tol ds. éﬁ; t he next hjgher threshold has been viol at ed,
then the syst compprp 30y AorpRgess thy ppmbsr gilytes dunpgha g RTHwhe®r a hi gher
percent ags fiksesoets the @otal Baer of Hyteks BfeactSIPS@ESs 99 BSccd@na@ntehéashel d, then sone
of the IP a(a%%\g(sag%h n.the chok Iiﬁt are 25 renoved, Were the threshold
level s ar 8 qH5hEpEY hedyghestn Of‘(%érf% el eddrsts et wated to the topy If Biged ¢ hr ough.

Once the thadkskdibisss beediokedldox B060if EERGtAl QOmbe bf Byha that bR HhelH fhrouel . then if
need gae, ke list Process 309 & 311

r.e addresses e remoyed fromthe chag )
cont rol gt)agﬁrgﬁgscffm%tﬁftgi \}\ﬁrﬁr‘l“aéeré’la’bﬁ‘ﬁ’s(gr%‘f °§@‘ﬁ8§eshﬂﬁm%ﬁflﬁf§?a t hr ough t he
syst Iem Amketmtf«: yiolaeengestipatkchapmaatold! Wavied Kvel bﬁ@cﬂ&tﬁ»ﬁﬁaﬂﬁﬂl\%@({l -
si mul t aneo .is anytjne a.. ve up or do in thresho evel is
trade, a %I%?%%Wf‘%%?tl? ‘\é?\c{eia%toﬁ’ﬁ’b%q‘fvgp }%'éeegf"ok}ﬁgegna?%@{“m&ir‘é“e% ntly being
choked ar themsderthih dete packes aré Ehokdieonflevidcthiogh thé fygemWe | eave themon the 25

Novenber 2005 WO 02/ 100039 PCr/US02/ 17426 11 choke |ist at the next higher
| evel . Acti ve Onediibresheliis vinlated the syithmdging tostisalloyuproltets fouh ¢oytriedP and/ or

Packef s OiiileBds fohss! n tht t"l"g $if3lne! | Sl for a PTS,
meaning it has %ot ﬂgiécgurm?%st e anyhgff%%g%% g%%gjhe dscgllﬂ%{n%%@’ | ast PTS , then
it is renoRidrack ofithq thial bytes kewoll ds die nbwbes oEpacketrdpr avity dRlatidess®stedr e added or
removed. i ddeliEieicl Rl AR RRTGS il 4 Al SSIGEL A Gradd. ‘T eSNO!
percentages and 2) primary tine'slice. Everythin appens brand new for
every ti nistemidess thigly legking at packets from IP addresses that are known to have sent bad

packets in the past. If choking only these packets is not enough to bring the bandwidth

15 down below a particular threshold level, the system chokes the next IP address on the list

having the largest data volume per PTS. If this total accumulation of bytes as well as the

packet rate for this IP address brings total bandwidth down to threshold level then the

system stops adding IP addresses to the choke list. If the throughput still remains over

threshold, more and more IP addresses are added to the choke list until the proper

20 throughput is achieved.

During this time the system is simultaneoﬁsly determining if there is a violation of
any other thresholds. If the next higher threshold has been violated, then the system goes
through the same process, but looking for a higher percentage level to choke. If the
system goes down a threshold, then some of the IP addresses on the choke list are

25 removed. Where the threshold levels are lowered, the cached (choked) addresses are
allowed through. Once the database and cache are emptied for that threshold level, then if
need be, more addresses are removed from the choke list. Process 309 & 311 control
storage of data, while process 310 sends unchoked data through the system.

Another process that happens at every threshold level simultaneously is anytime a
30 move up or down in threshold level is made, a determination is made to see if bytes that

are currently being choked are still active. Ifthey are active, then we leave them on the



advant ageously is two seconds but could set to any length desired. Then the
way the systemprioritizes howtraffic is choked is b{5devenbir2008 how
many bytes and packets are accunulated, if any, during the last PTS for
each I P address. 10 The reason for checking to see if an I P address is
still active is to prevent an attacker fromcontinuing to change IP
addresses, which could occur if "dead" |IP addresses were not renoved

qui ckly YP8M%®BL choke list. FIGURE 4 is a descri pt¥dVS8¥1"hat i s goi ng on
during a primary tinme slice. There are seven processes operating in the
processor for every primary tinme slice and these 15 processes are repeated
at 2 second intervals (assuming a 2lkecond PTS is selected). The

paraneters for disc storage for the database storage can be determined on a
cust oni zaBrke listai e nexifhigherdevel Asties mepoetist thedP 9tldress hasceunfubted ptext ended

Lo zaB! il : ! ; Kot s,
period o anfd}oﬁ'ﬁ‘acléé?sediﬁﬁgthkﬁgtﬁﬁ Iﬁﬁé?tﬁéhhikeg’ét’ils Bﬁcﬂggakégrﬁ:%émgﬁi%g%e packet s

The user could deternine the anount o ne an a that they
need to skepesumyaied By bigvetpeskgts imidie lagPTH othen 26 reraovpd BES theRhokanet er s f or

dat abase ﬁiﬂﬁ@gﬁhéﬁﬁa@ﬁ&%%gga&&hhrgﬁﬂﬁﬁg upon the anmount of bandw dth that

IS being recorded and w epend upon when the inactive list is available
suchsas by th@whanoriat@ueinetsis s e syd@inlaye 1 thrivB6ll batcdnBgésan®at s to be backed

up to maintain. datahase. .levels for congtant witing dyring any tinme of

f I oodi ng RW%?S%E%%F'&B%\%P@%Wd%W?M%WWPFlf?&g"v |1igence (SM)

di spl ay Sdiantdgensly idwo eoimis bertoald 6& lmP ledyth dbsirbd) TRy b @B st ates i n

real -time_dynam cal l.y. Ther.e Jfour states for every conponent which
can, if fé%?‘?gﬂ‘,’“%%%s %W(S%ﬁ‘%ilﬁchg#ﬁﬁ%?yé{ﬁm&ﬁ“% oW APy RyiRs ckels@ht i fi cati on
of syst emcanadatsi, if Ty dering dredast PT ot @il fPe@isss( opt i onal ). are suggest ed

colors. Down (in red) - the conponent is down and NOT working - needs HELP.
25 N@venber 2dberesson B shedlgugg seeif o addzee s Bl adive isite prevent 4ol ue) - t he

conmponent atﬂa&emnkédﬁgg&m‘) bR eP@eRakRls Vbl Ga dbk if<Seaffo EEdsY

- were not removed quickly from the choke list.

FIGURE 4 is a description of what is going on during a primary time slice. There
are seven processes operating in the processor for every primary time slice and these

15 processes are repeated at 2 second infervals (assuming a 2 second PTS is selected).

The parameters for disc storage for the database storage can be determined on a
customizable level, whether a user needs to store data for an extended period of time
beyond the PTS expiration of active or inactive packets. The user could determine the
amount of time and volume of data that they need to store and for how long and for how

20 many PTS.

Parameters for database storage and back-up will depend upon the amount of
bandwidth that is being recorded and will depend upon when the inactive list is available
such as by the hour increments or daily or weekly increments to be backed up to maintain

database levels for constant writing during any time of flooding traffic.

- 25 FIGURE 5 shows Self Monitoring Intelligence (SMT) display 500 shows 12
components (501-512) of the systems states in real-time dynamically. There are four
states for every component which can, if desired, be shown in different colors for quicker

identification of system status. The colors in parenthesis (optional) are suggested colors.

Down (in red) - the component is down and NOT working - needs HELP.



NOT active. Idle (in yellow) - the conponent is working, initialized, and
running but is currently not processing data. 5 Run (i26 Nypvembdr 2006he
conponent is working, initialized, running, and actively processing data.
FI GURE 6, shows dynami c visual IP Filter nonitoring display 600. Table 601
entitled "I P Address Information” is a real-tinme dynamc |list of each and
every packet that the systemsees on the internet. Table 602 entitled "IP
Filter IWP8¥WEB?oNn! 'is real-tinme 10 dynamic |ist OICTAR&YN426| ngl e packet
that the system chokes. 603 is the total bytes the system has processed
starting when the systemwas initially started. 604 is the total nunber of
packets the system has processed stlarti ng when the systemwas initially
started. 15 605 is the total nunmber of bytes the system has choked starting
when t he systleitr(imblec)i-thetdombéngntss werkipg andd@6bdes inithatizal dds comendyer of packets
the syst g@hagzfhoked starting when the system was initially started.

FI GURE 7, shoms visual | P Tracking database nmanagenent and di splay 700
which 20 prqme@memetue@&@ﬁoﬁaﬂmf@ﬁﬁmﬁumhmﬁm 8hitks | P address that
the system mai ntains. The flrst two col ums of FI GUR Il will call them
700a, 706l o nBYtPENERAE 45004 is the | P address. 700b i s the domain nanme

assogi ated w ggﬁg LLgpt PTS. 25 701 is
t he fotal acg%%ﬁ%§¥¥ﬁpgégggm%ﬁ$¥g as been p?%cessg&mﬁgm' TP address 700a.
702 is the taredessingdetaul at ed bytes during the current PTS for | P address

701la. 703 is_the total accunul ated bytes during the |ast PTS for IP
address 701 &1CYBE 6 oy dynamic vl 1§ Blenyaoiiennssisplapo %J@‘éﬁé‘)bm a up to the

| ast  PTSentitlé@4Ppissidictan@ahdion s Mrhlcdind diRarhit LR AHERE nd A pYes: didi r St | ogged.
the system sees on the internet. Table 602 entitied “IP Filter Information” is real-time

10 dynamic list of every single packet that the system chokes.

603 is the total bytes the system has processed starting when the system was
initially started.
604 is the total number of packets the system has processed starting when the
system was initially started.
15 605 is the total number of bytes the system has choked starting when the system
was initially started. |

606 is the total number of packets the system has choked starting when the system
was initially started.

FIGURE 7, shows visual IP Tracking database management and display 700 which
20 provides more information about each and every IP address that the system maintains.
The first two columns of FIGURE 7, I will call them 7002, 700b, are not shown.

700a is the IP address.

7000 is the domain name associated with column 700a’s IP address up to the
current PTS.

25 701 is the total accumulated bytes that has been processed for IP address 700a.
702 is the total accumulated bytes during the current PTS for IP address 701a.
© 703 is the total accumulated bytes during the last PTS for IP address 701a.
704 is the accumulated bytes for IP address 701a up to the last PTS.
705 is the date in which the IP address 7012 was first logged.



25 Novenber 2005 WO 02/ 100039 13 PCTIUSQ2/ 17426 706 is the date the IP
address 70l1a was | ast updated. 801 is a pull-down nenu2®Nodahber@MDEh is
associated with this systems configurations. There can be many different
configurations associated with this system FIGJRE 8, shows visual
managenent tool 800 for the system configuration 5 database denonstrati ng a

pul I down nenu of multiple configurations. The systemcan store as many
di fferen?O&M%PYurati ons in the database as a conpdSFUMFIF4I6 | i ke. Al t hough
the present invention and its advantages have been described in detail, it

shoul d be understood that various changes, substitutions and alterations
can be made herein without departig fromthe spirit and scope of the
invention as defined by the 10 appended cl ai ns. Moreover, the scope of the

present appl i &1 adste E’Eaﬁdwsﬂﬂ’dleﬂaﬂl@fﬁeiateﬁll m ted to the particul ar

enbodi nent s of,,t-he peess manuf psition of matter,
means, met hodémé‘?] B@%‘égﬁg’g’eﬂmﬁ’ﬁ?ﬁ% ﬁf‘?ﬂf‘t? i. As one of ordinary
skill in cbh@umﬂbnsmhérecma:dmayyaﬁaeﬁebﬁgemﬁmmsbme&hnsﬁh@sm of the present
i nvention, processes, machi nes, manufacture, conpositions of matter,

means, net hodSIGURE & shaye visyal mapagsment fopl @iferthampion cinfeeetano be devel oped
t hat sper f@ﬁﬂﬂs%@ﬁ%@ﬁ%ﬂﬁﬂl&oﬂﬁnﬁ%@fﬁﬂ@i&&ﬂﬁ Jhonsaq@lagy& Stantially the
e

sanme result as the cor espondi ng enmbodi'ment s” descri rein may be
utilized S&E%PHP)% Wg@ﬂﬂrﬁmsqa@ﬁcomwe\mgkej t he appended

cl ai s are c e wi.thipn theiy s cesses, |
machi nes, glﬁ pmsmﬁﬁ g?‘i%’ﬂéts %’P’ gwﬁﬁﬁg%eﬁé‘ﬂﬁfgﬂe}ﬁ or steps. 25
Novenber SB@&BbGMdW@o'ﬂthzﬁSvﬁoMMEﬁgeh Subsﬁmndhstm@eﬂtéuaﬁonmmﬂgmat system for use
in conju at a stem oper at.i ve for passing data
packets t ere kge o"gs %rft ??i’fmﬁ’ﬁnmg & dermedby e

10 appended claJms Moreover the scope of the present application is not intended to be

limited to the particular embodiments of the process, machine, manufacture, composition
of matter, means, methods and steps described in the specification. As one of ordinary
skill in the art will readily appreciate from the disclosure of the present invention,
processes, machines, manufacture, compositions of matter, means, methods, or steps,

15 presently existing or later to be developed that perform substantially the same fimction or
achieve substantially the same result as the corresponding embodiments described herein
may be ufilized according to the present invention. Accordingly, the appended claims are
intended to include within their scope such processes, machines, manufacture,

compositions of matter, means, methods, or steps.



means for review ng selected portions of data which is flowing into said
systemand for deriving certain paraneters based on sasNovembat29ds porti ons
of said data; and nmeans for renenbering for a period of tine said certain
paranmeters in conjunction wth each received packet. 2. The traffic
managenent systemof claim1 further including: neans operative upon
attai nnent of packet flow volune into said systemreaching a certain |eve
for tenporarily storing certain subd&quently recei ved packets in
accordance with selective renmenbered paraneters of previously received
packets. 3. The traffic managenent system of claim2 wherein said certain
| evel includes a plurality of levels, wherein the attai nnent of each
successive level results in a nore stringent application of said
remenbered certain paranet er WHAT ISKHTAIMED fst ¢ managenent systemof claim 1l
wherein said renenbered paraneters include one or nore of. a sender's
~address; a prior trouble-causing address; a notice of a potential trouble
address; anount. of dabhffic a@aemhint §yeem e i c@fhtiomwidbaaede@ssd in a period
of tine;, nunmber of packets arriviB% fro %mﬁarticular_address in a period
f

of time; YARSERINE Lr Pyl mckiis MerrAtranesrsaid gy YRR Rint er with an
address; date @ank a,]g &Si:'ewgng @ﬁ@?a b@ﬁoﬂéﬁof datalaﬂaé@daﬂ;@ﬁﬁg ind said B@tetnland f i C
managenen stem of claim rther .including, _means operative upon
attainnen%“%%Wﬁﬁgﬁ%Pp@?@ﬁﬁ%B@ﬁ#FSFﬁﬁﬁﬂ’ Pﬂﬁ@ngﬁﬁﬂgﬁd§ﬂing a certain leve
for tenporarilyesdt RF icAgmb&Ing &ir B p&ieh SLuEREk itaiBRRINRE iPaRjtadidni N
accordance. w th se%&gt've remenber ed paraneter of previously received

packets; NIRRT eI ki d certain level includes a plurality of Ilevels
arranged in a sequence, and wherein as the sequence of |evels gets closer

to an absolute maxipum data flow rate re 25 Novenber 2005 15 and nore of
sai d remenber el pafﬁ%ﬁ?g%§m§?@mFHEWﬂ8@gP§§HHL@5@??1‘@F@%aid det erni nati on
to tenporarilyessk Ofetatide Pvntatgibat oPReks flowGolublentd kad §jsemmanagenent system
of claim?2 further.ipcl¥diqg means for . i X

reaching a certain level for temiporanly storing certain subsequently received packets in

accordance with selective remembered parameters of previously received packets.

3. The traffic management system of claim 2 wherein said certain level
includes a plurality of levels, wherein the attainment of each successive level results in a

more stringent application of said remembered certain parameters.

4. The traffic management system of claim 1 wherein said remembered
parameters include one or more of: a sender’s address; a prior trouble-causing address; a
notice of a potential trouble address; amount of data transmitted from a particular address
in a period of time; number of packets arriving from a particular address in a period of
time; an address’ domain name; date of initial encounter with an address; date of latest

encounter with an address.

5. The traffic management system of claim 4 further including:

means operative upon attainment of packet flow volume into said system
reaching a certain level for temporarily storing certain subsequently received packets in
accordance with selective remembered pa.rameter of previously received packets; and

wherein said certain level includes a plurality of levels arranged in a sequence, and

wherein as the sequence of levels gets closer to an absolute maximum data flow rate more



retrieving said tenporarily stored data packets when traffic flowinto said
systemfalls below said certain |level; and neans for pfiNovagbsaiods
retrieved data packets through said system 7. The traffic nanagenent
systemof claim2 further conprising nmeans for dynam cally displaying
information pertaining to tenporarily stored ones of said data packets. 8.
A data flow control systemfor preventing an enterprise data processing
system from bei ng overl oaded with dafa requests directed to said enterprise
system from sources external to said enterprise system said data flow :

Syst em COogamho?d &T8aid AenBRba¥EArdiRlersARGRMIdeNS dbadidfofialdReleftndi@n &2 d enterpri se
systemfrom any said external source; a data nonitoring circuit for

revi ewi ngCRRPREVSIPTGRPAYREPSEetcertain data directed to said gateway, and
for deriving certain paraneters based on said certain portions of said
data; and a delay path operable when the anount of data currently being

handl ed by sai® ~ent@ipliicmangganeahivsienchelaing? Raherdnsudiggreeapsioy f or
t enpor ar i tetickRELai RehpsRAHBGIRE dRlARMRIARN trhiFic Aoheab 864 {ydemahd enterprise

system away fromenterprise systéem wherein selection of said selected
data for PepEidesPir lsvsha¥d ng i s based on said certain parameters. 9. The

system of cl ai ﬂb&s%%ﬁ@ih@s&i&‘ﬁtrﬁ%@%ta%&éts%ﬁ%ﬂsgidQ%e?n.V‘hi ch are
tenporarily renoved are sel ected under control of 1nformation provided by

said data nonitoring circuit. 10. The system of claim8 wherein said

certain threshpl d heig wir@daid.gisentstemWpBLS NikdE BRPUWMe AR foypes of data
that are tenporarily renoved operate in proportion to said gradations.
‘ ynamically displaying information pertaining to temporarily stored ones of said data

packets.

8. A data flow control system for preventing an enterprise data processing

system from being overloaded with data requests directed to said enterprise system from
" sources external to said enterprise system, said data flow system comprising:

a gateway for accepting data directed to said enterprise system from any said
external soﬁrce;

a data monitoring circuit for reviewing selected portions of certain data directed -
to said gateway, and for deriving certain parameters based on said certain portions of
said data; and 7

a delay path operable when the amount of data currently being handled by said
enterprise system reaches a certain threshold for temporarily removing selected data which
is directed to said enterprise system away from enterprise system, wherein selection of said

selected data for temporarily removing is based on said certain parameters.

9, The system of claim 8 wherein the exact ones of said data which are
temporarily removed are selected under control of information provided by said data

monitoring circuit.

10. The system of claim 8 wherein said certain threshold has gradations and
wherein the amount and types of data that are temporarily removed operate in proportion to

said gradations.



