1 Description Method for cryptographically processing a nessage,

met hod for generating a cryptographically processed nessage, 5

nmet hod for perform ng a cryptographic operation on a nessage,
conmputer system client conputer, server, conputer and conputer
program el ements The invention rel ates t% a nmethod for

crypt ogr aphissd dyipdibpr ocessi ng a nessage, a nethod for generating a
crypt ographical ly processed nmessage, a nethod for performng a
cryptographlc operatlon on a nessage a conputer system a client

conput er, ggd | £Rnd S nH18,
nunber of peo e u5| ng cgc?ﬁ% networ %%;ngtareansfsagsel method
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stored i RS oM AT DR SFERTG RRTaGIBuIP ot be
read or charm@&aby PESihSa WO RF SELHOL cﬂé%'&ﬂ&%ﬁé&d%éﬂre£5

Ther ef or e, |nformat| on (or data securlty solutions and network
security solcmrtmﬂse,r@ui TANBIREY RFOTRAT akemsntf security of
conput er networks, for exanple for preventing that non-authorized
peopl e access the conputer network and/or the data transferred in

t he conput erThet warkntaoa @) afedraior a MmeoriahcéorBdsigtigraphically
information security solutions and network security solutions are
barel y Q@emﬁﬁf?ﬁﬁﬁ#@ﬁthathémessage’ a method or generating a

cryptographically processed message, a methed for
performing a cryptographic operation on a message, a
computer system, a client computer, a server computer and
computer program elements.

15
The number of people using computer networks for data
transfers, particularly the Internet, has significantly

increased in the last years.

20 Some of the data transferred using a computer network or
stored in a computer network is often secret, e.g. it
should not be read or changed by people who are not

privileged to do so.

25 Therefore, information (or data) security solutions and
network security solutions, i.e. methods for guaranteeing
security of computer networks, for example for preventing
that non-authorized people access the computer network
and/or the data transferred in the computer network, are

30 of major importance.

Existing information security solutions and network

security soluitions are barely keeping pace with the



2 sophistication of attack nethodol ogi es. Mst of the network
security products on the market fall into two categories: Products
for the prevention of attacks at the boundary 5 between two conputer
networks (for exanple firewalls) - Produgts for the detection of an
attack after the attack has happened (for exanple intrusion

detection sysiien®)icakOd revel | stesex desbgnedot 8gPESt eclio§ONPUEEr the
systens in a ‘conputer network from hackers who attack from outside

the conput greteaitor Recbyt tiotPFedns bRl iogi otse | mirdets, fplé. intg ofwo
peopl e who a}%: (%H‘I he conput er network fromthe inside, e.g. by a
conput er sys ichis part of the 15 conputer network. Firewalls
concentr at e -seeubdhyt @t £one thpodrevaggriavatd Mo itheclss ngt ethei bbuatary
failure phenonmenon. Intrusion detectlon systens can only detect an

att ack e?ettVf?eeersr%é%%tﬁéeﬁlW Holdiodr S5BIRE 1Y 5A L ast er

to cone OUt W tthewat t agk metbodalogies,t 003vohd ZBchekNGifter the
detected. Application server conputers which make use of public key

cryptogr aphla:tt(&"MC) st dreprfared eclUitimg edatmg ler ansftenss Logr e dsitayitign
an increasin Sg{n%% ortant role in the 25 Internet, for exanple in

el ectronic c " Such application server conputers are for

exanpl e web server corrputers that serve Internet client conputers,
like a web server.  conputer hosting the web site of a bank and

t ransf etPi nd 1Rkt e2 ¢ &ﬁsétgé’@ﬁlnttcbfpéoE%%F c6mRNteF0 Ittt in 2

client compylGropnsed Dy J&At HS&f - hackers who attack from outside the

computer network, but not from malicious insiders, i.e.,
from people who access the computer network from the
inside, e.g. by a computer system which 1is part of the
15 computer network. Firewalls concentrate security at one
port, aggravating the single point of failure phenomenon.
Intrusion detection systems can only detect an attack
after the damage has been done. Hackers normally work
faster to come out with new attack methodologies to avoid

20 being detected.

Application server computers which make use of public key
cryptographic (PKC) systems for securing data transfers
are playing an increasingly important role 1in the
25 Internet, for example 1in electronic commerce. Such
application server computers are for example web server
computers that serve Internet client computers, 1like a
web server computer hosting the web site of a bank and
transferring the state of an account of a user to an

30 Internet client computer used by that user.

Most of the web server computers use the S5SL (Secure

sockets layer) protocol to protect the communications



Most of the web server conputers use the SSL (Secure sockets |ayer)
protocol to protect the communications 3 wth the client conputers,
i.e., to guarantee secure data transfers. The SSL protocol enploys
PKC and is the de- facto security prot ocgl for web security. Security
of PKC based application server conputers depends on the secrecy 5

of the privajgkeyndf cihenPKEomphtéPe, pii¥al eckeyuaganeeapieruseddata
the entire systemis conprom sed and the consequence is that the
transfer of densificth The &%rypredopakedmproiive PFG vand ey Bhag ides

cor respondi n c@&bé%&%rgfefa%igrn 0odONILE, SEEHT el £ 2BALLEALLORE pkC

server conputer use prrse,” such as a server conputer
whi ch hosts Baswed Pagei oitidimesenter peosputbas tgpeadk| ynt ahlke splcacey
outside the firewall of the enterprise' s_conputer network

a 15 pubPi cI§t ablEs KB i nBEYerC heth6r k' Eepartat etF r Shit’ é?le' “key' s

enterprise’ ;G eSedet Wokk byribe fiyomal ! i SUEBnphahisugb £id enhe
conputers are able to access the web server conputer. 20 In _
particul ar, ¢dresembeser vers coipat erthe norapséeected byptehewhich is

firewall. This makes,the b _server co ter, vulnerable to at
If the web setVetPco %‘%%%Agc%rit S pflg}r)ai%veat]ée%e‘?/n%rlg icsortf%esé)%%@hg

secure dat a gussd efepyis aio Unddefdyidwge kG, the web server conputer
beconmes a 25 vulnerable point of failure. In [1], the RSA al gorithm
which i 40t he nost popular PKC algorithm is described.

An application server computer used by an enterprise,
such as a web server computer which hosts a web page of
the enterprise, has typically to be placed outside the
firewall of the enterprise's computer network, i.e., in a
15 publicly accessible computer network separated from the
enterprise's computer network by the firewall, such that
web client computers are able to access the web server

computer.

20 In particular, the web server computer 1is not protected
by the firewall. This makes the web server computer
vulnerable to attacks. If the web server computer carries
a private key which is used for secure data transfer by
an underlying PKC, the web server computer becomes a

25 vulnerable point of failure.

In [1], the RSA algorithm, which is the most popular PKC

algorithm, is described.

30 An object of the invention is to prevent the security
problems which arise when a private key is stored on a

computer which is wvulnerable to attacks.



30 An object of the invention is to prevent the security problens
whi ch arise when a private key is stored on a conputer which is
vul nerable to attacks. 4 The object is achieved by a nethod for
cryptographically processing a nessage,,a nethod for generating a
cryptographi cally processed nessage, n%thod for performng a

crypt ogr aphit ORSSALd©ON: HNaBhABSEAI Sy 3a ImEOFIT Eérs}ﬁﬂ(@'&’bg@a@hh@ally
conmputer, a server conputer and conputer program elenents wth

features acmcmetﬁfltr@ the |1Trﬁfeﬂgﬁaﬁ}ent acl @it oA néPkKod qeéj"reratlng a
crypt Ograph'q%%(' e yo&or Saﬂ%ke %%g%ed %s?é %“ ded, whenelfy a coy

first partia secon f cryp ographlc

key, which Qﬁﬁmﬁ&ﬂmﬂmt ta acrgptognephﬁconopératpcmvame & y pleG@aaghi ca
key, are_used; the nessage is processed using the first parti al

T ybt ogr AphicOMRE SresUTaRy 1% G 1RSI CPRPEFEF| y3 155pFBEeSoRguCer and

nessage; thedmsgage bsofFraressedeneingithe creecaitd Pald i kcording to
cryptographic kKey resulting in a second partially processed nessage;

and the firsthepamdegidndergr asdesged nessage and the second partially
processed nessage are conbined resulting in a cryptographically 20
processed nessage. Further, a nethod for generating a

crypt ogr aphizcahkyhog@r q&&ssedypeagﬁgphlaamyh@kdﬁsmg‘ OBNMngsBage is
crypt ogr aphi c operatlon on a nessage, a conputer stem_ 25 a client
conput et0 a &GRS Lottt %bﬁ%%t%@rb%%brﬁﬁyp PeRBRR§Cakedr aPfg2

to the met h%%cfoq{d L CHAPL O apRi SRl a i RCBSS) N9y i BRSSE ARAd PEd a
above are provid

decompOSltlon of a private cryptographic key, are used;

the message 1is ©processed wusing the first partial

cryptographic key resulting in a first partially

15 ©processed message; the message 1is processed using the

second partial cryptographic key resulting in a second

partially processed message; and the first partially

processed message and the second partially processed

message are combined resulting 1in a cryptographically

20 processed message.

Further, a method for generating a cryptographically
processed message, a method for performing a
cryptographic ocoperation on a message, a computer system,
25 a client computer, a server computer and computer program
elements according to the method for cryptographically

processing a message described above are provided.

Illustratively, a method for protecting a private key
30 (e.g. a RSA key) by splitting the private key into
multiple key parts 1is provided. Partial operations
corresponding to the multiple key parts are performed

separately and the results are later combined. Thus, it



[l'lustratively, a nmethod for protecting a private key 30 (e.g. a RSA
key) by splitting the private key into nultiple key parts is
provided. Partial operations corresponding to the nmultiple key parts
are perforned separately and the results are |ater conbined. Thus,
it 5 is possible that the partial operations are carried out on

separate Corﬂwt§6§s%ﬂei Rhpar tidll garrihat -pRraaGhnsCUMUt 8BArPDEY dut
key part - not the conplete private key - has to be stored. 5 The

private cryptrogeaphiretkeycompaicreagsnddetonposdd dultay, t Wbaparen alach
cryptographi ¢_keys. Tg hi eye eyven. nor S ri : e _
%fﬁ% I omég,a kg%epg T Sot gﬁg cg%glggﬁfﬁgﬁvakg kgy

private cr yp(foo raphi c can J(:Jlecorrpose to icity
partial crymagriephie siibikays which are stored on different key
server computers. Accordingly, each of the multiplicity of key

server éorrput ers can performa partial operation using the partial

crypt ogr aphi, keyr 5§ &d: E&srg@yiéeﬁyﬁr isCQHD_ULEQ%ta@@c%%?@s%Be into
er- 1 lts. Fo

result to sone server conpu whi ch” conbi nes the resu r
exanpl e, thetwey gearttislar erypsogdaphian appbi cald orackirwer empuierre
and in one or_ nore key, server cocﬁut ers. . In oneterrbgd' rirgntkethgage%e
server compui®rys Bach BaPFYS50 Sl £phretal CprPYarE REy Y

crypt ogr aphice@p@icdddnineod.a RATPUHRiaipar tdfal pskghal urg @ty raphic
partial decryption, and send the results to the application server
conput e Owhi &8s adRERD| 85et FEoresuIds oL FFFRT hbeY eSGFV S GOPULErS .-

conpl ete prﬂé’@éﬁdi‘?@'lyc,r YREAH aFH‘E C {qper %l%pl%cgutﬁ} h%fowy‘ﬁ &erver
computers can perform a partial operation wusing the
partial cryptographic key stored 1in the key server
computer and send the result to some server computer

15 which combines the results.

For example, the key parts are stored in an application
server computer and in one or more key server computers.
In one embodiment, the key server computers each carry
20 out a partial private key cryptographic operation, e.g.
compute a partial signature or a partial decryption, and
send the results to the application server computer which
assembles the results to form the result of the complete
private key cryptographic operation, e.g. the complete
25 signature or decryption. Alternatively, the application
server computer computes a partial signature or a partial
decryption itself and combines it with the results from

the key server computers.

30 The procedure is for example controlled by an
administrator managing the key parts on different key
server computers and application server computers and who

creates key-pairs (consisting each of a private key and a



25 signature or decryption. Alternatively, the application server
conputer conmputes a partial signature or a partial decryption itself
and conbines it with the results from the key server conputers. 30
The procedure is for exanple controlled py an adm nistrator nmnanagi ng
the key parts on different key server conputers and application

server conmpyigdis ANk PN0anar eRirRsykRY - Piadh SAGeQRg G eaethi & @ife-
private key and a 6 ‘public key) "and managi ng thém during their

entire |ife-timewe. In one enbodiment, an efficient mechani smfor
refreshing 5 the key parts and a nechanisn1for splitting a RSA
private exponent, such that efficient conputation is achieved, is
used. These InvomecbabbsiBefian) ahs e fifd et ald@@thibysmnfor refreshing
adm nistrator. 10 Further, |oad bal ancing techni ques. can be used, such

that the criift dfapRical TpdratTeRR2REF hEOH| §PHBE%%H foRPhePTREGTS
server Conp%k%w%edﬂ1‘@ﬂéﬂ'ﬂﬁbﬁ”éf%légéntac&%#ﬂ@5€15§Y19faéﬁleved is

application 5 server conputer has to be Icated on all |oad

bal anci ng sersest. dBmMetwoormemHamm@SI ozah baltaﬂcib@g cadryerled by an
conputers share 0 n private key. (A load balancing server
conputer is9g %ﬂﬁs gggg'a conputer perform ng cryptographic

oper ati ons for t he appllcatlon 20 server conputer based on the
private key, i.e., "helping" the apgllcatlon server conputer at
perfor mAg  EHiesgr astad bpbraeiveis LRCHBWEVEF, CEmi emike’dt fech that

private key yypr eyl nssalie: Lo abhacks: shecea8agh ol deivuted to the

key server computers.

In existing prior art, a private key of an application
15 server computer has to Dbe duplicated on all 1load
balancing server computers or all the 1load balancing
server computers share a common bprivate key. (A load
balancing server computer 1is in this case a computer
performing cryptographic operations for the application
20 server computer based on the private key, i.e., "helping"
the application server computer at performing
cryptographic operations.) Eowever, this makes the
private key more vulnereble to attacks since each of the
load balancing server computers might be subject to an
25 attack. The method according to the invention provides

much better security and scalability at the same time.

By splitting the private key 1in different ways and
sharing the private key parts with different key server
30 computers, the security of the system is not compromised
if some of the key server computers fail or are

successfully attacked.



| oad bal anci ng server conputers m ght be subject to an 25 attack. The
met hod according to the invention provides nuch better security and
scalability at the sane tine. By splitting the private key in
different ways and sharing the private key parts with different key
server 30 conputers, the security of thé systemis not conprom sed

if sone of the-kexagpghuer £opputars flady ok agg1isuceessf Wikt and a
attacked. 7 For exanple, a private key is split in a first and a
second part sarbndepfitstangarthe sfdretedant alpublticseg Hrcassupldcly

application server..conputer. .and .t he Ls..st d.j.n a
server corrpuef%cre.sﬁjfbcﬁgen aattq%&c%eaglg su%%%g%g i%%é?k?ﬁg cg fﬂlk%st Sl|oé:;1%)r6tn,Ol
he still neegstsrit oiscelpted S tdekkey seetner @aipitiear. t Df obhaiat thlvker
second part. Since the first part and_the second part are

preferabPy refifefdsy fof redhed!d | thgi | F1HRE dPRfiteul ke f G 1lheneeds to

attacker to obt.aif,fal hepar e undesset heoaphlbeatiOnodds S ¥RE second
conputer and the key server conputer are conprom sed at around the

sane tine. Ipdwstrdingd ythenstféadtof ppust pndveblte ngserord mitart are
detecting attacks ccording to the_.invention, e-i nity. 15 |

bui 11 | nto. PREHEIRENY oGeranr byt REE TPrE o o Bl sPenti L ashararer
to intrusionsha@ndctbérekstol bheann MUHH apart heunvesal kheysipgihication
securi t%/L even when individual conponents are repeatedly broken into
and conttFol |TREBE afCBPLAEKer .20 Préfer r 88Y ent5Gdiviveént sCOFPEher are

invention arg,@iyveh Oyy the around the same time.

Illustratively, instead of Jjust preventing or simply
detecting attacks, according to the invention, e-immunity

15 is built into a computer system so that the computer
system 1is tolerant to intrusions and attacks—- it can
maintain the overall system security even when individual
components are repeatedly broken into and controlled by
an attacker.

20
Preferred embodiments of the invention are given by the
dependent claims. The embodiments which are described in
the context of the method for cryptographically
processing a message are analogously valid for the method

25 for generating a cryptographically processed message, the
method for performing a cryptographic operation on a
message, the computer system, the client computer, the

server computer and the computer program elements.

30 It is preferred that the processing of the message using
the first partial cryptographic key is carried out by a

first computer and the processing of the message using



dependent cl ains. The enbodi nents which are described in the context
of the method for cryptographically processing a nessage are

anal ogously valid for the nethod 25 for generating a

cryptographi cally processed nessage, the, nmethod for performng a
cryptographi c operation on a nessage, the conput er system the

client Corrp"gk?er15&&%@5§£¥€£af0&99%%6:;@8931&53_1{%9”&@ 2RI at by a
elenments. 30 It Is preferred that the processing of the nessage using

the first paadald crogsmudgraphic key is carried out by a first
conput er and the processing of the nessage using 8 the second

partial cryptographic key is carried out by a second conputer.
Preferably, dherdddrsity,anthd hei s oantd conpusecoatdecenppted abevicaudpled
conput er _network. For exanple, the first conputer is located in a
~publiclyd actigssl FIRRBRFUEEet%wor k and the second computer is

| ocated in a secure conputer network coupled to the 10 publicly
accessi bl e conputer network. It is further preferred that the nethod
further conffdrsesxamke st epeofitrsansmmouiteg tive hesste® inom phelicly
first conputer to.the second co ter. 15 It is further preferred .
that the fi rSCHErisd C8F1§7B€8§r %%%O%yaaﬁd e SEESRY partharcr S
crypt ogr aphiicde@n cany espopectieca geapipesi thotwefkt hoypliadt &o  the
cryptographic key into a plurality of partial 20 cryptographic keys.
Pref er abPy, Relistly #Ga8p ot IsaradmutEsy pradgiodphi ¢ keys

It is further preferred that the method further comprises
the step of transmitting the message from the first
computer to the second computer.
15
It is further preferred that the first partial
cryptographic key and the second partial cryptographic
key correspond to a decomposition of the private
cryptographic key into a plurality of partial
20 cryptographic keys.

Preferably, the plurality of partial cryptographic keys

give, when summed, the private cryptographic key.

25 In other words, this means that the private cryptographic
key is decomposed into a sum of partial cryptographic

keys.

It is further preferred that the cryptographical
30 processing of the message is the signing of the message

or the decrypting of a message.



gi ve, when summed, the private cryptographic key. 25 In other words,
this means that the private cryptographic key is deconposed into a
sum of partial cryptographic keys. It is further preferred that the
cryptographi cal 30 processing of the megsage is the signing of the
nessage or the decrypting of a nmessage. 9 It is preferred that the

nessage i s proCcessed AeGHH Nehat OtBePHRJG LY £T ¥PLLEEERAI Gecordin
algorithm 1In a public key cryptographic aldgorithmy there exists a g

publ i c cryptiograpghilel keykdwrenaeryptdmygi @ essHgeiand a  private
cryptographi c key for decrypting (signing) a nessage. Typically,
before a secret nessage is sent, a pair consisting of a private

crypt ogr aphion key pamd iaz jpepl ceypeypiraghaphiad okey tane generat edisthea
private 10 cryptographic key and the public cryptographic key are

for exanpl e PehrbeC i AT¥PEPETEBNGC Wishh TrRF edBREKPEH0Y Bi MBFSSEHGi BRY. @
The nessage js; @NCL YRS USIGR NS BUB) T CroCT YRIOGARRIL K ANdd)S &

then sent to a receiver. The ‘receiver can decrypt 'the Tmessage usi ng
the private keysadd. STppeceheéypressaijerean ariordie dessgpeed susiagti he
private key and the private key is kept ,secret r.ecejver

th , h
message can Rott b& WS YPIE B s%néoﬁfhvaalﬁ%ofir%@%%%g%g&ﬁ. Y and "&

Preferably, gis1publ &eykeygespyptOgr apfi caakgogiehbiaicgdt he ThBSAprivate
algorithm The invention can also be applied to other cryptographic
net hods 10harc R oFiaPlebanpey tNdt ke aR¥yheE ricgyptographic” key are

for example large integers (e.g. with more than 100
binary digits). The message is encrypted using the public
cryptographic key and 1is then sent to a receiver. The
receiver can decrypt the message using the private key.
15 Since the message can only be decrypted using the private
key and the private key is kept secret by the receiver,
the message can not be decrypted by some unauthorized

person.

20 Preferably, the public key cryptographic algorithm is the
RSA algorithm.

The invention can also be applied to other cryptographic
methods than RSA, for example to other assymetric
25 cryptographic methods, key generating algorithms or other
signing methods. In general, the invention can be used
with every algorithm were the result (for example the
decrypted or signed message) is given by some function £
which fulfils f{x+ty)=£f(x)f(y) were X and Y are
30 cryptographic key parts. For example, cryptographic
methods which are based on the discrete logarithm satisfy

this prerequisite.



25 cryptographi c nmet hods, key generating al gorithns or other signing
met hods. In general, the invention can be used wth every algorithm
were the result (for exanple the decrypted or signed nessage) is
given by some function f which fulfils f(x+y)=f(x)f(y) were x and y
are 30 cryptographic key parts. For example, cryptographic nethods

whi ch are based; oncf pendi sgrekerkegarhbhimasatdsideeddi 1pEST 8041 gicter
10 It is further preferred that at selected tinmes and after or

bef ore the messagefpsepr ddessedgsaagef r eshedrraeesnpdsitin irgfreshed
det er m ned. Prefenqpk%%.the ngreshe deconposition is determ ned
by deconmposiFiy e ﬁﬁar%aﬁrqﬁﬁfﬁﬁographic key and the second
partial cryptographic key and conbi ni ng these deconpositions to form
a deconposition of the private cryptographic key. 10 Illustrative
enbodi meft s B tat@blwenthonraf 6e8RpAaAFEEMPBSIAWOR t1e r épERERERSE 0PV

t he draw ng 0, FLgure. h : M. a '
b 15 erbogioaniditg Cl EiksEl e & LOMRU BEOSYSLATLISGY, e Fhe
accordi ng t serehbedintenrtl ofr e dmapdnitd okey20 afidgucer®ighows &hese

private key, a first, private ke art nd a second priyvate key par
Becording t SSEoMRIANR  C8r TRENI el SIPORLGUPE. 4°hovs abFroREe
di agr am accrdigibdrapi enegdi ment 25 of the invention.
10
Illustrative embodiments of the invention are explained

below with reference to the drawings, wherein:

Figure 1 shows a computer system according to an

15 embodiment of the invention.

Figure 2 shows a flow diagram according to an embodiment

of the invention.

20 Figure 3 shows a private key, a first private key part
and a second private key part according to an embodiment

of the invention.

Figure 4 shows a flow diagram according to an embodiment

25 of the invention.

Fig.1l shows a computer system 100 according to an

embodiment of the invention.

30 The computer system 100 comprises an application server
computer 101, which resides in a DMZ 102. The DMZ 102

(demilitarised =zone) 1s a subnetwork that is located



Fig.1l shows a conputer system 100 according to an enbodi nent of the
invention. 30 The conputer system 100 conprises an application server
conputer 101, which resides in a DMZ 102. The DVMZ 102 (demlitarised
zone) is a subnetwork that is |ocated 1% bet ween a secure subnet 103
and a public network 104 which is publi&ly accessi ble. The secure

subnet 103 i tGeln 2aC8HOLAL € sQl'Hn‘é%t e15AN arRi (lhoCghh Bt €2 Matik) 104
the public network 104 is e.g. the |Internet. A client conputer 105

resides in e ghulls eurdtiednk arg4essaileh is coupled to the
application server conputer 101. 10 Sonme web application runs on the
application server conputer 101 and the application server conputer
101 serves 1ithe gktent ocampidter 1005 accer di.ng t eotberweb private LAN
application. For exanple, the application server conputer 15 101
hosts the we-oSiade ®ted hecEReEk pri SBEWRPER I oWRS e K Setur &5 stibfiet the
103. The secyle . sinet 103 conprises a first key server conputer 107
and a secon ey server conputer 108 and an 20 adm nistrator 109,
i.e., a conputer systen1used by an adninistrator of the secure

subnet 103. The, secure sub %%% is r ected t he boundary t
DVZ 102 by & 1§} eel | CEORBUEGr 105, 25 e ARplT Satt GH Sbr varvor? 108
conput er 10LHieH espasidile iy cHhagylacessidig s@frvmcw&\p@m%rramoqns
e.g. SSL (secure
Some web application zruns on the application server
computer 101 and the application server computer 101
serves the c¢lient computer 105 according to the web
application. For example, the application server computer
15 101 hosts the web side of the enterprise which owns the

secure subnet 103.

The secure subnet 103 comprises a first key server
computer 107 and a second key server computer 108 and an
20 administrator 109, i.e., a computer system used by an

administrator of the secure subnet 103.

The secure subnet 103 1s protected at the boundary to the
DMZ 102 by a firewall computer 106.
25
The application server computer 101 is responsible for
the processing of secure operations, e.g. ©SSL (secure
socket layer) authentication of the client computer 105,
decryption of encrypted data sent from the client
30 computer 105 to the application server computer 101 and
signing messages sent by the application server computer

101 to the client computer 105.



socket | ayer) authentication of the client conputer 105, decryption
of encrypted data sent fromthe client 30 conmputer 105 to the
application server conputer 101 and signing nessages sent by the
application server conputer 101 to the_glient conputer 105. 12 In
the follow ng, the process of a secure 3%nnunication bet ween t he

application Servee GMRWLER 103ﬂﬁ9dp£8§es§|b%nhacggﬁﬁkgrc%%ﬁuﬂl%atlon
particul ar the process of ecrypting a nessage sent to the

appl i cati on kerwesn 5 o wrarl laed lencr sty W@I@Iarentlodonﬁ@@er the
105 and the progess of ni ng ssage se ap tion g
01 S P | S Fommit o 105 00 ity E oo

server conpdf r e clien donpu e accordlng 0 an

enmbodi ment  ofedhgpd uentd omdssap| agird. B0 Fing 2 aWMaalfdnowServer
di agram 200 according to an enbodi nent of the invention.

enbodi neft CTORBEE AR | DRCHORF AsRY | BRE GLiRNtr EPBPEREE t185f ra@dlthe
and fig.2, the BoA al O@f&HﬂnJOE H%%é?&@pégnge%¥d$mghénab%hadéilon

used. The f OW Nng enotatlons are used: N nodul us, product of
| arge prine mwmmenscgmpmﬂeq,lOR ¢Oiﬂhéﬂ@i¥ﬁﬁtqcomgmter P.blﬁ@cordlng

(e>2<|)oonent 25 d asﬁcgerltﬁ)oc?xrg)enr{:e of t e!clr}lx;rseaI;[€1SJI{ % eexC%)lE_l;Lrlenc‘ID (D (N

10 Fig.2 shows a flow diagram 200 according to an embodiment

of the invention.

In the embodiment of the invention now described with

reference to fig.l and fig.2, the RSA algorithm, for
15 example described in [171, is used. The following

denctations are used:

N: modulus, product of two large prime numbers p and g,

20

Public exponent

25 d: Secret exponent, which satisfies

ed = 1 mod ®(N)

30 where

@ (N) = (p-1) (g-1)



30 where (D(N) = (p-1) (g-1) (3) 13 M Mssage (to be encrypted) C
C pher text D: Cryptographic digest of nessage M 5 To encrypt a
nmessage M i.e. to forma cipher text C according to the nessage M
Cis conputed according to C=Me nod N J1 (4) Thereby, it is assuned
that the nmessage M has the formof an integer, which is smaller than
N. Large nessages are broken up into smaller nessages, such that the
smal l er 15 nessages can each be expressed as integers snmaller than

N. To decrypt: tMessHgshelta g e@cryrgedlo reconstruct the nessage M
fromthe ci Qp_erc.t%t o.ane calculates 20 M=Cd nmod N (5) To sign a
nmessage M onhe cdl ¢l at€s 25 Dd nod N (6) D is conputed from M by
some hashi ng algefiddyragiiic BGearamd enedaa@n e generated using

MD2, l\/D4,5 MD5, the SHA- 0 (Secure Hash Al gorithnm) or the SHA-1.
To encrypt a message M, i.e. to form a cipher text C

according to the message M, C is computed according to

C=M€ mod N
10 (4)

Thereby, it is assumed that the message M has the form of
an integer, which is smaller than N. Large messages are
broken up into smaller messages, such that the smaller
15 messages can each be expressed as integers smaller than

N.

To decrypt the cipher text C, i.e. to reconstruct the

message M from the cipher text C, one calculates

20
M=Cd mod N
(3)
To sign a message M, one calculates
25
D4 mod N
(6)

D is computed from M by some hashing algorithm. For
30 example, D can be generated using MD2, MD4, MD5, the SHA-
0 (Secure Hash Algorithm) or the SHA-1.



14 1In step 201, the adm nistrator 109 determines a public key (e,

N) and a corresponding private key (d, N) for use wth the RSA
algorithm 5 The adm nistrator can generate the key-pair.
Alternatively, the key-pair m ght already exist and the

adm nistrator just splits the already e ﬂsting key. This should al so
be reflecteq, nsEégo%mlO Jhe BURlinG K% t63N Pgy rra@%em@west % UBBBSic
in the public net 04 by a certificate, which is digitally

si gned by &egorfeaspondindy &e¢¢ri¢$pmmdamgh@mlvqteTh@y &dni Ni sfpat ose
109 creates t. blig ke and he private key using standard key
generation tégﬁhqéﬁ 5%91§ﬁl *202 the nunber d is split into a
nunber of shares according to d=dl + d2 +d3+...+d1 20 (7) Werein
dl, d2, d3, . dl (1 integer) are the parts of d, which is_in the
fol | owi ng réffk@redaﬁﬁllaéstﬁétﬁm vat 8aRey Q%Hl%lmﬂfgh tt8%e eX8¥rPatRe

private key g d %etl%lgfﬁpdth@%ggdp%g o ShaieeLap Re:HOred; ogng

di fferent key server uter ordlng the secure
subnet 103 @mmlnxnunaﬁnragunﬂtkplitbtyhefd&ﬂﬁ&ﬁﬂW&x1&bﬂpﬂtbes) Thiig
this 30 enbodinent, it is assuned t %, s spllt into two parts
according t& FSSFEsiHE T Cie%. ln =dl| + d21

10 The public key can be made known to users in the public
network 104 by a certificate, which i1s digitally signed
by a corresponding certificate authority. The
administrator 109 creates the public key and the private

key using standard key generation technigues.

15
In step 202 the number d is split into a number of shares
according to
d=d] + dp + d3 +.. +d]
20 (7)
Wherein dj, dp, d3, ..,d1 (1 integer} are the parts of d,
which 1is 1In the following referred to as the private key
(although, to be exact, the private key 1is made up of d
25 and N).

Each share can be stored on a different key server
computer 107, 108 (accordingly, the secure subnet 103 can
comprise a multiplicity of key server computers). In this
30 embodiment, it is assumed that d is split into two parts

according to some decomposition, i.e.,



(8) or (according to another deconposition) 5 d = dl12 + d22 (9)
Generally, this is witten as 10 d =dli + d2i (10) in which dl

and d2i are selected randomintegers. dll is 15 then assigned to the
application server conputer, i.e., s aéored on the application
server conmputer and d2i is stored on 't key server conputer 107,
108. Preferably,cidzkhﬂmhjgg corresponds to a deconposition which is
assigned the nunber i) s st&Ted on the ith key server 20 conputer
i.e., one of the (ggy server conputers 107, 108 which is assigned the
nunber i. In this enbodinment, it is assunmed that d2i is stored on
the first key server conputer 107. 25 It is assunmed that in step 203

a cipher te h Ccr r dﬁ?gg ihgest has to be
si gned. Firg%i ¢§K&$§ﬂ§§%ﬁ§1§%§hﬁgﬁ?g%§ p erqggf%)is decrypt ed
according to this enbodinent. 30 The cipher text, which is denoted
by C, is generate ‘jgﬁh] a_nmessage M by using the public key
generated in steﬁp'2 2 Th82@i pher text Cis e.g. sent to the
application 16 s yver conputer 101 by the client conmputer 105. For
exanpl e, the client’ conputer 105 used the public key

Generally, this is written as
10
d = djj + daj
(10)

in which dii and dp; are selected random integers. di; is

15 then assigned to the application server computer, i.e.,

is stored on the application server computer and dpji is

stored on the key server computer 107, 108. Preferably,

dos; (which corresponds to a decomposition which 1is

assigned the number 1) 1is stored on the i*™ key server
20 computer, i.e., one of the key server computers 107, 108
which is assigned the number i. In this embodiment, it is

assumed that dp{ is stored on the first key server

computer 107.

25 It 1s assumed that in step 203 a cipher text has to be
decrypted or a message digest has to be signed. First, it
is explained how a cipher text is decrypted according to

this embodiment.

30 The cipher text, which is denoted by C, is generated from
a message M by using the public key generated in step

201. The cipher text C is e.g. sent to the application



generated in step 201 to encrypt a nessage to create the cipher text
C. 5 According to the message M C is assuned to be an integer
generated according to equation (4). To decrypt the cipher text C,
the application server 10 conputer 101_.in step 204 first computes
Cdli nod N (11) 15 Then, the applicati 3k server conput er 101 passes

Cto the fifst Kkey C%Fr@\ﬁ%'ércog@ll't eﬁ%.laghe Wi Che S Q:'%ﬁd-tﬂﬁ.qalas 105. For
o) are d2i

nment i oned above to h the s of the private kKey. 1In step
205, the firestarkdye,sether cbiput ercd@liiconpdiRés u26edCdPdie nyohbNiq 1Ry

d ds th It . to th i cati t 25 101
Ceing the 1 GRNTERSH (b TorRuPati s SRERGPH g T 14 ok aSL 0155 5

(12) the appligatd aresgerover conputer 101 conputes Cdli * Cd2i nmod N
= C(dli+d2i) mod N=Cd nod N=M 30 (13) in step 206. 17 Thus, the
cipher text Cis decrypted and the nessage Mis reconstructed. 5 The

application server. ut 1 ght,,cakcul a j rekaln int
decryption §:Cccoc>r |lr?390{?(;o e%eagr?%sn%%)bahﬁétﬁ% égﬁgﬁé?i erg gs tﬁellpi ?g'?r
key server cpmatatedl@bcdrdican teassjuation (4).

To decrypt the cipher text C, the application server
10 computer 101 in step 204 first computes

cd1i mod N
(11)

15 Then, the application server computer 101 passes C to the
first key server computer 107, which 1is assumed as

mentioned above to hold the share dpi of the private key.

In step 205, the first key server computer 107 computes
20
cd2i mod N
(12)

and sends the result to the application server computer
25 101. Using the results of the calculations according to
formulas (11) and (12) the application server computer

101 computes

cd1i * cd2i mod N = ¢(d1itd2i) mod N = Cd mod N = M
30 (13)

in step 206.



the cipher text to the first key server conputer 107 and while the
first key server conputer 107 is conputing its 10 partial decryption
according to equation (12), the application server 101 creates its
partial decryption at the sane tinme. Nqw, the process for signhing a
nmessage digest Dis 15 explained. The nmessage digest Dis e.qg.
generated by the application server conputer 101 fromthe nessage M
which has to be sent fromthe application server conputer 101 to the
client conptithers,105e plsarngp@itha&%hm udecippte@0and shepmaoragheM is
application server CO’E%‘#} 101 calculates a partial signature
accordi ng t & OATSHIEN 25 (14) Then, the application server
conputer 101 sends Dto the first key server conputer 107. In step
208, the first key server conputer 107 conputes 30 Dd2i npd N (1)&;&
18 and 8endd& hePpbbedElien tsﬁév§§pl¢@%ﬁli”bﬁhf sePVvemi@dputatcuiais
above, the ti Vi S t

si gnature agjc%([)l] Ca?]lg O?% utalt ion %’1‘% at” t gﬁgglé%nelg)spté%elt?}erssﬁme
key server conputes 10é firsankpasscd@vero ¢¢r@m’¢ferfﬂf)§t. Key sanverpss

comput er 107ﬁgnklp ég Eggt to the first key server computer 107 and
while the first key server computer 107 is computing its

10 partial decryption according to equation (12), the
application server 101 creates its partial decryption at

the same time.

Now, the process for signing a message digest D 1is
15 explained.

The message digest D is e.g. generated by the application

server computer 101 from the message M, which has to be

sent from the application server computer 101 to the

client computer 105, by using a hash function.

20
In step 207 the application server computer 101
calculates a partial signature according to '

pd1i mod N

25 (14)
Then, the application server computer 101 sends D to the
first key server computer 107. In step 208, the first key
server computer 107 computes

30

Dd2i mod N
(15)



first key server conputer 107 is conputing its partial signature
according to equation (15), the application 10 server 101 creates its
partial decryption at the sane tine. Analogously to formula (13) the
application server conputer 101 conpute% in step 209 the signature
according 15 to Ddli * Dd2i nod N = D(di% +d2i) mod N = Dd nod N

(16) 20 So, Jhe 20RhL CRHEOTLAGIMEr SORPU! Aot A0S, NoL. Pt f eofibutle
security functions all by itself, but cooperates wth the key server
conputers 1001.108, in this exanple with the first key server
conputer 107, for performng security operations, such as decryption
or signing. 25 The key server conputers 107, 108 are | ocated inside

the secure ssbiedvd03tRAdaphe iwakh oBr @leaeiead tuyl theght rewathlate its
conputer 106. As nentioned, the private key shares are stored by the

key servér datputadr ss1gmRtund 86casdiBy ARy camiadd@tr el ¥4unctt oRN8f SERE
appl i cati on .server_c u 0 i i t r{yva Kk
PP £ife Sl gg@ gggsg :f(ely( 2 LR S exanl e :m.po%/ Lenkg¥ss D

share d2i is stored irst key sérver conputer 1 . 19 "The
adm ni strat aro 10Qei shreeshionst bkeyf arertvizer gemepateonl03f zprd vabhelkeygde

and public keys, maintaining the secure onfiguration and.nnnitorhnq

the Status. §ifStaskSBt SaRFetii SOFBRARE; dO7 (hd SOMPHtErat b 168 *C4R

react 5 aC%!’njﬂhdﬁtg.{ﬂé Hheapnhcatboneggayesncommsif er £l appilication
cooperating wt
10 server 101 creates its partial decryption at the same

time.

BAnalogously to feormula (13) the application server
computer 101 computes in step 209 the signature according
15 to

pd1i * pd2i mod N = D(d1itd2i) mod N = D9 mod N
(16)

20 So, the application server computer 101 does not perform
the security functions all by itself, but cooperates with
the key server computers 107, 108, in this example with
the first key server computer 107, for performing
security operations, such as decryption or signing.

25
The key server computers 107, 108 are located inside the
secure subnet 103 and are well protected by the firewall
computer 106. As mentioned, the private key shares are
stored by the key server computers 107, 108 to assist any

30 secure function of the application server computer 101
(in this example the private key share dy; 1is stored by

the first key server computer 107).



the key server conputers 107, 108 via secure channels, i.e., al
data transferred fromthe application server 10 conputer 101 to the
key server conputers 107,108 according to the process descri bed
above with reference to fig.2 is transferred via secure channel s.
Since the private key d is split into o parts dli and d2i, the

appl | cat | on -5ef vty EOMDUL Ao L 030835 d OrLbhehash1 o B <t Nend Sobheshkey
server conp&?ﬁi %% , |.e.§%ﬁ%h192esﬁier%$ﬁkey serveF conpu?er 107,
108, which hdl dsrivetpakeyef anlde pprliat Eekey metingtedmdahg ntiidhesecure
application server conputer 101. .20 lLllustrativel the application
server conpUtt LEGT 2 pery IS BapﬁgBFlPﬂe%’&LﬁW?X#Un B 5%‘ eusci’%nga”’ly
its privateqiketcpanmiciand oneclpf thadkeniseryebrcomuuters d47, 108act
per f or s anotherﬁfart of the security functions using its private

key part® Thecgyslingdtvi-on server conputer 101 25 conbines, as
described in steps 206 and 209, the two partial results together..
According to this enbodi nent, the private key parts dli and d2i are
never conbi mee tepplteat toh heeecorpl etenpriesat e0key sd. cGpdmiiroy i rgth

the current operation status, the adm,nistrator 109 is aware of the
whol e syst efSectifYt PEI6T | ORAEEFOF | &@n—%g,ﬁﬁ%%@oc%%%u%r channels,

splitting ajprd vat g1 keyiatd agcohdcngrte an-grbedemeipofcdton server
invention is explained. 5 Fig.3 shows a private key 301, denoted by
d, a fitét qompwdtes keyOpar to30Xhalenberd BWEIFEr ancompsee®nd pPI/valé

key part 30%bé¥%§ﬁ%§ Qg %%e %%%gégdiggcgﬁbggb%@dygnwith reference
to fig.2 1is transferred via secure channels. Since the

private key d 1is split into two parts dj; and dzi, the
application server computer 101 has to interact with the

15 first key server computer 107, i.e. with the one of key

server computer 107, 108, which holds the part of the

private key not stored in the application server computer

101.

20 Illustratively, the application server computer 101
performs part of the security functions using its private
key part and one of the key server computers 107, 108
performs another part of the security functions using its
private key part. The application server computer 101
25 combines, as described in steps 206 and 209, the two

partial results together. According to this embodiment,

the private key parts dli and d21 are never combined to

create the complete private key d.

30 Monitoring the current operation status, the

administrator 102 is aware of the whole system security.



of the invention. 10 Let IT(N)I denote the nunber of bits in (D (N
Since e is chosen a small nunber (e.g. 3) and because of equation
(2), the nunber of bits in a binary representation of d is close to
I(h(N)I. I (D (N I is the upper bound of the nunber of bits in a

bi nary representation of d. 15 As shown?&bove, in a description

operation or; si.gnhi rati t [ [ opputer 101
has to corrle?te dInj'gorrlt)ﬁﬂﬁL gé}ée >§|Fos %)rf%}.: %ﬁyg%%ﬁ?cgtpgn sgrvely
conputer 10H dasscdidindy tonpehi ngmdddXthehit nodt N, ti4 or ipven®jod, 2s

..., (D (N I 1&1%7% Anal ogously, the first key server conmputer 107
has to 25 2 nmd N It is not efficient, if the first key

server conputer 107 also perforns all conputations according to
equation (17). Therefore, the follow ng procedure for calculating a
first prbvatfidedy paAPYS30R PaAdaieseeend IPdi-vadenregdpdrt do3 df fEKet

private key 301,30 such thata@d  dedleda93,(48) by Brebenhadp Finst

a nunber i S chosen. n, the 1 owe e secon rrva

key part 3034y e[féﬁs 803Z€ln ot mphsg,l Bdrdiny 1 Ohnt RepeGRRd L
private key part 303 are randomy dassigned. The first private key

part 302 is JrowraliGiiaitetn .

10 Let |®(N)| denote the number of bits in ®(N). Since e is
chosen a small number (e.g. 3) and because of equation
(2), the number of bits in a binary representation of d
is close to |©O(N)|. [|®(N)| is the upper bound of the

number of bits in a binary representation of d.

15
As shown above, in a description operation or signing
operation, the application server computer 101 has to
compute ¥4l mod N, where X is C or D. The application
server computer 101 does this by computing

20

X2") mod N, (for § =0, 1, 2, ., |®N)]).
(17)

Analogously, the first key server computer 107 has to

25 compute X92 mod N. It is not efficient, if the first key
server computer 107 also performs all computations
according to eguation (17). Therefore, the following
procedure for calculating a first private key part 302
and a second private key part 303 of the private key 301

30 such that



10 according to dl =d - d2- (19) 15 Since at least i digits of the
second private key part 303, i.e., of d2, are zero, nmuch conputation
time on conputing X can be saved, since the conputations according
to equation (17) have only to be perforgpd for at nost | (D(N)I-

val ues of j. The conputation |oad of th 120 first key server conputer
107 can thus be rgedu d_F§£Qnificantly. After splitting the private
key 301, the adm nistrator © 109 can store the private key 301 in sone
secure 25 locati@am) e.g. offline, or can delete the private key 301,
since it is easy to construct the private key 301 fromthe first
private key part 302 and second private key part 303. 30 For

ensuring secuwit of di ﬁg@ dj t e —hayentian;  t.he
deconposi ti o(\i;lér (ﬁg@t%egrc%rc{'va%l%igyg&%f n OPZJZn?%IV\BHIp]%{?'S F}slg%:{harﬁsgd lgt .
sone tings, irebetsecdf oths geafareshppévibods. k<80, pefkta I keresunseeds
in attacking the application 5 server conputer 101 and knows the

part of the zsdoratihkeyioghiest oPdd)ilmit R tapptl clits opesendePréBapat EPY

101, the securit f the s i_S onprom sed, if the hacker
al so succeed¥to %Oe F've r&r@fﬁ?aratssﬁg’{%“g private key until the

next refresh period. 10 A process for calculating a new conposition
of a private . . .
The first private key part 302 1is now calculated

10 according to

dy = d - ds.
(19}

15 Since at least i digits of the second private key part

303, i.e., of dp, are zero, much computation time on

computing X can be saved, since the computations

according to egquation (17) have only to be performed for

at most |®(N)|—-i values of j. The computation load of the
20 first key server computer 107 can thus Dbe reduced

significantly.

After splitting the private key 301, the administrator
109 can store the private key 301 in some secure
25 location, e.g. offline, or can delete the private key
301, since it is easy to construct the private key 301
from the first private key part 302 and second private

key part 303.

30 For ensuring security, according to one embodiment of the

invention, the decomposition of the private key d into



key is now explained with reference to Fig.4. Fig.4 shows a flow

di agram 400 according to an enbodi nent 15 of the invention. The
processing steps of the flow diagram 400 are carried out by an
application server conputer 401, e.g. the application server
conputer 101, and a key server 20 conpuﬁ%% 402, e.g. one of the key

server COMDULES ks 13 isngbavear! NaABP!| GRLL ON aeruielcLORLL o

401 and the server conpute 02 comunicate via fire wall

25 Let at the=thegihmeawgiaisa refresh period a first private key
share 403, denoted by dl, be stored on the application server
conputer 401 and a second private key share 404, denoted by d2, be

stored on the, Key rSeg velackeanPyheke482. Accarndhbihe eghiat iapplit3)tion
the first 30 private key share 403 and the second private key share

404 formba prevere GeIPWerot B bynd, kopvehtins B3El Pér thge &y peiten key
and si gni ng purposes ainde&?%' %%gal%%‘lt%r?g sgkﬁ}&t eeoégétéile 101, the

application server conputer 40 onput es econposition of t
first privatsdkeyishase 403 sascendiagohdy5Scdhpzronited,diZ- th20hacker

Anal ogously, the key server conputer 402 co tes i te 406
deconposi ti it FH€C§%96n&fbr$£%tEkﬁeﬁﬂgﬁﬁgggﬁﬁi B%O%aggopﬁ?ﬁag?ohﬁf

= d21 + d22-3{21) the next refresh period.
10
A process for calculating a new composition of a private

key is now explained with reference to Fig.4.

Fig.4 shows a flow diagram 400 according to an embodiment

15 of the invention.

The processing steps of the flow diagram 400 are carried
out by an application server computer 401, e.g. the
application server computer 101, and a key server
20 computer 402, e.g. one of the key server computers 107,
108. As above, the application server computer 401 and
the key server computer 402 communicate via fire wall

403.

25 Let at the beginning of a refresh period a first private

key share 403, denoted by dj, be stored on the

application server computer 401 and a second private key

share 404, dencted by dp, be stored on the key server

computer 402. According to equation (18), the first
30 private key share 403 and the second private key share
404 form a private key denoted by d, which is used for

decryption and signing purposes as described above.



15 In step 407, the application server computer 401 sends dl1 to the
key server conputer 402, which forns a refreshed private key share
408, denoted by d2', according to 20 d2' = d21 + dil. (22)

Anal ogously, in step 409, the key server _conputer 402 sends d22 to

t he application server conmputer 401, whieh 25 fornms a refreshed first

private key ghate, 41005 denat ey cahon LGN Nodhul: F09120mpd22s

(23) 30 As nentio ove, e exist of plurality o

deconposi ti ans defccmpmrsivaton key d thecorfdinsg t eréqadei oe®4 shi@e f 403
a plurality of dipferent i. Preferably, all dli are stored on the
application ter 101, and the respective second private
key share d2i is stored on the ith key server conputer. The
application server 5 conputer 101 can now depending on the work | oad
of the key serveh coaut er 11207, 108, distribute the partia
decryption or signature operations to different key server conputers
107, 108. Accordiﬁﬁnto the key server conputer 107, 108, the
application server conputer 101 10 distributes the partial operation
to, the application server conputer 101 has to use the corresponding
private keyrsHargmuslys. thee kpldesatsorommuiar déih GoaPulb@s Has step

use dli for fne apac{ej[cioz%rlpoo &7l Yt R&Ld %re%%qlczf))faxli%te key share 404

10 according to

dp = dgq1 + dpo.
(21)

15 In step 407, the application server computer 401 sends

d11 to the key server computer 402, which forms a
refreshed ©private key share 408, denoted by dp',

according to

20 do’ = dpq + d11.

Analogously, in step 409, the key server computer 402

sends dpp to the application server computer 401, which

25 forms a refreshed first private key share 410, denoted by

dq', according to
di” = diz + d22

30
As menitioned above, there exist of plurality of

decompositions of a private key d according to equation



application server conputer 101, if a partial operation 15 is
distributed to the ith key server conputer. As described above with
reference to Fig.2, the application server conputer 101 conbines the
results of the partial operations. 20 As earlier indicated, in
Fig.2, it is not always necessary for t4fe administrator to generate

the keys. The oprigei pa lﬁkgﬁﬁkyt&§§QQf?fgfgﬁ€u£w b§ek8r§8hy%y%@$hgli

keys and manhage the split Kkeys: generation can be done
admi ni strat Oéré)UTstBQtaanﬁﬁsﬁﬁéy-aFE%ﬁﬂdhﬁierﬁ gesyaentcornidif 0l LOW N@ind
publication is cited: [1] R L. vest, A Shamr, and L. M Adl eman,
"A nethod fie obeaperhyvei gEcandsPgiaeice B ith | é2keys3gtored on
cryptosystens”, Capmuni cations of the ACM Vol. 21, Na., 2, Feb.
1978, pp. 128926125 keVai RETYSIMeCRBRUESE -cr ypfogrRptiicatiyn  Server
processi By a-HRSSAYE, 10MELE nnéw?d@;kaléﬁtdiﬁé_r tdrel tREY RIS abHE KeY the
and a second partial cryptographic key, which correspond to a .
deconposi ti okewf senyeirvacempryprogr bphi ¢ Wy, dietusbdte- the mesddge
is processed,using the first partial cryptogtaphic. key r. lL.ting i
i Pr et par 1 ETT Yk dbectba shabebfee TOPRERLERT 0 e sk My
using the segong pacbiplteesypl@nr apbsc keydwsid i 0g ithed Regongrver
partially processed nessage; - the first partially processed ness%gf
and t he secoffputer 107, 108, the application server computer 1
10 distributes the partial operation to, the application
server computer 101 has to use the corresponding private
key share, i.e. the application server computer 101 has

to use djj for the partial operation performed by the

application server computer 101, if a partial operation
15 is distributed to the i"™ key server computer. As
described above with reference to Fig.2, the application
server computer 101 combines the resuits of the partial

operations.

20 As earlier indicated, in Fig.2, it 1is not always
necessary for the administrator to generate the keys. The
principal aim of the administrator is to split the keys
and manage the split keys. Key generation can be done by

the administrator but not necessary.

25
In this document, the following publication is cited:
(1] R. L. Rivest, A. Shamir, and L. M. Adleman, “A methed
for obtaining digital signatures and public key
30 cryptosystems”, Communications of the ACM, Vol. 21,

No., 2, Feb. 1978, pp. 120-126



partially processed nessage are conbined resulting in a

cryptographi cally processed nessage, wherein further at sel ected
times and after or before the nessage is processed, a refreshed
deconposition is deternm ned and whergin the refreshed deconposition
is determ ned by deconposing the first partial cryptographic key
and the second partial cryptographic key and conbining these
deconposig¢ifimes to form a deconposition of the private cryptographic
key. 2. The nmethod according to claim1l, wherein the processing of
the nessage using the first partial cryptographic key is carried out

by a first coppui&l angkt herpsasmeaiyt heroressags usi ngekbege,
second partial cryptographic key is carried out bé a second
conput er .wigreite netholl ziccopdihipl ocevaravRarivher &fk el 3 r §eCand

t he seco nput er Vi co n 4, . The
met hod a cd%%%ﬁg téES%ﬁfﬁgggéﬁgcla?e 3, Sgﬁgéﬁn ?%%Qk%%¥ﬁ§h fﬁ?the?
conpr i sesdddmnsis=t iah tofanspirtivehg theptowsssyges fraom tare fisedt
conputer to the second computer. 5 _The nethod according to any,of
the claims 1-%9 4"°SHREF ei Sth@rPF?g?egarPFéchryp?ogrépﬁlc KEy “an
t he secongrypasdrahier ydworephi cidkeyigoar €éspendphetaadegopposketsod
of the private cryptographic key into a plurality of partial

crypt ogr dpht P Keys. 6. The nethod according to claim5, wherein the

plurality. ofnpargdddadd yP{HONELseRYS i, When swrsed, bhetial
private cryptographic key. 7. The nethod according to any of the
clai ms 1 ¢@y®.ographic key resulting in a second partially processed
message;
- the first partially processed message and the second
partially processed message are combined resulting in a
cryptographically processed message,
wherein further at selected times and after or before the
message is processed, a refreshed decomposition is
determined and wherein the refreshed decomposition 1is
determined by decomposing the first partial cryptographic
key and the second partial cryptographic key and combining

these decompositions to form a decomposition of the private

cryptographic key.

2. The method according to claim 1, wherein the processing
of the message using the first partial cryptographic key is
carried out by a first computer and the processing of the
message using the second partial cryptographic key 1is

carried out by a second computer.

3. The method according to claim 2, wherein the first and

the second computer are coupled via a computer network.



wherein the cryptographi cal processing of the nessage is the signing
of the message or the decrypting of a nessage. 8. The nethod
according to any of the clains 1 to 7, wherein the nessage is
processed according to a public key ypt ographic algorithm 9. The
met hod according to claim@8, wherein the public key cryptographic
algorithmis the RSA algorithm 10. Conputer systemconprising - a
first pro;:eszsihé\gmémidd Wi €drd isadapt €h i Proecessatn messageeusi tige a
first partial cryptographic key, which correspaonds to
deconpOS|WQQﬂPQﬁ é; 5%P€at§°@P§b§%§rab%ﬁc SIER), CF%SGF@Pﬁaltﬁlﬁgleg?

partial | U HeRssednTeS8agerst BomSGONE 11 QGRS YNGrdNichmphk6h . i S
adapted to process a nessage using a second partial cryptographic

key, which 27 corresponds to the deconposition of the private

crypt ogr aphi %h‘éeyme{ﬁé&' GRG0 S@&Og%gpagklaéﬂev cRLIGESSEd o 4,

nmessage; - a conbining unit whi is a ed to conbine the fir
parti al | w}’pafmesstehzb nﬁslsﬂgeparrdlahecsm‘mm:mm atdy apd otbssedcond

nmessage resulting in Crypt.o hi cal | rocessed nessa ereLn
further a&t?%s t%’inFEWPefsa@H a{?etpye “ort Sé?oglrdg the? Iﬁa its“%ln St

processedsha pefveshedrggcogposhid OHeyS indet er rpnaﬂhlwmr ef nptheial
refreshed deconp05|t|on is determned by deconposing the first
partial FSHRGHEHMIIE XR¥F-and the second partial cryptographic key
and conmbining these deconpositions to forma deconposition of the
private cryptographlc key. i
. The method according to claim 5, wherein the plurality
of partial cryptographic keys give, when summed, the

private cryptographic key.

7. The method according to any of the c¢laims 1 to 6,
wherein the cryptographical processing of the message 1is

the signing of the message or the decrypting of a message.

8. The method according to any of the claims 1 to 7,
wherein the message is processed according to a public key

cryptographic algorithm.

9. The method according to claim 8, wherein the public key

cryptographic algorithm is the RSA algorithm,

10. Computer system comprising

- a first processing unit which is adapted to process a
message using a first partial cryptographic key, which
corresponds to a decomposition of a private cryptographic
key, resulting in a first partially processed message;

- a second processing unit which 1is adapted to process a

message using a second partial cryptographic key, which



11. Method for generating a cryptographically processed nessage
wherein - a nessage is processed using a first partial cryptographic
key, which corresponds to a deconposition of a private cryptographic
key, resulting in a first partially pfocessed message; - the nessage
is transmtted to a client conputer; - a second partially processed
nmessage i s received which is the nmessage processed using a second
partial ceyptagariy ¢ ey whch eydoegpenidsoho tbeé decaspositioatef
the private cryptographic key; - the first partially processed
message aFVRIRISEIGRd PaYti aliSFUprtdeEssetl nedsage®are® comfirheditd a
cryptogr b caldan MGeseed message, wherein further at selected
times and after or before the nessage is processed, a refreshed
deconpositi en dosbigdner mMnied, viwher eip  tEllepiteflr ésheeredthpblet fessts

28  det er i ne 1gly 86000l e dddet pAdtT Bho ol XRLBARAPLG ¢ 1K8Yy

and the secon rtial cryptographic key and conbi ni ng
deconposipromssdad f ommssadeconpesiiitdngof ihe pri vatmptegysrbgcaphiyc
key. 12. Server c uter conprising - a processing unit which is
adapt ed tB" PrOVEES "HEFS4ge using a first partial cryptographic
key, whiclheesirespontisert atasdeecenmpasittimes afnda Priamt €r chypobogr aphi c
key, resulting in a first partjally procesiﬁg nesga e, - a. .
transmi t tPPRPIAR t WRi crPPTCRFSSred Bo THEdes ﬁg%mp?%l%l?ﬂ i edt
conput er; getermined, wherein  the refreshed decomposition is
determined by decomposing the first partial cryptographic
key and the second partial cryptographic key and combining
these decompositions to form a decomposition of the private

cryptographic key.

11. Method for generating a cryptographically processed
message wherein

- a message is processed using a first partial
cryptographic key, which corresponds to a decomposition of
a private cryptographic key, resulting in a first partially
processed message;

- the message is transmitted to a client computer;

- a second partially processed message is received which is
the message processed using a second partial cryptographic
key which corresponds to the decomposition of the private
cryptographic key:

- the first partially processed message and the second
partially processed message are combined to a
cryptographically processed message,

wherein further at selected times and after or before the
message 1s processed, a refreshed decomposition 1is

determined, wherein the refreshed decomposition is



- areceiving unit which is adapted to receive a second partially
processed nessage which is the nessage processed using a second
partial cryptographic key which corresponds to the deconposition of
the private cryptographic key; - a cogbining unit which is adapted to
conbine the first partially processed nessage and the second
partially processed nessage to a cryptographically processed
message, gamgined usy haecahpselagt ethet | fiesstangaatigel erybeborephbe
nmessage i s processed, a refreshed deconposition is determ ned, |,
wher ei n tRY r&iq ekpedsgeedipbartiah FEYPHRYERPRHedk ey BBEoAPBEFAY"Y he

first pargiale aRiRdaRMI0s key Rhe thecteaprdiRabhi 8k eh¥pheavaphic
key and conbi ning these deconpositions to forma deconposition of

the privateyptrygstrdgrcapkive key. 13. Method for perfornming a
cryptographi c operation on a nessage, wherein - a nessage i s
received; - the nessage is processed using a partial cryptographic
key whi chizorsespandsripotardecoppdsitgon of a private 29

cryptographic key resulting, in a partial rocessed nessage; - _the
oy b1 al1 3 o oeseteSaushBer ndchnan cap R o sereel S onpteapatt
wherein fugiheraatiset ephedibi mesypadgabpeic okebef ahechheortespagesi s
processed, a refreshed deconposition is determ ned. 14. é%ient
conput er ednpfi sidFGOMPsStEaRvi B urftt RRIEREE s SA¥BEEEr 8Bt ecelG¥ a

MeSSage; resulting in a first partially processed message;
- a transmitting unit which is adapted to send the message
to a client computer;
- a receiving unit which is adapted to receive a second
partially processed message which is the message processed
using a second partial cryptographic key which corresponds
to the decomposition of the private cryptographic key:
- a combining unit which is adapted to combine the first
partially processed message and the second partially
processed message to a cryptographically processed message,
wherein further at selected times and after or before the
message is processed, a refreshed decomposition is
determined, wherein the refreshed decomposition is
determined by decomposing the first partial cryptographic
key and the second partial cryptographic key and combining
these decompositions to form a decomposition of the private

cryptographic key.

13. Method for performing a cryptographic operation on a
message, wherein

- a message 1s received;

- the message 1is processed using a partial cryptographic

key which corresponds to a decomposition of a private



- a processing unit which is adapted to process the nessage using a
partial cryptographic key which corresponds to a deconposition of a
private cryptographic key resulting in a partially processed
nmessage; - a transmtting unit which 4s adapted to transmt the
partially processed nessage to a server conputer, wherein further at
selected tinmes and after or before the mnessage is processed, a

ref reshed: deaQpastilcon desy dedfridingd. ib. LonpubeiaPIPgr pivekeseat
whi ch, when executed by a conputer, nakes the conputer performthe
fol | ow Nng'SSIEHIE:- processing a nessage using a first partial

cryptographig,. kgxr%:sf]b COLF SRS 110 5320ECOMPOSItd i iQf Ry PEbVaL e
crypt ographic key, resu {i ginafirst partially processed nessage;
- processsawydrheampsdage using the second partial cryptographic key

whi ch correspands_to .t he deco .t,on.of rd.vate cr aphic
key resul'tl f%W1EF%%E%hdatpﬁgP?§ %% 5%%835%2% %gggggé?93%8£&&£ ehe
conbi ni ngnddmndd r st sparddcaldssepl, ocessedafeesahge antkddwgpossieciamd is
partially processed nessage resulting in a cryptographically
processedFESEHGE Y wherein further at selected times and after or
before the nessage is processed, a refreshed deconposition is
determ ned, wherein the refreshed deconposition is determ ned by
deconposi ¥y tHe &t SCTRALLraFrCBPYbE&¥F aphi ¢ key and the second

partial crypt,oqrapiing k&Y 2Rfi ERTRENLAgstddhass ARARROS his@Bagke form
a deconposition of the private
- a processing unit which is adapted to process the message
using a partial cryptographic key which corresponds to a
decomposition of a private cryptographic key resulting in a
partially processed message;
- a transmitting wunit which is adapted to transmit the
partially processed message to a server computer,
wherein further at selected times and after or before the

message is processed, a refreshed decomposition is

determined.

15. Computer program element which, when executed by a
computer, makes the computer perform the following sieps

- processing a message using a first partial cryptographic
key which corresponds to a decomposition of a private
cryptographic key, resulting in a first partially processed
message:;

- processing the message wusing the second partial
cryptographic key which corresponds to the decomposition of
the private cryptographic key resulting in a second

partially processed message;



cryptographi c key. 16. Conputer program el enent which, when executed
by a conputer, nakes the conputer performthe foll ow ng steps -
processing a nessage using a first partial cryptographic key which
corresponds to a deconposition of a pgavate crypt ogr aphi ¢ key
resulting in a first partially processed nessage; - transmtting the
nessage to a client conputer; - receiving a second partially

processed. nesaapei Wi €Rei $irkhe gressage ypraReseddusidikhRyesepondthe
partial cryptographic_ key which corresponds to the deconposition of
the privat&cond ypPagiraphll keyrocehithi nfPA§SeAR fiFRIubarid al by 2
processeqnﬁﬁﬁ§ﬁﬁ% nd hh scond-Rapiially processed nessage to a
crypt ographica yp%prgcegsgg nessgge, mﬁ%%ein further at selected

ti mes andeteftesim ofubgfer eat heelaessdgsingsprodessddr aoF epebehredthe

deconposition is determ ned, erein the refreshe Qsi tjon:Ls
dtf By Heconp 'Procteﬁése\g] b par e Qe&%ﬁ?%@@oy and”

[
determn mposing i'rst parti-al “crypt ographi e
t he secondkipafiirald,cr yphegeaphi ctkey andfrosstedi ngleddmgeeition  is

deconpositions to form a deconposition of, the priyvat crypt ographic
v 53" Qe TS arY prR6GPRRPBE Bteri s LIS whER bibe Fred g Ao Lt
conput er, xdfpkesd t e COBRYLET pREEL AT Mk hprbgkioMi BgKEYERBA- chebehYhag
a message; - processing the ness%?e u5|%% a partial cryptographic key
whi ch cor P mRCcaw s 1ddOsspdsi thiogh 6f RPFPPELE 1o8r Ppt SGFapRit¥2key
resul ting.jf,@ pafddial e Processed

16. Computer program element which, when executed by a
computer, makes the computer perform the following steps

- processing a message using a first partial cryptographic
key which corresponds to a decomposition of a private
cryptographic key resulting in a first partially processed
message;

- transmitting the message to a client computer;

- receiving a second partially processed message which is
the message processed using a second partial cryptographic
key which corresponds to the decomposition of the private
cryptographic key;

- combining the first partially processed message and the
second partially processed message to a cryptographically
processed message,

wherein further at selected times and after or before the
message is processed, a refreshed decomposition 1is
determined, wherein the refreshed decomposition is
determined by decomposing the first partial cryptographic
key and the second partial cryptographic key and combining
these decompositions to form a decomposition of the private

cryptographic key.



nmessage;
conmput er,
nmessage

transmtting the partially processed nessage to a server
wherein further at selected tinmes and after or before the
s processed, a refreshed deconposition is determ ned.

31

17. Computer program element which, when executed by a
computer, makes the computer perform the following steps

- recelving a message;

- processing the message using a partial cryptographic key
which corresponds to a decompesition of & private
cryptographic key resulting in & partially processed
message;

- transmitiing the partially processed message to a server
computer,

wherein further at selected times and after or before the
message is processed, a refreshed decomposition 1is

determined.



